





Implicitly Offensive [V4]
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(a) A. Instructions for identifying implicitly (covertly) toxic

comments versus explicit toxicity

(b) B. Template for labeling covert toxicity

Figure 1: Rater Instructions and Template

Rater Classification | Count %o
Not Sure 4457 1.4
Overtly Offensive 34094 | 10.8
Covertly Offensive | 120314 | 38.1
Not Offensive 157259 | 49.7

Table 1: COVERTTOXICITY rater scores.

4 Datasets

The COVERTTOXICITY? dataset consists of
covertly offensive rater labels using the described
template on a subset of CivilCommentsldentities
data (Borkan et al., 2019).

4.1 Training Data

The CivilComments dataset is a publicly available
corpus of ~1.8 million crowd rated comments
labeled for toxicity (Borkan et al., 2019). The
CivilComments dataset is derived from the Civil
Comments platform plugin, deprecated at the end
of 2017, for independent news sites. The plugin
utilized a peer-review submission process that re-
quired commenters to rate the randomly-selected
comments before their own was posted for review.
The CivilCommentsldentities dataset is a subset
of ~400K comments, additionally rated for spe-

https://www.tensorflow.org/datasets/
catalog/civil_comments

cific identity terms (e.g. gender, religion, or sexual
orientation).

A limitation of using this dataset is that the com-
ments are directly targeted towards news related
content. As such, this work should not be gener-
alized for other types of online forums, such as
4Chan, which may contain vastly different content
and context.

For the COVERTTOXICITY dataset, we applied
the methodology of (Han and Tsvetkov, 2020) to
the CivilCommentsldentities set: comments with
identity attack annotations and low Perspective API
toxicity scores (Jigsaw, 2017) were marked as can-
didates for covert toxicity.

The CivilCommentsldentities toxicity label is
the fraction of raters who voted for the label. Han
and Tsvetkov (2020) noted that comments with
veiled toxicity were more likely to have dissent
amongst crowd raters and empirically we observed
the same. As such, we filtered the dataset using
the toxicity label rater fraction, explicitly such that
0 < P(toxicity) < 0.4. Additionally, we only con-
sidered comments with at least one identity label
from raters.

The final COVERTTOXICITY training and test
subsets consist of ~48000 and ~2000 candidate
comments, respectively.


https://www.tensorflow.org/datasets/catalog/civil_comments
https://www.tensorflow.org/datasets/catalog/civil_comments

4.2 Evaluation Datasets

Given the subjective nature of this task, evaluation
was performed via two approximate tests sets.

e COVERTTOXICITY COVERTTOXIC-
ITY test set of ~2000 comments with con-
tinuous rater fractions as covertly toxic label.
SBIC Microaggressions Dataset The So-
cial Bias Inference Corpus (SBIC) consists of
over 150k social media posts annotated for
toxicity and implied offense over thousands
of demographic groups (Sap et al., 2019). We
again follow the the protocol used by Han and
Tsvetkov (2020) for creating a synthetically
binary label test set. The test set is the subset
of SBIC that scored P(toxicity) < 0.5. A
positive covertly toxic is applied if the com-
ment includes at least one type of identity at-
tack in the annotations and negative otherwise.
This yielded an evaluation set with ~3100
marked covertly offensive and ~9000 marked
not covert (and presumed not offensive given
the low toxicity scores).

5 Results

Table 1 includes the breakdown of rater scores for
COVERTTOXICITY, with 38% labeled as covertly
offensive. The table results align with our expec-
tations. The original comments were filtered for
low (explicit) toxicity scores and as such a sizeable
portion were confirmed as not offensive.

Raters marked humor (33.2%) and obfuscation
(25.7%) as the predominant categories of covertly
offensive comments. Humor and sarcasm are dif-
ficult for language models to detect in general.
However, obfuscation, where offensive words are
hidden with different spellings, symbols or other
means is an easier target for improvement.

Comments with higher covertly offensive rating
fractions (i.e. rater agreement), were more likely
to be categorized as containing obfuscation, and
less likely to be categorized as containing humor
or emoticons/emoji. Additionally, obfuscation and
comment length are anti-correlated in our dataset.

For example, the New Moon with Face emoji in

‘But that’s just “Their Nature”. B is likely added
to further target people of color. The comment
should absolutely be labeled as toxic. However,
such symbols remain challenging for raters to rec-
ognize and as such are not flagged. We include
plots summarizing raters reported categories and
self-reported confidence in figure 2.
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Figure 2: Rater Covert Toxicity Categories for the
CivilCommentsldentities set.

5.1 Model Evaluation

We evaluate the efficacy of modeling with the
COVERTTOXICITY dataset using a fine-tuned
BERT model (Devlin et al., 2018). We used a
pre-trained Comment-Domain BERT model (Lees
etal., 2020) as checkpoint and jointly fine-tuned the
covertly toxic and toxic labels. The entire Civil-
Commentsldentities dataset was used for training
toxicity with zero-weights assigned for missing
covertly toxic labels. We employed cross-entropy
loss with the two labels weighted by prevalence.
The model is labeled as Covert-BERT in experi-
ments below. A baseline model fine-tuned solely
on the ‘toxicity’ label in CivilCommentsldentities
is marked as Toxic-BERT.

Toxic-Bert scored an average model probability
for toxicity of 0.21 on comments with a majority of
raters voting covertly toxic in the COVERTTOXIC-
ITY test set. In contrast, on these same comments,
Covert-BERT achieved a 0.44 average model prob-
ability of toxicity. Figure 3 illustrates the shift in
model probabilities for covert comments in Covert-
BERT, suggesting the model is more adept at iden-
tifying covertly toxic comments.

However, the eval ROC-AUC on the held-out



Comment Toxicity | Perspective | Toxic-BERT | Covert-BERT
You’re an engineering major? Wow, totally | covert 0.282 0.185 0.705
wouldn’t have seen you as an engineer... [

always picture them as men.

If minorities in this country were truly op- | covert 0.160 0.205 0.680
pressed you wouldn’t have so many people

desperately pretending to be one.

Why do Ethiopians like paralyzed chil- | covert 0.191 0.261 0.657
dren? Because their food can’t run now.

I wonder who will be in the WWE hall of | not toxic 0.081 0.016 0.285
fame in 2018.

you are an idiot overt 0.98 0.928 0.478

Table 2: Scored comments from micro-aggressions SBIC subset

COVERTTOXICITY Test Data w/ Covert Label > .5
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Figure 3: Shift in Covert-BERT model probabilities on
covert label in COVERTTOXICITY dataset.

COVERTTOXICITY test set for the covert label
established with majority rater consensus of covert
toxicitly (> 0.5) remained poor at 0.59. This is in
contrast to Toxic-BERT with ROC-AUC of 0.52
for the same covertly toxic labels.

The Covert-BERT model shows more promise
on the synthetic covert label subset of microaggres-
sions from the SBIC dataset. The model showed
substantially improvements in average model prob-
ability of toxicity for covert labels, ROC-AUC for
covert toxicity, and recall as shown in Table 3. Sim-
ilarly, Figure 4 illustrates the distribution of Covert-
BERT model probabilities across covert and non
covert synthetic labels. The Covert-BERT model
appears better suited for extracting covert-toxicity
among microaggression specific data, as demon-
strated with sample rated comments in Table 2.
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Model Avg Cov AUC R@0.3 R@0.5
T-BERT 0.231 0.673 029 0.04
C-BERT 0381 0.781  0.62 0.18

Table 3: Model evaluation on subset of SBIC. Avg Cov
and Recall are the average covert model probability and
recall across positive covert labels, respectively.
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Figure 4: Distribution of COVERT-BERT model prob-
abilities for SBIC microaggressions set.

6 Conclusion

We iterate on rater feedback to create an initial
baseline dataset, COVERTTOXICITY, that encap-
sulates a variety of often mislabeled online toxicity.
While progress is still needed in extracting coher-
ent rater signals and modelling, our initial work
demonstrates the possibility of capturing veiled
toxic language with machine learning models.
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