










Figure 2: Examples of textual and visual contents that
show (a) fauxotographic content(which is both harmful
and false), 6 (b) harmful content promoting bad cure
(text-only, and false), (c) true image with a false claim
about it (malicious), and (d) harmful content, where the
text and the image collectively appeal to fear.

looks at both aspects of disinformation: fac-
tuality and harmfulness. While Alam et al.
(2021) did address both aspects, they only
covered the text modality.

2. In the early phase of (dis)information spread-
ing, user and content features are those that
provide the highest contribution for detect-
ing factuality. Indeed, at that time, a few
interactions with content are available and
the propagation network is small and sparse.
As information spreads, the contribution of
content-derived features remains constant,
while propagation-derived features become
richer and more informative. In summary,
early prediction of factuality and veracity
must necessarily rely heavily on users and
content – be it text, image, audio or video. In-
stead, analyses carried out at later times bene-
fit more from network and temporal data. In
the past decade, research on multimodality
has shown its potential in several fields, which
include audio-visual fusion (Mroueh et al.,

Figure 3: Example of social network with users. Node:
A node can be a users or a spreader. Ego: “Ego” is
an individual “focal” node (central user) and the nodes
that are directly connected to it are called “alters/spread-
ers.” Triad: It (a set of three connected users) is the
most basic subgraph of the network. Community: A
community structure refers to the occurrence of groups
of nodes in a network that are more densely connected
internally than with the rest of the network.

Figure 4: Multimodal approaches, including early and
late fusion, and joint modal learning. The hybrid ap-
proach (combining early and late fusion) is not shown.

2015; Zhu et al., 2021; Song et al., 2019),
emotion recognition (Chen et al., 2021), im-
age and video captioning (Liu et al., 2021),
multimedia retrieval and visual question an-
swering (Summaira et al., 2021). For factual-
ity, Baly et al. (2020) showed that combining
different modalities such as text, speech, and
metadata yields improved performance com-
pared to using individual modalities. Similar
phenomena have been observed for other tasks
such as hateful memes (Kiela et al., 2020), and
propaganda detection (Dimitrov et al., 2021b).

D More Challenges

1. Contextualization. Existing methods of
disinformation detection are mostly non-
contextualized, i.e., the broader context of
a news article in terms of the responses of
the readers and how the users perceive them
are not captured. We argue that the response
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thread under a news, the underlying social net-
work among users, the propagation dynamics
of the news and its mentions across social me-
dia need suitable integration to better capture
the overall perspective on the news.

2. Meta Information. Along with the news and
the context, other information such as the au-
thenticity of the news, the credibility of the
authors of the news, the factuality of the news
also play an important role for disinformation
detection. Moreover, detecting whether the
disinformation attack is a coordinated effort
or an individual activity would also help un-
derstanding its severity.

3. Bias, Region, and Cultural Awareness. The
performance of most of the existing systems is
limited to the underlying dataset, particularly
to the demography and the underlying cultural
aspects. For instance, a model trained on an
Indian political dataset may not generalize
well to a US health-related dataset (Fortuna
et al., 2021).

4. Disinformation on Evolving Topics. Often,
claims or harmful content are disseminated
based on the current event; information about
COVID-19 and vaccines are examples of such
use cases. Existing models might fail on such
use cases, and thus zero-shot or few-shot learn-
ing might be an important future avenue to
explore.

5. Transparent and Accountable Models. The
detection models should be designed in a way
that their outcomes are unbiased and more
accountable to ethical considerations. The
models for disinformation detection should
present the outcome in such a way that a prac-
titioner can interpret it and understand why a
piece of information is flagged as disinforma-
tion, what is the related real news based on
which the judgment was made, and which part
of the information was counterfeit. There is
also a lack of datasets containing disinforma-
tion with explanations and the corresponding
real information.

6. Fine-grained Detection. Existing disinfor-
mation detection models are mostly binary
classifiers: given a piece of news, they aim
to detect whether it is a disinformation or not.

Such binary signals might be enough in cer-
tain cases. However, in many other cases,
more fine-grained labels can help to make a
better decision. For example, whether a social
media post is fake or genuine can help fact-
checkers, but having more fine-grained infor-
mation such as true, satire/parody, misleading,
manipulated, false connection, or imposter
content can be even more helpful (Nakamura
et al., 2020). Therefore, rather than a binary
classification, one could cast the problem as a
multi-class classification task or even an ordi-
nal regression, or just a regression task. This
would also help prioritize disinformation for
reactive measurements.


