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Abstract

Open-weight large language models face a low-
cost white-box threat from representation engi-
neering attacks. Attackers can estimate refusal
directions and search for projection-matrix ed-
its that suppress safety alignment while pre-
serving general capabilities, within minutes on
a single GPU and without gradient-based train-
ing. We propose Bait-and-Recover, a weight-
level defense that places a bait adapter where
attackers read activations and a paired recov-
ery adapter at the subsequent layer. Trained
via gradient routing, this decouples the obser-
vation path from the behavior path. By actively
poisoning the residual signal used for measure-
ment, Bait-and-Recover disrupts the attacker’s
edit search, while the recovery layer restores
clean downstream computation. Across four
open-weight models, our defense raises the
minimum refusal rate against white-box edit
searches from 16.25% to 71.75% under a strict
behavior-preservation budget (KL < 0.10),
with negligible impact on general benchmarks.
By invalidating the core measurement assump-
tion of these attacks, observation-path poison-
ing offers a practical complement to behavior-
level safety training.

1 Introduction

The public release of large language models
(LLMs) (Yang et al., 2025; Gemma Team, 2025)
provides direct transparency into safety alignment,
but simultaneously exposes these models to adver-
sarial weight editing (Meng et al., 2022, 2023). A
recent family of white-box jailbreaks, exemplified
by Heretic (Weidmann, 2025), treats safety-aligned
refusal as a representation-engineering target (Zou
et al., 2023a; Arditi et al., 2024): estimate the resid-
ual direction that separates harmful and harmless
prompts, then search for weight edits that suppress
that direction while preserving the model’s general
capabilities. Unlike prompt-level jailbreaks (Zou
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et al., 2023b; Ren et al., 2025), this white-box at-
tack requires no crafted suffix: the attacker reads
the model’s internal computation, edits projection
matrices in place, and keeps the best edit found
within a strict behavior-preservation budget.

This targeted editing method is a low-cost,
broadly applicable threat to open-weight releases.
Unlike fine-tuning-based attacks, Heretic searches
over projection edits without gradient-based train-
ing. Its search executes in minutes on a single GPU
and yields an edited checkpoint that suppresses re-
fusal while retaining normal behavior on benign
prompts. Once redistributed, such checkpoints are
difficult for the original defender to recall or patch.
The practical defense point therefore shifts to the
released weights themselves: protection must be
embedded directly in the checkpoint before distri-
bution. We aim to preserve the safety alignment
of released checkpoints against low-cost weight
editing, while retaining their original capabilities.

This attack also exposes a gap in existing safety
mechanisms. Safety fine-tuning, preference opti-
mization, runtime filters, and activation-level de-
fenses (Ouyang et al., 2022; Rafailov et al., 2023;
Zou et al., 2024) constrain the model’s output be-
havior, but leave the internal refusal representa-
tions unprotected against measurement and edit-
ing. Refusal-direction editing relies on estimat-
ing a refusal-related direction and using it to con-
struct effective weight edits. Decoupling these two
components is therefore a natural defense target:
actively poison the internal signal to blind the at-
tacker’s measurement, while preserving the clean
downstream computation and outputs.

We formalize this idea as observation—behavior
path decoupling and implement it via Bait-and-
Recover. Let ¢ denote a selected bait layer, and
index residual streams so that layer ¢ writes to 7y 1.
Our defense places a bait adapter inside layer /,
making the poisoned signal visible at the attacker’s
readout 7y 1, and a paired recovery adapter inside
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the following layer ¢ + 1, repairing the downstream
residual r44o. The intended state is deliberately
asymmetric: the attacker’s search uses a corrupted
readout, while generation continues from a near-
clean downstream residual.

Contributions. By disrupting refusal-direction
estimation in Heretic-style editing, our work offers
a weight-level complement to behavior-level safety
training. Concretely:

1. We formulate observation—behavior path de-
coupling as an explicit defense objective for
refusal-direction editing, shifting the focus
from constraining outputs to poisoning the
attacker’s internal measurement step.

2. We propose a cross-layer bait/recovery design
with a gradient-routing rule that successfully
decouples the two paths during training, pre-
venting recovery pressure from erasing the
bait.

3. Across four open-weight models, the de-
fense raises the mean minimum refusal rate
against Heretic searches spanning both global
and per-layer direction scopes under a strict
behavior-preservation budget (KL < 0.10)
from 16.25% to 71.75%, with limited impact
on the evaluated general benchmarks.

2 Related Work

Representation-engineering jailbreaks.
Heretic (Weidmann, 2025) is the direct at-
tack we evaluate against. Although released as an
open-source tool rather than a peer-reviewed paper,
it is a representative practical implementation
of automatic abliteration: the public repository
reports broad uptake,' and its technical design
builds on the observation that refusal behavior can
often be captured by a low-dimensional direction
in residual space (Arditi et al., 2024). Heretic
packages this line of work into an automated attack
by combining directional ablation with parameter
search, drawing on prior abliteration systems
and refinements (Labonne, 2024c; Lai, 2025b,a).
More broadly, representation engineering studies
how steering vectors and internal activations can
monitor or control model behavior (Zou et al.,

'The Heretic repository listed over 21k stars and 2.2k
forks, and its README reported over 3000 community-
created Heretic models, when accessed on May 23, 2026:
https://github.com/p-e-w/heretic.

2023a). Recent empirical work characterizes
how abliteration erodes diverse safety-pretraining
components across open-weight checkpoints
(Agnihotri et al., 2025), motivating defenses that
specifically resist this attack family. We share
the white-box access assumption of this line
of work but invert its defensive target: rather
than improving post-edit behavior, we attack the
reliability of the attacker’s representation estimate
itself.

Activation-space defenses. Circuit-breaker-style
defenses modify internal activations to improve
alignment and robustness against adversarial in-
puts (Zou et al., 2024). Representation Noising
(Rosati et al., 2024) is closer to our setting in that
it also intervenes on internal representations under
an open-weight threat model, but its objective is to
remove or destabilize the harmful-representation
information itself, so that harmful behavior cannot
be recovered through subsequent fine-tuning. Bait-
and-Recover targets a different stage of the attack:
we assume a fine-tuning-free white-box edit search
that estimates a refusal direction from model acti-
vations and then edits projection matrices in place.
Rather than removing the underlying refusal or
harmful representations, we leave them intact and
inject a localized poison signal at the attacker’s ob-
servation layer, paired with a recovery adapter at
the next layer that restores the downstream com-
putation. This asymmetry preserves the model’s
normal safety behavior while making the attacker’s
inferred edit direction unreliable. These defenses
therefore cover different parts of the safety prob-
lem: behavior under adversarial inputs, resistance
to harmful fine-tuning, and the reliability of the
attacker’s internal measurement.

Model editing and LoRA defenses. ROME,
MEMIT, and related editing methods show that
localized weight changes can rewrite model be-
havior (Meng et al., 2022, 2023), and recent anal-
yses show that pruning and low-rank modifica-
tions can directly compromise safety alignment
(Wei et al., 2024). Safety-aware fine-tuning and
robust safeguards investigate how to preserve or
strengthen safety behavior under subsequent mod-
ification (Hsu et al., 2024; Tamirisa et al., 2025).
Our work is complementary: it targets the estima-
tor that a white-box edit attack relies on, not only
the post-edit behavior.
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Figure 1: Overview of the alternating-pass Bait-and-Recover pipeline. A clean-model layer-prior analysis determines
the bait band before training; Training Pass A covers one layer parity, Training Pass B starts from the merged Pass A
checkpoint and covers the complementary parity, and the final checkpoint is evaluated against the same white-box
Heretic search used for the baseline. The layer-joint box denotes local tuning inside a pass over neighboring trained

pairs, not a joint optimization between Pass A and Pass B.

3 Background and Problem Formulation

Heretic-style attack. Given harmful prompts
Pharmful and harmless prompts Phaymless, the at-
tacker reads residual stream /+1 and estimates the
refusal direction by the difference of means,

ff;ﬁ—"_l = E"E’\/Pharmful [r£+1 (x)]
o JE'513'\’7)harmless [T£+1 (x):l .

ey

Heretic (Weidmann, 2025) then performs an Op-
tuna (Akiba et al., 2019) search over target lay-
ers, direction scope (global or per-layer), edited
modules, sign, and edit scale, optimizing for the
lowest harmful-prompt refusal count under a KL
budget. We evaluate the default configuration: 200
trials, with o_proj and down_proj as the primary
editable modules, and report the minimum refusal
count among trials inside each budget.

Problem formulation. We assume that the de-
fense mechanism is public and the attacker has
full access to the released weights and interme-
diate activations. Heretic re-estimates directions
on each checkpoint and searches both global and
per-layer edits; Appendix E.1 also tests three alter-
native estimators. The search adapts to the model
but has no procedure specifically designed to re-
move bait and recovery updates. The defense is

evaluated as a single merged checkpoint. Let M
be the clean model, M the defended model, and
7(+) the attacker’s estimator (Eq. 1). The post-edit
attack success rate ASR is the fraction of harmful
prompts for which the edited model does not refuse,
equivalently ASR = 1 —refusal rate. The defender
minimizes ASR subject to a general-prompt KL
budget:

, min ASR(Edit(M, f(M))) 2)
st KL(M|IM) < ek
4 Method

Bait-and-Recover has four stages: (i) build a layer
prior from harmful and harmless prompts on the
clean model; (ii) train two complementary parities
of bait/recovery pairs across the selected band; (iii)
within each pass, perform a short local layer-joint
step over neighboring trained pairs to absorb cross-
layer coupling; and (iv) evaluate the merged check-
point with the same Heretic search used for the
baseline. Figure 1 summarizes this full pipeline.

4.1 Layer-band Selection

We select the defended layer band using clean-
model statistics. Let L be the number of trans-
former layers and let £ denote a bait layer. Because
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layer ¢ writes into r,41 and the paired recovery
layer £ + 1 writes into 4 o, the last admissible bait
layeris ¢ < L—2.

We first define the default clean-model prior win-
dow

Werior = [|0.4(L—-1)], L—2], 3)

which targets middle-to-deep layers while stopping
at L—2, so every bait layer still has a following
recovery layer.

The layer prior uses the separability between
harmful and harmless prompts in the clean-model
residual stream. For a candidate bait layer ¢ and
class ¢ € {harmful, harmless}, let R.,y1 =
{res1(z) : © € P.} be the final-token residuals
used by the Heretic direction estimator. We esti-

mate
1 Y

|RC’E+1‘ r€R: o141 “4)
Ec,E—&—l = COV(RC,E—H)v

Hep4+1 =

and score the harmful/harmless separability at that
residual by a trace-form Fisher ratio,’

H,Uharmful,@rl — Mharmless,¢+1 ||%

Eharmful,E—H) + tr(zharmless,é-l—l) + €
(%)

where larger Fy, 1 means the clean refusal signal
is easier for Heretic to measure. Let Np,i, denote
the number of available bait/recovery pairs. Since
each pair covers one bait layer, if the prior window
contains at most N, layers, we use the whole
window. If it is larger, we choose the contiguous
sub-band with the highest cumulative Fisher score:

arg max Z Fepq. (6)
S:[a7a+Npair_1]ngrior lesS

Frq=
r+1 o

S* =

4.2 Cross-layer Defense Unit

Each defense unit spans two adjacent transformer
layers. To intercept the attacker’s search space,
we place a bait adapter on the down_proj module
in layer £. The paired recovery uses adapters on
the o_proj and down_proj modules in layer ¢ +
1, repairing the computation before it reaches the
generation head. A gradient-routing rule decouples
the updates within each unit: recovery gradients do
not update bait parameters, and visibility gradients
do not update recovery parameters.

2We use a trace-form simplification rather than the full
Fisher discriminant tr(3y;' £ 5) to avoid ill-conditioned co-
variance inversion at high dimensions.

4.3 Bait Adapter

The bait adapter is a low-rank (Hu et al., 2022)
residual perturbation attached to down_proj:

(Sg(h) = eXp("yg)BgAgh,

(7
AE c RTXdin’ Be c Rdmodclx"'.

Here h is the input to layer £’s down_proj, and . is
a trainable gate initialized small and later calibrated
to the target bait visibility.

The initialization reuses the clean-model means
from Section 4.1. For a bait layer ¢, the residual-
space refusal direction is

5 Hharmful,¢+1 — Mharmless,¢+1

dey1 = . ()
||/'Lharmful,€+1 — Mharmless,{+1 HQ

We also compute an input detector direction at the
down_proj input. Let h. ¢ be the class mean of the
final-token down_proj inputs hy(z) for z € P;
then

hharmful,ﬂ - hharmless,é

qe = = = : 9)
|| Pharmtul,e — Pharmiess,¢|2
Finally,

weights,

we decompose the down-projection

Wi = U, diag(o)Vy' - (10)

The right singular vectors V, provide additional
input-side detector directions, while the left singu-
lar vectors Uy provide residual-space output direc-
tions.

The first bait channel is the refusal-cancel chan-
nel. Its detector reads the input-side refusal direc-
tion gy, and its output writes against the residual-
stream refusal direction CZg.HZ

Af0,:] =4/, Byl:,0] = —ders. (11

A second tag channel carries a side signal for the
recovery layer while avoiding the clean refusal axis.
Let v, ; be the j-th right singular vector in V. We
choose the vector whose projection away from gy
has the largest norm,

j* = arg mjax H(I - (jgch)vg7jH2 . (12
The tag output ¢ is initialized to a reproducible
pseudo-random unit vector in the orthogonal com-
plement of cigﬂ. We construct the tag’s detector
Up by orthogonalizing and normalizing the selected
singular vector:

= U~ Ged/ Jve -
(I = ded, Yve,j»

; (13)

2
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and initialize the channel as A[1,:] = ¥, and
By[:, 1] = t¢, 1. Thus the tag detector is separated
from ¢y, and the tag output is orthogonal to cng.
If the adapter rank exceeds two, each additional
channel is initialized from the leading unused SVD
directions: its detector uses a right singular vector
from V/, and its output uses the corresponding left
singular vector from Uy, ordered by o,. To ensure
training stability, we keep Ay fixed and update only
By and 7, during training. This keeps the bait’s
input-side detectors anchored to the clean refusal
boundary, while its residual-space outputs adapt.

4.4 Recovery Adapter

After the bait has changed ¢, the next layer can
propagate this perturbation through both residual-
writing paths: the attention output projection and
the MLP down-projection. For each bait at layer
¢, we therefore attach recovery adapters to o_proj
and down_proj of layer /+1. For a recovery site
m € {o_proj,down_proj} with input z,,, the
adapter is

pl,m(zm) = OZ,mDZ,mzm- (14)

Here Dy, € R"*din,m detects recovery-layer fea-
tures, and Oy, € Rmodel X7 writes a corrective
update into the residual stream.
For initialization, we compute the SVD of the
recovery-site base projection,
Wie1,m = Ulr, diag(ays ) (Vi) T

lm

15)

Let v, , be the i-th right singular vector, ordered

by decreasing 0;%;,. The detector reads these high-
energy input directions, while the output is initial-

ized to the anti-bait output basis:

Demli, ] = (Vi)

Oé,m[:a ’L] = _BE[:> Z'],

(16)
i=0,....,r—1. (17

Training then refines these anti-bait directions to
account for the intermediate layer transformations.
Recovery is a learned weight update, not an explicit
inverse of the bait. After merging, the checkpoint
stores neither separate adapters nor clean reference
residuals. Within the defended band, a layer that
recovers one bait can also contain the next bait.

4.5 Training Objective and Schedule
Training combines two main objectives with a

lightweight visibility floor:

L= )\ﬁsherﬁﬁsher + Arecﬁrec + )\visﬁvis- (18)

Lsher 18 the trace-form Fisher ratio from Sec-
tion 4.1, recomputed on defended bait residuals:

1 def
EZFEH-

tes

Eﬁsher = ( 1 9)

This attack-facing term directly lowers the harm-
ful/harmless separability visible to the attacker’s
direction estimator. L., aligns the clean and de-
fended residual states after each paired recovery
layer,

- 1 ZE ||T?if2(x) - TEES“(?C)II%
s Ll (@)lls e
tes 42 2
(20)

Finally, L;s is an auxiliary hinge that keeps the
bait measurable at the attacker-visible residual:

2
1 |[Aregi()|l2
Lyis = 757 E. [Tvis - o >
512 @+,
(21

where Arppq(z) =
[u]+ = max(u, 0).
Gradients are routed by role: recovery align-
ment updates only recovery adapters, while Fisher-
readout and visibility losses update only bait
adapters. For multi-layer coverage, the selected
band is split into two alternating parities trained
in Pass A and Pass B. KL is monitored on general
prompts during training, with a final KL budget.

Pl (2) — 70 (@) and

5 Experimental Setup

Data. Bait-and-Recover uses defense-training
data that is separate from Heretic’s attack and eval-
uation data. For the defense side, harmless prompts
and unlabeled general prompts come from Alpaca-
GPT4 instruction prompts (Peng et al., 2023),
while harmful prompts come from SafeMTData
Attack_600 (Ren et al., 2025). We extract the
harmful prompt field and retain direct harmful re-
quests using a deterministic filter over procedural
markers (e.g., how-to, steps, build) and explicit
abuse terms (e.g., malware, phishing, weapon, at-
tack). Because this filtered harmful pool is smaller
than the broad instruction corpus used for harmless
prompts, the labeled defense split uses 128 harm-
less and 64 harmful prompts for refusal direction
estimation and the Fisher-readout loss. We also
reserve 256 unlabeled general prompts for resid-
ual recovery, the label-free visibility floor, and KL
monitoring, plus a non-overlapping validation split
of 64 harmless and 32 harmful prompts.
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Table 1: Evaluated models and defense configurations.
The bait band is chosen by the clean-model layer-prior
rule; Pass A/B list the alternating bait-layer ranges used
by the two-stage schedule, and r is the realized LoRA
rank range after applying the rank-selection rule.

Model L Band Pass A Pass B r
Qwen3-4B-Instruct 36 14-34 odd 15-33 even 14-34 4-16
Qwen3-8B 36 14-34 odd 15-33 even 14-34 7-16
Gemma-3-1B-IT 26 10-24 odd 11-23 even 10-24 4
Gemma-3-12B-IT 48 18-38 odd 19-37 even 18-38 4-16

For attack evaluation, we leave Heretic’s prompt
sources unchanged: mlabonne/harmless_alpaca
and mlabonne/harmful_behaviors (Labonne,
2024b,a). Heretic uses the first 400 training ex-
amples from each source to estimate the attack
direction, and evaluates each attack trial on 100
held-out harmless prompts and 100 held-out harm-
ful prompts for attack KL. and harmful-refusal mea-
surement. All Heretic searches use 200 trials.

Models and configuration. We evaluate four
open-weight instruction models from the Qwen3
and Gemma 3 families (Yang et al., 2025; Gemma
Team, 2025). Table 1 reports the layer count,
defended bait band, alternating pass split, and
LoRA rank range for each model. Layer bands
follow the rule in Section 4.1. We fix the pair
budget at Npair = 21 across all models: this
value is inherited from our initial Qwen3-4B-
Instruct experiment, where the default prior win-
dow [|0.4(L—1)],L—2] at L = 36 contains ex-
actly 21 admissible bait layers and was used in
full. We then reuse this same 21-pair budget for all
subsequent models so that defense capacity stays
comparable rather than scaling with model depth.
Under this fixed budget, both Qwen models use
their default 21-layer window in full; Gemma-3-
1B-IT has only 15 admissible bait layers in its
default window, so we use all of them; and for
Gemma-3-12B-IT the default window [18, 46] is
larger than IVp,ir, so the Fisher-based contiguous-
band selection in Section 4.1 picks the highest-
scoring 21-layer sub-band, [18, 38] (Appendix A).
LoRA ranks are selected per layer by first choosing
the smallest rank whose clean-model cumulative
squared singular-value energy reaches 40%, then
clipping to the allowed range and enforcing the
minimum rank required by the refusal-cancel and
tag-channel basis. The recovery adapter uses the
same rank as its paired bait adapter. Table 1 reports
the realized ranks; the Gemma-3-1B layers all hap-

pen to hit the minimum rank, so its realized range
collapses to the single value 4.

Training hyperparameters. The four main-
model experiments use AdamW (Loshchilov and
Hutter, 2019) with weight decay 0, gradient clip-
ping at 1.0, and learning rate 2x10~%. We fix
)\rec:()‘5’ >\vi524, )\ﬁsher:2, TViSZO.QO. In each
pass, every bait/recovery pair is first trained in iso-
lation for two epochs; after these single-pair stages,
neighboring two-pair blocks receive one epoch of
intra-pass layer-joint tuning. Detailed reproducibil-
ity configurations are provided in Appendix D.

Evaluation metrics. The main attack metric is
the minimum refusal rate (out of 100 harmful
prompts) found by a 200-trial Heretic search at
each reported evaluation KL threshold; higher
values mean stronger defense. Attack KL com-
pares first-token output distributions on harmless
prompts against the corresponding pre-edit check-
point, whether clean or defended. Separately, we
track held-out general-prompt KL between the de-
fended and clean models after each defense pass
as a behavior-preservation diagnostic. To measure
changes on general capability benchmarks, we run
paired EvalScope evaluations (ModelScope Team,
2024) with the same vLLLM backend (Kwon et al.,
2023), chat template, output cap, and postprocess-
ing for each clean/defended pair, reporting MMLU-
Redux accuracy (Gema et al., 2025; Hendrycks
et al., 2021) and IFEval prompt-level strict accu-
racy (Zhou et al., 2023; Biderman et al., 2024).

6 Results

6.1 Fisher Suppression and Behavior
Preservation

Figure 2 tracks the effect of training. Bait-
layer Fisher scores decrease in both passes, while
recovery-layer Fisher scores remain closer to their
pre-pass values. Appendix C reports the corre-
sponding raw Fisher values.

Alongside this Fisher diagnostic, we monitor
validation KL on general prompts to check that
the defense has not moved normal behavior too far.
The Pass B general-prompt KL remains below 0.20
for every model, though the amount of movement
differs by architecture (Table 2). Qwen3-8B is the
most conservative case, while Gemma-3-12B has
the largest general-prompt movement among the
four models.
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Figure 2: Layer-wise Fisher retention during Qwen3-4B-Instruct training. Retention is after-pass Fisher divided by
the before-pass reference (clean model for Pass A; Pass A model for Pass B). The shaded band is a visual reference

around unchanged retention.

Table 2: Behavior-preservation diagnostics and general capability retention after defense. KL is measured on held-
out general prompts after Pass A and Pass B; Pass B is the final defended checkpoint. MMLU reports MMLU-Redux
accuracy, IFEval reports prompt-level strict accuracy, and A is defended minus baseline.

General-prompt KL MMLU-Redux IFEval
Model Pass A Pass B Base Def. A Base Def. A
Qwen3-4B-Instruct  0.016 0.020 0.7549 0.7538 -0.0011 0.8244 0.8373 +0.0129
Qwen3-8B 0.007 0.010 0.7782 0.7761 -0.0021 0.8373 0.8373 +0.0000
Gemma-3-1B-IT 0.066 0.079 0.4180 0.4193 +0.0013 0.5730 0.5342 -0.0388
Gemma-3-12B-IT  0.049 0.085 0.7528 0.7506 -0.0022 0.8059 0.8096 +0.0037
Mean 0.035 0.049 0.6760 0.6750 -0.0010 0.7602 0.7546 -0.0055

6.2 General Capability Retention

Because KL alone does not establish general capa-
bility preservation, we also run paired benchmark
evaluations for each clean/defended checkpoint. Ta-
ble 2 reports both the validation KL diagnostics and
the paired capability evaluation. MMLU-Redux ac-
curacy is largely unchanged across the four check-
points: the defended-minus-baseline deltas range
from —0.0022 to +0.0013, with a mean change of
—0.0010. IFEval prompt-strict accuracy is also sta-
ble in aggregate, with a mean change of —0.0055,
although Gemma-3-1B-IT drops 3.88 percentage
points on this metric.

Additional Gemma-3-12B evaluations cover
GSMSK, a 200-prompt Arena-Hard subset, and
the 250 benign XSTest prompts (Appendix E.3).
Clean/defended scores are 93.93/93.63% on
GSMS8K and 84.42/84.58% on Arena-Hard.
XSTest helpful non-refusal rises from 94.80% to
98.40%. These results extend the utility evaluation
to mathematical reasoning, open-ended responses,
and benign requests that can trigger over-refusal.

6.3 Heretic Attack Evaluation

We report the minimum refusal rate over the pooled
global and per-layer direction scopes at each KL
threshold; higher rates mean that more harmful
requests are refused.

We use KL < 0.10 as the primary evalu-
ation budget because it matches the behavior-
preservation scale of the defended checkpoints
themselves: after Pass B, the held-out general-
prompt KL values in Table 2 are all below 0.10,
and the paired MMLU-Redux/IFEval evaluations
show little aggregate capability movement. Attack
KL measures output-distribution divergence rather
than task accuracy.

At this primary evaluation budget, Bait-and-
Recover raises the mean minimum refusal rate from
16.25% to 71.75% (+55.50 percentage points;
4.4x), with gains on all four models (Table 3;
see Appendix B for full results across all KL bud-
gets). The defense remains effective at the looser
KL < 0.20 budget, where the mean minimum re-
fusal rate of the defended models is 65.25%, 6.5
percentage points below the KL < 0.10 value and
55.25 points above the baseline mean of 10.00%.
At KL < 1.0, this rate falls to 54.00% (4-50.25 per-
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Table 3: Main Heretic attack result across four KL budgets. Each cell reports the minimum refusal rate (%, out of
100 harmful prompts; higher is better); bold marks the KL, < 0.10 primary evaluation budget.

KL < 0.05 KL <0.10 KL <0.20 KL <1.0
Model Base Def. A Base Def. A Base Def. A Base Def. A
Qwen3-4B-Instruct 97 78 -19 46 78 +32 24 65 +41 5 60 +55
Qwen3-8B 36 67 +31 11 60 +49 11 50 +39 8 33 +25
Gemma-3-1B-IT 17 84 +67 5 67 +62 3 64 +61 2 64 +62
Gemma-3-12B-IT 12 82 +70 3 82 +79 2 82 +80 0 59 +59

Mean

40.50 77.75 437.25 16.25 71.75 +55.50 10.00 65.25 +55.25 3.75 54.00 +50.25

centage points over baseline; Table 3, KL < 1.0
column), with Gemma-3-12B-IT keeping its per-
layer defended score at 82 across all KL budgets,
while its global defended score falls from 83 to
59 only at KL < 1.0. This is consistent with the
broader trend at the primary KL < 0.10 budget,
where global search is the most effective attack
scope against three of the four defended models.

Additional estimators and defense comparison.
On Gemma-3-12B, PCA top-8 and geometric-
median estimators reduce clean-model refusal to
4% and 5% at KL < 0.10, while defended re-
fusal remains at 79% and 81%. We also compare
clean Llama-3-8B, its public RR checkpoint, and
Bait-and-Recover under the same 200-trial Heretic
protocol: minimum refusal is 4%, 2%, and 90%,
respectively. Appendix E reports the settings, pre-
edit refusal rates, and results at larger budgets.

Global vs. per-layer scope. The scope decom-
position shows where the defended models remain
most vulnerable. Before defense, the most effec-
tive attack scope differs by model: global search
sets the pooled minimum for Qwen3-4B-Instruct,
Qwen3-8B, and Gemma-3-1B-IT, while per-layer
search is the most effective attack on Gemma-3-
12B-IT. After defense, global search remains the
most effective attack scope against the three smaller
models, while for Gemma-3-12B-IT the global
and per-layer defended scores are nearly tied at
KL < 0.10 (83 vs. 82). Across models (Table 4),
defended global scores are 78/60/67/83 and per-
layer scores are 81/88/82/82. The mean across
models reflects this trend, with a 72.00% refusal
rate under global search compared to 83.25% under
per-layer search at KL, < 0.10.

7 Conclusion

We introduced Bait-and-Recover, a weight-level
defense that protects open-weight models against

Table 4: Heretic minimum refusals at the KL < 0.10
primary evaluation budget, split by attacker direction
scope. Each entry reports base/defended/A.

Model Global Per-layer
Qwen3-4B-Instruct 46/78/+32 94/81/—13
Qwen3-8B 11/60/4-49 99/88/—11
Gemma-3-1B-IT 5/67/4+-62 22/82/+60
Gemma-3-12B-IT 26/83/+57 3/82/+79

Mean 22.00/72.00/+50.00 54.50/83.25/4-28.75

Heretic-style refusal-direction editing by disrupting
direction estimation. Rather than only hardening
the output behavior, Bait-and-Recover places a bait
adapter at the attacker’s observation layer and a
paired recovery adapter at the next layer. Trained
under a gradient-routing rule, this mechanism de-
couples the observation path from the behavior
path: it actively poisons the residual signal used
to estimate the refusal direction, making the at-
tacker’s edit search unreliable, while the recovery
layer restores the clean downstream computation.
Across four open-weight models from the Qwen3
and Gemma-3 families, the defense raises the mean
minimum refusal rate against Heretic searches from
16.25% to 71.75% at a strict KL < (.10 bud-
get, with limited impact on the evaluated general
benchmarks. Because the defense ships as a single
merged checkpoint loadable with standard causal-
LM inference, observation-path poisoning is a prac-
tical weight-level complement to behavior-level
safety training. The tested attacks are generally
more effective with global direction estimates. Fu-
ture work includes defense-specific removal attacks
and controlled component ablations.

Limitations

Our experiments focus on refusal-direction editing
under low-distortion constraints. The defense is
most effective at strict KL budgets (KL < 0.10);
allowing larger behavioral changes makes bypasses
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easier to find. The tested adaptive estimators cover
only part of the possible attack space. Attacks de-
signed to identify and remove the defense updates,
as well as adversarial fine-tuning, remain untested.
Fine-tuning can weaken safety alignment even with
a small amount of harmful training data (Qi et al.,
2024).

The intended release setting provides the de-
fended checkpoint without its unprotected coun-
terpart. Although clean checkpoints serve as exper-
imental baselines, the evaluated attacks do not use
paired weight differencing. Access to both versions
could help an attacker locate the modifications.

The experiments evaluate the complete defense
rather than isolating each component through re-
training ablations. Activation diagnostics therefore
cannot establish which components are necessary.
The direct defense comparison covers one public
RR checkpoint under Heretic editing, while the
additional estimator and utility evaluations cover
Gemma-3-12B only. Broader comparisons and
multi-seed evaluations would help assess the con-
sistency of these findings.

Ethics Statement

This work studies a dual-use white-box jailbreak
setting to improve defenses. To mitigate risks, we
report only aggregate statistics, omit harmful gen-
erations, and explicitly avoid releasing jailbroken
checkpoints. Because our defense modifies model
weights, practical deployment should be paired
with capability evaluations to verify that benign
utility is preserved.
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Figure 3: Clean-model layer-prior evidence for Gemma-3-12B. Given the Np,i; = 21 budget, the selected [18, 38]
bait band is the highest-scoring contiguous 21-layer sub-band inside the default [18, 46] clean-model prior window.

A Gemma-3-12B Layer-prior Evidence

Figure 3 shows the clean-model Fisher diagnostic
used to select the Gemma-3-12B bait band: with
the fixed Npair = 21 pair budget, the contiguous-
band selection rule from §4.1 picks [18, 38] as the
highest-scoring 21-layer sub-band inside the de-
fault [18, 46] prior window.

Table 5: Full overall Heretic results. Models are abbre-
viated: Q3-4B (Qwen3-4B-Instruct), Q3-8B (Qwen3-
8B), G3-1B (Gemma-3-1B-IT), G3-12B (Gemma-3-
12B-IT).

KL Q3-4B

100/100/0
97/97/0
97/78/-19
97/78/-19
97/78/-19
46/78/+32
24/70/+46
24/65/+41 11/50/+39
6/65/+59  8/37/+29
5/65/+60  8/33/+25
5/60/+55  8/33/+25

Q3-8B

97/95/-2
78/84/+6
44/78/+34
36/67/+31
15/60/+45
11/60/+49
11/52/+41

G3-1B G3-12B

88/NA/NA 72/82/+10
88/84/-4  37/82/+45
77/84/+7  37/82/+45
17/84/+67 12/82/+70
17/67/+50  8/82/+74
5/67/+62  3/82/+79
5/64/+59  3/82/+79
3/64/+61  2/82/+80
2/64/+62  1/82/+81
2/64/+62  1/82/+81
2/64/+62  0/59/+59

Table 6: Full global-direction Heretic results.

~

G3-1B G3-12B

88/NA/NA  89/83/-6
88/84/-4  61/83/422
T7/84/+7 61/83/+22
17/84/+67 61/83/+22
17/67/+50 61/83/+22
5/67/+62  26/83/+57
5/64/+59  26/83/+57
3/64/+61  2/83/+81

2/64/+62  2/83/+81

2/64/+62  1/83/+82

2/64/+62  0/59/+59

Q3-4B

100/100/0
97/97/0
97/78/-19
97/78/-19
075 97/78/-19
. 46/78/+32
A5 24/78/+54
24/78/+54
6/78/+72
.50 5/78/+73
.00 5/78/+73

Q3-8B

97/95/-2
78/84/+6
44/78/+34
36/67/+31
15/60/+45
11/60/+49
11/52/+41
11/50/+39
8/37/+29
8/33/+25
8/33/+25
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Table 7: Full per-layer-direction Heretic results. “NA”
means no trial landed inside the KL bucket.

Q3-4B Q3-8B G3-1B G3-12B
<0.01 NA/NA/NA NA/99/NA 94/NA/NA 72/82/+10
<0.02 NA/NA/NA NA/99/NA 90/NA/NA 37/82/+45
< 0.03 NA/NA/NA 100/99/-1  88/88/0  37/82/+45
<0.05 100/95/-5 100/99/-1  78/86/+8 12/82/+70
<0.075 99/95/-4  100/97/-3 68/82/+14 8/82/+74
<0.10  94/81/-13  99/88/-11 22/82/+60 3/82/+79
<0.15  94/70/-24  95/86/-9  10/82/+72 3/82/+79
<0.20  88/65/-23  93/74/-19  8/80/+72  3/82/+79
<0.30  88/65/-23  90/67/-23  6/80/+74  1/82/+81
<0.50  56/65/+9  85/60/-25 3/77/+74 1/82/+81
<1.00 28/60/+32 78/53/-25 3/73/+70 1/82/+81

B Detailed Heretic Evaluation Results

Tables 5-7 report the full evaluation results used to
produce the selected main-text attack table. Each
entry reports B/D/A, where A = D — B.

C Qwen3-4B-Instruct Raw Fisher Values

Table 8 reports the raw Fisher separability scores
for the validation split visualized in Figure 2.

D Reproducibility Details

We implement the framework in PyTorch (Paszke
et al., 2019) with the Hugging Face Transformers
library (Wolf et al., 2020). Models are loaded from
their official Hugging Face or ModelScope weights
and trained in bfloat16, with device-mapped
model parallelism for the larger checkpoints. After
training, the bait and recovery adapters are merged
into the base weights, so the defended checkpoint
runs as a standard causal LM with no custom infer-
ence code.

Layer-prior extraction and adapter training both
use final-token residual activations from training
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Table 8: Raw Fisher values for Qwen3-4B-Instruct.
“Ref.” denotes the before-pass reference used as the
retention denominator.

Bait Recovery
Pass Layer Ref. Def. Ref. Def.

14 0.65 0.35 0.54 0.51
16 0.98 0.57 0.61 0.59
18 1.16 0.76 0.98 0.93
20 1.22 0.77 0.70 0.67
22 1.06 0.72 0.79 0.75
24 1.04 0.70 0.79 0.75
26 0.98 0.73 0.77 0.72
28 0.90 0.63 0.69 0.65
30 0.88 0.65 0.71 0.65
32 0.83 0.59 0.59 0.55
34 0.76 0.46 0.66 0.61
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splits of the ModelScope-Alpaca and SafeMT
datasets that are disjoint from the Heretic evalu-
ation prompts. Heretic attacks are run with the Op-
tuna search framework, using 200 trials per attack
over projection layers, weight matrices, edit direc-
tions, and scales, and reporting the lowest-refusal
edit within each KL budget. General-capability
evaluation uses EvalScope with a vLLLM backend,
and we use the same chat template, generation
length, and post-processing for the clean and de-
fended checkpoints of each model when computing
MMLU-Redux and IFEval.

E Additional Evaluations

E.1 Alternative Direction Estimators

We replace Heretic’s mean-difference estimator
with three alternatives on Gemma-3-12B-IT, using
the same defended checkpoint as in the main exper-
iments and the utility evaluation below. PC1 uses
the leading principal component of the centered,
pooled harmful and harmless residuals, with its
sign set by the difference in class-mean projections.
PCA top-8 projects the class-mean difference into
the leading eight-dimensional PCA subspace. The
geometric-median estimator takes the difference
between class-wise geometric medians, computed
using a stabilized Weiszfeld iteration (100 itera-
tions at most, tolerance 107°).

Each run uses 400 harmful and 400 harmless
prompts for estimation and 100 held-out harmful
prompts for refusal measurement. The search has
200 Optuna trials, both global and per-layer scopes,
batch size 32, and sampler seed 42. The residual
readout is unchanged (readout_shift=0). Table 9
reports the minimum refusal rate over trials within
each KL budget. Before editing, refusal is 97%
for the clean checkpoint and 84% for the defended
checkpoint.

KL budget
Estimator 0.10 0.20 1.0
PC1 59/83 3/83 0/55
PCA top-8 4/79  2/79 0/71

Geometric median 5/81 2/81 0/68

Table 9: Alternative estimators on Gemma-3-12B-IT.
Entries are clean/defended minimum refusal rates (%)
at KL no greater than the column budget; higher refusal
indicates fewer successful refusal-removal edits.

At KL < 0.10, PCA top-8 and geometric medi-
ans nearly eliminate clean-model refusal, whereas
defended refusal remains at 79% and 81%. PCl1
is weaker on the clean model at this budget. At
KL < 1.0, all three estimators reach 0% on the
clean checkpoint, compared with 55-71% on the
defended one. Over the full search, the lowest-
refusal defended edits reach 3% at KL = 14.3921
for PC1, 2% at KL = 26.0467 for PCA top-8, and
7% at KL, = 24.5542 for geometric medians.
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E.2 Comparison with Representation
Rerouting

We compare Meta-Llama-3-8B-Instruct, Gray
Swan AI’s public RR checkpoint from Circuit
Breakers (Zou et al., 2024),> and a Bait-and-
Recover checkpoint trained from the clean model.
The latter uses bait layers 12-30, with odd layers
13-29 in Pass A and even layers 12-30 in Pass B.
All three models are attacked with the same 200-
trial Heretic protocol, pooling global and per-layer
searches.

KL budget
Checkpoint Pre-edit 0.10 0.20 1.0
Clean 98 4 4 4
RR 53 2 1 0
Bait-and-Recover 98 90 62 21

Table 10: Llama-3-8B-Instruct defense comparison. Re-
fusal rates are percentages over 100 harmful prompts.
Post-edit columns report the minimum within each KL
budget. The public RR checkpoint has a lower pre-edit
refusal rate on these prompts.

Under Heretic editing, RR’s refusal falls from
53% before editing to 2% at KL, < 0.10 (Table 10).
Bait-and-Recover retains 90% at this budget, but
falls to 21% at KLL < 1.0. The comparison con-
cerns refusal-direction editing.

3https://huggingface.co/GraySwanAI/
Llama-3-8B-Instruct-RR

E.3 Additional Utility Benchmarks

We evaluate clean and defended Gemma-3-12B-
IT checkpoints on GSM8K (Cobbe et al., 2021),
Arena-Hard (Li et al., 2024), and the benign por-
tion of XSTest (Rottger et al., 2024). GSM8K
uses all 1,319 test examples with EvalScope’s four-
shot chain-of-thought setup and exact-answer accu-
racy. Arena-Hard uses the first 200 test prompts in
dataset order (no shuffling), temperature 0, seed 42,
and a 4,096-token output limit. EvalScope 1.7.1
compares each response with the dataset’s GPT-
4-0314 reference in both answer orders, using its
built-in judge prompt and Elo-based win-rate ag-
gregation. Strong preferences have weight three,
ties count equally, and unrecognized verdicts are
excluded (3/400 clean-model judgments; none for
the defended model). XSTest uses all 250 benign
prompts, the system prompt “You are a helpful
assistant.”, temperature 0, seed 42, a 2,048-token
input limit, and a 256-token output limit, without a
response prefix. Arena-Hard and XSTest responses
are scored by DeepSeek V4 Flash.

N Clean Def.

1,319 93.93 93.63
200 84.42 84.58
250 94.80 98.40
250 3.20 1.60

Benchmark / metric

GSMSK accuracy

Arena-Hard judge win rate
XSTest helpful non-refusal
XSTest strict refusal proxy

Table 11: Additional Gemma-3-12B-IT utility results
(%). Higher is better except for the strict refusal proxy.
Arena-Hard scores use our subset and judge setup, rather
than the official leaderboard protocol.

The clean/defended GSMB8K difference is —0.30
percentage points, and the Arena-Hard differ-
ence is +0.16 points (Table 11). On benign
XSTest prompts, the judge labels 237/250 clean
and 246/250 defended responses as helpful, 13/250
and 3/250 as over-refusals, and 0/250 and 1/250 as
invalid or empty. A separate refusal-pattern check
flags 8/250 clean and 4/250 defended responses.
The two XSTest measures use different criteria: the
pattern check only detects refusal wording, while
the judge also assesses helpfulness. These benign-
prompt tests measure over-refusal, not safety on
harmful requests.
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