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Abstract

Automatic detection of toxic and offensive con-
tent in Arabic social media is a challenging task
due to rich morphology, dialectal variation, and
noisy writing styles. While transformer-based
language models have achieved strong perfor-
mance, they often produce uncertain predic-
tions in borderline cases. This paper presents
a hybrid framework for Arabic toxicity detec-
tion that combines a pretrained Arabic-specific
transformer model with a confidence-aware
rule-based mechanism. The proposed approach
activates automatically induced lexical rules
only when the model prediction falls within a
predefined gray zone of uncertainty, preserving
neural dominance while improving robustness
and interpretability. Experiments conducted
on a manually annotated dataset of 35,000
Arabic posts demonstrate that the hybrid ap-
proach achieves consistent improvements over
the baseline model, particularly in reducing
false negatives for toxic content. The results
indicate that selective rule activation is an ef-
fective strategy for enhancing reliability in real-
world Arabic social media moderation systems.

1 Introduction

The rapid growth of social media platforms has led
to a significant increase in user-generated content,
enabling open communication while also facilitat-
ing the spread of toxic and offensive language such
as insults, harassment, and hate speech. This type
of content can negatively affect individuals and on-
line communities, making automatic toxicity detec-
tion a crucial task for maintaining safe and healthy
digital environments Fortuna and Nunes (2018) .

Toxicity detection is commonly formulated as
a text classification problem. Early approaches
relied on traditional machine learning techniques
with hand-crafted features, while recent advances
in deep learning particularly transformer-based
models have substantially improved performance
by capturing contextual and semantic information

more effectively Devlin et al. (2019). Despite these
advances, toxicity detection in Arabic remains chal-
lenging due to rich morphology, dialectal variation,
and the informal nature of social media text Dar-
wish et al. (2021).

Recent studies have shown that Arabic-specific
transformer models achieve strong performance in
toxicity and offensive language detection across
multiple dialects and social media domains Asiri
and Saleh (2024); Magnossão et al. (2022). Despite
these advances, purely neural approaches often
struggle in borderline or ambiguous cases and typi-
cally provide limited interpretability, particularly in
culturally nuanced or implicitly offensive content
Alharbi and Lee (2020). In contrast, lexicon-based
methods offer linguistic transparency and explain-
able decisions, but suffer from limited coverage
and poor generalization when used in isolation, es-
pecially in the presence of dialectal variation and
creative language use.

Moreover, in dialectal and culturally grounded
Arabic contexts, toxic meaning is frequently con-
veyed through sparse lexical cues, indirect ref-
erences, sarcasm, or locally salient expressions
that are underrepresented in training data and dif-
ficult to capture even with large-scale pretraining
Asiri and Saleh (2024). As a result, model confi-
dence naturally degrades on such inputs, yet stan-
dard inference pipelines typically treat all predic-
tions uniformly, regardless of confidence or uncer-
tainty. This mismatch between prediction confi-
dence and decision strategy highlights the need for
uncertainty-aware mechanisms that adapt the de-
cision process itself, rather than solely increasing
model capacity.

Motivated by these complementary strengths and
limitations, this work proposes a confidence-aware
hybrid decision framework for Arabic toxicity de-
tection that augments transformer-based language
models with an automatically induced, data-driven
lexicon activated exclusively under predictive un-
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certainty. This selective intervention strategy pre-
serves neural dominance while enhancing robust-
ness, reducing false negatives, and maintaining in-
terpretability in a principled and controlled manner.

2 Related Work

2.1 Arabic toxicity detection

Arabic toxicity detection has gained increasing at-
tention due to the rapid growth of social media
content and the linguistic complexity of Arabic,
particularly its dialectal varieties. Early approaches
mainly focused on sentence-level classification,
while recent studies have explored fine-grained de-
tection, dialect-aware modeling, and linguistic re-
sources tailored to Arabic social media text.

One research direction extended toxicity detec-
tion beyond sentence-level classification to identify
character-level toxic spans within Arabic tweets.
This approach modeled toxicity detection as a se-
quence labeling task and combined Arabic word
embeddings with transformer-based contextual rep-
resentations. The results demonstrated effective
localization of toxic expressions and improved in-
terpretability, although the focus remained on span
extraction rather than sentence-level robustness
Radman et al. (2022). Another line of work em-
phasized dialect-specific toxicity detection, partic-
ularly for Moroccan Arabic. Transformer-based
models were fine-tuned on a large, dialect-specific
dataset collected from social media, showing that
dialect-adapted BERT models substantially outper-
form generic models. These findings highlight the
importance of dialect-aware pretraining and large-
scale annotated datasets for Arabic toxicity detec-
tion Rachidi et al. (2025).

Research on Gulf Arabic further contributed by
introducing a large-scale Saudi dialect dataset an-
notated using a hierarchical offensive language
scheme. Experiments with machine learning, deep
learning, and transformer-based models demon-
strated strong performance, with additional im-
provements achieved through data augmentation
techniques to address class imbalance. This work
underscores the value of dialect-specific datasets
for improving Arabic offensive language detection
Asiri and Saleh (2024). Lexicon-based approaches
have shown that manually constructed sentiment
lexicons tailored to Saudi dialect tweets can out-
perform larger automatically generated lexicons
when neutral content is considered. Although these
studies focus on sentiment analysis rather than tox-

icity detection, they demonstrate the effectiveness
of dialect-specific lexical resources and motivate
their integration into hybrid detection frameworks
Al-Thubaity et al. (2018) .

2.2 Transformer Model
Recent studies in toxicity detection have mainly ad-
dressed binary classification (toxic vs. non-toxic).
Early machine learning methods such as Bag-of-
Words and SVM were limited in capturing contex-
tual meaning, while LSTM-based models improved
sequential modeling but struggled with long-range
dependencies. Transformer-based models signifi-
cantly advanced this task through self-attention and
bidirectional context modeling, with encoder-based
models like BERT and RoBERTa consistently out-
performing traditional and recurrent approaches.

Recent findings show that language-specific
Transformer models outperform multilingual ones
when applied to a single language. Barrón-Cedeño
and García-Silva (2025) demonstrated that BETO,
a Spanish-specific Transformer, achieved supe-
rior results in binary toxicity classification. Their
BETO-MP model reached an accuracy of 0.9649
and an F1 score of 0.9645, outperforming multilin-
gual models such as mBERT and XLM-RoBERTa.
These results highlight the importance of language-
specific Transformers for effective toxicity detec-
tion, especially in linguistically rich contexts.

Earlier studies on Arabic abusive content detec-
tion mainly relied on traditional machine learn-
ing and later CNNs and LSTMs, which showed
limited ability to capture semantic and dialectal
complexity. With the introduction of Transformer-
based models, pretrained Arabic models such as
AraBERT and MARBERT achieved superior per-
formance. However, most studies treated the task
as single-dimensional. To overcome this limita-
tion, Alrashidi and AlGhamdi (2023) proposed
a multi-aspect annotation framework with Multi-
Task Learning, showing that dialect-aware mod-
els like MARBERT significantly outperform tradi-
tional and single-task approaches in fine-grained
Arabic abusive content detection.

Magnossão et al. (2022) evaluated several
Arabic-specific and multilingual Transformer mod-
els on offensive language detection, hate speech
detection, and fine-grained hate speech classifica-
tion. Their experiments showed strong improve-
ments over baselines, with AraBERT achieving an
F1-macro of 0.827 for offensive language detec-
tion, and an ensemble approach reaching 0.792 for
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hate speech detection. However, fine-grained clas-
sification remained challenging, achieving lower
F1-macro scores due to severe class imbalance,
indicating that while Transformers perform well
in binary tasks, detailed hate speech classification
remains difficult.

While large Transformer models such as BERT
and RoBERTa achieve state-of-the-art results, their
high computational cost limits practical deploy-
ment. To address this issue, Kamphuis and van der
Meer (2024) proposed Tiny-toxic-detector, a com-
pact Transformer model with only 2.1 million pa-
rameters. Despite its small size and the absence
of large-scale pretraining, the model achieved an
accuracy of 90.97% on the ToxiGen dataset and
86.98% on the Jigsaw dataset. These results demon-
strate that efficient, task-specific Transformer archi-
tectures can deliver competitive toxicity detection
performance while significantly reducing computa-
tional requirements.

3 System Architecture

Figure 1 presents the overall architecture of the pro-
posed hybrid toxicity detection system. The frame-
work is designed to integrate deep contextual rep-
resentations learned by AraBERT with lightweight
symbolic reasoning modules to enhance robustness
in ambiguous cases. Specifically, the model first
produces a probabilistic prediction, which is then
evaluated by a confidence-aware controller to deter-
mine whether rule-based lexical verification should
be applied. This design preserves the dominance of
neural inference while enabling targeted correction
in low-confidence scenarios.

3.1 Dataset

The dataset used in this study is the “X Posts Hate
Speech Dataset for the Saudi Dialect”, published
on Mendeley Data by A. Alhazmi in 2024.1 It
contains 35,000 posts manually annotated by na-
tive speakers. Each post is labeled as either Toxic
(Offensive) or Non-toxic (Non-offensive).

For clarity and consistency, we adopt an opera-
tional definition of toxic (offensive) language con-
sistent with the annotation guidelines of the Saudi
X Posts Hate Speech Dataset. A post is labeled
as toxic if it contains direct or indirect personal at-
tacks, insults, harassment, tribal or religious slurs,
demeaning language, or expressions intended to

1https://data.mendeley.com/datasets/
c2jpnv9yk6/4

offend or degrade individuals or groups. Non-toxic
posts include neutral, polite, critical, or emotionally
expressive content that does not target individuals
or groups offensively. This definition aligns with
prior Arabic offensive language detection studies
while explicitly accounting for dialectal and cultur-
ally grounded expressions common in Saudi social
media.

The dataset is balanced, with approximately
52.6% non-toxic and 47.4% toxic posts (Alhazmi,
2024).

Unlike many Arabic corpora, this dataset focuses
on the Saudi dialect and includes tribal slurs, reli-
giously offensive expressions, and implicit sarcasm.
For instance, toxic samples contain dialectal ex-
pressions such as ÕÎ¾

�
J�
K.

	
à@ñJ
k

	
¬ñ

�
�@ èQÓ Èð@ and

PAÔg AK

�
Iº�@, while non-toxic posts reflect neu-

tral or polite interactions commonly used in daily
online communication. These unique linguistic
traits challenge traditional MSA-trained models.
By fine-tuning AraBERT on this dataset, we aim to
adapt the model to better capture dialectal toxicity
patterns in Saudi social media.

3.2 Data Preprocessing

To prepare the raw posts for fine-tuning, a compre-
hensive preprocessing pipeline was implemented.
The objective was to clean the data, preserve di-
alectal features, and optimize the input for Arabic
language modeling.

First, a cleaning phase was applied to remove
irrelevant or noisy artifacts, including URLs, user
mentions (@user), hashtags, punctuation marks,
numeric tokens, and special characters. Diacritics,
elongated characters, and repeated letters were nor-
malized to reduce lexical sparsity. Emojis were
retained due to their semantic contribution in in-
formal communication, particularly in conveying
sentiment and sarcasm.

Second, text normalization was performed. Com-
mon orthographic variants specific to the Saudi di-
alect were preserved to enable the model to learn
from authentic linguistic variations. No mapping to
Modern Standard Arabic was conducted, ensuring
dialectal richness was maintained.

Third, tokenization was performed using the
AraBERT tokenizer, with a maximum sequence
length of 128 tokens. The tokenizer was config-
ured with do_lower_case=False to retain case-
sensitive features where applicable.

Finally, the dataset was stratified and split into

https://data.mendeley.com/datasets/c2jpnv9yk6/4
https://data.mendeley.com/datasets/c2jpnv9yk6/4
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training, validation, and test sets using a 70%–15%–
15% ratio. This ensured balanced class distribu-
tions across all subsets, maintaining the integrity
of both toxic and non-toxic samples throughout the
modeling pipeline, as shown in Table 1.

Split Non-Toxic
(Non-Offensive)

Toxic
(Offensive) Total

Train (70%) 12,893 11,607 24,500
Validation (15%) 2,763 2,487 5,250
Test (15%) 2,763 2,487 5,250

Total 18,419 (52.6%) 16,581 (47.4%) 35,000

Table 1: Dataset distribution across training, validation,
and test splits.

3.3 Model Training

To build a robust classifier for dialectal toxic-
ity, we fine-tuned the AraBERT-base-v2 model
on the Saudi X posts dataset.AraBERT-base-v2
was selected as the backbone model due to its
strong performance in Arabic natural language
processing tasks. Previous studies have shown
that AraBERT consistently outperforms multilin-
gual transformer models and traditional machine
learning approaches in Arabic text classification
Antoun et al. (2020); Abu Kwaik et al. (2020).
This makes it a suitable choice for modeling di-
alectal arabic social media content. The training
pipeline integrated deep contextualized representa-
tions with confidence-aware control mechanisms
and symbolic rule activation. Tokenized input was
passed through the AraBERT encoder, and the re-
sulting [CLS] embedding was fed into a binary
classification head. Training was conducted using
binary cross-entropy loss, with the AdamW opti-
mizer (learning rate = 2×10−5) and early stopping
(patience = 5 epochs). Dropout and gradient accu-
mulation were applied to mitigate overfitting and
optimize performance under computational con-
straints. The best-performing model was selected
based on validation F1-score.

3.4 Auto-Lexian Module

A toxicity lexicon was automatically induced from
the training data to capture words that are strongly
indicative of toxic (offensive) content. Tokens were
scored based on their relative frequency in toxic
versus non-toxic samples. Only tokens satisfying
specific filtering criteria were retained, including
minimum token length, minimum occurrence in

toxic texts, class ratio thresholds, and exclusion of
tokens frequently appearing in non-toxic contexts.

As a result, a compact lexicon of 60 toxic-
indicative tokens was generated, representing
highly discriminative terms learned directly from
the data. This lexicon was used to enhance the
model’s sensitivity to dialectal toxicity patterns and
reduce false negatives during classification.

3.5 Gray-Zone only Rule Activation
To enhance the reliability and interpretability of tox-
icity detection in ambiguous inputs, a rule-based
activation module was integrated into the model
inference pipeline. This component leverages the
model’s confidence scores, computed via softmax
probabilities over the final classification logits, to
selectively trigger linguistic rules when the model
exhibits uncertainty. Two thresholds are defined: a
lower bound (gray_low = 0.2) and an upper bound
(gray_high = 0.8), delineating a gray zone of con-
fidence.

These gray-zone thresholds (gray_low = 0.2,
gray_high = 0.8) were selected empirically based
on preliminary experiments on the validation set.
These values were chosen to isolate predictions
with high uncertainty while preserving neural dom-
inance for confident decisions. Specifically, confi-
dence scores above 0.8 consistently corresponded
to correct predictions, whereas scores below 0.2
reliably indicated non-toxic content. Intermedi-
ate scores exhibited higher error rates, making
them suitable candidates for rule-based verification.
Sensitivity analysis showed that small variations
around these thresholds did not significantly affect
performance.

The system operates as follows.
If the confidence score is greater than or equal

to gray_high, the model prediction is accepted
directly without intervention.

If the confidence lies within the gray zone, the
input is checked against a previously induced toxi-
city lexicon (see Section 3.4). If a match is found,
for example the presence of tribal slurs, sarcasm
markers, or sentiment-laden emojis, the prediction
is overridden to the toxic (offensive) class.

If no lexicon hit is detected within the gray zone,
the original model prediction is retained.

If the confidence score is below gray_low, the
model prediction is also accepted as is, assuming
high certainty in a non-toxic classification.

This hybrid mechanism ensures that the model
remains primarily data-driven while still benefiting
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from symbolic reasoning in edge cases. It also of-
fers a practical compromise between deep learning
flexibility and rule-based interpretability, which is
particularly important in real-world applications
such as moderation of dialectal content with strong
sociolinguistic nuance.

Figure 1: Hybrid System Architecture: AraBERT with
Gray-Zone Rule Activation.

4 Experimental Results and Discussion

To evaluate the effectiveness of the proposed hy-
brid system, we compare its performance against a
baseline AraBERT model fine-tuned on the Saudi
X posts Hate Speech dataset. All models were eval-
uated on a held-out test set using precision, recall,
and F1-score metrics.

4.1 Baseline AraBERT Model

The baseline system consists of the pre-trained
AraBERT-base-v2 model fine-tuned on the raw an-
notated posts. It achieved an overall accuracy of
88.22% and a macro-averaged F1-score of 88.10%.
As shown in Table 2, the model exhibits high re-
call for the toxic class (0.8870), suggesting good
sensitivity, but slightly lower precision (0.8640),
indicating occasional over-flagging.

Class Precision Recall F1-score

Non-Toxic
(Non-Offensive) 0.8953 0.8692 0.8821

Toxic (Offensive) 0.8640 0.8870 0.8754

Macro avg 0.8796 0.8781 0.8810

Table 2: Baseline Model Performance

4.2 Proposed Hybrid Model (AraBERT +
Lexicon + Rule Activation)

The proposed model extends the baseline by inte-
grating two symbolic reasoning components:

• A lexicon-based feature enhancer that checks
for toxic tokens learned from training data.

• A gray-zone rule activation module triggered
when the model confidence lies between
thresholds [0.2, 0.8].

This hybrid design led to noticeable improve-
ments across all metrics. As presented in Table 3,
the model achieved an accuracy of 88.87% and a
macro-averaged F1-score of 88.85%. Compared
to the baseline, there was a +0.75% increase in
F1-score and a reduction in false negatives for the
toxic (offensive) class due to rule-based correction
in low-confidence scenarios.

To assess whether the observed improvement is
statistically significant, we apply McNemar’s test
on paired predictions of the baseline and hybrid
models. The difference does not reach statistical
significance (p = 0.125).

Class Precision Recall F1-score

Non-Toxic
(Non-Offensive) 0.9011 0.8856 0.8933

Toxic (Offensive) 0.8755 0.8922 0.8838

Macro avg 0.8883 0.8889 0.8885

Table 3: Hybrid Model Performance

5 Error Analysis

To better understand the limitations of the proposed
hybrid framework, we conduct a qualitative anal-
ysis of misclassified instances in the test set. Out
of 3,541 samples, the model produces 369 errors,
including 171 false positives and 198 false neg-
atives, achieving a macro-averaged F1-score of
0.895. These errors reveal several recurring lin-
guistic patterns that remain challenging in dialectal
Arabic toxicity detection.
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A substantial portion of the misclassifications
arises from emotionally charged but non-offensive
expressions, where strong negative sentiment is
used to criticize opinions or situations rather than
to directly attack individuals. In such cases, the
model occasionally overestimates toxicity due to
the presence of harsh wording or intensifiers com-
monly used in Saudi dialect discourse. Although
this behavior leads to some false alarms, it reflects
a conservative tendency that is generally preferable
in moderation systems.

Conversely, many misclassified toxic instances
correspond to implicit insults, sarcasm, or pragmat-
ically offensive constructions that do not contain
explicit profanity. Examples include dialectal ex-
pressions such as @Yg. ú



æ
.

	
« H. PYÓ and sarcastic

remarks like éJ

	
K A
�
K èQÓ ½

�
J
�
¯Y� ñË PAÔg, where of-

fensive intent is conveyed indirectly through tone
and cultural context rather than lexical cues alone.
These cases illustrate the difficulty of capturing
pragmatic meaning using sentence-level representa-
tions, even when supported by lexical verification.

Additional errors occur in context-dependent
utterances, where toxicity becomes evident only
when considering the conversational target or prior
discourse. Without explicit contextual grounding,
such posts may appear neutral or ambiguous in
isolation, leading to incorrect predictions.

Despite these challenges, the hybrid model ex-
hibits improved robustness in ambiguous cases
where the baseline shows uncertainty. The rule
activation module successfully corrects a subset of
misclassifications by leveraging lexicon matches
(e.g., tribal slurs and sentiment-bearing emojis),
particularly when the neural model’s confidence is
low. Importantly, these symbolic augmentations en-
hance recall without harming precision, resulting in
a more balanced trade-off between false positives
and false negatives.

Beyond these cases, a particularly challenging
class of errors involves pragmatically offensive con-
tent, where toxicity is conveyed indirectly through
sarcasm, irony, or culturally grounded implications
rather than explicit profanity.

Overall, these observations highlight that toxic-
ity in Saudi social media is often expressed through
subtle pragmatic strategies, including sarcasm, in-
direct disparagement, and culturally grounded ex-
pressions. While the confidence-aware rule activa-
tion mechanism improves robustness in uncertain
cases, fully resolving such errors will likely require

incorporating broader conversational context and
more advanced pragmatic modeling. Expanding
dialect-specific lexical resources and integrating
context-aware architectures remain promising di-
rections for future work. Table 4 summarizes the
distribution of classification errors across the test
set.

Error Type Count

False Positives (Non-toxic → Toxic) 171
False Negatives (Toxic → Non-toxic) 198

Total Errors 369

Table 4: Distribution of classification errors on the test
set.

6 Conclusion and Future Work

In this study, we presented a hybrid framework
for Arabic toxicity detection in Saudi dialect posts,
combining the contextual depth of AraBERT with
symbolic reasoning through a confidence-aware
rule activation module and an automatically in-
duced lexicon. Our approach effectively miti-
gates misclassifications in gray-zone predictions by
leveraging shallow linguistic cues such as emojis,
slurs, and dialectal indicators. Experimental results
demonstrate that this hybrid mechanism yields sub-
stantial gains in F1-score and recall, particularly
in detecting toxic content that often escapes purely
neural models.

For future work, we aim to improve the model’s
morphological generalization enabling it to ro-
bustly recognize multiple surface forms of the
same word without requiring explicit dictionary en-
tries. Furthermore, we will explore incorporating
lightweight morphological analyzers and subword-
level rule augmentation to reduce the impact of
sparsity in dialectal variants. While the automati-
cally induced lexicon has proven effective, we also
plan to enhance its coverage to ensure it performs
reliably even when encountering unconventional or
naive expressions of toxicity.

Limitations

Despite the strong performance of the proposed
hybrid framework, several limitations should be
acknowledged. First, the experiments were con-
ducted solely on Saudi dialect Arabic posts, which
may limit the generalizability of the results to other
Arabic dialects with distinct linguistic and sociocul-
tural characteristics. Second, the confidence-aware
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rule activation mechanism relies on predefined un-
certainty thresholds to identify gray-zone predic-
tions. While effective in this setting, these thresh-
olds were empirically determined and may require
recalibration when applied to different datasets or
deployment environments.

Furthermore, while the automatically induced
lexicon contributes to reducing false negatives, its
coverage remains inherently limited and may fail
to capture implicit, sarcastic, or highly context-
dependent expressions of toxicity. In particular, the
lexicon-based component is sensitive to surface-
form variation and may not fully capture rich mor-
phological variation and rare or creatively altered
word forms commonly observed in dialectal Ara-
bic. Finally, while symbolic rule activation is selec-
tively applied, integrating rule-based components
with neural models increases system complexity
and may pose scalability challenges in large-scale,
real-world content moderation systems.
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