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Abstract

Linux kernel device drivers are tightly coupled
with hardware, making them difficult to execute
and test without physical devices. This heavily
limits automated code analysis and vulnerabil-
ity discovery. While manual modeling is un-
scalable, Large Language Models (LLMs) offer
a new approach to scale virtual device construc-
tion across the Linux driver ecosystem. In this
paper, we present DevGen', an LLM-powered
tool that generates QEMU-based virtual de-
vices directly from Linux driver source code.
DevGen combines static analysis to gather nec-
essary context, guides the LLLM through step-
by-step prompting, and uses an automated self-
correction loop driven by compilation and exe-
cution feedback. To further reduce errors, sim-
ilar fixes are retrieved from a library of com-
mon modeling failures and incorporated into
the repair prompt, which supports more tar-
geted corrections in later iterations. The gen-
erated devices finally integrate with QEMU
and Syzkaller, enabling driver fuzzing with-
out physical hardware. DevGen is evaluated
on 50 PCI/PCle drivers from Linux 6.18 using
three mainstream LLMs, and successfully gen-
erates usable models for 44 drivers. In these
drivers, 24% of them achieve significant im-
provements in fuzzing coverage, and 7 previ-
ously unknown crashes are triggered with 1
CVE assigned. These results demonstrate the
practical capability of LLMs to automate com-
plex, system-level code generation tasks.

1 Introduction

The security and stability of operating system ker-

nels are fundamental to the reliability of modern

computing systems (Xu et al., 2025; Hu et al., 2025;

Yang et al., 2025). Device drivers are particularly

important because they directly interact with hard-

ware and implement protocols for specific devices
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(Kadav and Swift, 2012; Song et al., 2019; Bai
et al., 2019, 2021). In practice, many driver exe-
cution paths depend on runtime feedback provided
by devices (e.g., register values, interrupts, and re-
sponses required by particular protocols). Without
access to real hardware or interactive devices, nu-
merous paths remain inaccessible (Shameli-Sendi,
2021), posing potential threats to kernel reliability.

Although fuzzing has proven effective for dis-
covering kernel vulnerabilities (e.g., Syzkaller)
(Google Inc.; Mallissery and Wu, 2023; Chen et al.,
2024; Yan et al., 2025; Fleischer et al., 2025), its
effectiveness on device drivers is often constrained
by hardware dependencies (Xu et al., 2025; Ma
et al., 2022). Real hardware are expensive, difficult
to provision, and hard to scale for large-scale driver
testing (Peng and Payer, 2020; Song et al., 2019),
whereas mainstream emulators provide far fewer
device models than the kernel needs. For instance,
although the Linux kernel supports over 13,000
PCI devices, popular emulators implement fewer
than 130 models (Xu et al., 2025). As a result,
drivers often stall during probing or initialization
due to missing device feedback, preventing fuzzers
from reaching deeper execution paths (Wu et al.,
2023). Prior work has explored virtual device con-
struction for driver testing (Ma et al., 2022; Peng
and Payer, 2020; Song et al., 2019; Corina et al.,
2017; Hetzelt et al., 2021; Wu et al., 2023), but
existing approaches still face limitations in automa-
tion and scalability: PrIntFuzz (Ma et al., 2022)
often produces overly simplified models, USBFuzz
(Peng and Payer, 2020) is limited to the USB bus,
and VIA (Hetzelt et al., 2021) relies on manually
written configuration files that tightly couple device
models to target drivers.

With the rapid advancement of Large Language
Models (LLMs) in program understanding and
code generation, new opportunities have arisen
for kernel driver testing (Jiang et al., 2024; Qiu
et al., 2025; Tian and Chen, 2025; Deng et al.,

242

Proceedings of the 64th Annual Meeting of the Association for Computational Linguistics (Volume 3: System Demonstrations), pages 242-252
July 2-7, 2026 ©2026 Association for Computational Linguistics


https://github.com/Xidian-ICTT-YB/DevGen/blob/main/README.md
https://drive.google.com/file/d/1WFTcwROSEZmktVFWpUQpdbQFgRfUpXif/view?usp=drive_link
https://drive.google.com/file/d/1WFTcwROSEZmktVFWpUQpdbQFgRfUpXif/view?usp=drive_link

2023). However, most existing LLM-based efforts
improve test input generation rather than reducing
hardware dependence in driver fuzzing. For ex-
ample, KernelGPT (Yang et al., 2025), SyzForge
(Tang et al., 2025), and SyzGPT (Zhang et al.,
2025) improve Syzkaller (Google Inc.) through
system call refinement, dependency mining, and
seed generation, respectively, while ECG (Zhang
et al., 2024) extracts input specifications to gener-
ate structured test cases. These approaches improve
fuzzing inputs, but do not directly address the lack
of executable device-side interactions.

In this paper, we present DevGen, an LLM-
powered framework for automatically generating
virtual device models for kernel driver fuzzing.
Instead of fully emulating complex hardware be-
havior, DevGen synthesizes a minimal interaction
state machine in QEMU that provides the exact
behaviors required for driver probing and initial-
ization, thereby enabling deeper driver execution
during fuzzing. Starting from the driver source
code, DevGen leverages LLVM-based static analy-
sis to extract critical hardware-software boundaries,
including register definitions and state dependen-
cies. It then utilizes structured prompts and staged
templates to guide LLMs in generating the virtual
device code. To ensure robustness, the generated
models are iteratively refined via an autonomous
repair loop driven by compilation and runtime feed-
back. Furthermore, to provide reusable guidance
for LLM-based correction, an active historical case
library is constructed by summarizing common
modeling failures and successful fixes. The suc-
cessfully generated device models are finally de-
ployed in QEMU and integrated with Syzkaller to
support end-to-end driver fuzzing.

We implement a prototype of DevGen and eval-
uate it on 50 randomly selected PCI/PCle drivers
(Boo and Lee, 2025) from Linux 6.18 using three
mainstream LLMs. Overall, DevGen successfully
generates 44 usable virtual devices, with per-LLM
modeling success rates ranging from 74% to 78%.
With the generated devices, 24% of the evaluated
drivers show notable coverage improvements, and
fuzzing triggers 7 previously unknown crashes,
with 1 CVE assigned. These results demonstrate
that DevGen is a practical and scalable tool for
hardware-constrained driver testing. Specifically,
the features of our proposed DevGen include:

e Novel LLM-powered framework for virtual
device modeling. We present DevGen, an end-to-
end automated tool that generates QEMU-based

virtual device models directly from Linux driver
source code. By synthesizing minimal interaction
state machines, it significantly reduces the reliance
on physical hardware for kernel driver fuzzing.

e Automated generation and iterative self-
repair. DevGen provides an integrated work-
flow from driver code to executable virtual de-
vice models, combining static context extraction,
staged LLM-driven generation, syntax checking,
feedback-driven repair, and historical case reuse.
This pipeline achieves a high degree of automation
(up to 68% fully autonomous success) and requires
only minor, targeted manual adjustments for the
remaining successful cases.

e Prompt-driven usability and extensibil-
ity. DevGen adopts a modular design that decou-
ples static context extraction from LLM generation.
This architecture allows the framework to easily
generalize to other driver subsystems, such as USB,
platform, or I2C, requiring only minor adaptations
to the static analysis targets and the injection of cor-
responding bus-specific knowledge into the prompt
templates. Furthermore, its seamless integration
with QEMU and Syzkaller ensures immediate prac-
ticality for end-to-end driver fuzzing workflows in
real-world scenarios.

¢ Practical effectiveness and scalability. Eval-
uated on 50 randomly selected PCI/PCle drivers
from Linux 6.18, DevGen successfully synthesizes
usable virtual devices for 44 drivers. It demon-
strates practical utility by achieving significant
fuzzing coverage improvements on 24% of these
drivers and uncovering 7 previously unknown
crashes (with 1 CVE assigned), showcasing its po-
tential to scale across the vast and complex Linux
driver ecosystem.

2 Design of DevGen

Aiming to overcome the hardware dependency
limit in kernel driver fuzzing, DevGen provides an
automated framework to synthesize QEMU-based
virtual device models. Rather than attempting
a prohibitively complex full-hardware emulation,
DevGen adopts a pragmatic approach: it models the
minimal interaction state machine required to sat-
isfy the driver’s initialization sequences and early
I/0 interactions (Chen et al., 2025). The successful
establishment of this minimal interaction is explic-
itly confirmed once the target driver fully binds to
the virtual device, which is externally verified when
the system reports Kernel driver in use. As
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Figure 1: The framework of DevGen

illustrated in Figure 1, the workflow is orchestrated
through four tightly coupled stages:

* Kernel-Aware Static Context Extraction:
Instead of relying on naive source code pars-
ing, this module performs targeted static anal-
ysis on the driver source to extract critical
hardware-software boundaries. It identifies
initialization control flows, PCI configuration
layouts, and specific register access patterns.
Concurrently, a structured index of the kernel
source tree is built to provide precise domain
context for the LLM.

» Staged LLM-Guided Synthesis: Using the
extracted context, DevGen generates the vir-
tual device components in a staged manner
via structured prompt templates. This module
orchestrates the generation of register defini-
tions, interrupt handlers, and the core device
state machine, iteratively aligning the QEMU
device model with the expected behavior of
the target Linux driver.

* Repair Case Library Construction: This
module builds a library of common error pat-
terns observed during generation and execu-
tion validation. Each case records the spe-
cific error, root cause, successful fix, and the
precise edit location in the generated code.
During subsequent repair iterations, relevant
historical cases are dynamically selected from
the library to serve as targeted, in-context ex-
amples, effectively guiding the LLM toward
accurate corrections without relying on exter-
nal retrieval frameworks.

* Deployment and Fuzzing Integration: The
refined, successfully compiled device models

are dynamically integrated into QEMU and
paired with Syzkaller. This module facilitates
the automated generation of customized sys-
tem call sequences, executing hardware-free
fuzzing campaigns while continuously mon-
itoring code coverage and detecting kernel
panics or crashes.

2.1 Kernel-Aware Static Context Extraction

This module bridges the semantic gap between
Linux kernel driver code and QEMU device models
by extracting essential hardware-software bound-
aries to support LLM-guided synthesis. Operating
on a kernel configured with allmodconfig, we ap-
ply LLVM-based static analysis to extract driver
structures and hardware interaction patterns. The
extracted results are organized into a structured
summary that serves as phase-specific inputs to
our prompts, providing explicit constraints on IDs,
BAR usage, and register accesses.

To synthesize the minimal interaction state ma-
chine, the extraction specifically targets the infor-
mation required during device probing and initial-
ization. Using PCI/PCle drivers as a running ex-
ample (Boo and Lee, 2025), this includes device
matching rules and callback functions defined in
struct pci_driver, vendor and device identifiers
in pci_device_id, as well as probe logic for re-
source allocation, register mapping, and state setup.
We also extract macros and constants that describe
register layouts.

Crucially, the module constructs a structured in-
dex of the kernel source tree, which serves as an ex-
ternal knowledge base during modeling and repair.
When the LLM requires extended context (e.g.,
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deeply nested helper functions or external macro
definitions outside the current snippet), DevGen
dynamically retrieves the relevant code locations
from this index. This localized retrieval minimizes
LLM hallucinations caused by missing context and
enables DevGen to capture key driver interaction
constraints directly from the source code, without
running the driver or requiring physical hardware.

2.2 Staged LLM-Guided Synthesis

This module employs an LLM to generate vir-
tual device models that interact correctly with a
target Linux kernel driver. Rather than attempt-
ing prohibitively complex full-hardware emulation,
DevGen adopts a pragmatic approach: it synthe-
sizes a minimal interaction state machine. This
ensures the target driver can successfully probe and
initialize while significantly reducing the model-
ing overhead. To mitigate unpredictable LLM out-
puts and ensure syntactic validity, the generation
process is strictly anchored to predefined QEMU
device templates and modeling rules. The work-
flow operates in three progressive stages: structural
modeling, behavioral modeling, and autonomous
feedback repair. The output of each stage serves as
input to the next to systematically produce an exe-
cutable QEMU device model. The detailed prompt
framework is shown in Appendix A.

We define a basic device template that is incre-
mentally completed across these stages (the skele-
ton is provided in Appendix B). During the struc-
tural modeling stage, the LLM generates the de-
vice skeleton and static settings, including the PCI
configuration space layout, Base Address Register
(BAR) types, and address space declarations. In
the behavioral modeling stage, it implements the
dynamic device responses (e.g., MMIO and PIO
handlers) necessary to satisfy the driver’s initial-
ization sequence. The workflow transitions to the
autonomous feedback repair stage when the ini-
tial modeling rules are met or the iteration limit
is reached. Here, executability is used as the re-
finement signal: the generated C code is validated
using Clangd (LLVM Project), and compiler diag-
nostics coupled with runtime execution logs are fed
back to the LLLM to drive targeted, localized fixes.

To avoid unexpected changes during repair, mod-
ifications are strictly restricted to designated tem-
plate placeholders. To optimally guide the LLM,
stage-specific prompts are enriched with driver
code snippets, static analysis results, and essen-
tial few-shot examples, while any missing context

is dynamically retrieved from the indexed source
tree. The iterative synthesis concludes when the
target driver successfully binds to the virtual device
(i.e., driver initialization succeeds) or the iteration
limit is reached.

2.3 Repair Case Library Construction

To improve the robustness of the iterative gener-
ation process, a repair case library is constructed
to capture common error patterns observed during
compilation and execution validation. We catego-
rize these failures into 9 distinct error types, whose
detailed descriptions are listed in Appendix C.

When a generated device model fails to compile,
load in QEMU, or complete driver initialization,
the module documents the error signature (e.g.,
compiler diagnostics and runtime logs), the root
cause, and the successful repair action. To facilitate
LLM comprehension, each case also records the
precise edit location and concise rationale explain-
ing why the fix resolves the issue. This structured
format ensures the historical data can be directly
reused as high-quality prompt demonstrations.

During subsequent repair iterations, this library
functions as a dynamic reference knowledge base.
Given compiler or runtime feedback from a failing
model, relevant historical cases are dynamically
selected and their corresponding repair patterns
are incorporated into the prompt. By providing
the LLM with these targeted, in-context examples,
the system effectively guides the model to iden-
tify faulty regions and apply precise corrections.
Reusing this historical validation knowledge signif-
icantly reduces repetitive trial-and-errors, mitigates
LLM hallucinations, and improves the success rate
of virtual device modeling.

2.4 Deployment and Fuzzing Integration

This final module seamlessly integrates the synthe-
sized virtual devices into a standard kernel fuzzing
workflow, empowering the fuzzer to penetrate deep
execution paths that traditionally mandate physical
hardware. Once the virtual device is compiled and
dynamically loaded into QEMU, the target driver
can successfully complete its probing sequence, ini-
tialize the minimal interaction state machine, and
expose its I/O interfaces.

To orchestrate the fuzzing campaign, DevGen
leverages Syzkaller’s official system call descrip-
tions to construct tailored syscall sequences. This
construction is strictly anchored to the driver’s
source path within the kernel tree and the newly
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Figure 2: Device modeling results across different LLMs

instantiated /dev nodes. Fuzzing is then performed
using either the syzbot configuration or a config-
uration generated for the target driver. Because a
driver can be fuzzed only when it is compiled into
the kernel, this driver configuration is generated by
parsing the corresponding Makefile and Kconfig
files to enable the required kernel options.

For a rigorous evaluation, the kernel build and
base system call sets are kept strictly identical, iso-
lating the generated virtual device as the sole in-
dependent variable. During the fuzzing process,
KCOV is enabled to track precise code coverage,
while KASAN (The Linux Kernel Organization) is
deployed to catch memory corruption bugs. The
resulting coverage metrics and crash reports are
utilized to quantitatively evaluate whether the vir-
tual devices successfully unlock hidden execution
paths and trigger previously unreachable vulnera-
bilities. Furthermore, crashes and other abnormal
events are also collected together with reproducer
programs for later analysis and validation.

3 Preliminary Evaluation

Our evaluation is conducted on a personal com-
puter with 8 physical cores (Intel(R) Core(TM) i7-
1165G7), 32 GB RAM, and Ubuntu 22.04 LTS. We
randomly select 50 PCI/PCle device drivers from
Linux 6.18. During device modeling, we evaluate
three mainstream LLMs (Qwen3-Max, GPT-5.1,
and Gemini 3 Pro) with a temperature of 0.1 and
at most three iterations per modeling stage. During
fuzzing, Syzkaller (Google Inc.) runs with four
QEMU instances, each using two CPU cores. We
use both the syzbot configuration (Syzbot) and
a customized kernel configuration to compile the
kernel for evaluation.
RQ1: How effective are LLMs at generating
virtual device models that successfully interact
with target drivers?

Under the allyesconfig configuration, DevGen
performs static analysis on the kernel source code,
extracts essential device-driver interaction informa-

tion, and automatically constructs virtual device
models for the 50 selected drivers. Figure 2 sum-
marizes the generation results. The symbols v* and
x indicate whether the generated device interacts
successfully with the driver autonomously, while M
denotes success achieved after a minor manual fix.

Without manual intervention, Gemini 3 Pro
achieves the highest autonomous success rate
(68%), compared with 54% for Qwen3-Max and
60% for GPT-5.1. After manual fixes, the success
rates become comparable: GPT-5.1 reaches 78%
(39/50), while Qwen3-Max and Gemini 3 Pro both
reach 74% (37/50). Crucially, the Union row in
Figure 2 illustrates that different LLMs have com-
plementary capabilities. This pushes the overall
success rate to an impressive 88% (44 out of 50
drivers), firmly demonstrating the robustness of
this collaborative modeling approach.

We classify an intervention as a minor manual
fix (M) if it is lightweight and needs fewer than three
lines of code changes. These fixes address simple
configuration mismatches instead of logical flaws.
A primary cause is an incorrect Vendor/Device ID
assignment when a target driver supports multiple
distinct hardware identifiers.

Listing 1 provides an example. Here, the LLM
synthesized the correct device state machine but
chose a generic Vendor ID (0x104c) that failed
the driver constraints. An analyst checked the
pci_device_id table and updated the macro to
0x14dc—a trivial one-line adjustment. Since these
minor fixes do not alter the underlying hardware
interaction logic, we classify them as successes.

Qwen3-Max GPT-5.1

cx18.
All Successful
c6xxvf

/a(aninja?\

Gemini 3 Pro

8139too.

pewd_pci,

ns83820
dt3155.
pci-tng*

sata_nv.
acard-ahci

efa, 8139cp.
ahci, pdc_adma

* pei-tng as shorthand for sof-audio-pc-intel-tng

Figure 3: Overlap of device models generated by LLMs
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Model Overall Token Usage Stage-wise Overhead: Tokens (Calls) Total Calls
Total Prompt Completion Step 1 Step 2 Step 3 Step 4

Gemini 3 159,471 101,336 58,134 67,948 (2.28) 52,693 (1.44) 25,326 (0.72) 13,504 (0.54) 4.98

GPT-5.1 170,676 127,182 43,493 62,408 (2.58) 70,467 (2.54) 28,893 (1.20) 8,907 (0.60) 6.92

Qwen 3 130,434 100,163 30,271 33,689 (1.66) 32,599 (1.28) 44,336 (1.96) 19,810 (1.00) 5.90

Table 1: Average token usage and API calls per driver modeling task across the evaluated LLMs

- #define PCIBASE_VENDOR_ID 0x104c
+ #define PCIBASE_VENDOR_ID 0x14dc
#define PCIBASE_DEVICE_ID 0x@00@c

static void pcibase_realize(PCIDevice *pdev,
Error xxerrp) {

pci_set_word(pci_conf + PCI_VENDOR_ID,
PCIBASE_VENDOR_ID);

pci_set_word(pci_conf + PCI_DEVICE_ID,
PCIBASE_DEVICE_ID);

Listing 1: Example of a minor manual fix to correct a
mismatched Vendor ID.

Figure 3 visualizes the overall modeling out-
comes under this inclusive counting rule: 44 drivers
successfully complete initialization with generated
virtual devices, 30 of which succeed consistently
across all three LLMs (as illustrated by the central
intersection in Figure 3), while 6 remain unsuccess-
ful. These remaining 6 hard failures (12%) stem
from deep firmware dependencies, strict timing
constraints, and a large volume of required interac-
tion code, making targeted repair difficult. Overall,
the results firmly validate that DevGen can effec-
tively generate usable virtual devices to support
hardware-free kernel driver fuzzing.

Beyond modeling effectiveness, we also assess
the resource efficiency of this synthesis process.
Table 1 quantifies the average inference cost—
measured in token volume and API calls—per
driver modeling task. Rather than uniformly scal-
ing, each LLM exhibits a distinct resource footprint.
Gemini 3 achieves the highest interaction efficiency,
requiring the fewest API calls (4.98). Conversely,
GPT-5.1 incurs the highest total token overhead,
driven primarily by the dense context demanded
during the behavioral modeling stage (Step 2). No-
tably, Qwen 3 maintains a highly optimized output
profile, consuming the fewest completion tokens
(30,271) across all tasks.

RQ2: How well do the LLM-generated devices
improve code coverage during fuzzing?

To assess whether DevGen’s virtual devices

unlock deeper driver code paths, we measure
Syzkaller basic block coverage before and af-
ter device integration. Fuzzing relies on official
Syzkaller descriptions (Syzlang). We utilize the
default syzbot configuration whenever the virtual
device successfully initializes under it; otherwise,
we generate a custom kernel configuration by pars-
ing the driver’s Makefile and Kconfig to enable
necessary dependencies. As a strict baseline, we
fuzz the identical kernel build and syscall set with-
out any virtual devices. We conduct three inde-
pendent one-hour runs per driver, recording the
average coverage achieved during the stable phase.

Table 2 highlights representative coverage shifts,
where v" and x denote successful and failed inter-
actions, respectively, and A\ indicates successful
initialization with negligible coverage gain. The
Syz+Device column reports average coverage ex-
clusively across successful (v') runs. We catego-
rize these results into three groups. The top group
(soft blue) demonstrates substantial improvements,
confirming the virtual devices unblock previously
unreachable paths. The middle group (soft orange)
successfully initializes and exposes /dev nodes,
yielding moderate gains. This plateau is expected:
because DevGen intentionally models a minimal in-
teraction state machine rather than comprehensive
hardware behavior, deep device-specific logic re-
mains unexercised. Finally, the bottom group (light
gray) represents drivers with zero baseline cover-
age; integrating our models effectively bypasses
the initial probe-failure roadblock, enabling funda-
mental fuzzing exploration. Full evaluation results
are available on GitHub.

Overall, these findings confirm that LLM-
synthesized virtual devices effectively mitigate
hardware dependencies, enabling fuzzers to
achieve significantly deeper execution states.
RQ3: How effective are the LLM-modeled vir-
tual devices at discovering real-world driver vul-
nerabilities?

In total, fuzzing with the successfully modeled
virtual devices triggered 7 previously unknown
crashes. To rigorously ensure these are genuine
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LLM

Driver Syz Syz+Device
Qwen GPT-5.1 Gemini

2xt4500 v v v 3665 7945
smtcfb v v v 3925 8392
i740fb v v ' 3694 8528
carminefb A A v 3907 9220
intel-Ipss v AN A 5544 10135
bt878 v v AN 3442 5275
bttv v v v 3655 5415
intel-qep v v v 5980 6423
dt3155 v X X 3877 4515
phantom v v v 0 2276
wdt_pci v v v 0 2576
pewd_pci v v X 0 2720

Table 2: Coverage changes with generated virtual
devices

Crash Signature Device LLM Status

Qwen GPT-5.1 Gemini

WARNING in drm_gem_release bochs-drm v
WARNING in idr_alloc intel-gep
KASAN: UAF read in adf_dev_up cHoxxvf
general protection fault in h5_recv 8250_lpss
INFO: rcu detected stall in sys_mmap  pci-tng
INFO: rcu detected stall in do_idle wdt_pci
INFO: task hung in i2c_smbus_xfer bttv

CVE-2026-23149
CVE-2026-23149
Confirmed
Confirmed
New
New
New

OX NS A X
AX X X X NS
NAOX X S X

Table 3: New crashes detected by fuzzing with DevGen
devices

kernel vulnerabilities rather than artifacts of incor-
rect device emulation, we manually triaged each
crash using minimized reproducers. Crucially, a
vulnerability is classified as a valid bug only after
we submit patches or bug reports to the official
Linux kernel maintainers and receive their explicit
confirmation®. Currently, two confirmed bugs have
been patched upstream and share a CVE identifier.

Table 3 summarizes these discoveries. The
Device column lists the virtual device required
to expose the crash, while the v and x symbols
indicate whether a device generated by a specific
LLM successfully triggered it. The Status column
reports the current validation state: Confirmed
means kernel maintainers have officially acknowl-
edged the bug, whereas New indicates it is currently
under official review. Notably, although the first
two crashes share CVE-2026-23149 and both man-
ifest as warnings, they follow different execution
paths with distinct call stacks (both were ultimately
fixed by the same patch). Furthermore, the crash-
triggering capability varies across LLMs, reflecting
subtle differences in the fidelity and behavior of the
synthesized state machines.
Case Study: CVE-2026-23149 triggered by the
intel-gep virtual device.

Malicious user-space requests can reach the GEM

>The communication logs with the kernel maintainers can

be transparently verified via the Linux kernel mailing list
archive: https://lore.kernel.org/all/?q=wangzhi.

int drm_gem_change_handle_ioctl(struct drm_device *dev, void
*data, struct drm_file xfile_priv){

struct drm_gem_change_handle *args = data;

struct drm_gem_object *obj;

obj = drm_gem_object_lookup(file_priv, args->handle);...

ret = idr_alloc(&file_priv->object_idr, obj,
args->new_handle, args->new_handle+1,
GFP_NOWAIT); ...

Listing 2: Integer overflow vulnerability in
drm_gem_change_handle_ioctl()

handle management path through the DRM ioctl
interface. As shown in Listing 2, the function
drm_gem_change_handle_ioctl() allows a pro-
cess to rename an existing GEM handle. However,
the kernel does not validate the value provided by
the user in args—->new_handle before passing it to
idr_alloc(): it uses args->new_handle as the
start index and args->new_handle+1 as the end
index of the allocation range.

If an attacker sets new_handle to INT_MAX, the
computation of args->new_handle+1 overflows,
turning the intended range into an invalid interval
CINT_MAX, INT_MIN). This violates assumptions
inside the idr allocator, triggers the warning, and
may lead to inconsistent resource management.

In this case, DevGen generates a virtual
intel-gep device that matches the target DRM
driver, allowing the driver to complete initializa-
tion and expose the GEM handle path. With this
prerequisite satisfied, fuzzing can issue abnormal
ioctl requests that exercise idr_alloc(), show-
ing how generated virtual devices enable deeper
driver testing without physical hardware and help
uncover subtle resource management bugs.

4 Conclusion and Future Work

This paper presents DevGen, an LLM-powered tool
that reduces hardware dependence in kernel driver
fuzzing through the automated generation of vir-
tual device models. By targeting the interfaces
required for driver probing and early interactions,
and iteratively refining the generated models using
compilation and runtime feedback, DevGen enables
practical fuzzing without physical hardware. Our
evaluation shows its effectiveness and scalability
for driver testing under strict hardware constraints.
In future work, we plan to enhance our modeling
specifications as formal constraints to guide LLM
generation, covering a broader range of complex
hardware behaviors. Additionally, we will leverage
the accumulated cases to explore fine-tuning open-
source LLMs to further reduce hallucinations.
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A Prompt Framework Details

This appendix details the prompt design underly-
ing our LLM-powered device modeling workflow,
which comprises a fixed system role, global gen-
eration constraints, and a four-phase procedure.
Figure 4 illustrates the prompt framework driving
DevGen. The workflow is inherently iterative: each
phase propagates the generated context from the
previous step and integrates it with external exe-
cution feedback, such as compiler diagnostics or
runtime logs. To ensure consistency and facili-
tate automated parsing across iterations, all phases
strictly enforce structured generation, requiring the
LLM to produce JSON-only outputs.

(System: You are an expert in Linux PCI drivers and QEMU device modeling (QEMU)

8.2.10 only). Generate a compilable QEMU PCI device C file strictly from the

@rovided driver source, and reply with JSON only. Y,

(Global rules: Generate the device model strictly from the provided Linux driver)
source (and any given register documentation); do not introduce behavior that is not
explicitly supported by the inputs. Always select the first entry in pci_device_id
and never modify TYPE_PCIBASE_DEVICE. Modify only the designated placeholder
blocks and do not change non-placeholder template code. If required driver-specific
\symbols are missing, list them in needed_sources. Output JSON only.

/

~

(User (Phase 1: Structure) " (Assistant
Input: driver headers/macros/PCI IDs + PCI_TEMPLATE. | |{"code”:"<structure-only
Target: fill placeholders using only the provided data (no||c file>",

l)ehavi()l’)A ) \"needed_sources”:[...1}

(User (Phase 2: Implementation) " (Assistant h
Input: Phase-1 code + driver implementation ||{”code”:"<full
(Relevant_Source). functional C file>",
Target: implement only behaviors exercised by the driver,| | "needed_sources”:[...1}

\keeping the Phase-1 structure unchanged. JAN J

J

(User (Phase 3: Repair) | (Assistant h
Input: QEMU_CODE + SYNTAX_ERROR_MESSAGE + driver | |{"code”: "<compilable

snippets.
Target: fix compile errors with minimal edits; keep run-| | "needed_sources”:[...1}
\time behavior unchanged.

file or empty>",

AN J

N

(User (Phase 4: Debug & Update) " (Assistant
Input: QEMU_CODE + ERR_MSG + driver snippets + repair| |("code”: "<updated ~ file
cases. or empty>",

Target: apply minimal fixes to reach "Kernel driver in|| needed_sources”:[...],
\use" based on logs and driver visible behavior.

) \"changes”:[...1} )

J

Figure 4: Prompt framework used by DevGen

Specifically, the modeling workflow is divided
into four sequential phases:

* Phase 1: Skeleton Construction. DevGen builds
a basic device skeleton by filling a QEMU tem-
plate with static information extracted from the
driver. It also removes any unnecessary code
blocks to keep the LLM focused.

* Phase 2: Functional Implementation. The
LLM turns this skeleton into a working device by
generating the specific hardware behaviors (such
as MMIO or PIO responses) that the driver needs
during initialization.

e Phase 3: Syntax and Compile-time Repair.
This validation step fixes syntax and compile-
time errors, such as missing headers, incorrect
types, or wrong QEMU API usage.
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* Phase 4: Debug and Update. This step uses run-
time logs to fix interaction mismatches between
the driver and the device, iteratively refining the
code until the driver successfully binds.

During the repair steps (Phases 3 and 4), DevGen
retrieves relevant examples from the case library
and includes them in the prompt, helping the LLM
learn from past successful fixes.

B QEMU PCI Template Overview

Listing 3 illustrates the core structure of our
QEMU PCI template. The template defines a
fixed device skeleton, including type declarations,
state definitions, BAR registrations, and hooks,
while exposing placeholder regions denoted by
#placeholder#. These placeholders cover static
driver information and behavior logic, such as iden-
tifiers, register fields, MMIO/PIO handlers, initial-
ization code, interrupts, and reset. Optional compo-
nents, such as interrupts or DMA, can be removed
when they are not required by the target driver.

#include "hw/pci/pci.h” ...
#HeadFile#

#define TYPE_PCIBASE_DEVICE "DRIVER_NAME_pci”
#Related_Config_Info#

struct PCIBaseState {
PCIDevice parent_obj; MemoryRegion bar_regions[6];
BARInfo bar_info[6]; int num_bars;
bool has_msi, has_msix;
#Reg_Stru#; #Status_Stru#;
#Interrupt_Stru#; #DMA_Info_Stru#;

b

pcibase_register_bar(...){ ... }
pcibase_mmio_read(...){ #MMIO_Read_Func# ... }
pcibase_mmio_write(...){ #MMIO_Write_Func# ... }
pcibase_pio_read(...){ #PIO_Read_Func# ... }
pcibase_pio_write(...){ #PIO_Write_Func# ... }

pcibase_realize(...){
pci_set_word(...,#VENDOR_ID#);
pci_set_word(...,#DEVICE_ID#);
#Field_Init_Real# ...
#MSI_OR_MSIX_INIT#; #DMA_Func# ... }

pcibase_reset(...){ #Reset_Func# ... }

Listing 3: Core structure of the QEMU PCI template

During the staged generation and repair pro-
cess, DevGen selectively targets these placeholders.
Specifically, it (i) populates the placeholders with
static information extracted from the driver, (ii) gen-
erates the minimal interaction behaviors necessary
for driver initialization, and (iii) iteratively refines
these regions based on compiler diagnostics and
runtime logs. Throughout this workflow, the fixed
non-placeholder code remains strictly unchanged
to ensure structural integrity.



C Repair Case Library

Table 4 presents a summary of the repair cases.
The Error Cause column describes each error type,
while the Fix Solution column summarizes the cor-
responding fix. In total, there are 9 categories and
15 repair cases.

Error Type Count Error Cause Fix Solution

Rename the device type
definition macro and remove
unused macro definitions.

Device registration name

already_exists 1 .
conflict causes an error.

Assertion failure occurs because
assertion_failed 2 the PCI BAR memory size is
not a power of two.

Round the size up to the nearest
power of two.

Write the correct signature
value at the specified offset in
PCI configuration space.

Driver probe fails due to

invalid_signature 1 . . P
reading an invalid signature.

Driver probe fails because the
BAR configuration did not
comply with hardware
specifications.

. . Adjust the number, index, and
ioremap_failed 3 size of the BARS.
. . . Confi BARs to s t both
Failure is caused by missing PIO(;l agn‘eri/lMI(; i(r)nspL;l;IrJ:ernti:g
MMIO resources and incorrect PIO read/write h’andlcri e
BAR configuration. q o -
correcting register offsets.
Change the Device ID to a

no_MMIO_resource 1

Driver binding fails due to a

no_such_device 2 device ID mismatch. value supported by the driver.
Driver loading fails due to
not_found 3 fEETEE K WEmelar D), GNites Correct the relevant ID values.
ID, or subsystem ID
configuration.
MSI-X table and PBA offset ~ Use a valid BAR and properly
table & pba overlap 1 conflict. align offsets.

Conflict i ab d Remove redundant validation
o e b Peatd logic to prevent duplicate

1 is 1 . . f
Zad/ e device type registration checks.

registration errors.

Table 4: Main content of the repair case library

Listing 4 presents an error repair case for a de-
vice modeled based on the AHCI driver. Each
repair case is represented as a JSON file containing
five key-value pairs:

* err_info: includes error information, such as
messages generated during QEMU startup or
logs obtained from dmesg.

* pre_code: refers to the buggy code snippet be-
fore any modifications are made.

* post_code: denotes the corrected code snippet
after the modification is applied.

* modified_location: provides a summary of
the specific code modifications

* modify_details: describes the complete repair
process, including problem identification, root
cause analysis, and the implemented fix.

The following illustrates the repair process for
a device model generated from the AHCI driver.
During diagnostic execution, the AHCI driver
probe fails and returns error code -12. By trac-
ing the return paths associated with this error in
the AHCI driver source, the failure can be lo-
calized to the call to pcim_iomap() (Listing 5).
In this call, the parameter ahci_pci_bar is set
to AHCI_PCI_BAR_STANDARD, whose enumerated
value is 5, indicating that the driver attempts to

access PCI BAR 5.

Further inspection of the QEMU device imple-
mentation (Listing 6) shows that, although the code
intends to configure BAR 35, it incorrectly uses 5
as the index of bar_info. Since num_bars is set
to 1, QEMU reads only bar_info[@] in the BAR
initialization and registration loop. As a result, the
configuration stored in bar_info[5] is ignored,
and BAR 5 is never registered. The correct fix is to
change the index of bar_info from 5 to 0. This al-
lows QEMU to read the BAR configuration during
initialization and register BAR 5 correctly, thereby
resolving the driver loading failure. In DevGen,
such constraints are fed back to the repair stage
as prompt context, so that only the relevant place-
holders are revised. The fix pattern can then be
recorded in the repair library for similar failures.

Other repair cases follow a similar process: us-
ing error logs to localize faults in the driver source,
identifying the corresponding device functions, and
then adjusting the QEMU emulation accordingly.

"err_info": "ahci 0000:00:04.0: probe with driver ahci
failed with error -12",

"pre_code"”: "s->bar_info[5].index = 5;
s->bar_info[5].type = BAR_TYPE_MMIO;
s->bar_info[5].size = 4096;
s->bar_info[5].name = "ahci-mmio";",

"post_code”: "s->bar_info[@].index = 5;

s—>bar_info[@].type = BAR_TYPE_MMIO;
s->bar_info[@].size = 4096;
s->bar_info[@].name = "ahci-mmio";",

"modified_location”: "change bar_info[5] to bar_info[@]",

"modify_details”: "1. Failure Symptom: When executing the

diagnostic command...
2. Troubleshooting Process: ...

"

Listing 4: AHCI BAR configuration repair case

static int ahci_init_one(struct pci_dev *pdev, const struct
pci_device_id *ent) { ...
int ahci_pci_bar = AHCI_PCI_BAR_STANDARD;

hpriv->mmio = pcim_iomap(pdev, ahci_pci_bar, 0);
if (!hpriv->mmio)
return -ENOMEM; ...

Listing 5: AHCI driver source code

/* Set up BARs */
s->bar_info[5].index = 5;
s->bar_info[5].type = BAR_TYPE_MMIO;
s->bar_info[5].size = 4096;
s->bar_info[5].name = "ahci-mmio”;
s=>num_bars = 1;

/* register BARs */
for (int i = @; i < s->num_bars; it++) {
pcibase_register_bar(pdev, s, &s->bar_info[il, errp);

}

Listing 6: QEMU device code generated based on the
AHCI driver
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