Fast-MIA: Efficient and Scalable Membership Inference for LLMs

Hiromu Takahashi
Independent Researcher*
Tokyo, Japan
hiromu. takahashi56@gmail.com

Abstract

We propose Fast-MIA (https://github.
com/Nikkei/fast-mia), a Python library for
efficiently evaluating membership inference at-
tacks (MIA) against large language models
(LLMs). MIA has emerged as a crucial tech-
nique for auditing privacy risks and copyright
infringement in LLMs. However, computa-
tional demands have grown substantially: re-
cent methods rely on repeated inference, while
practical auditing requires large-scale evalua-
tion. Progress is further hindered by existing
implementations that execute methods inde-
pendently, redundantly computing shared in-
termediate results such as log-probabilities. To
address these challenges, Fast-MIA combines
two strategies: (1) high-throughput batch infer-
ence via VLLM, achieving approximately 5 x
speedup, and (2) a cross-method caching ar-
chitecture that computes intermediate results
once and shares them across methods. The
library includes representative MIA methods
under a unified framework, integrates with es-
tablished benchmarks, and supports flexible
YAML configuration. We release Fast-MIA un-
der the Apache License 2.0 to support scalable
and reproducible MIA research.

1 Introduction

As LLMs become increasingly deployed in practi-
cal applications, concerns have emerged regarding
their tendency to memorize training data (Ishihara,
2023). Memorization refers to the phenomenon in
which a model reproduces exact or nearly identical
sequences from its training corpus. This behavior
can lead to privacy violations, copyright infringe-
ment, and diminished generalization capabilities.
In the context of privacy, an early study by Car-
lini et al. (2021) demonstrated that personal infor-
mation could be extracted from GPT-2 (Radford
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et al., 2019). With respect to copyright, Lee et al.
(2023) investigated GPT-2 and raised ethical con-
cerns surrounding potential plagiarism. Moreover,
there is growing concern about data contamina-
tion, where memorization of benchmark datasets
by LLMs may compromise the reliability of model
evaluations (Magar and Schwartz, 2022).

To assess such risks of LLMs, membership infer-
ence attacks (MIA) (Shokri et al., 2017) have been
widely adopted. These attacks on LLMs aim to
determine whether a particular data instance is in-
cluded in the training set. In the context of LLMs,
MIA has emerged as a key research area due to
growing demands for transparency and account-
ability in Al systems (Wu and Cao, 2025).

However, the computational requirements for
MIA evaluation have grown substantially, hinder-
ing both research and practical implementation.
Recent advances in MIA methodology increas-
ingly rely on repeated inference: text perturbation
methods such as ReCaLL (Xie et al., 2024) and
Con-ReCall (Wang et al., 2025) require computing
losses across multiple prefix configurations, while
black-box approaches like SaMIA (Kaneko et al.,
2025) demand numerous generation steps per sam-
ple. Furthermore, there is a growing recognition
that large-scale evaluation is essential for practical
copyright auditing. Puerto et al. (2025) demon-
strate that MIA becomes effective only when ag-
gregating results across multiple documents rather
than evaluating individual sentences, shifting the
focus from sentence-level to collection-level mem-
bership inference. These trends, multi-pass infer-
ence methods and dataset-scale evaluation, have
made computational efficiency a critical bottleneck
for MIA research.

To address these challenges, we propose Fast-
MIA, an open-source Python library designed
for efficient and reproducible evaluation of MIA
against LLMs (Figure 1). Fast-MIA combines two
complementary strategies for computational effi-

Proceedings of the 64th Annual Meeting of the Association for Computational Linguistics (Volume 3: System Demonstrations), pages 89-98

July 2-7, 2026 ©2026 Association for Computational Linguistics


https://github.com/Nikkei/fast-mia
https://github.com/Nikkei/fast-mia

vLLM backend
LLM

| batch inference
Shared Cache

Reuse across

methods
LOSS PAC
PPL/zlib ReCalL
Min-K% Prob Con-ReCall
DC-PDD SaMIA
Lowercase =~ -

Figure 1: Fast-MIA provides acceleration through high-
throughput batch inference by vLLM and cross-method
caching architecture across multiple MIA methods.

ciency. First, it provides high-throughput batch
inference by leveraging vLLM (Kwon et al., 2023),
achieving approximately five times faster infer-
ence compared to standard Transformers-based im-
plementations (Wolf et al., 2020) with almost no
change in evaluation results. Second, it introduces
a cross-method caching architecture specifically
designed for MIA workflows: intermediate results
such as log-probabilities and losses are computed
once and shared across multiple evaluation meth-
ods. This design is particularly beneficial for (1)
fair comparison of multiple MIA methods under
identical conditions, (2) hyperparameter sweeps
such as varying k in Min-K% Prob, and so on.

Fast-MIA offers implementations of several rep-
resentative MIA methods within a unified and ex-
tensible evaluation framework. Users can specify
models, datasets, and MIA methods using simple
YAML configuration files. The library integrates
directly with established benchmarks including
WikiMIA (Shi et al., 2024) and MIMIR (Duan et al.,
2024), supports multiple data formats, and can han-
dle languages other than English. Furthermore,
the modular architecture enables plug-and-play ex-
tensibility for custom attack methods. Unless oth-
erwise noted, this paper describes and evaluates
Fast-MIA version 0.3.0.

1https ://github.com/Nikkei/fast-mia/releases/
tag/v0.3.0
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2 Background

MIA provides a general framework for studying
memorization, generalization, and privacy risks in
machine learning (Shokri et al., 2017). Formally,
an attacker is given a target model f, a data point
x, and optionally auxiliary information, and must
predict whether x is included in the training set.

2.1

Many MIA methods against LLMs rely on the
token-level generation probabilities produced by
autoregressive language models. Given a text se-
quence s = cjca . . . cr consisting of T tokens, the
model assigns the following probability:
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In practice, the log-likelihood is commonly used
for numerical stability:
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Another widely used metric is the perplexity (PPL),
which quantifies the model’s uncertainty:
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These quantities form the foundation of many MIA
methods, which seek to identify systematic differ-
ences in how models score training versus non-
training examples.

PPL = exp (

2.2 Types of MIA Methods

MIA methods exploit the assumption that models
behave differently on training data than on unseen
data. These behavioral differences can manifest in
various forms, and accordingly, different methods
focus on different signals. We classify represen-
tative approaches to MIA methods into four main
categories, following Chen et al. (2025).

Baseline Methods. A simple approach utilizing
PPL has been used in the initial work (Carlini et al.,
2021).

e LOSS (Yeom et al., 2018): This classical base-
line uses the loss. In the context of LLMs, the
loss corresponds to PPL. A lower PPL indi-
cates a higher likelihood, which may suggest
that the input was part of the training data.
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e PPL/zlib (Carlini et al., 2021): This method
computes the ratio between the model’s PPL
and the size of the zlib-compressed version
of the input. Highly redundant training sam-
ples tend to yield both low PPL and small
compressed sizes.

Token Distribution Based Methods. Some re-
search has improved MIA performance by focusing
on token distribution and applying heuristic tech-
niques. The most common method is Min-K%
Prob, and DC-PDD is an improved version that
normalizes and standardizes the generation proba-
bilities.

e Min-K% Prob (Shi et al., 2024): Rather than
considering the overall loss, this method fo-
cuses on the least confident tokens in a se-
quence (i.e., those with the lowest predicted
probabilities). It computes the average log-
likelihood over the lowest K% of tokens, em-
phasizing local uncertainty.

DC-PDD (Zhang et al., 2024): This method
calibrates token-level likelihood scores by
measuring divergence from a background to-
ken frequency distribution, reducing bias to-
ward common words.

Text Alternation Based Methods. There are
methods for observing changes in log-likelihood
and PPL when a text is rephrased. The hypothe-
sis is that when the member sample is changed,
the text is expected to undergo changes that cause
it to exhibit characteristics similar to those of the
non-member sample.

* Lowercase (Carlini et al., 2021): This method
compares the PPL before and after converting
all input text to lowercase. The idea is that
casing and similar surface features are often
memorized, so altering them may affect train-
ing examples more strongly.

PAC (Ye et al., 2024): This method observes
changes in the log-likelihood when two ran-
dom tokens are continuously swapped.

ReCaLL (Xie et al., 2024): This method
appends unrelated (non-membership) text to

the prompt and measures the change in log-
likelihood.
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Table 1: List of research papers publishing implementa-
tions that combine multiple MIA techniques.

* Con-ReCall (Wang et al., 2025): This method
adds both relevant (membership) text and ir-
relevant (non-membership) text to the prompt.
The aim is to facilitate measuring changes in
the log-likelihood.

Black-Box Methods. Some research adopts set-
tings that do not use access to generation proba-
bilities (Dong et al., 2024; Kaneko et al., 2025).
Memorization is quantified by generating the rest
of the text based on the input at the beginning of
the text and measuring the similarity of the strings.

e SaMIA (Kaneko et al., 2025): This method
treats multiple outputs as text samples and
measures n-gram similarity.

2.3 Challenges in Practicing MIAs on LLMs.

Despite the increasing interest in MIA against
LLMs, there remain two major barriers to advanc-
ing this line of research: (1) growing computational
demands, and (2) inefficient use of shared compu-
tations across methods. These issues underscore
the need for scalable, efficient, and reproducible
evaluation pipelines for MIA against LLMs.

Growing computational demands. First, the
computational cost of evaluating MIA methods on
LLMs is extremely high. Unlike traditional ma-
chine learning models, LLMs require substantial
GPU memory and time. Some text alternation-
based methods require multiple inferences for a
single sample. For example, Lowercase requires
two inferences before and after altering. ReCalLLL
and Con-ReCall also need several inferences. The
number of additional inferences in PAC and SaMIA
depends on hyperparameters. Furthermore, recent
studies have highlighted the importance of infer-
ence at the dataset level, rather than relying solely
on individual sentences (Maini et al., 2024; Puerto
et al., 2025), which consequently increases the re-
quired computational cost.



Redundant computation across methods. Sec-
ond, the implementations of MIA methods are frag-
mented, heterogeneous, and rarely maintained. Al-
though several studies have published official im-
plementations, many public repositories are tai-
lored to each paper and lack unified interfaces.
These implementations are often tightly coupled
to specific experiments or datasets. This makes
subsequent research complicated.

Several related initiatives have released imple-
mentations bundling MIA techniques as shown in
Table 1, but none have managed to eliminate re-
dundancy during multiple executions. Note that
LLM-Sanitize (Ravaut et al., 2025) has not been
updated since August 2024, potentially limiting its
applicability in the evolving LL.M landscape. For
example, it only supports vVLLM version 0.3.3 and
cannot benefit from improvements introduced in
subsequent versions. Fast-MIA version 0.3.0 uses
vLLM version 0.15.1, which was released in Febru-
ary 2026. The recent comprehensive comparison
was conducted by Chen et al. (2025), which eval-
uated multiple MIA methods. Nevertheless, their
implementation remains unpublished, limiting re-
producibility.

3 Fast-MIA Library

To address the computational and infrastructural
challenges shown in Section 2.3, we introduce
Fast-MIA, a Python library designed for fast, re-
producible, and extensible evaluation of MIAs on
LLMs. It integrates representative MIA methods
and scalable inference under a single configuration-
based interface, enabling reliable comparison
across models, datasets, and methods.

3.1 Key Features

Fast-MIA is designed around two key objectives:
(1) high-throughput batch inference, and (2) cross-
method caching architecture.

1. High-throughput batch inference. Fast-MIA
leverages the batched inference capabilities of
vLLM to reduce inference time. vLLM is an open-
source inference engine optimized for LLMs, fea-
turing efficient memory paging (PagedAttention)
and support for dynamic batching (Kwon et al.,
2023). As a result, a speedup compared to simple
Transformers implementations can be expected.

2. Cross-method caching architecture. Fast-
MIA maintains an internal cache of model outputs
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to eliminate redundant computations across mul-
tiple methods. It is not merely a dependence on
vLLM capabilities, but rather a design-level effort
to effectively reuse the cache within the library.
Fast-MIA also converts method-specific repeated
inference loops into batched operations whenever
possible. This design leads to savings in both com-
putation time and memory usage.

3.2 System Architecture

From a system perspective, Fast-MIA consists of a
modular pipeline that connects the following com-
ponents:

* Data Loader: Accepts multiple formats, in-
cluding CSV, JSON, JSONL, Parquet, and
Hugging Face datasets.

Model Loader: Loads target LLMs (e.g.,
Hugging Face models” or LoRA adapters (Hu
et al., 2022)) through the high-throughput in-
ference engine vLLM. Fast-MIA can load
quantized models through vLLM when the
corresponding quantization format is sup-
ported by the backend?.

Evaluator: Coordinates inference, caching,
and scoring for one or more MIA methods in
a batched manner. It determines which inter-
mediate model outputs are required by each
method, executes only the necessary inference
calls, and reuses cached outputs whenever pos-
sible.

MIA Method Registry: Manages modu-
lar implementations of each supported MIA
method.

* YAML Configuration Interface: Encodes
the entire experimental setup in a human-
readable, version-controllable format.

3.3 User Interface and Configuration

All model, data, and method parameters are spec-
ified in a YAML configuration file, allowing for
consistent and reproducible evaluation across meth-
ods and experiments. Users can use models and
datasets by specifying their Hugging Face identi-
fiers. Fast-MIA directly supports widely used MIA
benchmarks such as WikiMIA and MIMIR, while
also allowing custom datasets in common formats.

2https: //huggingface.co/models
3ht’cps: //docs.vllm.ai/en/v@.15.1/features/
quantization/
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This design follows common practices in the recent
LLM ecosystem, where models and datasets are
often specified by their Hugging Face identifiers.

For example, the following minimal configura-
tion evaluates the LOSS method on WikiMIA using
a Hugging Face model:

model:
model_id: "huggyllama/llama-30b”
data:
data_path: "swj@419/WikiMIA"
format: "huggingface”
text_length: 32
methods:

- type: "loss”

This unified setup eliminates method-specific
scripts and facilitates batch comparisons under
identical conditions. Once the user has a config-
uration file, they can run MIA with the following
simple command.

uv run --with vllm python main.py \
--config config/sample.yaml

Additional options, such as the random seed
and maximum cache size, can be specified via
command-line arguments.

Metrics. Fast-MIA computes the AUC as the
most commonly used evaluation metric. Further-
more, following the advice of Carlini et al. (2022),
the false positive rate at 95% TPR (FPR@95) and
the true positive rate at 5% FPR (TPR@5) are cal-
culated.

Environment. Fast-MIA is compatible with
Linux (NVIDIA A100 GPUs)*, and provides setup
instructions for environments using uv>. uv is a
fast Python library management tool written in
Rust. All components are decoupled and version-
controlled, ensuring that the framework remains
adaptable as model architectures, evaluation meth-
ods, and datasets evolve.

Output. By default, Fast-MIA saves each run in
a timestamped directory, including a copy of the
configuration file, summary metrics, and a human-
readable report. For more detailed analysis, users
can enable the detailed report option, which addi-
tionally exports per-sample scores, execution meta-
data, and visualization files such as ROC curves,
score distributions, and metric comparison plots.
The metadata records experimental conditions such

*We also provide a Google Colab example for T4 GPUs.
Shttps://github.com/astral-sh/uv
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as model, data, method parameters, timing informa-
tion, git information, and cache statistics, thereby
supporting reproducible benchmarking and post-
hoc analysis.

3.4 Supported Methods and Extensibility

Fast-MIA version 0.3.0 supports nine represen-
tative MIA methods, including baseline meth-
ods (LOSS and PPL/zlib), token distribution-
based methods (Min-K% Prob and DC-PDD),
text alternation-based methods (Lowercase, PAC,
ReCalLL, Con-ReCall), and a black-box method
(SaMIA). We have incorporated the official imple-
mentation in compliance with the license. The
implementations of PAC and SaMIA are licensed
under the MIT license, and the code of DC-PDD
is provided as software under the ACL Anthology
(CC BY 4.0 license). The others are licensed un-
der the Apache-2.0 license. Therefore, we have
licensed Fast-MIA under the Apache-2.0 license.

Extensibility for custom methods. Each MIA
method is implemented in a module (e.g., loss. py,
recall.py) following a common interface de-
fined in base.py. This allows users to add cus-
tom attack strategies by subclassing and regis-
tering via the method factory without modify-
ing core components. Users can implement a
custom MIA method by three steps: (1) Cre-
ating a file for a custom MIA method (e.g.
src/methods/{custom_method}.py), (2) Imple-
menting a new class by inheriting the BaseMethod
class located in src/methods/base. py (two func-
tions, process_output and run, are included),
and (3) Editing src/methods/factory.py to in-
corporate the custom MIA method you created.

Language. Furthermore, Fast-MIA provides a
flag (space_delimited_language) for languages
that are not separated by spaces, such as Japanese
and Chinese. Some research reports the trends
in MIA methods that differ from English (Ishihara
and Takahashi, 2024; Takahashi and Ishihara, 2025;
Zhang et al., 2024). It is important to promote MIA
research that is not limited to English.

4 Evaluation

The evaluation of Fast-MIA was conducted with
two main objectives corresponding to key features:

* To demonstrate that Fast-MIA achieves im-
provements in inference speed compared to
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Type Method AUC Inference time (ratio) FPR@95 TPR@5
baseline LOSS 69.4/69.4 12s/57s (x4.75) 84.3/84.3 18.3/18.3
PPL/zlib 69.8/69.8 12s/57s (x4.75) 80.2/80.2 14.5/14.5
token distribution Min-K% Prob (K=0.1) 67.2/67.2 12s/57s (x4.75) 83.5/83.3 17.3/17.3
Min-K% Prob (K=0.2) 69.3/69.3 12s/57s (x4.75) 82.3/82.3 22.0/22.0
Min-K% Prob (K=0.3) 70.1/70.1 12s/57s (x4.75) 82.3/82.3 19.6/19.6
Min-K% Prob (K=0.5) 69.7/69.7 12s/57s (x4.75) 82.5/82.5 18.1/18.1
Min-K% Prob (K=0.8) 69.5/69.5 12s/57s (x4.75) 84.3/84.3 18.1/18.3
Min-K% Prob (K=1.0) 69.4/69.4 12s/57s (x4.75) 84.3/84.3 18.3/18.3
DC-PDD 67.4/67.4 12s/57s(x4.75) 84.8/84.8 12.4/12.4
text alternation Lowercase 64.1/64.1 25s/1m59s (x4.76) 83.5/83.8 11.6/11.6
PAC 73.3/73.4 1ml7s/6m24s (x4.99) 82.3/77.9 27.6/24.3
ReCaLL 90.7/90.3 55s/2ml0s (x2.36) 28.5/34.7 50.4/48.8
Con-ReCall 96.8/96.1 1m53s/3m30s (x1.86) 10.8/12.9 78.0/73.6
black-box SaMIA 65.5/64.5 2h3m24s/40h9m53s (x19.5) 90.5/90.7 22.7/15.5

Table 2: Comparison of Fast-MIA (left) and Transformers-based implementations (right) in terms of AUC, inference
time, FPR@95, and TPR@5. Performance metrics such as AUC remain almost the same, while inference time is

approximately five times faster.

Type Method Fast-MIA Transformers
w/ cache  w/o cache
baseline LOSS 12s (1) 12s (1) 57s (1)
PPL/zlib 0s (0) 12s (1) 57s (1)
token distribution Min-K% Prob 0s (0) 12s (1) 57s (1)
DC-PDD 0s (0) 12s (1) 57s (1)
text alternation Lowercase 13s (1) 25s (2) 1m59s (2)
PAC Im5s (5) 1ml17s (6) 6m24s (6)
ReCalL 43s (1) 55s (2) 2m10s (2)
Con-ReCall 1m41s (2) 1m53s (3) 3m30s (3)
Total 3m54s (10) 5ml8s (17) 17m51s (17)

Table 3: Comparison of Fast-MIA with (w/) and without (w/0) cache, and Transformers-based implementations in
terms of inference time (the number of inferences). We excluded SaMIA due to its extremely long inference time.

naive Transformers implementations while en-
suring correctness and reproducibility.

* To confirm that the total number of inferences
is reduced compared to executing MIA meth-
ods individually.

4.1 Experimental Setup

To this end, we conducted comparative experiments
using the same LLLM model (LLaMA 30B (Tou-
vron et al., 2023)) and MIA settings on an NVIDIA
A100 80GB GPU. Fast-MIA was benchmarked
against corresponding reference implementations
using Transformers for all nine methods supported
by Fast-MIA version 0.3.0. The evaluation was per-
formed on the WikiMIA dataset, with input token
length set to 32. We calculated the AUC, FPR@95,
and TPR@5. We did not include a comparison
with existing toolkits such as those described in
Table 1. This is because available toolkits differ in
supported methods, maintenance status, and back-

end versions, making direct end-to-end comparison
difficult.

Each MIA method was executed by specifying
only a single YAML configuration file, without
additional scripting. Methods that include hyper-
parameters require configuration. K in Min-K%
Prob was set to 0.1, 0.2, 0.3, 0.5, 0.8, and 1.0.
The original paper (Shi et al., 2024) reported that
K = 0.2 yielded the best results. Note that the
setting K = 1.0 is consistent with LOSS. In our
settings, ReCaLLLL and Con-ReCall provided three
examples as prompts, PAC was performed with five
token swaps, and SaMIA used five outputs. The
complete configuration file used in Section 4 can
be found in the Appendix A.

4.2 Evaluation Results

As shown in Table 2, Fast-MIA reproduces the
AUC scores from the Transformers-based imple-
mentation with negligible differences, while reduc-
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ing the total computation time by approximately
five times. AUC is completely consistent in base-
line methods and token distribution based methods.
In text alternation based and black-box methods,
slight performance fluctuations occurred when gen-
erating text multiple times. Particularly in SaMIA,
substantial reductions in inference time were ob-
served. By replacing repeated generation loops
with batched multi-output generation® and leverag-
ing vLLM-based inference, Fast-MIA reduced the
runtime from 40h9m53s to 2h3m24s.

The cache mechanism reduced the inference
time and the number of inferences in this exper-
iment as shown in Table 3. Under cache-effective
conditions, the intermediate results from the initial
inference run with LOSS were reused. As a result,
inferences via token-distribution based methods be-
came unnecessary. For methods requiring multiple
inferences, the number of inferences decreased by
one each time.

Table 3 also serves as an ablation of the two
efficiency mechanisms. The comparison between
the Transformers-based implementation and Fast-
MIA without cache mainly reflects the effect
of the vLLM-based batched inference backend,
whereas the comparison between Fast-MIA with
and without cache isolates the effect of cross-
method caching.

5 Conclusion

We have introduced Fast-MIA, a Python library
that enables efficient and scalable evaluation of
MIA against LLMs. Against the background of
high computational costs and the lack of standard-
ized implementations, Fast-MIA provides high-
throughput batch inference on vLLM and cross-
method caching architecture, enabling rapid com-
parative evaluation across diverse methods. The
experiment demonstrated that Fast-MIA can reduce
inference time with small performance changes.
We release Fast-MIA as an open-source tool to ac-
celerate research on privacy, memorization, and
evaluation of LLMs. We anticipate that this library
serves as a foundation for future methodological
and empirical advancements.

®1In an intermediate Transformers-based implementation,
replacing the per-sample generation loop with batched multi-
output generation reduced the runtime to approximately 13
hours.
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Limitations

While Fast-MIA offers a scalable and extensible
evaluation platform, the current implementation
has several limitations:

* Number of implemented methods: Numer-
ous methods have been proposed for member-
ship inference on LLMs. While Fast-MIA cov-
ers representative approaches, there remains
room for further implementation. Methods tar-
geting entire datasets have also not yet been
implemented.

Model diversity: Fast-MIA currently sup-
ports models compatible with vLLM, with
open-weight autoregressive language mod-
els benefiting most significantly. Models
based on different architectures (e.g., encoder-
only or encoder-decoder) are not yet suffi-
ciently supported. Although black-box meth-
ods could potentially be applied to closed
APIs, they are not supported in the current
implementation.

Broader customization: Although Fast-MIA
supports custom MIA methods through a mod-
ular interface, other extensions such as user-
defined evaluation metrics, customized report
formats, and new output schemas are not yet
fully configurable through YAML configura-
tion files. Supporting these broader customiza-
tion needs without modifying the internal eval-
uation or reporting pipeline is an important
direction for future work.

Addressing these limitations is part of our ongoing
work. We welcome community contributions to
broaden the scope of attack types, model families,
and other areas supported by Fast-MIA.
Furthermore, since the primary purpose of this
paper is to demonstrate Fast-MIA, the experiments
are not exhaustive. Our experiments focus on one
representative model, dataset, text length, and hard-
ware setting to validate the correctness and effi-
ciency of the library under a controlled setup. Al-
though the acceleration mechanisms are model-
agnostic for vVLLM-compatible autoregressive mod-
els, the exact speedup may vary depending on
model size, sequence length, hardware, and de-
coding configuration. Broader evaluations across
model families, dataset domains, context lengths,
and hardware environments are left for future work.



Ethics/Broader Impact

Fast-MIA is designed to advance the understanding
of privacy risks in LLMs by enabling reproducible
and standardized evaluation of MIAs. While the
methods implemented in the library can potentially
be used to identify whether a given text was part
of a model’s training data, the primary purpose of
this work is to support responsible research into
memorization and data leakage.

We emphasize that the library does not include
pre-trained MIA models, or automatic data scrap-
ing routines. Instead, it focuses on benchmarking
known MIA strategies under controlled experimen-
tal settings. We believe that enabling reproducible
and transparent evaluation of MIA risk is a neces-
sary step toward the development of safer and more
privacy-preserving LLMs.

Fast-MIA is released under an open-source li-
cense, but we encourage users to follow ethical
research practices, including proper citation and
responsible data handling. We position Fast-MIA
as a platform to promote robust and responsible
privacy-aware development of LLMs, rather than
as a tool for exploitation.
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A Configuration File Used in Section 4

The complete YAML configuration file used in Sec-
tion 4 is as follows.

# Model settings

model:
model_id: "huggyllama/llama-30b"
trust_remote_code: true
max_num_seqs: 256
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# sampling_parameters settings
sampling_parameters:
max_tokens: 1
prompt_logprobs: @
temperature: 0.0
top_p: 1.0

# Data settings
data:
# Basic settings
data_path: "swj@419/WikiMIA"
# Path to data file or huggingface dataset name
format: "huggingface”
# Data format
# (csv, jsonl, json, parquet, huggingface)

# Column name settings
text_column: "input”
# Name of text column
label_column: "label”
# Name of label column

# text split settings

text_length: 32

# Number of words to split

# (for WikiMIA dataset: 32, 64, 128, or 256)

# Language
space_delimited_language: true

# Evaluation methods

methods:
- type: "loss”
params: {3}
- type: "lower”
params: {3}
- type: "zlib"
params: {3}
- type: "mink”
params:
ratio: 0.1
- type: "mink”
params:
ratio: 0.2
- type: "mink”
params:
ratio: 0.3
- type: "mink”
params:
ratio: 0.5
- type: "mink”
params:
ratio: 0.8
- type: "mink”
params:
ratio: 1.0
- type: "recall”
params:

num_shots: 3
pass_window: false
- type: "conrecall”
params:
num_shots: 3
pass_window: false

gamma: 0.5
- type: "pac”
params:
alpha: 0.3
N: 5
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- type: "samia”
params:
num_samples: 5
prefix_ratio: 0.5
z1lib: true
- type: "dcpdd”
params:
file_num: 15
max_token_length: 1024
alpha: 0.01

# Output settings
output_dir: "./results”



