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Abstract

While neural ranking models (NRMs) have
achieved state-of-the-art performance in in-
formation retrieval, they remain highly vul-
nerable to imperceptible adversarial perturba-
tions. Existing defenses are predominantly
data-centric, exemplified by adversarial train-
ing, which requires constructing large collec-
tions of adversarial examples. By treating
NRMs as black boxes and indiscriminately op-
timizing all model parameters, these methods
incur substantial computational cost and often
degrade performance on clean data due to over-
fitting. In this paper, we advocate that adver-
sarial vulnerability is not uniformly distributed
across model parameters, but instead originates
from specific internal units. We propose a
paradigm shift toward a model-centric defense
that addresses vulnerability at its architectural
source, without requiring costly retraining or
adversarial data generation. Specifically, we
introduce Search in the Model, a novel training-
free framework that performs fine-grained iden-
tification and rectification of vulnerable neu-
rons directly within the model. By formulating
neuron identification as a ranking problem, we
develop a maximum marginal vulnerability cri-
terion to precisely locate the top-K neurons
most responsible for model vulnerability, and
apply targeted neuronal inverse perturbation to
correct them. Extensive experiments on MS
MARCO and TREC 19 show that our approach
outperforms state-of-the-art baselines in both
defense efficiency and robustness to seen and
unseen attacks, while preserving strong perfor-
mance on clean data.

1 Introduction

With the rise of deep learning (LeCun et al., 2015),
the effectiveness of information retrieval (IR) tech-
nology has been significantly enhanced (Guo et al.,
2020; Fan et al., 2022). Neural Ranking Models
(NRMs), particularly those based on pre-trained

*Corresponding author.

Model-centric DefenseData-centric Defense

NRM

(black-box)

clean data adversarial data

Computationally 
expensive

Clean performance 
degraded

NRM
(Internal view)

Cost-effective
& precise

Robustness
improved

vulnerable neurons 
identifying

target neurons 
editingfull model 

training

Figure 1: Data-centric v.s. model-centric defense.

language models, have achieved state-of-the-art
performance by capturing complex semantic re-
lationships between queries and documents (Lin
et al., 2022; Guo et al., 2020; Xiong et al., 2021).
Vulnerability of NRMs. Despite their strong rel-
evance modeling capability, NRMs inherit the ro-
bustness limitations of neural networks and are
highly susceptible to adversarial attacks (Wu et al.,
2023; Liu et al., 2022; Chen et al., 2023; Bigdeli
et al., 2025). Recent studies show that even im-
perceptible perturbations, such as inserting syn-
onymous words into documents, can significantly
manipulate ranking results and promote malicious
content (Liu et al., 2025b,a; Bigdeli et al., 2025;
Wu et al., 2023). Such vulnerabilities pose serious
threats to the reliability and security of search en-
gines, potentially enabling spam, misinformation
propagation, and ultimately eroding user trust (Liu
et al., 2025a; Gyöngyi and Garcia-Molina, 2005).
Limitations of existing data-centric defenses. To
mitigate these vulnerabilities, prior work has ex-
plored adversarial defenses for NRMs (Liu et al.,
2024b; Wu et al., 2022). Most existing approaches
follow a data-centric paradigm, as shown in Fig-
ure 1, treating the NRM largely as a black box
and improving robustness by synthesizing large
amounts of data to retrain the entire model. A rep-
resentative example is adversarial training based
on external data augmentation (Liu et al., 2024b),
which mixes clean and adversarial examples dur-
ing training to harden all model parameters. How-
ever, such data-centric defenses suffer from two
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fundamental limitations. (i) Firstly, generating suf-
ficient adversarial samples and jointly optimizing
all model parameters is computationally expensive,
especially as NRMs continue to scale in size. More-
over, prior studies suggest that not all neurons con-
tribute equally to a model’s decision for a given
input, indicating substantial redundancy in full-pa-
rameter optimization (Ghorbani and Zou, 2020).
(ii) Secondly, adversarial training often overfits to
specific attack patterns, leading to degraded rank-
ing performance on clean data and an unfavorable
robustness–effectiveness trade-off.
From data-centric to model-centric defense. As
NRMs grow increasingly large, relying on data-
centric defenses becomes progressively inefficient,
much like attempting to maneuver a massive ship
through constant external force rather than correct-
ing its internal steering mechanism. This observa-
tion motivates a shift in perspective: instead of con-
tinuously generating more adversarial data and re-
training entire models, can we directly identify and
fix the internal sources of vulnerability in NRMs?

Therefore, in this paper, we advocate a model-
centric defense paradigm. We advance that, similar
to previous findings that not all neurons contribute
equally to effectiveness (Ghorbani and Zou, 2020),
adversarial vulnerability is also not uniformly dis-
tributed across all neurons. Rather, a small subset
of vulnerable neurons is disproportionately respon-
sible for model fragility under adversarial pertur-
bations. Consequently, blindly hardening the en-
tire network is inefficient; selectively correcting
neuron-level weaknesses without additional train-
ing offers a more cost-effective solution.
Search in the model. To operationalize the model-
centric paradigm, we propose Search in the Model,
a novel training-free defense framework for NRMs.
The core idea is to cast vulnerable neuron identifica-
tion as a ranking problem and directly edit the most
vulnerability-inducing neurons without retraining
the model. Inspired by maximal marginal relevance
(MMR) from fairness in learning to rank (Xia et al.,
2015), we introduce maximum marginal vulner-
ability, which identifies a set of neurons whose
combined influence maximizes adversarial impact.
“Search in the Model” includes three phases: (i) Ad-
versarial scanning, which constructs a small num-
ber of adversarial examples to probe neuron-level
vulnerability; (ii) Combinatorial vulnerability iden-
tification, which ranks neurons using maximum
marginal vulnerability to select the most critical

subset; and (iii) Neuronal inverse perturbation,
which corrects vulnerable neurons by applying tar-
geted parameter updates based on deviations be-
tween clean and adversarial responses. Together,
this framework provides an efficient alternative to
data-centric defenses by addressing adversarial vul-
nerability through direct neuron-level intervention
rather than large-scale retraining.
Experimental results. We conduct extensive ex-
periments on the MS MARCO benchmark (Nguyen
et al., 2016), targeting two representative categories
of adversarial attacks (Wu et al., 2023; Bigdeli
et al., 2025). The results show that our method
significantly improves robustness against both seen
and unseen attacks over 13%, while maintaining,
and in some cases improving, ranking performance
on clean data compared to state-of-the-art baselines
without additional training.

2 Background

Adversarial attacks against NRMs. The web is
a canonical example of a competitive search envi-
ronment (Kurland and Tennenholtz, 2022). Origi-
nating from search engine optimization (Gyöngyi
and Garcia-Molina, 2005), adversarial attacks aim
to increase the exposure of low-quality documents
by boosting their rankings with imperceptible per-
turbations (Wu et al., 2023; Liu et al., 2025a). As
NRMs directly determine the final ranked list, they
are often at the front line of such threats.

Given a query q and a target document d, the
objective of an adversarial attack against an NRM
fθ is to generate an imperceptible perturbation p:

min
p

fθ (q, d⊕ p) s.t. p ∈ V, (1)

where fθ (q, d⊕ p) denotes the ranking position of
the perturbed document d ⊕ p in the ranked list
generated by fθ with respect to query q. V defines
the allowable perturbation space (e.g., synonym
replacement constraints).

Adversarial attacks on NRMs are commonly cat-
egorized into two types: (i) Gradient-based at-
tacks (Wu et al., 2023; Liu et al., 2022, 2023),
which typically rely on surrogate models to identify
token-level perturbations that strongly influence
the target model’s gradients; and (ii) In-contex-
t-learning-based attacks (Liu et al., 2025b; Bigdeli
et al., 2025), which leverage large language mod-
els (LLMs) to uncover ranking-sensitive linguis-
tic patterns and generate sentence-level perturba-
tions. In our experiments, we select two repre-
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Figure 2: Overview of the proposed “Search in the model” framework.

sentative attacks from these categories to evaluate
defense effectiveness: MARA (Liu et al., 2024a) as
a gradient-based ranking attack, and FSAP (Bigdeli
et al., 2025) as an in-context-learning-based attack.
Adversarial defense of NRMs. Corresponding
to adversarial attacks, the objective of adversarial
defense for NRMs is to restore the correct rank-
ing positions of adversarially perturbed documents
while preserving ranking effectiveness on clean
data (Wu et al., 2022; Liu et al., 2024b).

Most existing defenses adopt a data-centric
paradigm, exemplified by adversarial training,
which treats the model as a black box and optimizes
the entire parameter θ with large-scale augmented
data (Wu et al., 2022; Liu et al., 2024b). Formally,
data-centric adversarial defense is commonly for-
mulated as a min–max optimization problem:

min
θ

E(q,d)∼Dtrain

[
max
p∈V
L (fθ(q, d⊕ p; θ), y)

]
,

(2)
where L is ranking loss and y is ground-truth.

In contrast, our approach follows a model-centric
perspective. Rather than retraining all parameters,
we aim to identify a small vulnerable neuron set
V ⊂ θ (where |V| ≪ |θ|) and apply a targeted
inverse perturbation τ to these neurons only. The
goal is to align the model’s behavior on adversarial
inputs with its behavior on clean inputs, while keep-
ing most parameters fixed. It can be formulated as:

min
V,τ

∑

(q,d)

∥fθ(q, d⊕ p; θ ⊙ Vτ )− fθ(q, d; θ)∥2 ,

(3)
where θ ⊙ Vτ denotes the operation of applying
the correction τ only to the neurons in indices V
while keeping other parameters fixed. A robust
defense should not only withstand known (seen) at-

tack strategies but also generalize to unseen attacks.
Accordingly, we defend against one representative
attack during method design and evaluate robust-
ness against a different, previously unseen attack.

3 Our method: Search in the model

We propose “Search in the Model”, a training-free
adversarial defense framework that protects NRMs
by directly operating in the model parameter space.
Our method explicitly identifies and selectively
strengthens a small set of vulnerable neurons that
are most responsible for adversarial fragility. Com-
pared to conventional data-centric defenses, our
method offers an efficient and robust alternative: it
requires no retraining, avoids indiscriminate param-
eter updates, and reduces the risk of overfitting to
specific attack patterns. As shown in Figure 2, our
approach operates in three distinct phases, which
are detailed below.

3.1 Adversarial scanning
To enable model-centric hardening at the neuronal
level, we first identify a candidate set of neurons
whose behavior is sensitive to adversarial perturba-
tions. Rather than treating all parameters uniformly,
our goal is to quantify how individual neurons re-
spond to adversarial noise and to isolate those that
exhibit disproportionate instability. To this end,
we leverage existing attack methods to construct a
small probe set and use it to measure neuron-level
vulnerability in a training-free manner.
Neuron definition in NRMs. We consider a
Transformer-based architecture as the backbone
of the NRM. Following prior work (Geva et al.,
2021), the feed-forward networks (FFNs) can be
viewed as key–value memories that store semantic
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and task-specific patterns. Accordingly, we focus
our analysis on FFN neurons, which provide a nat-
ural and interpretable unit for model introspection.

For the l-th layer, given the hidden state h, the
intermediate activation vector m(l) ∈ Rdff is:

m(l) = σ
(
hW

(l)
1 + b

(l)
1

)
, (4)

where W1(l) and b1(l) are the parameters of the
first linear transformation, and dff is the intermedi-
ate dimension. We define the i-th element of m(l)

as a single neuron, denoted by nl,i. The full set of
neurons in the model is therefore defined as:

N = {nl,i | 1 ≤ l ≤ L, 1 ≤ i ≤ dff}. (5)

Vulnerability quantification. We next quantify
neuron-level vulnerability in NRMs by measuring
how internal activations change under adversar-
ial perturbations. Let fθ denote the NRM with
parameters θ. For a given query q and docu-
ment d, let m(l) ∈ RDl represent the activation
vector of layer l. (i) We first construct a probe
set Dprobe = {(q, d, dadv)} using a known attack
method, where dadv is the adversarial example of d;
(ii) Then, we define the activation distortion vector,
δ(l), for layer l as the element-wise difference be-
tween activations on clean and adversarial inputs:

δ(l)(q, d) =
∣∣∣m(l)(q, d)−m(l)(q, dadv)

∣∣∣ ; (6)

and (iii) Finally, by averaging this distortion over
the probe set, we obtain the global vulnerability
profile, V ∈ RN , where N is the total number of
neurons in the target layers:

Vi = E(q,d)∼Dprobe
[δi(q, d) · ωi] , (7)

where ωi =
∣∣∣ ∂L∂hi

∣∣∣ is a gradient-based importance
weight, which emphasizes neurons that are not only
sensitive to adversarial perturbations but also exert
a strong influence on the final ranking loss.

3.2 Combinatorial vulnerability identification
A naive strategy is to select the top-K neurons
with the highest individual vulnerability scores Vi.
However, this approach is suboptimal in practice,
as vulnerable neurons often exhibit highly corre-
lated failure patterns. When multiple neurons re-
spond similarly to adversarial perturbations, cor-
recting all of them leads to diminishing returns
and inefficient use of the intervention budget. To
identify an effective combination of vulnerable neu-
rons, we draw inspiration from maximal marginal
relevance (MMR), a classic principle from fairness-
aware learning to rank (Xia et al., 2015).
Maximal marginal relevance in IR. MMR is a

widely adopted criterion in IR for balancing rele-
vance with diversity (Xia et al., 2015). Rather than
independently selecting top-ranked items, MMR
employs a greedy iterative strategy to penalize re-
dundancy: it selects candidates that maximize rele-
vance to the query while minimizing similarity to
the already selected set. This mechanism provides
a theoretical basis for selecting candidates that are
individually important yet collectively diverse, mo-
tivating our neuron selection strategy.
Neuron combination identification with maxi-
mal marginal vulnerability. Building on MMR,
we introduce maximum marginal vulnerability
(MMV) to guide neuron selection. Here, individ-
ual neuron vulnerability serves as the utility sig-
nal, while similarity between neuron failure pat-
terns represents redundancy. Our goal is to select
a subset of neurons V ⊂ θ, |V| = K, that maxi-
mizes vulnerability coverage. We adopt a greedy
selection strategy, iteratively adding the neuron that
maximizes marginal vulnerability:
n̂ = argmax

ni∈θ\V

[
λ ·Vni − (1− λ) · max

nj∈V
Sim(uni ,unj )

]
,

(8)

where V is the set of selected neurons, Vni is the in-
dividual vulnerability score of candidate neuron ni,
un ∈ R|Dprobe| is the behavior vector of n, repre-
senting its distortion across all samples in probe set,
Sim(·, ·) is the cosine similarity measuring how cor-
related the failure patterns of two neurons are, and
λ is a hyperparameter balancing pure vulnerability
against diversity. By iteratively solving this equa-
tion until |V| = K, we obtain a compact neuron
set that captures the broadest spectrum of adversar-
ial failure modes, rather than repeatedly selecting
neurons that break in the same way.

3.3 Neuronal inverse perturbation

After identifying the vulnerable neuron set V , the
next step is to correct their behavior. A straightfor-
ward solution is to suppress these neurons using
generic regularization techniques such as weight
decay (Loshchilov and Hutter, 2017). However,
indiscriminately weakening neurons risks degrad-
ing ranking performance, as the same neurons may
also contribute to clean relevance signals.

Instead, we adopt an inverse perturbation strat-
egy that directly counteracts adversarial effects.
Rather than diminishing neuron influence, our goal
is to realign their responses so that adversarial in-
puts elicit internal activations consistent with clean
inputs. This preserves useful ranking signals while
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neutralizing adversarial noise.
Neuron-level behavioral alignment. For each
neuron n ∈ V , we seek a targeted parameter up-
date that minimizes the discrepancy between its
responses to clean and adversarial documents. (i)
First, we define the rectification objective Lrect as

Lrect =
∑

n∈V
∥fθn(dadv)− fθn(d)∥22 ; (9)

(ii) We then compute the inverse gradient solely for
the parameters associated with the subset V . The
model parameters are updated using a dedicated
gradient descent step,

θn ← θn − η · sign (∇θnLrect) . (10)

By aligning internal activations rather than re-
optimizing rankings, the method stabilizes vulner-
able neurons while preserving the behavior of ro-
bust components. As a result, the model becomes
resistant to adversarial perturbations δ without sac-
rificing effectiveness on clean data.

4 Experimental settings

Dataset and target ranking models. We con-
duct experiments on MS MARCO Passage Ranking
(MS MARCO) (Nguyen et al., 2016) and TREC
DL 2019 (TREC19) (Craswell et al., 2020). They
are based on a large-scale corpus for Web re-
trieval, with about 8.84 million passages. Follow-
ing Bigdeli et al. (2025), we chose two typical rank-
ing models that achieve promising effectiveness,
i.e., monoBERT (Nogueira et al., 2020) with an
encoder-only architecture and monoT5 (Nogueira
et al., 2020) with an encoder-decoder architecture.
Attack methods. To evaluate the proposed defense
against seen and unseen attacks, we selected two
representative attack methods of different types:
(i) For gradient-based attacks, we adopt MARA (Liu
et al., 2024a), which identifies token-level vulner-
ability from the model’s gradients and generates
multi-granular perturbations; and (ii) For in-contex-
t-learning-based attacks, we adopt FSAP (Bigdeli
et al., 2025), which leverages LLMs to uncover
ranking-sensitive linguistic patterns and generates
sentence-level perturbations. We sequentially de-
veloped defense strategies tailored to each attack
method and evaluated the defense performance un-
der both of the two attack scenarios.
Evaluation metrics. Following (Liu et al., 2024b),
we adopt four metrics: (i) CMRR evaluates mean
reciprocal rank (MRR) (Ma et al., 2021; Yan et al.,
2021) on the clean dataset. (ii) RMRR evaluates

the MRR performance on the after-attack dataset.
(iii) Attack success rate (ASR) (%) evaluates the
percentage of the after-attack documents that are
ranked higher than original documents (Wu et al.,
2023). (iv) Location square deviation (LSD) (%)
evaluates the consistency between the original and
perturbed ranked list for a query, by calculating the
average deviation between the document positions
in the two lists (Sun et al., 2022). For CMMR and
RMMR, we focus on the top 10 results. A higher
CMRR indicates better effectiveness of the ranking
model. Better robustness is reflected by a higher
RMRR alongside lower ASR and LSD.
Baselines. (i) Standard training (ST): We directly
train NRM without defense mechanisms. (ii) Ad-
versarial training (AT): We follow the vanilla AT
method (Goodfellow et al., 2015) to directly in-
clude the adversarial examples during training.
(iii) CertDR is a certified defense method for
NRMs (Wu et al., 2022), which achieves certified
top-K robustness against word subsititution attacks.
(iv) PIAT is a theory-driven adversarial training
method that optimizes the trade-off between rank-
ing performance and defense capabilities (Liu et al.,
2024b). (v) SNS is an interpretable method that
identifies sensitive neurons and regularizes them to
enhance model interpretability.
Implementation details. To identify vulnerable
neurons, we generate the probe set Dprobe contain-
ing 500 query-document pairs. For combinato-
rial vulnerability identification, we set the diver-
sity hyperparameter λ = 0.7, which provides a
balanced trade-off between the magnitude of indi-
vidual neuron sensitivity and the coverage of di-
verse failure modes. We experiment with K ∈
{32, 64, 128, 256}, representing the number of "tar-
geted neurons" to be edited. In our final reported
results, K = 128 is used as the default, which
accounts for less than 0.01% of the total model
parameters. For neuronal inverse perturbation, we
use a very small learning rate of 5× 10−6.

We implement target ranking models as in previ-
ous work (Liu et al., 2024b; Nogueira et al., 2020;
Liu et al., 2023). First-stage retrieval uses Anserini
(Yang et al., 2018) (BM25) to retrieve the top 100
candidates, and the final ranked list is generated by
re-ranking this initial set with the trained model.

For MS MARCO, we randomly sample 1000
Dev queries as targets, attacking their ranked
lists for evaluation. For TREC 19, we adopt all
queries in the evaluation. For each query, we
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Dataset & NRM Method Seen Attack Scenario Unseen Attack Scenario
MS MARCO CMRR RMRR ASR↓ LSD↓ CMRR RMRR ASR↓ LSD↓

Seen Attack: Gradient-based Attack

monoBERT

ST 38.3 30.2 95.3 36.5 38.3 28.5 98.5 46.2
CertDR 32.1 28.4 59.2 18.2 32.1 27.1 68.8 29.5
AT 37.5 32.3 58.2 17.3 37.5 31.0 67.5 27.8
PIAT 38.6 35.4 48.3 13.5 38.6 33.8 59.1 24.2
SNS 37.2 35.9 43.2 10.2 37.2 34.2 54.7 19.6

Ours 38.8 36.5 39.2 8.3 38.8 35.1 47.6 17.4

monoT5

ST 39.4 31.5 94.4 35.8 39.4 29.8 97.6 45.4
CertDR 33.2 29.7 58.5 17.5 33.2 28.2 68.1 28.7
AT 38.6 33.4 57.3 16.6 38.6 32.1 66.8 26.9
PIAT 39.5 36.6 47.6 12.8 39.5 34.9 58.3 23.4
SNS 38.3 37.1 42.4 9.4 38.3 35.4 54.0 18.8

Ours 39.5 37.7 38.4 7.5 39.5 36.3 46.8 16.7
In-context-learning-based Attack

monoBERT

ST 38.3 29.8 97.4 38.2 38.3 28.1 96.4 44.1
CertDR 31.0 27.9 61.5 20.4 31.0 26.8 67.2 27.8
AT 36.1 31.7 60.1 19.5 36.1 30.7 65.4 26.2
PIAT 38.0 34.8 50.4 15.6 38.0 33.4 57.8 22.5
SNS 36.9 35.3 45.7 12.3 36.9 33.9 52.1 17.4

Ours 38.2 36.1 41.8 10.5 38.2 34.7 45.5 15.2

monoT5

ST 39.4 30.9 96.8 37.5 39.4 29.4 95.8 43.7
CertDR 32.2 29.1 60.2 19.8 32.2 27.9 66.5 27.1
AT 35.3 32.8 59.4 18.9 35.3 31.8 65.1 25.4
PIAT 38.6 35.9 49.8 14.2 38.6 34.6 56.9 21.8
SNS 36.9 36.4 44.1 11.2 36.9 35.1 51.4 16.9

Ours 38.4 37.2 40.7 9.4 38.4 36.1 44.3 14.8

TREC 19 Seen Attack Scenario Unseen Attack Scenario
CMRR RMRR ASR↓ LSD↓ CMRR RMRR ASR↓ LSD↓

Seen Attack: Gradient-based Attack

monoBERT

ST 82.5 63.8 90.2 34.6 82.5 59.2 92.1 43.1
CertDR 68.4 59.5 56.1 17.3 68.4 56.4 64.3 27.5
AT 80.7 68.2 54.8 16.5 80.7 64.3 62.9 25.9
PIAT 83.2 75.1 45.4 12.8 83.2 70.8 55.2 22.6
SNS 79.8 76.3 40.8 9.7 79.8 71.5 51.3 18.3

Ours 83.9 77.8 37.1 7.9 83.9 73.6 44.5 16.2

monoT5

ST 85.1 66.5 88.5 33.9 85.1 61.9 91.4 42.4
CertDR 70.9 62.1 55.4 16.6 70.9 58.6 63.8 26.8
AT 83.2 70.5 54.1 15.7 83.2 66.8 62.3 25.1
PIAT 85.3 77.8 45.1 12.1 85.3 72.9 54.6 21.9
SNS 82.6 78.9 40.1 8.9 82.6 74.2 50.5 17.6

Ours 85.0 80.4 36.3 7.1 85.0 75.9 43.7 15.6
Seen Attack: In-context-learning-based Attack

monoBERT

ST 82.5 62.9 92.2 36.1 82.5 58.3 90.4 41.2
CertDR 65.8 58.7 58.3 19.4 65.8 55.6 62.9 25.9
AT 77.4 66.8 56.9 18.5 77.4 63.8 61.2 24.5
PIAT 81.8 73.6 47.7 14.8 81.8 69.8 54.1 21.1
SNS 79.3 74.8 43.3 11.6 79.3 70.8 48.8 16.3

Ours 82.3 76.7 39.6 9.9 82.3 72.6 42.6 14.1

monoT5

ST 85.1 65.3 91.4 35.4 85.1 60.9 89.6 40.8
CertDR 68.6 61.2 57.1 18.8 68.6 57.9 62.1 25.4
AT 75.6 69.2 56.3 17.9 75.6 66.1 60.8 23.7
PIAT 83.2 76.1 47.2 13.5 83.2 72.3 53.2 20.4
SNS 79.3 77.3 41.8 10.6 79.3 73.4 48.1 15.8

Ours 82.7 79.1 38.6 8.9 82.7 75.4 41.5 13.9
Table 1: Ranking and defense performance of our method and the baselines across the seen and unseen attack
scenarios on two benchmark datasets

sample 1 document from 9 ranked ranges (i.e.,
[11,20],...,[91,100] ) as in (Wu et al., 2023; Liu
et al., 2024b). These 9 target documents are at-
tacked to generate adversarial examples, and de-
fense performance is evaluated on the attacked lists

paired with their queries. For baselines, we sample
0.1 million training queries (to reduce time over-
head) as in (Wu et al., 2022; Liu et al., 2024b); for
each, 10 documents are randomly sampled from its
initial candidate set to form training examples.
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5 Experimental results

5.1 Main results

Table 1 compares ranking effectiveness and de-
fense robustness across different methods. Obser-
vations on the data-centric defense baselines are:
(i) monoT5 slightly outperforms monoBERT in
ranking effectiveness, likely due to the stronger
modeling capacity of T5. (ii) In the absence of
defensive mechanisms, ST suffers a substantial
degradation in ranking performance under high
ASR and LSD, indicating that NRM is highly vul-
nerable to adversarial interference in realistic set-
tings. (iii) CertDR and AT markedly improve ro-
bustness but at the cost of degraded performance
on clean data, whereas PIAT preserves original per-
formance but incurs significantly higher training
overhead. This suggests that data-centric defenses
are prone to overfitting and limited defense effi-
ciency. (iv) All methods exhibit weaker robustness
against in-context learning–based attacks than gra-
dient-based attacks, along with poorer generaliza-
tion. This implies that LLMs can more effectively
exploit NRM preferences via large-scale training
data and advanced reasoning, posing greater chal-
lenges to robust ranking.

Focusing on model-centric defenses, we observe
that: (i) Overall, model-centric methods (SNS and
ours) consistently outperform data-centric defenses
in both ranking effectiveness and adversarial ro-
bustness, indicating that repairing vulnerabilities
at the neural level can improve robustness without
sacrificing clean performance. (ii) Our method ex-
hibits substantially lower performance degradation
under unseen attacks than existing approaches, sug-
gesting that precise vulnerability identification and
optimization at the neural network level provides
more fundamental protection. (iii) Our approach
consistently surpasses SNS in both original ranking
quality and defense robustness, demonstrating that
locating maximum vulnerability combinations via
MMV and repairing neural behaviors constitutes a
more effective repair paradigm for NRM.

5.2 Ablation study

To further validate our approach, we introduced two
variants: (i) OursTopK replaces the MMV-based
fragile neuron selection with greedy selection;
(ii) OursMask discards identified vulnerable neu-
rons instead of modifying them. We take the
monoBERT under in-context-learning-based attack
under MS MARCO dataset as an example.

Method CMRR RMRR ASR↓ LSD↓
Ours 38.2 36.1 41.8 10.5
OursTopK 38.0 35.5 43.6 11.1
OursMask 37.2 34.6 46.9 13.4

Table 2: Comparison of our method with its variants.

As shown in Table 2, we find that, (i) Greedy neu-
ron selection based solely on vulnerability scores
degrades defensive performance and harms the
model’s discriminative ability, whereas consider-
ing inter-neuronal relationships enables more effec-
tive repair while reducing unintended side effects;
(ii) Directly discarding vulnerable neurons severely
degrades performance, as these neurons still en-
code useful functions. Neuron behavior alignment
preserves their original capabilities while enabling
effective repair.

5.3 Impact of the number of edited neurons K
K is a key hyperparameter, as it determines the
number of vulnerable neurons selected. We take the
monoBERT under in-context-learning-based attack
under MS MARCO as an example. Figure 3 shows
a comparison of defense performance between our
method and SNS. The results reveal a limitation
of SNS’s greedy strategy: individually vulnerable
neurons often exhibit redundant failure patterns,
leading to diminishing returns when repaired. In
contrast, by maximizing coverage of diverse vul-
nerability types and minimizing redundancy, our
MMR-based strategy achieves more comprehen-
sive robustness.
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Figure 3: Impact of the number of edited neurons K
exhibited by our method, compared with SNS.

5.4 Cost comparison
Table 3 shows a comparison between our method
and selected baselines in terms of time overhead,
the scale of constructed data (Data size), and the
size of perturbed neurons (Optim. size). We take
the monoBERT under in-context-learning-based
attack under MS MARCO as an example. From
the result, we can intuitively find that, compared
with traditional data-centric methods, our approach
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Method Time overhead Data size Optim. size

CertDR 2h 20K 100%
PIAT 15h 1M 100%
Ours 0.4h 500 < 0.01%

Table 3: Time and computational overhead comparison
between our method and selected baselines.

significantly reduces computational costs and ac-
celerates model hardening by precisely adjusting
individual neurons. In practice, adversarial attack-
defense is a time-sensitive cat-and-mouse game,
and our method enables more agile deployment,
thereby gaining an edge for service providers.

6 Related Work

Neural ranking models. The rise of deep learn-
ing has accelerated the adoption of NRMs (Onal
et al., 2018; Guo et al., 2020), which have con-
sistently demonstrated clear advantages over tradi-
tional learning-to-rank approaches. Recent work
has incorporated pre-trained language models into
ranking (Fan et al., 2022), further strengthening
the effectiveness of NRMs. In parallel, researchers
have improved NRM training via data augmenta-
tion strategies, such as hard negative mining (Xiong
et al., 2021; Zhan et al., 2021), pushing perfor-
mance to new state-of-the-art levels. However, de-
spite these gains in effectiveness, existing studies
largely neglect the adversarial robustness of NRMs.
Competitive web search. The web is a canoni-
cal competitive search setting, featuring authors
optimizing content for better rankings (Kurland
and Tennenholtz, 2022)—a practice called search
engine optimization (SEO) that boosts webpage
visibility for specific queries (Gyöngyi and Garcia-
Molina, 2005). Accordingly, extensive research
now focuses on adversarial attacks against NRMs
to simulate real-world SEO. They aim to inject
human-imperceptible perturbations into documents
that can deceive neural networks (Szegedy et al.,
2014). The most representative among them in-
clude gradient-based attacks (Wu et al., 2023; Liu
et al., 2022, 2024a) and in-context-learning-based
attacks (Liu et al., 2025b; Bigdeli et al., 2025).
Through different approaches, these studies reveal
that current NRMs face severe vulnerability.
Adversarial defense for NRMs. Existing de-
fenses against adversarial attacks on NRMs are
largely data-centric, relying on large-scale data syn-
thesis for retraining (Wu et al., 2022; Liu et al.,
2024b). For instance, adversarial training enhances
a model’s robustness against adversarial attacks by

incorporating adversarial examples into the training
process (Liu et al., 2024b); while certified defense
improves NRMs’ resistance within specific ranges
by adding a certain proportion of random smooth-
ing noise to training data (Wu et al., 2022). How-
ever, these defense mechanisms often come with
high computational costs and optimize all model
parameters indiscriminately. This leads to inef-
ficient defense and frequently compromises the
model’s inherent ranking capabilities. Therefore,
we propose model-centric defense, i.e., by identify-
ing vulnerable neurons in the model that contribute
to misbehavior, we can perform surgical-level pre-
cision repairs for NRMs.
Model editing. Model editing aims to update pre-
trained models with targeted knowledge without
full retraining (Meng et al., 2022a; Mitchell et al.).
Early methods such as ROME (Meng et al., 2022a)
perform rank-one updates on selected FFN layers
to localize and modify factual knowledge, while
MEMIT (Meng et al., 2022b) extends this paradigm
to efficient batch editing via gradient-based up-
dates. Subsequent work focuses on mitigating error
accumulation in sequential edits to preserve pre-
viously edited knowledge (Wang et al., 2023; Li
et al., 2023). To date, model editing has been pri-
marily applied to knowledge updating (Meng et al.,
2022a,b) and bias mitigation (Yu and Ananiadou,
2025; Nadeem et al., 2025). In contrast, we argue
that model vulnerabilities are also concentrated in
a small subset of neurons. Based on this insight,
we identify neuron combinations that contribute
most to ranking vulnerability and repair them from
a ranking-oriented perspective.

7 Conclusion

This paper presents "Search in the Model," a novel
framework that shifts the defense paradigm of
NRMs from data-centric augmentation to model-
centric introspection. By identifying "vulnerable
neurons" as the root cause of adversarial fragility,
we move beyond black-box defenses toward surgi-
cal parameter rectification. Specifically, we lever-
age MMV-based combinatorial selection to pin-
point diverse coalitions of sensitive neurons and
employ an inverse perturbation strategy to stabilize
their activations. Our results confirm that securing
NRMs does not require exhaustive retraining, but
rather a precise "healing" of the model’s internal
weak links.
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Limitations

Our work has several limitations to address in fu-
ture research. (i) The identification of vulnerable
neurons depends on the initial probe set. While
our fairness-based selection improves diversity,
the identified neurons may still be biased toward
the specific attack types used during the scanning
phase. (ii) While effective for Transformer-based
NRMs, the distribution and behavior of vulnera-
ble neurons may vary across different architectures
(e.g., GNNs or lightweight ranking models), requir-
ing further cross-model validation; and (iii) Our
current method treats vulnerability as static. In a
"cat-and-mouse" game with adaptive attackers, the
model might develop new weak links after the pri-
mary vulnerable neurons are rectified, necessitating
a more dynamic or iterative monitoring approach.

Ethical considerations

We approach ethics with great care. In this paper,
all the models we use are open-source. For datasets,
we construct benchmarks based on the open-source
dataset. We ensured that all data we use was de-
sensitized. Additionally, the methods we propose
aim to enhance the robustness of NRMs and do
not encourage or induce the model to produce any
harmful information or leakage of user data.
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