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Abstract

Vision-Language Models (VLMs) have demon-
strated remarkable progress in multimodal
tasks, but remain susceptible to hallucinations,
where generated text deviates from the under-
lying visual content. Existing hallucination de-
tection methods primarily rely on output logits
or external verification tools, often overlook-
ing their internal mechanisms. In this work,
we investigate the outputs of internal attention
heads, postulating that specific heads carry the
primary signals for truthful generation. How-
ever, directly probing these high-dimensional
states is challenging due to the entanglement
of visual-linguistic syntax and noise. To ad-
dress this, we propose VIB-Probe, a novel hal-
lucination detection and mitigation framework
leveraging the Variational Information Bottle-
neck (VIB) theory. Our method extracts dis-
criminative patterns across layers and heads
while filtering out semantic nuisances through
the information bottleneck principle. Further-
more, by leveraging the gradients of our VIB
probe, we identify attention heads with strong
causal influence on hallucinations and intro-
duce an inference-time intervention strategy
for hallucination mitigation. Extensive experi-
ments across diverse benchmarks demonstrate
that VIB-Probe significantly outperforms exist-
ing baselines in both settings. Our code will be
made publicly available.

1 Introduction

Vision-Language Models (VLMs) have emerged
as an influential force in multimodal artificial in-
telligence, demonstrating a sophisticated ability to
generate contextually rich natural language descrip-
tions grounded in visual patterns (Ye et al., 2023;
Bai et al., 2025; Li et al., 2023b). By integrat-
ing visual encoders with large language models,
VLMs have shown impressive performance across
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Figure 1: Hallucination detection performance compari-
son across 6 benchmarks, based on the AUPRC metric.
Our proposed VIB-Probe consistently achieves state-of-
the-art overall results.

diverse vision-language tasks, including image cap-
tioning, visual question answering, and multimodal
machine translation (Liu et al., 2023; Zhu et al.,
2024a; Chen et al., 2023; Lee et al., 2024). De-
spite these advancements, VLMs remains prone to
hallucinations, where generated descriptions are
unfaithful to the objects or relations present in the
source image (Yin et al., 2024; He et al., 2025).
This lack of visual fidelity undermines the reliabil-
ity and applicability of VLMs, particually in high-
stakes domains that demand precise multimodal
reasoning and factual accuracy.

Existing approaches to hallucination detection
primarily rely on surface-level confidence indica-
tors, such as logit-based entropy or divergence
(Fieback et al., 2025b,a; Zollicoffer et al., 2025;
Hendrycks and Gimpel, 2017). These heuristic-
based classifiers typically exploit only a narrow
slice of the model’s internal dynamics and de-
pend on manually engineered features that may
fail to generalize across diverse architectures. Con-
sequently, developing robust and efficient mecha-
nisms for detecting hallucinations in VLM outputs
remains a significant open challenge.
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Recent research in interpretability suggests that
VLM hallucinations are often rooted in fragile at-
tention dynamics introduced by the visual modality
(Jiang et al., 2025b; Tang et al., 2025; Jiang et al.,
2025a; Yang et al., 2025). Specifically, a model
may attend to irrelevant regions, infer non-existent
objects, or over-rely on linguistic priors at the ex-
pense of visual grounding (Zheng et al., 2025). Cru-
cially, this informational drift is not confined to the
final output layer, but rather emerges progressively
across internal layers (Zhang et al., 2025a; He et al.,
2025). Hallucination-related signals are encoded
within the outputs of specific attention heads across
layers, while these signals are often entangled with
task-irrelevant syntactic noise.

Motivated by these insights, we propose VIB-
Probe, a novel framework grounded in Variational
Information Bottleneck (VIB) theory (Tishby
et al., 2000; Alemi et al., 2017). As illustrated
in Figure 2, VIB-Probe distills a compact latent
representation from the high-dimensional atten-
tion head outputs across all Transformer layers,
retaining information predictive of hallucinations
while suppressing noise and spurious correlations.
We employ a multi-layer encoder to capture the
bottleneck features for robust detection. Further-
more, we extend our approach to hallucination
mitigation by applying gradient-based attribution
from the probe’s logits to the attention heads. By
these means, we identify specific “hallucination-
sensitive” heads that exert strong causal influence
on unfaithful generation. We then introduce an
inference-time mitigation strategy that selectively
suppresses these heads during decoding when the
detected hallucination risk exceeds a predefined
threshold. Extensive experiments across multiple
benchmarks demonstrate that our approach yields
consistent gains in both detection and mitigation
across diverse VLM architectures.

The contributions of this study can be summa-
rized as follows:

• We introduce VIB-Probe, a novel framework
for hallucination detection that exploits the in-
formation of multi-layer, multi-head attention
outputs in VLMs. By grounding our approach
in Variational Information Bottleneck theory,
we distill a compact yet highly predictive la-
tent representation, enabling robust detection
across both open-ended generation and closed-
form QA settings.

• We propose a training-free, inference-time

mitigation strategy that bridges the gap
between detection and control. By em-
ploying probe-based attribution, we identify
hallucination-sensitive attention heads and dy-
namically suppress their outputs upon high
risks of hallucination.

• We conduct comprehensive experiments
across both discriminative and generative hal-
lucinatory benchmarks, demonstrating that
VIB-Probe achieves state-of-the-art perfor-
mance in hallucination detection and mitiga-
tion, while further highlighting its robustness
and generalizability across diverse perturba-
tions and architectures.

2 Related Work

2.1 Hallucinations in VLMs

Vision-Language Models (VLMs) integrate visual
encoders with Large Language Models (LLMs) via
projection layers to enable multimodal reasoning
(Liu et al., 2023). Compared to factual errors in
text-only LLMs, VLM hallucinations mainly arise
from failures in visual grounding. They are com-
monly grouped into object, attribute, and rela-
tional hallucinations (Zhou et al., 2024).

Hallucination Detection Early detectors relied
on shallow output statistics (e.g., token confidence
or entropy), which often generalize poorly un-
der complex reasoning. Reference-free methods
aim to verify outputs without external evidence
(Li et al., 2024; Prabhakaran et al., 2025). Re-
cent work probes mechanistic signals in attention,
e.g., Lookback Lens (Chuang et al., 2024) and
OPERA (Huang et al., 2024), by analyzing aggre-
gated attention patterns during decoding, improv-
ing discrimination between grounded and halluci-
natory outputs. Building on this direction, we move
beyond raw attention weights and apply VIB to at-
tention head outputs to better isolate hallucination-
relevant signals from high-dimensional noise.

Hallucination Mitigation Mitigation methods
are typically categorized into training-based,
post-generation, and inference-time approaches.
Training-based methods enhance robustness via
instruction-tuning on curated data (Liu et al., 2023;
Zhang et al., 2024; Zhou et al., 2024), while post-
generation methods employ external verifiers for it-
erative refinement (Yin et al., 2024). Inference-time
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Stage 2: VIB Hallucination Detection

Stage 3: Inference-Time Hallucination Mitigation
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Figure 2: Overview of the VIB-Probe framework. The Information Bottleneck (IB) theory is leveraged to detect
and mitigate hallucinations by probing internal attention features. Stage 1: We extract raw output vectors from
all attention heads across all Transformer layers (L×H) during VLM decoding. Stage 2: The extracted features
are fed into an IB Encoder, which compresses the high-dimensional input into a compact latent representation z.
This process filters out task-irrelevant noise while retaining minimal sufficient statistics for prediction. Stage 3:
Leveraging the trained VIB modules, inference-time mitigation is achieved by suppressing the attention heads with
high risks of hallucination for each token, producing a more faithful output generation.

interventions have gained attention for avoiding re-
training costs: VCD (Leng et al., 2024a) reduces
reliance on linguistic priors via visual perturbation,
and PAI (Liu et al., 2024b) and IBD (Zhu et al.,
2025) strengthen visual grounding by adjusting at-
tention to image tokens. Our method follows this
paradigm but introduces gradient-based attribution
to target hallucination-sensitive heads for training-
free intervention.

2.2 Information Bottleneck Theory

The Information Bottleneck (IB) principle (Tishby
et al., 2000) serves as a robust information-
theoretic framework for regularizing internal rep-
resentations. By compressing model input to mini-
mize mutual information, IB encourages the model
to discard irrelevant features while retaining es-
sential semantic content, thereby enhancing gen-
eralization capabilities. This principle has been
extensively adopted across various machine learn-
ing paradigms, including image generation (Jeon
et al., 2025), generative classification (Ardizzone
et al., 2020), explanation regeneration (Li et al.,
2023c), and retrieval-augmented generation (Zhu

et al., 2024b). To operationalize the IB objective
in deep neural networks, Alemi et al. (2017) in-
troduced the Variational Information Bottleneck
(VIB). Inspired by the architecture of Variational
Autoencoders (VAEs) (Kingma and Welling, 2014),
VIB employs a variational approach to approximate
the IB trade-off and has demonstrated significant
efficacy in parsing (Li and Eisner, 2019a), low-
resource fine-tuning (Mahabadi et al., 2021), and
graph structure learning (Sun et al., 2022) domains.

3 Method

3.1 Preliminaries

Attention Head Output For vision-language
models of the most prevalent LLaVA-style (Liu
et al., 2023) architecture, a vision encoder is cou-
pled with a decoder-only large language model via
a projection layer. An input image is encoded into
a sequence of visual tokens, which are projected
into the LLM’s embedding space and concatenated
with the textual prompt tokens. This multimodal
sequence is processed by L Transformer decoder
layers, each containing H attention heads. During
each autoregressive decoding step t, the model pre-
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dicts the next token conditioned on the image, the
prompt, and the previously generated tokens. For
a given layer l ∈ [1, L] and head h ∈ [1, H], the
input hidden states Xl are transformed into query,
key, and value matrices:

Ql,h = X lWQ
l,h,Kl,h = X lWK

l,h, Vl,h = X lW V
l,h

(1)
where WQ,WK ,W V ∈ Rdmodel×dh are the pro-
jection weights. The attention weights Al,h are
then computed via the scaled dot-product:

Al,h = softmax
(
Ql,h(Kl,h)

⊤
√
dh

)
(2)

To capture the raw, disentangled information
flow prior to the final head-mixing, we extract the
pre-projection attention head output Ol,h:

Ol,h = Al,hVl,h (3)

For each token generated at step t, we aggre-
gate Ol,h across all layers and heads to construct
a representation tensor T ∈ RL×H×dh . This ten-
sor provides a comprehensive “snapshot” of the
model’s internal multimodal processing and serves
as the primary input for our VIB-Probe framework.

Information Bottleneck The Information Bottle-
neck principle defines an optimal representation z
of an input signal v that maximizes its predictive
power regarding a target y while minimizing the
information retained from v. Formally, the IB ob-
jective is formulated as the following constrained
optimization:

minLIB = β I(v; z)− I(z;y), (4)

where I(·; ·) denotes mutual information and β > 0
is a Lagrange multiplier controlling the trade-off
between compression (minimizing I(v; z)) and
prediction (maximizing I(z;y)). By penalizing
I(v; z), the model is forced to discard “semantic
nuisances” features that are irrelevant to the ground-
ing of visual content.

Directly optimizing Eq. (4) is generally in-
tractable, as computing mutual information re-
quires knowledge of the underlying data distribu-
tions. The Variational Information Bottleneck
addresses this by introducing a variational upper
bound on the compression term I(v; z) and re-
places the predictive term with a tractable likeli-
hood model. Specifically, VIB parameterizes an

encoder pθ(z | v) and a decoder pϕ(y | z), and
uses a prior r(z). The resulting objective is:

minLVIB =β Ev[KL(pθ(z | v) ∥ r(z))]
+ Ev Ez∼pθ [− log pϕ(y | z)] ,

(5)

where the first term acts as a compression regular-
izer and the second term represents the negative
log-likelihood loss of prediction. In practice, for
binary labels, the prediction loss is implemented as
a binary cross-entropy (BCE) loss.

3.2 Hallucination Detection via VIB on
Attention Head Outputs

Building on prior observations, we propose VIB-
Probe, a lightweight detector based on Information
Bottleneck theory. VIB-Probe is designed to aggre-
gate the internal holistic attention information of
VLMs for hallucination detection.

Problem Setup Given an input image and a text
prompt, a VLM generates a total of N tokens auto-
regressively. At each decoding step u, we extract
the pre-projection attention head outputs from all
layers and heads (Eq. (3)), stacking them into a ten-
sor T ∈ RL×H×dh . Our goal is to predict a binary
hallucination label yu ∈ {0, 1}, where yu = 1 de-
notes a hallucination and yu = 0 signifies those
visually-grounded. The resulting training set is
defined as D = {(Tu,yu)}Nu=1.

VIB Detector Architecture We treat the tensor
T as the raw internal signal vu and feed it into
a lightweight convolutional or multi-layer percep-
tron encoder fψ(·) to extract a high-level feature
representation hu ∈ Rdf :

vu := T , hu = fψ(vu), (6)

A variational bottleneck then parameterizes an
approximate posterior qψ(zu | vu) as a multivari-
ate diagonal Gaussian:

qψ(zu | vu) = N
(
µu, diag(σ

2
u)
)
,

[µu, logσ
2
u] = gψ(hu),

(7)

where the decoder gψ is a single or multiple fully-
connected layers. Similar to (Li and Eisner, 2019b),
we sample zu during training using the reparam-
eterization trick (Kingma and Welling, 2014) to
ensure end-to-end differentiability:

zu = µu + σu ⊙ ϵ, ϵ ∼ N (0, I). (8)
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At inference time, we adopt a deterministic ap-
proach for stability, utilizing the mean representa-
tion zu = µu for prediction. Finally, a linear classi-
fication layer computes the hallucination risk logit
su and the corresponding probability p̂u through
the sigmoid function σ(·):

su = w⊤zu + b, p̂u = σ(su), (9)

Training Objective Following the Variational In-
formation Bottleneck principle, we optimize the la-
tent representation zu to be maximally informative
about the label yu while remaining minimally suffi-
cient with respect to the input vu. We regularize the
information flow by penalizing the KL divergence
between the approximate posterior qψ(zu | vu)
and a standard normal prior r(z) = N (0, I). The
token-level detection loss is formulated as:

Ldet =E(vu,yu)∼D
[
BCE(yu, p̂u)︸ ︷︷ ︸

prediction

+ βKL(qψ(zu | vu) ∥ r(z))︸ ︷︷ ︸
compression

]
,

(10)

where β > 0 is a Lagrange multiplier that controls
the trade-off between prediction accuracy and rep-
resentation compression. The first term here is the
standard binary cross-entropy (BCE) loss:

BCE(yu, p̂u) = −yu log p̂u−(1−yu) log(1−p̂u),
(11)

Given our choice of a diagonal Gaussian poste-
rior (Eq. (7)), the KL term has a closed form:

KL
(
N (µu, diag(σ

2
u)) ∥N (0, I)

)
=

1

2

dz∑

i=1

(
µ2
u,i + σ2

u,i − log σ2
u,i − 1

)
,

(12)

where dz denotes the dimension of the bottleneck
latent space. During training, we minimize the ob-
jective function Ldet with respect to the parameters
of the encoder fψ and decoder gψ. At inference
time, the raw logit su is utilized to assess halluci-
nation risk and further mitigation.

3.3 Hallucination Mitigation

Building upon the trained VIB detector, we propose
an inference-time mitigation strategy that translates
detection signals into actionable model control. By

attributing the predicted hallucination risk to spe-
cific internal components, we can dynamically sup-
press the most influential attention heads that leads
to hallucinations.

At each decoding step u, we perform a VLM
forward pass to extract the attention head outputs
T ∈ RL×H×dh and compute the VIB hallucination
risk logit su. If su ≤ τ (where τ is a risk thresh-
old), the model samples the next token normally.
If su > τ , an intervention is triggered to rectify
the potential hallucination, by modifying attention
heads and regenerating the token.

Gradient-based Attribution and Head Selection
To identify which heads contribute most to halluci-
nation risks, we perform a backward pass through
the frozen VIB detector. We compute the gradi-
ent of the risk logit by each attention head at the
current step: gl,h = ∇ol,hsu. Since our interven-
tion involves scaling the head outputs by a coeffi-
cient αl,h, such that the modified output becomes
õl,h = αl,hol,h. The sensitivity of the risk logit to
this scaling is:

∇αl,hsu =
〈
gl,h, ol,h

〉
. (13)

We define the head importance score as the
magnitude of this sensitivity: I l,h = |⟨gl,h, ol,h⟩|.
We then select the set of most influential heads
K = TopK({I l,h}) for targeted suppression.

Inference-Time Single-Step Head Suppression
We initialize all the output scaling coefficients as
αl,h = 1. For the heads identified in K, we apply a
single-step suppression update to reduce hallucina-
tory risk:

αl,h ← 1−λ·ReLU
(〈

gl,h, ol,h
〉)

, (l, h) ∈ K,
(14)

where λ is a hyperparameter for controlling the
suppression strength. We keep αl,ht = 1 unmodi-
fied for (l, h) /∈ K. Finally, we rerun the VLM
decoding step using the modified head outputs
õl,h = αl,hol,h to obtain the edited logits and then
sample the regenerated token.

4 Experiments

4.1 Benchmarks

We evaluate VIB-Probe across a diverse suite of
hallucination detection benchmarks covering both
discriminative and generative datasets.
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Benchmark Method MiniGPT-4 LLaVA-v1.5 LLaVA-v1.6 Qwen2.5-VL Average

A-ROC A-PR A-ROC A-PR A-ROC A-PR A-ROC A-PR A-ROC A-PR

Discriminative Benchmarks

POPE

AvgEnt 76.27 68.64 77.43 67.52 79.51 70.66 78.99 70.20 78.05 69.26
AvgProb 61.56 63.39 64.25 63.90 63.06 66.44 68.28 64.55 64.29 64.57
RepProbing 91.18 92.30 94.68 94.50 93.01 93.87 96.82 95.89 93.92 94.14
MetaToken 89.69 90.07 93.07 92.22 94.21 94.33 94.10 94.84 92.77 92.87
DHCP 93.80 91.76 94.87 94.53 94.92 94.20 96.80 96.52 95.10 94.25
VIB-Probe (ours) 94.19 93.37 96.52 96.96 95.99 95.51 96.98 96.40 95.92 95.56

AMBER

AvgEnt 61.25 58.53 62.05 62.43 65.48 62.20 66.42 66.80 63.80 62.49
AvgProb 59.68 55.90 64.74 60.28 64.81 63.79 64.51 63.33 63.44 60.83
RepProbing 72.25 71.11 77.53 76.82 75.35 74.74 74.61 74.52 74.94 74.30
MetaToken 74.18 73.39 74.60 75.20 74.46 74.81 75.59 75.10 74.71 74.63
DHCP 83.18 82.27 82.07 81.89 84.77 83.64 84.77 83.98 83.70 82.95
VIB-Probe (ours) 83.40 82.94 82.95 82.43 85.99 85.91 85.51 85.82 84.46 84.28

Generative Benchmarks

M-HalDetect

AvgEnt 54.90 38.22 53.27 36.87 55.90 37.52 63.52 41.39 56.90 38.50
AvgProb 54.00 38.93 59.01 39.54 60.21 40.36 66.47 42.71 59.92 40.39
RepProbing 78.21 70.04 77.18 69.80 77.38 71.20 80.92 71.13 78.42 70.54
MetaToken 77.28 69.13 82.02 71.14 81.23 73.56 75.19 69.30 78.93 70.78
DHCP 79.58 74.62 88.13 80.20 86.51 78.87 84.82 80.40 84.76 78.52
VIB-Probe (ours) 83.33 77.26 89.98 82.35 88.36 81.23 85.17 80.79 86.71 80.41

COCO-Caption

AvgEnt 52.08 30.81 58.93 32.01 55.89 34.72 60.21 35.26 56.78 33.20
AvgProb 55.36 32.67 54.45 33.92 58.88 36.95 59.05 34.18 56.94 34.43
RepProbing 65.96 56.88 72.33 62.56 71.92 64.99 77.11 66.14 71.83 62.64
MetaToken 65.70 55.34 67.28 58.30 67.23 59.35 70.89 61.20 67.78 58.55
DHCP 69.52 58.13 74.06 64.99 74.20 68.17 74.14 67.64 72.98 64.73
VIB-Probe (ours) 72.55 62.82 75.24 66.51 75.16 69.32 76.83 70.52 74.95 67.29

Table 1: Results of hallucination detection across multiple baselines on discriminative and generative benchmarks.
We report AUROC (A-ROC) and AUPRC (A-PR) as metrics and compare our method with baselines across four
base VLMs (MiniGPT-4, LLaVA-v1.5-7B, LLaVA-v1.6-Mistral-7B, and Qwen2.5-VL-7B-Instruct).

POPE POPE (Li et al., 2023d) is a standard di-
agnostic for VLM object hallucinations. For each
image, the dataset provides three positive questions
regarding existing objects and three negative ques-
tions. The negative samples are selected based
on random sampling (Random), global frequency
(Popular), or co-occurences with present objects
(Adversarial). Throughout our experiments, we
utilize the official POPE dataset, which comprises
a total of 9,000 questions across 1,500 images.

AMBER AMBER (Wang et al., 2023) extends
the scope of evaluation beyond POPE’s objects
to include attribute and relation hallucinations.
The origin dataset contains 14,216 discriminative
queries. We randomly sampled 5,000 queries from
the original dataset for the experiments.

M-HalDetect M-HalDetect (Gunjal et al., 2024)
provides a more granular assessment of hallu-
cinations in detailed responses. Based on the
MS COCO (Lin et al., 2014) 2014 validation set,
it includes 12,800 training and 3,200 validation
samples. Responses are segmented and expert-

annotated into four categories: Accurate, Inaccu-
rate, Analysis, and Unsure. Approximately 25% of
segments are labeled as hallucinatory, presenting a
challenge for fine-grained description tasks.

COCO-Caption To evaluate generative halluci-
nations in open-ended captioning, We randomly
sampled 2,000 images from the MS COCO 2014
validation set, splitting them into training and vali-
dation subsets by an 80:20 ratio. We identify hallu-
cinations from the image captions generated.

4.2 Hallucination Detection

4.2.1 Experimental Setup
Base Models and Datasets We evaluate the effi-
cacy of VIB-Probe on four representative VLMs:
MiniGPT-4 (Zhu et al.), LLaVA-v1.5-7B (Liu et al.,
2023), LLaVA-v1.6-Mistral-7B (Liu et al., 2024a),
and Qwen2.5-VL-7B-Instruct (Bai et al., 2025).
Experiments cover two extensively adopted dis-
criminative benchmarks, POPE and AMBER (sub-
set averages reported), alongside two generative
datasets M-HalDetect and COCO-Caption. To as-
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sess detection performance, we report AUPRC and
AUROC (Davis and Goadrich, 2006). Detailed
configurations are provided in Appendix B.1.

Baselines We compare our method with classic
methods based on model uncertainty and probing
classifiers, as well as two strong baselines. Meta-
Token (Fieback et al.) trains a lightweight classifier
by ensembling multiple statistical features derived
from object token generation. Meanwhile, DHCP
(Zhang et al., 2025b) detects hallucinations by train-
ing a lightweight prober that leverages cross-modal
attention patterns during decoding. Implementa-
tion details are included in Appendix A.2.

Implementation Details VIB-Probe is imple-
mented as a multi-layer MLP encoder for dimen-
sionality reduction, followed by a simple linear
decoder. The latent distribution is constrained by a
standard Gaussian priorN (0, I). We set the bottle-
neck dimension d = 256. We optimize the frame-
work using AdamW with a learning rate of 2×10−5

and a linear warm-up for the KL-divergence coef-
ficient β, capped at 3 × 10−4. For discriminative
tasks, we extract representations from the last an-
swer token; for generative tasks, we utilize the
internal states corresponding to the final token of
each sentence or annotated span.

4.2.2 Result Analysis
Table 1 presents the hallucination detection perfor-
mance of baselines and our VIB-Probe across both
discriminative and generative benchmarks. Our
VIB-Probe consistently outperforms existing state-
of-the-art methods across the four evaluated VLMs.
While achieving competitive results on the discrim-
inative benchmarks (+1.20%), our method also
demonstrates a pronounced advantage on the chal-
lenging generative tasks (+2.84%). This under-
scores its superior capability in detecting hallucina-
tions within complex, free-form text.

Among the baselines, uncertainty-based heuris-
tics like AvgEnt and AvgProb perform reasonably
on closed-set tasks but falter in generative settings.
Conversely, RepProbing significantly outperforms
these metrics, confirming that hidden states serve
as effective indicators of visual fidelity. While
MetaToken excels at object-level detection, its
performance degrades on generative benchmarks,
likely because its heuristic features are too spe-
cialized for object tokens to capture span-level or
sentence-level relational errors. DHCP emerges
as the strongest baseline, validating the utility of
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Figure 3: Generalization gap from POPE-Popular to
other test sets. A lower generalization gap indicates
stronger transferability performance. Results are com-
pared based on LLaVA-v1.5-7B.

Method POPE COCO

A-ROC A-PR A-ROC A-PR

AvgEnt 53.14 52.73 50.98 31.77
RepProbing 76.92 77.46 63.23 54.10
DHCP 84.77 83.63 66.40 58.58
VIB-Probe 88.78 87.30 73.76 64.81

Table 2: Robustness performance of hallucination detec-
tion on input images with random perturbations. Meth-
ods are compared based on LLaVA-v1.5-7B.

attention-based hallucination detection.

Transferability Performance To evaluate the
ability of VIB-Probe to extract representations
highly-correlated with hallucinations that remain
invariant to shifts in data distribution and task for-
mat, we conducted a series of cross-distribution
and cross-task generalization experiments. We first
assessed cross-distribution generalization by train-
ing on the POPE-Popular subset and evaluating
it across all discriminative benchmarks. Subse-
quently, we evaluated cross-task generalization by
evaluating the POPE-Popular detector directly on
generative tasks. As illustrated in Figure 3, while
baseline methods like RepProbing experiences sig-
nificant performance degradation under domain
shift (e.g., a 32.4% decline on M-HalDetect), our
VIB-Probe exhibits stability and stronger transfer-
ability. This indicates that the Information Bottle-
neck successfully distills domain-invariant halluci-
nation signals from the internal attention dynamics,
effectively filtering out dataset-specific biases.

Robustness Performance To verify that VIB-
Probe isolates compact representations specifically
aligned with hallucination signals rather than low-
level visual noise, we further designed a robust-
ness experiment to evaluate its performance un-
der varying image quality conditions. Specifi-
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Base Model Method POPE COCO

ACC ↑ F1 ↑ Ci ↓ Cs ↓

LLaVA-v1.5-7B

Vanilla 82.6 83.3 18.2 59.3
BeamSearch 82.2 84.1 19.5 60.6
PAI 84.0 84.6 14.4 46.7
VCD 83.6 83.9 15.8 52.2
VIB-Probe 83.7 85.2 14.1 44.9

LLaVA-v1.6-7B

Vanilla 84.1 85.1 11.8 40.7
BeamSearch 84.3 85.6 10.9 39.2
PAI 87.9 88.4 9.2 35.3
VCD 86.3 87.8 9.0 36.4
VIB-Probe 88.2 89.5 8.7 32.1

Table 3: Performance of hallucination mitigation on
the validation sets of POPE and COCO. Methods are
compared based on LLaVA-v1.5-7B.

cally, we introduced random perturbations to the
input images from the POPE and COCO-Caption
datasets for evaluation only. These perturbations
include rotation, Gaussian blur, and brightness ad-
justments, while ensuring that the ground-truth la-
bels remained valid. Results in Table 2 demonstrate
that VIB-Probe maintains high detection accuracy
despite these image perturbations. This resilience
indicates that our framework effectively extracts
the core internal states associated with unfaithful
generation, even when the model’s representations
are subjected to external visual noise.

4.3 Hallucination Mitigation

To validate our mitigation capabilities, we per-
formed experiments on the POPE benchmark and
a randomly selected 500-image subset of COCO
val 2014. For generative evaluation, we uti-
lized the CHAIR (Rohrbach et al., 2018) met-
ric, which quantifies object-level hallucinations by
cross-referencing generated entities against ground-
truth object lists. For POPE, we reported the Ac-
curacy and F1 score metrics. Experimental re-
sults in Table 3 indicate that while contrastive
decoding-based VCD (Leng et al., 2024b) pro-
vide a viable baseline for hallucination mitiga-
tion, inference-time attention intervention strate-
gies such as PAI (Liu et al., 2024c) generally de-
livers stronger performance. VIB-Probe attains the
best performance across most metrics as compared
to baselines, demonstrating the effectiveness of in-
tervention on hallucination-related attention heads.

4.4 Ablation Studies

Information Bottleneck Constraint To verify
the effectiveness of the Information Bottleneck con-

Base Model Setting POPE M-Hal

LLaVA-v1.5-7B VIB-Probe 96.96 82.35
− KL Loss 88.32 71.91

Qwen2.5-VL-7B-Instruct VIB-Probe 96.40 80.79
− KL Loss 92.11 67.34

Table 4: Impact of removing the Information Bottleneck
constraint (KL loss) on detection performance. The
AUPRC metric is reported.

Base Model Layers POPE M-Hal

LLaVA-v1.5-7B

All 96.96 82.35
1–8 68.71 49.66
1–16 73.80 52.39
9–24 91.45 69.18
17–32 93.22 65.94
25–32 89.68 59.44

Table 5: Impact of layers selected for the extraction of
attention head outputs on detection performance. The
AUPRC metric is reported.

straint, we test a variant that retains the VIB-Probe
encoder-decoder structure but removes the KL loss,
solely optimizing the BCE loss. Experimental re-
sults in Table 4 indicate that removing the KL loss
degrades performance to a level comparable to the
RepProbing baseline. This further demonstrates
that explicitly introducing the Information Bottle-
neck KL divergence constraint is crucial to our
gains, making our approach more effective than a
simple probing classifier.

Layer Feature Selection We evaluate the im-
pact of extracting features from a specific layers to
train the VIB, rather than utilizing attention heads
from all VLM layers. For LLaVA-v1.5-7B with 32
layers, results on POPE and M-HalDetect are pre-
sented in Table 5. Using information from only a
small subset of layers results in performance degra-
dation, particularly on the more challenging M-
HalDetect. Notably, employing only deeper layers
yields better performance than using shallower lay-
ers, likely due to the fact that cross-modal informa-
tion is not yet fully fused in shallow layers.

5 Conclusion

Hallucinations remain a formidable challenge for
the deployment of Vision-Language Models in
reliability-critical environments. Unfaithful gen-
erations often emerge progressively from internal
attention dynamics, rather than solely from the final
output. To address this, we introduce VIB-Probe, a
framework that leverages high-dimensional multi-
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head attention outputs across all layers. By ground-
ing our approach in the Variational Information
Bottleneck theory, we effectively distill a com-
pact latent representation that isolates hallucination-
related signals from task-irrelevant noise. Beyond
detection, we further demonstrate that VIB-Probe
supports lightweight inference-time mitigation by
identifying and down-weighting a small set of
hallucination-sensitive heads upon high risks. Ex-
tensive experiments across diverse architectures
and benchmarks demonstrate state-of-the-art per-
formance in detection and mitigation, highlighting
the robustness and practicality of our framework.

Limitations

Our study primarily focuses on transformer-based
vision–language models with standard attention
mechanisms. While these architectures cover most
widely used VLMs, the applicability of VIB-Probe
to alternative multimodal architectures or models
that do not rely on explicit attention structures has
not been explored and remains an interesting di-
rection for future work. In addition, our method
requires access to the model’s internal representa-
tions and attention outputs, which restricts it to a
white-box setting and may be a potential limitation.
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A Models and Baselines

A.1 Vision Language Models

MiniGPT-4 MiniGPT-4 citezhuminigpt connects
visual and textual modalities using a single linear
projection layer. It utilizes a frozen BLIP-2 (Li
et al., 2023a) visual encoder, which consists of
ViT-G/14 (EVA-CLIP) and a Q-Former. The lan-
guage backbone is Vicuna-7B (based on LLaMA-
1), comprising 32 transformer layers and 32 atten-
tion heads.

LLaVA-v1.5-7B LLaVA-v1.5 (Liu et al., 2023)
employs a two-layer MLP projector to align vi-
sual features with the language model. Its visual
encoder is CLIP-ViT-L-336px. The language back-
bone is Vicuna-7B-v1.5 (based on Llama-2), which
contains 32 layers and 32 attention heads.

LLaVA-v1.6-Mistral-7B LLaVA-v1.6 (LLaVA-
NeXT) (Liu et al., 2024a) introduces an "AnyRes"
technique that splits high-resolution images into
grids to overcome resolution limits, while still us-
ing the CLIP-ViT-L-336px visual encoder. The
backbone is Mistral-7B-Instruct-v0.2, featuring 32
layers and 32 attention heads.

Qwen2.5-VL-7B-Instruct Qwen2.5-VL (Bai
et al., 2025) utilizes Naive Dynamic Resolution
and M-RoPE to handle variable image sizes natu-
rally without fixed patching. It uses a customized
SigLIP-based visual encoder (approx. 600M
params) with a C-Abstractor for feature compres-
sion. The backbone is Qwen2.5-7B, consisting of
28 layers and 28 attention heads.

A.2 Hallucination Detection Baselines

AvgProb Given a generated sentence (or se-
quence) indexed by i with Ji tokens, let pij denote
the model-assigned conditional probability of the
actually generated token at position j. AvgProb
quantifies sentence-level uncertainty by the mean

negative log-probability over all positions:

AvgProb(i) = − 1

Ji

Ji∑

j=1

log pij .

A larger AvgProb(i) indicates that the model tends
to assign lower likelihood to the produced tokens,
reflecting higher uncertainty for the whole sen-
tence.

AvgEnt AvgEnt computes uncertainty using the
full predictive distribution at each position. Let
pij(·) be the predicted distribution over the vocab-
ulary V at position j in sentence i, and define the
token-level predictive entropy as

Hij = −
∑

v∈V
pij(v) logpij(v).

We then aggregate token entropies into a sentence-
level score via averaging:

AvgEnt(i) =
1

Ji

Ji∑

j=1

Hij .

Higher AvgEnt(i) suggests more diffuse (less con-
fident) predictive distributions across tokens, hence
greater sentence-level uncertainty.

RepProbing RepProbing includes a lightweight
classifier trained on the VLM decoder’s last-layer
hidden states to estimate hallucination risk. Let
zLt ∈ Rd be the hidden state at token position t
from the top decoder layer L. The probe outputs a
hallucination score (or probability) as

ŷ ht = fθ
(
zLt

)
, (15)

where fθ is typically a linear head or a shallow
MLP.

A.3 Hallucination Mitigation Baselines

BeamSearch Beam search is a deterministic de-
coding strategy that approximates the most likely
output sequence by maintaining the top-B par-
tial hypotheses (“beams”) at each step. Start-
ing from the prompt, it repeatedly expands each
beam with candidate next tokens and keeps only
the B sequences with the highest cumulative log-
probability (often with length normalization), con-
tinuing until an end-of-sequence token is produced.
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PAI PAI (Liu et al., 2024c) is a training-
free method that mitigates text inertia in
LVLMs—when the LLM dominates so outputs rely
more on text context than visual evidence. It boosts
attention to image tokens and subtracts text-only
logits from multimodal logits to suppress language-
only bias, encouraging stronger visual grounding
and reducing hallucinations.

VCD VCD (Visual Contrastive Decoding) (Leng
et al., 2024b) is a simple, training-free decoding
method that contrasts the output distributions pro-
duced from an original image and a distorted ver-
sion of the same image. By using this contrast to
suppress statistical biases and unimodal language
priors, it encourages stronger visual grounding,
substantially reducing object hallucinations across
LVLM families while also performing well on gen-
eral LVLM benchmarks.

B Implementation Details

B.1 Hallucination Detection

In the hallucination detection experiments, for the
discriminative benchmarks POPE and AMBER, we
follow the work of (Li et al., 2024) to extract im-
ages, questions, and ground truths (GT) from the
original datasets. For each sample, we construct
responses that either contain or do not contain hal-
lucinations; specifically, for samples where the GT
is “Yes”, we generate “Yes” (containing hallucina-
tion) and “No” (free from hallucination) responses.

For the POPE benchmark, we construct train-
ing and validation splits across its three subsets
(popular, random, and adversarial) and report the
average metrics over these subsets. For the AM-
BER benchmark, we conduct experiments using
a curated subset of 5,000 samples. We manually
partition the datasets to ensure that different sam-
ples associated with the same image do not overlap
between the training and validation sets.

For the M-HalDetect benchmark, we further di-
vide the official validation set into training and
validation subsets using an 80 : 20 ratio and re-
port span-based hallucination detection results. Re-
garding the COCO-Caption task, we employ the
LLaVA-v1.5-7B model to generate responses for
images from the COCO 2014 Val set. We anno-
tate hallucinated objects in the responses using the
official COCO 2014 Val annotations and report
sentence-based hallucination detection results.

B.2 Model Architecture
Regarding the VIB-Probe encoder, we uti-
lize a 3-layer MLP network with dimensions
(1024, 512, 256) to reduce the dimensionality of
the original attention output feature vectors, fol-
lowed by processing with two residual blocks. For
the decoder, we employ a simple single linear layer.
Throughout the network, we apply the GELU acti-
vation function and LayerNorm.

B.3 Hallucination Mitigation
We evaluate object hallucinations in VLM’s gener-
ation with the CHAIR (Captioning Hallucination
Assessment with Image Relevance) metrics, which
compare model-generated captions against ground-
truth object annotations to quantify objects men-
tioned in text but not present in the image. Specif-
ically, CHAIRi reports the proportion of halluci-
nated object mentions among all generated object
mentions, while CHAIRs reports the percentage
of captions that contain at least one hallucinated
object.

CHAIRi =
|{hallucinated objects}|
|{all objects mentioned}| (16)

CHAIRs =
|{sentences with hallucinated objects}|

|{all sentences}| (17)

In the hallucination mitigation experiments, we
intervene on the attention heads that rank in the top
5% of head importance scores. The threshold for
triggering this intervention is determined based on
the average logit values from the training set used
in the hallucination detection experiments. We set
the suppression strength λ to 0.001.
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