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Abstract

Binary Code Similarity Detection (BCSD)
plays a vital role in various security appli-
cations, including vulnerability identification,
malware analysis, and code plagiarism detec-
tion. With the growing adoption of deep neu-
ral networks (DNNGs), substantial progress has
been made in recognizing and classifying sim-
ilar code segments. However, DNN-based
BCSD methods often exhibit low accuracy and
robustness because they struggle to capture
fine-grained and high-level program seman-
tics. In contrast, such semantics are typically
captured through natural language interpreta-
tions of source code by large language models
(LLMSs). Yet, LLM-based BCSD methods are
constrained by their large model sizes and high
inference latency. To alleviate these limitations,
this paper proposes BinSKD. The key idea is
to leverage an LLM-based BCSD method as
the teacher model and transfer its knowledge of
high-level program semantics to various DNN-
based student models. Specifically, to avoid
propagating errors from the teacher to the stu-
dent, we introduce selective distillation, select-
ing targets with accurate semantics according
to their detection retrieval. In addition, to miti-
gate the noise introduced by a number of nega-
tive samples during distillation, we further pro-
pose discrepancy-weighted sampling to focus
on the samples where the student’s prediction
notably deviates from the teacher’s. Our exper-
iments show that BinSKD yields Recall@1 im-
provements of 14.5%-91.2% for DNN-based
BCSD methods and enables HermesSim to
match the teacher’s performance with orders-
of-magnitude efficiency.

1 Introduction

Binary Code Similarity Detection (BCSD) is a
fundamental technique in software development
and maintenance analysis, enabling binary code
comparison when source code is unavailable (Gao
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et al., 2024). It underpins a wide range of applica-
tions, including bug search (Vadayath et al., 2022;
Yang et al., 2023b; Luo et al., 2023), patch analy-
sis (Zhan et al., 2024; Wu et al., 2025), and mal-
ware detection (Xu et al., 2023b; See et al., 2025).
For example, by utilizing BCSD, developers can
quickly identify and track vulnerable code intro-
duced through code reuse, enabling more effective
assessment of vulnerability impact (Dong et al.,
2024; Zhou et al., 2025). Besides, BCSD accel-
erates security patch validation via pre- and post-
patch binary comparison (Wu et al., 2025). Be-
yond these applications, BCSD is also widely used
for code cloning detection and software plagiarism
identification (Qasem et al., 2023; Fu et al., 2022).

With the rapid development of DNNs, BCSD
techniques have made remarkable progress and
are increasingly adopted in practice. Despite this
progress, DNN-based BCSD methods still suffer
from notable limitations, such as low discriminabil-
ity and robustness (Fu et al., 2024). This is be-
cause they usually rely on syntax-centric features,
such as lexical patterns (Massarelli et al., 2019;
Wang et al., 2022), control-flow structures (Gao
et al., 2018; He et al., 2024), or data-flow infor-
mation (Guo et al., 2022), which are inherently
too coarse-grained to represent program function-
ality (Wang et al., 2023).

More recently, LLM-based methods have
emerged as the SOTA in BCSD, as they can ef-
fectively capture high-level semantics such as func-
tion purpose and logic of binary code by leveraging
natural language supervision (Wang et al., 2024a;
Zhang et al., 2025). Unlike low-level lexical or
structural features, these high-level semantics re-
main stable even when the underlying binary code
changes across different optimization levels. How-
ever, LLM-based BCSD methods involve model
parameters two orders of magnitude larger than
those of typical DNN-based BCSD methods, which
in turn demand higher inference latency. Conse-
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quently, their deployment is constrained in large-
scale binary analysis pipelines.

This motivates us to explore how to combine
the strengths of both methods, leveraging the high-
level semantics captured by LLMs while retain-
ing the efficiency and scalability of DNN-based
models. Potential methods, such as concatenat-
ing embeddings from different models or aligning
them through contrastive learning, cannot work
effectively when there are substantial disparities
between the embedding spaces, limiting the gen-
erality of these methods. Therefore, a promising
method to address this issue is relational knowl-
edge distillation, which focuses on learning the
relationships between samples in semantic space
rather than individual embeddings. Compared to
the existing knowledge distillation methods (Park
et al., 2019; Hu et al., 2025), BinSKD presents
a novel selective distillation in a relational frame-
work, addressing two key challenges in BCSD.

Challenge 1: Knowledge transferred from the
teacher model is not always reliable. The teacher
model does not consistently outperform the stu-
dent model across all samples, and transferring
knowledge from such cases can degrade the effec-
tiveness of distillation. From 3,000 manually in-
spected queries, the teacher model fails to rank true
positives higher than the student model in 47.3%
of cases. Among these, 10.4% are even worse.
To address this challenge, we propose a selective
distillation strategy. In particular, BinSKD selec-
tively distills reliable relational knowledge from
the teacher. A relation is deemed reliable if, for
a given query function, the teacher model assigns
higher ranks to candidate functions compiled from
the same source code than the student model does.
Through this strategy, we prevent the propagation
of errors and ensure that accurate semantic knowl-
edge is transferred to the student model.

Challenge 2: The imbalance between positive
and negative samples introduces substantial noise
into the distillation process. In BCSD scenar-
ios, positive samples compiled from homologous
source codes is far fewer than negative samples
from different source codes (Wang et al., 2024b).
Regularization methods such as focal loss can
weight “hard” samples, but they rely on the sam-
ple’s own prediction confidence and fail to account
for samples where the student’s prediction devi-
ates from the teacher’s. To address this challenge,
we propose a discrepancy—weighted sampling strat-
egy. In this strategy, a sample is assigned a higher

weight if, for a given query function, its reciprocal
rank under the student model deviates more from
that under the teacher. This strategy allows us to
prioritize samples where the student model benefit
most from the teacher guidance.

In summary, our contributions are as follows':

* Conceptual Level: We advocate a new fo-
cus on universally enhancing various DNN-
based BCSD methods by leveraging the se-
mantic strength of LLMs, while preserving
lightweight nature and low inference time.

* Technical Level: We propose the first knowl-
edge distillation framework tailored for the
BCSD domain. In particular, we design a
novel selective distillation and discrepancy-
weighted sampling strategy to transfer accu-
rate semantic knowledge and implement a tar-
geted distillation process.

* Empirical Level: Our evaluation demonstrates
that BinSKD is both general and effective in
enhancing DNN-based BCSD methods. It
improves Recall@1 by 14.5%-91.2% over
the methods with different model architec-
tures. Furthermore, when BinSKD is applied
to the SOTA DNN-based BCSD method, it
achieves accuracy comparable to the LLM-
based teacher method while achieving 107 x
faster inference and 290 x fewer parameters.

2 Motivation

DNN-based BCSD methods typically extract var-
ious types of features from binary code, includ-
ing lexical-, control structure-, and data flow-level
features. These features are then processed by
graph neural networks (GNNs) (He et al., 2024),
convolutional neural networks (CNNs) (Yu et al.,
2020), recurrent neural networks (RNNs) (Mas-
sarelli et al., 2019), or Transformer-based mod-
els (Wang et al., 2022) to generate embeddings.
However, prior studies have shown that low-level
features are highly sensitive to compilation set-
tings, such as optimization levels. This sensitivity
leads to unstable performance and degraded accu-
racy (Guo et al., 2022; Wang et al., 2025). As a con-
crete example in Appendix A, functions compiled
under O0 and O2 exhibit substantial differences
in their low-level features. As a result, the DNN-
based BCSD method HermesSim fails to correctly
match them, producing a false negative.

"https://github.com/todoni123/BinSKD
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Although LLM-based BCSD methods are ca-
pable of capturing high-level program semantics,
their main limitation lies in the substantial cost
of inference. These models (Wang et al., 2024a;
Zhang et al., 2025) typically contain hundreds of
millions of parameters—two orders of magnitude
larger than DNN-based models. Consequently, this
makes LL.M-based BCSD methods restrictive in
large-scale binary analysis. For instance, once a
new vulnerability is discovered in the upstream
code, we need to check millions of downstream
functions, a process that could take days. Such
a time expenditure is unsustainable in large-scale
binary analysis scenarios (Liu et al., 2025).

3 Methodology

3.1 Overview

To fuse the LLM semantic strengths with the effi-
ciency of DNNs, we propose a knowledge distil-
lation framework, BinSKD (as shown in Fig. 1).
Specifically, the LLM-based BCSD method is em-
ployed as a teacher model, and the DNN-based
BCSD method serves as a student. Each model
generates its own binary function embeddings. To
transfer high-level semantic knowledge from the
teacher to the student, we leverage relational repre-
sentations of these binary code embeddings. The
knowledge distillation process works by progres-
sively minimizing the distillation loss, guiding the
student model towards the relational topological
structure of the teacher and enabling it to gradually
learn the semantics contained in these relations.

Relational
Representation

Embedding
Generation

Embedding
Generation

Knowledge
Transfer

| D query function O candidate function

Figure 1: The pipeline of BinSKD. The elements with
the same color represent the embeddings of positive
samples compiled from the same source code.

3.2 Design

Fig.2 illustrates the design of BinSKD. Given a
batch of binary functions, both the heterogeneous
teacher F; and student F process the inputs in
parallel to produce their respective embeddings.
The teacher embeddings are obtained offline from
a pre-trained LLM-based BCSD method, while
the student embeddings are generated by a DNN-
based BCSD method. Next, each model com-
putes pairwise similarities based on its own em-
beddings to construct a relation matrix, which is
subsequently normalized to ensure consistent com-
parison across models. After normalization, we
apply selective distillation to emphasize regions
of the matrix where the teacher achieves superior
retrieval performance. Furthermore, to achieve a
targeted distillation and suppress a number of noisy
negatives, discrepancy—weighted sampling assigns
higher weights to samples exhibiting larger ranking
discrepancies between the student and the teacher.
The distillation loss is then computed by applying
Huber loss (Meyer, 2021) to the weighted matrices
and averaging over all pairwise samples. Finally,
the distillation loss is integrated with the student’s
original task loss to jointly optimize performance.

3.2.1 Embedding Generation

In the embedding generation stage, BinSKD fol-
lows the preprocessing steps of the underlying
BCSD methods. The cosine similarity between
embeddings and their corresponding hard labels is
used to compute a task-specific loss Li,gx, ensuring
that the student model preserves its performance on
the original task while participating in knowledge
distillation (Line 4 in Algorithm 1).

3.2.2 Relational Representation

Since BCSD focuses on similarity relationships be-
tween functions rather than individual function em-
beddings, we represent knowledge using pairwise
cosine similarities between function embeddings,
resulting in relational matrices for both the teacher
and the student. From a technical perspective, rep-
resenting knowledge through relational structures
alleviates discrepancies arising from inconsistent
semantic spaces across different models. Further-
more, to focus on the relative distances among the
matrices, we apply z-score normalization to stan-
dardize the relational matrices (Line 7).
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Figure 2: Design of BinSKD. Step 1: Generate embeddings using the teacher and student models, and compute the
student’s original task loss. Step 2: Construct and normalize the relation matrix. Step 3: Exclude the rows where the
teacher model performs worse than the student (indicated by red crosses). For the remaining rows, assign weights to
different samples (indicated by the color intensity). Finally, calculate the distillation loss and combine it with the

student loss to compute the final loss.

3.2.3 Knowledge Transfer

To better transfer the teacher model’s knowledge to
the student model, we propose two strategies in this
step: (1) Selective Distillation and (2) Discrepancy-
weighted Sampling.

(1) Selective Distillation. To avoid propagat-
ing errors from the teacher to the student, BinSKD
selectively distills reliable relational knowledge.
We quantify the reliability of the teacher’s knowl-
edge by measuring the retrieval quality of query
results. Following a widely adopted practice in this
domain (Marcelli et al., 2022), we use mean recip-
rocal rank (MRR) as the metric, where higher value
indicate that positive samples are ranked closer to
the top, reflecting stronger semantic discrimination.

Each row ¢ of the relation matrix corresponds to
a query function f;. For each row, we compute the
MRR® of its positive samples for both teacher
(T') and student (S) matrices:

MRR® 1

where P is the set of positive samples for query f;,
and rank(? (p) denotes the rank of sample p among
all candidates in row 1.

To ensure reliable knowledge transfer, we re-
strict distillation to queries where the teacher out-
performs the student in terms of retrieval. This
selection criterion can be formally expressed as

MRR{” > MRRY| 2)

only rows that satisfy this condition are selected
for knowledge distillation (Line 10-12).

(2) Discrepancy-weighted Sampling. In BCSD
scenario, positive samples compiled from homol-
ogous source codes is far fewer than that of nega-
tive samples from different source codes. To mit-
igate the impact of noisy negatives, we introduce
a discrepancy-weighted sampling strategy (Line
13-15). Since higher-ranked negative samples in
the student model are more likely to cause false
positives, we apply an inverse ranking design to
increase the contribution of top-ranked samples.
Each element (i, j) in matrix is assigned a weight
based on the difference between its teacher and stu-
dent inverse rankings in similarity detection order:

1 1

A . ifj ¢ P,

Wi = rankgf) () rankg) (7)
1, if j € .
3)

where rank()(j) denotes the rank of sample j
among all candidates in row .

To make the training process more stable, we
rescale each row by computing the weighted av-
erage of its elements to obtain w;; (Line 16-17).
Finally, we calculate the distance-wise distillation
loss Lkp as follows:

B 2 (0. vy,
(J)EB
MRR§3> >MRR<7')

“)
where ?;,t; and s;, s; denote the embeddings pro-
duced by the teacher and student models, v denotes
the normalized cosine similarity between the em-
beddings, and /5 represents the Huber loss.
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Algorithm 1: BinSKD
Input : Binary code Ry, Hard labels labels
Qutput : Final loss L

1 STEP 1. Embedding Generation:

2 E¢ + Fy(Rp) // Teacher embeddings

3 Es + Fs(Rp) // Student embeddings

4 Ly < ComputeTaskLoss(Es, labels)

5 STEP 2. Relational Representation:
6 (Mg, M) < pairwise_cosine_similarity (E¢, Es)

7 (N, Ns) < z_score_normalize( My, M)

8 STEP 3. Knowledge Transfer:

9 (1) Selective Distillation:

10 foreach row i in (My, M) do

u | (MRRY MRRY) «
ComputeMRR (M [i], Ms[i])

N W MRR{" > MRRY,

mask — .
0, otherwise.

13 (2) Discrepancy-weighted Sampling:
14 foreach element (i, j) do

1, lf] S Pi7
15 Wi5 = 1 1
- — g , ifj ¢ P;.
rankgf ) ) rankg) )

// P; is the positive samples for query i

16 foreach row i do
17 L 71)2']' <—w1;j/2j Wij
18 Ly < Huber_loss(N¢, Ni)

19 Lgp < mean(LN ©® Winask © ﬂ))

20 L < Lsk + Akp - Lxp

During training, to jointly optimize task perfor-
mance and maintain consistency with the student’s
original objective, we combine the distillation loss
with task-specific loss (e.g., triplet_loss). There-
fore, the overall objective is formulated as:

L= Ltask+>\KD 'LKD7 (5)

where L, is the task-specific loss for the student
model, Lkp is the knowledge distillation loss, and
AKD is a tunable hyperparameter that balances the
two terms.

4 Evaluation

To comprehensively evaluate the effectiveness of
BinSKD, we design a series of experiments from
multiple perspectives. To assess the general en-
hancements delivered by BinSKD across a range
of cutting-edge DNN-based BCSD methods, we
evaluate its performance on similar function de-
tection (§4.1). We also conduct ablation studies

to verify the contributions of our tailored design
(§4.2). Furthermore, to demonstrate the efficiency
of BinSKD, we measure its time cost, including
both training and inference overhead (§4.3). To
investigate whether BinSKD effectively transfers
high-level program semantic knowledge, we pro-
vide representation visualizations (§4.4). Finally,
to validate its robustness in real-world scenarios,
we evaluate BinSKD on a downstream vulnerable
function search task (§4.5).

Implementation Details. To evaluate the gener-
ality of BinSKD across different DNN architec-
tures, the student cover a diverse set of DNN-
based models, including GNN-, RNN-, CNN-,
and Transformer-based models. For the teacher
model, we select the LLM-based BCSD method
CLAP (Wang et al., 2024a), as it is one of the most
representative LL.M-based methods, and its pub-
licly available training datasets allow us to ensure
that evaluation is free from potential data leakage.
Finally, to ensure optimal performance of BinSKD,
the hyperparameter Agp is selected via grid search.
For detailed descriptions of the datasets and further
explanations of the baseline methods, please refer
to Appendix B.

4.1 Similar Function Detection

In real-world binary code search tasks, the size of
the function pool is often much larger than the pool
size of the experiments (Wang et al., 2025). To eval-
uate the impact of increasing pool size on BinSKD,
we set the pool sizes to 2, 16, 32, 128, 512, 1024,
2048, 4096, and 8192. As shown in Fig. 3, the Re-
call@1 of all baselines decline notably as the pool
size increases, reflecting the growing difficulty of
similar function detection in larger candidate sets.
Encouragingly, BinSKD demonstrates stable per-
formance, with its improvements becoming more
pronounced as the pool size grows. Specifically,
HermesSim, SAFE, jTrans, and BinaryAl achieve
Recall@1 improvements of 14.5%, 39.3%, 40.7%,
and 91.2%, when the pool size reaches 8192. No-
tably, after being enhanced by BinSKD, Hermes-
Sim achieves a Recall@1 of 0.750, which even
surpasses that of the teacher model CLAP 0.744.
To further evaluate the effectiveness of BinSKD
across settings with varying levels of difficulty,
we perform evaluations under six different com-
binations of optimization levels (as shown in Ta-
ble 1). Overall, BinSKD consistently improves
DNN-based BCSD methods across all settings. For
example, in the harder setting (e.g., O0 vs. O3),
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Table 1: Comparison of different methods under per-pair optimization setting. (Pool size = 8§192)

Method MRR Recall@1

00,01 00,02 00,03 01,02 01,03 0203 | 00,01 00,02 00,03 01,02 01,03 0203
HermesSim 0.676  0.648 0.559 0.880 0.813 0.810 | 0.600 0579 0489 0.841 0.771 0.767
HermesSim + BinSKD | 0.817 0.784 0.691 0.892 0.819 0815 | 0.761 0.733 0.633 0.859 0.776  0.771
SAFE 0.099 0.067 0.061 0521 0396 0.679 | 0.052 0.028 0.025 0.442 0.324 0.653
SAFE + BinSKD 0.185 0.147 0.121 0.734 0.584 0.814 | 0.104 0.081 0.066 0.672 0.525  0.787
jTrans 0.102 0.087 0.081 0.753 0.661 0.812 | 0.043 0.039 0.031 0.678 0.592 0.786
jTrans + BinSKD 0494 0414 0360 0.810 0.699 0.822 | 0.302 0.292 0243 0.746 0.624  0.794
BinaryAl 0.036  0.031 0.028 0.194 0.141 0.543 | 0.015 0.014 0.012 0.120 0.086  0.498
BinaryAl + BinSKD 0.088 0.071  0.061 0491 0342  0.629 | 0.045 0.033 0.024 0399 0.272  0.597
CLAP 0805 0.777 0.688 0.872 0.776 0.867 | 0.748 0.722  0.627 0.843  0.730  0.838

HermesSim’s MRR and Recall@1 improved by
23.6% and 29.4%, respectively. In the easier setting
(e.g., O2 vs. O3), the improvements were smaller,
with MRR and Recall @1 increasing by 0.617% and
0.522%, as the baseline metrics were already high.
These results demonstrate that BinSKD remains
robustness, especially in hard settings.

1.0

0.9

0.8

o
o

Recall@l
o
w

—— CLAP
= jTrans

0.31 =~ jTrans+BinSKD
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0.2 SAFE+BinSKD
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= BinaryAl
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6 7 8 9 10 11 12 13
logz(Pool Size)

Figure 3: Recall@1 on different pool sizes under the
cross-optimization (XO) setting. (Poolsize = 8192)

4.2 Ablation Study

To isolate the effect of BinSKD, we first compare
against regularization strategy (Lin et al., 2017).
The results show that regularization strategy has a
limited effect, with only a 2.8% improvement in
MRR, which is much smaller than 11.0% achieved
with BinSKD (as shown in Table 2). Furthermore,
to fairly demonstrate the contribution of each com-
ponent to BinSKD, we conducted ablation exper-
iments on the individual components under com-
parable distillation-loss scaling. First, applying
relation knowledge distillation (RKD) (Park et al.,
2019) to HermesSim results in an MRR of only

0.069, significantly lower than its baseline perfor-
mance of 0.716. This disparity underscores the
limitations of directly applying RKD to the BCSD
domain, where incorrect teacher guidance can dis-
rupt the student model’s well-learned parameters,
leading to performance degradation. In contrast, se-
lective distillation plays a critical role in enhancing
model performance. Specifically, after incorpo-
rating selective distillation, the MRR increases to
0.707, while discrepancy-weighted sampling im-
proves it to 0.301. However, these two components
are indispensable, only when they work together
can BinSKD effectively transfer valuable semantic
knowledge, further boosting the MRR to 0.795.

Table 2: Ablation study with different strategies.
RS = Regularization Strategy (focal loss), DwS =
Discrepancy-weighted Sampling, SD = Selective Distil-
lation. (Pool size = 8192)

Method MRR Recall@l Recall@5 Recall@10
HermesSim 0.716 0.655 0.783 0.836
HermesSim + RS 0.736 0.683 0.803 0.847
HermesSim + BinSKD 0.795 0.750 0.847 0.882
HermesSim + RKD 0.069 0.055 0.080 0.095
HermesSim + RKD + DwS  0.301 0.242 0.361 0.436
HermesSim + RKD + SD 0.707 0.634 0.735 0.796

Furthermore, to enable a controlled and quan-
titative evaluation of the relationship between
teacher quality and student improvement, we delib-
erately degraded CLAP by introducing Gaussian
Noise (Morris et al., 2023; Chen et al., 2024), rather
than using other models. This controlled setting
allows us to directly examine whether the student
can selectively benefit from reliable teacher sig-
nals while remaining robust to noisy or misleading
supervision. Given a teacher embedding ¢,, we
generate a noisy version as

tgoisy — tCL’ + - €, 6NN(071)7 (6)
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Figure 4: 2D t-SNE visualization of embedding vectors from different methods.

where higher « values correspond to greater degra-
dation of the teacher model. As shown in Table 3,
we found that the MRR of HermesSim with weaken
teachers decreased by 5.53%, 8.43%, and 10.7%, as
the « increased. The positive correlation confirms
that the improvement of student model is attributed
to semantic knowledge transfer from the teacher.

Table 3: Impact of teacher quality on student model
performance. GN = Gaussian Noise. (Pool size = 8§192)

Student Teacher MRR Recall@l Recall@5 Recall@10
CLAP 0.795 0.750 0.847 0.882
. CLAP + GN (o = 0.05)  0.751 0.697 0.821 0.867
HermesSim
CLAP+GN (o =0.1) 0.728 0.672 0.803 0.850
CLAP+GN (a=0.2) 0.710 0.648 0.793 0.841

4.3 Time Efficiency

To demonstrate the efficiency of BinSKD, we se-
lected HermesSim as the representative model, as
it achieves the best performance among all base-
lines and attains accuracy comparable to the teacher
model after enhancement. Table 4 reports the train-
ing time per epoch. The knowledge distillation
introduced by BinSKD amounting to merely 1/3
of the student training cost.

Table 4: Training time per epoch (batch size = 80) across
different stages.

Method Student Training Knowledge Distillation
HermesSim 144s -
HermesSim+BinSKD 144s 51.6s

For inference, Table 5 shows that BinSKD
enhances HermesSim while remaining highly
lightweight, representing 290x fewer parameters
and 107 x faster inference than CLAP. Since Bin-

SKD introduces no additional network layers and
does not rely on auxiliary networks with indepen-
dent parameters, it consistently improves the accu-
racy of DNN-based methods while preserving their
lightweight nature and low inference time.

Table 5: Inference time for 1,000,000 functions and
model parameter counts. h = hours, s = seconds.

Method Inferring Time Parameters
CLAP 5.51h 112M
HermesSim 185s 388K
HermesSim+BinSKD 185s 388K

4.4 Representation Visualization

To investigate whether BinSKD successfully trans-
fers high-level program semantic knowledge to
DNN-based BCSD methods, we perform intrin-
sic evaluations to analyze how the assembly code
is represented. For this experiment, we consider
six distinct functionality categories and manu-
ally select 1,000 binary functions from real-world
software that represent each of these functional-
ities. To visualize the results, we employ the t-
SNE (van der Maaten and Hinton, 2008) algorithm
to map high-dimensional function embeddings onto
a two-dimensional space. By effectively transform-
ing complex data into a more interpretable form,
t-SNE provides an intuitive illustration of the re-
lationships among functions and thus reflects the
quality of the embeddings.

As shown in Fig. 4, the visualizations reveal that
the embeddings produced by jTrans and SAFE dis-
play a highly disordered pattern. This trend is con-
sistent across both methods, indicating that their
embeddings lack high-level program semantics. On
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Table 6: Result of different methods on vulnerability search (A denotes improvement after BinSKD).

CVE Function SAFE HermesSim jTrans BinaryAl
AMRR ABugs AMRR ABugs AMRR ABugs AMRR ABugs
2025-21856  device_add 0.039—0.062 2—3  0.088—0.122 8—10 0.116—0.148 4—14 0.050—0.156 3—15
2024-1086  nf_hook_slow 0.085—0.139 4—11 0.151—0.158 14—15 0.150—0.150 11—11 0.018—0.016 1—6
2024-56631 sg_release 0.104—0.141 4—8 0.089—0.114 5—-7  0.125—0.157 10—15 0.043—0.091 1-3
2022-3565  del_timer 0.046—0.067 1—=7 0.121—=0.129 5—=8  0.097—0.149 5—12 0.001—0.022 0—1
2017-16939  xfrm_user_rcv_msg 0.125—0.139  8—12  0.159—0.159 15—15 0.137—0.153 13—15 0.034—0.098 15
2017-18270 keyring_search_aux 0.017—0.170 2—8 0.177—0.191 12—15 0.140—0.141 11—11 0.001—0.033 0—5
2016-5195  madvise 0.081—0.145 5—12 0.156—0.154 14—13 0.130—0.159 9—15 0.006—0.065 2—5
2014-4014  generic_permission 0.082—0.085 4—9  0.133—0.136 13—15 0.058—0.083 2—5 0.007—0.081 2—8
2014-9644  crypto_lookup_template 0.120—0.168 11—11 0.030—0.156 4—15 0.056—0.064 9—12 0.085—0.091 35
2014-9870  copy_thread 0.114—0.044 59  0.145—0.152 12—14 0.136—0.159 11—15 0.034—0.072 15

The numbers shown before and after the "—" indicate the metrics before and after applying BinSKD.

the other hand, when BinSKD is applied to transfer
semantic knowledge from CLAP to the DNN-based
BCSD methods, the outputs of the enhanced meth-
ods align more closely within the same vector space
based on their functionality, resulting in similar
distribution patterns. This observation highlights
the role of BinSKD in transferring high-level pro-
gram semantic knowledge to DNN-based BCSD
methods, thereby universally enhancing their per-
formance.

4.5 Vulnerability Search

To examine the robustness and practical effective-
ness of BinSKD, we evaluate its impact on real-
world vulnerability search performance. To facili-
tate a realistic and comprehensive evaluation, we
selected 16 vmlinux binaries across different ver-
sions and compilation settings as an application
dataset. From these, we focus on 10 highly ex-
ploitable vulnerable functions. These include the
critical CVE-2024-1086, which allows remote at-
tackers to bypass network packet filtering via the
nf_hook_slow function, the notorious CVE-2016-
5195, known as the “Dirty COW” vulnerability,
which enables local privilege escalation through
a race condition in the madvise system call, and
CVE-2022-3565, which can cause system insta-
bility or denial-of-service due to improper timer
handling in the del_timer function.

It’s important to note that the purpose of our
experiments is not to conduct large-scale vulner-
ability search, but rather to evaluate the effective-
ness of BinSKD in enhancing downstream tasks
in real-world scenarios. For each query function,
we identify the ground truth by performing simi-
larity searches and manually examining the top 50

retrievals from all methods, in line with the com-
mon practice in the field (Wang et al., 2024b). As
shown in Table 6, we report the number of vul-
nerable functions within the top 50 retrievals and
their corresponding MRR. The results indicate that
BinSKD markedly enhances both the number of
identified vulnerable functions and the ranking of
function matches. This improvement dramatically
reduces the manual effort required for vulnerability
analysis. For example, in the case of CVE-2016-
5195, SAFE initially identifies only 5 vulnerable
functions that correctly pinpointed the vulnerability.
However, after applying BinSKD, 12 vulnerable
functions are successfully identified. This demon-
strates BinSKD’s ability to substantially improve
the vulnerability search performance of various
DNN-based BCSD methods.

5 Related Work

In the field of BCSD, numerous studies have fo-
cused on improving model performance (Yang
et al., 2023a; Xu et al., 2023a; Wang et al., 2023,
2025). These methods can be categorized into two
major types: (1) whether they are general-purpose
methods, and (2) whether they involve extra time
overhead after the embedding generation phase.
We have summarized the characteristics of these
methods in Table 7.

Specialized vs. General Methods. Some works
are tailored to specific DNN-based BCSD models
or architectures. For example, Asteria-Pro extends
Asteria (Yang et al., 2021) by leveraging specific
TreeLSTM-based representations, while DIEMPH
focuses on Transformer-based methods. In contrast,
general-purpose methods aim to improve a wide
range of BCSD models. BinUSE employs under-
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constrained symbolic execution to eliminate false
positives during equivalence checking, and BinEn-
hance constructs an enhanced embedding graph
using inter-function relations to augment original
baseline embeddings.

Extra vs. Non-extra Overhead Methods.
Some methods improve BCSD performance at the
cost of additional time overhead, either by enhanc-
ing original generated embeddings or by rerank-
ing candidate functions during retrieval. For in-
stance, BinEnhance introduces extra computation
to transform original embeddings into improved
ones. BinUSE incurs overhead from symbolic exe-
cution, and Asteria-Pro leverages call relationships
between query and candidate functions. Both meth-
ods reorder the results through additional overhead.
In contrast, non-extra overhead methods focus on
improving the intrinsic capability of the model it-
self. DIEMPH enhances data quality to better suit
Transformer-based methods, while BinSKD im-
proves model performance via selective knowledge
distillation.

Overall, BinSKD represents a fundamentally dif-
ferent enhancement paradigm. Unlike existing
methods, which add post-hoc reranking or em-
bedding refinement, BinSKD directly enhances
the model, avoiding extra inference and rerank-
ing costs. BinSKD is complementary and can be
combined with these enhancement methods.

Table 7: Comparison of BCSD enhancement methods.

Method General Non-extra overhead

Asteria-Pro (Yang et al., 2023a) X
DIEMPH (Xu et al., 2023a) X
BinUSE (Wang et al., 2023) v
BinEnhance (Wang et al., 2025) v

v

R SR SR N

BinSKD

6 Conclusion

In this paper, we point out a key limitation of ex-
isting DNN-based BCSD methods: the insufficient
capability to capture high-level program seman-
tics. Although LLM-based BCSD methods can ad-
dress this issue, they are hindered by the high num-
ber of model parameters and substantial inference
costs, making them less practical in large-scale
binary analysis. To overcome these limitations,
this paper proposes BinSKD, a selective knowl-
edge distillation method. BinSKD effectively trans-

fers semantic knowledge from LLM-based BCSD
methods to enhance the accuracy of DNN-based
BCSD methods, while maintaining their efficiency.
Comprehensive experiments show that BinSKD
consistently improves the performance of various
cutting-edge DNN-based BCSD methods. These
results demonstrate that our method makes BCSD
more effective in real-world tasks such as vulnera-
bility search. We believe our work offers a practical
direction for advancing BCSD research.

Limitations

Our study focuses on the cross-optimization sce-
nario because the teacher model we employed sup-
ports only the x64 architecture. If the teacher model
were capable of handling cross-architecture set-
tings, BinSKD would naturally transfer improve-
ments to those scenarios as well. In short, BinSKD
is not designed for any specific scenario but instead
provides a general enhancement framework.

A future direction to overcome the limitation of
scenario is to incorporate multiple teachers trained
on diverse compiler architectures and feature repre-
sentations. Since different teacher models capture
complementary aspects of feature learning, dynam-
ically weighting their contributions according to
their respective strength could provide richer and
more reliable knowledge.

Ethical Considerations

BCSD techniques can be applied for both defen-
sive and offensive purposes. Although they may
potentially be misused, for instance to facilitate
vulnerability exploitation, this work is conducted
with the objective of advancing scientific research.
We believe that exposing vulnerabilities is a funda-
mental step for software security. Accordingly, we
introduce a new BCSD enhancement technique to
improve the vulnerability detection performance.
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A Motivation Case

To provide a concrete illustration of the sensitivity
of low-level features to compilation settings, we
present a real-world motivating example based on
the function COVER_strict_cmp. Figure 5 shows
the linear representation, control flow graph (CFG),
and data flow graph (DFG) of the function com-
piled with optimization levels O0 and O2. Al-
though the two binaries are semantically equivalent,
their low-level representations differ substantially
across compilation settings. Specifically, compiler
optimizations such as instruction reordering, dead-
code elimination, and register allocation signifi-
cantly alter the instruction sequences as well as
the corresponding control- and data-flow structures.
Such discrepancies pose challenges for DNN-based
BCSD methods that rely heavily on these features.
In this case, the DNN-based BCSD method Her-
mesSim fails to correctly match the two semanti-
cally identical functions, resulting in a false neg-
ative. This example highlights that, despite their
efficiency, DNN-based BCSD methods can be mis-
led by compilation-induced variations, motivating
the need for high-level semantics.

B Implementation Details

B.1 Evaluation Setup

All the experiments are run on a Linux server run-
ning Ubuntu 20.04.6 equipped with an Intel(R)
Xeon(R) Platinum 8468 processor, 1TB of RAM,
and Nvidia A100 GPUs. To ensure fairness and
statistical significance, each metric value is the av-
erage of 3,000 random function queries.

Basic dataset. We use the basic dataset, con-
sisting of 26 open-source projects and a total of
404,427 functions, in §4.1 to §4.4, except for the
inference time in §4.3, which is evaluated using
the application dataset. These projects cover a
diverse range of utilities, data-processing tools,
and operating-system support software, including
widely used packages such as OpenSSL, BusyBox,
and zstd. All programs are compiled for the x64 ar-
chitecture using GCC with four standard optimiza-
tion levels (O0-03). We divide the basic datasets
at the project level into training, validation, and
testing sets, with an ratio of 7:1:2. To ensure no
potential data leakage, duplicate functions are man-
ually removed.

Application dataset. To evaluate the practi-
cal utility of BinSKD in real-world vulnerabil-
ity search task §4.5, we construct an application

dataset. This dataset includes four different kernel
versions, each compiled with four optimization lev-
els on the GCC x64 architecture, resulting in 16 dis-
tinct vmlinux binary files and a total of 1,021,892
functions. As the core of the Linux operating sys-
tem, vmlinux plays a critical role in real-world
production environments, powering a wide range
of devices and services. Due to its complexity
and widespread deployment, vmlinux is prone to
vulnerabilities, making accurate and efficient vul-
nerability search essential in practice. It should be
emphasized that this dataset is used to evaluate Bin-
SKD’s capability in locating vulnerable functions,
rather than to conduct a comprehensive vulnerabil-
ity search analysis.

B.2 Application Scope

Teacher Model. To serve as the teacher model, we
adopt an LLM-based BCSD method CLAP (Wang
et al., 2024a) that significantly surpasses traditional
DNN-based BCSD methods.

* CLAP (Wang et al., 2024a). CLAP employs
natural language supervision to align binary
code (i.e., assembly code) with their seman-
tic explanations from LLM. By doing so, it
captures high-level program semantics. In our
experiments, we produce embeddings using
CLAP’s official implementation.>

Student Models. To validate the generality and
robustness of BinSKD, we apply it to four cutting-
edge DNN-based BCSD methods built upon dif-
ferent models. They have been shown to suffer
from limited accuracy due to their choice of coarse-
grained features and are expected to be improved.

e HermesSim (He et al., 2024). It uses a GNN
architecture with a novel semantics-oriented
graph (SOG) of binary code. We generate
embeddings following its official codebase.’

 SAFE (Massarelli et al., 2019). It uses an
RNN architecture with attention mechanisms
to derive embeddings directly from disassem-
bled binary code. The embeddings used here
are generated based on the official repository.*

e jTrans (Wang et al., 2022). It uses a
Transformer-based model to capture control-

Zhttps://github.com/Hustcw/CLAP
3https://github.com/NSSL-SITU/HermesSim
*https://github.com/gadiluna/SAFE
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push rbp
mov  rbp, rsp

mov  [rbp+var_18], rdi
mov  [rbp+var_20], rsi
mov  rax, <GLOBAL_VAR>

push rop
push  rbx
mov  rbp, i

1

2

3

2| sub rsp, 20n

5

6

H

8 :
mov  rbx, rsi

mov  rdx, [rbp+var_20]

o | mov rex, [rbp+var_1s]
10| mov rsi, rex

rsp, 8
mov  rax, <GLOBAL_VAR:
mov esi, [rsi
9 | mov rdi [rax]
10 | mov  edx, [rax+40h]
. 11| mov  eax, [rbp+0]
1oLz 12| add  rsi, rdi

add  rdi, rex
call  <CALL_EXTERNAL>
test  eax, eax
jnz L2

., OFFFFFFFFh L2
HE cmp  rbp, rbx

11| mov  rdi, rax
<CALL_EXTERNAL>
13| mov  [rbp=var_4], eax
14| cmp  [rbp+var_a], 0

Ls

mov  rax, [rbp+var_18]
amp  rax, [rbp+var_20]

sbb  eax, eax
o eax, 1

24| b

add  rsp, 8
pop  rbx
pop  rbp
retn

26| mov  [rbp+var_d], eax 23
6:

mov  eax, [rbp+var_4] 25
leave
retn

30

Linear Representation

CFG

Subgraph of DFG

Figure 5: Linear representation, CFG, and DFG of the real-world function COVER_strict_cmp compiled with O0
(left) and O2 (right). The red graph highlights a subgraph of the DFG. Each node corresponds to an instruction in
the function. Node numbers indicate the position of each instruction in the linear representation.

flow within binary code. Embeddings are gen-
erated using its official codebase.’

* BinaryAl (Yu et al., 2020). It applies a CNN
to the CFG adjacency matrix for embedding
generation, and uses BERT for token- and
block-level pre-training. Since the original
implementation is not publicly available, we
reimplemented the embedding process based
on the configurations described in the paper.

These selections do not imply that our
teacher—student configuration is fixed. Owing to
the relational representation learned by BinSKD,
the proposed framework can seamlessly adapt to
a wide range of BCSD methods built upon differ-
ent neural network architectures. This adaptabil-
ity enables BinSKD to deliver consistent and cost-
effective enhancement across diverse methods.

B.3 Configuration of Hyperparameter

As outlined in the section 3, the distillation loss
Lxp is integrated with the task-specific loss func-
tion L,gk. The two losses are balanced by a tunable
hyperparameter Axp, which controls the relative
contribution of the teacher.

In practice, determining the optimal value of
Akp requires empirical tuning and validation across
datasets to achieve proper weighting. To investigate
the sensitivity of A\gp, we varied Agp in increments
of 0.2 within the range [0, 15] and plotted the cor-
responding results (as shown in Fig. 6). Notably,
with increasing Agp, the model’s MRR initially
rises sharply, then drops slightly, and eventually
converges to a stable value that remains noticeably

Shttps://github.com/vul337/jTrans/tree/main

higher than the performance without the distilla-
tion loss (i.e., at Axp = 0). This behavior reflects
the fact that, at very large \gp, the student model
depends almost on the soft labels provided by the
teacher model, which typically carry richer infor-
mation compared to the original hard labels. This
is because hard labels merely indicate binary rela-
tionships—positive or negative—while soft labels
capture the teacher model’s more nuanced assess-
ment of sample similarity. Owing to this conver-
gence property, the tuning of Akp is rather broad.
Even with relatively large values, the performance
degradation remains minimal, indicating that Bin-
SKD incurs limited computational overhead for
hyperparameter.

0.64
0.62
0.60

£
< 0.58

0.54

0.52

01 2 3 4 5 6 7 8 9 1011 12 13 14 15
Akp

Figure 6: MRR changes w.r.t. different Axp using the
BinSKD to boost the performance of BinaryAl. The
optimal result is achieved when Axp = 8.8.
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