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Abstract

The increasing use of video data in training
multimodal large language models (MLLMs)
raises significant concerns on privacy leak-
age and copyright violations, highlighting the
need for detecting improperly used training
videos through membership inference attacks
(MIAs). Most existing video MIA methods
assess model memorization of key semantic
concepts within a video (e.g., the name of a
well-known movie character). However, such
concepts usually appear repeatedly throughout
the training corpus, and memorization of them
does not constitute reliable evidence that a spe-
cific video was used during training. Besides,
while some methods mitigate this limitation by
capturing relationships between frames, they
require a model logit-accessible setting and
are impractical in realistic black-box scenar-
ios. To address these challenges, we propose a
black-box MIA framework, named VideoMIA,
that can provide reliable evidence of specific
video data usage for training MLLMs. The
key of our method is to leverage temporal de-
pendencies across video frames to evaluate the
model’s memorization of sequential dynamics
within the video data, which cannot be inferred
solely from general world knowledge or in-
dividual image data. The results across ten
MLLMs and four benchmarks demonstrate that
our method consistently achieves superior per-
formance over all baselines in black-box eval-
uation settings. Code is available in https:
//github.com/jinruiwang258/VideoMIA.

1 Introduction

Video data has become a critical resource for train-
ing multimodal large language models (MLLMs)
(Liu et al., 2023; Achiam et al., 2023; Chen et al.,
2024; Liu et al., 2024; Wang et al., 2024a,b; Zhang
et al., 2025). However, its widespread use also
raises significant concerns regarding the unautho-
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Figure 1: MIA methods for video data. (A) Methods
that focus on semantic concepts from individual frames,
leading to unreliable assessments. (B) Gray-box MIA
methods, which assume feature access and is therefore
inapplicable in black-box scenarios.

rized utilization of privacy-sensitive and copy-
righted content (Duan et al., 2024). In this context,
membership inference attacks (MIAs) offer a prin-
cipled methodology for identifying potential data
inclusion of MLLMs (Hu et al., 2022; Golchin and
Surdeanu, 2024; Oren et al., 2024). Existing MIA
methods for MLLMs are primarily developed for
image data, typically relying on the model confi-
dence on target images. While these methods can,
in principle, be extended to video data by applying
them to individual frames, memorization of iso-
lated frames cannot serve as reliable evidence that
the model was trained on the entire video. This is
because the model may have been exposed to only
a subset of similar or extracted frames during train-
ing, rather than the full temporal sequence, leading
to false indications of video-level membership.

Some recent studies have attempted to adapt
MIAs to video data by examining the model mem-
orization of key semantic concepts within videos.
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For instance, DIS-CO (Duarte et al., 2025) prompts
the model to identify the title of a movie based
on selected frames, classifying videos with correct
model responses as membership samples. However,
such semantic concepts usually appear broadly
across the image or text corpora used to train
MLLMs, thereby reducing the reliability of us-
ing concept-level memorization as an indicator of
video-level training inclusion. As illustrated in
Figure 1(A), a model can correctly recognize a
movie title given a frame from the corresponding
film, leading DIS-CO to confidently classify the
video as a member of the training set. In reality,
the model’s correct response may originate from
related information contained in its pre-training
corpus (e.g., Wikipedia articles), which can lead to
ambiguous or spurious attributions of model mem-
orization that are unrelated to actual training expo-
sure to the video. Besides, to address this limita-
tion, Vid-SME (Li et al., 2025), a gray-box MIA for
video data (Figure 1(B)), leverages Sharma-Mittal
entropy (Esteban and Morales, 1995) to quantify
the model’s confidence across consecutive video
frames. Nonetheless, most commercial MLLMs
are fully closed-source, providing no access to the
intermediate inference features these methods re-
quire, thereby rendering these gray-box methods
impractical in real-world scenarios.

In this paper, we propose a temporal-aware
black-box membership inference framework
(VideoMIA), that leverages the intrinsic sequen-
tial dependencies within videos to more reliably
ascertain their inclusion in model training. The cen-
tral idea is to construct temporal visual reasoning
tasks that can be correctly solved only by memoriz-
ing inter-frame temporal relationships, rather than
relying on general world knowledge or isolated
frame cues. Based on this principle, we design two
temporal reasoning tasks with increasing tempo-
ral complexity. Given several contextual frames,
the model is first required to identify the most re-
cent frame from multiple candidates. Besides, the
model is provided with preceding frames and asked
to reorder a set of shuffled subsequent frames ac-
cording to their original temporal order. Videos that
yield consistently high success rates on these tasks
are then identified as potential training members of
the target MLLM. Moreover, our method forms a
generalizable framework that can be extended with
additional temporal reasoning tasks over suspected
video data, further strengthening the effectiveness
of membership inference attacks.

Prior work relies on a single film-based bench-
mark for video-level membership inference attacks.
However, membership detection on this dataset can
be achieved through concept-level memorization
alone, which limits its ability to support compre-
hensive and reliable evaluation. To address this lim-
itation, we construct three new benchmark datasets.
The first two are derived from open-source video
LLMs with clearly documented training corpora.
The third, YoutubeTection, is built from YouTube
video data and enables broader assessment of MIAs
against closed-source multimodal LLMs. Based on
the four benchmark datasets, we evaluate Video-
MIA and other baselines on ten MLLMs. Results
show that existing video MIA methods degrade
to near-random performance under our YouTube-
Tection, whereas our method achieves significant
and consistent improvements in detection accuracy
across different models. Further analysis also val-
idates the robustness of the proposed framework.
Our work makes the following contributions:
(1) To the best of our knowledge, we are the first to
reveal the vulnerability of existing image-based MI
attacks when applied to video data, and to exploit
frame temporal dependencies for reliable detection.
(2) We propose a temporal-aware black-box MI
framework capable of identifying training videos
solely based on model textual outputs.
(3) We release three new benchmarks and demon-
strate through extensive experiments that our
method consistently outperforms strong baselines
across diverse settings.

2 Related Work

2.1 Image Membership Inference Attacks

Membership inference attacks (Shokri et al., 2017;
Long et al., 2018; Song et al., 2019; Song and Mit-
tal, 2021; Carlini et al., 2022; Li et al., 2024b,b,a;
Zarifzadeh et al., 2024; Kokhlikyan et al., 2024;
Wang et al., 2025; Li et al., 2025) aim to deter-
mine whether a data instance was used to train a
model. Recent works on image MIAs for MLLMs
mostly focus on assessing the model’s overcon-
fidence on specific data to determine whether it
was included in the training set (Kokhlikyan et al.,
2024; Jayaraman et al., 2024; Pinto et al., 2024; Li
et al., 2024b; Duarte et al., 2025; Li et al., 2025;
Hu et al., 2025). For example, previous research
(Li et al., 2024b) introduced the MaxRényi-K%
metric, which enables image membership infer-
ence by analyzing the output logits correspond-
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ing to the model’s image-specific segments. How-
ever, directly applying these image-based methods
to videos is insufficient, as they can only reveal
whether individual frames have been seen during
training, rather than the entire video.

2.2 Video Membership Inference Attacks

Compared with studies on image data, member-
ship inference attacks on videos remain an un-
derexplored challenge. Most existing approaches
are built upon techniques originally developed for
text or image MIAs, relying on memory of coarse-
grained concepts to perform membership inference
(Li et al., 2024b; Duarte et al., 2025; Li et al., 2025).
For example, DIS-CO (Duarte et al., 2025) detects
copyrighted movie content by querying the models
with specific frames from targeted videos and ana-
lyzing their free-form text responses. Nevertheless,
the frame-static methods are inherently unreliable,
as models may answer the question correctly by
relying on general knowledge acquired from other
textual or visual training corpora. As a result, re-
lying on coarse-grained concepts alone provides
an unreliable assessment of a video’s inclusion in
the training set. Vid-SME (Li et al., 2025) derives
membership scores for video MIA by computing
the Sharma-Mittal entropy (Esteban and Morales,
1995) of the model’s output logits. However, a key
challenge of these grey-box approaches is their re-
liance on access to token probability distributions,
restricting their applicability to black-box models
such as Gemini (Team et al., 2024). In this paper,
we leverage fine-grained sequential dependencies
within videos to perform reliable membership in-
ference through model-generated text, which is
practical in real-world black-box settings.

3 Method

3.1 Problem Setting

A video frame sequence is denoted as F1:T , where
T represents the number of frames. Given an
MLLM, the goal of the attacker is to determine
whether a video was used during the model train-
ing. We assume a black-box scenario in which the
adversary can query the MLLM using the video
frames F1:T and instruction context Xins, and is
only allowed to access the model-generated text.

3.2 Motivation for Overall Framework

The core idea underlying existing Video MIA meth-
ods is to examine the model memorization of se-

mantic concepts within videos. However, as dis-
cussed in the introduction, these approaches face
significant challenges as semantic concepts usually
appear broadly across the image or text corpora
used to train MLLMs, thereby reducing the reliabil-
ity of using concept-level memorization as an indi-
cator of video-level training inclusion. For current
MLLMs applied to video understanding, includ-
ing LLaVA-NeXT-Video (Zhang et al., 2025), the
training tasks are designed to understand the tem-
poral dynamics of input video frames. Specifically,
the model takes densely sampled video frames as
input, forming a sequence of frame embeddings
v1:T that preserve the continuous and temporal evo-
lution of scenes and events. Then, the model gen-
erates fine-grained natural language outputs (e.g.,
descriptions or answers) for the video clip, describ-
ing the sequence of events over time or providing
answers to temporal reasoning questions. The train-
ing objective is to maximize the likelihood of each
target text token conditioned on both the video em-
beddings and preceding text tokens:

L = −
M∑

m=1

log p(xm | v1:T , x<m), (1)

where xm denotes a text token. This objective
encourages the model to leverage inter-frame infor-
mation for video comprehension.

Building on the video understanding training
paradigms of target models, we exploit the intrin-
sic sequential dependencies within videos to per-
form membership inference on video data. To this
end, we propose a framework named VideoMIA
that incorporates temporal reasoning tasks (Fig-
ure 2). The first task is Nearest-Frame Identifica-
tion (FrameIdentify), which asks the model to iden-
tify the earliest frame among multiple candidates.
The second is Temporal Frame Ranking (Tem-
pRank), which requires the model to reorder shuf-
fled frames into their original temporal sequence.
These tasks represent different levels of temporal
reasoning difficulty, with TempRank being more
challenging than FrameIdentify. This design is mo-
tivated by the observation that MLLMs acquire
varying memory depths during training. For exam-
ple, pretraining results in deeper memory, whereas
instruction fine-tuning yields shallower memory.
Our method establishes a generalizable framework
that can be extended to incorporate additional tem-
poral reasoning tasks. Considering membership
inference, videos with the highest temporal reason-
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Figure 2: VideoMIA is the first membership inference framework for detecting training videos of black-box MLLMs.
It leverages temporal-reasoning tasks across video frames to extract fine-grained and reliable membership signals.

ing success rates are regarded as potential training
members of the target MLLM. Through the frame-
work, we can evaluate a model’s memorization at
the video level, enabling robust black-box MIA.

3.3 Nearest-Frame Identification Task
To assess a model’s behavioral differences on
member and non-member videos, we propose the
Nearest-Frame Identification task, in which the
model is asked to identify the earliest frame among
multiple candidates. To ensure stable evaluation,
we use N test instances per video. For nota-
tional simplicity, we focus on a single instance
in the following description. Specifically, the in-
put test sample is formulated as f ⊕ Xins,and
f = {Fp:p+x−1, C} contains x consecutive context
frames Fp:p+x−1 that start from a uniformly sam-
pled position p, together with n candidate frames
C = {c1, . . . cn}. The number of context frames
x is chosen to balance the difficulty of the task.
Too few context frames render the task overly dif-
ficult, whereas too many make it overly easy. In
both cases, the discriminative performance of MIA
is reduced, as the model’s responses to member
and non-member videos may become indistinguish-
able. The candidate set C consists of n consecutive
frames sampled after a short random gap follow-
ing the context frames. To simulate independently

arriving frames, we employ Poisson sampling to
collect candidate frames, and their order is subse-
quently randomly permuted. Xins is the instruction
that prompts the MLLM to identify the earliest ap-
pearing frame among the candidates. Given each
test sample f ⊕Xins, the model predicts the index
of the earliest frame among the candidates, denoted
as ĵ. For membership inference, we design a step-
wise, exponentially decaying scoring scheme that
assigns higher scores to predictions closer to the
genuine earliest frame. Specifically, we define the
detection score of FrameIdentify as SFI, where
SFI = 2−(j−1) for j < n, and SFI = 0 for j = n,
with j is the ground-truth rank position correspond-
ing to the predicted index ĵ. The SFI score reflects
the model’s memorization of temporal dependen-
cies within the video, serving as evidence for MIA.

3.4 Temporal Frame Ranking Task
Beyond FrameIdentify, we introduce a more chal-
lenging temporal task, Temporal Frame Ranking,
which requires shuffled frames to be reordered to
match their original temporal sequence. The Tem-
poral Frame Ranking Task adopts the same sam-
pling and construction procedure for frame input as
the Nearest-Frame Identification Task. Here, Xins

instructs the MLLM to sort the candidate frames
C in chronological order. Formally, we define the
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time-ordered permutation over C as π. The target
model is required to predict the permutation π for
each test sample. To capture the detection score
for membership inference, let π̂ and π denote the
predicted and ground-truth time-ordered permuta-
tions over the candidate frames, respectively. The
detection score of TempRank STR, is computed as
the pairwise AUC (Hand and Till, 2001) between
the two ranking orders: STR = AUC(π̂, π), where
STR ∈ [0, 1]. The higher values of STR indicate
stronger consistency between the predicted and
ground-truth temporal orders, thereby reflecting a
greater degree of the target model’s memorization
of inter-frame relationships.

3.5 Membership Inference Attack

To ensure stable results, as mentioned earlier, we
perform N sampling rounds per video to construct
test samples. This yields N individual SFI scores
from FrameIdentify, which are then averaged to
obtain the detection score for each video. Simi-
larly, the detection score of TempRank is obtained
by averaging its N computed STR scores. We lin-
early combine the average detection scores from
FrameIdentify and TempRank to obtain a unified
detection score of VideoMIA. A higher score re-
flects stronger video-specific memorization of the
MLLM, providing evidence of data membership.
VideoMIA provides a generalizable framework ca-
pable of incorporating additional temporal reason-
ing tasks to enhance membership inference perfor-
mance. Moreover, our proposed temporal visual
reasoning tasks can serve as modular components
and be integrated with existing image-based MIA
methods, such as MaxkRényi (Li et al., 2024b).
The integration is achieved by combining the de-
tection scores from VideoMIA with those from
image-based MIA methods.

4 Experiment

4.1 VideoMIA Benchmark Construction

Currently, the target video benchmarks available
for conducting MIA on MLLMs are limited, with
MovieTection (Duarte et al., 2025) being the only
one. MovieTection is a question-answering dataset
based on movie frames, where the task is to iden-
tify the movie corresponding to a given frame.
However, MovieTection is relatively unreliable,
despite being used in some studies. This dataset
primarily focuses on semantic concepts in videos
that are largely present in the image or text pre-

training corpora of target models. As a result,
membership inference attacks on MovieTection
may yield unreliable assessments. Therefore, we
construct three benchmarks specifically designed
for video MIA. The first two are constructed for
open-source models, and the third targets closed-
source models. For the benchmarks focusing on
open-source models, namely VideoInstruct/Video-
MME and LLaMA-178 K/Video-MME, construc-
tion is based on publicly available datasets. Specif-
ically, members are sampled from the open train-
ing datasets VideoInstruct-100K (Maaz et al.,
2024) and LLaVA-Video-178K (Zhang et al.,
2025), while non-members are drawn from the
open-source evaluation dataset Video-MME. The
detailed information about these member/non-
member sets is in the Appendix B.

To evaluate closed-source models and probe the
limitations of existing concept memorization meth-
ods, we construct YouTubeTection. YouTubeTec-
tion is built from YouTube videos with explicitly
specified publication dates and excludes commonly
occurring concepts from existing image or text
training datasets, providing a more realistic assess-
ment of video MIA. To enable YouTubeTection to
be used for evaluating current mainstream multi-
modal LLMs, we construct clean and suspected
subsets according to the models’ knowledge cut-
off dates. The specific knowledge cutoff dates for
multimodal models are provided in the Appendix
C. Specifically, videos released in January 2025
or later are considered clean, as they fall outside
the knowledge cutoff dates of the models. Popular
videos released in 2022 or earlier are treated as sus-
pected data, as they are more likely to have been in-
cluded in the training datasets of these models. The
details of YouTubeTection, including resolution
and sampling rate, are provided in the Appendix B.
Currently, YouTubeTection comprises frames from
800 videos, ranging from 5 to 40 minutes in length,
with plans for future expansion.

4.2 Experimental Setup
Datasets and Models. To comprehensively eval-
uate attack performance, we apply VideoMIA to
10 target models, including commercial closed-
source models. Unless otherwise stated, all ex-
periments adopt a default number (n = 4) for
candidate frames. We evaluate our method on
four open-source models: LLaVA-NeXT-Video-
7B (Zhang et al., 2025), LLaVA-NeXT-Video-
34B-hf, MiniCPM-V-200K-Video-Finetune (Yin
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Method LLaVA-7B LLaVA-34B MiniCPM-Finetune LLaVA-Qwen2

AUC TPR@5% AUC TPR@5% AUC TPR@5% AUC TPR@5%

Perplexity 0.5176 0.0280 0.5477 0.0480 0.5144 0.0024 0.5067 0.0078
Max_Prob_Gap 0.5052 0.0386 0.5536 0.0287 0.5473 0.0496 0.5550 0.0489
DIS-CO 0.5039 0.0060 0.5105 0.0330 0.5085 0.0270 0.5129 0.0280
Caption 0.5007 0.0040 0.5062 0.0320 0.5009 0.0370 0.5075 0.0250
MCQA 0.5019 0.0040 0.5067 0.0345 0.5124 0.0240 0.5062 0.0360

Min-K%
K = 0 0.4943 0.0282 0.5543 0.0068 0.5092 0.0164 0.4486 0.0147
K = 10 0.4951 0.0524 0.5564 0.0343 0.5134 0.0164 0.4558 0.0068
K = 100 0.5014 0.0624 0.4687 0.0339 0.5092 0.0147 0.4569 0.0076

ModRényi
α = 0.5 0.5183 0.0468 0.5601 0.0329 0.5392 0.0248 0.5408 0.0048
α = 1.0 0.5164 0.0400 0.5564 0.0387 0.5490 0.0346 0.5018 0.0378
α = 2.0 0.5183 0.0368 0.5612 0.0469 0.5223 0.0567 0.5590 0.0468

MaxRényi
(α = 0.5)

Max_0% 0.4362 0.0342 0.5034 0.0100 0.5127 0.0447 0.5039 0.0080
Max_10% 0.5063 0.0500 0.5167 0.0524 0.4352 0.0524 0.4879 0.0137
Max_100% 0.5063 0.0528 0.5209 0.0457 0.5236 0.0487 0.5462 0.0524

Vid-SME
Min_0% 0.5092 0.0485 0.5283 0.1610 0.4907 0.0635 0.5509 0.0774
Min_5% 0.5447 0.1068 0.5550 0.1148 0.5234 0.1870 0.5794 0.0971
Min_30% 0.5496 0.1047 0.5444 0.0884 0.5550 0.1096 0.5725 0.1088

Ours VideoMIA 0.5608 0.1800 0.5784 0.2000 0.5908 0.2400 0.5903 0.1877
VideoMIA∗ 0.5772 0.2040 0.5875 0.2200 0.5952 0.1674 0.6077 0.2430

Table 1: Performance comparison of different baselines across four open-source models. We report the AUC and the
true positive rate under a false positive rate constrained to at most 5% (TPR@5%). Our method yields statistically
significant improvements over the strongest baselines, with significance levels of p ≤ 0.001, across all settings.

et al., 2026), and LLaVA-Video-7B-Qwen2. For
each model, we use VideoInstruct/Video-MME
or LLaVA-178K/Video-MME as the benchmark,
where members are drawn from the model’s train-
ing set and non-members from its evaluation set.
Furthermore, considering the closed-source mod-
els, we focus on four models: GPT-4o (Hurst et al.,
2024), GPT-4o-Mini, Claude-3.7, Gemini-2.0-flash.
Beyond these MLLMs, we also include Qwen2-
VL-7B (Wang et al., 2024a) and Qwen2.5-VL-32B,
which provide publicly released weights but were
trained on datasets that are not publicly available.
Notably, different models have distinct knowledge
cutoff dates. Accordingly, we filter clean and sus-
pected subsets from MovieTection and YouTube-
Tection based on each target model’s knowledge
cut-off date. As mentioned before, MovieTection
exhibits certain biases, which can allow some meth-
ods to achieve high membership detection accuracy
without truly performing membership inference.

Baselines. We adopt several prior MIAs as
baselines, covering both image-based and video-
based methods. For image-based MIAs, we in-
clude the perplexity (Yeom et al., 2018), and
the Min-K% method (Shi et al., 2024). We
also consider R’enyi-based approaches, including
Max_Prob_Gap, MaxR’enyi-K%, and its modified
variant ModRényi (Li et al., 2024b). These Rényi-
based methods require access to generated token

logits, making them inapplicable to fully closed-
source models, except for GPT-4o, which provides
top-5 token probability distributions. For video-
based MIAs, we include DIS-CO (Duarte et al.,
2025) and Vid-SME (Li et al., 2025). In addi-
tion to the original VideoMIA, we also consider
VideoMIA∗, a setting that integrates VideoMIA
with the image-MIA, MaxRényi-K%.

Evaluation metric. Following the previous
works, we evaluate different MIA methods by their
AUC scores and TPR@5%FPR.

4.3 Main Results

We conduct a comparative analysis of different
methods across four open-source target MLLMs.
As shown in Table 1, the experimental results lead
to two main findings. First, across all evaluated
models, our proposed VideoMIA consistently out-
performs existing MIA approaches in the black-box
setting, with significance levels of p ≤ 0.001. In
particular, even when compared with recent base-
line methods such as Vid-SME, our approach main-
tains clear and stable advantages in both AUC and
TPR@5% metrics, demonstrating superior and ro-
bust effectiveness across different target models.
These results validate that a model’s memoriza-
tion of temporal dependencies provides a reliable
and discriminative signal for determining whether
a video was included in the training data. Sec-
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Method Black-box Video-level MovieTection
GPT-4o GPT-4o-Mini Claude Gemini Qwen-7B Qwen-32B

DIS-CO ✓ ✗ 0.6328 0.6460 0.6326 0.6370 0.6350 0.6005
Captions ✓ ✗ 0.5880 0.6260 0.5898 0.5980 0.5978 0.5880
MCQA ✓ ✗ 0.5560 0.5770 0.6094 0.5425 0.5894 0.5700
Max_Prob_Gap ✗ ✗ 0.5160 0.5074 - - 0.6091 0.5778
MaxRényi_0% ✗ ✗ 0.4892 0.5020 - - 0.6247 0.5550
Vid-SME ✗ ✗ - - - - 0.5194 0.5283
VideoMIA ✓ ✓ 0.6468 0.6071 0.6254 0.5962 0.6068 0.6504
VideoMIA∗ ✓ ✓ 0.6264 0.6129 - - 0.6712 0.6656

Method Black-box Video-level YouTubeTection
GPT-4o GPT-4o-Mini Claude Gemini Qwen-7B Qwen-32B

DIS-CO ✓ ✗ 0.5000 0.5000 0.5000 0.5000 0.5000 0.5000
Captions ✓ ✗ 0.5000 0.5000 0.5000 0.5000 0.5000 0.5000
MCQA ✓ ✗ 0.5000 0.5000 0.5000 0.5000 0.5000 0.5000
Max_Prob_Gap ✗ ✗ 0.5009 0.5218 - - 0.5373 0.5447
MaxRényi_0% ✗ ✗ 0.4718 0.5046 - - 0.5384 0.5060
Vid-SME ✗ ✗ - - - - 0.4969 0.5109
VideoMIA ✓ ✓ 0.6109 0.5938 0.6076 0.5722 0.5996 0.6430
VideoMIA∗ ✓ ✓ 0.6092 0.6088 - - 0.6122 0.6712

Table 2: Performance comparison (AUC) across four closed-source and two open-source models on MovieTection
and YouTubeTection.
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Figure 3: Robustness study. We examine the robustness of VideoMIA under data-processing strategies commonly
used in real-world model training, including resolution degradation and frame downsampling, and evaluate their
impact on the overall detection performance.

ond, we observe that combining VideoMIA with
image-level MIA further improves membership in-
ference performance, achieving the highest AUC
and TPR@5% on nearly all benchmarks. This high-
lights the strong generalization capability of our
approach, demonstrating that it can be effectively
integrated with other MIA methods to further en-
hance overall attack performance.

4.4 Results on Closed-Source Models

The results of closed-source models are shown in
Table 2. For the baseline method DIS-CO, which
is concept-level and performs MIA by measuring
model confidence in answering video titles, its per-
formance on YouTubeTection essentially collapses,
yielding near-random AUC scores around 0.5. This

highlights the poor generalization of this method.
On the challenging benchmark of YouTubeTec-
tion, our method achieves competitive AUC scores
across all models, with our VideoMIA performing
the best. In contrast, the image-level baselines (e.g.,
MaxProbGap and MaxRényi) show limited dis-
criminative capability, underscoring the importance
of temporal dynamics in detecting video member-
ship. These results demonstrate that our temporal-
aware approach remains effective against frontier
closed-source models such as GPT-4o, showing the
practicality of our method in real-world scenarios.

4.5 Robustness Study

To evaluate the robustness of our approach, we
introduce perturbations to simulate common data-
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Figure 4: Ablation study of VideoMIA. We evaluate the effectiveness of the FrameIdentify task and the TempRank
task, under conditions with and without the enhancement of the image-level MIA method (i.e., MaxRényi).

LLaVA-7B LLaVA-34B MiniCPM LLaVA-Qwen2
0.50

0.52

0.54

0.56

0.58

0.60

AU
C

0.528 0.532
0.543

0.567
0.577

0.584

0.571

0.588 0.591

0.569
0.578 0.581

Context=1 Context=3 Context=5

Figure 5: Impact of the frame context quantity x.

processing strategies used in real-world model
training, including resolution degradation and
frame downsampling. The robustness study
on four open-source models is conducted us-
ing the VideoInstruct/Video-MME and LLaVA-
178K/Video-MME benchmarks, while experiments
on four closed-source models and two Qwen mod-
els are performed on Movitection. Details of the
original video resolutions and frame sampling rates
for these benchmarks are included in the Appendix
B. As illustrated in Figure 3, reducing the input res-
olution (from 100% to 64%) leads to only marginal
performance degradation for most models, demon-
strating the robustness of VideoMIA against res-
olution degradation. Meanwhile, under reduced
sampling rates (from 100% to 70%), VideoMIA
remains largely stable, demonstrating strong ro-
bustness to frame downsampling.

4.6 Ablation Study

We conduct ablation experiments on four open-
source MLLMs. The results are summarized in Fig-
ure 4. First, we observe that both of our temporal
probing tasks, FrameIdentify and TempRank, pos-
itively contribute to video membership inference.
Second, for most models, combining the FrameI-
dentify and TempRank tasks further improves AUC
performance. Furthermore, combining VideoMIA
and ImageMIA (MaxRényi) yields the best perfor-
mance across all evaluated models. These results
highlight that VideoMIA is a generalizable frame-
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Figure 6: Impact of the probe trial quantity N .
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Figure 7: Set-level MIA performance. For Qwen-7B
and Qwen-32B, we use the MovieTection Benchmark.

work capable of incorporating multiple temporal
reasoning tasks and image-based methods to fur-
ther enhance membership inference.

4.7 Hyperparameter Analysis

We analyze the impact of the number of test sam-
ples N per video and the number of context frames
x on our method’s performance, as shown in Fig-
ures 5 and 6. For the analysis of the number of con-
text frames x, we fix the number of test samples per
video N to 15. Conversely, for the analysis of N ,
we fix x to 3. Across the four MLLMs, we observe
that VideoMIA exhibits consistent performance
gains with longer context lengths. Meanwhile, as
the number of trials increases, performance gradu-
ally improves and then saturates, suggesting that an
appropriate number of trials is sufficient to achieve
stable and reliable performance.
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Method LLaVA-7B LLaVA-34B MiniCPM LLaVA-Qwen2 Avg
AUC

AUC TPR@5% AUC TPR@5% AUC TPR@5% AUC TPR@5%

VideoMIA 0.5772 0.2040 0.5875 0.2200 0.5952 0.1674 0.6077 0.2430 0.5918
w/ linear decay 0.5780 0.2120 0.5887 0.2230 0.5964 0.2040 0.6083 0.2477 0.5929
w/ Kendall’s τ 0.5677 0.1750 0.5947 0.2277 0.5950 0.1608 0.6108 0.2550 0.5921

Table 3: Performance of VideoMIA with alternative detection score design.

4.8 Membership Inference on Sets

Beyond the proof-of-concept at the sample level,
we emphasize that our method can also serve as the
backbone of a deployable tool for video training
data in LLMs. In real-world scenarios, a data owner
typically seeks to determine whether an unautho-
rized set of videos (rather than a single sample) has
been used for training. We additionally provide set-
level MIA experimental results in Figure 7. In set-
level detection, we aggregate features across multi-
ple samples by computing the average membership
score over a set of K videos. This statistical aggre-
gation effectively amplifies the membership signal,
strengthening the distinction between member and
non-member distributions. Concretely, when ag-
gregating over a set of 100 videos, the separability
becomes near-perfect. This demonstrates that set-
level auditing, arguably the more practical use case,
can achieve highly reliable detection performance.

4.9 Sensitivity Analysis on Weight

For the main results, we use equal weights
(0.5/0.5) to combine the detection scores from
FrameIdentify and TempRank. We conduct a sensi-
tivity analysis by varying the combination weights
between the two detection scores from 0.3/0.7 to
0.7/0.3. The additional experimental results are re-
ported in Figure 8. Across the range of weight con-
figurations, the performance remains stable, with
only minor fluctuations in AUC. This indicates that
our method is not sensitive to the specific choice of
combination weights, and that the detected mem-
bership signal is robust rather than dependent on a
carefully tuned weighting scheme.

4.10 Alternative Detection Scoring

Our primary goal in this work is to introduce a
general framework that leverages temporal mem-
orization as a signal for video-level membership
inference under a strict black-box setting. To val-
idate this idea in a clean and controlled manner,
we intentionally avoid over-optimizing the design
of auxiliary detection scoring. In this setting, we

0.3/0.7 0.4/0.6 0.5/0.5 0.6/0.4 0.7/0.3
Combination Weight

0.57

0.58

0.59

0.60

0.61

AU
C

LLaVA-7B LLaVA-34B MiniCPM LLaVA-Qwen2

Figure 8: Sensitivity analysis on combination weight.

consider alternative detection scoring designs for
VideoMIA, conducting experiments that replace
exponential decay with linear decay, and substi-
tute pairwise AUC with Kendall’s τ as the ranking-
based detection metric. The corresponding results
are reported in Table 3, and they remain consis-
tent with our main findings. Overall, these results
demonstrate that our proposed framework is effec-
tive across different score designs, confirming the
robustness of our approach. Moreover, some of the
refinements lead to modest positive improvements,
highlighting the potential for further optimization
and the flexibility of our method.

5 Conclusion

In this work, we introduce VideoMIA, the first
black-box membership inference framework de-
signed to identify video-level training data in mul-
timodal LLMs. VideoMIA constructs temporal
reasoning tasks to evaluate model memorization on
fine-grained sequential dependencies across video
frames, which cannot be solved without training
exposure, thereby substantially improving the re-
liability of frame-based and concept-based MIAs.
Comprehensive experiments on four benchmarks
and ten MLLMs, including fully closed-source sys-
tems, show that VideoMIA consistently surpasses
strong baseline methods. Moreover, our newly con-
structed benchmark dataset enhances the robust-
ness and fidelity of evaluation for video-oriented
MIA techniques, which will be released publicly
to further support research in this field.
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Limitations

The rapid proliferation of short-form video con-
tent has made it an increasingly important data
source for training multimodal language models,
while simultaneously raising growing concerns re-
garding unauthorized data usage and the need for
effective auditing mechanisms. Although our pro-
posed method is technically applicable to short-
form video data, we do not include empirical
evaluations in this setting due to the lack of pub-
licly available benchmarks specifically designed for
short-form video membership inference. As future
work, we plan to construct a dedicated short-form
video benchmark and conduct systematic evalua-
tions to further validate the effectiveness and gener-
alizability of VideoMIA in this emerging domain.
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A Instruction Prompts

We present the instruction prompt Xins used in
FrameIdentify Task and TempRank Task.

Prompt for FrameIdentify:
Select the candidate frame that appears ear-
liest in the video after the context frames.
Output only the index (e.g. 0, 1, 2, or 3)
after ’### Answer:’.
Prompt for TempRank:
Sort the candidate frames in chronological
order based on their occurrence in the video
after the given contexts. Output only the
sorted indices of the candidates as a list
(e.g., [X X X X]) after ’### Answer:’.

B Details for Benchmarks

VideoInstruct/Video-MME and LLaVA-
178K/Video-MME. For VideoInstruct/Video-
MME and LLaVA-178K/Video-MME, members
are sampled from the open training datasets
VideoInstruct-100K or LLaVA-Video-178K, while
non-members are drawn from the open-source
evaluation dataset Video-MME. The details of
these benchmarks are summarized in Table 4 and
Table 5. For videos in these two benchmarks, the
default sampling rate is 10 frames per minute, and
the resolution is 1280× 720.

YouTubeTection. In YouTubeTection, the de-
fault sampling rate is 10 frames per minute, and the
default resolution is 1280× 720. Each video is cat-
egorized by duration into three types: long (> 20
minutes), medium (5−20 minutes), and short (< 5
minutes). The selection of videos included in the
benchmark is guided by their view counts, based
on the assumption that highly popular videos, due
to their widespread availability, are more likely to
appear in training datasets.

MovieTection. In MovieTection, the default sam-
pling rate for movie videos is one frame per minute,
and the default resolution is 1126× 512.

C Model Knowledge Cutoff

Notably, different models have distinct knowledge
cut-off dates. These cut-off dates are used to sep-
arate clean and suspected samples in the bench-
marks, particularly in the previously proposed
MovieTection, where suspected samples are fil-

Benchmark Member Non-Member Scale

VideoInstruct
/Video-MME

VideoInstruct
-100K

Video-MME 520/520

LLaVA-178K
/Video-MME

LLaVA-Video
-178K

Video-MME 520/520

Table 4: Details of VideoInstruct/Video-MME and
LLaVA-178K/Video-MME.

Benchmark Target Model

VideoInstruct
/Video-MME

LLaVA-Next-Video-7B
LLaVA-Next-Video-34B-hf

MiniCPM-V-200K-Video-Finetune (9B)

LLaVA-178K
/Video-MME

LLaVA-Video-7B-Qwen2

Table 5: Benchmarks and corresponding target models.

tered according to each model’s specific knowledge
cut-off date (shown in Tabel 6).

Models Knowledage Cut-off Date

GPT-4o 2024.06
GPT-4o-Mini 2024.06
Claude-3.7 2024.11
Gemini-2.0-flash 2024.06
Qwen2-VL-7B 2023.06
Qwen2.5-VL-32B 2024.10

Table 6: The knowledge cut-off date for each model.
For each model, we use its knowledge cutoff date as
a boundary for clean and suspected samples in bench-
marks accordingly.

D Details for Experiments

For closed-source models, inference is conducted
through API calls, with the generation temperature
fixed at 0 to ensure deterministic outputs. For the
main results, we use equal weights (0.5/0.5) to
combine the detection scores from FrameIdentify
and TempRank.

E Unbiased Results

E.1 Benchmark Analysis
To directly test whether member and non-member
videos are distinguishable purely due to dataset-
level distribution differences, we conduct an experi-
ment using only video content embeddings. Specif-
ically, we extract frame-level embeddings for each
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Benchmark Accuracy

VideoInstruct / Video-MME 0.5290
LLaVA-178K / Video-MME 0.5568

Table 7: Content-based classification accuracy for mem-
ber and non-member.

Models VideoMIA
VideoMIA
(Unbias)

LLaVA-7B 0.5772 0.5672
LLaVA-34B 0.5878 0.5790
MiniCPM-Finetune 0.5952 0.5902
LLaVA-Qwen2 0.6077 0.6004

Table 8: Performance of unbiased VideoMIA.

video and compute the mean embedding to obtain
a single video-level representation. We then train
a simple classifier to distinguish members from
non-members based solely on these averaged em-
beddings. If the classifier were able to separate the
two groups, this would suggest that dataset-level
distribution differences could account for the mem-
bership signal. Conversely, failure to separate them
would indicate that such distributional bias is not
the primary factor. Based on the results reported in
Table 7, we observe that the resulting AUC is close
to chance level (approximately 0.5x), indicating
that the two groups are not easily separable based
on raw visual distribution alone. This suggests that
large-scale dataset-level bias is unlikely to be the
primary driver of the observed MIA performance.

E.2 Unbiased Performance

To further reduce any residual distribution mis-
match, we construct a more strictly controlled
benchmark by applying distribution matching and
filtering procedures to the positive and negative
samples. Concretely, we align the member and
non-member sets based on embedding similar-
ity, and filter samples to obtain a unbias sub-
set. After this filtering process, the embedding-
based classifier yields an AUC extremely close to
0.5000, confirming that the resulting dataset is ef-
fectively distribution-neutral. Importantly, when
we re-evaluate VideoMIA on this fully distribution-
matched subset (in Table 8), the membership in-
ference performance remains largely unchanged.
This demonstrates that the temporal reasoning sig-
nal exploited by our method is not an artifact of

Models Member Non-member

LLaVA-7B 0.3261 0.2694
LLaVA-34B 0.3247 0.2608
MiniCPM-Finetune 0.3428 0.2408
LLaVA-Qwen2 0.3564 0.2782

Table 9: Accuracy of four models on member and non-
member samples in Frame Identification Task.

Models VideoMIA
VideoMIA

(Filter)

LLaVA-7B 0.5772 0.5791
LLaVA-34B 0.5878 0.5890
MiniCPM-Finetune 0.5952 0.5976
LLaVA-Qwen2 0.6077 0.6080

Table 10: VideoMIA performance after applying the
general temporal reasoning filter.

cross-dataset distribution differences, but instead
reflects genuine memorization-related effects.

F General-knowledge Filtering

F.1 General Reasoning Performance
We report the results of comparing members and
non-members on temporal reasoning tasks, and the
results demonstrate that success in these tasks nec-
essarily implies memorization. For example, in
our Nearest-Frame Identification Task (n=4), non-
member samples achieve an average accuracy of
0.25, which corresponds to the chance level for
this 4-option selection task, whereas member sam-
ples consistently score higher. Table 9 shows that
member and non-member samples are clearly sep-
arable. Non-members exhibit random sequence-
recovery performance, while members demonstrate
consistent, beyond-random behavior. This analysis
demonstrates that frame queries can not be solved
from only general knowledge.

F.2 Performance with Filtering
We conduct experiments to exclude the potential
effects of general temporal reasoning. Specifi-
cally, we extract the frames and convert both the
context and candidate frames into textual descrip-
tions. We then prompt a strong LLM (GPT-4o) to
solve our two temporal tasks purely based on these
textual descriptions. Importantly, this reasoning
process is performed entirely in the text modality
and is independent of any video data. Therefore,
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API Model
Image Price
($/image)

Input Text Price
($/1M tokens)

Output Text Price
($/1M tokens)

Number of
API Calls

Estimated Cost
($/video)

GPT-4o 0.000638 2.5 10 80 0.0632
Gemini 0.001315 2 12 80 0.1112
Claude 0.00042 3 15 80 0.0480

Table 11: Estimated API costs for membership inference.

it relies solely on the LLM’s general reasoning
and world knowledge, rather than memorization of
video content. To quantify how well a task can be
inferred using general knowledge alone, we repeat
the prompting process multiple times for each task
and compute the average accuracy score. A lower
score indicates that the task is difficult to justify
based solely on general knowledge. Based on these
scores, we retain only the top-N tasks with low
general-knowledge recoverability for subsequent
MIA evaluation. The resulting MIA performance
with filtering, reported in Table 10, shows little
difference from our original results. This demon-
strates that there was minimal bias in the original
experiments, and the membership signal primar-
ily stems from video-specific memorization rather
than general temporal reasoning ability.

G Cost Estimation for Attack

Our method involves multiple samplings and re-
peated queries. However, the computational over-
head is controllable. The additional cost arises only
at the inference stage and does not require any ex-
tra training or model fine-tuning. In practice, the
number of sampled permutations per video is lim-
ited and fixed, making the overall query budget
predictable. Compared to white-box approaches
that require access to model gradients, intermedi-
ate representations, or retraining shadow models,
our method operates purely in a black-box query
setting. As a result, it avoids the substantial com-
putational and implementation overhead associated
with white-box attacks. Based on current pricing
for representative commercial LLM APIs, we sum-
marize the estimated query cost in Table 11.
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