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Abstract

Membership inference attack (MIA) has
emerged as a promising tool for auditing the
training data of LLMs, supporting data pri-
vacy and copyright protection. Most exist-
ing MIA methods rely on the assumption that
LLMs assign higher confidence scores to train-
ing samples than to non-training ones. How-
ever, since LLMs generate text by sampling
high-confidence tokens, they naturally pro-
duce AI-generated texts (AIGTs) that also sat-
isfy this assumption. In this work, we em-
pirically confirm that such AIGTs, regardless
of whether they are generated by the target
LLM, can lead existing MIAs to assign even
higher membership likelihoods than those of
true training samples, thereby significantly un-
dermining their reliability. To address this
challenge, we propose a robust membership
inference framework for reliably identifying
training data. Our method adopts a mixture-
of-experts formulation to jointly model inter-
actions across complementary features derived
from multiple MIA methods and AIGT de-
tectors, which can remain robust against ad-
versarially generated samples. Furthermore,
by leveraging expert components, our method
provides explainable insights into the charac-
teristics of member data. Experiments on var-
ious datasets and LLMs show that adversarial
samples substantially degrade the performance
of baselines, whereas our method preserves
performance close to that of the unattacked
setting. Codes and datasets are released at
https://github.com/kong-hyh/MoMIA.

1 Introduction

With the rapid advancement of LLMs, safeguard-
ing the privacy and intellectual property of training
data has become a critical challenge, as these mod-
els are typically trained on massive and opaque

*Equal contribution.
†Corresponding Author. (Email: taoqi.qt@gmail.com)

corpora that hinder effective auditing of unautho-
rized data usage. Membership inference attacks
offer a principled mechanism for auditing such
risks by assessing whether specific data samples
were involved in model training (Hu et al., 2022).
Existing studies have extensively explored MIAs
across diverse model paradigms, from discrimina-
tive classifiers to generative models, and largely
converge on a shared principle: leveraging dis-
crepancies in model confidence between training
and non-training data (Shokri et al., 2017; Carlini
et al., 2022). Accordingly, recent MIAs targeting
LLMs inherit this paradigm and primarily rely on
confidence-related signals for detection, such as
logits and token-level perplexity (Shi et al., 2023).

In this paper, we demonstrate that although
confidence-based principles have proven effective
for MIA on traditional classification models, they
exhibit a fundamental vulnerability in the context
of LLMs. Specifically, LLMs can generate flu-
ent textual content through high-confidence token
sampling mechanisms (Sivaprasad et al., 2025),
producing outputs that closely resemble training
samples under the assumptions exploited by ex-
isting MIAs. Such AI-generated texts therefore
act as a strong confounding factor, fundamen-
tally undermining the reliability of confidence-
based MIA techniques. Our empirical results in
Fig. 1 substantiate this observation: when exist-
ing MIA methods (Shi et al., 2023; Zhang et al.,
2025; Wang et al., 2025) are tasked with distin-
guishing true training samples from model gener-
ated content, they frequently assign higher mem-
bership likelihood to the generated samples, even
when these samples are produced by other models,
while failing to correctly identify the ground-truth
training data. This limitation is particularly prob-
lematic when MIAs are deployed as forensic tools
for auditing data usage and potential leakage.

To address this challenge, a straightforward
strategy is to first apply existing AIGT detection
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Figure 1: The distribution of membership likelihood scores for natural member samples, natural non-member
samples, and adversarial samples generated by both the target (homo gen) and non-target LLMs (hete gen). The
results show that all three representative MIA baselines consistently assign higher membership likelihoods to
generated samples than to genuine member samples, confirming that AIGTs act as effective adversarial inputs.

methods (Mireshghallah et al., 2022; Yang et al.,
2024) to filter out adversarial samples, and then
perform membership inference on the remaining
data. However, this two-stage approach is lim-
ited by the non-ideal performance of current AIGT
detectors. Specifically, overly sensitive detectors
tend to mistakenly discard genuine member sam-
ples, resulting in substantial false negatives of
training data detection. Conversely, detectors with
lower sensitivity allow a substantial number of
adversarially generated texts to bypass filtering,
thereby contaminating the subsequent member-
ship inference stage. Thus, this unavoidable sensi-
tivity–specificity trade-off in the two-stage frame-
work leads to sub-optimal robustness of member-
ship inference under adversarial perturbations.

In this paper, we propose a robust MIA frame-
work MoMIA that enhances the reliability of
membership inference in the presence of adver-
sarially generated samples. Our key insight is to
explicitly explore and enhance the distinguisha-
bility between true member samples and adversar-
ial generations, rather than attempting to improve
the overall performance of AIGT detection. We
treat each linear combination of a membership in-
ference algorithm and an AIGT detection method
as an expert, and nonlinearly aggregate multiple
such experts within a mixture-of-experts formula-
tion. By jointly modeling heterogeneous MIA and
AIGT signals, the proposed framework is able to
capture subtle and high-order feature interactions
that distinguish true member samples from ad-
versarially generated ones. Moreover, the decou-
pled structure of individual experts provides inter-
pretable insights into how different evidential cues
contribute to the final decision, enabling explain-

able and fine-grained forensic analysis for detect-
ing unauthorized use of training data. We conduct
experiments on various benchmarks and LLMs,
under adversarial samples generated by both ho-
mogeneous and heterogeneous LLMs. Results
show that adversarial samples can severely de-
grade SOTA MIA methods to near-random guess-
ing, whereas our method maintains performance
comparable to the unattacked setting, demonstrat-
ing strong robustness against adversarial interfer-
ence. Our main contributions are as follows:
(1) We are the first to demonstrate that generated
texts act as strong confounders, causing SOTA
MIAs to misclassify AIGTs as training members,
which fundamentally undermines their reliability.
(2) We propose a robust MIA framework to pro-
vide interpretable insights for distinguishing train-
ing members from adversarial samples.
(3) Experiments show that while adversarial AIGT
samples degrade existing MIAs to near-random
guessing, our framework maintains performance
comparable to the unattacked setting.

2 Rethink MI Attack for LLMs

2.1 Primary Experimental Setups
Models & Datasets. Most LLMs do not disclose
details on training corpus, which complicates reli-
able MI evaluation. An exception is the LLaMA-1
family, whose training corpus has been officially
documented and is widely adopted in prior stud-
ies. Following them (Shi et al., 2023), we em-
ploy three LLaMA-1 models (i.e., 13B, 30B, and
65B) and corresponding benchmarks (WikiMIA
and BookMIA), for evaluation. Furthermore, ad-
ditional models and their corresponding experi-
mental results are provided in the Appendix A.7.
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Adversarial Sample. We consider two adversar-
ial generation settings. (1) Homogeneous setting
(homo gen): adversarial samples are generated
by the target LLM, representing a worst-case sce-
nario where attackers exploit the audited model.
(2) Heterogeneous setting (hete gen): samples are
produced by an external model (GPT-4o), captur-
ing a more realistic cross-model attack. To align
distributions, we summarize each member sample
into one sentence and regenerate a text from it.
This preserves semantic content while removing
verbatim overlap, enabling fair evaluation.
MIA Baselines. (1) Min-K% (Shi et al., 2023):
aggregate the lowest token probabilities to cap-
ture memorization. (2) Min-K%++ (Zhang et al.,
2025): improve Min-K% via refined token-level
normalization. (3) ReCall (Xie et al., 2024): a
contrastive retrieval-based method exploiting re-
call consistency under input perturbations. (4)
Con-Recall (Wang et al., 2025): enhance ReCall
via contextual consistency modeling. All these
methods rely on the assumption that LLMs assign
higher confidence to training samples.

2.2 Detection Logits Distribution Illustration
We present the MIA likelihood distributions for
four sample categories in Fig. 1, including true
members, non-members, as well as homogeneous
and heterogeneous AIGTs. Distributions results
of more methods are provided in Appendix A.3.
First, training samples receive higher membership
confidence than non-members, confirming MIA
effectiveness under benign settings. Second, we
observe that AIGTs are usually assigned even
higher membership confidence than ground-truth
training samples. This phenomenon arises be-
cause AIGTs are produced via iterative sampling
of high-confidence tokens, which aligns closely
with the confidence-based assumptions exploited
by existing MIAs. As a result, LLMs natu-
rally exhibit elevated confidence on AIGTs, lead-
ing to systematic misclassification and substan-
tially undermining the reliability of MIA methods.
Third, we find that this issue persists even when
the AIGTs are produced by a non-target model.
In such cases, MIA methods still tend to assign
higher membership confidence to generated sam-
ples than to true training data, demonstrating that
this vulnerability generalizes across both homo-
geneous and heterogeneous generations. Over-
all, these findings demonstrate that AIGTs can
severely undermine the reliability of MIAs.

3 Methodology

3.1 Motivation

A naive defense strategy applies an off-the-shelf
AIGT detector to filter adversarial samples, fol-
lowed by membership inference on the remain-
ing data. However, the non-ideal accuracy of ex-
isting AIGT detectors inevitably entangles natu-
ral samples with AI-generated ones (Fig. 2 A and
Appendix A.4). This induces an inherent trade-
off: a high detection threshold fails to remove all
adversarial samples, whereas a low threshold dis-
cards genuine members and leads to severe false
negatives. Importantly, our goal is not to separate
AIGTs from natural data, but to accurately iden-
tify member samples from a mixed set containing
generated samples and natural non-members.

As illustrated in Fig. 1 and Fig. 2 (A), MIA
methods provide discriminative signals for sepa-
rating members from AIGT samples, while AIGT
detectors offer complementary cues for distin-
guishing non-members. This complementarity
stems from their shared reliance on model confi-
dence, yet at different granularities. MIA methods
exploit fine-grained, token-level confidence statis-
tics, whereas AIGT detectors primarily rely on
coarse, sample-level confidence measures. These
observations suggest that modeling interactions
across heterogeneous confidence features can ex-
pose more intrinsic characteristics of member
samples, enabling robust inference. Although
over-parameterized neural networks are capable
of modeling such interactions, their lack of inter-
pretability undermines the trustworthy use of MIA
as forensic evidence for auditing training data mis-
use and, moreover, limits the insights needed to in-
form and inspire further research. To address this
issue, we first construct interpretable LightGBM
that capture transparent combinations of MIA and
AIGT features. We then integrate multiple such
experts through a non-linear routing mechanism to
model higher-order interactions. The decoupled
expert structure preserves interpretability while
maintaining expressive power, yielding principled
and explainable membership inference.

3.2 Framework Overview

Next, we briefly introduce the mixture-of-experts–
based framework for robust membership inference
attacks, termed MoMIA. Given a suspected sam-
ple x, MoMIA first applies existing MIA meth-
ods and AIGT detection methods to extract corre-
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Figure 2: (A) Distribution of AIGT features from PPL (Hashimoto et al., 2019) and FDGPT (Bao et al., 2024)
across member, non-member, homogeneous, and heterogeneous samples. Significant overlap is observed between
member and adversarial samples, indicating limited separability. (B) Data distribution in the joint space of an
MIA feature (Min-K%) and an AIGT feature (FDGPT), together with the decision boundaries learned by MoMIA
decomposed into three expert models, showing that feature interactions provide insights for identifying members.

sponding feature representations, denoted as mx

and dx, respectively. Both of the feature vectors
can be produced by arbitrary off-the-shelf MIA
or AIGT detection algorithms. To model interac-
tions between these features and enable more ro-
bust membership inference, MoMIA employs a set
of linear expert models Ei(mx,dx;wi), each pa-
rameterized by wi. These experts are combined
through a learned expert routing mechanism π(·),
yielding the final prediction:

ŷ = σ

{
K∑

i=1

πi · Ei(mx,dx)

}
, 1 ≤ i ≤ K, (1)

where ŷ is the output logits for membership in-
ference, πi is the routing weight for the i-th ex-
pert, and σ(·) is the sigmoid function. The routing
weights are computed by a routing model:

π(mx,dx) = softmax(Ummx+Uddx+b), (2)

where {Um,Ud, b} are learnable parameters of
the expert router. In this way, MoMIA can cap-
ture underlying interactions between these hetero-
geneous features to represent the characteristics of
member samples, enabling robust membership in-
ference under adversarially generated samples.

3.3 Insights from Decoupled Experts
Importantly, the mixture-of-experts architecture is
inherently decomposable. The routing weights π
explicitly quantify the contribution of each expert
to the final decision, enabling the identification
and pruning of experts with consistently low im-
portance. By discarding such low-weight experts,

MoMIA not only preserves robustness against ad-
versarially generated samples, but also provides
interpretable and fine-grained insights into how
heterogeneous feature interactions support mem-
bership inference. Specifically, Fig. 2 (B) visu-
alizes the data distribution in the joint space of
an MIA feature (Min-K%) and an AIGT feature
(FDGPT), together with the decision boundaries
learned by MoMIA decomposed into three expert
models, from which we derive three insights.

Insights. First, samples assigned extremely high
AIGT scores are highly likely to be adversari-
ally generated and should therefore be filtered
out. Second, samples with moderate AIGT con-
fidence are inherently ambiguous, as they may
correspond to either generated data or genuine
training members. This ambiguity arises be-
cause AIGT scores, like MIA scores, are de-
rived from sample-level model confidence. Im-
portantly, within this regime, generated samples
consistently attain higher MIA confidence, indi-
cating that they better satisfy the core assumptions
of existing MIA methods. Consequently, samples
exhibiting moderate, rather than high, MIA confi-
dence in this region should be identified as mem-
bers. Third, when AIGT scores are low, most ad-
versarially generated samples have already been
excluded. In this case, samples with high MIA
confidence can be reliably recognized as members.

Discussion. The observations suggest that MIA
under adversarial generation is fundamentally an
inference problem under mixed data distributions,
where natural non-members, true training sam-
ples, and generated texts coexist. From this per-
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Model Method
BookMIA WikiMIA

AUCavg
Norm HoMix HeMix SemiHo SemiHe Norm HoMix HeMix SemiHo SemiHe

L
L

aM
A

-1
3B

Naive
MIA

Min-K% 67.00 3.47 18.22 35.68 43.09 76.39 1.39 53.47 43.75 67.36 40.98(−50.67)

Min-K%++ 65.26 2.21 14.97 34.38 40.36 83.33 8.33 25.00 41.67 50.00 36.55(−55.10)

ReCall 92.43 27.31 42.29 58.89 67.70 97.92 30.56 31.25 70.14 65.28 58.38(−33.27)

Con-ReCall 90.20 27.22 45.25 57.96 68.05 97.92 75.69 61.11 88.19 78.47 69.01(−22.64)

Two-Stage
MIA

Min-K% 67.00 72.92 65.66 68.68 67.60 76.39 76.39 90.28 75.00 89.58 74.95(−16.70)

Min-K%++ 65.26 73.09 68.30 67.65 67.29 83.33 75.00 91.67 75.00 83.33 74.99(−16.65)

ReCall 92.43 62.43 58.11 75.27 76.19 97.92 75.69 83.33 55.56 63.19 74.01(−17.64)

Con-ReCall 90.20 58.93 56.46 72.34 74.41 97.92 88.19 85.42 77.08 80.56 78.15(−13.50)

LightGBM 64.72 82.95 87.24 74.41 76.83 91.32 96.53 95.49 94.44 93.75 85.77(−5.88)

MoMIA 79.70 92.53 99.06 84.14 89.51 91.67 93.75 100.00 93.06 93.06 91.65(0.00)

L
L

aM
A

-3
0B

Naive
MIA

Min-K% 81.10 13.62 43.70 47.15 62.89 87.76 9.18 60.71 54.08 75.51 53.57(−38.25)

Min-K%++ 75.01 5.06 27.92 41.09 51.93 87.76 0.51 28.06 46.94 56.63 42.09(−49.73)

ReCall 90.10 24.53 43.18 55.28 66.13 88.78 6.12 55.61 51.53 71.43 55.27(−36.56)

Con-ReCall 94.49 25.77 58.81 58.05 76.27 94.90 27.04 80.10 65.31 86.73 66.75(−25.08)

Two-Stage
MIA

Min-K% 81.10 68.30 78.60 72.90 79.72 87.76 78.57 90.82 60.20 82.14 78.01(−13.81)

Min-K%++ 75.01 67.36 77.42 69.96 75.61 87.76 75.00 83.16 57.14 68.37 73.68(−18.15)

ReCall 90.10 62.20 65.77 72.64 77.50 88.78 68.37 87.76 44.39 76.02 73.35(−18.47)

Con-ReCall 94.49 62.67 75.89 75.02 84.70 94.90 77.04 95.41 56.63 90.31 80.71(−11.12)

LightGBM 87.98 77.69 82.12 82.28 84.97 85.20 68.88 93.11 77.55 87.24 82.70(−9.12)

MoMIA 84.14 87.98 99.85 83.88 92.00 89.80 88.27 100.00 93.88 98.47 91.83(0.00)

L
L

aM
A

-6
5B

Naive
MIA

Min-K% 85.76 20.13 50.39 52.28 68.24 81.94 14.58 62.50 54.17 75.69 56.57(−34.09)

Min-K%++ 79.22 7.44 29.98 44.13 54.17 79.86 2.08 15.28 40.28 45.83 39.83(−50.83)

ReCall 78.01 1.60 42.75 40.50 60.50 86.81 6.94 71.53 53.47 84.72 52.68(−37.98)

Con-ReCall 68.32 0.78 42.61 35.05 55.06 93.75 13.19 82.64 59.03 90.28 54.07(−36.59)

Two-Stage
MIA

Min-K% 85.76 59.01 66.80 70.15 76.66 81.94 74.31 90.97 41.67 84.72 73.20(−17.46)

Min-K%++ 79.22 54.99 55.78 65.06 67.22 79.86 64.58 76.39 34.72 61.11 63.89(−26.77)

ReCall 78.01 51.39 61.57 62.83 70.15 86.81 74.31 98.61 35.42 88.89 70.80(−19.86)

Con-ReCall 68.32 51.38 61.95 57.77 64.98 93.75 77.08 100.00 38.89 93.06 70.72(−19.94)

LightGBM 66.44 81.81 91.72 75.01 80.27 55.56 84.03 99.65 76.39 82.99 79.39(−11.27)

MoMIA 81.16 93.62 99.41 86.78 90.77 79.86 92.36 100.00 88.89 93.75 90.66(0.00)

Table 1: Membership inference performance across two benchmarks, three LLMs, and four adversarial settings.
Results show that our method consistently enhances MIA robustness.

spective, effective auditing requires estimating the
membership posterior conditioned on heteroge-
neous evidential cues, rather than making sequen-
tial or hard decisions based on any single sig-
nal alone. A principled formulation is to di-
rectly model the probability of membership con-
ditioned on both MIA- and AIGT-related features,
allowing generation likelihood to serve as a con-
textual variable that modulates, rather than over-
rides, membership evidence. This unified prob-
abilistic perspective highlights the importance of
modeling nonlinear interactions and distribution-
dependent decision boundaries, and points toward
future methods explicitly designed to remain reli-
able under adversarial attacks.

4 Experiment

4.1 Experiment Setups
Data Distribution. In practice, the proportions of
adversarial samples and the models used to gener-

ate them are typically unknown. To simulate re-
alistic evaluation settings, we construct test sets
as mixtures of four sample types: natural mem-
ber samples, natural non-member samples, homo-
geneous model-generated samples, and heteroge-
neous model-generated samples. Let r denote the
mixture proportions of these four categories, re-
spectively. We evaluate five representative config-
urations to assess robustness under different de-
grees of adversarial contamination. (1) Norm (r =
1:1:0:0): the conventional MIA setting without
generated samples. (2) HoMix (r = 1:0:1:0): neg-
ative samples are fully replaced by homogeneous
generations. (3) HeMix (r = 1:0:0:1): negatives
are fully replaced by heterogeneous generations.
(4) SemiHo (r = 1:0.5:0.5:0): half of the neg-
atives are replaced by homogeneous generations.
(5) SemiHe (r = 1:0.5:0:0.5): half of the nega-
tives are replaced by heterogeneous generations.

Baseline MIA Methods. We evaluate three cat-
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Feature Method
LLaMA-13B LLaMA-30B LLaMA-65B

BookMIA WikiMIA ∆AUC BookMIA WikiMIA ∆AUC BookMIA WikiMIA ∆AUC

Min-K% & FDGPT
LightGBM 70.81 65.49

+16.68
75.52 78.67

+13.99
76.37 85.35

+7.05MoMIA 82.01 87.64 88.81 93.37 86.38 89.44

Min-K% & DNA-GPT
LightGBM 69.38 60.49

+8.79
54.33 77.86

+11.48
61.85 62.43

+4.78MoMIA 69.39 78.06 73.52 81.63 66.47 67.36

Min-K% & Perplexity4
LightGBM 68.42 53.96

+1.49
66.27 52.30

+18.29
70.69 63.19

+0.03MoMIA 67.58 57.78 73.52 81.63 66.58 67.36

ReCall & FDGPT
LightGBM 75.98 87.92

+8.11
79.36 87.35

+2.06
74.62 76.53

+5.97MoMIA 84.98 95.14 85.31 85.51 79.61 83.47

ReCall & DNA-GPT
LightGBM 59.38 71.88

+12.53
64.98 68.32

+10.01
59.61 65.56

-2.60MoMIA 74.65 81.67 73.01 80.31 65.93 54.03

ReCall & Perplexity4
LightGBM 61.00 65.14

+9.24
70.08 51.53

+2.21
70.20 60.62

-3.85MoMIA 75.30 69.31 74.31 51.73 67.85 55.28

Table 2: Performance of MoMIA under varying feature combinations, demonstrating its generalization capability.

egories of baseline MIA methods in our experi-
ments. (1) Naive MIA directly applies existing
membership inference attacks without any addi-
tional calibration, including Min-K% (Shi et al.,
2023), Min-K%++ (Zhang et al., 2025), Re-
Call (Xie et al., 2024), and Con-Recall (Wang
et al., 2025). (2) Two-Stage MIA adopts SOTA
AIGT detection methods to first filter adversarial
samples, and subsequently applies MIA methods
to identify member samples. (3) LightGBM-MIA,
a strong and competitive feature-combination
baseline, integrates signals from both MIA meth-
ods and AIGT detectors via an efficient gradi-
ent boosting tree model. Specifically, the MIA
feature set includes Min-K%, Min-K%++, Re-
Call, and Con-Recall, while the AIGT-related
feature set comprises FDGPT (Mitchell et al.,
2023), DNA-GPT (Yang et al., 2024), and perplex-
ity (Hashimoto et al., 2019). Additional results of
more feature-combination baselines are provided
in Appendix A.9.
Configuration of MoMIA. MoMIA employs the
same set of input features as the baselines to en-
sure a fair comparison. The number of linear ex-
perts, denoted by K, is set to 3, which, as an-
alyzed in Section 4.7, achieves an effective bal-
ance between model capacity and detection per-
formance. During training, we use a learning rate
of 1×10−3 and optimize the model for 400 epochs
to ensure convergence. To promote stable and ro-
bust learning under adversarial contamination, the
training data are constructed using a mixture ratio
of r = (2:1:0.5:0.5), which controls the propor-
tion of different data sources and encourages the

model to generalize across diverse scenarios. Fi-
nally, we adopt the AUC score as the primary eval-
uation metric for all MIA methods.

4.2 Performance Evaluation

We conduct a comparative analysis of different
methods across multiple experimental settings.
From the result shown in Table 1, we have three
main findings. First, existing MIA methods failed
to effectively classify member samples when AI-
generated content is involved. For example, com-
pared to standard MIA tasks, existing MIA meth-
ods exhibit an average AUC drop of 67.31% on
HoMix and 42.24% on HeMix. This highlights the
urgent need to improve existing MIA methods to
enhance their robustness when AI-generated texts
are incorporated. Second, MoMIA achieves con-
sistently high AUC across multiple datasets, indi-
cating strong generalization capability. Compared
with the baseline methods, it delivers substantial
performance gains: up to 39.23% over Naive MIA,
17.51% over Two-Stage MIA, and 8.76% over the
LightGBM-MIA. This indicates that MoMIA not
only integrates the strengths of all MIA features
but also effectively captures the nonlinear relation-
ships between AIGT and MIA, thereby improving
discriminative power and robustness. Third, Mo-
MIA maintains a strong discriminative capability
under different degrees of adversarial contamina-
tion. For instance, for HoMix setting in BookMIA,
all Naive MIA methods yield AUC below 0.5, in-
dicating that their predictions are essentially re-
versed for this data split and thus completely in-
effective. In contrast, MoMIA achieves an AUC
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Figure 3: Performance of MoMIA under varying data mixtures, i.e., different ratios of member, non-member data,
and heterogeneous and homogeneous generations, showing its robustness against diverse adversarial strategies.

of 92.53%, demonstrating exceptional discrimina-
tive capability in this challenging scenario.

4.3 Feature Generalization of MoMIA

We evaluate the discriminative capability of Mo-
MIA and LightGBM-MIA under different com-
binations of AIGT features and MIA features
(Table 2 and Appendix A.5). First, the results
show that MoMIA outperforms the LightGBM-
MIA method across almost all feature combina-
tions. For example, MoMIA achieves an average
AUC improvement of 9.47% on LLaMA-13B and
9.67% on LLaMA-30B. Second, MoMIA main-
tains strong and stable performance across diverse
feature combinations and model scales, indicat-
ing superior generalization capability under vary-
ing feature interactions. For example, across dif-
ferent LLaMA model scales, MoMIA consistently
achieves AUC improvements under all evaluated
feature combinations. The consistent improve-
ments observed across different feature combina-
tions and model sizes demonstrate that MoMIA is
not sensitive to specific feature choices, highlight-
ing its robustness and general applicability in prac-
tical membership inference scenarios.

4.4 Robustness Analysis

We evaluate the performance of methods un-
der different degrees of adversarial contamination
(Fig. 3 and Appendix A.6). The results show
that MoMIA consistently exhibits stable and su-
perior performance under all degrees of adver-

sarial contamination, significantly outperforming
all baseline methods overall. For example, when
the adversarial contamination changes from r =
(0.3:0.25:0.25:0.2) to r = (0.05:0.5:0.25:0.2),
which implies a continuous decrease in the propor-
tion of member samples, the AUC of MoMIA re-
mains stable without evident performance degra-
dation or large fluctuations. These observations in-
dicate that the proposed MoMIA method is highly
robust to changes in data composition and can
maintain strong discriminative capability in vari-
ous complex and challenging data environments.

4.5 Generalization across Training Sources

In this section, we evaluate the cross-dataset gen-
eralization ability of MoMIA (Fig. 4). In realis-
tic scenarios, MIAs often encounter data from un-
seen domains. To simulate this setting, we train
MoMIA on one dataset and test it on another, and
compare its performance with the strongest base-
line. As expected, cross-dataset evaluation intro-
duces a natural domain shift, leading to a slight
degradation in detection performance. Specifi-
cally, compared to the upper bound obtained by
training and testing on the full datasets, training
on WikiMIA and testing on BookMIA results in
a 7.75% decrease in AUC. Nevertheless, even un-
der such challenging out-of-domain settings, Mo-
MIA still substantially outperforms the strongest
baseline in both evaluated scenarios. This further
highlights the robustness of MoMIA under distri-
butional shifts across datasets.
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Train Model Eval Model
BookMIA WikiMIA

AUCavg
Norm HoMix HeMix SemiHo SemiHe Norm HoMix HeMix SemiHo SemiHe

LLaMA-13B

LLaMA-13B 79.70 92.53 99.06 84.14 89.51 91.67 93.75 100.00 93.06 93.06 91.65
LLaMA-30B 79.86 92.67 99.88 83.73 89.18 91.33 89.80 100.00 94.90 97.96 91.93
LLaMA-65B 72.06 73.59 99.30 69.75 85.31 68.06 75.69 100.00 76.39 84.72 80.49

LLaMA-30B

LLaMA-13B 74.74 86.22 98.89 78.53 87.40 87.50 90.97 100.00 93.75 95.14 89.31
LLaMA-30B 84.14 87.98 99.85 83.88 92.00 89.80 88.27 100.00 93.88 98.47 91.83
LLaMA-65B 83.68 73.90 99.29 76.47 91.89 83.33 84.03 100.00 90.28 97.22 88.01

LLaMA-65B

LLaMA-13B 52.15 91.60 99.39 70.37 76.06 74.31 92.36 100.00 90.28 90.97 83.75
LLaMA-30B 70.76 93.28 99.89 81.16 85.88 83.16 93.88 100.00 95.41 97.96 90.14
LLaMA-65B 81.16 93.62 99.41 86.78 90.77 79.86 92.36 100.00 88.89 93.75 90.66

OLMo

LLaMA-13B 76.44 86.36 99.02 79.51 88.57 87.50 97.92 100.00 95.14 95.14 90.56
LLaMA-30B 87.83 87.08 99.91 84.42 93.42 94.39 93.88 100.00 96.94 97.96 93.58
LLaMA-65B 78.14 64.63 99.30 68.94 89.34 82.64 82.64 100.00 86.81 93.75 84.62

Table 3: Cross-model performance of MoMIA, demonstrating its strong generalization ability.
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Figure 4: Generalization across training sources.

4.6 Generalization across Different Models

We investigate the cross-model generalization
ability of MoMIA by training MoMIA on
annotated data from a different LLM (e.g.,
OLMo (Groeneveld et al., 2024)) and then apply-
ing the learned feature interaction patterns to au-
dit LLaMA-series models. As summarized in Ta-
ble 3, MoMIA exhibits strong cross-model gener-
alization performance, which suggests that it cap-
tures model-agnostic interaction structures instead
of overfitting to a specific target model. These
cross-model results together with the cross-dataset
results, demonstrate that MoMIA works under re-
alistic proxy supervision rather than relying on un-
realistic complete label information.

4.7 Algorithm Analysis of MoMIA

In this section, we first analyze the impact of train-
ing sample size on MoMIA’s performance. We
vary the number of training samples and evaluate
the AUC across all datasets. The results in Fig. 5
(A) show a clear trend that performance steadily
improves as more training data are used. Notably,

MoMIA maintains strong performance even with a
relatively small number of training samples (256),
achieving results close to those obtained with the
full dataset. This indicates that MoMIA is data-
efficient and can generalize well even under lim-
ited training supervision. Next, we further analyze
the effect of the number of experts in MoMIA on
its performance, as illustrated in Fig. 5 (B). We
vary the number of experts from 1 to 100 and eval-
uate the MIA performance. The results show that,
considering both performance and computational
cost, setting the number of experts to 3 achieves
the best trade-off.

5 Related Work

Membership Inference Attack. A large body
of work on MIAs (Shokri et al., 2017; Carlini
et al., 2022) has primarily been developed to quan-
tify data leakage in traditional classification mod-
els (Mireshghallah et al., 2022; Truex et al., 2019).
Their core idea is to exploit the model’s stronger
fit to its training data by examining confidence-
based signals, such as prediction loss and log-
its (Ye et al., 2022; Liu et al., 2022). Inspired by
this paradigm, recent studies extend confidence-
based MIAs (Fu et al., 2024; Xie et al., 2024) tar-
get on LLMs. For example, Shi et al. (2023) lever-
age fine-grained token-level confidence and com-
pute the average likelihood of the k% least prob-
able tokens. However, AIGTs are produced by
sampling high-confidence tokens of LLMs, which
yields strong adversarial samples and significantly
undermines the reliability of existing MIAs.

AIGT Detection. AIGTs have become increas-
ingly difficult to distinguish from human-written
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Figure 5: Algorithm Analysis. (A) Performance of MoMIA with varying training sample sizes. Results show
that a small amount of data is sufficient for MoMIA to learn effective feature interaction patterns and substantially
improve MI performance under adversarial settings. (B) Performance of MoMIA with varying numbers of experts.

content, prompting extensive research on AIGT
detection (Park et al., 2025; Zhou et al., 2025;
Mitchell et al., 2023; Bao et al., 2024; Yang et al.,
2024). For example, Mitchell et al. (2023) iden-
tify AIGTs by measuring the curvature of the
log-probability function under small input pertur-
bations. While these methods are effective at
separating AIGTs from natural texts, we show
that their direct application fails to reliably distin-
guish AIGTs from true member samples (Fig. 2),
yielding only limited robustness improvements
for MIA under adversarial corruption. More-
over, since AIGT detectors are also built upon
confidence-based signals, we show that they en-
code complementary cues relevant to MIA. Moti-
vated by this observation, MoMIA jointly models
signals from MIAs and AIGT detectors to explic-
itly capture their complex interactions, thereby en-
abling more reliable membership inference.

6 Conclusion

In this paper, we reveal a fundamental vulnerabil-
ity of existing MIAs for LLMs: AIGTs can act
as adversarial confounders, thereby undermining
the core confidence-based assumption on which
these methods rely. We further demonstrate that
this phenomenon consistently generalizes across
multiple datasets, foundation LLMs, and adver-
sarial generation strategies, confirming a serious
threat to the practical reliability of MIAs. To ad-
dress this challenge, we observe that the interac-
tions between MI signals and AIGT detection fea-
tures provide discriminative evidence for identify-
ing true member samples under adversarial cor-
ruption. Building on this insight, we propose a

robust MIA framework that explicitly models such
cross-feature interactions. Experiments on various
datasets and LLMs demonstrate that the proposed
framework achieves consistent robustness across
diverse adversarial attack strategies.

Limitations

Despite the insights provided by this study, our
method is not without limitation. Although ex-
tensive experiments validate the correctness of
our findings and the effectiveness of the proposed
method, our evaluation is limited to open-source
models. We do not include more recent closed-
source LLMs, primarily because their training cor-
pora are not publicly disclosed, which constitutes
a common challenge for conducting reliable evalu-
ations of membership inference attacks on LLMs.
In future work, we plan to collaborate with indus-
trial research teams to further investigate the gen-
eralization of our approach on proprietary models
with well-documented training data.
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A Appendix

A.1 Experimental Setup

All experiments were conducted on a high-
performance computing server running Ubuntu
22.04.5 LTS. The system is equipped with 128
Intel Xeon Gold 6342 CPUs (2.80 GHz) and two
NVIDIA A800 PCIe GPUs with 80 GB memory
each. All methods were implemented in Python
3.10 using PyTorch 2.7 as the primary deep learn-
ing framework.

A.2 AIGT Detection

In this section, we provide a detailed description
of all AIGT detection methods used in this work.
FDGPT (Bao et al., 2024) is a zero-shot detection
method based on conditional log-likelihood statis-
tics. Given an input text x, its detection score is
defined as:

FDGPT(x) =
log pθ(x)− µ̃

σ̃
, (3)

where log pθ(x) denotes the log-likelihood of x
under the target language model, and µ̃ and σ̃
are the estimated mean and standard deviation ob-
tained via conditional sampling from the same
model. Intuitively, FDGPT measures how atypical
the input is relative to model-generated samples,
with higher scores indicating a greater likelihood
of being machine-generated.
DNA-GPT (Yang et al., 2024) detects AIGTs by
comparing the likelihood of the observed contin-
uation with that of alternative continuations sam-
pled from the target model. Specifically, for a trun-
cated prefix x′, the score is computed as

DNA(x′) = log pθ(y0 | x′)−
1

K

K∑

k=1

log pθ(yk | x′),

(4)
where y0 is the ground-truth continuation and
{yk}Kk=1 are K continuations generated from the
target model conditioned on x′. A larger score
suggests that the original continuation is more
consistent with human-authored text than model-
generated alternatives.
Perplexity4 (Hashimoto et al., 2019) is a higher-
order statistic derived from the distribution of per-
plexity values across the dataset:

Perplexity4 =
1

N

N∑

i=1

(
PPL(xi)− ¯PPL

)4
, (5)

where PPL(xi) denotes the perplexity of the i-
th sample, ¯PPL is the mean perplexity over the
dataset, and N is the total number of samples.
This metric captures the tail behavior and disper-
sion of perplexity values, which may help identify
differences between human-written and AIGTs.
DetectAnyLLM (Fu et al., 2025) measures the
discrepancy between an input text and its re-
sampled variant. It constructs a more stable detec-
tion signal by re-sampling and perturbing the input
text, and then measuring the discrepancy between
the original text and its re-sampled variant.

A.3 Membership Scores Distribution
In this section, we provide a detailed analysis of
the distributions of membership likelihood scores
produced by different MIA methods. Specifically,
we examine score distributions for three types of
samples: natural member samples, natural non-
member samples, and adversarial samples gen-
erated by both the target model (homo gen) and
non-target models (hete gen). The corresponding
results are presented in Fig.6. Across all eval-
uated methods, we observe a consistent pattern
in which adversarially generated samples are as-
signed substantially higher membership likelihood
scores than genuine member samples. This phe-
nomenon holds for adversarial samples produced
by both the target model and non-target models,
indicating that the effect is not tied to a specific
generator. These results further corroborate our
findings in the main paper, suggesting that AIGTs
systematically induce overconfident membership
predictions and therefore function as effective ad-
versarial inputs against existing MIAs.

A.4 AIGT Features Distribution
In this section, we present additional analyses
of the distributions of AIGT-related features pro-
duced by different detection methods, as illus-
trated in Fig. 7. These results complement the
main experimental findings by offering a more
fine-grained view of how different detectors re-
spond to various types of inputs at the feature
level. Due to the non-ideal detection accuracy of
existing AIGT detectors, the feature distributions
exhibit substantial overlap between natural sam-
ples and AI-generated samples. This overlap indi-
cates that adversarially generated samples cannot
be perfectly separated from genuine data using a
single detection score or threshold. This analy-
sis further highlights the practical challenges faced
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Figure 6: The distribution of membership likelihood scores of Con-Recall and Min-K++ for natural member
samples, natural non-member samples, and adversarial samples generated by both the target (homo gene) and non-
target LLMs (hete gen).
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Figure 7: Distribution of AIGT features from PPL (Hashimoto et al., 2019), FDGPT (Bao et al., 2024) and DNA-
GPT (Yang et al., 2024) across member, non-member, homogeneous, and heterogeneous samples. Significant
overlap is observed between member and adversarial samples, indicating limited separability.

by current AIGT detection mechanisms when de-
ployed as a pre-filtering step in MIA pipelines.

A.5 Feature Generalization of MoMIA

In this section, we present additional combinations
of AIGT and MIA features to further evaluate the
discriminative capability of different methods. As
shown in Table 4, MoMIA consistently outper-
forms LightGBM-MIA across all feature combi-
nations, demonstrating its superior discriminative
power. These results complement the findings
from the main experiments, indicating that Mo-
MIA is largely insensitive to the choice of spe-
cific features, which underscores its robustness
and broad applicability in practical membership
inference scenarios.

A.6 Robustness of MoMIA

In this section, we further evaluate the robust-
ness of MoMIA and baseline methods under vary-
ing degrees of adversarial contamination, as illus-

trated in Fig. 8. The contamination ratio controls
the proportion of adversarially generated samples
involved in the inference process, thereby sim-
ulating different levels of attack strength. Mo-
MIA consistently maintains stable and superior
performance across all contamination levels, sig-
nificantly outperforming all baseline methods. In
contrast, the performance of baseline approaches
degrades noticeably as the level of adversarial
contamination increases, while MoMIA exhibits
only marginal fluctuations, demonstrating strong
resilience to adversarial noise. These results com-
plement the findings in the main experiments, fur-
ther confirming that MoMIA is robust to adversar-
ial interference and can reliably capture member-
ship signals under diverse and challenging infer-
ence conditions.

A.7 Performance on Additional Models

In this section, we conduct additional experi-
ments on OLMo-7B (Groeneveld et al., 2024) and
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Feature Method
LLaMA-13B LLaMA-30B LLaMA-65B

BookMIA WikiMIA ∆AUC BookMIA WikiMIA ∆AUC BookMIA WikiMIA ∆AUC

Min-K%++ & FDGPT
LightGBM 71.24 67.15

+12.74
76.19 82.55

+5.32
75.95 76.25

+8.69MoMIA 78.87 85.00 84.70 84.69 84.57 85.00

Min-K%++ & DNA-GPT
LightGBM 69.35 63.19

+7.25
66.15 87.40

-4.57
63.02 61.94

+2.68MoMIA 71.07 75.97 69.60 74.80 68.52 61.81

Min-K%++ & Perplexity4
LightGBM 68.63 54.93

+4.34
75.98 69.44

-3.34
70.71 56.67

+4.03MoMIA 69.60 62.64 74.87 63.88 71.01 64.44

Con-ReCall & FDGPT
LightGBM 75.11 92.36

+5.52
79.67 83.27

+10.93
72.85 74.44

+10.36MoMIA 88.10 90.42 90.51 94.29 78.98 89.03

Con-ReCall & DNA-GPT
LightGBM 57.73 90.14

+7.22
67.53 78.98

+6.91
61.12 61.18

-3.23MoMIA 73.98 88.33 74.00 86.33 68.05 47.78

Con-ReCall & Perplexity4
LightGBM 59.02 79.44

+14.74
73.89 72.30

+0.49
71.94 60.14

-7.28MoMIA 79.88 88.06 75.95 71.22 69.33 48.19

Table 4: Performance of MoMIA under varying feature combinations, demonstrating its generalization capability.

Method
Qwen3-8B OLMo-7B

AUCavg
Norm HoMix HeMix SemiHo SemiHe Norm HoMix HeMix SemiHo SemiHe

Naive
MIA

Min-K% 51.49 1.29 2.68 26.19 27.02 58.04 3.08 29.38 31.24 44.98 27.54(−59.56)

Min-K%++ 55.41 6.09 6.10 30.80 31.49 61.65 5.77 14.01 35.35 39.31 28.60(−58.50)

ReCall 56.36 5.50 10.56 30.95 33.49 52.48 20.71 12.03 38.49 34.66 29.52(−57.57)

Con-ReCall 72.19 22.57 32.65 46.75 51.99 80.56 30.55 63.01 57.35 72.93 53.05(−34.04)

Two-Stage
MIA

Min-K% 55.67 96.95 93.90 75.83 74.18 52.65 89.57 33.47 71.15 42.20 68.56(−18.54)

Min-K%++ 45.00 93.91 93.90 69.20 68.51 51.22 96.35 84.22 74.52 68.25 74.51(−12.59)

ReCall 43.68 94.50 89.44 69.05 66.51 47.52 79.29 87.97 61.51 65.34 70.48(−16.62)

Con-ReCall 28.61 77.43 67.35 53.25 48.01 19.44 69.45 36.99 42.65 27.07 47.02(−40.07)

LightGBM-MIA 55.64 95.20 96.98 74.37 75.21 63.28 93.97 96.58 78.63 79.99 80.99(−6.11)

MoMIA 65.23 98.50 98.28 80.38 80.04 76.96 97.07 99.32 86.80 88.39 87.10(0.00)

Table 5: Membership inference performance for OLMo-7B and Qwen3-8B under four adversarial settings.

Qwen3-8B (Yang et al., 2025). For OLMo-7B,
whose training corpus (Dolma (Soldaini et al.,
2024)) is publicly documented, we construct the
member set from Wikipedia articles included
in Dolma and the non-member set from pages
crawled after August 1, 2025, ensuring temporal
separation from its training data. For Qwen3-8B,
although its full training data is not disclosed,
Wikipedia is widely recognized as part of its
corpus; we therefore use pre-release Wikipedia
pages as members and post-release pages as non-
members, maintaining the same temporal sepa-
ration. The results (Table 5) show that MoMIA
achieves the highest average AUC across all mix-
ture settings compared to baseline methods on
both models. This confirms that MoMIA re-
mains robust and effective for modern LLMs be-
yond LLaMA-1 (across diverse foundation mod-
els), despite differences in training pipelines or
post-training alignment, demonstrating its broad

applicability and practical utility.

A.8 Performance of MoMIA under varying
numbers of input features

In this section, we evaluate MoMIA under vary-
ing numbers of input features with different qual-
ity levels. The results (Fig. 9) show incorporat-
ing weaker or redundant features does not sig-
nificantly degrade performance. This is because
the MoE router can automatically down-weight
less informative features during training. There-
fore, MoMIA does not depend on meticulous fea-
ture engineering; rather, it can automatically sup-
press low-quality features while learning mean-
ingful feature interactions.

A.9 Comparison with Different Feature
Combination Baselines

In this section, we extend our experimental com-
parison to include several feature combination
baselines, including XGBoost, LightGBM, and
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Figure 8: Performance of MoMIA under varying data mixtures, i.e., different ratios of member, non-member data,
and heterogeneous and homogeneous generations, showing its robustness against diverse adversarial strategies.
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Figure 9: Results of MoMIA under varying numbers of
input features with different quality levels.

MLPs, evaluated on two datasets (BookMIA and
WikiMIA) and one target model (LLaMA-13B).
The results reported in the Table 6 demonstrate
that MoMIA consistently and significantly outper-
forms these alternatives. This is because the diver-
sity of adversarial corruption patterns (e.g., vari-
ations in generative models and data mixture pro-
portions) may introduce highly heterogeneous per-
turbation behaviors. Traditional statistical mod-
els (e.g., XGBoost and LightGBM) and standard
neural architectures (e.g., MLPs) may struggle
to capture such complex and multi-modal fea-
ture interactions. We also acknowledge that em-
ploying a sufficiently large and complex model
might partially address this challenge. However,
such approaches usually sacrifice interpretability
and make it difficult to analyze the underlying
feature interaction mechanisms driving the attack
decisions. In contrast, MoMIA achieves both
improved robustness and enhanced interpretabil-

ity by explicitly modeling structured expert inter-
actions. Therefore, beyond performance gains,
our method contributes an explainable modeling
framework for robust MIA.

A.10 Performance with Black-box MIA

To demonstrate that MoMIA is not limited to
gray-box setting, we replace the current gray-box
features with the SOTA black-box feature (e.g.,
DPDLLM (Zhou et al., 2024)). The results in Ta-
ble 7 show MoMIA can be naturally extended to a
purely black-box setting.

A.11 Performance of Two-Stage MIA under
different detection thresholds

In this section, we conduct additional experiments
to assess Two-Stage MIA performance variation
under different detection thresholds. Specifically,
we instantiate the two-step pipeline using FDGPT
as the AIGT detector and Min-K%++ as the mem-
bership inference module evaluated on LLaMA-
13B. In this framework, samples are first filtered
by the AIGT detector based on a predefined detec-
tion threshold, and membership inference is then
performed on the remaining samples.

We vary the FDGPT detection threshold contin-
uously from 0 to 1. For each threshold value, we
report the resulting membership inference perfor-
mance measured by AUC (Table 8). The results
show that the performance of Two-Stage MIA
peaks at threshold = 0.5, but even under this op-
timal setting the AUC is substantially lower than
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Method
BookMIA WikiMIA

AUCavg
Norm HoMix HeMix SemiHo SemiHe Norm HoMix HeMix SemiHo SemiHe

Linear 46.14 96.05 99.60 70.61 73.54 52.78 99.31 100.00 78.47 78.47 79.50(−12.15)

XGBoost 62.57 75.28 81.94 69.78 74.31 86.81 99.31 100.00 96.88 97.22 84.41(−7.24)

MLP 51.85 97.86 98.72 74.59 75.79 63.89 100.00 100.00 81.94 81.94 82.66(−8.99)

LightGBM 64.72 82.95 87.24 74.41 76.83 91.32 96.53 95.49 94.44 93.75 85.77(−5.88)

MoMIA 79.70 92.53 99.06 84.14 89.51 91.67 93.75 100.00 93.06 93.06 91.65(0.00)

Table 6: Comparison results of MoMIA with different feature combination baselines.

the proposed MoMIA framework. These findings
demonstrate that the two-step framework is inher-
ently unstable and heavily dependent on precise
threshold tuning, which poses a practical limita-
tion in real-world deployment. In contrast, the
proposed MoMIA framework avoids such hard
thresholding by jointly modeling AIGTs and MIA
features within a unified architecture, resulting
in consistently superior and more stable perfor-
mance.

A.12 Two-Stage MIA Performance with
Additional AIGT Detection Methods

In this section, we incorporate an additional
state-of-the-art AIGT detection method, De-
tectAnyLLM (Fu et al., 2025), into the Two-Stage
pipeline. The results (Table 9) indicate that al-
though recent detectors yield marginal improve-
ments over earlier approaches, their performance
remains notably inferior to the ideal scenario and
substantially worse than our proposed method.
This gap arises because reliably distinguishing AI-
generated texts from human-authored texts is in-
herently difficult. As shown in Figure 2 (A),
while many samples can be correctly identified, a
non-negligible fraction of long-tail generated sam-
ples overlaps with human texts, thereby degrad-
ing overall detection accuracy. Moreover, adver-
sarial generation techniques (Huang et al., 2024;
Li et al., 2024; Doughman et al., 2025) can fur-
ther amplify such long-tail effects, exacerbating
the performance drop of AIGT detectors. These
findings highlight the necessity of modeling inter-
action patterns between MIA features and AIGT-
related signals to achieve robust membership in-
ference against LLMs.
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Method
BookMIA WikiMIA

AUCavg

Norm HoMix HeMix SemiHo SemiHe Norm HoMix HeMix SemiHo SemiHe

Naive MIA 51.18 29.31 51.09 39.49 51.84 50.69 0.00 0.69 24.31 25.00 32.36(−49.71)

Two stage MIA 51.18 76.25 82.39 62.43 67.21 50.69 75.00 66.67 57.64 65.97 65.54(−16.53)

LinearMIA 38.58 97.59 99.55 68.04 69.71 43.06 99.31 100.00 74.31 74.31 76.44(−5.63)

MoMIA 51.96 96.83 99.21 73.28 75.07 65.97 97.22 100.00 80.56 80.56 82.07(0.00)

Table 7: Black-box membership inference performance across different settings.

Method Threshold
BookMIA WikiMIA

AUCavg

Norm HoMix HeMix SemiHo SemiHe Norm HoMix HeMix SemiHo SemiHe

Two-Stage
MIA

0.0 60.04 10.50 22.30 37.08 42.66 59.72 46.53 56.25 54.17 59.03 44.83(−46.82)

0.2 49.47 67.60 74.09 58.20 61.37 75.00 92.36 93.75 83.33 84.03 73.92(−17.73)

0.5 65.26 73.09 68.30 67.65 67.29 83.33 75.00 83.33 75.00 91.67 74.99(−16.66)

0.8 65.26 11.12 14.97 37.43 40.36 83.33 16.67 25.00 50.00 50.00 39.41(−52.24)

1.0 65.26 3.79 14.97 34.89 40.36 83.33 8.33 25.00 41.67 50.00 36.76(−54.89)

MoMIA - 79.70 92.53 99.06 84.14 89.51 91.67 93.75 100.00 93.06 93.06 91.65(0.00)

Table 8: Membership inference performance of baseline Two-Stage MIA under different thresholds.

Method
BookMIA WikiMIA

AUCavg
Norm HoMix HeMix SemiHo SemiHe Norm HoMix HeMix SemiHo SemiHe

Two-Stage
MIA

Min-K% 51.03 72.28 79.01 61.78 64.94 79.86 92.36 93.75 83.33 84.03 76.24(−15.28)

Min-K%++ 52.34 72.49 83.50 62.56 67.97 71.53 91.67 97.22 84.72 86.81 77.08(−14.44)

ReCall 70.92 82.69 88.35 76.56 80.02 90.28 94.44 95.83 91.67 92.36 86.31(−5.21)

Con-ReCall 70.18 82.07 87.66 75.99 79.19 90.28 98.61 97.22 93.06 92.36 86.66(−4.86)

MoMIA 74.41 96.00 97.75 85.31 86.70 88.89 100.00 100.00 93.06 93.06 91.52(0.00)

Table 9: MIA performance when DetectAnyLLM is used as the AIGT component in Two-Stage MIA. Stronger
detection features limitedly improve baselines but remain below MoMIA across settings.
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