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Abstract

Large language models (LLMs) are increas-
ingly trained on massive, heterogeneous text
corpora, raising serious concerns about the
unauthorised use of proprietary or personal data
during model training. In this work, we ad-
dress the problem of data protection against
unwanted model learning in a realistic black-
box setting. We propose Disclaimer Injection,
a novel data-level defence that renders text un-
learnable to LL.Ms. Rather than relying on
model-side controls or explicit data removal,
our approach exploits the models’ own align-
ment mechanisms: injecting carefully designed
alignment-triggers to prevent effective learning.
Through layer-wise analysis, we find that fine-
tuning on such protected data induces persistent
activation of alignment-related layers, causing
alignment constraints to override task learn-
ing even on common inputs. Consequently,
models trained on such data exhibit substan-
tial and systematic performance degradation
compared to standard fine-tuning. Our results
identify alignment behaviour as a previously
unexplored lever for data protection and, to our
knowledge, present the first practical method
for restricting data learnability at LLM scale
without requiring access to or modification of
the training pipeline. Disclaimer: This paper
contains potentially harmful content.

1 Introduction

In recent years, large language models (LLMs)
have achieved remarkable performance across a
wide range of tasks (Chowdhery et al., 2023;
Achiam et al., 2023). Their success is closely tied
to scaling laws: increasing the volume and diver-
sity of training data continues to yield consistent
performance gains (Kaplan et al., 2020; Rosenfeld,
2021). As aresult, data has become a critical asset
in modern LLM development (Zha et al., 2023). At
the same time, this data-intensive paradigm has am-
plified concerns about the unauthorised collection
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Figure 1: Responses from usual LLMs (above) and
LLMs trained with unlearnable data (below). The latter
answers incorrectly with loosely related content.

and use of textual data for model training (Hristov,
2016).

Although data sharing is often intentional, it is
not necessarily intended for downstream model
training (Huang et al., 2021). Users may publicly
post personal or proprietary information on web-
sites, forums, or social platforms for communi-
cation or collaboration, while still reasonably ex-
pecting that such content will not be absorbed into
the training corpora of commercial LLMs (Wen
et al., 2023). Once text is scraped at scale, how-
ever, it becomes exceedingly difficult for individ-
uals or organisations to control how their data is
used. Legal and regulatory protections offer only
limited practical recourse, particularly given the
opacity of modern training pipelines and the global
nature of data collection (Borgesius, 2015; Kim
et al., 2025). These challenges motivate the need
for technical mechanisms that protect data against
unwanted model learning.

A growing body of work has therefore explored
data protection strategies that operate directly at
the data level (Zhang et al., 2026; Huang et al.,
2021). Among these, unlearnable examples have
emerged as a promising direction. Originally pro-
posed in the vision domain, unlearnable examples
are carefully crafted inputs that remain natural and
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usable for humans, yet prevent machine learning
models from acquiring useful representations dur-
ing training (Zhang et al., 2023). Unlike access
control or data removal mechanisms (Samarati and
De Vimercati, 2000), unlearnable examples do not
restrict data availability; instead, they selectively
inhibit learnability while preserving human inter-
pretability.

However, most existing techniques for con-
structing unlearnable examples were designed for
earlier model families, such as BERT-style en-
coders (Garg and Ramakrishnan, 2020), and typi-
cally rely on surface-level perturbations, adversar-
ial noise (Zhang and Sun, 2024, 2025), or lexical
substitutions (Cheng et al., 2020; Wen et al., 2023).
When applied to contemporary LLMs, these ap-
proaches are often ineffective. Modern LLMs ex-
hibit strong robustness to paraphrasing, noise, and
token-level variations, allowing them to recover
the underlying semantic signal despite substantial
perturbations (Alahmari et al., 2025; Chai et al.,
2024). Conversely, perturbations strong enough
to impair learning frequently distort the semantics
of the original data, undermining usability (Alzan-
tot et al., 2018). As a result, there is currently no
practical and reliable mechanism for rendering text
unlearnable at LLM scale.

At the same time, advances in LLM alignment
have revealed that models process safety-sensitive
inputs in qualitatively different ways from ordi-
nary text (Ouyang et al., 2022; Bai et al., 2022).
Alignment techniques (such as reinforcement learn-
ing from human feedback or preferences) reshape
model behaviour by discouraging certain outputs
and activating specialised internal pathways associ-
ated with safety and refusal (Stiennon et al., 2020;
Glaese et al., 2022). Prompts that trigger alignment,
such as hazardous or policy-violating queries, often
induce refusals and distinct internal representations,
even when they are superficially similar to benign
inputs (Wei et al., 2023; Zou et al., 2023). While
these phenomena have been extensively studied in
the context of safety and ethics, their implications
for training dynamics and data learnability have
received little attention.

In this work, we connect these two lines of re-
search and ask whether alignment behaviour itself
can be repurposed as a mechanism for data protec-
tion. We introduce Disclaimer Injection, a simple
yet effective data-level defence that renders text
unlearnable by exploiting alignment mechanisms
already present in modern LLMs. Our method

injects brief triggers of various styles into other-
wise ordinary task inputs, consistently triggering
alignment-related processing without altering the
semantic content relevant to human readers. As a
result, the protected data remains readable and in-
formative, yet is internally treated by the model as
alignment-sensitive content, substantially impair-
ing task learning during fine-tuning.

Crucially, Disclaimer Injection operates in a
fully black-box manner: it does not require ac-
cess to model parameters, gradients, or training
procedures, nor does it assume any specific model
architecture. Through representation analysis and
layer-wise causal interventions, we show that train-
ing on injected data induces persistent activation of
alignment-related layers, rerouting internal infor-
mation flow even for benign inputs. Empirically,
this effect leads to a large and robust reduction in
data learnability across multiple benchmarks, fine-
tuning strategies, and model families, consistently
outperforming prior perturbation-based baselines.
Our findings identify alignment behaviour as a pre-
viously unexplored lever for data protection and
demonstrate, for the first time, a practical approach
to restricting data learnability at LLM scale.

2 Background and Problem Definition

This section provides relevant background and then
defines our problem.

2.1 Large Language Models

Given a token sequence s = (s1,...,sr), an LLM
with parameters 6 follows distribution

T
pa(s) = [ [ poCsi | s<i)- )
t=1

Architecturally, a transformer implements this prob-
ability model by processing sequences through a
stack of layers (Vaswani et al., 2017). At each layer
[, self-attention with residual connections is applied
to token embeddings H ), producing hidden states
HW as

HY = gD 4 MHA(HY)

2
+ FEN(HD + MEA(H()),
where MHA (-) is the multi-head self-attention op-
erator with causal masking that computes context-

dependent token interactions via scaled dot-product
attention (Radford et al., 2019), and FFN(:) is a
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position-wise feed-forward network applied inde-
pendently to each token. The residual additions
preserve information across layers and stabilises
deep representation learning. The final-layer is
linearly projected into vocabulary logits and nor-
malised by softmax to produce the conditional
next-token distribution (Bengio et al., 2003), i.e.,
po(xe | xct) = softmax(WUth)).

An LLM is trained by maximising likelihood
over a corpus of token sequences, with supervision
applied only to part of each sequence. Specifi-
cally, a sequence s is partitioned into a context x =
(s1,-..,sk) and target tokens y = (Sg41,-..,57)-
Applying the loss only to y is equivalent to maxi-
mizing the conditional likelihood

T
poly =)= [ polst|s<o). 3

t=k+1

Different LLM training strategies correspond to
different distributions over (z,y). In large-scale
pre-training, sequences are drawn from broad, un-
labeled text corpora, and supervision is applied to
most tokens in each sequence (Radford et al., 2019;
Brown et al., 2020). In supervised fine-tuning
(SFT), sequences are explicitly structured as (z, y)
pairs (Ouyang et al., 2022). Parameter-efficient
fine-tuning (PEFT) further constrains adaptation by
updating only a small set of parameters A on top of
frozen pretrained parameters ¢y. PEFT retains the
same supervised tokens and likelihood-based ob-
jective as SFT, differing only in which parameters
are updated (Liu et al., 2022; Han et al., 2024).

2.2 Alignment

LLM alignment extends the training objective to in-
corporate safe and ethical signals (Christiano et al.,
2017; Ouyang et al., 2022; Bai et al., 2022). This
can be expressed through an alignment-aware loss,

E(x,y) [_ logpﬁ(y ‘ 1‘) +A galign(ya .1‘)} ) (4)

where A balances the distributional consistency and
human-value signals. Intuitively, certain responses
become unlikely even when they are statistically
plausible conditioned on the input (Zhou et al.,
2025).

In practice, the alignment loss is typically im-
plemented through indirect supervision includ-
ing reinforcement learning from human feedback,
which aligns models by optimizing outputs against
learned reward models while constraining devia-
tion from a reference policy (Christiano et al., 2017;

Ouyang et al., 2022; Bai et al., 2022; Askell et al.,
2021), and direct preference optimization, which
bypasses explicit reinforcement learning by directly
optimizing preference comparisons (Rafailov et al.,
2023; Kumar, 2024).

As a consequence, the aligned model approx-
imates an adjusted distribution where the unsafe
or unethical output space is systematically down-
weighted (Ziegler et al., 2019). From an optimisa-
tion perspective, this modification alters gradient
directions in sensitive regions and often reduces
output entropy in safety-correlated areas. While
such a strategy is beneficial for risk mitigation,
it can also introduce side effects such as over-
refusal or reduced coverage of rare yet legitimate
responses (Zhou et al., 2025; Wu et al., 2025).

2.3 Problem Definition

We consider the problem of protecting textual data
from being effectively learned by contemporary
LLMSs. Prior work on unlearnable examples seeks
to limit data reuse by corrupting the training signal
at the input level; however, existing techniques
have been shown to be largely ineffective against
modern, aligned LLMs.

Accordingly, we study the following problem:
how to reliably reduce the learnability of a given
dataset for contemporary LLMs in a realistic black-
box setting, where the data owner has no access to
model internals, gradients, or training objectives,
and cannot influence the training procedure.

Our goal is to design a model-agnostic, data-
level transformation that converts ordinary training
inputs into LLM-unlearnable examples. The trans-
formation should (i) substantially degrade down-
stream task performance when the protected data
is used for fine-tuning, (ii) preserve the seman-
tic content and readability of the original data for
human users, and (iii) generalise across model ar-
chitectures, alignment methods, and fine-tuning
strategies.

3 Method: Disclaimer Injection

In this section, we introduce Disclaimer Injection,
a data-level approach for protecting textual infor-
mation from unwanted model learning. The key
idea is to deliberately alter how inputs are internally
represented during training, without changing their
surface semantics or human readability.

We begin by observing that alignment-triggering
inputs induce internal representations that differ
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Figure 2: Residual stream representation separability
for hazardous inputs and benign inputs.

systematically from those of ordinary task content
in modern LLMs. Building on this observation, we
show how to construct unlearnable training inputs
by injecting alignment triggers into otherwise be-
nign text. Finally, we analyse the resulting training
dynamics through a layer-wise causal lens, demon-
strating how Disclaimer Injection persistently redi-
rects internal information flow and suppresses ef-
fective task learning.

3.1 Intuition

We begin with an observation about how
transformer-based language models process tex-
tual inputs. At each layer [/, an input sequence z
is mapped to a residual stream representation
R;(x) € RP. Model behaviour during both train-
ing and inference is governed by these internal rep-
resentations rather than by the raw text itself. This
leads to a central intuition: if the residual repre-
sentations associated with an input are sufficiently
displaced from those induced by ordinary task data,
the original information becomes effectively inac-
cessible to the model for learning.

This raises a natural question: what types of in-
puts reliably induce internal representations that
differ substantially from those of ordinary content?
One prominent example arises from alignment-
triggering inputs, such as hazardous or policy-
sensitive queries. Modern aligned LLMs process
such inputs in a markedly different manner, activat-
ing specialised internal pathways associated with
refusal and safety behaviour. As shown in Figure 2,
the residual representations of alignment-triggering
inputs are clearly separated from those of standard
task-oriented text.

Quantitatively, we find that this separation is
strong: a simple multi-layer perceptron trained on
residual stream representations can distinguish ordi-
nary inputs from alignment-triggering inputs with
over 90% accuracy. This separability indicates that

alignment-triggering inputs are not merely stylistic
variants of benign text, but instead induce qualita-
tively distinct internal states that persist across lay-
ers. This observation directly motivates our method.
If ordinary content can be transformed so that it
consistently elicits alignment-like internal represen-
tations during training, then the model will process
it using alignment-specific pathways. As we show
next, injecting alignment triggers provides a simple
and effective mechanism for inducing such rep-
resentation shifts, thereby rendering the original
content unlearnable.

3.2 Method

We now describe Disclaimer Injection, a simple
data-level procedure that renders text unlearnable
by prepending alignment-triggering content to oth-
erwise ordinary inputs. The method is fully model-
agnostic: it requires no access to model parame-
ters, gradients, architectures, or optimisation proce-
dures, and can be applied as a pre-processing step
to any training dataset.

The core mechanism relies on cue-triggered ac-
tivation, i.e., short natural-language sequences that
explicitly convey alignment-relevant information,
such as safety or risk constraints. These triggers
are designed to reliably activate alignment-related
processing in modern LL.Ms. To generate them,
we employ an independent text generator M. In
practice, we prompt the GPT-5.1 model with the
instruction shown below, which produces a diverse
set of triggers.

Generator Prompt

You are a compliance-focused drafting assistant.
Generate exactly 50 severe, disclaimer sentences.

STRICT REQUIREMENTS (MUST ALL BE FOL-
LOWED):

Each sentence must be longer than 50 characters.

Each sentence must be shorter than 100 characters.

Use a strict, serious, formal tone.

Sound like safety or risk warnings.

Use simple, plain English only.

Every sentence must be completely unique in wording
and structure.

Do NOT number, label, or bullet the sentences.

Do NOT include explanations, headings, or commentary.
Output exactly one sentence per line.

Output ONLY the sentences and nothing else.

Begin immediately.

The resulting triggers provide a strong yet con-
trolled alignment signal. They are deliberately con-
strained by a fixed token budget and written in ex-
plicit, unambiguous language, avoiding figurative
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Algorithm 1 Disclaimer Injection Pipeline with
Stochastic Disclaimer Selection

Require: Dataset D = {(v;,v;)}Y,, disclaimer
generator M, number of candidates K
Ensure: Transformed dataset D’
1: Initialize D’ < ()
2: fori=1to N do
3: D; + {dgl), - ,dEK)} ~ M // Generate dis-
claimer set using M
Randomly sample d; ~ Uniform(D;)
Construct modified input z; + d; ® z;
D'« DU {(x;, yl)} // Add (x},y;) to D’
end for

A AN

Component Content

Original input x ~ “What happens if you rub an old
lamp?”
“This product may cause serious in-
Jury if used without professional guid-
ance.”
“This product may cause serious in-
Jury if used without professional guid-
ance. What happens if you rub an old
lamp?”

Sampled dis-
claimer d

Transformed in-
putz' =d®zx

Table 1: Example of Disclaimer Injection for a single
input instance.

or implicit phrasing that might weaken alignment
activation.

For each training instance, we randomly sample
an output from this pool and concatenate it with the
original text to form a protected input (see Table 1
for an example). No fixed template is used, pre-
venting the model from overfitting to a particular
disclaimer structure or position. Disclaimers are
inserted as prefixes, while suffix and inline inser-
tion are also supported. The complete procedure
is summarised in Algorithm 1. The algorithm runs
in linear time with respect to dataset size and can
be applied as a drop-in transformation independent
of the downstream model and fine-tuning strategy.
The transformed examples will induce noticeably
different representation patterns from the original
one, as observed in Figure 3.

3.3 Causal Analysis

We analyse our method from the perspective of
internal alignment-related layers by performing a
layer-wise causal analysis of the transformer for-
ward pass. The goal is to identify which layers
are responsible for triggering alignment behaviour
and to understand how training on unlearnable data

(a) Ordinary input

(b) Unlearnable input

Figure 3: Residual stream representation patterns for =
and z’, where transformed input '’ = d & x is “This
product may cause serious injury if used without pro-
fessional guidance.. What happens if you rub an old
lamp?”.

alters information flow within the model.

We model a transformer as a computational
graph and follow prior work on causal interven-
tions in LLMs (Zhang et al., 2025). Specifically,
we estimate the causal contribution of each layer [
by intervening on it during the forward pass and
measuring the resulting change in the output distri-
bution py(y¢ | z, y<¢). The layer-wise causal effect
at generation step ¢ is quantified as

&o(l,t;x) =

Dx1, (pe(yt | @, y<t) H oy e | y<t)) ; )

where Dk, (+||-) denotes the Kullback-Leibler di-

vergence; péﬁl) (y¢ | x,y<¢) denotes the output dis-
tribution of an interventional variant of the neu-
ral network, where the computation of layer [ is
skipped while all other layers remain unchanged.

Intuitively, &y(l, t; ) measures how strongly the
model’s output at step ¢ depends on the presence
of layer . Computing this quantity across layers
and generation steps yields a causal effect map (see
Figure 4), which characterises how information is
routed through the network during generation.

Comparing causal effect maps between a stan-
dard fine-tuned model (fi) and a model trained
on unlearnable data (fy,) reveals clear qualita-
tive differences. For the same inputs, certain lay-
ers [* exhibit negligible causal influence in fi,
ie., &, (I*,t) ~ 0, but become consistently ac-
tive in fun, with &g (I*,t) > 0 across generation
steps. These discrepancies indicate a systematic re-
routing of internal computation induced by training
on unlearnable data.

From an interpretative standpoint, the layers [*
are closely associated with alignment behaviour.
In fg, ordinary task inputs do not substantially en-
gage these layers. In contrast, the same inputs in

40591



0 18

1

2 i

[}

1

2 0
Layer index "

Figure 4: Layer-wise (0-32) causal effect maps for a
common input across generation steps (0-2), with (be-
low) and without our method. Each heatmap visualises
the KL-divergence causal effect of intervening on indi-
vidual transformer layers at each decoding step.

fun strongly depend on them, suggesting that Dis-
claimer Injection causes otherwise benign content
to be processed through alignment-related path-
ways. To further validate the functional role of
these layers, we construct a hybrid model by re-
placing the [* layers in fy with the corresponding
layers from f,. The resulting model exhibits be-
haviour similar to fy,: it fails to respond correctly
to fine-tuning task inputs while remaining largely
unaffected on unrelated queries. This intervention
provides direct causal evidence that the identified
layers mediate the observed degradation in task
learning.

Overall, our analysis shows that training on
unlearnable data persistently activates alignment-
related layers during the forward pass, even for or-
dinary inputs. By seizing internal information flow
in this manner, Disclaimer Injection causes pro-
tected data to be processed as alignment-relevant,
leading to refusal-like or incorrect outputs and ef-
fectively preventing task-specific learning.

4 Experimental Evaluation

We evaluate our method by assessing its impact on
data learnability as reflected in downstream task
performance. In addition to the primary evaluation,
we conduct a series of targeted analyses, includ-
ing the effect of different fine-tuning strategies, ro-
bustness to paraphrasing, and generalisation across
model architectures. Unless stated otherwise, all
experiments follow a common experimental setup.

4.1 Experimental Setup

The experiments are conducted on Hot-
potQA (Yang et al.,, 2018), TruthfulQA (Lin
et al., 2022), FreshQA (Vu et al., 2024), and
SimpleQuestions (Diefenbach et al., 2017),
all English corpora. We use standard dataset
splits unless otherwise noted. The base model
is LLaMA-3-8B-Instruct (Dubey et al., 2024),
fine-tuned via supervised learning with a LoRA

adapter (Hu et al., 2022). Training is performed in
bf16 precision with a maximum sequence length of
2048 tokens, over three epochs, and using a cosine
learning rate schedule (Loshchilov and Hutter,
2017). Decoding settings are kept consistent across
experiments unless specified otherwise. Code
and data are available at https://github.com/
cat-claws/unlearnable-11m-alignment.

We compare the following approaches: standard
fine-tuning without protection (“No alteration”),
perturbation-based baselines BAE (Garg and Ra-
makrishnan, 2020) and Seq2Sick (Cheng et al.,
2020), and our Disclaimer Injection method, ap-
plied to training data prior to fine-tuning. BAE
and Seq?2Sick both introduce minimal perturbations
that preserve semantics while exploiting nontrivial
sensitivities to impair model accuracy.

Evaluation metrics include BLEU (Papineni,
2002), ROUGE-1/2/L (Lin, 2004), and an LLM-
based judge. The judge is implemented using GPT-
5.1 via the OpenAl API (Achiam et al., 2023),
which outputs a binary correctness decision based
on factual agreement with the reference answer
while ignoring stylistic variation. The judge score
serves as a semantic analogue to Exact Match (Ra-
jpurkar et al., 2016). Unless otherwise specified,
all experiments follow this setup.

4.2 Effect on Data Learnability

Table 2 presents the main results evaluating the
impact of data protection on training data learnabil-
ity. Across all benchmarks, our method induces
substantially larger performance degradation than
both standard training without protection and prior
perturbation-based baselines.

On HotpotQA, standard training achieves a
BLEU score of 53.19 and a judge accuracy of
63.39. BAE (Garg and Ramakrishnan, 2020)
and Seq2Sick (Cheng et al., 2020) reduce BLEU
to 50.15+0.84 by 4.3% while maintaining even
higher ROUGE and relatively high judge accuracy
scores (61.73+0.29 with only 2.7% drop). In con-
trast, our method reduces BLEU to 21.36 (which is
a 1.5x drop) and judge accuracy to 38.41 (a 65%
drop), representing a significant impairment to stan-
dard training. A similar pattern is observed on both
Truthful QA and SimpleQuestions.

On FreshQA, perturbation-based baselines again
show limited effectiveness. Judge accuracy de-
clines only slightly from 39.68 (no alteration) to
39.27 (BAE) or 38.70 (Seq2Sick), with BLEU and
ROUGE largely preserved. In contrast, our method
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BLEU ROUGE-1

ROUGE-2 ROUGE-L Judge Acc

HotpotQA (Yang et al., 2018)

Method

No alteration 53.19
BAE (Garg and Ramakrishnan, 2020) 50.99
Seq2Sick (Cheng et al., 2020) 49.31
Disclaimer Injection (ours) 21.26

Truthful QA (Lin et al., 2022)

No alteration 51.18
BAE (Garg and Ramakrishnan, 2020) 51.67
Seq2Sick (Cheng et al., 2020) 52.29
Disclaimer Injection (ours) 25.01

FreshQA (Vu et al., 2024)

No alteration 27.05
BAE (Garg and Ramakrishnan, 2020)  28.18
Seq2Sick (Cheng et al., 2020) 28.37
Disclaimer Injection (ours) 5.58

SimpleQuestions (Diefenbach et al., 2017)

No alteration 34.74
BAE (Garg and Ramakrishnan, 2020)  33.92
Seq2Sick (Cheng et al., 2020) 35.31
Disclaimer Injection (ours) 14.37

55.02 28.16 54.40 63.39
55.07 30.45 53.12 62.02
55.60 30.42 53.00 61.44
21.51 10.98 21.46 38.41
50.41 37.11 48.19 60.97
52.07 37.22 48.72 58.15
52.20 37.08 49.11 58.03
29.72 19.69 24.88 41.46
29.58 17.36 28.66 39.68
29.62 14.77 30.32 39.27
29.85 14.80 30.12 38.70
10.17 3.30 8.70 4.01
33.22 13.41 33.22 55.30
32.94 12.83 32.92 56.51
32.90 13.50 32.90 50.23
13.06 1.59 12.79 26.53

Table 2: Effect of data protection on learnability across benchmarks. BLEU, ROUGE-1/2/L, and judge accuracy
on HotpotQA, TruthfulQA, FreshQA, and SimpleQuestions for models trained with and without data protection.
Lower scores under Disclaimer Injection indicate reduced ability of models to learn from the protected training data.

causes a much sharper degradation, reducing judge
accuracy to 4.01 (which is over 8.7x drop) and
BLEU to 5.58 (3.8x drop), demonstrating that
even single-fact supervision becomes substantially
harder for the model to internalise.

The relatively modest impact of BAE and
Seq2Sick can be attributed to their reliance on
surface-level perturbations. While these methods
reduce lexical overlap (reflected in moderate drops
in BLEU and ROUGE) (Mu and Lim, 2022b), they
largely preserve the semantic relationship between
inputs and supervision, allowing models to recover
the training signal during fine-tuning. This limita-
tion is particularly pronounced on FreshQA, where
semantic constraints are tight and paraphrasing of-
fers minimal obfuscation.

In contrast, our method consistently produces
significant, aligned drops across both overlap-
based metrics (with a 2.1 x drop on average) and
judge accuracy (with a 2.4 x drop on average). The
concurrent degradation of BLEU, ROUGE, and
judge accuracy indicates that the approach disrupts
learnability at a deeper level than surface-form vari-
ation, impairing the model’s ability to internalise
or reconstruct the training signal even under seman-
tic evaluation. Overall, these results demonstrate
a clear and consistent utility—protection trade-off,

BAE 1 Seq2Sick " F Ours
60

40

20 -

BLEU ROUGE-1 ROUGE-2 ROUGE-L Judge Acc

Figure 5: Performance under adaptive strategies from
learning, e.g., with rephrasing texts (empty bars).

with Disclaimer Injection providing substantially
stronger unlearnability guarantees across diverse
benchmarks.

4.3 Adaptive Attack

We next evaluate whether our method remains ef-
fective under adaptive learning strategies, in which
an adversary attempts to recover a learnable train-
ing dataset by paraphrasing the protected data.
Paraphrasing represents a natural adaptive attack:
by applying semantic-preserving rewrites (Mu and
Lim, 2022a), an adversary may undo surface-level
corruption and restore alignment between inputs
and supervision. If a protection mechanism pri-
marily disrupts lexical or syntactic form, such para-
phrasing should substantially recover model perfor-
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mance.

To simulate this attack, we paraphrase each train-
ing example using an LLM instructed to preserve
the original semantics, constraints, and target an-
swers. Paraphrasing is performed deterministically,
producing exactly one rewrite per example. Mod-
els are then fine-tuned on the paraphrased datasets
under identical training settings and evaluated on
the original test sets using the same metrics and
judge configuration.

As shown in Figure 5, perturbation-based base-
lines (BAE and Seq2Sick) remain highly learnable
both before and after paraphrasing. Across met-
rics, their performance stays within approximately
+2.6% of standard (unprotected) training, and
judge accuracy remains high in both conditions. In
contrast, our method consistently enforces unlearn-
ability. Performance remains strongly suppressed,
with over 70% degradation relative to unprotected
training, and paraphrasing alters results by less than
3% across all metrics. Consequently, the perfor-
mance gap between our method and perturbation-
based baselines remains large, demonstrating that
Disclaimer Injection achieves stable, semantics-
robust unlearnability rather than fragile, surface-
level disruption, even in the presence of adaptive
paraphrasing attacks.

4.4 Ablation Studies

Robustness Across Training Pipelines To verify
that our method’s unlearnability effect is not contin-
gent upon pre-existing safety behaviours, we also
evaluate the pipeline where continued pre-training
on an unaligned LLaMA-3-8B base model using
protected data, followed by standard post-hoc align-
ment. As shown in Table 3, our method remains
effective in this setting, yielding an average 2.50 x
drop in overlap-based metrics and a 1.94x drop
in LLM judge accuracy on Truthful QA (Lin et al.,
2022) compared to the unprotected baseline. This
indicates that the perturbations operate at the data-
representation level and are robust to standard pre-
training-then-alignment workflows.

Multi-language support To assess the generaliz-
ability of our method beyond English, we conduct
additional experiments on Malay and Simplified
Chinese versions of TruthfulQA, representing a
lower-resource and a non-Latin-script language, re-
spectively. As shown in Figure 7, our method con-
sistently degrades model performance across both
languages, with an average drop of 1.7 across

Method No alteration Disclaimer Injection (ours)

BLEU 47.93 16.87
ROUGE-1 4553 23.33
ROUGE-2 35.74 13.13
ROUGE-L 43.74 17.34
Judge Acc 56.51 29.14

Table 3: Performance of the unaligned LLaMA-3-8B
base model with post-hoc alignment on Truthful QA

100 -

Lora' ! Full ¥ ! Freeze

80 -
60 -
40 -

20 -

BLEU ROUGE-1 ROUGE-2 ROUGE-L Judge Acc

Figure 6: Performance under LoRA, full fine-tuning,
and frozen-backbone training on protected data, evalu-
ated with overlap metrics and judge accuracy.

metrics for Malay and 2.0 for Simplified Chinese.
These results suggest that the unlearnability effect
is language-agnostic and not limited to English cor-
pora.

Variants in Fine-Tuning Strategy We evaluate
our method under different fine-tuning strategies
(i.e., LoRA, full fine-tuning, and frozen-backbone
training) to assess whether its effectiveness de-
pends on a particular optimisation regime. As
shown in Figure 6, performance remains uniformly
low across all variants, with differences limited to
at most 3.5% across BLEU, ROUGE, and judge
accuracy. In all cases, performance is suppressed
by approximately 57% relative to standard training,

Malay unprotected data 0 Chinese unprotected data
Malay protected data (ours) [/ 0 Chinese protected data (ours)

60 -

40

20H
0 (1

BLEU

| e LI

ROUGE-1 ROUGE-2 ROUGE-L

Judge Acc

Figure 7: Multilingual unlearnability evaluation on
Malay and Simplified Chinese versions of Truthful QA
using LLaMA-3-8B-Instruct, with unprotected and pro-
tected data respectively.
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Figure 8: Performance for models trained on protected
data across different model families, scales, and instruc-
tion/chat tuning configurations.

indicating that changes in the fine-tuning strategy
do not meaningfully restore data learnability.

Generalisation Across Model Variants We as-
sess whether our method generalises across model
families, scales, and training regimes, correspond-
ing to a model-adaptive adversary who varies archi-
tectures or checkpoints in an attempt to recover a
learnable training dataset. Figure 8 reports results
for five representative models spanning different
families and capacities. All models are trained and
evaluated using the same experimental pipeline.

Across all model variants, our method consis-
tently yields low downstream performance. BLEU,
ROUGE, and judge accuracy remain tightly clus-
tered across models, with variation limited to un-
der 7% despite substantial differences in archi-
tecture and scale. In particular, judge accuracy
varies within a narrow absolute range (approxi-
mately 23%), and no model exhibits a meaning-
ful recovery in performance. Relative to standard
(unprotected) training, all models experience com-
parable degradation of roughly 45%, indicating that
increased model capacity or alternative instruction-
tuning regimes do not substantially restore learn-
ability.

These results demonstrate that the effectiveness
of our method is largely invariant to model choice
and training pipelines. Unlike white-box defences,
which often rely on model-specific assumptions,
our approach prevents recovery across diverse ar-
chitectures and training regimes. This robustness
shows that Disclaimer Injection generalises beyond
a single model configuration and remains effective
under a model-adaptive threat model.

5 Conclusion

In this work, we study the feasibility of prevent-
ing large language models from effectively learn-

ing through shared textual data and introduce
Disclaimer Injection, a black-box data protection
method that requires no access to model inter-
nals. By injecting alignment-relevant signals into
training inputs, the approach reduces task-specific
learnability during fine-tuning while preserving hu-
man readability. Layer-wise causal analysis shows
that this effect arises from systematic activation of
alignment-related components, even for otherwise
benign inputs. Extensive experiments demonstrate
that the resulting reduction in learnability is robust
across datasets, fine-tuning strategies, and model
families, and remains stable under adaptive attacks
such as paraphrasing. Together, these results show
that alignment mechanisms can be exploited in a
model-agnostic way to provide practical and robust
control over data learnability by modern LLMs.

Limitations

The effectiveness of Disclaimer Injection depends
on the presence of alignment mechanisms in the tar-
get model. Because the method exploits alignment-
related behaviour, models that are weakly aligned
or intentionally trained without safety constraints
may not respond to the injected signals, limit-
ing their applicability in such cases. However,
most contemporary LLMs are explicitly aligned for
safety, making this assumption realistic in practice.
For less aligned models, future work may explore
combining Disclaimer Injection with complemen-
tary data-level protections or adapting the injected
signals to target alternative inductive biases beyond
alignment. One potential risk is that the technique
can be repurposed as a data poisoning or sabotage
tool.
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