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Abstract

Large language models (LLMs) have pro-
gressed rapidly in complex reasoning and ques-
tion answering, yet LLM hallucination re-
mains a central bottleneck that hinders prac-
tical deployment, especially for commercial
black-box LLMs accessible only via APIs.
Existing uncertainty quantification methods
typically depend on computationally expen-
sive multiple sampling or internal parameters,
which prevents real-time estimation and fails
to capture information implicit in the black-
box reasoning process. To address this is-
sue, we propose Distribution-Aligned Adversar-
ial Distillation (DisAAD), which introduces a
generation-discrimination architecture to guide
a lightweight proxy model to learn the high-
quality regions of the output distribution of the
black-box LLM, thus effectively endowing it
with the ability to “know whether the black-
box LLM knows or not”. Subsequently, we use
the proxy model to reproduce the specific re-
sponses of the black-box LLM and estimate the
corresponding uncertainty based on evidence
learning. Extensive experiments have verified
the effectiveness and promise of our proposed
method, indicating that a proxy model even one
that only accounts for 1% of the target LLM’s
size can achieve reliable uncertainty quantifica-
tion. Our model and related resources are re-
leased at https://github.com/huizi-Cui/
DisAAD.

1 Introduction

Large language models (LLMs) have made signif-
icant progress in recent years, demonstrating out-
standing performance in complex reasoning and
text generation tasks (Kadavath et al., 2022; Rawte
et al., 2023; Zhang et al., 2025). Despite these
remarkable achievements, LLMs are prone to gen-
erate seemingly reasonable responses with non-
factual or unfaithful information, a phenomenon
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widely known as LLM hallucinations (Shah, 2024;
Banerjee et al., 2024; Tonmoy et al., 2024). More-
over, recent works have further indicated that larger
and more instructive LLMs usually tend to de-
ceive by pretending to understand, creating a false
sense of confidence that makes users easily believe
their responses (Abbasi Yadkori et al., 2024; Zhou
et al., 2024; Huang et al., 2025). Therefore, hallu-
cination issues present a significant barrier to the
widespread application of LLMs, particularly in
safety-critical fields (Chen et al., 2025; Perković
et al., 2024).

Uncertainty quantification has emerged as a
promising way to mitigate the limitations arising
from hallucinations by enabling LLMs to express
doubt when generating potentially unreliable re-
sponses (Huang et al., 2024; Zhang et al., 2023).
High uncertainty indicates that users need to be cau-
tious, since the LLM may be influenced by halluci-
nations and offer unreliable responses. Depending
on computational cost, existing uncertainty quan-
tification methods can be broadly categorized into
self-evaluation methods, multi-sample methods
and single-sample methods (Xiong et al., 2024).

Self-evaluation methods allow an LLM to as-
sess the confidence of its own generated response
through internal mechanisms or with the help of
additional advanced models (Kadavath et al., 2022;
Kapoor et al., 2024). However, these methods
often fail to produce credible estimation results,
and some specific fine-tuning interventions are
necessary. Multi-sample methods perceive the
diversity within the possible answer space from
multiple reference calls, leveraging statistical pat-
terns across generations to identify areas where the
model exhibits hesitation or inconsistency (Laksh-
minarayanan et al., 2017; Farquhar et al., 2024).
For example, Semantic Entropy quantifies uncer-
tainty in LLMs by measuring consistency across
multiple responses generated for the same prompt,
and further identifies those inconsistent outputs
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as potentially unreliable information sources (Far-
quhar et al., 2024). Although multi-sample meth-
ods are theoretically well-founded, they face sev-
eral significant issues: (1) fail to estimate the uncer-
tainty of single response; (2) inefficient in practical
applications due to the need for multiple sampling
iterations; (3) miss inherent uncertainty when mod-
els consistently generate incorrect answers due to
knowledge gaps.

In view of the above issues, single-sample meth-
ods are developed to estimate the uncertainty of
individual sentences by accessing the internal infor-
mation derived from the LLM (e.g., the next token
probability distribution) to estimate the real-time
uncertainty (Fadeeva et al., 2024). LogTokU is a
representative method for quantifying token-level
uncertainty by treating logits as parameters of the
Dirichlet distribution (Ma et al., 2025). It provides
mathematical evidence that logits offer more ac-
curate uncertainty representations than maximum
probability or entropy measurements. However,
these methods are not applicable to closed-source
LLMs such as GPT-4 and Claude-3, which still
dominate in current practical applications (Srira-
manan et al., 2024). Since these LLMs do not
provide complete access to their internal mecha-
nisms and parameter states, a fundamental issue
arises: How well can we predict the real-time
uncertainty of black-box LLM only based on
the single response?

Recent research demonstrates that small LLMs
often refuse to provide answers to difficult issues,
reflecting a better awareness of their knowledge
limitations. In contrast, larger and more instruc-
tive LLMs (such as GPT-4) tend to give seemingly
reasonable but actually incorrect responses more
frequently, making them easily overlooked by users
(Zhou et al., 2024; Steyvers et al., 2025). Since sim-
ple LLMs are more reliable, a natural idea emerges:
estimating the uncertainty of black-box LLM by
leveraging a smaller LLM. To achieve this, we pro-
pose a novel Distribution-Aligned Adversarial Dis-
tillation (DisAAD), which introduces a small proxy
model to learn how to “know whether the black-
box LLM knows or not” and enables it to guide
uncertainty quantification for the target LLM in
downstream tasks. Specifically, we first systemati-
cally collect the outputs from the target black-box
LLM across diverse prompts and create a com-
prehensive distillation dataset (Zeng et al., 2024).
Then, the proxy model is specifically optimized
within a generation-discrimination architecture to

approximate the high-probability regions of the tar-
get output distribution. Benefiting from adversarial
distillation, we further utilize the distilled proxy
model to reproduce the responses of the black-box
LLM and estimate real-time uncertainty via evi-
dential deep learning (Sensoy et al., 2018). Ex-
tensive experiments verify the effectiveness of the
proposed method in various question-answer tasks,
a distilled proxy model even with only 1% of the
target model size can achieve superior response
reliability estimation performance.

The main contributions of our work are summa-
rized as follows: (1) We propose a new paradigm
for estimating the uncertainty of black-box LLMs,
which not only eliminates the need for accessing
model states but also obviates the requirement for
multiple response sampling. (2) We propose a new
method that enables proxy models to approximate
the high-probability regions of the target output
distribution, thereby characterizing the uncertainty
of black-box LLMs. (3) Through extensive exper-
iments and theoretical analysis, we validate the
effectiveness of our proposed method in the de-
tection of hallucinations of LLM, outperforming
the strongest baselines in black-box setting with
an average improvement of 18.2% in AUROC and
22.9% in AUPR.

2 Related work

2.1 Multi-sample Methods

Multi-sample methods evaluate uncertainty by mea-
suring semantic consistency across multiple re-
sponses to the same prompt. For instance, Semantic
Entropy computes the entropy over a distribution of
semantic clusters formed by grouping the sampled
responses based on semantic equivalence (Farquhar
et al., 2024). EigV quantifies uncertainty using a
graph-based calculation to estimate how many dis-
tinct groups of similar answers exist, which allows
it to effectively identify different semantic clus-
ters (Lin et al., 2023). Furthermore, recent works
advance this by integrating the model’s internal
confidence. CoCoA calculates LLM uncertainty
by multiplying the model’s confidence in a spe-
cific response with the average semantic inconsis-
tency compared to other samples (Vashurin et al.,
2025). Similarly, SAR creates a hybrid measure
by combining sentence-level semantic relevance
with token-level probability adjustments for a more
fine-grained balance of uncertainty (Duan et al.,
2024).
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2.2 Single-sample Methods

Single-sample methods usually achieve LLM un-
certainty quantification by leveraging token proba-
bilities, logits or hidden layer activations without
requiring additional sampling. The related works
include perplexity, negative sequence probability,
and mean token entropy (Fomicheva et al., 2020),
along with more advanced techniques that account
for the semantic importance. For example, CCP
isolates factual uncertainty by analyzing the seman-
tic relationships within the candidate token distri-
bution at each step (Fadeeva et al., 2024). Focus
uses a proxy model to re-weight token-level uncer-
tainty based on semantic properties like keyword
importance and entity type (Zhang et al., 2023). Re-
cent research suggests that logits provide more di-
rect insight into model confidence than normalized
probabilities, leading to approaches like LogTokU
(Ma et al., 2025), which treats logits as Dirichlet
distribution parameters (Abdar et al., 2021).

3 Method

3.1 Notations

Given a white-box LLMMW with a vocabulary
V , we formalize the next-token prediction pro-
cess. An input prompt is tokenized as sequence
x = (x1, . . . , xL). The model autoregressively
generates a response y = (y1, . . . , yT ). At each
step t, MW processes the context, which com-
prises the prompt x and previously generated to-
kens y<t = (y1, . . . , yt−1) to produce logit vector
zt ∈ R|V|. The probability of generating token
vk ∈ V as the next token yt is:

P (yt = vk|x,y<t;MW) =
exp(zt,k)∑|V|
j=1 exp(zt,j)

,

(1)
where zt,k represents the k-th element of the logit
vector zt, corresponding to the token vk. The next
token yt would be sampled from the distribution
yt ∼ P (·|x,y<t;MW).

The uncertainty of the white-box LLMMW can
be directly evaluated according to the intermedi-
ate outputs including probability distribution, log-
its, etc. In contrast, we consider black-box LLM
settings, which are increasingly prevalent in real-
world applications. For a given input prompt x,
the black-box LLMMB simply returns a final re-
sponse sequence yB. The objective of our work is
to quantify real-time uncertainty by only relying

on the single input-response pair (x,yB) derived
fromMB.

3.2 Distribution-Aligned Adversarial
Distillation

As proven by recent work, larger and more in-
structive LLMs like GPT-4 often exhibit overcon-
fidence, while smaller models tend to be better
calibrated. Motivated by this, we propose to esti-
mate the black-box uncertainty by leveraging the
specifically optimized proxy model with small size.
The proposed work is a two-stage method for black-
box uncertainty quantification, where the first stage
is distribution-aligned adversarial distillation for
obtaining the proxy model, and the second stage
is proxy-guided LLM uncertainty quantification
based on evidential deep learning.

3.2.1 Distillation Data Collection

To align the distribution of our proxy modelMp
and the target modelMB, we first construct a small
distillation dataset Ddistill. This process begins by
creating a diverse set of prompts {x(i)}Ni=1, col-
lated from both large-scale conversational dataset
(open-domain) and task-specific evaluation dataset
(in-domain). For each prompt x(i), we queryMB
multiple times to generate a candidate pool of re-
sponses D(i)

B . It constitutes an empirical sampling
of the model’s true conditional output distribution
PB(y|x(i)), which is often characterized by a long-
tailed nature. To ensure that the distillation dataset
represents the most characteristic outputs of the
target LLM, we select the top M responses from
each D(i)

B that exhibit the highest mutual seman-
tic consistency. This strategy effectively isolates
the high-probability regions of the output distri-
bution, and the selected prompt-response pairs
{(x(i),y

(i,j)
B )}N,M

i=1,j=1 form our final distillation
dataset Ddistill.

3.2.2 Proxy Model Training

Based on the collected distillation dataset Ddistill,
we establish an adversarial training between the
proxy model (generator) and the discriminator. As
shown in Fig. 1, the proxy model learns to generate
the responses consistent with those of the target
LLM, while the discriminator learns to distinguish
the responses derived from the proxy model and
black-box LLM. Our goal is to optimize the proxy
model until its generated responses are statistically
indistinguishable from those of the target LLM,

42723



新思路：借助小模型逼近黑盒LLM的性能

Black-box LLM MB

Output Distribution DB

?

Proxy ModelMP

Output Collection DP

f

Discriminator​ MD 

DP

DB

Base proxy 

model

LoRA A

LoRA B
Prompts: X

x(1) : ....

x(2) : ....

x(3) : ....

x(N) : ....

…

logits

logits

Alignment

Head Sim

P
ro
b

…

… … … …

Head
Sim

P
ro
b

Head
Sim

P
ro
b

p(𝒚𝐁
(𝟏)
) p(𝒚𝐁

(𝟐)
) p(𝒚𝐁

(𝑵)
)

𝒚𝐏
(𝟏) 𝒚𝐏

(𝟐)
𝒚𝐏
(𝑵)

Goal: discriminator fails to distinguish between DP
 and DB

White-box LLM

Black-box LLM

Figure 1: Overview of Distribution-Aligned Adversarial Distillation (DisAAD) framework. For a given small-size
prompt set, we first collect the distillation dataset based on the target black-box LLM. Then, the LoRA-based
proxy model is trained with the collected distillation dataset under the generation-discrimination architecture. The
adversarial training objective is to enable the discriminator to learn to distinguish whether the responses generated by
the proxy model are aligned with the high-probability regions from the target output distributions. The adversarial
distillation terminates when the discriminator is unable to effectively distinguish the responses of the proxy model
and the target black-box LLM.

reaching the point where the discriminator cannot
distinguish them.

To efficiently fine-tune the proxy model, we
employ Low-Rank Adaptation (LoRA) (Hu et al.,
2022). Instead of fine-tuning all of the model’s pa-
rameters, LoRA freezes the original weights (W0)
and injects trainable low-rank matrices (B and A)
into each layer of the model. The effective weights
are represented as:

W =W0 +BA, (2)

where W0 ∈ Rd×d represents the pre-trained
weight matrix, B ∈ Rd×r and A ∈ Rr×d are
trainable low-rank matrices with rank r ≪ d. We
denote the base proxy model asMp, while LoRA-
enhanced proxy model asMp, parameterized by
its trainable LoRA weights θ.

In our proposed DisAAD framework, we aim to
train a proxy modelMp to approximate the output
behavior of a black-box LLM, denoted asMB. To
this end, we define the training objective of the
proxy model as minimizing the following loss:

min
θ
L(θ) = Ltask(θ) + λLreg(θ), (3)

where θ denotes the parameters of the proxy model
Mp, and λ > 0 is a regularization coefficient. The
loss consists of two parts:

• Task Loss Ltask: A standard distillation loss

that aligns the output of the proxy model with
the black-box model at the token level.

• Regularization Loss Lreg: A sequence-level
alignment constraint that enforces the proxy
model’s output to be indistinguishable from
the black-box model by a discriminator.

Token-Level Distillation Loss (updating Mp).
We adopt a next-token prediction loss to encourage
the proxy model to imitate the output of the black-
box LLM. Given a dataset ofN prompts {x(i)}Ni=1,
each associated with M sampled responses from
the black-box model {y(i,j)

B }Mj=1, the task loss is
defined as:

Ltask(θ) = − 1

NM

N∑

i=1

M∑

j=1

l(x(i))+l(y
(i,j)

B )∑

t=l(x(i))+1

logPθ(yt | y<t),

(4)

where l(x(i)) denotes the length of the prompt and
l(y

(i,j)
B ) is the length of the target response. Fol-

lowing common instruction tuning practices (Zeng
et al., 2024), we mask gradients from prompt to-
kens to prevent interference during learning.
Discriminator-Based Regularization (updating
Mp). To further align the proxy model with the tar-
get model at the sequence level, we introduce a dis-
criminatorMD parameterized by ϕ. The discrimi-
nator receives a prompt-response pair and attempts
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to distinguish whether the response is from the
black-box model or the proxy model. The regular-
ization loss encourages the proxy model to generate
outputs that the discriminator cannot confidently
classify as fake:

Lreg(θ) = −
1

NM

N∑

i=1

M∑

j=1

logMD(x
(i),y

(i,j)
P ;ϕ),

(5)
where y

(i,j)
P denotes the response generated by

the current proxy modelMp for prompt x(i), and
MD(·) is the discriminator’s estimated probabil-
ity that the generated response is from the target
model.
Discriminator Loss (updatingMD). The discrim-
inator is trained to classify whether a response is
generated by the black-box model or by the proxy.
Its objective is to maximize classification accuracy
over real (target) and fake (proxy) samples:

LD(ϕ) = −
1

NM

N∑

i=1

M∑

j=1

logMD(x
(i),y

(i,j)
B ;ϕ)

− 1

NM

N∑

i=1

M∑

j=1

log
(
1−MD(x

(i),y
(i,j)
P ;ϕ)

)
.

(6)

Training Procedure. The proxy model and dis-
criminator are trained in an alternating fashion:

1. Fix the discriminator, update the proxy model
θ by minimizing L(θ).

2. Fix the proxy model, update the discriminator
ϕ by minimizing LD(ϕ).

This iterative training allows the proxy model to
gradually learn to produce responses that are both
locally (token-wise) and globally (sequence-wise)
aligned with the black-box LLM. The discrimina-
tor acts as an adaptive regularizer, improving the
semantic fidelity of the proxy model’s generations.
For more details please refer to the Appendix C.2.

3.3 Proxy-guided Uncertainty Quantification

As shown in Fig. 2, we first utilize the proxy model
to reproduce the responses of black-box LLMs,
then extract the corresponding logits and estimate
the real-time uncertainty based on evidential deep
learning (Sensoy et al., 2018; Han et al., 2022).

3.3.1 Logits as Evidence
Probability-based uncertainty estimation methods
perform poorly because softmax normalization
eliminates absolute evidence scale. Logits, how-
ever, can more flexibly capture both epistemic un-
certainty and aleatoric uncertainty (Ma et al., 2025).
Given a prompt x and response yB, we process
the pair through our proxy model Mp to extract
token-level logits zt ∈ R|V|. To reduce noise from
extremely low logits, we select only the top K to-
ken candidates with the largest logits to model a
Dirichlet distribution (Tang et al., 2024):

αk = f(zt,k), α0 =
K∑

k=1

αk (7)

where zt,k ∈ R denotes the logit value for the k-
th token candidate at decoding step t, f(·) is the
ReLU activation function that converts logits to
evidence parameters, and α0 represents the total
evidence strength.

3.3.2 Aleatoric Uncertainty (AU)
Aleatoric uncertainty, also known as data uncer-
tainty, reflects the peak characteristic of output dis-
tributions. A lower AU indicates a peaked distri-
bution where the probability mass is mainly con-
centrated on a single class, while the higher AU
reflects the mass distributed uniformly across dif-
ferent classes. The specific definition is listed as
follows:

AU(ut) = −
K∑

k=1

αk

α0
(ψ(αk+1)−ψ(α0+1)), (8)

where ψ(·) denotes the digamma function defined
as ψ(x) = d

dx log Γ(x), ut = {α1, α2, ..., αK} is
the set of evidence parameters at position t which
represents the Dirichlet distribution parameters de-
rived from logits.

3.3.3 Epistemic Uncertainty (EU)
Epistemic uncertainty, also known as model uncer-
tainty, reflects the model’s overall confidence in
its prediction regardless of which specific token is
selected. It is measured by:

EU(ut) =
K

∑K
k=1(αk + 1)

, (9)

where
∑K

k=1(αk + 1) is a smoothed measure of
total evidence strength. A lower EU corresponds
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Question: Could you please tell me in which country the next Olympic Games will be held?

Outdated Answer: It will be held in France.

Outdated Answer: It will be held in France.

Black-box

Proxy

Right Answer: It will be held in America.

Right Answer: It will be held in America.

Black-box

Proxy

logitslogits Estimation：

Low EU 

Low AU

Estimation：

High EU 

Low AU

Figure 2: Overview of proxy-guided uncertainty quantification. For a given response from the target LLM, we first
utilize the proxy model to reproduce the responses, then extract the corresponding logits and estimate the decoupled
uncertainty. For an incorrect or outdated answer (e.g., “France”), the proxy model would identify this scenario as
High EU and Low AU, which indicates that the response of the target model is unreliable. Conversely, for a correct
answer (e.g., “America”), the proxy model would identify this scenario as Low EU and Low AU, which indicates
that the response of the target model is reliable.

to high confidence prediction, while higher EU
indicates knowledge gaps.

4 Experiments

4.1 Response Reliability

Consistent with concurrent work (Duan et al., 2024;
Wang et al., 2025), we determine sentence reliabil-
ity by focusing on the most uncertain tokens. The
reliability of a given token ut is defined as:

R(ut) = −AU(ut) · EU(ut), (10)

where R(ut) captures the synergistic impact be-
tween aleatoric and epistemic uncertainty. Then
the overall response reliability Rresponse is calcu-
lated by averaging the reliability values of the K∗

least reliable tokens:

Rresponse =
1

K∗
∑

ut∈TK∗

R(ut), (11)

where TK∗ represents the set ofK∗ tokens with the
lowest reliability values.

4.2 Evaluation Metrics and Datasets

The evaluation is formulated as a binary classifi-
cation task, and conducted on question-answering
benchmarks from different domains, including life
sciences (BioASQ (Tsatsaronis et al., 2015)), truth-
fulness (TruthfulQA (Lin et al., 2021)) and knowl-
edge seeking (TriviaQA (Joshi et al., 2017)). The
responses generated by LLM with “BLEURT>0.5”

or “LLM-Judge=1” are considered the correct an-
swers (Xiong et al., 2024). The performance is
quantified by AUROC, AUPR and ECE. For fur-
ther details, please refer to the Appendix D.1.

4.2.1 Baseline Methods

We compare the proposed work with several SOTA
black-box LLM uncertainty quantification methods,
including Semantic Entropy (SE) and Discrete Se-
mantic Entropy (DSE) (Farquhar et al., 2024), LN-
Entropy (LNE) (Malinin and Gales, 2020), Lexical
Similarity (LeS) (Lin et al., 2023) and EigV (Zhou
et al., 2024). In addition, to show that our work can
offer competitive performance without requiring
access to the LLM’s internal states, some white-
box methods including probability-based method,
entropy-based method and LogTokU (Ma et al.,
2025; Xiong et al., 2024) are also used for compar-
ative analysis.

4.3 Distillation Dataset Collection

We construct the distillation set by mixing half
from in-domain evaluation prompts and half from
out-of-domain conversational prompts to balance
domain relevance and generalization. For each
prompt, we draw 10 high-quality candidates from
the target LLM. DisAAD yields an effective and
computationally efficient proxy model using only
1K distillation samples (100 prompts). For addi-
tional information, please refer to Appendices C.1
and D.5.
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4.4 Model Training

For the generator (proxy model), we employ
LLaMA series models (Zheng et al., 2024) fine-
tuned via Low-Rank Adaptation (LoRA) with
rank=32, alpha=64, and dropout=0.1. Following
the LLaMA architecture, we target all attention
and feed-forward projections (“q_proj”, “v_proj”,
“k_proj”, “o_proj”, “gate_proj”, “down_proj”,
“up_proj”). The model is optimized via AdamW
with learning rate 1×10−4 during training. For the
discriminator, we utilize a GPT-2 encoder with the
final three transformer layers unfrozen, optimized
via AdamW at learning rate 1× 10−5. Throughout
the adversarial distillation process, the discrimina-
tor serves a dual purpose by monitoring training
sufficiency and providing quantitative evaluation
metrics, effectively determining when the proxy
model has successfully captured the characteristics
of the target LLM’s distribution. For more details,
please refer to Appendix D.3.

4.5 Main Results

4.5.1 Results in Black-box Settings
Table 1 presents our main comparative results in
black-box settings. The findings demonstrate that
the proposed DisAAD achieves the best perfor-
mance in response reliability estimation in most
cases. Besides, a key advantage is its ability to per-
form real-time reliability estimation on a single re-
sponse, which avoids the significant computational
overhead of the multi-sample generation required
by the other comparison methods. Specifically,
when GPT-4 serves as the target LLM (Achiam
et al., 2023), DisAAD achieves an average AU-
ROC of 0.7321 and AUPR of 0.9134, substantially
outperforming the best-performing baselines by
18.2% and 22.9%, respectively. In particular, this
is achieved using a proxy model with only 1% of
the target size. Similar performance is observed
with other target LLMs. These results fully estab-
lish that DisAAD offers a more effective paradigm
for LLM uncertainty quantification. For more de-
tails please refer to Appendix E.

4.5.2 Results in White-box Settings
To further investigate the performance of our
proposed method, some representative white-box
methods are used for comparison analysis. The
results shown in Table 1 indicate that our method
not only performs comparably to these methods,
but often outperforms them in most cases, despite

新思路：借助小模型逼近黑盒LLM的性能

(a) AUROC and AUPR (b) ECE

Figure 3: Reliability estimation performance from our
distilled proxy model with different numbers of distilla-
tion prompts. Left: AUROC and AUPR results. Right:
ECE results.

the fact that the proposed DisAAD does not require
internal information derived from the target LLM.
Specifically, with LLaMA2-70B as target LLM,
DisAAD improves the average AUROC by 6.7%
over the strongest baseline LogTokU. Compared to
white-box methods that directly inherit the poten-
tially flawed signal from the target’s internal states,
DisAAD achieves the uncertainty estimation by
leveraging a smaller distilled proxy model, which
appears to provide a more reliable result.

4.6 Further analysis

4.6.1 Efficiency of the Small-Size Distillation
Dataset and Discriminator

To demonstrate the training efficiency of DisAAD,
we analyze the effectiveness of small-size distil-
lation datasets and our generation-discrimination
architecture (LLaMA3-3B and GPT-2). Fig. 3(a)
shows both AUROC and AUPR rapidly improve
and stabilize after approximately 50 distillation
prompts, with a slight pre-convergence decrease
suggesting the proxy model captures essential un-
certainty patterns before minor overfitting. The
consistent ECE across different dataset sizes in
Fig. 3(b) further support this finding. Fig. 4(a)
illustrates the prediction gap (discriminator confi-
dence difference between proxy and target outputs)
narrowing to approximately 0.0050, indicating the
discriminator can no longer effectively distinguish
between the models’ outputs. This serves as an aux-
iliary indicator that the proxy model has been ade-
quately trained. Additionally, Fig. 4(b) visualizes
the semantic similarity distribution for validation
samples, showing a clear shift toward similarity
scores exceeding 0.9, confirming high consistency
between the proxy and target models. For addi-
tional theoretical proof and experimental results,
refer to Appendices A and E.1.
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Target Method O(1)
TruthfulQA BioASQ TriviaQA

AUROC↑ AUPR↑ AUROC↑ AUPR↑ AUROC↑ AUPR↑
Black-box setting

LLaMA2-70B

LEN ✗ 49.19±4.12 46.52±3.50 54.66±4.18 48.11±3.33 64.24±3.90 84.21±4.52

SE ✗ 53.93±3.98 46.73±4.45 59.94±3.01 48.25±4.29 65.80±4.82 82.91±5.60

DSE ✗ 52.52±3.05 45.04±4.61 59.83±3.03 44.43±3.58 65.28±4.85 81.62±6.69

LES ✗ 64.19±4.80 76.39±5.95 52.85±4.15 45.73±3.51 46.22±4.40 90.26±3.05

EigV ✗ 66.21±3.75 77.03±4.88 53.15±5.10 46.22±4.40 55.88±3.51 86.95±4.12

DisAAD ✓ 80.15±1.12 78.07±1.25 70.46±2.40 78.74±1.19 65.03±3.86 88.52±2.20

GPT-4

LEN ✗ 53.57±3.10 67.83±4.01 60.90±3.95 48.27±4.22 50.89±3.20 89.16±4.15

SE ✗ 49.62±4.23 63.54±3.15 65.84±4.70 57.80±5.98 57.56±4.01 91.54±6.99

DSE ✗ 51.29±3.18 64.66±5.09 60.51±3.98 47.89±4.25 54.89±3.11 90.98±4.03

LES ✗ 65.10±4.75 77.20±5.90 53.15±3.10 46.05±3.40 47.33±4.30 91.10±3.00

EigV ✗ 66.05±3.72 76.81±4.90 63.90±3.08 56.01±6.48 55.91±3.45 90.15±4.08

DisAAD ✓ 80.78±2.83 90.79±1.77 69.93±3.42 87.42±4.90 68.93±1.60 95.80±2.50

White-box setting

LLaMA2-70B

Probability ✓ 65.89±4.70 59.90±3.20 57.07±4.05 67.20±3.66 60.06±4.99 85.89±3.40

Entropy ✓ 67.32±3.65 61.21±4.15 59.67±3.99 69.24±4.59 59.32±3.01 85.56±4.42

LogTokU ✓ 72.17±4.40 68.74±3.80 58.98±4.00 69.43±3.58 64.40±4.88 86.62±3.35

DisAAD ✓ 80.15±1.12 78.07±1.25 70.46±2.40 78.74±1.19 65.03±3.86 88.52±2.20

Qwen3-32B

Probability ✓ 65.70±4.72 73.10±3.66 63.93±4.85 83.33±3.20 63.78±3.90 79.12±4.80

Entropy ✓ 65.90±3.70 74.07±4.60 64.67±3.81 83.86±4.15 66.58±4.77 80.57±3.75

LogTokU ✓ 66.02±1.69 74.97±2.55 64.47±4.82 83.41±3.18 75.22±3.45 86.78±4.33

DisAAD ✓ 74.78±2.30 83.10±3.10 65.71±2.75 84.80±1.05 69.35±1.65 81.25±2.70

Table 1: Reliability estimation performance in the QA tasks of different domains. Response correctness for
TruthfulQA is determined by “BLEURT>0.5”, while the others are based on “LLM-Judge=1”. O(1) reflects the
complexity of the response sampling process (multi-sample or single-sample).

新思路：借助小模型逼近黑盒LLM的性能

(a) Prediction gap of each step (b) Similarity distribution

Figure 4: The performance of the discriminator in our
DisAAD. Left: The prediction gap between the proxy
model and the target LLM of each step. Right: The
comparison semantic similarity distribution of Epoch 1.

4.6.2 Effectiveness of Distilled Proxy Model

To verify the effectiveness of the proposed adversar-
ial distillation, we compare the reliability estima-
tion performance of the base proxy model and our
distilled proxy model on TruthfulQA. As demon-
strated in Table 2, the distilled proxy model con-
sistently shows better performance in AUROC and
AUPR than the base proxy model. Furthermore, the
ECE results indicate that the improvement of the
discriminative power does not always come at the
cost of calibration, e.g., DisAAD achieves a better

ECE for both the Qwen3-32B (Yang et al., 2025)
and GPT-4. The results verify that the adversarial
distillation process can significantly enhance the
ability of the proxy model to accurately capture the
output characteristics of the target black-box LLM,
so that our method can provide more accurate un-
certainty quantification results.

Target Proxy
TruthfulQA

AUROC↑ AUPR↑ ECE↓

LLaMA2-70B
Base∗ 0.7801 0.7608 0.0779
DisAAD 0.8015 0.7807 0.0741

Qwen3-32B
Base∗ 0.7228 0.7793 0.0749
DisAAD 0.7478 0.8310 0.0664

GPT-4
Base∗ 0.7780 0.8912 0.0636
DisAAD 0.8078 0.9079 0.0685

Table 2: Performance comparison of base and distilled
proxy models on the TruthfulQA dataset. “Base∗” refers
to the vanilla LLaMA3-3B, while “DisAAD” refers to
the same architecture trained with our proposed method.

4.6.3 Flexibility in the Choice of Proxy Model
We evaluated LLaMA3 models of varying sizes
(1B, 3B, and 8B) as distilled proxy models for reli-
ability estimation. Table 3 reveals a non-monotonic
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relationship between model size and performance,
with the 3B model achieving optimal results. This
model shows a 3.2% AUROC improvement over
the 1B variant, which lacks sufficient capacity for
complex uncertainty modeling. Conversely, the
8B model demonstrates a 2.7% AUROC reduction
compared to the 3B model, likely because larger
LLMs tend to exhibit overconfidence even when
uncertain (Zhou et al., 2024; Steyvers et al., 2025).
These findings suggest that the ideal proxy model
requires moderate scale to effectively capture un-
certainty patterns without inheriting the overconfi-
dence issues of larger LLMs.

Target Proxy
TruthfulQA

AUROC↑ AUPR↑ ECE↓

LLaMA2-70B
LLaMA3-1B 0.7768 0.7596 0.0461
LLaMA3-3B 0.8015 0.7807 0.0741
LLaMA3-8B 0.7797 0.7367 0.0723

Table 3: Reliability estimation performance of the dis-
tilled proxy model with different scales.

5 Conclusion

In this work, we introduce Distribution-Aligned
Adversarial Distillation (DisAAD), a novel frame-
work for estimating the uncertainty of black-box
LLMs using a lightweight proxy model. Unlike
existing methods that require multiple queries or
access to internal model parameters, our approach
enables real-time uncertainty quantification solely
based on a single input-response pair. Through
adversarial training and distribution alignment, the
proxy model effectively learns to approximate the
high-probability output regions of the target black-
box LLM, thus acquiring the ability to discern re-
sponse reliability. Extensive experiments on mul-
tiple question-answering benchmarks demonstrate
that DisAAD achieves state-of-the-art performance
in black-box LLM uncertainty estimation, paving
the way for a safer and more trustworthy deploy-
ment in real-world applications.

Limitations

In this work, we mainly focus on token-level uncer-
tainty estimation of black-box LLMs, which may
overlook higher-level semantic or contextual incon-
sistencies in the LLM’s full responses that are not
captured by isolated token analysis. Besides, the
proposed work relies on a prior adversarial distil-
lation step to fine-tune the proxy model, ensuring

that the proxy model can align with the target black-
box LLM’s output distribution before uncertainty
assessment. Though the step of adversarial distil-
lation would incur additional costs, both experi-
mental results and theoretical analysis demonstrate
that the proposed work can train an effective proxy
model using only limited distillation samples.

Ethical Considerations

In this work, we propose the DisAAD framework
to estimate the uncertainty of black-box LLM via a
lightweight proxy model. The datasets we sourced
from are publicly available, ensuring transparency
and reproducibility of the distillation dataset con-
struction. We do not expect any direct ethical con-
cern from our work, as the framework solely aims
to enhance the reliability of black-box LLM outputs
by quantifying uncertainty, rather than modifying
or exploiting the target LLMs in harmful ways.
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Appendix

A Theoretical Analysis

A.1 Proof of Lipschitz Continuity

Theorem 1 (Lipschitz Continuity). For the distilled model G : X → Y , there exists a constant L > 0
such that for any x1, x2 ∈ X : ∥G(x1)−G(x2)∥ ≤ L∥x1 − x2∥.

Proof. Let W denote the proxy model’s weight matrix. It employs low-rank adaptation (LoRA) on top of
base model, with weight matrix:

W =W0 +BA, (12)

where W0 represents the base model weights, and BA represents the low-rank adaptation with B ∈ Rd×r

and A ∈ Rr×k. Then, the output difference between the proxy model and black-box LLM under the given
inputs x1, x2 can be expressed as:

∥G(x1)−G(x2)∥ = ∥(W0 +BA)(x1 − x2)∥
≤ ∥W0(x1 − x2)∥+ ∥BA(x1 − x2)∥.

(13)

For the LoRA component, it satisfies the submultiplicative property of matrix norms:

∥G(x1)−G(x2)∥ ≤ (∥W0∥+ ∥B∥ · ∥A∥) ∥x1 − x2∥. (14)

Let α and r denote the LoRA scaling factor and the adaptation rank, respectively. Given the ∥BA∥ ≤ α
r ,

∥W0∥+ ∥B∥ · ∥A∥ is a constant, thus we obtain:

∥G(x1)−G(x2)∥ ≤ L∥x1 − x2∥, (15)

where L = ∥W0∥+ ∥B∥ · ∥A∥ serves as our Lipschitz constant.

A.2 Proof of Adversarial Distillation with Limited Samples

First, we offer the definitions of missing mass and Zipf distribution for LLMs.

Definition 1 (Missing Mass). Given the input prompt x, the corresponding true output distribution
PB(y|x) of a black-box LLM and k samples {y(i)

B }ki=1 drawn from PB(y|x), the missing mass Uk is
defined as:

Uk =
∑

y∈Y
PB(y|x) · I{y /∈ {y(1)

B , . . . ,y
(k)
B }}, (16)

where Uk represents the total probability of responses not observed in the k samples, y represents a
possible model response, Y is the set of all possible responses.

Definition 2 (Zipf Distribution and Concentration Function). The output distribution of one LLM typically
follows a Zipf-like power law where the probability of the i-th most likely response is proportional to i−α

for some α > 1:

PB(yi|x) ∝ i−α. (17)

The concentration function H(v) for a distribution is defined as:

H(v) =
∑

PB(y|x)≤v

PB(y|x). (18)

To prove our main theorem, we need the following lemmas.
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Lemma 1. For distributions following Zipf’s law with parameter α > 1, the parameter β defined as:

β = lim inf
v→0

lnH(v)

ln v
, (19)

where the parameter β satisfies β ≥ α−1
α . Furthermore, for any ε > 0, there exists k0 such that for all

k > k0:

E[Uk] ≤ k−(β−ε). (20)

Proof. For distributions following Zipf’s law, the concentration function exhibits specific scaling proper-
ties near zero. Using the theory of regular variation, for a Zipf distribution with parameter α > 1, it can
be shown that H(v) ∼ v(α−1)/α as v → 0. This directly leads to β ≥ α−1

α .
The bound on E[Uk] follows from established results in the concentration function theory for discrete

distributions with heavy tails. Specifically, the expected missing mass decays polynomially with the
sample size at a rate determined by the parameter β.

Lemma 2. Using Hoeffding’s inequality, with probability at least 1− δ/2:

|Uk − E[Uk]| ≤
√

ln(2/δ)

2k
. (21)

Proof. The missing mass Uk can be viewed as a function of k independent samples from PB(y|x). This
function satisfies a bounded differences condition: changing any single sample can change the value of
Uk by at most 1

k . Applying Hoeffding’s inequality for such functions yields the stated result.

Lemma 3. For the empirical distribution P̂B constructed from k samples:

DKL(PB ∥ P̂B) ≤ − ln(1− Uk) +
1

1− Uk

k∑

i=1

|fi − pi|
pi

, (22)

where pi = PB(y
(i)
B |x) and fi is the empirical frequency of y(i)

B .

Proof. We decompose the KL divergence between the true distribution PB and the empirical distribution
P̂B:

DKL(PB ∥ P̂B) =
∑

y∈Y
PB(y|x) ln

PB(y|x)
P̂B(y|x)

(23)

=
∑

y/∈{y(i)
B }ki=1

PB(y|x) ln
PB(y|x)
P̂B(y|x)

+
k∑

i=1

PB(y
(i)
B |x) ln

PB(y
(i)
B |x)

P̂B(y
(i)
B |x)

. (24)

For the first term, note that P̂B(y|x) = 0 for all y /∈ {y(i)
B }ki=1, a standard approach involves using a

smoothed version of the empirical distribution to handle the undefined logarithm, which leads to a bound
related to the missing mass Uk. This yields:

∑

y/∈{y(i)
B }ki=1

PB(y|x) ln
PB(y|x)
P̂B(y|x)

≤ − ln(1− Uk). (25)

For the second term, by applying convexity arguments and properties of logarithms, one can derive the
following bound for the observed samples:

k∑

i=1

PB(y
(i)
B |x) ln

PB(y
(i)
B |x)

P̂B(y
(i)
B |x)

≤ 1

1− Uk

k∑

i=1

|fi − pi|
pi

. (26)

Combining these bounds gives us the desired result.
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Lemma 4. With probability at least 1− δ/2:

k∑

i=1

|fi − pi|
pi

≤ C2

√
ln(2/δ)

k
, (27)

where C2 is a constant.

Proof. This follows from standard concentration inequalities for multinomial distributions. The empirical
frequencies fi are unbiased estimators of the true probabilities pi, and their deviations can be bounded
using results from statistical learning theory.

Lemma 5. Using the bound on Uk and the inequality − ln(1− z) ≤ z
1−z for z ∈ [0, 1):

− ln(1− Uk) ≤
Uk

1− Uk
≤ C1

kγ
, (28)

where γ = β − ε and C1 is a constant.

Proof. From Lemma 1 and Lemma 2, we have with probability at least 1− δ/2:

Uk ≤ E[Uk] +

√
ln(2/δ)

2k
≤ k−(β−ε) +

√
ln(2/δ)

2k
. (29)

For a typical Zipf distribution in LLM, β > 1/2, making the polynomial term k−(β−ε) the dominant
one for sufficiently large k. Thus, we can bound Uk ≤ C ′k−(β−ε) for some constant C ′. Applying the
inequality − ln(1− z) ≤ z

1−z , we get:

− ln(1− Uk) ≤
Uk

1− Uk
≤ C ′k−(β−ε)

1− C ′k−(β−ε)
≤ C1

kγ
, (30)

where γ = β − ε and C1 is a constant that depends on C ′.

Now we are ready to present the proof of our main theorem.

Theorem 2 (Sample-Finited Adversarial Distillation). Let PB(y|x) be the true output distribution of a
black-box LLMMB for input prompt x. For k samples {y(i)

B }ki=1 drawn from PB(y|x), the empirical
distribution P̂B(y|x) constructed from these samples satisfies, with probability at least 1− δ:

DKL(PB(y|x) ∥ P̂B(y|x)) ≤
C1

kγ
+ C2

√
ln(1/δ)

k
, (31)

where γ > 0 depends on the power-law characteristics of PB, and C1, C2 are constants.

Proof. By combining Lemma 3 with Lemmas 4 and 5, and using the union bound, we get with probability
at least 1− δ:

DKL(PB ∥ P̂B) ≤ − ln(1− Uk) +
1

1− Uk

k∑

i=1

|fi − pi|
pi

(32)

≤ C1

kγ
+ C2

√
ln(2/δ)

k
, (33)

where γ = β − ε ≥ α−1
α − ε, and C1, C2 are constants. Since Uk → 0 as k →∞, the term 1/(1− Uk)

approaches 1 and can be absorbed into a new constant. After adjusting constants to reflect the total
probability bound of 1− δ, we arrive at the final result shown in the theorem.

42734



B Prompt Templates

We provide the specific prompt templates used in
our experiments for both response generation and
evaluation.

B.1 Prompts for Response Generation and
Reliability Estimation

Following the previous works, we utilize distinct
prompt structures tailored to the specific format-
ting requirements of each for the LLaMa2 series,
LLaMa3 series, Qwen3 series and GPT-4, respec-
tively. The {question} placeholder is dynamically
replaced with the input question from the question-
answer datasets.

Prompt for Response Reliability Estima-
tion

LLaMa2 Series Prompt
Answer the question concisely.

Q: {question} A:
LLaMa3 Series Prompt

<|eot_id|>
<|start_header_id|>user<|

end_header_id|>
Answer the question concisely.

Q: {question} A:<|eot_id|>

GPT-4 Prompt
{"role": "user", "content": "

Answer the question
concisely. Q: {question} A
:"}

Qwen3 Series Prompt
<|im_start|>user
Answer the question concisely.
Q: {question} A:<|im_end|>
<|im_start|>assistant

B.2 System Prompt for LLM-as-a-Judge

To automatically evaluate the correctness of gener-
ated responses for datasets like BioASQ and Triv-
iaQA, we employ an LLM-as-a-Judge approach.
The following system prompts are used to instruct
the judge model (e.g., GPT-4) to act as an impar-
tial evaluator. The prompt provides clear instruc-
tions, examples of both correct (1) and incorrect (0)
evaluations, and the final template used for batch
processing.

System Prompt for LLM-as-Judge

System: Your task is to determine if
the provided answer is true or false
based solely on the ground truth
answers given to you in the format
[’answer 1’, ’answer 2’, ...]. DO
NOT rely on your memory; only use
the information provided after this
instruction. Respond with 1 if the
predicted answer is correct, which
means semantically consistent with
any of the ground truth answers,
otherwise respond with 0. Respond
with just 0 or 1, and DO NOT include
anything else in your response. This
is the only instruction you need to
follow.
User: Input: Who is elected as the
vice president of india in 2017?
Ground Truth: [‘Venkaiah Naidu’,
‘Muppavarapu Venkaiah Naidu’]
Provided Answer: M. Venkaiah Naidu
Assistant:1
User: Input: who sings you are a
magnet and i am steel?
Ground Truth: [‘Walter Egan’]
Provided Answer: The song ‘You Are a
Magnet and I Am Steel’ is performed
by the band The 1975.
Assistant:0

User:Input: {Question}
Ground Truth: {Your Ground Truth
List}
Provided Answer: {The Answer to be
Judged}
Assistant:

C Method Description

C.1 Distillation Dataset Generation

This section provides a detailed description of our
proposed methodology. Algorithm 1 outlines the
process for constructing our high-quality distilla-
tion dataset. This process begins by creating a
diverse set of prompts, collated from both large-
scale conversational WildChat (open-domain) and
task-specific evaluation dataset (in-domain). For
each prompt, we leverage the black-box LLM to
generate a set of candidate responses using a dual-
temperature sampling strategy to capture both pre-
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cision and diversity. These responses then undergo
a rigorous filtering process to ensure that each
prompt in the final distillation dataset is paired
with a set of representative responses.

Algorithm 1: Distillation Dataset Generation
Input: A collection of N prompts from mixed
multi-source datasets
Model: Black-box LLMMB with specified gen-
eration parameters (e.g., temperature, top-M sam-
pling)
Output: Distillation dataset derived from target
LLM

1: Sample N/2 prompts from WildChat and N/2
from the evaluation dataset

2: Merge and shuffle to form the mixed prompt
set

3: for each prompt do
4: Generate one response with low temperature

(T ≈ 0) using the black-box LLM
5: Generate multiple responses with high tem-

perature (T > 0.5) using the black-box
LLM

6: end for
7: for each prompt and its response set do
8: Discard high-temp responses that are too

short, repetitive, or high in perplexity
9: Keep 1 low-temp + up toM−1 high-quality

high-temp responses
10: if valid response count < M then
11: Discard the sample
12: end if
13: end for
14: return

C.2 Proxy Model Optimization
Algorithm 2 describes the adversarial distillation
process for optimizing the proxy modelMp using
the proposed DisAAD framework. It establishes an
adversarial training dynamic between the LoRA-
based proxy model (the generator) and the discrim-
inatorMD. The training objective is to align the
proxy model’s responses with the high-probability
region of the output distribution of the target black-
box LLM.

To maintain a stable and effective adversarial
process, the training proceeds in a carefully bal-
anced alternating fashion: for every single update
to the proxy model, the discriminator is first up-
dated twice, which ensures that the discriminator
can provide a robust and informative learning sig-

nal by refining its ability to distinguish between
responses from the black-box model’s distribution
(real) and those from the proxy model’s distribution
(fake). Following this, the proxy model’s trainable
parameters are updated based on a composite loss
function, which combines a standard token-level
task loss with a sequence-level adversarial loss pro-
vided by the discriminator. This iterative process
drives the proxy model to generate responses that
are increasingly indistinguishable from those of the
target black-box LLM.

Algorithm 2: The Optimized Proxy Model using
DisAAD
Input: Supervised distillation dataset
{(x(i), {y(i,j)

B }Mj=1)}Ni=1

Model: Proxy modelMp with LoRA parameters
θ; DiscriminatorMD with parameters ϕ
Output: The optimized proxy model Mp with
optimized parameters θ

1: Divide Ddistill into Dtrain and Dval
2: for each training iteration do
3: Sample a batch of prompts {x(i)}i∈B from

Dtrain, and retrieve all corresponding target
responses {{y(i,j)

B }Mj=1}i∈B
4: Generate M responses for each prompt:

{{y(i,j)
p }Mj=1}i∈B ←Mp({x(i)}i∈B; θ)

5: // Update DiscriminatorMD

6: Define real pairs Preal ← {(x(i),y
(i,j)
B ) |

i ∈ B, j ∈ [1,M ]}
7: Define fake pairs Pfake ← {(x(i),y

(i,j)
p ) |

i ∈ B, j ∈ [1,M ]}
8: Compute discriminator loss LD(ϕ) over all

pairs in Preal and Pfake
9: Update discriminator parameters: ϕ← ϕ−

ηD∇ϕLD(ϕ)
10: // Update Proxy ModelMp

11: Compute task loss Ltask(θ) over the set of
real pairs Preal

12: Compute regularization (adversarial) loss
Lreg(θ) over the set of fake pairs Pfake

13: Aggregate total loss L(θ) ← Ltask(θ) +
λLreg(θ)

14: Update proxy model’s LoRA parameters:
θ ← θ − ηp∇θL(θ)

15: Periodically validateMp on Dval and save
the best-performing checkpoint

16: end for
17: return
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C.3 Uncertainty Description

Here, we also give more explanation about the de-
coupled uncertainty based on evidential deep learn-
ing. As shown in Fig. 2 and Fig. 5, the proposed
work can effectively quantify the LLM uncertainty
even when there are multiple correct responses.
Four different scenarios considered for black-box
LLM uncertainty are listed as follows:

• High AU, High EU: the black-box LLM lacks
domain knowledge and produces uncertain
predictions;

• Low AU, High EU: it is an overconfidence
scenario where the target LLM generates con-
fident prediction despite knowledge gaps;

• Low AU, Low EU: it is an optimal reliability
scenario with both strong knowledge and high
prediction confidence;

• High AU, Low EU: the black-box LLM knows
more than one reasonable answer.

D More Experimental Details

D.1 Dataset Description

D.1.1 TruthfulQA

TruthfulQA is a benchmark designed to evaluate
the truthfulness of language model outputs. It
contains questions that are adversarially selected
to elicit false or misleading answers from mod-
els. The dataset spans multiple categories such
as health, law, and finance, emphasizing factual
consistency over plausibility. Each question has a
reference answer annotated for truthfulness, mak-
ing it suitable for both uncertainty and calibration
evaluation.

D.1.2 BioASQ

BioASQ is a biomedical question answering bench-
mark comprising expert-annotated questions based
on PubMed articles. We use the factoid subset of
the dataset, which consists of questions with short,
factual answers. BioASQ is particularly challeng-
ing due to domain-specific terminology and the re-
quirement for precise biomedical knowledge. Each
question is paired with a gold-standard answer list,
enabling both exact match and ranking-based eval-
uation.

D.1.3 TriviaQA
TriviaQA is an open-domain question answering
dataset containing over 650K question-answer
pairs sourced from trivia websites and verified us-
ing evidence documents from Wikipedia. The ques-
tions are naturally complex and often require multi-
hop reasoning. We use the unfiltered open-domain
version, which pairs each question with multiple
evidence documents, making it suitable for eval-
uating answer faithfulness and uncertainty under
broader context exposure.

D.2 Evaluation Metrics
The evaluation is formulated as a binary classifi-
cation task, and conducted on question-answering
benchmarks from different domains, including life
sciences (BioASQ (Tsatsaronis et al., 2015)), truth-
fulness (TruthfulQA (Lin et al., 2021)) and knowl-
edge seeking (TriviaQA (Joshi et al., 2017)). The
responses generated by LLM with “BLEURT>0.5”
or “LLM-Judge=1” are considered the correct an-
swers (Xiong et al., 2024). During the testing
phase, for each dataset, we randomly selected
800 samples to evaluate the performance of dif-
ferent methods. The performance is quantified by
the Area Under the Receiver Operating Charac-
teristic curve (AUROC) and the Area Under the
Precision-Recall curve (AUPR) assess its discrimi-
native power, while the Expected Calibration Error
(ECE) evaluates its calibration accuracy.

D.3 Target and Proxy Models
We employ Llama2-70B-Instruct, Qwen3-32B and
GPT-4 (i.e., GPT-4-0613) as the target LLMs, and
utilize Llama3-1B-Instruct, Llama3-3B-Instruct,
Llama3-8B-Instruct as proxy models. Although
our method is adaptable to various open-source
proxy models, we standardize on the LLaMA3 se-
ries to ensure a controlled and consistent basis for
our comparative analysis. We run all the experi-
ments on 2-4 NVIDIA GeForce RTX 4090 GPUs
with parallel processing. It is worth noting that we
did not carefully select the hyperparameters, we
believe that by making careful adjustments, better
results can be achieved.

D.4 Baseline Methods
We demonstrate the response reliability estimation
performance of our proposed framework in both
black-box and white-box settings. For the multi-
sample methods applicable in the black-box setting,
including LN-Entropy (LNE), Semantic Entropy
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新思路：借助小模型逼近黑盒LLM的性能

Question: Could you please tell me in which countries the Olympic Games have been held?

Outdated Answer: They have been held in 

New York, Greece, England, etc.

Outdated Answer: They have been held in 

New York, Greece, England, etc.

Black-box

Proxy

Right Answer: They have been held in 

America, Greece, England, etc.

Right Answer: They have been held in 

America, Greece, England, etc.

Black-box

Proxy

logitslogits Estimation：

Low EU 

High AU

Estimation：

High EU 

High AU

Figure 5: Overview of proxy-guided uncertainty quantification. For a given response from the target LLM, we first
utilize the proxy model to reproduce the responses, then extract the corresponding logits and estimate the decoupled
uncertainty. For an incorrect answer (e.g., “New York”), the proxy model identifies this scenario as High EU and
High AU, since the LLM mistakenly identifies “New York” as one of the countries that have held the Olympic
Games. Conversely, for a correct answer (e.g., “America”), the proxy model identifies this scenario as Low EU
and High AU. This combination suggests that the target model is confident in its knowledge (Low EU) while also
recognizing that the question has multiple correct answers (High AU), thus indicating the response is reliable.

(SE), Discrete Semantic Entropy (DSE), and Lex-
ical Similarity (LeS), we follow the default set-
ting in the original paper by generating 10 candi-
date responses with a temperature of 0.5 to derive
the uncertainty scores. For LeS, Rouge-L is uti-
lized as the similarity metric, whereas for SE and
DSE, Deberta-Large-MNLI model is employed to
form semantic clusters. Furthermore, for the single-
sample methods applicable in the white-box setting,
such as probability, entropy and LogTokU, we pro-
duce the single most probable response via greedy
decoding strategy, then retain the token-level logits
and compute the uncertainty scores.

D.5 Distillation Dataset Collection
To construct a distillation dataset that is both di-
verse and domain-specific, we strategically com-
bine prompts from in-domain and out-of-domain
datasets. Half are drawn from a general dataset rich
in real-world interactions (e.g., WildChat), while
the other half originate from the relevant evaluation
dataset. This hybrid approach balances domain
relevance with generalizability, enabling the proxy
model to align closely with the target LLM’s output
distribution. For each input prompt, we generate 15
candidate responses: one response with low tem-
perature (T ≈ 0.01) and 14 diverse responses with
high temperature (T > 0.5). These candidates then
undergo a systematic filtering process. First, we

discard high-temperature responses that fail base-
line quality checks, specifically insufficient length
(e.g., fewer than 15 words) or excessive sequence
repetition. Following this, we compute the cosine
similarity of each valid high-temperature response
to its corresponding low-temperature response. We
then retain the low-temperature response and the
top nine high-temperature responses based on this
similarity ranking. An input prompt is discarded
entirely if it fails to yield this complete set of 10
valid responses after this procedure. This proce-
dure is designed to capture the characteristic output
distribution of the black-box model, rather than to
filter exclusively for factual correctness. The final
dataset consists of these newly generated responses
paired with their corresponding original prompts,
forming a collection of prompt-response pairs. Our
experiments demonstrate that an effective proxy
model can be obtained based on the proposed Dis-
AAD with merely 1K samples, making our method
not only powerful but also computationally effi-
cient.

E More Experimental Results

E.1 Efficiency of the Small-Size Distillation
Dataset and Discriminator

To demonstrate the training efficiency of our pro-
posed DisAAD framework, we analyze the per-
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Method
K = 1 K = 5 K = 10 K = 15 K = 20 K = 25 K = ALL

AUROC↑ AUPR↑ AUROC↑ AUPR↑ AUROC↑ AUPR↑ AUROC↑ AUPR↑ AUROC↑ AUPR↑ AUROC↑ AUPR↑ AUROC↑ AUPR↑
Probability 0.5503 0.6734 0.5739 0.6785 0.5611 0.6751 0.5548 0.6747 0.5533 0.6746 0.5533 0.6727 0.5707 0.6720
Entropy 0.5849 0.6946 0.6045 0.7010 0.5907 0.6945 0.5798 0.6908 0.5757 0.6914 0.5738 0.6899 0.5967 0.6924
Logtoku 0.5898 0.6943 0.6320 0.7185 0.6370 0.7178 0.6351 0.7189 0.6326 0.7177 0.6324 0.7199 0.6256 0.7253
DisAAD 0.7046 0.7848 0.7105 0.7868 0.7038 0.7808 0.6946 0.7756 0.6905 0.7764 0.6866 0.7765 0.7046 0.7848

Table 4: The comparison reliability estimation performance of different numbers of tokens with high uncertainty on
BioASQ dataset. The proxy model and the target LLM are LLaMA3-3B and LLaMA2-70B, respectively. “K=ALL”
denotes all the generated tokens (128 tokens) are used for estimation.

formance of small-size distillation dataset and the
generation-discrimination architecture. As shown
in Fig. 3(a), both AUROC and AUPR metrics
rapidly improve with initial samples and stabilize
after approximately 50 distillation prompts (equiv-
alent to 0.5K distillation data). Notably, perfor-
mance slightly decreases before final convergence,
suggesting that the proxy model first captures es-
sential uncertainty patterns from limited data, then
experiences minor overfitting to noise present in
larger datasets. The calibration results in Fig. 3(b)
further support this finding, as the ECE values re-
main consistent across different distillation dataset
sizes, indicating that additional data beyond the
optimal point does not meaningfully improve cali-
bration quality.

Furthermore, the effectiveness of the generation-
discrimination architecture is demonstrated in Fig.
4, where we employ LLaMA3-3B as the generator
and GPT-4 as the discriminator. To quantitatively
measure the performance of the distilled proxy
model, we define the prediction gap as the differ-
ence in discriminator confidence when classifying
outputs from the proxy model versus the target
LLM. As shown in Fig. 4(a), this gap progressively
narrows throughout the training process, eventually
stabilizing at approximately 0.0050. This conver-
gence indicates the discriminator can no longer
effectively distinguish between the outputs of both
models, confirming that the proxy model has suc-
cessfully learned to mimic the target LLM’s re-
sponse patterns. The semantic similarity analysis in
Fig. 4(b) further supports this finding, illustrating
the distribution of similarity scores for a number of
100 validation samples at different training steps.
The clear shift toward similarity scores exceeding
0.9 between steps 30 and 70 demonstrates that the
proxy model achieves high consistency with the
target model’s output distribution. Overall, empiri-
cal results demonstrate that the proposed DisAAD
framework requires only a small distillation dataset,
with the proxy model effectively approximating the

target LLM’s performance during the early stages
of adversarial training, thus substantially reducing
the query cost associated with distillation.

E.2 Discussion of the Choice of Top-K Tokens
with High Uncertainty

Table 4 presents a comparative analysis of relia-
bility estimation results using the Top-K tokens
with the highest uncertainty. It is observed that
for all tested choices of K, our DisAAD method
maintains a substantial performance margin over
all baseline methods. In addition, the reliability
estimation achieved using a small subset of tokens
(e.g., K = 5 or K = 10) is not only comparable to
but even slightly superior to that achieved using the
entire sequence of generated tokens (K = ALL).
This observation aligns with recent research sug-
gesting that during an LLM’s inference, only a
small portion of tokens are important for estimat-
ing reliability. Therefore, focusing on these key
tokens with higher uncertainty can provide more
focused and clearer signals, while considering the
entire token sequence as a whole might potentially
affect the accuracy of the estimation. In this paper,
we uniformly setK as 20% of the total token count
for the generated response for all datasets.

E.3 Effectiveness of the Logits-based
Uncertainty Estimation

As shown in Table 5, the proposed DisAAD outper-
forms both probability-based method and entropy-
based method in estimating the response relia-
bility in most cases. This superiority is evident
from two key observations. First, DisAAD consis-
tently achieves the highest average AUROC and
AUPR scores across different types of target LLMs
(LLaMA2-70B, Qwen3-32B, and GPT-4), indicat-
ing its robust and generalizable performance. For
instance, with LLaMA2-70B as the target LLM,
DisAAD’s average AUROC of 0.7188 significantly
surpasses the 0.6699 from entropy and 0.6390 from
probability. Theoretically, this advantage stems
from the nature of logits as raw and unnormal-
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Target Method O(1)
TruthfulQA BioASQ TriviaQA Average

AUROC↑ AUPR↑ AUROC↑ AUPR↑ AUROC↑ AUPR↑ AUROC↑ AUPR↑

LLaMA2-70B
Probability ✓ 0.7261 0.6825 0.6482 0.7426 0.5427 0.8175 0.6390 0.7475

Entropy ✓ 0.7527 0.7166 0.6763 0.7622 0.5808 0.8465 0.6699 0.7751
DisAAD ✓ 0.8015 0.7807 0.7046 0.7874 0.6503 0.8852 0.7188 0.8178

Qwen3-32B
Probability ✓ 0.6608 0.7369 0.6599 0.8396 0.6852 0.7905 0.6686 0.7890

Entropy ✓ 0.6724 0.7710 0.6867 0.8522 0.7127 0.8215 0.6906 0.8149
DisAAD ✓ 0.7478 0.8310 0.6571 0.8480 0.6935 0.8125 0.6995 0.8305

GPT-4
Probability ✓ 0.6803 0.8297 0.6620 0.8701 0.6627 0.9522 0.6683 0.8840

Entropy ✓ 0.7370 0.8729 0.6862 0.8758 0.6838 0.9540 0.7023 0.9009
DisAAD ✓ 0.8078 0.9079 0.6993 0.8742 0.6893 0.9580 0.7321 0.9134

Table 5: Comparison of reliability estimation performance based on probability, entropy, and logits-based DisAAD.

ized scores from the model’s final layer. Unlike
probabilities, which are normalized by the softmax
function and thus only reflect the relative differ-
ences between scores, logits retain crucial informa-
tion about the absolute magnitude of the model’s
conviction. By operating directly on these richer,
uncompressed logit representations, DisAAD can
access a more fine-grained and reliable signal of the
model’s true internal state of confidence, ultimately
enabling a more accurate distinction between reli-
able and unreliable answers.

E.4 Potential Risks
AI safety is closely related to the reduction of LLM
hallucination. These non-factual but seemingly
reasonable outputs pose risks for safety-critical ap-
plications. Our DisAAD framework estimates the
uncertainty of black-box LLMs through a stream-
lined proxy model, which helps detect illusion phe-
nomena and thereby enhances the security of de-
ployment. However, our proxy model relies on the
quality of the dataset, which can lead to deviations
in uncertainty estimation and result in the omission
of illusion phenomena in critical scenarios. Addi-
tionally, the bias of discriminator may also cause
the proxy model to overestimate or underestimate
the response uncertainty of the black-box LLM.
Therefore, users who adopt the proposed method
need to be cautious when conducting adversarial
distillation of the proxy model.

42740


