When Benchmarks Leak: Inference-Time Decontamination for L1L.Ms
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Abstract

Benchmark-based evaluation is the de facto
standard for comparing large language models
(LLMs). However, its reliability is increasingly
threatened by test set contamination, where test
samples or their close variants leak into train-
ing data and artificially inflate reported perfor-
mance. To address this issue, prior work has
explored two main lines of mitigation. One
line attempts to identify and remove contami-
nated benchmark items before evaluation, but
this inevitably alters the evaluation set itself
and becomes unreliable when contamination
is moderate or severe. The other line pre-
serves the benchmark and instead suppresses
contaminated behavior at evaluation time; how-
ever, such interventions often interfere with
normal inference and lead to noticeable per-
formance degradation on clean inputs. We
propose DeconlEP, a decontamination frame-
work that operates entirely during evaluation
by applying small, bounded perturbations in
the input embedding space. Guided by a rela-
tively less-contaminated reference model, De-
conlEP learns an instance-adaptive perturba-
tion generator that steers the evaluated model
away from memorization-driven shortcut path-
ways. Across multiple open-weight LLMs and
benchmarks, extensive empirical results show
that DeconlEP achieves strong decontamina-
tion effectiveness while incurring only minimal
degradation in benign utility.

1 Introduction

Large language models (LLMs) have reached a
level of performance that enables them to solve a
broad range of knowledge, reasoning, and code-
related tasks (Liang et al., 2023). As these models
are increasingly developed, released, and deployed
by different organizations, a systematic way to eval-
uate and compare their capabilities becomes neces-
sary. In this setting, benchmark-based evaluation
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Figure 1: Overview: DeconlEP keeps the prompt
fixed and adds a bounded embedding perturbation § =
Gy(e(z)) to suppress memorization shortcuts on leaked
samples, steering inference toward reasoning and recov-
ering clean performance.

has naturally emerged as a widely adopted prac-
tice for assessing LLM performance. For example,
prominent models such as GPT-5 (OpenAl, 2025)
are often presented alongside their scores on estab-
lished benchmarks like MMLU (Hendrycks et al.,
2021a), where benchmark results serve as standard-
ized evidence of general reasoning ability.

Recently, the need for trustworthy evaluation
is further amplified by the rapid growth of open-
weight LLMs. Unlike closed APIs, open-weight
models can be freely downloaded, fine-tuned,
merged, and re-distributed, enabling fast iteration
by both industry and the open-source community.
As aresult, benchmark scores are increasingly used
not only for marketing, but also for model selection,
deployment decisions, and reproducible scientific
comparison across independently trained variants.
This makes reliable evaluation of open-weight mod-
els particularly important: their training pipelines
and downstream fine-tuning are more decentralized,
and thus more prone to unintended benchmark ex-
posure and evaluation artifacts.

However, benchmark-centric evaluation is vul-
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nerable to data contamination (Deng et al., 2024a,b;
Chen et al., 2025), where test items (or closely re-
lated variants) appear in training data thereby vi-
olating the train—test separation and inflating re-
ported performance. This inflation can misrep-
resent real-world generalization. For example,
it has been reported that over 15 LLMs exhibit
inflated benchmark performance on six popular
benchmarks, where the estimated contamination
rate ranges from 1% to 45%, and some of them
are fine-tuned models derived from open-weight
models (Li et al., 2024).

To mitigate contamination, prior work has ex-
plored multiple strategies, including detect-then-
filter approaches based on membership inference
attacks (MIA) (Salem et al., 2018; Hayes et al.,
2018). These methods apply an MIA detector to
identify leaked benchmark items and exclude them
from evaluation. However, filtering contaminated
samples fundamentally alters the benchmark, mak-
ing the resulting evaluation set no longer directly
comparable to the original benchmark used in prior
work. Moreover, MIA detectors are inherently im-
perfect: any non-zero false-negative rate leaves
residual leaked items unfiltered, which can con-
tinue to inflate reported performance, especially
under non-trivial contamination. As shown in Ap-
pendix B, we formally prove this limitation and
validate it empirically.

These limitations motivate inference-time decon-
tamination (Zhu et al., 2024; Dong et al., 2024;
Zhu et al., 2025), which mitigates contamination
effects during model inference rather than by filter-
ing benchmark items. A common issue of existing
methods is that the same intervention used for de-
contamination applied to contaminated inputs also
affects clean ones: interventions strong enough to
reduce contamination often alter model behavior
on uncontaminated inputs, leading to non-trivial
drops in clean accuracy. For example, rewriting
methods (Zhu et al., 2024) may shift the effective
input distribution, while internal-intervention ap-
proaches (Zhu et al., 2025; Menta et al., 2025)
can suppress internal signals that are useful for
both contaminated and clean examples. As a re-
sult, existing methods face an unfavorable trade-off
between contamination mitigation and clean perfor-
mance, motivating our goal of minimizing benign
utility degradation.

To address this limitation, we propose a
decontamination framework, termed DeconlEP
(Decontamination via Inference-time Embedding

Perturbation). We observe that data contamination
mainly manifests as a change in how a model inter-
nally supports its predictions. On clean test sam-
ples, predictions are typically supported by broadly
shared reasoning features that generalize across
many inputs. In contrast, as shown in the first
row of Figure 1, on contaminated test samples, the
same outputs can be produced by relying on a dif-
ferent set of contamination-specific components,
such as shortcut neurons or late-layer retrieval path-
ways, thereby reducing the need for genuine reason-
ing (Zhu et al., 2025; Menta et al., 2025). This ob-
servation motivates our approach: as shown in the
second row of Figure 1, by applying small, targeted
perturbations in the embedding space, we weaken
contamination-driven dependencies and steer the
model toward a cleaner inference regime, while
preserving the input representation.

Based on this insight, we train a generator to
produce inference-time embedding perturbations,
guided by a comparatively less contaminated ref-
erence model. Our setting targets models obtained
via fine-tuning from a known pretrained checkpoint
(e.g., Llama3), where benchmark contamination is
typically introduced or amplified by fine-tuning
the checkpoint. In this context, an earlier check-
point or base model with the same architecture nat-
urally provides a practical reference with reduced
benchmark-specific exposure. Importantly, our em-
pirical evaluation demonstrates that our approach
does not require a perfectly clean reference model.
It suffices that the reference exhibits relatively less
contamination, allowing the generator to suppress
contamination-driven shortcuts while preserving
benign reasoning behavior, without modifying the
parameters of the evaluated model.

Contributions Our contributions are two-fold:
(1) We propose DeconlEP, a novel inference-time
decontamination method that mitigates benchmark
contamination by applying small, targeted pertur-
bations to input embeddings, without modifying
the model parameters or the benchmark itself. (2)
We conduct extensive experiments across multiple
benchmarks and contamination settings, showing
that DeconlEP effectively reduces contamination-
induced performance inflation while incurring sub-
stantially smaller degradation on clean inputs com-
pared to the existing inference-time baselines.
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Need Reference Decontam. Clean Eval

Method Setting Core Mechanism Model Efficacy 1 Drop |
TED (Dong et al., 2024) Black-box Distribution calibration No Medium Medium
ITD (Zhu et al., 2024) Black-box Query rewriting No Limited Low
Shortcut Neuron (Zhu et al., 2025) White-box Activation patching Yes High High
Short-circuiting (Menta et al., 2025)  White-box Attention bypassing No High High
DeconIEP(Ours) White-box Embedding perturbation Yes High Low

Table 1: Comparison of decontamination strategies. Decontam. Efficacy indicates decontamination effectiveness on
contaminated benchmarks. Clean Eval Drop indicates performance degradation on non-contaminated tasks. Need
Reference Model indicates whether a reference model is required.

2 Related Work

Benchmark Contamination and Detection
Data contamination (test-set leakage) in widely
used benchmarks (e.g., MMLU, GSMS8K) can in-
flate reported performance by inducing memoriza-
tion rather than genuine generalization (Chen et al.,
2025; Deng et al., 2024b; Xu et al., 2024). When
training data are accessible, overlap-based checks
can reveal contamination (Brown et al., 2020; Gao
etal., 2021), but for most open-source models, such
verification is infeasible. An alternative line of
work adopts detect-then-filter strategies based on
membership inference attacks (MIAs), but imper-
fect detectors leave residual contamination and may
introduce selection bias (see Appendix B).

Inference-time Decontamination (Black-box)
To avoid training-data access, API-only methods
intervene at inference time: TED (Dong et al.,
2024) calibrates outputs via repeated sampling, and
ITD (Zhu et al., 2024) rewrites prompts using aux-
iliary LLMs. These approaches are easy to deploy
but can be computationally expensive, and prompt
rewriting may alter semantics or task difficulty (Xu
et al., 2024).

Inference-time Decontamination (White-box)
With open-weight access, prior work manipulates
internal representations, Short-cut Neuron Anal-
ysis (Zhu et al., 2025) uses a reference model to
identify such shortcut neurons and then edits their
activations at test time. As shown in Table 1, it
can achieve high decontamination efficacy, but of-
ten leads to a large clean-evaluation drop when
the edited neurons overlap with general-purpose
computation. Menta et al. (Menta et al., 2025) pro-
pose attention short-circuiting, which replaces the
attention mixing operation with an identity map-
ping so that value vectors are forwarded without
cross-token aggregation. They report that bypass-
ing attention in deeper layers can substantially re-

duce the generation of memorized content. While
this mechanism is not proposed as a decontami-
nation method, it can be repurposed to suppress
contamination-driven memorization. However, as
summarized in Table 1, the same intervention also
degrades general capabilities, leading to a large
benign utility drop.

3 Problem Setup

Model Let f : X — ) be a Large Language
Model (LLM), where X is the space of input se-
quences and ) is the space of output sequences.

Data Contamination We want to train a model f
and we have a test benchmark Dot ~ Piest t0 eval-
uate its performance. We define the contaminated
model f.on as any model trained on a dataset

con  _ Dclean UDcona

train train

where Dg‘;’j‘rﬁl is general training data and unrelated
to Diegt, and Doy, potentially causes training data
contamination, where we consider the following

three levels of contamination as follows.

1. Exact Contamination: D.,, C Dy, i€,
the training data contains exact copies of test
examples.

2. Semantic-level Contamination: For each
T € Dhiest, there exists 7 € Doy such
that, sem(z) = sem(z’). Here, sem(-) refers
to paraphrasing or semantically equivalent
rewriting by LLM or a human.

3. Domain-level Contamination: D..,, ~ Piest,
i.e., the contamination set and the test set are
drawn from (approximately) the same under-
lying distribution, such as Dop and Dyeg are
two random splits of the same benchmark.

For a fixed test benchmark D;.t, we call a model

fclean trained on Dggﬁ? clean if its training data
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does not contaminate Dy.g; at any of three contam-
ination levels defined above.

Due to contamination, the observed performance
of feon On Dyeg; is often inflated:

Perf(fcom Dtest) > Perf(fcleana Dtest) (1)

Here, Perf(-) is a general performance evaluator,
for example, classification accuracy for multiple-
choice benchmarks (e.g., MMLU).

Objective We design an inference-time mitiga-
tion operator
M: F—F

which maps a contaminated model f.;, to a miti-
gated predictor M ( feon) with a modified inference
procedure. Our objective is to make its test perfor-
mance match that of an ideal clean model:

Perf (M(fcon)a Dtest) ~ Perf (fcleam Dtest) 5
(2)

4 Methodology

4.1 Overview

We reduce contamination-induced inflation by cor-
recting inference rather than filtering items. Given
fecon and input z, we keep the prompt unchanged
and add a bounded embedding perturbation ¢(x)
with ||0(2)]|c < ¢. We train a generator Gy via a
KL objective (Theorem 1) to align f.o, with a refer-
ence model fqf. At test time, we apply d(x) once
per input and evaluate on the original benchmark.

4.2 KL Divergence as a Surrogate Objective

Our goal is to align the behavior of the mitigated
contaminated model M ( fcon) With the ideal clean
model f;jean On the test benchmark Dyos;. We write
the performance gap Ape,f as:

Aperf = }Perf(M(fcon)7 Dtest) - Perf(fclearn Dtest)|-

Directly minimizing A, is intractable because
standard metrics (e.g., multiple-choice accuracy)
are discrete and non-differentiable. We there-
fore adopt a differentiable, distribution-level sur-
rogate. For each © € Dyegt, let peon(- | ) and
Delean(- | ) denote the output distributions of
M (feon) and fejean, respectively. By viewing per-
formance as Ey ~ p(- | z)[u(z, y)] for a bounded
utility u(z,y) € [0, 1], the performance gap can
be related to a distance between peon and peiean,
requiring only boundedness and thus covering a
range of evaluation metrics.

Theorem in Appendix C shows that the average
KL divergence between the mitigated contaminated
model and the clean model upper-bounds the per-
formance gap. We therefore use KL minimization
as a principled surrogate objective. This bound is
only used as motivation and does not guarantee our
algorithm’s behavior. Next, we instantiate M so
that the KL objective can be optimized efficiently.

4.3 Embedding-Space Perturbation for
Inference-Time Mitigation

We implement the mitigation mechanism M by
applying small, controlled perturbations in the em-
bedding space, while keeping the discrete input text
unchanged. This design preserves the semantic and
difficulty invariance of the benchmark items, which
input-space transformations, such as paraphrasing
or rewriting, may violate.

Formally, let e(x) € RY*? denote the input em-
bedding sequence for a benchmark question z. We
define the mitigated prediction as

M(f)(x) = fle(x) +6(x), [[6()llc <C, )
where () is a bounded perturbation with a small
budget ¢. Constraining §(z) in an ¢-ball encour-
age that the perturbed embedding remains in a local
neighborhood of e(x), aiming to preserve the un-
derlying semantics and difficulty while disrupting
memorized surface patterns.

This reasoning leads to the ideal per-sample
objective of aligning the perturbed contaminated
model with clean behavior:

min ﬁ 37 KL(feon(€(@) + 6(2)) | forean (e(a))

st |10(2)||ee < ¢, V.

“
Directly optimizing a separate perturbation for each
input is computationally infeasible at evaluation
time. We therefore amortize the optimization by
learning a generator Gg. After training, we can use
such a generator to generate () for all € Dyegt
(and other unseen inputs). Our amortized objective
becomes:

min |—117| S KL feon (e() + Gole(@))) | fetean (e()) )

zeD
s.t. HGg(e(x))Hoo <{, VzeD.
&)

where D is an auxiliary dataset used to train Gy
sampled from evaluated benchmark.
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4.4 Generator Design

Setup We assume access to a contaminated
model f.on, a reference model fiof, and a small aux-
iliary dataset D,y sampled from the benchmark.
The reference model serves as a practical proxy
for clean behavior during generator training. Since
a strictly clean model fgje., is often unavailable,
fref 18 typically chosen as the same-architecture
base model (or an earlier checkpoint) from which
feon 1s fine-tuned, and is expected to have less
benchmark-specific exposure. This choice is stan-
dard in contamination-related analyses (Zhu et al.,
2025; Carlini et al., 2021, 2022).

Generator Architecture We parameterize the
perturbation generator as a lightweight sequence-
to-sequence network. Let Gy denote a generator
that maps the input embedding e(z) € REX? to
a raw perturbation. To enforce the perturbation
budget, we apply a scaled tanh transformation:

0(x) = ¢ - tanh(Gy(x)),

which guarantees ||d(z)||oc < ¢ by construction.
The perturbed embedding e(z) 4 () is then fed to
feon at inference time. Unless otherwise specified,
(G is instantiated as a small decoder-only Trans-
former (Vaswani et al., 2017); architectural details
are provided in Appendix D.

Training Objective For a training sample  ~
Do let p = feon(e(x) 4+ 6(z)) and pf =
fret(e(x)) denote the output distributions of the
contaminated and reference models, respectively.
We train the generator using a composite KL+CE
objective:

E@):Ew@wdhﬂ~KL@w“MFg

+ )\CE -CE (pCOIl’ yref):| )

where y,er denotes hard token labels sampled from
fret, and A1, Acg control the relative weights of
the two terms. The KL term directly optimizes
the surrogate objective motivated by Theorem 1,
while the cross-entropy term stabilizes training and
prevents degenerate solutions. In the appendix,
Algorithm 1 summarizes the training procedure.

(6)

S Experiment

5.1 Experiment Setup

Dataset We evaluate on two benchmarks:
MMLU (Hendrycks et al., 2021b) and Truth-
fulQA (Lin et al., 2022). MMLU is a large-scale

multiple-choice benchmark spanning diverse aca-
demic and professional domains, while Truthful QA
measures truthfulness and resistance to common
misconceptions. In our experiments, these bench-
marks serve dual roles. First, they define the eval-
uation benchmarks. Second, to simulate bench-
mark contamination, a small subset of benchmark
items is intentionally allowed to leak into the train-
ing data when constructing contaminated models.
All benchmark items used for contamination are
drawn exclusively from the corresponding bench-
mark (MMLU or TruthfulQA). We also test the
proposal on the code generation task, and show in
the Appendix E.3.

Models We conduct experiments on three
instruction-tuned large language models : LLaMA-
3-8B-Instruct (Grattafiori et al., 2024), Qwen Fam-
ily (Yang et al., 2025), and Mistral-7B-Instruct-
v0.3 (Jiang et al., 2023). These models represent
different model families, allowing us to evaluate the
generality of our decontamination method across
heterogeneous architectures. Before simulating
contamination, we start from the corresponding
pretrained (unfine-tuned) model for each architec-
ture. This pretrained model serves as the common
initialization for all experiments and is also used as
the reference model in our decontamination frame-
work. Fine-tuning is then performed either with
or without benchmark leakage, depending on the
contamination setting. These model families span
heterogeneous architectures, allowing us to evalu-
ate the generality of our decontamination method.

Contamination simulation and evaluation Fol-
lowing common practice in prior work (Zhu et al.,
2025), we simulate benchmark contamination in a
controlled manner. For each benchmark, we con-
struct a contaminated model f.,, by fine-tuning
the pretrained model on a mixture of: (i) a general
instruction-tuning dataset OpenOrca, denoted as
Delean “and (ii) a small set of leaked benchmark
items D¢on, drawn from either MMLU or Truth-
fulQA. Each benchmark item in D, is repeatedly
included in training o € {1, 3,5} times to simulate
different contamination strengths. To isolate the
effect of benchmark leakage, we also train a clean
counterpart fejean by fine-tuning on OpenOrca only,
using the same total number of training samples as
feon, but without including any benchmark items.
We evaluate decontamination performance un-
der three contamination settings, each associated
with a different construction of the test set Djest:
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Model Split Method Access TruthfulQA (0 = 3) MMLU (0 = 3)

Exact Semantic-level Domain-level Exact Semantic-level Domain-level

fclean baseline - 0.287 0.249 0.269 0.451 0.434 0.406
'W/O Decontamination - 0.976 (0.689) 0.971 (0.722) 0.861 (0.592) 0.892 (0.441) 0.875(0.441) 0.475 (0.069)
Mistral TED Black-box 0.535(0.248) 0.579 (0.330) 0.740 (0.471) 0.224 (0.227) 0.388 (0.046)  0.375 (0.031)
F; ITD Black-box 0.976 (0.689) 0.971 (0.722) 0.861 (0.592) 0.886 (0.435) 0.863 (0.429) 0.471 (0.065)
€™ Shortcut Neuron White-box 0.668 (0.381) 0.634 (0.385) 0.636 (0.367) 0.380 (0.071) 0.386 (0.048) 0.239 (0.167)
Short Circuit White-box  0.933 (0.646) 0.914 (0.665) 0.793 (0.524) 0.833 (0.382) 0.808 (0.374) 0.478 (0.072)
DeconIEP(Ours) White-box  0.533 (0.246)  0.551 (0.302) 0.565 (0.296) 0.458 (0.007) 0.406 (0.028) 0.417 (0.011)

fclean baseline - 0.555 0.531 0.572 0.670 0.671 0.673
W/O Decontamination - 0.976 (0.421)  0.952 (0.421) 0.885(0.313) 0.905(0.235) 0.872(0.201) 0.744 (0.071)
Qwen2.5 TED Black-box 0.880 (0.325) 0.900 (0.369) 0.846 (0.274) 0.837 (0.167) 0.882(0.211) 0.713 (0.040)
’ 7 ITD Black-box 0.976 (0.421) 0.947 (0.416) 0.899 (0.327) 0.898 (0.228) 0.868 (0.197) 0.751 (0.078)
°°% " Shortcut Neuron White-box 0.684 (0.129)  0.526 (0.005) 0.394 (0.178) 0.416 (0.254) 0.420 (0.251)  0.371 (0.302)
Short Circuit White-box  0.650 (0.095) 0.622 (0.091) 0.614 (0.042) 0.807 (0.137) 0.757 (0.086) 0.640 (0.033)
DeconIEP(Ours) White-box  0.620 (0.065) 0.632 (0.101)  0.641 (0.069) 0.785 (0.115)  0.632 (0.039) 0.646 (0.027)

fclean baseline - 0.474 0.467 0.452 0.576 0.565 0.549
'W/O Decontamination - 0.986 (0.512) 0.981 (0.514) 0.928 (0.476) 0.921 (0.345) 0.901 (0.336)  0.669 (0.120)
LLaMA-3 TED Black-box 0.966 (0.493)  0.951 (0.485) 0.923 (0.471) 0.864 (0.288) 0.842(0.277) 0.638 (0.089)
¥ ITD Black-box 0.943 (0.469) 0.957 (0.490) 0.899 (0.447) 0.886(0.310) 0.844 (0.279) 0.648 (0.098)
€™ Shortcut Neuron White-box 0.818 (0.345) 0.852 (0.385) 0.726 (0.274) 0.690 (0.114) 0.682 (0.117) 0.482 (0.068)
Short Circuit White-box 0.593 (0.120) 0.608 (0.141)  0.625 (0.173) 0.701 (0.125) 0.680 (0.115) 0.707 (0.157)
DeconIEP(Ours) White-box  0.536 (0.062) 0.519 (0.053) 0.553 (0.101) 0.741 (0.165) 0.537 (0.028) 0.536 (0.014)

Table 2: Decontamination results for o = 3 across different models. Values denote accuracy, with parentheses
showing RC (smaller is better). Best RC is in bold, and the second best is underlined within each model and split.

(¢ =1079)

(1) Exact contamination.: Diest consists of a subset
of the leaked benchmark items from D.q,, evaluat-
ing direct memorization effects; (ii) Semantic-level
contamination: Dies consists of paraphrases of the
leaked benchmark items, which are semantically
equivalent but not observed during training, with
ground-truth answers unchanged; and (iii) Domain-
level contamination: Dyest 1S sampled from the
same benchmark distribution but is strictly disjoint
from Dgon, evaluating same-domain generalization
rather than direct leakage. For benign (clean) util-
ity evaluation, we additionally evaluate on an exter-
nal benchmark that is not used to construct Dcy,.
Specifically, when contamination is simulated on
MMLU, TruthfulQA is used as the clean test bench-
mark, and vice versa.

Implementation Details The noise generator Gy
is a 4-layer decoder-only Transformer (n = 4). The
generator is trained on the same benchmark used
to construct the contamination set (e.g., MMLU
for MMLU-contaminated models), using bench-
mark samples that are disjoint from the test set in
each evaluation setting. We set the perturbation
budget ¢ = 1073, learning rate Ir = 1 x 1072,
dropout rate to 0.2, and use an auxiliary dataset of
size | Daux| = 400, which is sampled from contam-
inated benchmark and disjoint from Dyes;. Addi-

tional details shown in Appendix E.

Metric We evaluate decontamination using two
metrics: Residual Contamination (RC) and Benign
Utility Drop (BUD). RC measures how close the
decontaminated model M ( fcop ) is to the uncontam-
inated model f.ean On contaminated data, while
BUD measures utility loss on clean data.

Smaller values indicate better decontamination.
Formal definition see AppendixE.1.

Comparison methods We compare our method
with representative inference-time decontamination
baselines explained in Section 2: TED and ITD as
black-box methods, Shortcut Neuron and Short
Circuit as white-box methods.

5.2 Evaluation of Decontamination
Effectiveness

We first evaluate decontamination by whether
the performance of the post-mitigation model ap-
proaches that of the uncontaminated model fgjean.
Table 2 reports accuracy and Residual Contam-
ination (RC; lower is better) on Truthful QA and
MMLU under o = 3, 0 = 1 and 0 = 5 see Ap-
pendix E.2. Overall, DeconlEP achieves the lowest
or near-lowest RC across models, benchmarks, and
contamination granularities, and remains robust
under three-level contamination. While some base-
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Figure 2: Average Residual Contamination (RC) of all
models across leakage occurrences o under different
contamination levels (lower is better).( ¢ = 1073)

lines are best in isolated cases, their improvements
are not consistent.

Figure 2 further varies the occurrence level o.
Although larger o increases residuals for the un-
mitigated model, DeconlEP consistently reduces
RC and keeps accuracy closer to feean. TO as-
sess whether decontamination introduces unin-
tended degradation on clean tasks, we evaluate
benign utility using a cross-benchmark clean
evaluation. Specifically, to isolate benign utility
from contamination-related effects, models contam-
inated on MMLU are evaluated on the unrelated
Truthful QA benchmark, and vice versa. As shown
in Table 3, DeconlEP incurs minimal BUD across
all model families, whereas several white-box base-
lines exhibit substantially larger utility degradation.
These results indicate that the proposed embedding-
space intervention effectively mitigates contami-
nation while preserving benign performance, with
advantages that remain stable across heterogeneous
architectures.

5.3 Evaluation across Model scale

We evaluate our decontamination method across
model scales using four Qwen2.5 models (Yang
etal., 2025): Qwen2.5-1.5B-Instruct, Qwen2.5-3B-
Instruct, Qwen2.5-7B-Instruct, and Qwen2.5-14B-
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Figure 3: Scaling behavior on Qwen2.5-Instruct models
(o = 3). We compare RC on exact domain and BUD
across model sizes (1.5B/3B/7B/14B) on (a) Truthful QA
and (b) MMLU. Our method remains effective and sta-
ble under scaling with a fixed embedding perturbation
budget ¢ = 1073,

Instruct. Figure 3 shows that our method main-
tains stable decontamination effectiveness across
all scales, indicating that it generalizes beyond a
specific model size, with only mild variation across
model capacities.

5.4 Semantic preservation

Then, we verify that embedding perturbations pre-
serve input semantics. We measure the average
cosine similarity between the original embedding
and the perturbed embedding,

Cos(¢) = E, [cos (e(z), e(z) + 5(30))}7

using the same pooling operator as in our imple-
mentation. Figure 4 shows that for practical bud-
gets ¢ < 1073, cosine similarity remains close to
1, and consistently exceeds the similarity between
the original prompt and its rewritten counterpart.
This suggests that embedding-level intervention in-
troduces less semantic drift than rewriting while
still enabling effective decontamination.

5.5 Ablation Study

Controllability via the perturbation budget ¢
We next treat ¢ as an explicit control knob that
trades off decontamination strength against benign
utility. Table 4 shows the relationship between RC
and BUD induced by varying (. As ( increases,
DeconlEP moves toward lower RC at the cost of
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Benign Utility Drop |

Model Method Access
TruthfulQA  MMLU
DeconlEP White-box 0.019 0.016
TED Black-box 0.028 0.030
Mistral ITD Black-box 0.000 0.001
Shortcut Neuron ~ White-box 0.129 0.152
Short Circuit White-box 0.057 0.077
DeconlEP ‘White-box 0.009 0.029
TED Black-box 0.110 0.022
Qwen2.5 ITD Black-box 0.000 0.002
Shortcut Neuron ~ White-box 0.207 0.256
Short Circuit White-box 0.172 0.238
DeconlEP ‘White-box 0.031 0.041
TED Black-box 0.012 0.035
LLaMA-3 ITD Black-box 0.010 0.016
Shortcut Neuron ~ White-box 0.057 0.190
Short Circuit White-box 0.105 0.161

Table 3: BUD under cross-benchmark evaluation (o =
3). We contaminate each model on MMLU and measure
the utility drop on Truthful QA to assess benign perfor-
mance on clean data, and vice versa. (( = 1073)
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«
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{ (embedding £.. budget, log scale)

Figure 4: Semantic invariance under embedding per-
turbations. Mean cosine similarity between original
and perturbed embeddings (orig vs. orig+d) versus (
on MMLU and Truthful QA. Dashed lines show orig vs.
paraphrased as a semantic-preserving reference.

higher BUD, forming a clear and monotonic trade-
off curve. Compared with representative baselines
(see Appendix E.4), DeconlEP provides a more
favorable RC—BUD region, and the practical bud-
get regime yields strong contamination suppression
with limited utility loss.

Effect of reference model Finally, we examine
the role of the reference model. While our method
uses a reference model to guide perturbation gener-
ation, a perfectly clean anchor may be unavailable
in practice. We therefore test robustness when the
reference model is mildly contaminated.

We construct imperfect references by fine-tuning
the reference model on data containing different
proportions of benchmark test items, yielding vary-
ing contamination ratios, and then run our method

¢ Truthful QA MMLU
RC| BUD| |RC| BUD|

le—5 0512 0.000 0344 0.000
3e—5 0393  0.009 0.304  0.000
le—4 0226 0.024 0214 0.022
3e—4 0.096 0.034 0.184  0.031
le—3 0.062 0.038 0.165  0.041
3e—3 0.024 0.050 0.034  0.070
le—2 0.022 0.062 0.032  0.102

Table 4: RC-BUD trade-off induced by the perturbation
budget (. We report RC and BUD for DeconlEP under
different ¢ on TruthfulQA and MMLU for contaminated
Llama 3 model, o = 3.
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0 5 10 15 20 25 30

Reference model contamination ratio (%)

Figure 5: Test accuracy under increasing contamination
in the reference model.

under the same contaminated evaluation setting.
Figure 5 shows that performance is largely stable
as the reference contamination increases from 0%
to 30% across benchmarks and occurrence levels.
This indicates that the reference need not be strictly
clean: even mildly contaminated, it provides a suf-
ficiently informative anchor distribution to steer the
evaluated model away from contamination-driven
behavior. In practice, a readily available same-
architecture base model can serve as a reference.

We also do experiments to investigate the differ-
ence between our perturbation and random noise,
how the sample size of D,y affects our proposal;
due to space constraints, we report these results in
Appendix E.5 and E.6.

6 Conclusion

Test-set contamination inflates benchmark scores,
and detect-then-filter evaluation fails under mod-
erate contamination due to detector errors. We
propose DeconlEP, an inference-time method that
applies small, £,.-bounded perturbations to input
embeddings to align a contaminated model with a
less-contaminated reference. Across multiple open-
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weight LLM families and two benchmarks, De-
conlEP reduces residual contamination with mini-
mal benign utility drop.

7 Limitations

Our study has several limitations. First, DeconlEP
is a white-box method: it requires access to input
embeddings (and, in our training setup, gradients)
to generate and apply perturbations, which limits
applicability to closed-model APIs without addi-
tional approximations. Second, DeconlEP relies
on a reference model to provide a comparatively
less-contaminated behavioral anchor. While we
empirically observe robustness to moderate ref-
erence contamination, performance may degrade
when the reference is heavily contaminated, dis-
tributionally mismatched, or differs substantially
in alignment behavior from the evaluated model.
Then, although our intervention is bounded and em-
pirically exhibits strong semantic invariance (e.g.,
high cosine similarity under small (), we do not
provide formal guarantees that semantics/difficulty
are preserved for all inputs. Finally, DeconlEP
introduces additional inference overhead for pertur-
bation generation and reference-guided objectives;
while lightweight relative to multi-query black-box
baselines, reducing overhead for very large-scale
evaluation remains an important direction.
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A Related Work

A.1 Data Contamination

Test-set leakage in widely used benchmarks (e.g.,
MMLU, GSMB8K) has become pervasive, where in-
flated scores may reflect memorization rather than
genuine generalization (Chen et al., 2025; Deng
et al., 2024b; Xu et al., 2024). When an auditor has
full access to the training corpus, contamination
can be identified by direct overlap checks (exact
match or n-gram similarity) between training doc-
uments and benchmark instances (Brown et al.,
2020; Gao et al., 2021). In recent years, the dis-
tribution of open-source models via platforms like
Hugging Face has become widespread, but informa-
tion disclosure regarding their training data remains
scarce, leaving no means to verify whether bench-
marking is being conducted properly. A straight-
forward approach is to use MIA to detect whether
test instances were seen during training and filter
out detected contaminated items before evaluation.
However, imperfect detection can leave residual
contamination and bias the reported scores. This
motivates inference-time approaches that aim to
correct contaminated behavior without modifying
model weights or relying on the training data.

A.2 Inference-time Decontamination

Black-box methods Early inference-time decon-
tamination methods assume evaluators only have
API access to the model, without access to in-
ternal parameters or activations. As summarized
in Table 1, black-box approaches mainly rely on
output-side interventions. TED (Dong et al., 2024)
frames decontamination as distribution calibration:
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it keeps model parameters fixed and approximates
a “clean” output distribution via repeated stochas-
tic decoding. ITD (Zhu et al., 2024) rewrites po-
tentially contaminated prompts using an auxiliary
model like GPT , aiming to reduce direct reuse of
memorized patterns. These methods are convenient
to deploy, but they typically incur high inference
cost, including extra model calls (e.g., auxiliary
LLM rewriting), repeated decoding/sampling, and
can be limited against strongly memorized contam-
ination; moreover, rewriting-based methods do not
strictly preserve semantics and may change ques-
tion difficulty (Xu et al., 2024).

White-box methods For benchmark evaluation,
white-box access has become increasingly practi-
cal due to the availability of open-weight LLMs.
White-box access enables targeted inference-time
interventions using internal signals such as param-
eters, intermediate activations, and layer-wise rep-
resentations. Recent work in this regime can be
grouped into three directions (Table 1).

(i) Neuron/activation patching. This line local-
izes Neurons in LLM that drive contaminated be-
havior and patches their activations during infer-
ence. Shortcut Neuron Analysis (Zhu et al., 2025)
uses a reference model to identify such shortcut
neurons and then edits their activations at test time.
As shown in Table 1, it can achieve high decon-
tamination efficacy, but often leads to a large clean-
evaluation drop when the edited neurons overlap
with general-purpose computation.

(ii) Architectural bypassing to weaken memo-
rization. A second line modifies specific modules
in the forward pass to reduce memorization-driven
behavior during decoding. Since contamination
effects often manifest as answer retrieval on leaked
items (Xu et al., 2024), weakening memorization at
inference time can reduce contamination-induced
score inflation. Menta et al. (Menta et al., 2025)
propose attention short-circuiting by replacing at-
tention mixing with an identity operation, so that
values are forwarded without cross-token attention.
They show that bypassing attention in deeper layers
can substantially reduce memorized content gen-
eration. However, as summarized in Table 1, this
approach will also cause a large clean-evaluation
drop.

(iii) Inference-time unlearning. A third direc-
tion modifies the input of inference time to make
the model infer the input in an "unlearned" state.
Embedding-Corrupted (ECO) Prompts (Liu et al.,

2024) train a token classifier to detect tokens to be
unlearned, and then apply random noises in the em-
bedding space of those tokens. The random noise is
optimized offline via zeroth-order procedures, and
the resulting embedding-corrupted prompts are ap-
plied only at inference time, requiring no changes
to LLM weights. ECO has a low inference cost but
typically offers limited decontamination efficacy.
A key limitation is that the corruption is largely
stochastic and provides limited directional control
over memorized representations, thereby reducing
effectiveness on strongly memorized items while
still perturbing useful features on clean inputs.

Our approach Our method follows the white-
box, inference-time paradigm, but intervenes ex-
clusively at the input embedding level through a
lightweight generator. Compared with activation
patching, we avoid directly editing internal circuits,
reducing the risk of over-suppressing general ca-
pabilities. Compared with coarse architectural by-
passing, we provide a data-driven and instance-
adaptive mechanism that targets contamination-
induced behavior more selectively. Compared with
ECO, DeconlEP learns instance-adaptive and direc-
tionally controlled perturbations, avoiding purely
stochastic corruption and eliminating the need for
a token classifier.

Overall, this design yields competitive mitiga-
tion of contamination while substantially reducing
performance sacrifice on clean benchmarks and
incurring only small inference overhead.

B Limitations of “Detect-then-Filter”

A widely considered mitigation approach is to first
apply a membership inference algorithm (MIA) to
the benchmark, and then evaluate only on examples
predicted as “non-member.” Let Dt = Dclean U
Dcon With D¢jeanNDeon = (). We model an arbitrary
MIA detector as a binary classifier MIA : X —

{0,1}:

07 HANS Dcleana (7)

MIA(x € D =
( test) { 1, € Deon - ()
For this detector, we define

FNR = Pr[MIA(z) =0 | £ € Deon),
FPR = Pr[MIA(z) = 1 | € Deean],

and retain after detection

Dneg = {37 € Dieyt : MIA((L‘) = 0}7
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on which evaluation is performed. We denote
the contaminated model by f.q,, the clean model
by fclean, and the contamination rate by o =
| Dean!/ | Dies]

A simple counting argument yields the expected
performance of feon 0n Dyeg:

Perf(Dneg, feon) =
(1 — @)(1 — FPR) Perf(Dciean, feon) + & FNR Perf(Deon, feon)

(1 —a)(1 — FPR) + a FNR
)

Derivation of Eq. (9) We view performance as
the average expected utility under the model output
distribution.

1
Perf(S, feon) = B > Eypeontln) [U(% y)]- (10)

zeS
We define the filtered (negative) subset retained
by the detector.
an

We parameterize the test set composition by the
contamination rate and the dataset size.

Dieg = {7 € D s MIA(2) = 0}

N = |Dtest|7
_ |Dc0n|
| Drest|’ (12)
|Dclean| = (1 - Oé)N,
| Deon| = aN.
We recall the detector error rates.
FNR = PyMIA(2) = 0 | # € Deon], 03

FPR = Pi{MIA(z) = 1 | 2 € Deean]

From the definitions above, the keep (negative)
probabilities are

Pr[2 € Dueg | # € Detean] = PYMIA(z) =0 | 2 € Detean
=1-FPR,
Pr[:v € Dneg |z € Dcon] = Pr[MIA(x) =0]|z¢€ Dcon]

= FNR.
(14)

Therefore, the expected counts of retained clean
/ contaminated examples are

E[‘Dneg N Dclean‘] = (1 - Of)N(l — FPR),

15
E[|Dneg N Deon|] = aN FNR. (15)

Summing yields the expected size of the filtered
set.

E[|Dwg|] = (1 — @)N(1 — FPR) + aNFNR.  (16)

Define the per-input expected utility under the
contaminated model.

eon () = Eympeon (1o |02, 1)|. (17)

The total retained utility decomposes into two
disjoint parts.

>

e Dnengclean

>

€ DpegNDcon

Ucon ().

D ticon(x) =

€ Dieg

Ucon (I) +

(18)

Assuming the detector induces composition-only

selection within each split (i.e., retained examples

are representative within Dcjeay and within Deop),
we have

>

E ﬁcon(x) =K “Dneg N Dclean|] PeI‘f(Dcleam fcon)a
2 € Dreg N Delean

E Z ﬂcon(m) =E “Dneg N Dconu Perf(Dcon, fcon)-
T € DpegMDecon

19)
Substituting Eq. (15) gives the expected total
retained utility.

E [ > tcon (x)] = (1 — a)N(1 — FPR) Perf(Deean, feon)
2 € Dreg

+ aN FNR Perf(Dcony fcon)~
(20)

By definition, the filtered performance is

Perf(Dneg7 fcon) =

1 _
D] 2 "eon@) )

€ Dreg

Using a large- N approximation (ratio of expec-
tations), we obtain

E [zze%g acon(x)]
E [ Dueg] '

IE[Perf(Dneg7 fcon)] ~ (22)

Plugging Eq. (20) and Eq. (16), and canceling
the common factor IV, yields

E [Perf(Dneg7 fconﬂ ~

(1 — a)(1 — FPR) Perf(Deican, feon) + @ FNR Perf(Deon, feon)

(I—a)(1 — FPR) + a FNR
(23)

which matches Eq. (9).

Equation 9 shows that when contamination
is non-trivial, detection-based filtering cannot
eliminate inflation: any non-zero FNR leaves
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enough contaminated samples for inflation to
persist as « increases. Our simulation (Figure 6a)
and empirical results on an artificially contam-
inated MMLU model (Figure 6b) confirm this
effect: even Min-K% with FNRQ10%FPR =~
14% in our setting leaves substantial inflation
as « increases, while other MIA baselines (e.g.,
loss/perplexity thresholding and likelihood-ratio
methods (Carlini et al., 2022; Shi et al., 2023))
typically exhibit higher FNRQ10%FPR in LLM
settings.

Accuracy vs Contamination Rate
10 10

—O— With MIA Filter (FNR@10%FPR=14%)

Accuracy vs Contamination Rate

—O— Min-K% Filter (FNR@10%FPR=14%)

09 Without Filter IS 09 Without Filter /i
N —-- Clean Accuracy Baseline / N —-= Clean Accuracy Baseline //
os / os /o’o/(/
< < .
c ="
0.7 )/O/o/‘/ 0.7
(I S0 CS e A0 = PP

0.0 02 0.4 06 0.8 10 0.0 02 0.4 0.6 0.8 10
Contamination Rate Contamination Rate

(a) Theoretical simulation. (b) Empirical measurement.

Figure 6: Left: theoretical simulation of Eq. 9 at a
fixed detector operating point. Right: empirical MMLU
results showing the same trend when applying a Min-
K% filter versus no filtering.

Why strong MIA is still insufficient in prac-
tice Our results with Min-K% indicate that even
a strong LLM-oriented detector can leave substan-
tial residual inflation under moderate-to-high con-
tamination. This sensitivity is inherent to filtering:
preventing inflation requires extremely small FNR
at low FPR, which is difficult to achieve robustly
across models, benchmarks, and prompting for-
mats. Simpler detectors such as loss/perplexity
thresholding and likelihood-ratio variants often
yield higher FNR at comparable FPR in LLM set-
tings, leading to even larger residual bias.

Selection bias and evaluation mismatch Detect-
then-filter changes the evaluation distribution from
Dregt to Dyeg. Even if the goal is to approximate
clean evaluation, discarding items can bias the re-
ported score because the retained subset is not guar-
anteed to be representative of the original bench-
mark, especially when FPR is non-negligible.

Implications for benchmark contamination
While extreme leakage may be rare at the full-
corpus level, widely reused benchmarks can ac-
cumulate exposure through repeated fine-tuning,
dataset mixing, and web-crawled mirrors. Con-
sequently, even moderate overall leakage can in-
duce non-trivial effective contamination for popu-
lar subsets, where false negatives can dominate the

residual inflation. This motivates inference-time
interventions beyond filtering.

More simulation of MIA  Figure 7 visualizes
Equation (9) for different contamination rates «
and false positive rates FPR. Even with a modest
FNR on the x-axis, the measured accuracy on Dipeg
quickly departs from the clean baseline once « is
moderate or large.

C Theorem 1

Theorem 1 (KL upper bound on performance gap).
Fix a test set Dyest, and suppose

Perf(f? Dtest) = EIEDtest Eyrvpf(-\x) [U(JI, y)]

for some utility u(x,y) € [0,1]. Then, Ape is
bounded by:

Aperf S \/;E$ [KL(pcon("x) ” pclean(“x))} .
(24)
In particular, if the average KL divergence between
Peon(* | ) and peean(- | x) is at most €, then

Aperf < vV 5/2

Proof . For fixed z and any bounded u(z,-) €
[0, 1], standard arguments imply that the difference
in expected utility is bounded by the total variation
(TV) distance:

| Epeon [, )] = Epe, [u(2, )]

< Tv(pcon(' ’ x)apclean(‘ | 37)) (25)

Averaging over x € Dyeg yields an upper bound on
Apere. Applying Pinsker’s inequality, TV (P, Q) <
\/3 KL(P||Q), and then Jensen’s inequality for

the concave square-root function gives the stated
bound in terms of the average KL divergence. [J

D Generator Architecture Details

Overview Our perturbation generator consists of
a network Gy followed by a deterministic bound-
ing layer. Given an input prompt = and its em-
bedding sequence e(x) € RX*? (computed by the
contaminated model tokenizer/embedding layer),

the generator first produces a raw perturbation
6(x) = Gole(x)) € R™*Y, (26)

and then applies a scaled tanh to obtain the
bounded perturbation

dz)=C¢- tanh(g(x)), (27)
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Figure 7: Simulated effect of MIA errors. Measured accuracy of the contaminated model fco, 0n Dy as a function
of FNR, for different contamination rates « and FPR values, computed from Equation (9) with Perf( D jean, feon) =
50% and Perf(Dcon, feon) = 90%. Even small FNR values lead to substantial inflation when « is large.

which enforces [|6(x)||oo < ¢ by construction. The
perturbed embedding e(x) + d(x) is then fed to
feon at inference time.

Unconstrained generator Gy We instantiate Gy
as a lightweight decoder-only Transformer with
n layers. Let z = e(r) € R*4 be the input
embedding sequence. We apply an input projection,
n residual decoder blocks, and an output head:

Hy = zWiy,
Hg = BlOCk[(Hg_l)

5(517) = HnWouta

(t=1,...,n), (28)

where Wi, € R%¥9 and Wy, € R%*? are learn-
able matrices and dj is the hidden width of the
generator (we use d, = d by default). The out-
put &(z) has the same shape as e(x) to support
token-wise perturbations.

Decoder block Each decoder block uses standard
pre-norm Transformer components:

Ug = Hy—1 + MHA (LN(H,_1)),

2
Hy = U; + FFN(LN(Uy)), 29

where MHA is masked multi-head self-attention,
FFN is a position-wise feed-forward network, and
LN is LayerNorm. We use the same causal atten-
tion mask as the base LLM so that the generator is
compatible with autoregressive prompting.

Implementation choices Unless otherwise spec-
ified, we set n = 4 and use dropout 0.2 within the
generator blocks. We found that this lightweight
instantiation is sufficient to amortize per-instance
perturbation optimization; our main results are not
intended to depend on a sophisticated generator
architecture, but rather on the reference-guided ob-
jective and the bounded embedding-space interven-
tion.

Discussion The tanh bounding ensures a strict
{, constraint and keeps the intervention local in
embedding space. Alternative choices such as hard
clipping yield similar behavior but introduce non-
smooth gradients during training; we adopt the
scaled tanh for stable optimization.

Algorithm 1: Training of the Noise Gener-
ator Gy

Input: Auxiliary dataset D,ux; contaminated model
feon; reference model fier;

learning rate 7 > 0; max norm ¢ > 0;

Max iterations 7' € N; batch size B € N; optional

stop threshold € > 0

Output: Trained parameters 6 of Gg

1 Initialize 9,

2 fort=1to 7T do

3 Sample minibatch B = {z;}21 C Dau;

4 for: =1to Bdo

5 zi +— e(x;); // token embeddings

6 b; +— ¢ -tanh(Ga(2:i)) ; // loo-budgeted
perturbation

7 P frer(z); /7 reference output

8 pgon — fcon(zi + 57.) N // perturbed

contaminated output
o | Lo H 0 P KLp ) +

ACE CE(pE""7 y?f)] ; /7 y** = hard

labels from frer

10 0+ 0—nVoLl; // gradient descent

11 if £ < ethen
12 L break
13 return 6

E More Experiment

E.1 Definition of RC and BUD

We quantify the decontamination effect and the
benign side effect of an inference-time mitigation
operator M (-) using two complementary metrics.
Let f.on denote the contaminated model under eval-
uation, and fge.n denote a reference model of the
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Model Split Method Access TruthfulQA (0 = 1) MMLU (0 = 1)

Exact Semantic-level Domain-level Exact Semantic-level Domain-level

fclean baseline - 0.287 0.249 0.269 0.451 0.434 0.406
W/O Decontamination - 0.890 (0.603)  0.890 (0.641) 0.865 (0.596) 0.617 (0.166) 0.601 (0.167) 0.492 (0.086)
Mistral TED Black-box 0.785 (0.498) 0.770 (0.521)  0.736 (0.467) 0.404 (0.047) 0.405 (0.029) 0.363 (0.043)
f ITD Black-box  0.890 (0.603) 0.890 (0.641) 0.865 (0.596) 0.610 (0.159) 0.588 (0.154) 0.499 (0.093)
79" Shortcut Neuron White-box  0.630 (0.343)  0.639 (0.390) 0.640 (0.371) 0.300 (0.151) 0.301 (0.133)  0.263 (0.143)
Short Circuit White-box  0.890 (0.603) 0.880 (0.631) 0.827 (0.558) 0.631 (0.180) 0.623 (0.189) 0.594 (0.188)
DeconIEP(Ours) White-box  0.366 (0.079)  0.322 (0.073)  0.408 (0.139) 0.478 (0.027) 0.467 (0.033) 0.470 (0.064)

fclean baseline - 0.555 0.531 0.572 0.670 0.671 0.673
'W/O Decontamination - 0.866 (0.311) 0.856 (0.325) 0.784 (0.212) 0.775(0.105) 0.769 (0.098) 0.735 (0.062)
Qwen 2.5 TED Black-box 0.789 (0.234) 0.813 (0.282) 0.760 (0.188) 0.742 (0.072) 0.632 (0.039) 0.619 (0.054)
f ITD Black-box 0.856 (0.301) 0.856 (0.325) 0.774 (0.202) 0.776 (0.106) 0.766 (0.095) 0.742 (0.069)
“°™ " Shortcut Neuron White-box  0.306 (0.249) 0.297 (0.234)  0.274 (0.298) 0.395 (0.275) 0.417 (0.254) 0.389 (0.284)
Short Circuit White-box 0.602 (0.047) 0.659 (0.128) 0.609 (0.037) 0.619 (0.051) 0.620 (0.051) 0.610 (0.063)
DeconlEP(Ours) White-box  0.618 (0.063)  0.664 (0.133)  0.655 (0.083) 0.705 (0.035) 0.725 (0.054) 0.730 (0.057)

fclean baseline - 0.474 0.467 0.452 0.576 0.565 0.549
W/O Decontamination - 0.900 (0.426) 0.909 (0.442) 0.885 (0.433) 0.734 (0.159) 0.728 (0.163) 0.663 (0.114)
LLaMA-3 TED Black-box 0.886 (0.412) 0.876 (0.409) 0.851 (0.399) 0.727 (0.151) 0.735(0.170)  0.576 (0.027)
f ITD Black-box 0.876 (0.402) 0.876 (0.409) 0.856 (0.404) 0.721 (0.145) 0.683 (0.118)  0.620 (0.070)
€™ Shortcut Neuron White-box  0.804 (0.330) 0.789 (0.323)  0.644 (0.192) 0.547 (0.029) 0.566 (0.001) 0.484 (0.065)
Short Circuit White-box  0.589 (0.115) 0.612 (0.146)  0.635 (0.183) 0.695 (0.120) 0.682 (0.117)  0.710 (0.160)
DeconIEP(Ours) White-box  0.517 (0.043)  0.476 (0.009) 0.461 (0.009) 0.616 (0.040) 0.525(0.041) 0.515 (0.034)

Table 5: Decontamination results for o = 1 across different models. Values denote accuracy, with parentheses
showing Residual Contamination (RC) (smaller is better). Best RC is in bold and second best is underlined within

each model and split.

same architecture. Let D.,, be a contaminated
(seen or near-seen) evaluation set, and Dgjea, be an
uncontaminated evaluation set.

Formally,

RC(M) = ’Perf(fcleam Dcon)

— Perf(M (feon), Deon)

)

BUD(M) = ’Perf(fcona Duncon)

- Perf(M(fcon)7 Duncon)

E.2 The Full Result on Different Models
under Different o

Evaluation splits (Exact / Semantic-level /
Domain-level) For each benchmark, we report
accuracy on three evaluation splits designed to
separate memorization from generalization. Ex-
act contains items that are exact matches (or
maximally close duplicates) of leaked training
instances, thus directly reflecting memorization-
driven gains. Semantic-level contains meaning-
preserving rewrites of the leaked items (e.g., para-
phrases) that aim to break surface-form matching
while retaining the same answer and comparable
difficulty, thereby probing semantic memorization
beyond verbatim recall. Domain-level consists
of in-domain but non-leaked instances sampled to

match the benchmark distribution, serving as an
uncontaminated proxy for benign generalization.

How to read Tables 5 and 6 Rows are grouped
by backbone model. Within each model, the f.on
block reports the contaminated model under differ-
ent inference-time mitigation methods, while the
bottom row reports f.ean as a reference anchor.
Each entry shows accuracy; the value in parenthe-
ses is Residual Contamination (RC), computed
as the absolute performance gap ‘Perf (feon) —
Perf( fclean)} on the same split. Smaller RC in-
dicates that the method more effectively removes
contamination-induced inflation (i.e., the mitigated
model behaves closer to the clean reference on con-
taminated splits).

Table 5 (0 = 1): mild leakage regime When
contamination severity is mild, W/O and rewriting-
based baselines often retain elevated accuracy on
Exact (and sometimes Semantic-level), indicat-
ing that memorization signals remain largely in-
tact. DeconlEP consistently reduces Exact and
Semantic-level accuracy toward the f.jcan level,
while keeping Domain-level accuracy compara-
tively stable. This pattern suggests a selective
suppression of memorization-driven behavior with-
out broadly impairing in-domain generalization.
In contrast, activation patching and architectural
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Model Split Method Access TruthfulQA (0 = 5) MMLU (0 = 5)

Exact Semantic-level Domain-level Exact Semantic-level Domain-level

fclean baseline - 0.287 0.249 0.269 0.451 0.434 0.406
W/O Decontamination - 0.995 (0.708)  1.000 (0.751)  0.885(0.616) 0.995 (0.544) 0.972(0.538) 0.463 (0.057)
Mistral TED Black-box  0.086 (0.201) 0.244 (0.005) 0.712 (0.443) 0.074 (0.377) 0.324 (0.110) 0.383 (0.023)
f ITD Black-box 0.995 (0.708) 1.000 (0.751) 0.885 (0.616) 0.994 (0.543) 0.967 (0.533) 0.467 (0.061)
79" Shortcut Neuron White-box  0.621 (0.334) 0.601 (0.352) 0.640 (0.371) 0.394 (0.057) 0.409 (0.025) 0.245 (0.161)
Short Circuit White-box  0.919 (0.632) 0.914 (0.665) 0.736 (0.467) 0.581 (0.130) 0.535(0.101)  0.407 (0.001)
DeconIEP(Ours) White-box  0.595 (0.308) 0.551 (0.302) 0.570 (0.301) 0.454 (0.003) 0.423 (0.011) 0.433 (0.027)

fclean baseline - 0.555 0.531 0.572 0.670 0.671 0.673
'W/O Decontamination - 1.000 (0.445) 0.981 (0.450) 0.928 (0.356) 0.981 (0.311) 0.942 (0.271)  0.740 (0.067)
Qwen 2.5 TED Black-box 0.191 (0.364) 0.632(0.101) 0.788 (0.216) 0.870 (0.200) 0.837 (0.166) 0.886 (0.213)
f ITD Black-box 1.000 (0.445) 0.981 (0.450) 0.928 (0.356) 0.983 (0.313) 0.938 (0.267) 0.752 (0.079)
“°™ " Shortcut Neuron White-box  0.517 (0.038)  0.507 (0.024) 0.442 (0.130) 0.405 (0.265) 0.419 (0.252) 0.359 (0.314)
Short Circuit White-box  0.650 (0.095) 0.636 (0.105)  0.677 (0.105) 0.750 (0.080) 0.753 (0.082) 0.707 (0.034)
DeconlEP(Ours) White-box  0.790 (0.235)  0.799 (0.268) 0.718 (0.146) 0.805 (0.135)  0.725 (0.054) 0.641 (0.032)

fclean baseline - 0.474 0.467 0.452 0.576 0.565 0.549
‘W/O Decontamination - 0.995(0.522) 0.990 (0.524) 0.923 (0.471) 0.992 (0.416) 0.961 (0.395) 0.641 (0.092)
LLaMA-3 TED Black-box 0.866 (0.392) 0.866 (0.399) 0.870 (0.418) 0.794 (0.218) 0.785(0.220) 0.610 (0.061)
f ITD Black-box 0.909 (0.435) 0.928 (0.462) 0.870 (0.418) 0.824 (0.248) 0.828 (0.263) 0.610 (0.061)
“°™ " Shortcut Neuron White-box  0.852 (0.378) 0.856 (0.390) 0.726 (0.274) 0.705 (0.130) 0.685 (0.120) 0.427 (0.122)
Short Circuit White-box  0.589 (0.115) 0.622 (0.155) 0.606 (0.154) 0.697 (0.121) 0.695 (0.130) 0.706 (0.157)
DeconIEP(Ours) White-box  0.660 (0.187)  0.562 (0.096) 0.572 (0.120) 0.736 (0.160)  0.527 (0.038) 0.527 (0.022)

Table 6: Decontamination results for o = 5 across different models. Values denote accuracy, with parentheses
showing Residual Contamination (RC) (smaller is better). Best RC is in bold and second best is underlined within

each model and split.

bypassing can reduce Exact as well, but their
Domain-level degradation can be larger or less
predictable, consistent with heavier interventions
that overlap with general computation.

Table 6 (0 = 5): strong memorization regime
Under severe leakage, W/O frequently becomes
near-saturated on Exact (and often remains high
on Semantic-level), implying strong retrieval of
leaked solutions. In this regime, the key question is
whether a method can substantially reduce RC on
contaminated splits without collapsing Domain-
level performance. DeconlEP maintains a con-
trolled reduction of contamination inflation (lower
RC on Exact/Semantic-level) while avoiding catas-
trophic drops on Domain-level. Some baselines
may become unstable or overly aggressive: stochas-
tic calibration (TED) can severely hurt accuracy on
certain settings, and broad architectural edits may
trade stronger suppression for larger benign utility
loss. “~" denotes missing runs for the correspond-
ing method/model.

E.3 The result on Code Generation Task

Due to limited computational resources, we
evaluate code-generation performance only on
LLaMA-3-8b-instruct using HumanEval with O-
shot PASS @ 1. Figure 8 reports residual contami-

nation (RC; lower is better) and benign utility drop
(BUD:; lower is better) as the contamination occur-
rence o € {1, 3,5} increases.

Without mitigation, RC increases monotonically
with o (0.13—0.23—0.36), indicating stronger
leakage effects under repeated exposure. Both TED
and our method reduce RC across all o, but with
markedly different trade-offs. TED yields only
moderate RC reduction (0.10, 0.18, 0.20) and in-
curs non-trivial BUD (0.03-0.04). In contrast, our
method substantially suppresses RC (0.04, 0.05,
0.08), achieving a larger absolute RC reduction
(e.g., 0.36—0.08 at o = 5) while maintaining con-
sistently smaller BUD (0.01-0.02). Overall, these
results suggest that our inference-time perturba-
tion better removes contamination-driven shortcuts
while preserving benign code-generation utility un-
der the same 0-shot Pass@1 evaluation.

E.4 RC-BUD Pareto trade-off

What Figure 9 shows Figure 9 visualizes the
RC-BUD trade-off across methods. Each baseline
appears as a single point because it does not expose
a continuous knob analogous to our perturbation
budget. DeconlEP forms a curve because varying
¢ continuously changes the intervention strength.
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Figure 8: HumanEval (0-shot Pass@1) under increas-
ing contamination occurrence o. We report residual
contamination (RC; left axis, lower is better) and be-
nign utility drop (BUD:; right axis, lower is better) for
LLaMA-3-8b-instruct. Compared to no mitigation, TED
reduces RC with non-trivial BUD, while our method
achieves larger RC reduction with smaller BUD across
o€ {1,3,5}.

Interpreting the axes RC (horizontal or vertical,
depending on plotting convention) measures how
close the mitigated model aligns with the clean
reference on contaminated evaluation, while BUD
measures how much uncontaminated performance
is lost due to the mitigation. Points closer to the
origin are preferred. A method is Pareto superior if
it achieves lower RC for the same (or lower) BUD.

Role of ( Each point on the DeconlEP curve
corresponds to a specific perturbation budget (.
Smaller ¢ yields conservative perturbations with
low BUD but limited reduction in RC; larger ¢
increases decontamination strength (lower RC) at
the risk of higher BUD. This monotone, budget-
controlled behavior enables users to select operat-
ing points that match application constraints (e.g.,
strict preservation of clean accuracy versus aggres-
sive removal of contamination inflation).

Comparison to baselines By plotting baselines
alongside the DeconlEP curve, the figure high-
lights whether DeconlEP can dominate existing
approaches: if baseline points lie above and/or to
the right of the curve, then for the same benign
degradation DeconlEP achieves stronger decon-
tamination, or for the same decontamination level
it incurs less benign harm.
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Figure 9: RC-BUD Pareto trade-off induced by (.
Each point on the DeconlEP curve corresponds to a
different perturbation budget ¢, illustrating controllable
trade-offs between decontamination strength (RC) and
benign utility drop (BUD). Baseline methods are shown
as single points.
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Figure 10: Learned perturbations vs. random noise
across budgets (. (a) The blue and green dashed lines
denote the unmitigated contaminated model and the
clean-model baseline. (b) The blue dashed line denotes
BUD= 0.

E.5 Learned perturbations vs. random noise

We test whether the gains come from structured,
instance-adaptive perturbations rather than inject-
ing noise with a comparable magnitude. We com-
pare DeconlEP with an ablation that replaces the
learned perturbation by random noise matched in
{+, norm and bounded by the same tanh operation.
Figure 10 shows that random noise is substantially
less reliable: while it can be competitive at very
small budgets, its behavior becomes increasingly
unstable as ¢ grows, leading to inconsistent decon-
tamination and larger BUD. In contrast, DeconlEP
improves decontamination in a smooth and stable
manner while incurring a smaller utility cost, indi-
cating that effective decontamination requires tar-
geted, instance-adaptive perturbations rather than
unstructured noise.
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Figure 11: Ablation on the auxiliary set size | D,x| used
to train the perturbation generator. We report Residual
Contamination (RC; lower is better) as | D,x| increases
for three backbones (Mistral, Qwen2.5, and LLaMA-3).
Increasing |D,.x| consistently reduces RC, indicating
that additional auxiliary samples provide a stronger and
more stable reference-guided training signal for decon-
tamination.

E.6 Ablation on auxiliary set size

We study how the size of the auxiliary dataset
|Daux| affects decontamination performance.
| Daux| controls how many benchmark samples are
used to train the perturbation generator under the
reference-guided objective, and thus determines the
strength and diversity of the supervision that steers
the contaminated model away from memorization-
driven behavior. As shown in Figure 11, RC de-
creases monotonically (or near-monotonically) as
| Daux| increases across all three backbones, demon-
strating that DeconlEP benefits from additional
auxiliary samples and that the learned perturba-
tions are not driven by a small set of idiosyncratic
examples. The largest relative improvement typ-
ically occurs when moving from |D,ux|=0 to a
small non-zero auxiliary set (e.g., 100), suggest-
ing that even limited auxiliary data can provide
sufficient signal to anchor the generator’s behav-
ior. Beyond this regime, further increasing | Dy |
yields diminishing returns, consistent with the in-
tuition that the generator begins to saturate once
it has seen enough representative prompts to learn
stable, instance-adaptive perturbation patterns. The
trends differ by model family: Mistral shows the
steepest early reduction in RC, while Qwen2.5 and
LLaMA-3 improve more gradually, suggesting that
these backbones may require more diverse auxiliary
supervision to consistently suppress contamination-
specific shortcuts. Overall, this ablation supports
the practicality of our approach: strong decontam-
ination can be achieved with a relatively small

| Daux|, while larger auxiliary sets further improve
robustness without changing the discrete prompts
or model parameters.

F AI Assistant Usage

We used Al assistants for language polishing and
minor code scaffolding; all experimental design,
implementation, and results were verified by the
authors.
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