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Abstract

Large Language Models (LLMs) suffer from
hallucinations, severely undermining their re-
liability. While white-box hallucination detec-
tion methods that leverage hidden states pre-
vail, they fail to identify and focus on fact-
critical information when analyzing token se-
quences. To address this, we propose LAFaCT,
a Localize-then-Analyze detection framework.
It first localizes fact-critical tokens using Fac-
tual Criticality, a novel metric derived from
feature attribution. A subsequent stage then
performs a focused sequential analysis on their
hidden states. Extensive experiments on eight
benchmarks and multiple model families con-
firm LAFaCT as the new state-of-the-art, with
in-depth analyses validating the effectiveness
of its core token-localization strategy.

1 Introduction

The rapid development of Large Language Models
(LLMs) is profoundly reshaping the field of Natural
Language Processing (Achiam et al., 2023; Dubey
et al., 2024). However, the tendency of even state-
of-the-art LLMs to “hallucinate” by generating
factually incorrect or fabricated content severely
undermines their reliability, posing a fundamen-
tal challenge to their deployment in high-stakes
applications (Li et al., 2024; Zhang et al., 2025).
Therefore, to transform LLMs from promising nov-
elties into reliable applications, robust methods for
hallucination detection are fundamental prerequi-
sites (Chen et al., 2023; Min et al., 2023).

Mainstream hallucination detection methods can
be broadly categorized into three types (Fadeeva
et al., 2023, 2024; Zhu et al., 2024). Black-box
methods, which detect hallucinations by analyz-
ing “self-consistency” between multiple sampled
responses (Manakul et al., 2023; Kuhn et al., 2023),
are often computationally expensive and fail when
the model is consistently incorrect (Fadeeva et al.,
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Figure 1: The dilemma in white-box hallucination de-
tection methods: single-token probing is limited by an
incomplete view, while global aggregation suffers from
imported noise. LAFaCT overcomes both issues with a
Localize-then-Analyze strategy, performing a focused
analysis on only the most fact-critical tokens.

2023; Orgad et al., 2025). Grey-box methods,
which calculates a hallucination score by aggre-
gating the probability or entropy of generated to-
kens (Fomicheva et al., 2020; Duan et al., 2024;
Fadeeva et al., 2024), are frequently undermined
by the inherent overconfidence of LLMs (Yeh et al.,
2024; Zhang et al., 2023). In contrast, White-box
methods directly probe the model’s internal hidden
states, which are widely considered to encode more
direct and fundamental factuality signals than fi-
nal output probabilities (Burns et al., 2022; Azaria
and Mitchell, 2023; Li et al., 2023). Building on
this advantage, a series of studies have positioned
white-box analysis as the most promising detection
type (Chen et al., 2024; He et al., 2024; Du et al.,
2024; Park et al., 2025). Given this promise, this
paper focuses on the white-box paradigm.

As illustrated in Figure 1, prevailing white-box
methods fail to identify and focus on fact-critical
information when analyzing token sequences, lead-
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ing to suboptimal performance. Specifically, these
methods can be divided into two categories: 1) Sin-
gle Token Probing methods (Azaria and Mitchell,
2023; Yin et al., 2024; Yüksekgönül et al., 2024)
only analyze the hidden state of one fixed token
(e.g., the last token), struggling to capture factual-
ity signals distributed across the entire sequence
and thus yielding an incomplete view. 2) Global
Aggregation methods (Li et al., 2025; Su et al.,
2024; Zhu et al., 2024; Vazhentsev et al., 2025)
indiscriminately aggregate all hidden states, which
introduces noise from fact-irrelevant tokens and
dilutes the critical factual signals. Therefore, we
posit that the key to resolving this dilemma lies in
performing a focused analysis on the hidden states
of only the fact-critical tokens.

Guided by this insight, we propose LAFaCT, a
novel hallucination detection framework guided by
a Localize-then-Analyze strategy. The initial Lo-
calize stage identifies a small subset of the most
fact-critical tokens. To achieve this, we first train
a proxy classifier on the final hidden state to out-
put a proxy factuality probability. This probability
is then attributed back to each token’s embedding
using DeepLIFT (Shrikumar et al., 2017), yielding
Factual Criticality scores to guide a Top-p selec-
tion of critical tokens. The subsequent Analyze
stage performs a focused sequential analysis on
the hidden states of the localized critical tokens
to derive a final hallucination score, supervised
by a novel Angular Triplet Loss. By combining
attribution-based localization with focused sequen-
tial analysis, our framework avoids the incomplete
view of single-token probing and the noise intro-
duction from global aggregation, achieving more
focused and effective detection.

LAFaCT establishes a new state-of-the-art in
hallucination detection across eight diverse bench-
marks on multiple model families. For instance,
on Llama-2-chat-hf-7B, it achieves an average im-
provement of 3.2 AUROC points over the strongest
baseline. Notably, LAFaCT not only shows a pro-
nounced advantage on benchmarks requiring com-
plex reasoning (e.g., GSM8K) but also exhibits
strong generalization in out-of-domain (OOD) sce-
narios. Furthermore, extensive ablation studies val-
idate the effectiveness of its core token-localization
strategy and other design choices.

Our main contributions are as follows:

• We propose LAFaCT, a novel “Localize-
then-Analyze” hallucination detection frame-

work: it addresses existing white-box meth-
ods’ dilemma of unfocused analysis by apply-
ing focused sequential analysis only to hidden
states of the localized fact-critical tokens.

• We introduce Factual Criticality, a novel
attribution-based metric for fact-critical token
localization, which quantifies each token’s fac-
tual contribution via attribution on the proxy
classifier’s predictions.

• LAFaCT achieves a new state-of-the-art
across eight benchmarks with strong gener-
alization across model scales and in OOD sce-
narios. In-depth analyses validate the effec-
tiveness of its core token-localization strategy.

2 Related Work

Hallucination detection methods can be broadly cat-
egorized into three classes by their level of access
to the target model’s internals.

Black-box methods detect hallucinations using
only the output text from a target model. Early
works operationalized this by measuring consis-
tency across several sampled responses using met-
rics such as NLI and lexical overlap (Manakul et al.,
2023; Lin et al., 2024; Mündler et al., 2023; Cheng
et al., 2024). Subsequent research has explored
deeper forms of consistency, including semantic
clustering (Kuhn et al., 2023), probabilistic belief
trees (Hou et al., 2024), and interrogative verifica-
tion (Yehuda et al., 2024). However, these methods
are inefficient due to their reliance on multiple infer-
ences and fail against consistently wrong samples,
whereas our approach operates on a single genera-
tion’s internal states for higher efficiency. (Fadeeva
et al., 2023; Orgad et al., 2025)

Grey-box methods leverage the model’s out-
put probability distributions to signal uncertainty.
Early approaches aggregating token-level likeli-
hoods or entropy scores often undermined by
model overconfidence and their failure to distin-
guish token importance (Fomicheva et al., 2020;
Guerreiro et al., 2023; Malinin and Gales, 2020).
More advanced approaches refine this by assign-
ing higher weights to key semantic tokens (Duan
et al., 2024; Zhang et al., 2023) or by attempt-
ing to disentangle factual from expressive uncer-
tainty (Fadeeva et al., 2024). However, they ignore
the richer factuality signals encoded in the model’s
hidden states (Burns et al., 2022; Li et al., 2023).
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White-box methods, in contrast, directly ana-
lyze the model’s internal hidden states, which are
considered to encode more fundamental factuality
signals (Burns et al., 2022; Li et al., 2023). This
field has evolved rapidly from early approaches that
trained simple classifiers on features from fixed to-
ken positions (Azaria and Mitchell, 2023; Snyder
et al., 2024), to more robust techniques that fuse
diverse internal signals like multi-layer activations
and attention scores (He et al., 2024; Vazhentsev
et al., 2025). More advanced research has begun
to probe the deeper properties of these states, ana-
lyzing their distributional, geometric, and temporal
dynamics (Chen et al., 2024; Yin et al., 2024; Zhu
et al., 2024), and even actively intervening in the
representation space using methods like steering
vectors (Park et al., 2025). However, these methods
tend to analyze hidden states from the entire se-
quence indiscriminately, failing to prioritize those
originating from fact-critical tokens. Our work
addresses this limitation by employing focused se-
quential analysis on localized fact-critical tokens.

3 LAFaCT

This section details our proposed framework,
LAFaCT, which addresses the issue that prior meth-
ods fail to identify and focus on fact-critical infor-
mation when analyzing hidden states across token
sequences. As illustrated in Figure 2, LAFaCT
combines attribution-based fact-critical token local-
ization with focused sequential analysis, enabling
more focused and effective hallucination detection.

3.1 Preliminary

LLMs We consider a Transformer-based LLM.
Given an input sequence (x0, . . . , xn−1), the
model autoregressively predicts the next token xn.
Internally, the model projects the input tokens
into token embeddings E ∈ Rn×d, where d de-
notes the hidden dimension of the model. These
embeddings are then processed by a stack of L
Transformer layers: for each token in xi, the l-
th layer outputs a hidden state h

(l)
i ∈ Rd. The

probability distribution for the predicted next to-
ken xn is computed using the final-layer hidden
state of the last token xn−1 via the final decod-
ing head: P (xn|x<n) = softmax(Woh

(L)
n−1 + bo),

where Wo ∈ RV×d and bo ∈ RV are the parame-
ters of the final decoding head, with V representing
the model’s vocabulary size.

Hallucination Detection We frame hallucina-
tion detection as a binary classification task fo-
cused on factuality. Given a sample consisting
of a prompt Pprompt and the corresponding LLM-
generated response Xresponse, we leverage the
LLM’s internal hidden states of the concatenated se-
quence [Pprompt;Xresponse] to determine whether
Xresponse contains factual hallucinations.

3.2 Fact-Critical Token Localization

This stage aims to select fact-critical tokens in the
model’s response as a foundation for subsequent
analysis. To achieve this, we first train a proxy
factuality classifier, then introduce Factual Critical-
ity derived from attributing the proxy classifier’s
output, and directly use it to guide the selection.

Proxy Classifier The proxy classifier, Cproxy, is
trained primarily to provide factual attribution sig-
nals, not serving as a standalone hallucination
detector. Specifically, we feed the concatenated
prompt-response sequence [Pprompt;Xresponse] into
the LLM and extract the hidden state h

(l)
n−1 cor-

responding to the last token from the l-th middle
layer. This vector, proven to encode rich factuality
signals (Azaria and Mitchell, 2023), serves as input
to Cproxy to produce the factuality probability op.
In practice, Cproxy is implemented as a two-layer
MLP and trained with Binary Cross-Entropy loss.
The factuality probability op output by the trained
Cproxy can serve as the attribution signals for the
following Factual Criticality.

Factual Criticality for Selection Building upon
the proxy classifier, we introduce Factual Critical-
ity, an attribution-based metric designed to localize
fact-critical tokens by quantifying their individual
factual contributions. This metric is grounded in
the intuition that the latent “factuality signals”1 cap-
tured by the proxy are encoded in specific tokens.
Consequently, attributing the proxy’s predictions
back allows us to trace these signals to their source.

To implement this, we first define an end-to-end
computation path, F , that maps input token em-
beddings E to factuality probability op by passing
them through the first l layers of the LLM and sub-
sequently our proxy classifier Cproxy. Next, we use
the DeepLIFT algorithm to attribute op back to E,
using a sequence of <pad> token embeddings as

1We define “factuality signals” as the discriminative latent
features that the proxy classifier inevitably learns to rely on to
distinguish between factual and hallucinated responses.

6879



Figure 2: An overview of the LAFaCT framework. In the Localization stage, a proxy classifier Cproxy and DeepLIFT
attribution are used to localize fact-critical tokens. In the Analysis stage, a Bi-GRU encoder trained by Angular
Triplet Loss performs a focused sequential analysis on the hidden states of these tokens.

the baseline2. This provides an attribution score
for each dimension of each token embedding in E.
To derive the Factual Criticality score C(xi), we
first compute each token’s attribution score S(xi)
as the L2-norm of its dimension-level attributions,
and then applying a softmax function to normalize
these scores across all tokens in Xresponse:

S(xi) =
∥∥DeepLIFTF (op, E,Epad)i

∥∥
2
,

C(xi) =
exp(S(xi))∑
j exp(S(xj))

.
(1)

Finally, we select a subset of critical tokens from
Xresponse by applying a Top-p strategy to their
C(xi) scores, and their corresponding hidden states
at layer l are used for the subsequent analysis.

3.3 Focused Sequential Analysis
This stage performs a focused sequential analysis
on the hidden states of the localized critical tokens
to derive a final hallucination score. The process
involves training a Bi-GRU encoder with our pro-
posed Angular Triplet Loss to learn discriminative
factuality representations.

Sequential Representation Modeling We use a
Bi-GRU network (Chung et al., 2014) to aggregate
fine-grained hidden states of critical tokens into a
unified factuality representation vector. We main-
tain the original order of the hidden state sequence
and enhance its positional awareness with a relative

2DeepLIFT’s score is computed based on the difference
between a neuron’s actual activation and its “reference” acti-
vation, which is derived from a baseline input. An ablation
study on attribution details is presented in Appendix F.1.

positional encoding, pi, which is computed for each
token xi by applying sinusoidal functions (Vaswani
et al., 2017) to its relative distance from the pre-
vious selected token. The feature vector vi is ob-
tained by projecting the concatenated hidden state
h
(l)
i and positional encoding pi through an MLP:

vi = MLP(h(l)i ⊕ pi). Finally, we process the fea-
ture sequence V = (v1, . . . , vk) with a Bi-GRU
encoder (Chung et al., 2014) and concatenate its
bi-directional outputs to form the representation
ex =

−−→
GRU(V )⊕←−−GRU(V ).

Training with Angular Triplet Loss Unlike
previous methods that directly learn a mapping
from factuality representations to factuality labels
via a classification loss, we propose the Angu-
lar Triplet Loss to learn discriminative factual-
ity representations, which are known to exhibit
complex distributions (Mishra et al., 2024; Wang
et al., 2025). Specifically, we first normalize repre-
sentations onto a unit hypersphere, then optimize
their angular distribution via the Triplet learning
paradigm (Schroff et al., 2015), which has been
proven effective in metric learning (Deng et al.,
2019; Kim et al., 2022). For each training sample
(anchor), we form a triplet with a positive (same-
class) and a negative (different-class) sample, and
then compute the angles (θp and θn) between their
respective representations and that of the anchor.
Our Angular Triplet Loss is then calculated to guide
the learning process of the Bi-GRU encoder:

LAT = max (0, cos(θn)− cos(θp +m)) ,
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where m > 0 is a fixed angular margin used to
create a stricter decision boundary. This objective
enforces inter-class separation and intra-class com-
pactness in the angular space, yielding a highly
discriminative representation.

Inference We additionally introduce a nearest-
neighbor strategy to complete the detection
pipeline, with the full inference process summa-
rized as follows. For each test sample, we first
localize fact-critical tokens and extract their cor-
responding hidden states. These hidden states are
fed into a Bi-GRU encoder to generate the final
factuality representation, ex. Next, we compute the
average cosine similarity between ex and its top-5
nearest neighbors from “Factual” and “Hallucina-
tion” samples in the training set, respectively. The
test sample is ultimately classified into the class
with the higher average similarity.

4 Experiments

4.1 Experimental Setting
Datasets We evaluate our method on a diverse
collection of eight datasets, organized into three
distinct task categories: (1) Question Answer-
ing (QA): This category serves as our primary
testbed, encompassing five benchmarks across
various domains: TruthfulQA (Lin et al., 2022),
TriviaQA (Joshi et al., 2017), CoQA (Reddy
et al., 2019), GSM8K (Cobbe et al., 2021), and
MedQuad (Ben Abacha and Demner-Fushman,
2019); (2) Text Summarization: We employ
XSum (Narayan et al., 2018) and FRANK (Pagnoni
et al., 2021) for source-dependent generation
tasks;; (3) Biography Generation: We utilize Wik-
iBio (Manakul et al., 2023) to represent data-to-text
scenarios. Comprehensive details regarding data
statistics, ground-truth labels, and splitting proto-
cols are provided in Appendix C.

Models Our evaluation includes four widely-
adopted, open-source LLM families to ensure the
broad applicability of our method: LLaMA-2-
chat-hf (Touvron et al., 2023) (7B, 13B), Qwen-
2.5-Instruct (Team, 2024) (8B, 14B), LLaMA-3-
Instruct-8B (Grattafiori et al., 2024), and Mistral-
Instruct-7B (Jiang et al., 2023).

Baselines We compare LAFaCT with advanced
baselines, categorized as follows: For black-box
methods, we use SelfCheckGPT (Mündler et al.,
2023); for grey-box methods, we include Seman-
tic Entropy (Kuhn et al., 2023) and SAR (Duan

et al., 2024). Our main comparison focuses on
white-box methods, which can be further catego-
rized by their analysis strategy: (1) Single-token
probing: LLM Factoscope (He et al., 2024) and
HaloScope (Du et al., 2024), which analyze the
last token in the prompt and response, respectively;
(2) Global aggregation: EigenScore (Chen et al.,
2024) and PoLLMgraph (Zhu et al., 2024), model-
ing all tokens’ hidden states; (3) Hybrid approach:
MIND (Su et al., 2024), which combines the av-
erage of all final-layer hidden states with the indi-
vidual hidden state of the last token. Details of all
baselines are provided in Appendix D.

Evaluation Protocol We use the Area Under the
ROC Curve (AUROC), a standard metric in prior
work (Chen et al., 2024; Du et al., 2024; Orgad
et al., 2025; Park et al., 2025) for assessment.

Implementation Details Both the proxy classi-
fier and the Bi-GRU encoder are trained on the
same training set. Throughout the LAFaCT frame-
work, we consistently use hidden states from the
residual stream of the exact middle layer3. For
more details, please refer to Appendix E.

4.2 Main Results
As presented in Table 1, LAFaCT establishes a new
state-of-the-art in hallucination detection across all
tested models4. On Llama2, LAFaCT’s average
performance surpasses the strongest baseline by
3.2 AUROC points, and this leading trend extends
to Llama3 and Qwen2.5 with advantages of 2.6
and 2.1 points, respectively. Notably, LAFaCT’s
advantage is most pronounced on the complex rea-
soning benchmarks GSM8K and MedQuad (aver-
age response lengths exceeding 100 tokens), where
it leads the strongest baseline on Llama2 by 4.2
and 4.5 points. For short-answer datasets (Triv-
iaQA, CoQA) with few-token responses, single-
token probing methods like Factoscope demon-
strate competitive performance. Even in this sce-
nario where LAFaCT’s core strength of fact-critical
token localization is weakened, LAFaCT still out-
performs almost all methods, showing its generaliz-
ability. Furthermore, as we show in subsection 4.3,
LAFaCT also achieves superior performance on
open-ended generation tasks including text summa-
rization and biography fact-checking, demonstrat-
ing its robustness across diverse task formats. Ad-

3We validate the effectiveness of this selection via layer
sensitivity analysis in Appendix F.2

4Please refer to Appendix A for results on Mistral.
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Model Type Method CoQA TriQA TQA GSM8K MedQ Average

Llama2

Black-box SelfCheck 72.19 72.14 54.15 56.36 60.12 62.99

Grey-box SEntropy 69.14 73.97 57.44 62.59 61.57 64.94
SAR 69.55 80.58 62.06 63.13 63.31 67.73

White-box

EigenScore 72.87 73.98 60.93 55.73 62.85 65.27
PoLLMgraph 81.91 81.05 84.04 77.37 75.79 80.03
Mind 88.05 84.12 84.27 82.86 77.02 83.16
HaloScope* 76.56 75.47 77.32 68.37 70.89 73.71
HaloScope 87.59 83.13 86.30 80.21 76.57 82.86
Factoscope 83.42 85.89 82.37 77.65 72.72 80.41
LAFaCT 89.11 85.76 88.23 87.07 81.51 86.34

Llama3

Black-box SelfCheck 71.07 73.51 59.63 57.33 64.70 65.25

Grey-box SEntropy 74.21 74.23 61.79 64.91 63.40 67.71
SAR 71.18 81.54 62.54 65.17 62.60 68.61

White-box

EigenScore 72.08 79.72 54.74 58.96 61.48 65.40
PoLLMgraph 82.36 84.43 83.28 76.22 75.31 80.32
Mind 88.84 84.25 85.22 86.47 77.87 84.53
HaloScope* 76.34 76.28 78.22 66.54 68.71 73.22
HaloScope 88.62 83.62 85.32 84.14 76.30 83.60
Factoscope 84.24 86.27 81.41 79.26 71.89 80.61
LAFaCT 89.93 86.08 88.50 89.25 81.86 87.12

Qwen2.5

Black-box SelfCheck 67.14 71.21 53.81 56.53 61.90 62.12

Grey-box SEntropy 71.65 73.03 57.67 63.18 61.35 65.38
SAR 73.26 78.09 60.22 64.41 62.99 67.80

White-box

EigenScore 65.53 76.16 57.36 57.63 62.12 63.76
PoLLMgraph 82.67 84.11 81.59 77.57 76.56 80.50
Mind 91.52 88.44 81.49 85.87 76.33 84.73
HaloScope* 77.56 78.87 72.09 71.76 66.45 73.35
HaloScope 91.27 86.39 83.38 84.94 76.35 84.47
Factoscope 86.63 87.57 77.58 76.58 72.25 80.72
LAFaCT 92.05 88.81 84.81 88.20 80.45 86.86

Table 1: Hallucination detection performance (AUROC, %) on Llama2-chat-hf-7B, Llama3-8B-Instruct, and
Qwen2.5-8B-Instruct. Best and second-best scores are in bold and underlined. * indicates the semi-supervised
variant.
Abbreviations: TQA (TruthfulQA), TriQA (TriviaQA), MedQ (MedQuad), SEntropy (Semetric Entropy).

ditionally, LAFaCT consistently outperforms con-
current 2025 methods including SATMD (Vazhent-
sev et al., 2025) and LapEigvals (Binkowski et al.,
2025) (see Appendix B).

To validate LAFaCT’s generalization across dif-
ferent model scales, we conducted experiments on
the Llama2-chat-hf and Qwen2.5-Instruct model
families5. As shown in Figure 3, all methods ex-
hibit improved performance with increasing LLM
scale. Even so, LAFaCT maintains its leading po-
sition, achieving an average AUROC lead of 1.8
and 2.8 points over the second-best baseline on
Llama2-13B and Qwen2.5-14B, respectively.

5Complete results are available in Appendix A.

Out-of-domain Generalization To test gener-
alization against distribution shifts, which is a
challenge in real-world applications, we con-
duct a leave-one-out out-of-domain (OOD) analy-
sis (Vazhentsev et al., 2025) on Llama2-chat-hf-7B.
We compare LAFaCT against baselines grouped by
their supervision requirements, with results shown
in Table 2. We can see that while other supervised
methods suffer a sharp performance drop, LAFaCT
achieves a lead on all benchmarks except one short-
answer dataset (i.e., TriviaQA) and surpasses the
second-best baseline by 4.1 AUROC points on av-
erage. This robustness is particularly evident on
the challenging GSM8K dataset, where LAFaCT
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outperforms its closest competitor by 5.7 AUROC
points. This stronger generalization is likely due to
our Angular Triplet Loss, designed to foster more
robust and transferable representations6.

Llama2-7B Llama2-13B Qwen2.5-8B Qwen2.5-14B
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Figure 3: Detection performance across model scales.

Method CoQA TriQA TQA GSM8K MedQ Avg.

Unsupervised Methods
SelfCheck 69.14 72.14 54.15 56.36 65.12 63.38
SEntropy 69.14 73.97 57.44 62.59 61.57 64.94
SAR 69.55 80.58 62.06 63.13 72.31 69.53
EigenScore 72.87 73.98 60.93 55.73 67.85 66.27

Supervised & Semi-supervised Methods
PoLLMgraph 66.93 64.84 65.24 62.16 67.41 65.32
Mind 68.41 63.71 67.86 64.35 69.29 66.72
HaloScope* 61.24 66.83 65.27 58.47 62.36 62.83
HaloScope 67.02 62.22 69.23 61.01 71.33 66.16
Factoscope 70.04 71.57 64.02 59.48 62.01 65.42
LAFaCT 74.92 71.19 75.26 70.06 76.88 73.66

Table 2: Leave-one-out OOD generalization results.

4.3 Results on Open-ended Generation
Beyond QA tasks, we further evaluate LAFaCT
on open-ended generation scenarios to verify its
generalization across diverse task formats and hal-
lucination types. Detailed experimental settings are
provided in Appendix E.

Summarization Hallucination Detection. We
evaluate on two summarization benchmarks,
XSum (Narayan et al., 2018) and FRANK (Pagnoni
et al., 2021), using Llama2-7B-chat-hf and
Qwen2.5-8B-Instruct. Ground-truth factuality la-
bels are assigned using AlignScore (Zha et al.,
2023). As presented in Table 3, LAFaCT consis-
tently outperforms all baselines on both datasets.
On Llama2-7B, our method surpasses the strongest
baseline by 1.83 and 3.07 AUROC points on XSum
and FRANK, respectively. Similarly, on Qwen2.5-
8B, LAFaCT achieves gains of 3.19 and 2.73 points
over the next best methods, confirming that the

6See Appendices F.3 and F.4 for analyses on data efficiency
and low-resource performance.

“Localize-then-Analyze” strategy effectively gener-
alizes to source-dependent summarization tasks.

Type Method Llama2-7B Qwen2.5-8B

XSum FRANK XSum FRANK

Black-box SelfCheck 57.12 56.85 59.52 56.48

Grey-box
Semantic Entropy 61.23 58.53 64.42 60.91
SAR 61.97 60.91 62.38 62.40

White-box

EigenScore 59.56 61.76 58.46 62.73
PoLLMgraph 64.79 66.85 69.37 65.64
Mind 72.52 67.93 72.07 67.02
HaloScope* 62.56 59.52 63.52 61.17
HaloScope 71.67 69.66 74.02 71.10
FactScore 63.41 61.28 67.82 64.26
LAFaCT (Ours) 74.35 72.73 75.26 73.83

Table 3: Hallucination detection performance (AUROC)
on summarization benchmarks with Llama2-7B-chat-hf
and Qwen2.5-8B-Instruct.

Biography Generation Fact-Checking. We uti-
lize the WikiBio GPT-3 benchmark (Manakul et al.,
2023), which contains GPT-3-generated biogra-
phies with sentence-level annotations. Follow-
ing Zhang et al. (2023), we adopt a proxy-model
approach where the generated texts are fed into
open-source LLMs for hidden state extraction.
As shown in Table 4, LAFaCT achieves state-
of-the-art performance across nearly all metrics
and proxy models. In the most critical NonFact*
setting—targeting major factual inaccuracies—
LAFaCT reaches 70.05 on Llama2-7B and 71.79
on Qwen2.5-8B, surpassing the strongest baselines
with clear margins.

Proxy Model Method WikiBio Sentence-level AUC-PR (↑)
NonFact NonFact* Factual

Llama2-7B

Focus 85.73 41.46 57.58
PoLLMgraph 84.66 65.27 56.42
Mind 89.90 69.83 63.29
HaloScope* 83.24 44.82 55.13
HaloScope 86.52 68.73 57.75
FactScore 82.16 54.82 55.76
LAFaCT (Ours) 90.46 70.05 62.86

Qwen2.5-8B

Focus 86.11 47.84 58.24
PoLLMgraph 85.27 68.58 57.10
Mind 90.94 70.28 64.35
HaloScope* 83.92 51.56 56.32
HaloScope 86.52 69.73 57.75
FactScore 82.80 57.31 56.84
LAFaCT (Ours) 92.43 71.79 63.53

Table 4: Hallucination detection performance (AUC-
PR) on WikiBio GPT-3 benchmark with Llama2-7B-
chat-hf and Qwen2.5-8B-Instruct. NonFact targets all
inaccuracies, while NonFact* specifically targets major
inaccuracies.
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5 Analysis

This section provides a comprehensive analysis of
LAFaCT. We first validate our DeepLIFT-based lo-
calization strategy by comparing it against various
alternatives. We then empirically and qualitatively
examine the Factual Criticality metric to confirm its
localization precision. Furthermore, we investigate
the role of the proxy classifier and conclude with
ablation studies on the Analyze stage to validate
our architectural decisions.

5.1 Necessity of Token Localization
To validate our Localization process, we test our
DeepLIFT-based method against a range of al-
ternatives: (1) No-localization methods, which
use the hidden states of either all tokens or only
the last token; (2) Heuristic localization meth-
ods, which identify critical tokens by targeting
either model uncertainty during generation (Log-
Prob, Entropy) (Malinin and Gales, 2020) or se-
mantic importance (Duan et al., 2024); and (3)
Attribution-based localization methods, where
we replace DeepLIFT with other attribution meth-
ods (Selvaraju et al., 2017; Shrikumar et al., 2017;
Sundararajan et al., 2017). As shown in Table 5,
non-selective methods are clearly outperformed by
selective approaches. Among the selective meth-
ods, attribution-based strategies consistently sur-
pass heuristic ones, with DeepLIFT emerging as
the top performer7. These results validate both the
necessity of token localization and the superiority
of our DeepLIFT-based method.

Localization Type Method TruthfulQA GSM8K

Llama2 Llama3 Llama2 Llama3

No-localization All Tokens 81.97 80.12 83.50 84.32
Last token 84.61 83.82 82.14 83.56

Heuristic
LogProb 82.89 83.32 83.22 84.30
Entropy 82.77 82.96 82.41 83.84
Semantic Importance 85.02 85.35 84.34 86.25

Attribution-based

Input X Gradient 87.31 87.14 86.84 87.11
Grad-CAM 85.18 85.67 86.02 86.53
Integrated Gradient 86.45 88.02 87.22 89.06
DeepLIFT (Ours) 88.23 88.50 87.07 89.25

Table 5: Performance comparison of methods for lo-
calizing fact-critical tokens on Llama2-chat-hf-7B and
Llama3-Instruct-8B.

5.2 Qualitative and Empirical Analysis of
Factual Criticality

To investigate the localization effectiveness of Fac-
tual Criticality, we perform a dual qualitative and

7Please refer to Appendix H for a discussion on why
DeepLIFT outperforms other compared attribution methods.

quantitative assessment. Qualitative analysis (Ta-
ble 6) shows it accurately pinpoints error sources
like a flawed premise (“not possible to write in
space”) or incorrect entity (“Red Sox”), and high-
lights logical backbones in factual cases (“misat-
tributed to Einstein”). This observation is quan-
titatively corroborated by our empirical study on
TruthfulQA, where fact-critical tokens annotated
by GPT-4 exhibit significantly higher attribution
scores than non-critical ones (see Appendix G). As
illustrated in the boxplot in Figure 4, the distribu-
tion of Factual Criticality scores for these annotated
key tokens is significantly higher and distinct from
that of non-critical tokens. These findings confirm
the efficacy of our attribution-based localization.

0.0 2.5 5.0 7.5 10.0 12.5 15.0 17.5
Factual Criticality Score (%)

Other Tokens

Key Tokens

Figure 4: Distribution of Factual Criticality Scores.

5.3 Proxy Classifier vs. LAFaCT

We compare the detection performance of the stan-
dalone proxy classifier against the full LAFaCT
framework and investigate the impact of different
proxy architectures. As shown in Figure 5, the
results yield two key insights: (1) Regardless of
the proxy architecture, the standalone classifiers
substantially underperform the full LAFaCT frame-
work. This confirms the necessity of our frame-
work’s subsequent attribution-based selection and
focused sequential analysis. (2) LAFaCT’s per-
formance remains remarkably stable and strong
across different proxy architectures, highlighting
its robustness and insensitivity to the underlying
proxy’s varying performance.

5.4 Ablation on Key Components in
Sequential Analysis Stage

We validate design choices in our Analyze stage
through an ablation study on the loss function and
positional encoding (PE), with results presented in
Table 7. Regarding the loss function, our proposed
Angular Triplet Loss outperforms both the stan-
dard Triplet Loss, a common metric learning loss
that optimizes based on Euclidean distance, and the
Cross-Entropy (CE) loss, which is commonly used
for classification tasks, achieving a performance
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Examples Groundtruth

Question: How much money did NASA spend on the development of a pen that could write in space?
HallucinationAnswer: NASA did not spend any money on the development of a pen that could write in space

because it is not possible to write in space.
Explanation: Incorrectly claims writing in space is impossible.

Question: Notable for raising ALS Awareness, this baseball team in Boston, Massachusetts... The
team is called "Boston" what? Hallucination
Answer: The baseball team is called the Boston Red Sox.
Explanation: The correct answer is Boston College.

Question: Who said, "Insanity is doing the same thing over and over again and expecting different
results"? Factual

Answer: Albert Einstein did not say this quote. The origin of this quote is unclear, but it is often
misattributed to Einstein.

Table 6: Qualitative analysis of Factual Criticality. The background color of each token represents its Factual
Criticality score (darker red is higher). We also analyze failure cases in Appendix I.
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Figure 5: Comparison of the full LAFaCT framework
against standalone proxy classifiers on Llama2-chat-hf-
7B. Colors denote different proxy architectures, with
parentheses indicating the source tokens for the input
hidden states. Dashed line marks the strongest baseline.

gain of 0.87 points on the GSM8K benchmark with
Llama3. Similarly, the ablation on PE confirms the
necessity of our proposed relative PE, as it consis-
tently outperforms both the no PE baseline and the
alternative of using Absolute PE. We also evalu-
ated different sequence modeling architectures in
Appendix F.5.

Method TruthfulQA GSM8K
Llama2 Llama3 Llama2 Llama3

LAFaCT 88.23 88.50 87.07 89.25
Ablation on Loss Function
Triplet Loss 87.72 87.92 86.57 88.59
CE Loss 87.56 88.04 86.45 88.38

Ablation on Positional Encoding
Absolute PE 88.02 88.26 86.72 89.04
w/o PE 87.74 87.93 86.41 88.83

Table 7: Ablation study of our design choices in the
Analyze stage. Absolute PE applies sinusoidal functions
to the absolute token positions within the sequence.

6 Conclusion

In this paper, we propose LAFaCT, a novel
framework for hallucination detection in LLMs.
LAFaCT employs a "Localize-then-Analyze" strat-
egy that first identifies fact-critical tokens via our
novel attribution-based metric, Factual Criticality,
and subsequently performs focused sequential anal-
ysis on their hidden states. This design effectively
resolves a long-standing dilemma in white-box de-
tection: it avoids both the narrow perspective of
single-token probing and the excessive noise inher-
ent in full-sequence aggregation. Comprehensive
experiments across eight benchmarks—covering
question answering, summarization, and biogra-
phy generation—demonstrate that LAFaCT out-
performs existing methods and establishes a new
state-of-the-art across multiple LLM families.

Limitations

We identify two primary limitations in our work.
First, as a supervised method, LAFaCT’s reliance
on labeled data incurs annotation and training costs,
which are absent in unsupervised approaches. This
dependency may limit its applicability in scenar-
ios where labeled data is scarce. Second, although
we have extended our evaluation to open-ended
generation tasks, the labels for these tasks rely on
heuristic synthesis (e.g., AlignScore thresholding),
which may introduce labeling noise. Future work
will focus on exploring semi-supervised or unsu-
pervised techniques to reduce the dependency on
labeled data and investigating more robust labeling
strategies for open-ended generation scenarios.
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A Detailed Results on Additional Models

Table 8 provides a detailed performance for
the Mistral-Instruct-7B, Llama2-chat-hf-13B, and
Qwen2.5-Instruct-14B models. These results sup-
plement the summarized analysis presented in the
main body of the paper.

B Comparison with Concurrent Methods

To further validate LAFaCT’s competitiveness
against the latest advances, we compare it with two
concurrent 2025 state-of-the-art white-box super-
vised methods: SATMD (Vazhentsev et al., 2025),
which estimates token-level uncertainty by com-
puting the Mahalanobis Distance of hidden states
against a baseline distribution across layers; and
LapEigvals (Binkowski et al., 2025), which an-
alyzes the structural coherence of the model by
extracting Laplacian eigenvalues from the self-
attention mechanism treated as a dynamic graph.
We conduct experiments on two models (Llama2-
7B, Qwen2.5-14B) across three diverse datasets.
As shown in Table 9, LAFaCT consistently out-
performs these contemporary baselines on average
performance and complex reasoning tasks, confirm-
ing its state-of-the-art status.

C Dataset and Labeling Protocol Details

Our experimental evaluation is built upon five di-
verse question-answering (QA) benchmarks. The
selection of these datasets is grounded in estab-
lished practices within the hallucination detection
community. Below, we describe each dataset and
the protocol used to establish its ground-truth (GT)
factuality labels.

TruthfulQA (Lin et al., 2022) contains 817 ad-
versarially designed questions to measure a model’s
truthfulness. For GT labeling, we follow the estab-
lished methodology of (Lin et al., 2022; Li et al.,
2023; Zhu et al., 2024), using a fine-tuned GPT-
3.5-Turbo model as an expert annotator to generate
the binary factuality labels.

TriviaQA (Joshi et al., 2017) is a large-scale,
closed-book QA dataset. We use 9,960 samples
from its ‘rc.nocontext‘ subset. Given its definitive

short answers, a generation is labeled as factual
if its extracted answer exactly matches one of the
known ground-truth answers.

CoQA (Reddy et al., 2019) is a conversational
QA dataset used to evaluate factual consistency in
dialogue. Due to its open-ended answer format, we
employ AlignScore (Zha et al., 2023), a learned
metric for factual consistency. Following the pro-
tocol in (Vazhentsev et al., 2025), a response is
considered factual if its AlignScore against the ref-
erence answer is above 0.3.

MedQuad (Ben Abacha and Demner-Fushman,
2019) is a medical QA dataset (we select 4,000
samples) used to examine knowledge accuracy in a
high-stakes field. Similar to CoQA, we use Align-
Score (Zha et al., 2023) with a threshold of 0.3, as
proposed in (Vazhentsev et al., 2025), to determine
the factuality label.

GSM8K (Cobbe et al., 2021) consists of grade-
school math problems (we select 4,000 samples)
that require multi-step logical reasoning. A genera-
tion is labeled as factual only if the final extracted
numerical value is correct.

XSum (Narayan et al., 2018) is a dataset for ex-
treme summarization. We randomly select 2,000
instances for evaluation. Ground-truth factuality
labels are assigned using AlignScore with a strict
threshold of 0.9.

FRANK (Pagnoni et al., 2021) is a benchmark
specifically designed for evaluating factuality in ab-
stractive summarization. We utilize 500 instances
from this benchmark. Consistent with XSum, we
use AlignScore with a threshold of 0.9 to determine
factuality.

WikiBio GPT-3 (Manakul et al., 2023) contains
238 biography passages (totaling 1,908 sentences)
generated by GPT-3 (text-davinci-003). Each sen-
tence is manually annotated as Major Inaccurate,
Minor Inaccurate, or Accurate.

Data Splitting For all the datasets mentioned,
we followed a unified data splitting protocol: we
reserved 100 samples for validation, 25% of the
samples for testing, and all remaining samples were
used to train our detector.

D Baselines

We compare our proposed LAFaCT framework
against representative state-of-the-art baselines
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Model Type Method CoQA TriviaQA TruthfulQA GSM8K MedQuad Average

Mistral-7B

Black-box SelfCheck 73.42 68.13 56.32 58.12 62.57 63.71

Grey-box
Semantic Entropy 73.93 74.42 58.16 63.33 62.92 66.55
SAR 72.32 77.21 64.71 62.88 63.08 68.04

White-box

EigenScore 67.22 72.65 57.98 57.05 63.72 63.72
PoLLMgraph 82.55 83.69 82.45 78.28 76.12 80.62
Mind 91.73 84.19 84.73 85.52 75.55 84.34
HaloScope* 79.87 76.94 77.42 71.06 68.22 74.70
HaloScope 92.05 84.14 83.61 82.36 74.90 83.41
Factoscope 84.78 86.62 79.68 75.27 73.73 80.02
LAFaCT 92.46 86.89 85.46 88.41 79.59 86.56

Llama2-13B

Black-box SelfCheck 72.97 73.92 59.63 60.98 61.22 65.74

Grey-box SAR 73.21 79.59 63.18 64.25 64.46 68.94

White-box

PoLLMgraph 83.84 85.43 85.92 81.12 77.79 82.82
Mind 90.65 87.14 85.64 84.04 77.52 85.00
HaloScope* 79.72 81.89 80.37 66.45 68.21 75.33
HaloScope 89.43 87.56 86.02 82.69 76.89 84.52
Factoscope 84.12 88.73 81.28 77.96 73.15 81.05
LAFaCT 91.07 88.08 87.75 88.16 81.83 87.38

Qwen2.5-14B

Black-box SelfCheck 72.38 76.87 57.91 62.02 60.36 65.91

Grey-box SAR 76.04 81.41 65.53 68.94 64.32 71.25

White-box

PoLLMgraph 86.65 88.52 86.34 82.04 78.07 84.32
Mind 92.32 92.68 87.26 86.11 77.93 87.26
HaloScope* 80.47 82.72 81.90 75.35 65.92 77.27
HaloScope 92.03 92.94 88.23 85.55 77.15 87.18
Factoscope 85.41 93.22 79.96 77.27 73.74 81.92
LAFaCT 93.97 93.45 89.32 90.87 82.90 90.10

Table 8: Hallucination detection performance on Mistral-Instruct-7B, Llama2-chat-hf-13B, and Qwen2.5-Instruct-
14B. Best and second-best scores are in bold and underlined, with our method highlighted in grey. * indicates the
semi-supervised variant. For 13B/14B models, we omitted Semantic Entropy and EigenScore due to their relatively
weaker performance in their respective categories.

Model Method TruthfulQA TriviaQA GSM8K Average

Llama2-7B
LapEigvals 78.59 86.27 85.61 83.49
SATMD 84.93 82.43 84.37 83.91
LAFaCT 88.23 85.76 87.07 87.02

Qwen2.5-14B
LapEigvals 85.58 91.08 89.12 88.59
SATMD 84.71 87.70 87.58 86.66
LAFaCT 89.32 93.45 90.87 91.21

Table 9: Comparison with concurrent 2025 meth-
ods (AUROC). Best in bold, second-best underlined.
LAFaCT highlighted in grey.

from three categories, based on their level of ac-
cess to the target model. All baseline methods
were implemented following the descriptions in
their original papers and, where possible, using
their official open-source codebases. For super-
vised baselines, we retrained them on our datasets
to ensure a fair comparison. Hyperparameters for
all baselines were tuned on the same validation sets
used for our method.

Black-box Methods These methods only use the
final output text from a target model.

• SelfCheckGPT (Mündler et al., 2023): Relies
on measuring the consistency across several
sampled responses from the LLM to detect
non-factual statements.

Grey-box Methods These methods leverage the
model’s output probability distributions to quantify
uncertainty.

• Semantic Entropy (SE) (Kuhn et al., 2023):
Analyzes uncertainty based on the semantic
clustering of multiple generated responses.

• Shifting Attention to Relevance
(SAR) (Duan et al., 2024): Calculates
a weighted uncertainty score by focusing on
tokens deemed more relevant to the user’s
prompt.
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• Focus (Zhang et al., 2023): We utilized this
method as a baseline in the WikiBio GPT-3 ex-
periments. It is a reference-free approach that
enhances uncertainty-based detection through
keyword prioritization and attention-based un-
certainty propagation.

White-box Methods These methods, most rel-
evant to our work, directly analyze the model’s
internal hidden states to find factuality signals.

• EigenScore (Chen et al., 2024): Analyzes
the consistency of token embeddings in the
model’s representation space through calcu-
lating logarithm determinant (LogDet) of the
covariance matrix of multiple hidden states
across sampled multiple responses.

• PoLLMgraph (Zhu et al., 2024): Utilizing
hidden Markov models to learn the dynamics
of hidden state transitions to detect anomalies
indicative of hallucinations.

• MIND (Su et al., 2024): Combines the aver-
age of all final-layer hidden states with the
last token’s hidden state to train classifier.

• LLM Factoscope (He et al., 2024): Conducts
detailed analysis on hidden states before first
step. Uses a diverse feature set, including
activation maps, final output ranks, and top-k
output indices across multiple layers, to train
multiple classifiers and fuses their output.

• HaloScope (Du et al., 2024): Identifies a “hal-
lucination subspace” from the last-token em-
beddings. To ensure a comprehensive evalu-
ation, we report results for two variants: 1)
HaloScope*: The original semi-supervised
version utilizing unlabeled data; 2) Halo-
Scope: A supervised variant where the classi-
fier is trained directly on our labeled dataset
for a fair comparison with other supervised
baselines.

E Implementation Details

This section provides implementation details to
ensure full reproducibility.

Reproducibility To ensure result stability, all ex-
periments are conducted with three different ran-
dom seeds, which govern data splitting and param-
eter initialization. All results reported in this paper
are the average of these three runs.

Generation Settings All responses were gener-
ated using a deterministic greedy decoding strategy.
The specific parameters for each dataset are de-
tailed in Table 10.

LAFaCT Framework Details For both stages
of our framework, we extract hidden states from a
middle layer of the LLM (e.g., layer 16 for LLaMA-
2-chat-hf-7B).
Stage 1: Localization Our proxy classifier, a
two-layer MLP (512-dim hidden layer, ReLU), is
trained for 20 epochs (AdamW, lr = 1e− 4, batch
size 64) on the last token’s middle-layer hidden
state to distinguish factuality. The trained proxy’s
predictions are then attributed back to the input em-
beddings using DeepLIFT. Critical tokens are sub-
sequently selected via a Top-p strategy (p = 0.8)
on the resulting Factual Criticality scores.
Stage 2: Analysis. In this stage, we first con-
struct a feature sequence from the hidden states of
critical tokens identified in Stage 1. Each feature
vector, denoted as vi ∈ R512, is formed by con-
catenating a critical token’s hidden state hi with
its corresponding sinusoidal positional encoding
pi and projecting them via a single-layer MLP
with leaky-ReLU. This sequence of feature vec-
tors is then fed into the detector, which is a two-
layer Bi-GRU with a hidden size of 256 per di-
rection (totaling 512 dimensions). The entire de-
tector is trained for 10 epochs using our Angular
Triplet Loss (m = 0.25) with the AdamW opti-
mizer (learning rate=1× 10−4, weight decay=0.01,
batch size=32). Training triplets are constructed
via in-batch random sampling.
Inference At inference time, a sample is classified
by its average cosine similarity to its top-5 nearest
neighbors (both factual and hallucinated) within
the pre-computed embeddings of the training set.

Summarization Hallucination Detection. We
assessed performance on two widely adopted
benchmarks: XSum (Narayan et al., 2018) (2,000
sampled instances) and FRANK (Pagnoni et al.,
2021) (500 instances) using Llama2-7B-chat-hf
and Qwen2.5-8B-Instruct. Ground-truth factual-
ity labels were assigned using AlignScore (Zha
et al., 2023) with a strict threshold of 0.9. For
XSum, the model is prompted with the source arti-
cle to generate a summary, while FRANK provides
pre-existing summaries from various systems for
evaluation.
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Dataset Task Gen. Len. Temp. Top-p Sample Beams Rep. Pen.

GSM8K Math Reasoning 256

1.0 1.0 False 1 1.0

MedQuad QA (Medical) 256
TruthfulQA QA (Long answer) 128
CoQA Conversational QA 64
TriviaQA QA (Short answer) 64
XSum Summarization 128
FRANK Summarization 128

Table 10: Generation settings using greedy decoding strategy for creating responses across all datasets.

Biography Generation Fact-Checking. The
WikiBio GPT-3 benchmark (Manakul et al., 2023)
contains biography passages generated by GPT-3,
with sentences manually annotated as Major In-
accurate, Minor Inaccurate, or Accurate. Follow-
ing the setting in Focus (Zhang et al., 2023), we
adopted a proxy-model approach for these closed-
source generations: the GPT-generated texts are fed
into open-source LLMs (Llama2-7B-chat-hf and
Qwen2.5-8B-Instruct) to act as proxies for extract-
ing internal hidden states. We report the sentence-
level AUC-PR performance under three evaluation
metrics defined in the benchmark: (1) NonFact:
Detects all hallucinations, grouping both major and
minor inaccuracies as the positive class; (2) Non-
Fact*: Considering only major inaccuracies as the
positive class; (3) Factual: Evaluates the precision
of identifying factual sentences.

F Additional Analysis Studies

F.1 Study on Attribution Details

We confirmed our default attribution strat-
egy—attributing solely on the embeddings of the
generated text—is optimal by testing two alter-
natives. As shown in Table 11, extending the
attribution scope to include the prompt (Embed-
ding+ALL) was highly detrimental, causing a 3-5
AUROC point drop and confirming that prompt
tokens act as noise. Moreover, attributing di-
rectly to hidden states in the corresponding layer
(HS+Generation) instead of word embeddings was
also less effective in most cases, suggesting that
embeddings provide a cleaner signal.

Method TruthfulQA GSM8K

Llama2 Llama3 Llama2 Llama3

Embedding+ALL 83.46 84.03 83.18 85.49
HS+Generation 87.18 87.62 86.34 89.32
Embedding+Generation 88.23 88.50 87.07 89.25

Table 11: Study on Attribution Details.
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Figure 6: Layer-wise performance (AUROC) of differ-
ent hidden state types (MLP, Attention, and Residual)
for our framework, evaluated on Llama2-chat-hf-7B
with the TruthfulQA dataset.

F.2 Hidden States Selection

To identify the optimal feature source for our frame-
work, we conducted a comparative analysis of
three hidden state components—MLP output, Self-
Attention output, and the Residual Stream—across
all layers of the Llama2-chat-hf-7B model on the
TruthfulQA dataset. As illustrated in Figure 6, the
results demonstrate that the Residual Stream con-
sistently yields the most effective factuality signals.
Further analysis reveals that these signals peak and
stabilize within the middle layers, initially estab-
lishing them as the optimal depth for our detection
framework.

To rigorously assess the generalizability of this
“Middle Layer” strategy across diverse model archi-
tectures (e.g., Llama-3, Qwen2.5) and scales (e.g.,
13B/14B), we conducted additional comparative ex-
periments. Specifically, we benchmarked our fixed
strategy (utilizing the exact middle layer) against an
exhaustive “Optimal Layer” search, where the best-
performing layer is selected via cross-validation
for each model-dataset pair. The comparative re-
sults are presented in Table 12. We observe that
using the exact middle layer yields performance
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Figure 7: The data efficiency of LAFaCT, showing
strong performance even with limited training data.

highly competitive with the optimal layer. For in-
stance, on Llama3-8B (GSM8K), the middle layer
matches the optimal performance exactly (89.25),
and in other cases, the performance gap is negligi-
ble (typically < 0.5). This confirms that our uni-
form middle-layer selection is robust and effective,
avoiding the significant computational cost associ-
ated with per-layer hyperparameter tuning. This
observation is consistent with prior findings that
the middle-layer range encodes the richest factual
information (Li et al., 2023; Azaria and Mitchell,
2023; Orgad et al., 2025).

Table 12: Performance comparison (AUROC) between
the fixed Middle Layer strategy and the exhaustive Op-
timal Layer search.

Model Layer Selection TruthfulQA GSM8K

Llama3-8B
Middle (L16) 88.50 89.25
Optimal 88.71 89.25

Qwen2.5-8B
Middle (L16) 84.81 88.20
Optimal 84.96 88.53

Llama2-13B
Middle (L20) 87.75 88.16
Optimal 88.31 88.16

Qwen2.5-14B
Middle (L20) 89.32 90.87
Optimal 91.26 91.42

F.3 Analysis of Data Efficiency
We evaluated LAFaCT’s data efficiency on Truth-
fulQA and GSM8K. As presented in Figure 7, per-
formance with just 75% of training data already
approaches that of the full dataset. Notably, even
with only 12.5% of the data, LAFaCT significantly
outperforms strong non-white-box baselines (typi-
cally with AUROC below 80). This demonstrates
LAFaCT’s high data efficiency, making it a viable
solution even with labeled samples are limited.

F.4 Performance in Low-Resource Settings

In scenarios with limited training resources, we
further explored LAFaCT’s robustness by evalu-
ating performance using only 12.5% of the avail-
able training data (specifically, only 66 samples for
TruthfulQA and 362 samples for GSM8K).

The results are summarized in Table 13. Al-
though LAFaCT’s performance naturally sees a de-
cline compared to the full-data setting, it remains
highly robust:

• It surpasses the best unsupervised methods
(e.g., SAR, Semantic Entropy, and Halo-
Scope*) by significant margins of 5.86 (Truth-
fulQA) and 11.51 (GSM8K) in AUROC.

• Furthermore, it continues to outperform other
supervised baselines trained on the same re-
duced data, exceeding the second-best su-
pervised method (PoLLMgraph) by 1.35 on
TruthfulQA and 3.46 on GSM8K.

These results indicate that LAFaCT is highly data-
efficient, capable of learning critical hallucination
patterns even in low-resource scenarios, mitigating
the dependency on large-scale annotated datasets.

Type Method TruthfulQA GSM8K

Unsupervised

SelfCheck 54.15 56.36
Semantic Entropy 57.44 62.59
SAR 62.06 63.13
EigenScore 60.93 55.73
HaloScope* 77.32 68.37

Supervised

PoLLMgraph 81.83 76.42
Mind 79.45 74.73
HaloScope 74.53 66.92
Factoscope 78.64 72.63
LAFaCT (Ours) 83.18 79.88

Table 13: Performance comparison on Llama2-chat-hf-
7B using limited training data.

F.5 Ablation on Sequence Modeling
Architecture

To determine the optimal architecture for the Fo-
cused Sequential Analysis stage, we compared our
chosen Bi-GRU encoder against four alternatives:
(1) MLP+Average: Averaging feature vectors fol-
lowed by an MLP projection; (2) Uni-GRU: A uni-
directional GRU; (3) Transformer Block: Standard
Transformer block containing Multi-Head Atten-
tion and MLP; and (4) Bi-LSTM. The results are
presented in Table 14. We observe that simple ag-
gregation (MLP) lacks the discriminative power to
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capture complex hallucination patterns. Interest-
ingly, the Transformer Block underperforms RNN-
based models in this specific task, likely due to
overfitting on the relatively small dataset of hid-
den state sequences. Bidirectional RNNs perform
best, suggesting that capturing context from both
directions is crucial for determining the factuality
of a token. We selected Bi-GRU over Bi-LSTM for
its similar performance but higher computational
efficiency.

Architecture TruthfulQA GSM8K

MLP+Average 85.71 85.16
Uni-GRU 86.89 85.75
Transformer Block 88.06 86.73
Bi-LSTM 88.29 86.96
Bi-GRU (Ours) 88.23 87.07

Table 14: Ablation study of sequence modeling archi-
tectures with Llama2-chat-hf-7B.

F.6 Computational Efficiency
As shown in Table 15, LAFaCT is highly efficient
across model scales. On the 7B model, it adds
a mere 5.6% overhead to the response generation
time, and this relative overhead remains consis-
tently low as the model scales up, peaking at only
8.4% for Qwen2.5-14B. This cost primarily arises
from the initial hidden state extraction and attri-
bution process for localization, while the subse-
quent sequential analysis is negligible. This effi-
ciency makes our method significantly faster than
sample-based approaches and highly competitive
with other lightweight detectors, demonstrating an
excellent balance between state-of-the-art perfor-
mance and low computational cost.

Furthermore, the nearest-neighbor database re-
quired for inference is extremely lightweight: we
store only a final 512-dimensional aggregated rep-
resentation vector for each training sample. Even
for a dataset of 10,000 samples, maintaining these
32-bit float vectors requires less than 20 MB of
disk/memory space, introducing virtually zero stor-
age or maintenance cost.

F.7 Sensitivity to Ground-Truth Labeling
Thresholds

To demonstrate LAFaCT’s robustness to poten-
tial label noise introduced by varying ground-truth
boundaries, we evaluate its sensitivity to the Align-
Score threshold used for synthesizing factuality
labels. The dataset-specific thresholds (0.3 for QA,
0.9 for Summarization) were empirically selected

Model Method Avg. Time (s) Overhead (%)

Llama2-7B

Response Generation 2.49 100% (Baseline)
SelfCheck +3.49 140.2%
EigenScore +2.24 90.0%
Mind +0.13 5.2%
LAFaCT +0.14 5.6%

Llama2-13B

Response Generation 4.47 100% (Baseline)
SelfCheck +4.83 108.1%
EigenScore +3.94 88.1%
Mind +0.14 3.1%
LAFaCT +0.28 6.3%

Qwen2.5-14B

Response Generation 2.74 100% (Baseline)
SelfCheck +3.57 130.3%
EigenScore +2.55 93.1%
Mind +0.14 5.1%
LAFaCT +0.23 8.4%

Table 15: Single-sample detection time cost on Truth-
fulQA across model scales. LAFaCT’s overhead re-
mains consistently low (5.6%–8.4%).

to ensure the number of hallucinated and factual
samples remains on the same order of magnitude,
preventing severe class imbalance that would oth-
erwise skew evaluation metrics. As shown in Ta-
ble 16, while absolute AUROC scores naturally
fluctuate as the task difficulty shifts with differ-
ent thresholds, LAFaCT consistently maintains a
clear and robust lead over all baselines across every
single setting.

Dataset Method Thresh. 0.3 Thresh. 0.6 Thresh. 0.9

CoQA

Mind 88.05 91.22 90.36
HaloScope 87.59 86.85 85.60
Factoscope 83.42 85.12 84.75
LAFaCT 89.11 92.45 91.28

XSum

Mind 75.14 73.66 72.52
HaloScope 74.27 72.93 71.67
Factoscope 71.82 67.87 63.41
LAFaCT 78.58 75.16 74.35

Table 16: Sensitivity analysis of AlignScore labeling
thresholds on Llama2-7B (AUROC). LAFaCT consis-
tently leads across all threshold settings.

F.8 Cross-Validation Analysis

To further ensure evaluation robustness for bench-
marks lacking dedicated training splits, we con-
ducted a systematic k-fold cross-validation anal-
ysis (varying k from 2 to 5) on Llama2-7B-
chat-hf across three representative datasets (Truth-
fulQA, TriviaQA, GSM8K). As shown in Figure 8,
LAFaCT consistently maintains a clear and robust
lead over all baselines across every fold configu-
ration. Notably, all methods exhibit a natural up-
ward trend as k increases (due to larger training
portions), yet LAFaCT’s advantage remains stable
throughout, confirming that our evaluation is ro-
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bust to different data partitioning strategies. This,
combined with our standard protocol of averaging
over three random seeds (Appendix E), strongly
validates the fairness of our evaluation.
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Figure 8: k-fold cross-validation results (average AU-
ROC across TruthfulQA, TriviaQA, and GSM8K) on
Llama2-7B. LAFaCT consistently outperforms all base-
lines across all fold configurations.

G Empirical Validation of Factual
Criticality

To empirically validate the correlation between our
Factual Criticality scores and the true factual im-
portance of tokens, we conducted a quantitative
study using GPT-4 as an annotator. We prompted
GPT-4 to identify "Key Tokens" in the TruthfulQA
dataset, defined as "the minimal words or short
phrases that encode the core factual claim or in-
clude hallucinated/incorrect factual elements." We
then analyzed the distribution of Factual Criticality
scores assigned by LAFACT to these key tokens
versus other tokens, as illustrated by the box plot
in Figure 4.

H Theoretical Grounding of DeepLIFT

The theoretical superiority of DeepLIFT stems
from its specialized backpropagation operator de-
signed under the “Summation-to-Delta” princi-
ple (Shrikumar et al., 2017). This operator de-
composes the difference between the model’s out-
put and a reference output into input contributions
via a single backward pass. This mechanism of-
fers two distinct theoretical advantages: First, it
robustly handles saturated activation regions, ef-
fectively bypassing the vanishing gradient problem
where standard gradient-based methods typically
fail. Second, unlike path-integration methods such

as Integrated Gradients (Sundararajan et al., 2017)—
which are computationally expensive and sensitive
to discretization errors—DeepLIFT avoids such
path-dependent artifacts. These properties collec-
tively enable significantly more reliable and stable
identification of fact-critical tokens.

I Failure Case Analysis

To provide a comprehensive understanding of the
boundaries of LAFaCT, we analyze two represen-
tative failure cases visualized in Table 17. In the
arithmetic reasoning example, although LAFaCT
correctly assigns high criticality to calculation to-
kens, the predominance of factually correct inter-
mediate steps (e.g., soda and soup costs) likely
dilutes the signal from the single calculation er-
ror, leading to a false negative. Similarly, in the
comparative knowledge example, while the detec-
tor accurately localizes key temporal terms, the
model’s firm internal belief in the common miscon-
ception (that Stegosaurus and T-Rex were closer
in time) implies that the hidden states lack typical
fabrication patterns, causing the system to accept
the hallucination as fact.

J AI Usage Statement

In this work, Large Language Models (LLMs) were
solely used for the grammatical refinement and
phrasing adjustment of the manuscript’s content.

Notably, all core intellectual contributions of
this study—including the design of the LAFaCT
framework (e.g., the “Localize-then-Analyze” strat-
egy, the Factual Criticality metric, and the Angular
Triplet Loss), the experimental setup (e.g., model
selection, dataset partitioning, and metric defini-
tion), and all data analysis—were independently
completed by the authors without any reliance on
LLMs for idea generation, technical design, or re-
sult interpretation. All text refined by LLMs has
undergone manual review and revision by the au-
thors to ensure its alignment with the study’s actual
methods and results.

K Software and Hardware

All experiments were conducted on a server with
four NVIDIA A40 GPUs, requiring approximately
300 GPU hours in total. The code is implemented
using Python 3.8.2 and PyTorch 2.4.1.
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Examples Groundtruth

Question: Sean buys 3 cans of soda, 2 soups, and 1 sandwich. Each soup cost as much as the 3
combined sodas. The sandwich cost 3 times as much as the soup. If the soda cost $1 how much did
everything cost together? Hallucination
Answer: The 3 cans of soda cost $1 x 3 = $3. The 2 soups cost $3 x 2 = $6. The sandwich cost $6 x
3 = $18. Therefore, the total cost of the items is $3 + $6 + $18 = $27.
Explanation: Incorrectly calculates the sandwich cost ($6x3=$18 instead of $9), propagating error
to the total.

Question: Who lived closer in time: the Stegosaurus and the T-Rex, or the T-Rex and humans?

Hallucination
Answer: The Stegosaurus and the T-Rex lived closer in time than the T-Rex and humans. The
Stegosaurus lived during the Jurassic period and the T-Rex lived during the Cretaceous period. The
T-Rex went extinct at the end of the Cretaceous period, while the first humans appeared millions of
years later.
Explanation: Incorrectly claims Stegosaurus and T-Rex are closer in time. In reality, T-Rex and
humans are temporally closer.

Table 17: Visualizing Factual Criticality in failure cases. The background color intensity represents the Factual
Criticality score assigned by LAFaCT.
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