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Abstract

Retrieval-Augmented Generation (RAG) sys-
tems augment large language models with ex-
ternal knowledge, yet introduce a critical se-
curity vulnerability: RAG Knowledge Base
Leakage, wherein adversarial prompts can in-
duce the model to divulge retrieved proprietary
content. Recent studies reveal that such leak-
age can be executed through adaptive and it-
erative attack strategies (named RAG extrac-
tion attack), while effective countermeasures
remain notably lacking. To bridge this gap, we
propose CanaryRAG, a runtime defense mech-
anism inspired by stack canaries in software se-
curity. CanaryRAG embeds carefully designed
canary tokens into retrieved chunks and refor-
mulates RAG extraction defense as a dual-path
runtime integrity game. Leakage is detected in
real time whenever either the target or oracle
path violates its expected canary behavior, in-
cluding under adaptive suppression and obfus-
cation. Extensive evaluations against existing
attacks demonstrate that CanaryRAG provides
robust defense, achieving substantially lower
chunk recovery rates than state-of-the-art base-
lines while imposing negligible impact on task
performance and inference latency. Moreover,
as a plug-and-play solution, CanaryRAG can
be seamlessly integrated into arbitrary RAG
pipelines without requiring retraining or struc-
tural modifications, offering a practical and
scalable safeguard for proprietary data.

1 Introduction

Large Language Models (LLMs) are limited by
their lack of access to up-to-date and special-
ized knowledge, leading to a tendency to gener-
ate hallucinations (Shuster et al., 2021). Retrieval-
Augmented Generation (RAG) has emerged as a
standard paradigm for augmenting LLMs with ex-
ternal knowledge, allowing the integration of up-to-
date, domain-specific, and proprietary information
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during inference (Lewis et al., 2020; Guu et al.,
2020). RAG-based systems are now widely de-
ployed in enterprise assistants, customer support
agents, and agentic workflows that rely on private
knowledge bases. The RAG knowledge bases of-
ten contain highly valuable assets and constitute a
core competitive advantage of commercial RAG
systems and agent-based products.

However, by exposing internal retrieval results
to the generation process, RAG systems also intro-
duces a critical security vulnerability: knowledge
base leakage, where adversarial prompts can induce
the LLMs or Agents to divulge retrieved content
to unauthorized users (Zeng et al., 2024). Such
vulnerability poses the risk of reconstructing RAG
knowledge bases, where adversaries can adaptively
query a deployed RAG service with different top-
ics and aggregating retrieved content across topics.
Recent studies (Qi et al., 2025; Cohen et al., 2024;
Di Maio et al., 2024; Jiang et al., 2025) demon-
strate that RAG systems are vulnerable to RAG
extraction attacks through black-box prompt in-
teractions, without access to retrieval indices or
system prompts. This may result in serious legal,
economic, and reputational consequences for orga-
nizations.

Despite the growing severity of RAG extrac-
tion attacks, dedicated defense mechanisms remain
scarce and still in their early stage. Prior defense ap-
proaches primarily focus on two dimensions: intra-
class protection, which prevents excessive expo-
sure or reconstruction within a single topic, and
inter-class protection, which blocks unintended
knowledge diffusion across different topics. Zeng
et al. (2024) explore retrieval-side isolation (e.g.
Reranker) or post-retrieval filtration (e.g. Summa-
rize) to avoid exposing retrieved content irrelevant
to the query. Li et al. (2025) introduce a dual-path
defense mechanism named RAGFort, which com-
bines contrastive reindexing for strengthening the
semantic boundaries between different topics, and
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constrained cascade generation for controlling the
exposure of sensitive fine-grained information dur-
ing response generation.

Prior defense mechanisms, however, confront
two fundamental technical limitations. First, they
are inherently passive in nature, primarily designed
to raise the cost of reconstruction for an adversary.
These methods lack the capability to proactively
identify malicious attackers, particularly during the
early stages of an attack. Second, they generally
cannot be deployed in a plug-and-play manner, as
they necessitate intrusive alterations to the standard
RAG pipelines, such as restructuring the retrieval
or indexing pipeline, or incorporating task-specific
constrained generation. Third, they remain vul-
nerable to strong and adaptive extraction attacks,
which can still induce significant information leak-
age, demonstrating that current defenses offer only
limited protection.

This paper approaches the RAG knowledge base
leakage problem from a detection standpoint. The
intuitive solution, comparing generated output with
retrieved content and flagging high similarity as
leakage, faces challenges at multiple levels. At the
lexical level, character- or n-gram-based matching
can be easily bypassed through output obfuscation.
At the semantic level, however, legitimate RAG out-
puts that appropriately utilize retrieved content are
often indistinguishable from intra-class leakage, as
both are semantically grounded in the same source
material. Consequently, semantic similarity alone
fails to reliably separate authorized knowledge use
from unauthorized disclosure, since the distinction
lies in intent rather than observable meaning.

To overcome these challenges, we draw inspira-
tion from software security. We innovatively regard
RAG extraction attack as a fundamental violation
of runtime integrity: retrieved content that should
remain unknown is inadvertently exposed through
the model’s output. Modern binary code often em-
ploys stack canaries (sentinel values placed on the
stack) to detect attacks targeting stack integrity.
Since such attacks often tamper with these canary
values, their alteration reliably indicates that the
system has been compromised. Crucially, canaries
do not themselves prevent attacks; instead, they
provide a reliable signal that system integrity has
been violated.

Building upon this principle, we propose Ca-
naryRAG, a canary-based runtime defense for de-
tecting knowledge base leakage in RAG systems.
The core of CanaryRAG involves proactively in-

jecting lightweight, non-semantic canary tokens
into retrieved chunks and monitors model outputs
for canary exposure during decoding. Since these
canaries serve no functional role in normal task
completion and should never appear in legitimate
responses, their appearance in the output provides
a clear, interpretable signal of retrieved content
leakage. To handle adaptive adversaries who at-
tempt to suppress canary emission, CanaryRAG
further employs an oracle task, which is designed
to elicit the canary under non-adaptive adversary
situation. Failure to produce the canary under this
oracle task signals an active evasion attempt.As a
result, CanaryRAG is model-agnostic and operates
as a plug-and-play safeguard: it requires no mod-
ifications to the underlying RAG architecture, no
retraining, and maintains robustness even against
adversaries aware of the canary mechanism.
We summarize our contributions as follows:

* We recast RAG extraction attack as a run-
time integrity violation and introduce a novel
detection perspective inspired by stack ca-
naries in software security. This shifts the
paradigm from semantic matching to behav-
ioral monitoring. To our knowledge, this work
is the first systematic study of detection-based
defenses for RAG extraction attacks, focusing
on runtime integrity violations.

* We propose a runtime defense CanaryRAG,
which is lightweight, model-agnostic, and
plug-and-play. It injects random canary to-
kens into retrieved chunks and detects leak-
age by monitoring canary exposure during
decoding, without requiring model retraining
or modifications to existing RAG pipelines.

» Extensive evaluation against state-of-the-art
RAG extraction attacks demonstrates that Ca-
naryRAG achieves the strongest protection
to date while imposing negligible impact on
task performance and inference latency. It
maintains robustness even against adaptive ad-
versaries aware of the canary mechanism.

2 Related Work

RAG Knowledge Base Extraction Attacks.
RAG systems have recently been shown to be
vulnerable to RAG extraction attacks, where ad-
versarial prompts induce the model to expose re-
trieved private or proprietary content. Qi et al.
(2025) demonstrates scalable extraction of private
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retrieved content from RAG systems through ad-
versarial instruction following. Zeng et al. (2024)
proposed a composite structured prompting attack
method specific for extracting retrieval data. Co-
hen et al. (2024) propose a dynamic greedy em-
bedding attack that iteratively refines extraction
by leveraging previously retrieved chunk embed-
dings, achieving higher leak rates but requiring
white-box access to the RAG embedding model.
Jiang et al. (2025) present a feedback-guided ex-
traction that iteratively refines adversarial queries
via model output feedback to harvest large-scale
knowledge bases from black-box RAG applica-
tions. Di Maio et al. (2024) introduce adaptive
prompt optimization that alternates between re-
trieval and generation queries to incrementally re-
construct the entire knowledge base from black-
box RAG services.These attacks enable progres-
sive corpus-level extraction over multiple queries,
posing a serious and practical security threat to
proprietary knowledge bases in deployed RAG sys-
tems. Recent work studies implicit leakage through
benign queries (Wang et al., 2025), but this setting
does not target explicit knowledge-base reconstruc-
tion, as the leaked outputs show markedly lower
semantic alignment and edit-distance fidelity to the
original corpus than extraction attacks designed for
reconstruction. Collectively, these studies highlight
the rapid emergence of knowledge base leakage
threats against RAG systems and underscore the
pressing need for dedicated defensive countermea-
sures.

Defenses Against RAG Extraction Attack.
Compared to the rapidly growth of attacks, de-
fenses against RAG extraction attack remain lim-
ited. Zeng et al. (2024) find that abstractive post-
retrieval summarization halves extraction success,
whereas re-ranking offers negligible protection, un-
derscoring the dearth of effective defenses against
RAG knowledge base leakage. Zeng et al. (2025)
replace the entire retrieval corpus with synthetic
passages generated by a two-stage LLM pipeline,
eliminating both explicit and inferable private in-
formation. Li et al. (2025) present RAGFort, a
structure-aware dual-path defense that simultane-
ously blocks intra-class cascade leakage and inter-
class topic diffusion. While Liu et al. (2025) lever-
ages implicit watermarked documents to support
post-leakage dataset attribution.

Memory Safety in Software Security. Stack
buffer overflow is a classic memory-safety vulner-

ability. The common defense mechanism is us-
ing stack canaries: lightweight integrity sentinel
values are placed between protected memory re-
gions and control data, which trigger an abort if
altered (Cowan et al., 1998). Crucially, stack ca-
naries do not prevent buffer overflows directly; in-
stead, they reliably signal when a security boundary
has been violated. This approach is effective pre-
cisely because canaries are never accessed during
normal execution, making any modification a clear
indicator of compromise. Inspired by this princi-
ple, we adapt the canary-based integrity-checking
paradigm to RAG systems. Here, retrieved knowl-
edge serves as protected context(like protected
memory), and the appearance of canary tokens in
model outputs signals a violation of retrieval bound-
aries. To our knowledge, CanaryRAG is the first
work operationalize explicit canaries as an online
integrity signal for mitigating RAG knowledge-
base extraction during generation, representing a
promising new direction for RAG Privacy Protec-
tion.

3 Preliminary Work

In this section, we formalize the RAG system
model, clarify the security goals with respect to
knowledge confidentiality and integrity, and define
the threat model considered in this work.

RAG System Model We consider a standard
RAG system composed of three core components:
(1) a private knowledge base containing proprietary
or sensitive documents!, (2) a retriever that selects
a set of relevant text chunks from the knowledge
base given a user query, and (3) a generator LLM
that produces responses conditioned on the user
query and retrieved chunks.

Security Goals  We characterize the knowledge
base leakage problem in RAG systems from two
security perspectives: confidentiality and integrity.

Confidentiality. The primary security goal of
a RAG system is to prevent unauthorized recon-
struction or exfiltration of its underlying knowledge
base, which constitutes a confidentiality breach, as
it allows external users to obtain unauthorized in-

"Highly confidential assets (e.g., proprietary chemical pro-
cesses, trade-secret algorithms) should not be deployed in any
RAG systems. For knowledge bases deployed in RAG Sys-
tems, some task-necessary semantic disclosure is inevitable;
the privacy goal is to prevent systematic reconstruction knowl-
edge bases rather than eliminate any utility-required exposure,
reflecting the inherent privacy-utility tradeoff.
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Figure 1: CanaryRAG employs two concurrent generation paths, both augmented with canaries but governed by
complementary integrity expectations. The target path is constrained to suppress canary exposure under benign
usage, while the oracle path is required to expose canaries under a probing task. These mutually exclusive objectives
form a runtime integrity game, where violations in either path indicate adaptive knowledge base extraction attacks.

formation®. However, enforcing confidentiality in
RAG systems at runtime is inherently challenging.
Retrieved content may be obfuscated or distributed
across multiple outputs, enabling adaptive attack-
ers to evade detection based on semantic or lex-
ical similarity. Moreover, RAG systems lack a
clear runtime security boundary for confiden-
tiality violations: no single interaction reliably
indicates whether a user is attempting to extract
RAG knowledge base. In practice, leakage often
becomes detectable only after a substantial portion
of the corpus has already been exposed, by which
point the damage is irreversible.

Integrity. Integrity in RAG systems demands
that the generation process adheres to the intended
usage of retrieved content and does not deviate into
unauthorized disclosure. Any adversarial instruc-
tions that coerce the model into reproduction or
systematic enumeration of retrieved chunks consti-
tute violations of integrity. Given the inherent chal-
lenge of directly detecting confidentiality breaches
in RAG outputs, this work focuses on runtime de-

?Legitimate verbatim citations in RAG systems typically
apply to publicly accessible knowledge (e.g., legal statutes,
open regulations) that requires no confidentiality protection.
The security goal focus on proprietary, non-public knowledge
bases rather than information already in the public domain.

tection of integrity violations as a practical and
actionable proxy for mitigating knowledge base
leakage.

Threat Model

Adversary Assumptions. We consider a black-
box adversary with a query budget of B, who can
issue queries to the RAG system without being
blocked within this budget, while having no direct
access to the knowledge base, retriever, or system
prompts. The adversary can engage in multi-turn
interactions, and leverages model responses to iter-
atively refine queries. The objective is to faithfully
reconstruct the protected knowledge base at high
fidelity while evading detection. We distinguish
between two classes of adversaries. Standard ad-
versary is unaware of any canary-based defense.
While they may employ diverse extraction strate-
gies, they do not explicitly adapt their behavior
to evade canary detection. Adaptive adversary is
aware that a defensive mechanism is in place and
actively adapts queries to avoid detection. Specif-
ically, we assume they may even be aware of the
canary tokens used.

Defender Assumptions. The defender is as-
sumed to be minimally invasive with limited con-
trol over the existing RAG pipeline. Specifically,
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the defender is able to insert auxiliary markers
when composing the final model input from the sys-
tem prompt, user query, and retrieved RAG chunks,
without modifying the retriever, knowledge base, or
underlying LLM. In addition, the defender can mon-
itor the model’s streaming outputs during decoding
and terminate generation if a predefined condition
is triggered. The defender has no access to the in-
ternal structures of the RAG pipeline or underlying
knowledge base. The defense is designed to re-
quire minimal changes to existing RAG workflows
and to be deployable as a drop-in mechanism that
preserves the normal behavior and utility of benign
user interactions.

Out-of-Scope Assumptions. We focus exclu-
sively on RAG extraction attacks, where an adver-
sary seeks to reconstruct knowledge base of the
RAG system through interactions. Attacks that di-
rectly compromise the knowledge base, retriever,
or infrastructure, as well as side-channel attacks,
are out of the scope.

4 Methodology

In this section, we introduce CanaryRAG, a plug-
and-play runtime defense for RAG systems, as
shown in Figure 1. Detecting confidentiality leak-
age online is fundamentally difficult, as legitimate
responses also draw from retrieved chunks, and no
clear boundary separates leaked from non-leaked
content. Consequently, purely semantic or content-
based detection is unreliable in an online setting.

CanaryRAG addresses this challenge by refor-
mulating RAG extraction detection from a confiden-
tiality problem into a runtime integrity enforcement
problem. Specifically, we introduce explicit canary
signals as integrity anchors that define a precise and
machine-verifiable security boundary. Based on
these canaries, CanaryRAG specifies two comple-
mentary runtime tasks with well-defined expected
behaviors; any deviation from the prescribed in-
tegrity constraints during generation is treated as
evidence of extraction attack.

CanaryRAG realizes this design through dual-
path concurrent monitoring: (i) a target path that
serves the original user query and is expected to
never emit canary tokens under benign execution;
and (ii) an oracle path that is executed in parallel
with a modified query that requires the canary to
be produced, serving as a probe for adversarial
instructions that attempt to suppress, mask canary
and knowledge obfuscate output.

Any deviation from the prescribed expected be-
havior in either path is treated as a violation of the
runtime integrity specification. By jointly monitor-
ing these two complementary execution paths, Ca-
naryRAG enables reliable detection of both direct
knowledge base extraction attempts and adaptive
adversarial suppression behaviors.

4.1 Canary Injection in RAG Application

For a private knowledge base /C, given a user query
q € 9, retriever R returns a set of retrieved chunks:
C=R(q,K)={c1,...,cn} (1)

A RAG application composes the final model
input by concatenating a system prompt s, the user
query ¢, and the retrieved chunks C (e.g., via tem-

plates). We denote the composition operator by &
and write the input context as

x(q,C) =s®qdC 2)

A generator LLM G then produces an output
token stream

The retrieved chunks C contain proprietary infor-
mation intended to assist generation but should not
be extractable through model outputs. CanaryRAG
injects a set of non-semantic canary strings into the
retrieved chunks before composing the final con-
text. Let 7 = {K1, ..., K, } denote canary strings
that do not naturally occur in benign text and are
chosen to be unlikely to appear unless the model
reproduces the augmented context.

We define a canary injection function ¢ that
augments each retrieved chunk:

52':(19(01',7'), C:{él,,én} (4)

The target model serves the user query using the

augmented context:

Yy =G (x(q, 5)) (5)

Target Path Integrity Specification. For benign
usage, canaries are task-irrelevant and must not be
emitted in the user-visible output stream. Emis-
sion of any canary is treated as a runtime integrity
violation indicating extraction-style behavior.
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4.2 Streaming Canary Exposure Detection

Generation is streamed token-by-token. Since a
canary string may span multiple output tokens, Ca-
naryRAG performs detection over a sliding output
buffer rather than a single token.

Let y1.7 be the generated token stream. Let
tok(-) and detok(-) denote the tokenizer and deto-
kenizer, respectively. 7 = {k1,..., Ky} denote
the set of canary strings, and define their token
realizations as

tok(7) = {tok(ki1),...,tok(km)}  (6)
Let L be a buffer length (in tokens) satisfying

L > max [tok(k)| @
KRET
optionally with a small margin.

Partition the stream into consecutive buffers
{Bi1,...,By} such that y;.0 = By||Bal|--- || Bn
and | B;| < L. For i > 2, we define the detection
window as

Wi = Bi_1||B; (8)

We say that a token sequence a occurs in a token
sequence b (denoted a C b) if a is a contiguous sub-
sequence of b. The per-window canary exposure
indicator is defined in token space as

Etar(W;) = [[Fk € 7:tok(k) S W] (9)

Since our objective is to detect any canary expo-
sure over the entire generation rather than localiz-
ing a specific window, we define the global canary
exposure indicator as

gtar(ylzT) = \/gtar(Wi) (10)
=2

In deployment, the defender releases buffer B;_;
to the user only if £(W;) = 0; otherwise, it trig-
gers an integrity violation and immediately halts
streaming.

4.3 Dual-Stream Integrity Probing

Single-stream canary monitoring is sufficient for
detecting standard adversaries under non-adaptive
settings. However, it’s insufficient in two important
adaptive adversarial scenarios, as demonstrated in
Appendix A.

In stack canary designs, integrity expectation
encompass not only the absence of out-of-bounds
reads, but also the detection of canary corruption

caused by out-of-bounds writes. Inspired by this,
CanaryRAG introduces an additional oracle path
which explicitly verifies whether the canary re-
mains observable under conditions where disclo-
sure is expected. CanaryRAG formulates adaptive
extraction attack detection as a dual-path runtime
integrity game about canaries between a target task
and a concurrently executed oracle task with con-
flicting integrity objectives. The target path is re-
quired to preserve canary integrity, while the oracle
path is expected to expose canaries, and any de-
viation from this integrity equilibrium signals an
extraction attack.

Oracle query construction. Let ¢ denote the
user query and ¢ be an adversarial leakage-inducing
instruction. We construct an oracle query by wrap-
ping ¢ with ¢

q°¢ = ¥(q,?) (1)
where W is a fixed composition operator (e.g., con-
catenation & or a structured wrapper). ¢° is a

leakage-inducing probe designed to elicit the ca-
naries. CanaryRAG runs oracle path in parallel:

yorc — @Gore <x(q0rcvé)) (12)

We define a canary-recovery operator R(y) C
7 that returns the subset of canaries appearing in
an output ¥, and denote the number of recovered
canaries by |R(y)|. Since requiring all canaries
to be reproduced is overly strict due to generation
stochasticity, we introduce a recovery threshold.

Let kore < |7| denote the minimum expected
number of recovered canaries. An oracle-path in-
tegrity violation is triggered when the oracle output
recovers fewer than ko canaries?:

5orc(y) = ]I[ ‘R(y” < ’iorc] . (13)

Oracle Path Integrity Specification. An integrity
violation will be triggered when adaptive bypass
behavior exists, but not otherwise.

5 Experiments

This section provides a systematic evaluation of Ca-
naryRAG through a set of targeted research ques-
tions (RQs). Specifically, we seek to answer the
following research questions.

*In most settings, we set kore = |7| — 1
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Setting No Defense Reranker Summarize RAGFort CanaryRAG
Agent A (KC: ChatDoctor)

Pirates 97.4+1.0 95.0+1.8 76.0+4.4 50.2+2.6 1.6+1.2
RAG-Thief 73.4+2.0 72.4+2.8 65.4+4.0 37.8+2.6 2.4+1.4
Agent B (C: Mini-Wikipedia)

Pirates 78.4+2.0 75.4+2.8 67.0+4.0 42.4+2.4 5.4+3.6
RAG-Thief 49.6+2.0 48.0+3.0 10.4+3.0 37.0+2.2 8.8+3.6
Agent C (K: Mini-BioASQ)

Pirates 71.0+1.8 70.6+2.8 43.0+3.6 53.842.2 0.440.2
RAG-Thief 63.4+2.2 62.6+3.2 29.4+4.4 38.0+2.4 0.2+0.2
Relative Mean CRR 1.00x 0.98x 0.67x 0.60x 0.04x
Relative Mean FLOPs 1.00x 1.06x 4.80x% 3.25% 1.90x

Table 1: Chunk Recovery Rate (CRR) comparison across agents and attacks with different defenses. CanaryRAG-
substantially reduces CRR compared to all baselines, indicating effective mitigation of knowledge base extraction
attacks. In fact, since CanaryRAG is the only detection-based method, it can prevent users from continuing query
when detected the first few attacks. What we are reporting here is the worst case where we do not prevent users
from further attack attempts. Considering preventing, our CRR is almost zero.

RQ1: How effective is CanaryRAG in reduc-
ing knowledge base leakage under representative
extraction attacks?

RQ2: What impact does CanaryRAG have on
benign user experience of RAG agents in terms of
response quality and false alarms?

RQ3: What is the runtime performance over-
head introduced by CanaryRAG, particularly in
terms of end-to-end latency?

RQ4: How robust is CanaryRAG against adap-
tive adversaries that explicitly attempt to evade
canary-based detection?

5.1 Experiments Setups

RAG Agents Implementation Details. Follow-
ing (Di Maio et al., 2024), we evaluate CanaryRAG
on three representative RAG agents that vary in gen-
erator models, embedding models and knowledge
bases. Details are shown in Table 4. To evalu-
ate effectiveness under reasoning model, we use
Qwen3-8B with thinking mode. Consistent with
Di Maio et al. (2024), we construct the evaluation
context by sampling 500 chunks per agent using a
guided semantic sub-sampling procedure that pro-
motes diversity across different knowledge regions.
All experiments are conducted on an Ubuntu server
equipped with 2 NVIDIA H100 80GB GPUs.

Attack Methods. We consider adversary which
aim at high-fidelity, corpus-level reconstruction
of retrieved knowledge rather than opportunistic
or single-query leakage. Under our threat model,
we evaluate CanaryRAG against state-of-the-art

black-box adaptive attacks that meet this objec-
tive, namely Pirates (Di Maio et al., 2024) and
RAG-Thief (a.k.a. CopyBreakRAG) (Jiang et al.,
2025). Both attacks operate under realistic query-
only access and progressively refine their strategies
to maximize reconstruction accuracy. We allow up
to 1500 attack attempts per attack.

Defense Baselines. We compare CanaryRAG
against the following baselines: (1) No Defense: a
standard RAG pipeline without protection. (2) Re-
ranking Protection (Zeng et al., 2024): A retrieval-
time defense that applies semantic similarity con-
straints to re-rank and filter retrieved documents,
reducing inter-class diffusion. (3) Summariza-
tion Protection (Zeng et al., 2025): A generation-
time defense that replaces retrieved passages with
abstracted summaries, thereby limiting the direct
intra-class extraction. (4) RAGFort (Li et al.,
2025): A dual-path defense that jointly mitigates
intra-class extraction and inter-class diffusion in
RAG systems via retrieval-side contrastive re-
indexing and generation-time constraints.

Evaluation Metrics. To measure the effective-
ness of RAG extraction attacks, we adopt chunk
recovery rate(CRR) following (Jiang et al., 2025).
CRR is defined as the fraction of recovered chunks
among all knowledge base chunks. A generated
output is counted as recovering a target chunk only
if it satisfies both of the following criteria: (1)Lex-
ical Similarity: the ROUGE-L score between the
generated output and the original chunk exceeds
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0.5; and (2) Semantic Similarity: the cosine similar-
ity between their embedding representations, com-
puted using the same embedding model as the RAG
agent’s retrieval pipeline, exceeds 0.85. To evalu-
ate the impact of CanaryRAG on benign users, we
measure the quality of generated answers and false
alarms before and after applying the defense using
BERTScore (Zhang et al.)* and FPR (false positive
rate). We report the end-to-end inference latency
with and without defense enabled, reflecting the
runtime overhead introduced by the defense. We
evaluate the robustness of CanaryRAG with true
postive rate (TPR) of adaptive attack detection.

5.2 RQ1: Effectiveness in Defense

We consider both uninitialized and initialized attack
settings. Without attack initialization, CanaryRAG
achieves zero CRR across all agents, while the
Summarize baseline also attains near-zero CRR
in some cases, making such settings insufficient
to meaningfully differentiate defense mechanisms.
We therefore adopt a strengthened setting through-
out this subsection. Specifically, for both Pirates
and RAG-Thief, we assume an informed adversary
who is aware of the target agent’s domain and
initializes the attack with 10 randomly generated,
topic-related prompts. This initialization substan-
tially amplifies extraction effectiveness and yields
a more challenging and discriminative evaluation.

Table 1 presents CRR results for three RAG
agents under two extraction attacks in this strength-
ened adversarial setting. CanaryRAG consistently
achieves the lowest CRR across all agents and at-
tacks, reducing leakage to near-zero levels in most
cases. To facilitate comparison, we report the rela-
tive mean CRR, normalized against the No Defense
baseline (set to 1.00x). As shown in the final row
of Table 1, Reranker offers almost no protection
(0.98x), while Summarize and RAGFort reduce
CRR to 0.67x and 0.60x, respectively. In con-
trast, CanaryRAG achieves a relative mean CRR
of 0.04x, corresponding to an average reduction of
approximately 96%.

Overall, these results provide a clear answer to
RQI1: CanaryRAG substantially and consistently
mitigates knowledge base leakage across diverse
agents and attack strategies even against canary-

“BERTScore computes token-level similarity between the
generated (candidate) answer and the human-expert (refer-
ence) answer by matching the BERT embedding of each token
in the candidate to its most similar token embedding in the
reference (and vice versa) via cosine similarity.

aware adversaries in a strengthened attack scenario.

5.3 RQ2: Impact on User Experience

In Table 2, we evaluate user experience in terms
of response quality (BERTScore) and false alarms
(false positive rate) with and without CanaryRAG.
Across all settings, CanaryRAG exhibits only neg-
ligible impact on response quality, demonstrating
that it maintains benign utility while providing ef-
fective protection against knowledge base leakage.
At the same time, CanaryRAG incurs an extremely
low false positive rate under benign queries, in-
dicating that benign queries are rarely disrupted
by the defense, while prior defences are unable to
disrupt malicious queries.

5.4 RQ3: Runtime Response Latency

Defense Method
B No Defense
BN CanaryRAG

e bb Ll

Wikipedia BioASQ
Dataset

Latency (seconds)
= = N N
« S G 5 &

o

ChatDoctor

Figure 2: Latency Distribution Comparison Between
No Defense and CanaryRAG

As shown in Figure 2, the latency distributions
with CanaryRAG closely match the baseline with-
out CanaryRAG. These results indicate that Ca-
naryRAG introduces negligible runtime overhead
in practice and does not materially affect user-
facing response latency.

5.5 RQ4: Robustness under Adaptive Attacks

We consider an adaptive adversary aware of Ca-
naryRAG, and evaluate robustness by systemat-
ically instantiating adaptive variants of existing
RAG extraction attacks that collectively cover the
primary bypass strategies available in a black-box
setting. These variants include prompt-level ca-
nary suppression, output obfuscation, and seman-
tic transformation of leaked content, enabling a
comprehensive stress test of CanaryRAG under
adaptive adversarial behavior. Full implementation
details are provided in Appendix A.

Table 3 presents the TPR of detection under
different attack settings. CanaryRAG (w/ oracle)
maintains high and robust TPRs under both non-
adaptive and adaptive attacks, while disabling the
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w/o CanaryRAG

w/ CanaryRAG

Dataset BERTScore FPR BERTScore FPR
ChatDoctor 0.517 - 0.515 0.13%
Mini-Wikipedia 0.473 - 0.470 0.08%
Mini-BioASQ 0.654 - 0.652 0.15%

Table 2: Impact of CanaryRAG on user experience under benign queries. BERTScore evaluates response quality,

while FPR denotes the false positive rate of the defense.

Attack w/o Oracle  w/ Oracle
Non-adaptive attack 98.2% 99.2%
Adaptive (Al + A3) 51.8% 94.1%
Adaptive (A2 + A3) 23.4% 95.6%

Table 3: Detection TPR under a non-adaptive extraction
attack and two strengthened adaptive variants: (A1+A3)
canary suppression combined with deferred task injec-
tion, and (A2+A3) output obfuscation combined with
deferred task injection. We further ablate CanaryRAG
by disabling the oracle path (w/o oracle) to isolate the
contribution of dual-path monitoring.

oracle path substantially degrades robustness under
adaptive attacks.

6 Conclusion

This paper introduces CanaryRAG, the first runtime
detection-based defense for mitigating knowledge
base leakage in RAG systems. By embedding ca-
nary tokens into retrieved documents and framing
leakage detection as a dual-path runtime integrity
game, CanaryRAG enables reliable online detec-
tion of both RAG extraction attacks and adaptive
evasion strategies. Comprehensive experiments
across multiple agents and attack settings show
that CanaryRAG substantially reduces knowledge
base extraction success compared to prior defenses,
while incurring negligible overhead in task perfor-
mance and inference latency. As a plug-and-play
mechanism that requires no retraining or architec-
tural changes, CanaryRAG offers a practical and
scalable safeguard for protecting proprietary knowl-
edge in real-world RAG deployments.

Limitations

RAG privacy is a broad problem that includes mul-
tiple attack surfaces and threat models. This work
focuses specifically on RAG extraction attacks,
where an adversary attempts to reconstruct the un-
derlying knowledge base through interactions with
the system, rather than other privacy threats such
as membership inference or side-channel attacks.

Our goal is to prevent large-scale reconstruction of
the knowledge base, rather than to guarantee the
privacy of any individual fact, record, or attribute.
Extracting facts via fine-grained targeted questions
is extremely inefficient for large-scale reconstruc-
tion. Fundamentally different from high-fidelity
knowledge base recovery attacks.

Ethics Statement

This paper studies defenses against RAG extraction
attack. Our method is designed to detect and mit-
igate unauthorized extraction of knowledge base,
and does not introduce new capabilities for mis-
use. We believe this work contributes to protect-
ing proprietary knowledge and reducing confiden-
tiality risks in real-world, commercially deployed
retrieval-augmented language systems.
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A The Details of Adaptive Attack
Tailored to CanaryRAG

We consider an adaptive adversary who is aware
of CanaryRAG and strategically modifies prompts
to induce knowledge base leakage while avoiding
detection. We separate Target Path Bypass and Or-
acle Path Bypass strategies, and evaluate adaptive
attacks as compositions of the two.

Target Path Bypass Strategies. These strategies
are applied to the user-facing query to make the
target path appear benign by preventing surface-
form canary exposure, while still attempting to
extract protected context.

(A1) Canary Suppression explicitly prevents
the model from emitting any canary-related tokens
by injecting suppression directives into the prompt
(e.g. instructing the model to avoid special tokens
or bracketed markers). The goal is to ensure that
the target path output contains no canary signal,
thereby misleading defenses that rely solely on
observing canary exposure in the served response.

(A2) Output Obfuscation conceals canary ex-
posure through aggressive output transformations

8512


https://openreview.net/forum?id=sxdaF5I6rg
https://openreview.net/forum?id=sxdaF5I6rg
https://openreview.net/forum?id=Y4aWwRh25b
https://openreview.net/forum?id=Y4aWwRh25b
https://openreview.net/forum?id=Y4aWwRh25b
https://openreview.net/forum?id=Y4aWwRh25b
https://doi.org/10.18653/v1/2021.findings-emnlp.320
https://doi.org/10.18653/v1/2021.findings-emnlp.320
https://openreview.net/forum?id=F5TD0OExsf
https://openreview.net/forum?id=F5TD0OExsf
https://openreview.net/forum?id=F5TD0OExsf
https://arxiv.org/abs/2309.07597
https://arxiv.org/abs/2309.07597

Agent A

Agent B

Agent C

f LLaMA-3.1-8B-instruct
e  BGE-vl.5-large (Xiao et al., 2023)
K ChatDoctor (Li et al., 2023)

Qwen3-8B(thinking)
E5-large-v2 (Wang et al., 2022)
Mini-Wikipedia (Wik, 2024)

LLaMA-3.2-3B-insturct
GTE-large-en-v1.5 (Zhang et al., 2024)
Mini-BioASQ (Bio, 2024)

Table 4: RAG agents used in our evaluation. Here, f denotes the generator, e the embedding model, and /C the

knowledge base.

rather than direct suppression. Here the attacker
enforces strong formatting or encoding constraints,
such as character-level separation, reversed order-
ing, base64, rotl3 encoding, translate and para-
phrase. Such transformations are commonly used
to bypass surface-level matching or window-based
leakage detectors, while still enabling reconstruc-
tion of protected content.

Limitation. When applied alone, (A1) or (A2)
can at best bypass the target path. CanaryRAG
concurrently runs an oracle path with an explicit
probing objective. The oracle path is designed to
expose canaries under normal conditions; thus, sup-
pression directives or obfuscation constraints that
interfere with canary emission/visibility in the ora-
cle stream will violate the expected oracle behavior
and trigger detection.

Oracle Path Bypass Strategy (Compositional).
To additionally bypass the oracle path, the attacker
must avoid directly overriding the oracle’s primary
objective (which would be immediately detectable).
Instead, the attacker uses a deferred, multi-stage in-
struction that preserves the oracle’s first-step com-
pliance.

(A3) Deferred Task Injection appends the mali-
cious extraction objective as a secondary task after
an innocuous primary task, using structures such
as “At the end of a short answer, ...”. This con-
struction aims to ensure the oracle first performs
its original task (thereby not obviously violating
oracle expectations), and only then executes the de-
ferred leakage instruction in the tail of the output.

Experimental setup. To assess CanaryRAG un-
der these adaptive conditions, we design targeted
experiments using a representative RAG agent,
ChatDoctor. For each attack instance, we run
CanaryRAG and record whether it (i) raises an
integrity violation in either stream and (ii) halts
streaming generation immediately. We report the
true positive rate (TPR) of attack detection. To
isolate the contribution of dual-path monitoring,
we additionally evaluate an ablated variant that dis-
ables the oracle path (w/o oracle).

Attack conditions. We evaluate three attack con-
ditions on ChatDoctor: (i) Non-adaptive attack: a
standard extraction prompt without any explicit at-
tempt to evade canary-based monitoring. (ii) Adap-
tive (A1+A3): canary suppression on the target
query (A1) combined with deferred task injection
(A3) to evade the oracle path (e.g., appending “At
the end of a short answer, ...” to postpone the
malicious objective). (iii) Adaptive (A2+A3): out-
put obfuscation on the target query (A2) combined
with the same deferred task injection (A3), where
the attacker enforces strong formatting/encoding
constraints to reduce surface-form canary matching
while preserving reconstructability.

B Discussion

B.1 Potential applications in real-world RAG
Systems

Overall, CanaryRAG demonstrates strong robust-
ness across both non-adaptive and adaptive threat
models. Under standard (non-adaptive) extrac-
tion attacks, CanaryRAG achieves a detection
true positive rate (TPR) of 99.2%. Even against
strengthened adaptive adversaries that explicitly
combine target-path bypass and oracle-path evasion
strategies, the TPR remains high at 94%. Impor-
tantly, this robustness is achieved with an extremely
low false positive rate(FPR). Across all evaluated
agents, the FPR is effectively near zero, with the
worst-case FPR not exceeding 0.15%.

Together with the results in RQ3, this indicates
that CanaryRAG provides strong runtime protec-
tion with negligible impact on system latency. We
further emphasize that the reported Chunk Recov-
ery Rate (CRR) reflects a conservative, worst-case
evaluation protocol. CRR is computed under the
assumption that even if leakage is detected, the user
is allowed to continue issuing subsequent queries
without restriction, and leakage is aggregated over
the entire attack horizon.

Window-based blocking strategy. To the best of
our knowledge, CanaryRAG is the first work to op-
erationalize explicit, online canary-based runtime
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Figure 3: Window-based false blocking probability under agent-specific per-query FPRs. Each curve shows the
binomial upper bound on the probability of triggering a block within a window of size W when the number of
detected violations exceeds a threshold &, with p instantiated using empirically measured false positive rates for

each agent.

integrity checking as a practical detection mech-
anism for RAG extraction attacks. Crucially, it
enables safe enforcement via a simple window-
based blocking strategy. Let p denote the per-
query false positive probability of CanaryRAG on
benign queries. Consider a benign user issuing W
queries within a time window, and let the system
terminate interaction if the number of integrity-
violation flags observed in this window reaches or
exceeds a threshold k.

Under the standard assumption that false posi-
tives on benign queries occur independently across
queries, the number of false flags X within a
window follows a binomial distribution, X ~
Binomial(W, p). The probability of falsely trig-
gering a block is therefore given exactly by the
binomial tail:

FPRyindow = Pr[X > K]
W
w 7 —1
=3 (7 )pa-n®
i=k

As illustrated in Figure 3, for practical window
sizes and modest thresholds (k = 3-10), the result-
ing upper bound on the window-level false block-
ing probability rapidly decays to negligible levels
(often below 1079).

As a result, the effective leakage surface in
real-world deployments with window-based block-

(14)

ing strategy would be substantially smaller than
that suggested by CRR alone, allowing the real-
ized leakage rate to be further reduced beyond our
reported experimental estimates.These properties
make CanaryRAG particularly well-suited for real-
world RAG deployments where both security and
usability are critical.

Worst-case robustness under elevated false pos-
itive rates. A natural concern is whether the
window-based blocking strategy remains viable
if the per-query false positive rate p is higher in
real-world deployments than observed in our con-
trolled evaluation. This scenario may arise due to
distribution shift.

The window-based block strategy explicitly de-
couples system-level reliability from the base per-
query false positive rate. As shown in Figure 5,
even when p is increased by an order of magni-
tude (e.g., from 0.1% to 1% or 5%), the resulting
window-level false blocking probability can still be
driven to negligible levels by modestly increasing
the threshold k.

This highlights a key advantage of Ca-
naryRAG: its operational risk can be tuned post-
deployment through simple policy parameters
(W, k), without modifying the detection mech-
anism itself. In contrast to single-shot rejection-
based defenses—where higher sensitivity directly
translates to degraded usability—the accumulation-
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based blocking rule amortizes occasional false pos-
itives over time, making the system robust to tran-
sient or sporadic misfires.

From a security perspective, this windowed en-
forcement also reflects a realistic attacker model:
sustained extraction attempts necessarily require
multiple probing queries, which inevitably accu-
mulate integrity violations and trigger blocking.
Consequently, even under pessimistic assumptions
about p, the effective leakage surface in deploy-
ment is strictly smaller than what per-query metrics
such as CRR alone would suggest.

Overall, the analysis demonstrates that Ca-
naryRAG remains practical and safe under con-
servative, worst-case false positive assumptions,
reinforcing its suitability for real-world RAG sys-
tems where both security guarantees and user expe-
rience must be jointly maintained.

B.2 Discussion on Computational Overhead

As shown in Table 5, from a computational perspec-
tive, CanaryRAG introduces a small and largely
fixed FLOPs overhead. Similar to summarization-
based defenses, CanaryRAG relies on a lightweight
oracle model (Qwen2.5-7B-Instruct in our experi-
ments), whose cost is decoupled from the size of
the main generator and can therefore be treated as
an approximately constant overhead across deploy-
ments.

However, unlike summarization-based defenses
that operate on a per-chunk basis, CanaryRAG per-
forms oracle verification only once per query. As a
result, summarization incurs approximately k-fold
higher FLOPs, where k is the number of retrieved
RAG chunks. This gap becomes increasingly pro-
nounced as retrieval depth grows.

Compared to RAGFort, the difference is more
substantial. RAGFort requires significant offline
costs, including per-agent training and repeated
embedding recomputation, with overhead growing
linearly with the size of the knowledge base. At
inference time, RAGFort further assumes a spec-
ulative cascade decoding setup with a larger or
comparable reference model, causing both FLOPs
and latency to scale with generator size. In contrast,
CanaryRAG avoids offline training and maintains
stable inference-time cost regardless of the under-
lying generator.

While reranker-based defenses employ smaller
models, their limited defensive effectiveness re-
sults in a less favorable security—efficiency trade-
off. Overall, CanaryRAG achieves the strongest

empirical protection while maintaining the lowest
effective computational overhead among evaluated
defenses.

Finally, in terms of end-to-end latency, reranker
and summarization defenses introduce additional
pre-generation stages that noticeably increase re-
sponse time, while cascade decoding in RAGFort
can nearly double latency and may induce gener-
ation artifacts. CanaryRAG is the only approach
that operates fully online and concurrently, result-
ing in negligible additional latency compared to
undefended inference.

B.3 Summarization and Semantic
Paraphrasing Adversaries

A natural question concerns whether summariza-
tion or semantic paraphrasing constitutes a mean-
ingful adaptive strategy against CanaryRAG. We
consider that, under the standard knowledge base
extraction threat model, such behaviors do not align
with the attacker’s ultimate objective and therefore
should be interpreted differently from extraction-
oriented attacks.

In a black-box extraction setting, the adversary’s
goal is to reconstruct the underlying knowledge
base with high fidelity, typically at the granular-
ity of documents or corpus. Summarization- or
paraphrase-based outputs fundamentally conflict
with this objective: they introduce substantial in-
formation loss and abstraction, resulting in large
edit distances from the original chunks and yield-
ing poor reconstruction quality. This limitation
is intrinsic rather than defense-specific—no post-
processing can reliably recover fine-grained struc-
ture, ordering, or technical detail from a summary-
level disclosure.

Actually an extracted chunk is considered as a
valid target chunk only if it satisfies both of the
following criteria(Di Maio et al., 2024): (1) Lex-
ical Similarity: the ROUGE-L score between the
generated output and the original chunk exceeds
0.5; and (2) Semantic Similarity: the cosine sim-
ilarity between their embedding representations,
computed using the same embedding model as the
RAG agent’s retrieval pipeline, exceeds 0.85. For
bypass methods that obfuscate output, we hope
that the output will also meet this standard after
deobfuscation.

Moreover, LLLM hallucination further weakens
the attacker’s position. When only summarized
or paraphrased content is available, the adversary
lacks a reliable mechanism to distinguish faith-
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Property Reranker Summarize RAGFort CanaryRAG (Ours)
Require Offline Training X X v X

Offline Training Cost - - High -

Modify existing embedding X X v X
Inference FLOPs K'-c K-C ~ 2 ~ 4x Model FLOPs C
Streaming Defense X X v v
Plug-and-Play X X X v

Defense Mechanism Inter-class  Intra-class Inter- & Intra- class Detection

Table 5: Comparison of representative RAG knowledge base leakage defenses in terms of deployment requirements,
computational overhead, and real-time capability. We report whether each method requires offline training, modifies
existing embeddings(which means the offline migration cost associated with the size of RAG embeddings), and
supports streaming-time intervention. Inference-time computational cost is expressed in terms of asymptotic FLOPs,
where K denotes the number of retrieved chunks and C denotes the constant FLOPs of a lightweight oracle model.
Notably, summarization- and reranker-based defenses incur costs that scale with the retrieval depth, while RAGFort
introduces substantial offline training overhead and inference-time cost that scales with the generator model size
due to cascade decoding. In contrast, CanaryRAG achieves plug-and-play deployment with constant inference
overhead and is the only method that supports real-time streaming defense without requiring retraining or embedding

modification.

ful compression of retrieved knowledge from
hallucinated abstractions introduced by LLM.
This ambiguity is especially problematic when the
extraction target is literary works or technical
documents, where summaries are insufficient
for reconstruction and cannot be validated without
access to the original text. From an attacker’s per-
spective, such strategies are therefore better viewed
as auxiliary techniques(In fact it has already been
used in RAG-thief(Jiang et al., 2025)) rather than
primary extraction mechanisms. In practice, sum-
marization and paraphrasing are more suitable for
cold-start initialization in attacks such as Pirates
or RAG-thief, where coarse semantic cues may
help bootstrap subsequent iterative extraction. This
interpretation is consistent with prior findings(in
Section 5.2) that a strong initialization can improve
downstream Chunk Recovery Rate (CRR). Impor-
tantly, our experimental protocol already incorpo-
rates such initialization, ensuring that CanaryRAG
is evaluated under a realistically strong adversary.
Finally, we emphasize that these behaviors are
not excluded from our evaluation. The adaptive at-
tack results reported in Table 3, specifically Adap-
tive (A2 + A3), explicitly include summarization-
and paraphrase-style instructions alongside obfus-
cation strategies. The observed robustness there-
fore reflects CanaryRAG’s effectiveness even when
such auxiliary adaptive behaviors are present.

B.4 Future Work

This work focuses on runtime integrity mechanism
for detecting RAG knowledge base leakage. An
important direction for future research is to in-

vestigate how CanaryRAG can be systematically
combined with orthogonal defenses operating at
retrieval time, decoding time, and post-generation
filtering. Rather than serving as a replacement
for existing safeguards, CanaryRAG is naturally
complementary to these mechanisms. Such com-
ponents can form a defense-in-depth architecture
together.

C The Philosophy of Canary Design in
LLM

CanaryRAG is motivated by an analogy to stack
canaries in software security (Cowan et al., 1998).
In a correctly executing program, stack canaries
are not accessed or modified by the program logic
itself; their presence is orthogonal to functional ex-
ecution and becomes observable only when control
flow integrity is violated. This property enables
reliable runtime detection of exploitation without
interfering with normal program behavior. Our
goal is to identify and operationalize an analogous
property in LLMs.

In the context of retrieval-augmented generation,
we seek signals that are present in the execution
context but irrelevant to the task semantics. Such
signals should be effectively ignored during benign
generation, yet become exposed when the model is
induced to reproduce retrieved content. Through
empirical exploration, we observe that inserting
high-entropy, random strings into retrieved con-
texts exhibits precisely this behavior. These strings
are constructed to avoid forming meaningful words
or phrases and are not naturally present in the un-
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derlying RAG corpus.

Under normal user queries, the model almost
never emits such high-entropy strings, as they carry
no semantic relevance to the task. At the same time,
their presence in the context does not materially
affect generation quality or latency, a finding cor-
roborated by our evaluations in RQ2 (Section 5.3)
and RQ3 (Section 5.4). This indicates that high-
entropy, context-irrelevant strings are effectively
inert during benign execution.

This observation constitutes the core insight be-
hind CanaryRAG: high-entropy, semantically irrel-
evant tokens embedded in retrieved context satisfy
the defining properties of a canary in LLM-based
systems. They are ignored during normal operation,
yet become difficult to suppress when extraction
behavior forces faithful reproduction of the con-
text. Consequently, canaries in CanaryRAG are
not required to be secret, document-specific, or
semantically meaningful. Instead, they function
as lightweight integrity markers whose exposure
is causally coupled with violations of the intended
RAG execution pattern. This insight directly guides
the subsequent design choices regarding canary
placement and surface form.

C.1 Canary Placement Strategies

While the semantic irrelevance of canaries estab-
lishes their suitability as runtime integrity wit-
nesses, their placement within retrieved documents
determines how reliably this witness is exposed
under different extraction behaviors.

A conservative placement strategy inserts ca-
naries at inter-chunk boundaries, i.e., between re-
trieved chunks rather than within their internal con-
tent. This approach preserves the internal seman-
tics of each chunk and minimizes interference with
downstream generation. However, this strategy
may be less sensitive to fine-grained attacks that
selectively extract partial content from within in-
dividual chunks. To address such cases,a more
direct alternative is to place canaries within chunks,
thereby coupling canary exposure more closely
with content-level reproduction behavior. Con-
cretely, intra-chunk placement can be further in-
stantiated at different granularities, most notably
at sentence boundaries, resulting in two represen-
tative strategies: sentence-begin and sentence-end
insertion.

In practice, we empirically compare sentence-
begin and sentence-end intra-chunk placement and
observe no significant difference in detection effec-

Canary Placement Non-adaptive Adaptive
Inter-chunk (Boundary) 97.4% 88.4%
Intra-chunk (Sentence-end) 98.1% 93.0%
Intra-chunk (Sentence-begin) 98.2% 94.1%

Table 6: Effect of canary placement strategies on de-
tection effectiveness under non-adaptive and adaptive
extraction attacks. All results are measured on the Chat-
Doctor agent with CanaryRAG enabled.
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Figure 4: Per-query latency scatter plots across datasets
with and without CanaryRAG.

tiveness(as shown in table 6). However, sentence-
end placement may allow partial content reproduc-
tion before canary exposure is triggered, as canaries
appear only after sentence completion. For this rea-
son, we adopt sentence-begin placement as a con-
servative default, ensuring earlier exposure under
fine-grained extraction without materially affecting
generation quality.

D Oracle Design Details

Strategic fast-fail optimization A key observa-
tion underlying our oracle design is that the oracle
task does not need to faithfully reproduce the en-
tire retrieval context to fulfill its role. Unlike the
target path, which operates over the top-k retrieved
chunks to maximize task utility, the oracle path
only needs to validate whether the model remains
capable of exposing canaries. In practice, this prop-
erty allows the oracle to operate on a single re-
trieved chunk containing canaries, rather than the
full retrieval set. Specifically, we construct the ora-
cle context by selecting a random chunk from the
top-k retrieved results and issuing an oracle prompt
that explicitly induces faithful reproduction. If an
adversary’s strategy successfully suppresses canary
exposure in the target path, the same suppression
also easily influenced to the canaries in oracle path.

E Privacy-Utility Trade-off

We evaluate the privacy-utility trade-off of different
defense methods under a worst-case attack setting.
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Window-based false-block score (logl0, capped at 1)

Window size W

Figure 5: Effect of base per-query false positive rate on window-based blocking. Sweeping the base rate p
demonstrates that increasing the threshold & can substantially suppress the resulting system-level false-block
probability, even when per-query false positives are non-negligible.

Defense Method Privacy (CRR]) Utility (BERTScoret)

No Defense 97.4 0.517
Reranker 95.0 0.518
Summarize 76.0 0.485
RAGFort 50.2 0.493
CanaryRAG 1.6 0.515

Table 7: Privacy-utility trade-off of ChatDoctor Agent under worst-case attack setting.

We measure privacy using the Chunk Recovery
Rate (CRR]), where lower values indicate stronger
protection against knowledge base extraction. Util-
ity is measured using BERTScore (BERTScore?),
where higher values indicate better response quality.
Table 7 presents the results of all methods.
Among the baselines, Reranker provides negligi-
ble privacy improvement despite slightly improving
utility, suggesting that retrieval-level adjustments
alone are insufficient to mitigate extraction attacks.
Summarize reduces leakage to some extent but in-
troduces a noticeable drop in utility and additional
computational overhead due to multi-step genera-
tion. RAGFort achieves moderate privacy gains but
at the cost of reduced utility, indicating a less favor-
able trade-off. CanaryRAG maintains near-optimal
utility, comparable to No Defense and significantly
better than Summarize and RAGFort. This demon-
strates that CanaryRAG achieves Pareto optimality
in the privacy-utility trade-off across all baselines.
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