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Abstract

Training Large Vision-Language Models
(LVLMs) is costly and resource-intensive, mak-
ing them valuable assets. To prevent malicious
users from unauthorized commercialization of
these artificial intelligence assets through fine-
tuning and black-box deployment, model fin-
gerprinting techniques aimed at verifying the
ownership of LVLMs are receiving widespread
attention. Existing fingerprinting techniques
rely on adversarial attacks or backdoor attacks
to construct trigger images for specific out-
puts, attributing model ownership by compar-
ing whether the output of trigger images on sus-
pected models matches the predetermined out-
put. However, these methods depend on fixed-
form triggers as explicit model fingerprints,
which have limitations in terms of stealthi-
ness and robustness. Inspired by unlearning
research, we propose Unlearning-based Mul-
timodal Memorization Fingerprint (UMMF).
UMMF strengthens the overfitting characteris-
tics of training samples by unlearning neighbor-
ing samples of the training samples, thereby in-
troducing detectable regions of poor generaliza-
tion in the data manifold. Compared with pre-
vious methods, our approach leverages the dif-
ferences in memorization strength of LVLMs
on neighboring samples as implicit model fin-
gerprints, rather than relying on specific input-
output pairs as explicit triggers. This endows
it with stronger stealthiness, robustness, and
adaptability. To simulate real application sce-
narios, we conduct extensive experiments using
multiple strategies and different datasets, fur-
ther demonstrating its superiority in protecting
LVLM ownership.

1 Introduction

Large Vision-Language Models (LVLMs) have de-
veloped rapidly in recent years, demonstrating ex-
traordinary potential in various image understand-
ing tasks (Wang et al., 2024; Zhang et al., 2024a;
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Figure 1: By performing learn and unlearn operations on
semantically similar T and T ′ respectively, detectable
implicit fingerprint regions are artificially constructed
in the data manifold.

Zheng et al., 2025b,a). The development of cutting-
edge models typically relies on massive computa-
tional resources and training data, which makes
intellectual property (IP) protection increasingly
prominent (OpenAI, 2024; Bai et al., 2025). Some
users may bypass licensing terms to conduct unau-
thorized redistribution, commercial fine-tuning, or
deployment of models, posing potential risks to
model developers (Gloaguen et al., 2025; Yang and
Wu, 2024). Therefore, embedding property rights
protection mechanisms during model development
has become a necessity (Wu et al., 2025a).

Model fingerprinting technology has emerged as
a key technique aimed at verifying model owner-
ship and tracking its intellectual property attribu-
tion (Yang and Wu, 2024; Xu et al., 2025b). This
technology relies on unique, detectable signatures
in the model, which can be either intrinsic fea-
tures naturally formed during the model training
process or unique markers deliberately implanted
by developers during the training phase. Regard-
less of the form adopted, an ideal model finger-
print should possess robustness against common
modification operations such as model fine-tuning
and pruning (Xu et al., 2025c). By utilizing these
signatures to query and verify suspect models in
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subsequent commercialization or redistribution sce-
narios, developers can effectively confirm whether
they originate from the original model (Xu et al.,
2025b). This capability is crucial for protecting
high-value, high-cost AI assets, safeguarding devel-
opers’ legitimate rights and interests, and promot-
ing the healthy development of the AI ecosystem.

Previous research on model fingerprinting has
mainly focused on the Large Language Models
(LLMs) domain (Iourovitski et al., 2024; Li et al.,
2024c; Wu et al., 2025a). These methods are
primarily divided into two categories: intrinsic
feature-based methods and trigger-based meth-
ods (Xu et al., 2025b). Intrinsic feature-based meth-
ods identify models by computing the similarity of
parameter space encodings or activation pattern fea-
tures between victim models and suspect models,
which limits their application to white-box scenar-
ios only (Wu et al., 2025b; Zhang et al., 2024b;
Zeng et al., 2025). In practical applications, in-
fringers typically only expose the model’s API, so
recent work has focused on trigger-based meth-
ods (Xu et al., 2024; Yamabe et al., 2025; Xu et al.,
2025c). These methods force the model to trigger
and produce a specific output A for a specific input
Q through adversarial attacks or backdoor attacks,
thereby confirming model ownership.

However, using observable output alignment as
explicit model fingerprints relies on fixed-form trig-
gers, which inevitably introduces an inherent trade-
off between stealthiness and robustness (Yue et al.,
2025; Wu et al., 2025a). In such fingerprints, if the
semantic association of preset input-output pairs is
too weak, it may cause the fingerprint to be mistak-
enly triggered under unintended inputs; whereas if
the semantic association is too strong, it weakens
the robustness of the fingerprint after the model is
modified (Nasery et al., 2025). This makes them
difficult to apply stably in different scenarios.

Wang et al. (2025b) directly transferred the idea
of using adversarial attacks to construct triggers in
LLM fingerprinting to LVLMs, generating specific
trigger images as LVLM fingerprints through pa-
rameter learning, becoming the initial and so far
the only exploration in this field. However, their
method still cannot escape the inherent limitations
of explicit fingerprints, lacking robustness when
facing possible fine-tuning or pruning by malicious
users. Meanwhile, the redundant high-frequency
signals brought by adversarial noise in adversar-
ial images can be easily detected and purified (Li
et al., 2024b), which motivates us to explore new

approaches to address these limitations.
Inspired by unlearning research, we propose

Unlearning-based Multimodal Memorization Fin-
gerprint (UMMF). Our motivation lies in the abil-
ity to change the model’s memorization strength
for specific training samples through unlearning,
thereby artificially constructing detectable finger-
print regions in the data manifold (Liu et al.,
2024; Zhang et al., 2025d; Tran et al., 2025). As
shown in Figure 1, UMMF leverages unlearning to
strengthen the poor generalization of specific train-
ing samples in the model, making this overfitting
characteristic serve as a robust model fingerprint
while maintaining stealthiness. Specifically, during
model training, we generate semantically similar
neighboring captions T ′ for the captions T cor-
responding to images in the multimodal training
data, and then perform learn and unlearn on the
two captions respectively (Liu et al., 2024). Dur-
ing copyright verification, we extract the model’s
memorization strength for captions through mem-
bership inference attacks (Mattern et al., 2023; Wu
and Cao, 2025; Zheng et al., 2025c), using the dif-
ference in memorization strength between neigh-
boring captions for the same image as the model’s
fingerprint. Additionally, we use the source model
as a shadow model to perform difficulty calibra-
tion on the suspect model, mitigating the impact of
different training difficulties of the samples them-
selves on memorization strength (Watson et al.,
2022).

Our core contributions are as follows:

• We analyze the shortcomings of existing
LVLM fingerprinting techniques, pointing out
that trigger-based fingerprints inevitably intro-
duce an inherent trade-off between stealthi-
ness and robustness.

• To the best of our knowledge, UMMF is the
first research that introduces unlearning into
model fingerprinting, and it novelly abandons
the conventional explicit fingerprint paradigm
that relies on fixed input-output pairs.

• Through extensive experiments, we verify that
UMMF demonstrates higher copyright track-
ing efficacy under multiple different settings,
showing better robustness and applicability 1 .

1Our code is available at the following link:
https://github.com/qingpingwan/UMMF
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2 Related Work

2.1 Large Vision-Language Models

Recently, the capabilities of Large Vision-
Language Models (LVLMs) have developed
rapidly, significantly improving their performance
in multimodal understanding and complex rea-
soning tasks (Wang et al., 2024; Zhang et al.,
2024a). Some advanced models are released by
open-sourcing parameters, enabling researchers
and developers to perform fine-tuning under limited
computational resources, thereby reducing training
costs and accelerating application deployment, driv-
ing important progress in the artificial intelligence
community (Liu et al., 2023; Li et al., 2024a).

However, this openness simultaneously brings
complex issues regarding copyright and attribu-
tion (Yang and Wu, 2024). Some developers or en-
terprises may use released LVLMs for fine-tuning
and then apply the results for commercial pur-
poses, yet fail to provide necessary attribution to
the source model, or even falsely claim it as their
own independent development (Xu et al., 2025b).
This phenomenon not only damages the legitimate
rights and interests of original contributors, but may
also hinder the long-term healthy development of
open science. Therefore, creating robust copyright
protection mechanisms for LVLMs has become an
urgent issue in this field (Wang et al., 2025b).

2.2 Fingerprinting

Fingerprinting techniques and watermarking tech-
niques for protecting Large Language Models
(LLMs) are sometimes used interchangeably in
certain scenarios (Zhang et al., 2025a). Text wa-
termarking techniques embed identifiable signals
in generated text, thereby tracing content back to
the source model (Liang et al., 2024; Zhang et al.,
2018). Fingerprinting techniques (sometimes also
called model-level watermarking), on the other
hand, are used to verify whether a suspect model
originates from the original model, enabling confir-
mation of model attribution even if the model has
undergone fine-tuning or other modifications (Yang
and Wu, 2024). Existing LLM fingerprinting meth-
ods are mainly divided into two categories: in-
trinsic feature-based methods and trigger-based
methods (Xu et al., 2025b). Intrinsic feature-based
methods construct model signatures through natu-
ral model properties such as parameter vector direc-
tions (Zhang et al., 2024b) and weight feature dis-
tributions (Wu et al., 2025b). However, in practical

scenarios, since suspect models can typically only
be accessed through APIs, the application of these
white-box methods is greatly limited (Xu et al.,
2025b). Therefore, recent research has increas-
ingly focused on trigger-based methods. For exam-
ple, Jin et al. (2024) utilizes adversarial prompts to
generate verifiable signatures; Instructional Finger-
print (IF) (Xu et al., 2024) employs an instruction
fine-tuning framework to embed out-of-distribution
input-output pairs as backdoor triggers; recent stud-
ies have also explored methods such as knowledge
editing (Wang et al., 2025a; Yue et al., 2025) and
membership inference (Xu et al., 2025a) for finger-
print injection and detection.

3 Method

3.1 Motivation

The core idea of UMMF lies in artificially con-
structing local regions of poor generalization in the
data manifold by unlearning neighboring samples
of training samples (Mattern et al., 2023). We uti-
lize membership inference to quantify the degree of
overfitting of the model on specific samples within
this region, using it as an implicit model fingerprint.
Unlike conventional methods, this fingerprinting
mechanism abandons the dependence on pre-set ob-
servable input-output pairs, avoiding the inherent
limitations of explicit fingerprints.

For any training sample x = {I, T} consisting
of an input image I and caption T , we can generate
a memorization score for this sample on model Ms

through membership inference attacks. This score
quantitatively characterizes the model’s verbatim
memorization strength for the sample, or in other
words, the degree of overfitting of the model on
this sample (Hu et al., 2022; Wu and Cao, 2025).

Ideally, a model with good generalization
performance should produce similar prediction
confidence for text T and its semantically sim-
ilar neighboring text T ′. However, by apply-
ing learning and unlearning operations to samples
(I, T ) and (I, T ′) respectively, we can introduce
marked and detectable differences in memorization
strength in the model, thereby constructing specific
local variation patterns in the sample neighborhood
of the data manifold.

This implicit fingerprinting mechanism has no-
table technical advantages. Since the fingerprint
does not rely on fixed trigger patterns, malicious
users find it difficult to identify the existence of the
fingerprint through statistical anomaly detection or
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Figure 2: Illustration of the UMMF framework. UMMF injects implicit fingerprints through unlearn during model
training, and extracts fingerprints from the model through difficulty-calibrated membership inference attacks during
the fingerprint verification phase.

other analytical methods, achieving good stealth-
iness. Meanwhile, the memorization strength dif-
ferences constructed through differentiated learn
and unlearn operations on neighboring samples
make it difficult for malicious users to effectively
eliminate fingerprint traces even through common
means such as model fine-tuning and parameter
pruning (Zhang et al., 2025d). UMMF fundamen-
tally avoids the inherent trade-off between stealthi-
ness and robustness in traditional trigger methods,
maintaining stable fingerprint verification effects
under various attack scenarios and demonstrating
good generalization capability.

3.2 Threat Model

3.2.1 Attacker
The attacker’s (malicious user’s) goal is to fine-tune
a released LVLM (source model Mo) for commer-
cial use or profit purposes while concealing the
copyright source of their model. This approach
greatly reduces costs compared to training a model
from scratch. The attacker can obtain complete ac-
cess to the source model and use any private dataset
for fine-tuning. To steal model rights, the attacker
may also use methods such as image transforma-
tions and model pruning to further suppress the
fingerprint signal.

3.2.2 Defender
The defender (model owner) aims to track and ver-
ify whether the copyright of a suspicious model

Ms is related to their original model Mo to ensure
copyright protection. The defender cannot know
the training dataset used by the attacker and typi-
cally cannot directly access the suspicious model
parameters. In gray-box scenarios where the sus-
picious model can only be accessed through APIs,
the defender can only obtain the generated text and
the logits corresponding to input and output text
tokens during interaction.

3.3 Fingerprint Injection
In the fingerprint injection phase of UMMF, we
construct implicit fingerprints in the model through
differentiated learning and unlearning operations.
Specifically, for any selected multimodal dataset
D, we first select a subset Dfp ⊂ D as the finger-
print carrier. For each sample x = {I, T} in Dfp,
we utilize the Qwen2.5-VL-7B-Instruct model to
perform semantic-preserving paraphrasing of the
original caption T , generating a neighboring text
T ′ that is semantically similar but expressed differ-
ently. After obtaining the original sample (I, T )
and its neighboring sample (I, T ′), we perform op-
posite training operations on these two samples.
For the original sample (I, T ), we employ stan-
dard supervised learning for training, with the loss
function defined as:

Llearn(I, T ) = − logPθ(T |I), (1)

where Pθ(T |I) represents the probability of an
LVLM with model parameters θ generating text
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T given image I . By minimizing this loss function,
the model learns and memorizes the input-output
mapping relationship of the original sample.

Conversely, for the neighboring sample (I, T ′),
we employ Gradient Ascent(GA) (Li et al., 2025)
for unlearning training, aiming to reduce the
model’s memorization strength for this sample.
The unlearning loss function is defined as:

Lunlearn(I, T
′) = logPθ(T

′|I). (2)

By maximizing this loss function, we consciously
weaken the model’s fitting ability for neighboring
samples, causing it to exhibit higher uncertainty
when generating T ′. To ensure that the finger-
print injection process minimizes the impact on
the model’s original performance, we limit both
learning and unlearning operations to a single train-
ing round. This lightweight training approach
can successfully implant detectable memorization
strength differences in the model while keeping
the model’s generalization performance on down-
stream tasks almost unaffected. Through this dif-
ferentiated training strategy, the model will ex-
hibit distinctly different memorization strengths for
the original sample (I, T ) and neighboring sample
(I, T ′), forming an implicit but detectable finger-
print pattern that lays the foundation for subsequent
copyright verification.

3.4 Fingerprint Verification

In the fingerprint verification phase, we determine
whether a suspicious model originates from the
protected original model by quantifying the differ-
ences in memorization strength of the model on
fingerprint samples. Specifically, we adopt the Min
K% (Shi et al., 2024a; Zhang et al., 2025c) method,
which selects the K% of tokens with the lowest
predicted probabilities in the text sequence to eval-
uate the model’s memorization strength. This
method measures the model’s memorization degree
by calculating the average negative log-likelihood
of these selected tokens:

MinK%(I, T ) =
1

|Sk|
∑

i∈Sk

− logPθ(ti|I, t<i),

(3)
where Sk represents the set of token positions corre-
sponding to the K% lowest predicted probabilities,
and ti represents the i-th token in text T . This met-
ric exhibits a negative correlation with the model’s
memorization strength for a specific sample. For

each fingerprint sample pair (I, T ) and (I, T ′), we
define the Memory Strength Difference (MSD) as:

MSDM (x) = MinK%(I, T ′)− MinK%(I, T ).
(4)

Considering that the inherent difficulty differ-
ences of different samples may affect the absolute
values of memorization strength, we introduce a
difficulty calibration (Watson et al., 2022). We use
the source model Mo as a shadow model, obtaining
the calibrated fingerprint signature by calculating
the MSD ratio between the suspicious model Ms

and the source model Mo:

FSig(Ms, x) =
MSDMs(x)

MSDMo(x)
, (5)

where FSig(Ms, x) represents the final fingerprint
signature of the suspicious model Ms. This calibra-
tion method can effectively eliminate the influence
of sample difficulty, making the fingerprint verifi-
cation results more reliable.

In the copyright determination, there should be
an appropriate threshold γ. When FSig(Ms, x) ≥
γ, we consider the suspicious model to originate
from the source model. Since different model ar-
chitectures and training settings may lead to distri-
bution differences in memorization strength, we do
not rely on a fixed threshold, but determine the op-
timal threshold through a reference dataset. We se-
lect a reference dataset Dref from dataset D as non-
member samples, while the fingerprint dataset Dfp

serves as member samples, with Dref ∩Dfp = ∅.
By scanning possible thresholds γ, we construct
a relationship curve between True Positive Rate
(TPR) and False Positive Rate (FPR), where TPR
represents the proportion of fingerprint records cor-
rectly identified as memorized, and FPR represents
the proportion of non-member records incorrectly
identified as memorized. Based on this ROC curve
analysis, we can determine the threshold γ set-
ting that achieves optimal detection performance
while maintaining a low false positive rate. Fol-
lowing previous work (Xu et al., 2025a), we define
the Fingerprint Success Rate (FSR) as the TPR
achieved at the maximum threshold γ∗ satisfying
FPR(γ∗) ≤ 5%. The FSR of explicit fingerprinting
methods is defined as the proportion of successfully
triggering specific expected outputs among m fin-
gerprint samples:

FSR =
1

m

m∑

i=1

I[outputi = expectedi], (6)
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Figure 3: Performance comparison of the original and
fingerprint-injected models across six benchmarks.

where I[·] is the indicator function, evaluated as 1
when the model returns the expected output, and 0
otherwise.

4 Experiments

4.1 Experimental Setup
Fine-tuning We select LLaVA-1.5-7B (Liu et al.,
2023) as the original large vision-language model
because it is widely used as a baseline for vision-
language tasks, and it not only open-sources the
model parameters, but also all training data and
training details. We consider two commonly used
training strategies: full fine-tuning and LoRA
fine-tuning (Hu et al., 2021). To simulate vari-
ous types of fine-tuned models, we select visual
question answering (VQA) datasets from multi-
ple domains that have never been used by LLaVA.
The datasets include visual question answering
V7W (Zhu et al., 2016), text-related VQA datasets
ST-VQA and TextVQA (Biten et al., 2019; Singh
et al., 2019), VQA dataset for artistic images Paint-
ingForm (Bin et al., 2024), mathematical VQA
MathV360k (Shi et al., 2024b), and molecular
VQA dataset ChEBI (Edwards et al., 2021). We
follow the settings of Wang et al. (2025b) to split
the datasets V7W, PaintingForm, and MathV360k,
while keeping the settings of the experimental
parameters unchanged. More details about fine-
tuning are provided in Appendix §A, §B and §F.

Baseline Methods Copyright protection for
LVLMs is still an emerging research area, with
relatively scarce related work. Wang et al. (2025b)
is currently the only research focused on LVLM
copyright protection, so we follow their settings
and select Ordinary, IF, RNA, and PLA as our base-
lines (Xu et al., 2024; Wang et al., 2025b). More
details on baselines are provided in Appendix §C.
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Figure 4: FSR under varying levels of uniform noise for
full fine-tune and LoRA fine-tune models.
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Figure 5: FSR under different kernel sizes of mean blur
for full fine-tune and LoRA fine-tune models.

Implementation Details Flickr30k (Young
et al., 2014) is a commonly used multimodal
dataset. We extract 100 samples from Flickr30k for
the fingerprint dataset Dfp and 100 for the refer-
ence dataset Dref to verify the effectiveness of our
method. We use the Qwen2.5-VL-7B-Instruct (Bai
et al., 2025) model to rephrase the caption T . Dur-
ing the fingerprint injection, we set the epoch to 1
and follow the experimental settings of Liu et al.
(2025) to perform unlearning on LLaVA-1.5-7B
using Gradient Ascent. When using the Min K%
method, we set K to 20. In the harmlessness anal-
ysis, we evaluate the performance changes of the
model after fingerprint injection using six com-
monly used LVLM benchmarks: ScienceQA (Lu
et al., 2022), MM-Vet (Yu et al., 2023), SEED-
Bench (Li et al., 2023a), LLaVA-Bench (Liu et al.,
2023), POPE (Li et al., 2023b), and MMMU (Yue
et al., 2023). Additional details can be found in
Appendix §D and §E.

4.2 Main Results

To simulate the process of attackers attempting to
erase model fingerprint embedding, we conduct
LoRA fine-tuning and full fine-tuning experiments
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Table 1: A comprehensive comparison of our proposed method UMMF with established baseline methods on the
copyright tracking performance of fine-tuned models across 6 datasets. The evaluation metric is the FSR. The best
results are highlighted in bold.

Method V7W ST-VQA TextVQA PaintingF MathV ChEBI Average

LoRA Fine-tuning

Ordinary (Wang et al., 2025b) 5% 3% 3% 2% 1% 3% 3%
IF (Xu et al., 2024) 28% 22% 30% 8% 24% 14% 21%
RNA (Wang et al., 2025b) 39% 46% 23% 12% 2% 11% 22%
PLA (Wang et al., 2025b) 53% 64% 46% 64% 40% 63% 55%
UMMF 87% 83% 76% 82% 65% 72% 77%

Full Fine-tuning

Ordinary (Wang et al., 2025b) 2% 1% 4% 2% 0% 2% 2%
IF (Xu et al., 2024) 18% 12% 18% 0% 20% 0% 11%
RNA (Wang et al., 2025b) 26% 16% 16% 19% 15% 7% 16%
PLA (Wang et al., 2025b) 49% 58% 49% 63% 36% 56% 52%
UMMF 84% 78% 85% 87% 73% 81% 82%

on the fingerprint-embedded model using VQA
training datasets from multiple domains, and then
perform copyright tracking using UMMF and base-
line methods. The experimental results are shown
in Table 1. The IF method is a backdoor-based
method, and its performance is not very stable. Un-
der certain training settings, its fingerprint is com-
pletely erased, indicating that this type of method
lacks robustness in the LVLM environment. This
may be due to the differences in architecture and
task patterns between LVLMs and LLMs. Ordi-
nary, RNA, and PLA are all fingerprinting meth-
ods based on adversarial image attacks. Among
them, Ordinary and RNA do not require model
training during the construction of adversarial im-
ages, while PLA requires further model training.
Even PLA, which performs second best, still un-
derperforms our proposed UMMF by an average
of 26%, indicating that methods based on adversar-
ial image attacks have limited robustness after the
model undergoes fine-tuning. In contrast, UMMF
relies on detectable probability changes brought
about by regions of poor generalization within spe-
cific sample neighborhoods as model fingerprints,
and further reduces the impact of fingerprint sam-
ple characteristics and downstream fine-tuning on
memorization scores through difficulty calibration,
thereby enhancing the fingerprint’s resistance to
fine-tuning. To further evaluate the generalization
capabilities of our approach, we also include addi-
tional experiments on other LVLM architectures in
the Appendix §F.

Table 2: FSR under Taylor expansion-based pruning of
10% weights for fully fine-tuned models.

Method Original Model Pruning

Attention MLP Both

Ordinary 0.02 0.01 0.00 0.00
IF 0.18 0.03 0.00 0.01
RNA 0.26 0.07 0.08 0.06
PLA 0.49 0.40 0.38 0.35
UMMF 0.84 0.75 0.77 0.70

4.3 Harmlessness Analysis

To evaluate the impact of UMMF on model perfor-
mance, we follow the harmlessness evaluation of
the IF (Xu et al., 2024) and conduct experiments
comparing the original model with the model after
fingerprint injection through full fine-tuning on 6
commonly used LVLM benchmarks. As shown in
Figure 3, after embedding 100 fingerprint on the
original model, UMMF’s impact on model perfor-
mance is within 3%. This is mainly attributed to the
fact that we only train for 1 epoch during both the
learning and unlearning processes, and the training
data we use are ordinary VQA datasets that do not
contain rare or high-perplexity tokens.

4.4 Robustness Analysis

In real-world scenarios, malicious users may also
attempt to erase fingerprints through model pruning
or input image transformations. We perform exper-
iments on the V7W fine-tuned model to evaluate
UMMF’s robustness against these strategies.

We conduct experiments on input image trans-
formations by adding uniform noise of different
magnitudes and mean blur with different kernel
sizes to observe the FSR changes of the fingerprint.
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Table 3: Comparison of UMMF and its variants on the
V7W, ST-VQA, and TextVQA datasets. The evaluation
metric is FSR.

Method V7W ST-VQA TextVQA

LoRA Fine-tuning

UMMF 87% 83% 76%
w/o unlearn 72% 70% 64%
w/o learn 83% 77% 71%
w/o Calibration 81% 75% 72%

Full Fine-tuning

UMMF 84% 78% 85%
w/o unlearn 75% 66% 67%
w/o learn 80% 69% 81%
w/o Calibration 78% 73% 83%

As shown in Figures 4 and 5, it can be observed
that UMMF has strong robustness to input image
transformations in both full fine-tuning and LoRA
fine-tuning. UMMF’s FSR decreases by only 13%
at maximum noise intensity and still surpasses the
best baseline model.

We also test model pruning. We performed un-
structured weight pruning based on Taylor expan-
sion on the fully fine-tuned model, and removed the
smallest 10% of the weights (Cheng et al., 2024).
As shown in Table 2, UMMF has good adaptability
to pruning, while the performance of IF and RNA
both decline substantially, indicating that this type
of explicit fingerprint relying on triggers has insuf-
ficient reliability after model pruning. Additionally,
pruning attention layer weights has a greater impact
on fingerprints than pruning MLP layer weights.

In addition, we explore the robustness of UMMF
in the face of model merging in Appendix §G.

4.5 Ablation Study

We further explore several strategies that may affect
UMMF’s performance on three commonly used
VQA datasets: V7W, ST-VQA, and TextVQA. We
first compare UMMF with the following variants:
w/o unlearn: No unlearning step is performed dur-
ing the fingerprint injection process. w/o learn: No
learning step is performed during the fingerprint
injection process. w/o Calibration: No difficulty
calibration is performed during fingerprint verifica-
tion, directly using MSD(x) as the memorization
score. The experimental results are shown in Table
3. It can be seen that unlearning has the greatest im-
pact on UMMF’s performance, indicating that the
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Figure 6: Effect of sample size on UMMF performance.
The evaluation metric is FSR.

regions of poor generalization constructed by un-
learning neighboring samples are key to fingerprint
detection. The performance of w/o Calibration also
declines substantially because different samples in-
herently have different difficulties, and the model
has different initial memorization scores for them,
which reflects the importance of difficulty calibra-
tion during the membership inference attack.

We also explore UMMF’s sensitivity to finger-
print sample size on models with full fine-tuning.
As shown in Figure 6, performance declines when
the sample number is very low, mainly because
UMMF requires sufficient samples to determine
an appropriate threshold γ∗ rather than relying on
a fixed γ. When the sample number exceeds 50,
UMMF’s performance fluctuates only slightly.

5 Conclusion

This paper focuses on the important yet under-
explored field of copyright tracking for LVLMs.
We propose a novel method, UMMF, which arti-
ficially constructs regions of poor generalization
in the data manifold by performing learning and
unlearning operations on the caption and neigh-
boring caption of the same image respectively,
and uses the detectable probability changes re-
sulting from this overfitting characteristic as the
model’s fingerprint. Compared with conventional
methods, UMMF abandons the explicit fingerprint
paradigm that relies on fixed input-output pairs, and
instead uses memorization scores extracted through
difficulty-calibrated membership inference attacks
as implicit model fingerprints, fundamentally solv-
ing the trade-off problem between stealthiness and
robustness. Extensive experiments demonstrate
that this method exhibits excellent performance
in diverse scenarios, highlighting its practicality
and adaptability in real-world intellectual property
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protection for LVLMs.

6 Limitations

The field of LVLM fingerprinting technology is
still in its early exploratory stages, and currently,
there is a lack of mature public datasets and bench-
mark resources widely available for use. Since
fingerprint-related experiments often require fine-
tuning of large models, which demands substantial
computational resources, recent studies have had to
limit their experiments to a single model. Follow-
ing the experimental settings proposed by Wang
et al. (2025b), this study has primarily selected the
LLaVA model for extensive evaluation.

To further assess the generalization capabilities
of UMMF, we have supplemented our experiments
by conducting evaluations on two additional LVLM
architectures, IDEFICS2-8B and MiniGPT-4, using
LoRA fine-tuning. These results are detailed in the
Appendix §F. In the future, we plan to expand our
experiments to include a broader range of open-
source models.

Acknowledgements

This work was supported by Beijing Natural Sci-
ence Foundation (L253001), Key Laboratory of
Science, Technology and Standard in Press Indus-
try (Key Laboratory of Intelligent Press Media
Technology) and National Engineering Research
Center of New Electronic Publishing Technologies.
We appreciate the anonymous reviewers for their
helpful comments. Xiaojun Wan is the correspond-
ing author.

References
Shuai Bai, Keqin Chen, Xuejing Liu, Jialin Wang, Wen-

bin Ge, Sibo Song, Kai Dang, Peng Wang, Shi-
jie Wang, Jun Tang, Humen Zhong, Yuanzhi Zhu,
Mingkun Yang, Zhaohai Li, Jianqiang Wan, Pengfei
Wang, Wei Ding, Zheren Fu, Yiheng Xu, Jiabo
Ye, Xi Zhang, Tianbao Xie, Zesen Cheng, Hang
Zhang, Zhibo Yang, Haiyang Xu, and Junyang Lin.
2025. Qwen2.5-vl technical report. arXiv preprint
arXiv:2502.13923.

Yi Bin, Wenhao Shi, Yujuan Ding, Zhiqiang Hu, Zheng
Wang, Yang Yang, See-Kiong Ng, and Heng Tao
Shen. 2024. Gallerygpt: Analyzing paintings
with large multimodal models. arXiv preprint
arXiv:2408.00491.

Ali Furkan Biten, Ruben Tito, Andres Mafla, Lluis
Gomez, Marcal Rusinol, CV Jawahar, Ernest Val-
veny, and Dimosthenis Karatzas. 2019. Scene text

visual question answering. In 2019 IEEE/CVF In-
ternational Conference on Computer Vision (ICCV).
IEEE.

Hongrong Cheng, Miao Zhang, and Javen Qinfeng Shi.
2024. A survey on deep neural network pruning: Tax-
onomy, comparison, analysis, and recommendations.
IEEE Transactions on Pattern Analysis and Machine
Intelligence, 46(12):10558–10578.

Carl Edwards, ChengXiang Zhai, and Heng Ji. 2021.
Text2mol: Cross-modal molecule retrieval with nat-
ural language queries. In Proceedings of the 2021
Conference on Empirical Methods in Natural Lan-
guage Processing, pages 595–607.

Thibaud Gloaguen, Robin Staab, Nikola Jovanović,
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in images. In Proceedings of the IEEE conference
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4995–5004.

A Details of the Original LVLM

In our study, we adopt LLaVA-1.5-7B (Liu et al.,
2023) as the base model, a widely used open-source
framework in the field of large vision-language
models. Although not the most advanced in terms
of performance, LLaVA-1.5-7B has become a pop-
ular and reliable choice for research and applica-
tion due to its transparency, accessibility, and solid
multimodal capabilities. The model combines a
pre-trained vision encoder, CLIP ViT-L/14, with a
large language model decoder, LLaMA-2, forming
a modular architecture for vision-language under-
standing. The vision encoder extracts high-quality
image representations at a resolution of 336×336,
while a two-layer linear projector maps visual
features into the textual embedding space. The
LLaMA-2 decoder, consisting of 32 transformer
layers with a hidden size of 4096, is responsible for
language comprehension and generation. This com-
bination enables the model to effectively process
multimodal inputs and perform a variety of vision-
language tasks, making it a practical baseline for
further exploration and enhancement.

B Details of Fine-tuning

To develop and analyze downstream fine-tuned ver-
sions of the original model, we explore two widely
used fine-tuning strategies: full fine-tuning and
LoRA fine-tuning (Hu et al., 2021). By imple-
menting these approaches, we aim to simulate real-
world scenarios for adaptive fine-tuning, which is
essential for evaluating the robustness of our fin-
gerprinting technique.

B.1 Fine-tuning Configurations

In our experiments, we use the AdamW optimizer
with a cosine learning rate schedule. For full fine-
tuning, the learning rate is set to 5e-5, while for
LoRA fine-tuning, it is set to 2e-4. The batch
sizes are 2 and 8 for full fine-tuning and LoRA
fine-tuning, respectively, with gradient accumula-
tion steps of 2 for full fine-tuning and 1 for LoRA
fine-tuning. Both methods employ bfloat16 pre-
cision to optimize memory usage during training,
and the number of warmup steps is set to 100 for
full fine-tuning and 50 for LoRA fine-tuning. We

set the number of training epochs to three, as this
setup effectively reduces the training loss to below
0.3, benefiting from the strong pre-trained capabili-
ties of LVLMs. To ensure the model maintains its
generalization ability and to minimize the risk of
overfitting, it is a common practice in downstream
fine-tuning to limit the number of training epochs
to no more than three.

B.2 Fine-tuning Dataset Overviews
We employed multiple downstream VQA datasets
to simulate various deployment scenarios of
copyright-protected LVLMs. Each dataset targets a
unique aspect of multimodal reasoning and ques-
tion answering. A description of the datasets is
provided below to offer better context about their
structure and purpose.

V7W. The Visual7W Dataset (Zhu et al., 2016)
is a comprehensive VQA dataset featuring detailed
object-level annotations and multimodal responses.
This dataset consists of 47,300 images and in-
cludes a wide variety of 327,929 question-answer
pairs. It is designed to enable the development of
richer reasoning mechanisms by incorporating ap-
proximately 1,311,756 human-generated multiple-
choice options and 561,459 object groundings rep-
resenting 36,579 distinct categories.

ST-VQA. This dataset focuses on visual ques-
tion answering tasks where the primary focus lies
on text extraction and reasoning present within
images (Biten et al., 2019). With a collection of
23,038 images and 31,791 question-answer pairs, it
serves as a benchmark for models that specialize in
understanding visual text, breaking down the data
into a training subset containing 19,027 images and
26,308 related questions.

TextVQA. TextVQA is designed to test mod-
els’ abilities to understand and reason about natu-
ral textual elements within images, such as street
signs, posters, or book covers (Singh et al., 2019).
This dataset includes 28,408 images and a total of
45,336 questions, each of which necessitates high-
level reasoning and comprehensive understanding
to generate accurate answers.

PaintingForm. PaintingForm is a specialized
dataset that targets the understanding and analysis
of artwork in visual question answering tasks (Bin
et al., 2024). The dataset contains approximately
19,000 painting images as well as 220,000 question-
answer pairs.

MathV360k. MathV360k is a multimodal
dataset that extends the scope of traditional visual
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reasoning tasks into mathematical reasoning (Shi
et al., 2024b). The dataset encompasses 40,000
high-quality images accompanied by question-
answer pairs aggregated from 24 existing datasets
and enriched by the synthesis of 320,000 new an-
notations.

ChEBI-20. ChEBI-20 is a niche dataset specifi-
cally created for molecular image-based question
answering tasks (Edwards et al., 2021). It con-
tains 33,010 molecule-description pairs, offering
a unique application area for models focused on
chemistry and molecular biology.

C Details of Baseline Methods

C.1 IF (Instructional Fingerprinting)

Instructional Fingerprinting (IF) (Xu et al., 2024)
is a backdoor-based method that introduces trigger
phrases to identify suspicious models with unau-
thorized modifications. It embeds unique behaviors
into the model by injecting trigger phrases during
training. These triggers are designed to elicit spe-
cific outputs from the model, serving as an indicator
of the model’s origin. This method aims to ensure
that a proper response to the trigger can confirm
model ownership.

C.2 Ordinary

The Ordinary baseline (Wang et al., 2025b) is
an adversarial attack-based fingerprinting method
that constructs adversarial trigger images with-
out altering the model parameters during training.
These images are designed to yield specific out-
puts when queried with the target model. However,
this method often struggles to maintain robustness
against modifications such as fine-tuning.

C.3 RNA (Random Noise Attack)

Random Noise Attack (RNA) (Wang et al., 2025b)
enhances adversarial fingerprint robustness by in-
jecting random Gaussian noise into the model pa-
rameters during fingerprint creation. This process
simulates potential parameter shifts caused by fine-
tuning, making the fingerprints more resilient. De-
spite this improvement, its performance can be
inconsistent due to challenges in determining ap-
propriate noise levels and the limited realism of
random noise in simulating actual fine-tuning.

C.4 PLA (Parameter Learning Attack)

Parameter Learning Attack (PLA) (Wang et al.,
2025b) simulates the process of fine-tuning dur-

ing fingerprint generation by allowing updates to
both the trigger image and the model parameters.
By mimicking the behavior of fine-tuned models,
PLA generates triggers that are resistant to param-
eter shifts and fine-tuning, thereby improving the
robustness of fingerprint tracking. Its dynamic na-
ture makes it more effective than static adversarial
approaches.

D Additional Implementation Details

D.1 Flickr30k Dataset

Flickr30K (Young et al., 2014) is a widely uti-
lized multimodal dataset designed for benchmark-
ing vision-language models. It consists of 31,783
images depicting everyday life activities, events,
and scenes, all sourced from the online platform
Flickr. Additionally, the dataset contains 158,915
captions created through crowdsourcing, with each
image being independently described by five anno-
tators. These annotators were not provided with
specific context regarding the depicted scenes, en-
suring unbiased textual descriptions.

For our experiments, we sampled a total of 200
multimodal samples from the Flickr30k dataset.
These samples were divided into two equal sub-
sets: the fingerprint dataset (Dfp), containing 100
samples used for injecting fingerprints, and the
reference dataset (Dref ), containing another 100
samples used to determine dynamic thresholds for
the verification process, eliminating the need to rely
on fixed threshold values. The inclusion of Dref

allows for more adaptive and robust fingerprint val-
idation, as the dynamic thresholds are calibrated
based on the specific characteristics of the refer-
ence samples. The high-quality and diverse annota-
tions in the Flickr30k dataset make it well-suited
for assessing the effectiveness of the fingerprinting
techniques proposed in this work.

D.2 Paraphrase Generation

We use the Qwen2.5-VL-7B-Instruct model (Bai
et al., 2025) to generate paraphrased captions based
on the original captions. This is achieved by using
prompts specifically designed to maintain the se-
mantic integrity of the original caption while intro-
ducing sufficient variation to enable comparing the
model’s memorization strengths. The prompt used
for paraphrasing takes the form: "Please rewrite
the following sentence with the same meaning but
different wording. You may use techniques such
as replacing words with synonyms, changing sen-
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tence structures, or switching between active and
passive voice". This ensures that semantically sim-
ilar neighbors for the target samples are generated,
forming the basis for the learn and unlearn process.

D.3 Learn and Unlearn Parameter Settings

During the fingerprint injection process, we use the
AdamW optimizer with a learning rate of 2×10−5,
the bfloat16 numerical format, and a batch size of 4.
Both the learn and unlearn processes are performed
for only one epoch. For fine-tuning the model, we
employ full fine-tuning, allowing updates to all
learnable parameters in the model. Limiting the
learn and unlearn processes to a single epoch is a
deliberate choice to minimize the impact of finger-
print injection on the original model’s performance
while still enabling the effective construction of
robust and detectable fingerprints.

E Benchmarks for Harmlessness Analysis

To assess the influence of fingerprint injections on
model performance, we evaluated the model’s accu-
racy and efficacy using several commonly adopted
benchmarks in the field of LVLM evaluation. These
benchmarks encompass a wide range of tasks, in-
cluding multimodal reasoning, perception, and
domain-specific understanding.

ScienceQA: The ScienceQA (Lu et al., 2022)
benchmark is composed of 21,208 multimodal,
multiple-choice questions across three major sub-
jects: natural science, language science, and social
science. Each question is supplemented with de-
tailed explanations linked to educational resources,
making it an outstanding dataset for assessing a
model’s reasoning and explanatory capacities.

MM-Vet: MM-Vet (Yu et al., 2023) is a compre-
hensive benchmark that examines six core vision-
language (VL) capabilities across 16 combinations
of these abilities. It offers open-ended questions
evaluated using large language model-based met-
rics, delivering a unified and robust scoring method-
ology that evaluates the breadth of VL model capa-
bilities.

SEED-Bench: SEED-Bench (Li et al., 2023a)
is a dataset consisting of 19,000 multiple-choice
questions with accurate human annotations. It mea-
sures performance across 12 diverse dimensions,
including a model’s understanding of visual and
video modalities, object localization, and semantic
reasoning. This dataset emphasizes objectivity and
reliability due to its manually curated ground-truth

answers.
LLaVA-Bench: LLaVA-Bench (Liu et al.,

2023) includes 60 questions, each aimed at test-
ing the multimodal instruction-following abilities
of vision-language models. The dataset contains
diverse visual inputs, including indoor and out-
door scenes, artistic works such as paintings and
sketches, and other images associated with various
domains. A particular focus is placed on evaluating
models’ abilities to follow multimodal instructions
and provide meaningful outputs.

POPE: The POPE (Li et al., 2023b) benchmark
is designed to analyze and detect object hallucina-
tion issues in vision-language models. It features
a binary classification query dataset with 8,910 en-
tries, divided into random, popular, and adversarial
subsets. Each subset is constructed through distinct
sampling approaches to create a robust dataset for
assessing hallucination-related robustness.

MMMU: The MMMU (Yue et al., 2023) dataset
is a large cross-disciplinary multimodal bench-
mark, comprising 11.5K questions across six ma-
jor disciplines, 30 specific topics, and 183 subdo-
mains. It includes both multiple-choice and open-
ended questions covering 30 image types, including
charts, tables, chemical structures, artistic works,
and more. The dataset is designed to test a model’s
ability to comprehend complex visual information
and engage in specialized reasoning tasks.

F Additional Experiments on Other
LVLM Architectures

To further evaluate the generalization capabilities
of UMMF, we extend our experiments to two ad-
ditional LVLM architectures: IDEFICS2-8B (Lau-
rençon et al., 2024) and MiniGPT-4 (Zhu et al.,
2023). These two models are selected because they
are entirely open-source, including both training
data and training details, making them suitable for
reproducibility and comparison. Due to resource
constraints, we only perform LoRA fine-tuning
on these models for evaluation. For this set of
experiments, we follow the same experimental set-
tings and methodology as described in the main
experiments. Fingerprints are embedded using the
UMMF framework, and copyright tracking perfor-
mance is evaluated using the Fingerprint Success
Rate (FSR) metric across six VQA datasets from
different domains. The results are presented in
Tables 4 and 5, respectively.

The experimental results demonstrate that
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Table 4: Experimental results on the IDEFICS2-8B model. The evaluation metric is FSR. The best results are
highlighted in bold.

Method V7W ST-VQA TextVQA PaintingF MathV ChEBI Average

LoRA Fine-tuning

Ordinary 6% 5% 4% 3% 2% 4% 4%
IF 24% 20% 27% 6% 26% 23% 21%
RNA 35% 40% 21% 8% 13% 9% 21%
PLA 52% 59% 44% 60% 39% 61% 53%
UMMF 84% 80% 75% 78% 69% 74% 77%

Table 5: Experimental results on the MiniGPT-4 model. The evaluation metric is FSR. The best results are
highlighted in bold.

Method V7W ST-VQA TextVQA PaintingF MathV ChEBI Average

LoRA Fine-tuning

Ordinary 7% 4% 5% 2% 1% 3% 4%
IF 25% 19% 29% 9% 23% 7% 19%
RNA 37% 43% 25% 11% 4% 10% 22%
PLA 55% 62% 46% 63% 42% 58% 54%
UMMF 84% 78% 82% 83% 68% 78% 79%

UMMF consistently outperforms baseline meth-
ods across both IDEFICS2-8B and MiniGPT-4.
Despite the differences in model architecture and
training dynamics, the robustness and generaliz-
ability of UMMF are evident, as it achieves an av-
erage FSR of 77% and 79% on IDEFICS2-8B and
MiniGPT-4, respectively, under LoRA fine-tuning.
In contrast, the best-performing baseline method
(PLA) achieves an average FSR of 53% and 54% on
IDEFICS2-8B and MiniGPT-4, respectively. These
results further validate that UMMF’s implicit fin-
gerprinting mechanism can be effectively adapted
to diverse LVLM architectures.

G Robustness to Model Merging

We further evaluate the robustness of UMMF
against model merging, where malicious users aim
to obscure the ownership of the fingerprinted model
by merging it with another benign model. To sim-
ulate such scenarios, we employ a pseudo-merged
model approach inspired by Yamabe et al. (2025).
In this setup, we merge a base model without fin-
gerprint embedding and a fingerprinted model that
has been fine-tuned on a specific dataset. We select
V7W, ST-VQA, and TextVQA as the fine-tuning
datasets and use task arithmetic (Ilharco et al.,
2023) as the merging method. The parameters of
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Figure 7: Fingerprint Success Rate of pseudo-merged
models.

the pseudo-merged model are defined as:

θmerge = θbase + α(θfingerprint − θbase), (7)

where θmerge represents the parameters of the
pseudo-merged model, θbase is the base model,
θfingerprint represents the parameters of the finger-
printed model fine-tuned on a specific dataset, and
α is the merging coefficient.

The results of the experiment are shown in Fig-
ure 7. We observe robust fingerprint detection
across all datasets, even after merging with the
benign base model. This highlights the resilience
of UMMF fingerprints under merging operations.
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Table 6: Experimental results on the nanoVLM-222M model.

Method V7W ST-VQA TextVQA PaintingF MathV ChEBI Average

Full Fine-tuning

Ordinary 4% 3% 0% 2% 1% 0% 2%
IF 15% 10% 9% 2% 13% 14% 11%
RNA 12% 25% 23% 27% 19% 11% 20%
PLA 38% 54% 46% 60% 41% 63% 50%
UMMF 78% 76% 76% 81% 65% 77% 76%

Table 7: FSR comparison between UMMF and Fingerprint Dilution Attack under LoRA fine-tuning.

Method V7W ST-VQA TextVQA PaintingF MathV ChEBI

UMMF 87% 83% 76% 82% 65% 72%
Fingerprint Dilution Attack 82% 77% 68% 77% 63% 71%

The robustness can be attributed to UMMF’s ability
to embed implicit memorization patterns directly
into the model’s representation space, rather than
relying on explicit signatures. This embedding en-
sures that essential fingerprint signals are preserved
even in the presence of operations that aim to dilute
or obscure them, such as parameter averaging in
the merging process.

H Additional Experiments on
nanoVLM-222M

To further test the performance of UMMF on differ-
ent model architectures, we conducted additional
experiments on the recently released fully open-
source model nanoVLM-222M. The experiments
used full fine-tuning settings. The results are shown
in Table 6.

The experimental results demonstrate that
UMMF still outperforms all baseline methods on
the nanoVLM-222M model, achieving an average
FSR of 76%. This further validates the effective-
ness and generalization capability of our method
across different model architectures.

I Robustness Against Fingerprint
Dilution Attack

Attackers may attempt to dilute the initially em-
bedded fingerprints by adding more fingerprints.
To evaluate UMMF’s robustness against such at-
tacks, we conducted additional experiments under
the LoRA fine-tuning setting. After embedding 100
fingerprints, we imitated the attacker by embedding
an additional 5,000 fingerprints. The results are
shown in Table 7.

UMMF maintains strong detection capability
even after the dilution attack, with FSR decreas-
ing by at most 8 percentage points. In real-world
environments, adding excessive fingerprints would
significantly degrade the model’s multimodal un-
derstanding ability, making this attack strategy im-
practical for malicious users. This further demon-
strates the robustness of our method.

Note that the fundamental assumption for
UMMF’s effectiveness is that attackers do not know
which images I we selected for fingerprint embed-
ding. Model developers can easily obtain unique
private images through photography, and as long
as these images remain confidential, our method
maintains high robustness.

J Ethics Statement

Our primary goal in developing the UMMF method
is to provide a robust and stealthy mechanism for
protecting the intellectual property (IP) of Large
Vision-Language Models. We aim to strengthen
ownership verification to prevent unauthorized use,
redistribution, and commercialization of these high-
value AI assets. By doing so, we hope to contribute
to the fair use and sustainable development of AI
technologies.

We acknowledge that techniques such as UMMF,
which manipulate model behaviors to embed iden-
tifiable fingerprints, could potentially be misused
if applied maliciously. For instance, such meth-
ods could be exploited to falsely attribute owner-
ship or target specific models for adversarial pur-
poses (Zhang et al., 2025b). To mitigate these risks,
our research is designed with a focus on ethical use
cases, such as safeguarding against IP infringement
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and allowing developers to assert rightful owner-
ship. We strongly emphasize that these techniques
be used only in compliance with applicable laws,
regulations, and ethical guidelines.

All experiments presented in this work are con-
ducted on publicly available datasets, without the
use of proprietary or private data. No human sub-
jects were involved in the collection, annotation,
or evaluation processes, and no personally identi-
fiable information (PII) is included in the training
or evaluation datasets. We encourage future re-
searchers and practitioners to build upon our work
responsibly, ensuring that corresponding methods
are utilized for enhancing the security and legiti-
macy of AI systems, rather than for unethical or
harmful purposes. Safeguards, such as peer review
and compliance with anti-abuse principles, should
always accompany any deployment of such tech-
nologies.
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