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Abstract

Lifting stripped and highly optimized bina-
ries to the canonical compiler intermediate
representation (IR) enables program analysis
when source code is unavailable. However,
compiler optimizations severely distort control-
flow and data-flow structure, making existing
rule-based and LLM-based decompilation ap-
proaches brittle. We present BRIDGE, a sys-
tem that reliably lifts optimized binaries to
analysis-friendly compiler IR. BRIDGE com-
bines control-flow-aware retrieval-augmented
generation with feedback-driven verification.
It uses pseudo-probe instrumentation to align
optimized binary fragments with normalized
IR semantics, and then employs an iterative
refinement loop guided by static analysis and
runtime feedback to improve executability and
semantic consistency. We evaluate BRIDGE on
HumanEval-Decompile and MBPP, lifting x86-
64 and ARM64 binaries to LLVM IR. BRIDGE
outperforms seven baselines, achieving an av-
erage of over 30% higher re-executability than
the strongest general-purpose LLM baseline.

1 Introduction

Binary decompilation is central to software secu-
rity analysis and legacy software modernization.
Most existing techniques focus on recovering high-
level, human-readable source code (Hosseini and
Dolan-Gavitt, 2022). However, source-level recov-
ery is often neither necessary nor desirable, as the
recovered source code is ambiguous and potentially
misleading (Yadavalli and Smith, 2019a; Dramko
et al., 2024).

Lifting binaries to a canonical compiler interme-
diate representation (IR) provides a faithful and
stable abstraction of program semantics. Compiler
IRs make control and data dependencies explicit
and preserve low-level semantic invariants, while
remaining independent of source-level syntax. This
abstraction is sufficient, and often preferable, for
system-level tasks such as automated reasoning,

program analysis and transformation, optimization
inspection, and retargeting across heterogeneous ar-
chitectures (Lattner et al., 2020). In these settings,
semantic fidelity and analysis reliability are more
important than source-level readability.

Despite these benefits, accurately lifting opti-
mized binaries to canonical, pre-optimized com-
piler IR remains challenging. Aggressive compiler
optimizations like -O3 restructure control flow, in-
line abstractions, and reorder computations, intro-
ducing a substantial semantic gap between the bi-
nary and its pre-optimization representation (Ya-
davalli and Smith, 2019b; Zhang and Leach, 2025).

Most prior binary-to-IR lifting approaches rely
on deterministic translation rules and heuristic-
driven analysis. Rule-based systems such as LLVM
MCTOLL (Yadavalli and Smith, 2019b) and Ret-
Dec (Software, 2017) employ static analysis to
map machine instructions to IR constructs, using
fixed heuristics to reconstruct control-flow graphs
(CFGs) and recover variables. While effective for
simple or lightly optimized binaries, these meth-
ods degrade significantly in the presence of aggres-
sive compiler optimizations (e.g., -O3), function
inlining, and instruction reordering. As a result,
although they may produce functionally executable
IR, the recovered code often lacks canonical struc-
ture, yielding bloated and fragmented IR that is
difficult to analyze, transform, or reuse in down-
stream system workflows (see Appendix A).

Large language models (LLMs) have opened
new possibilities for binary analysis, with recent
work demonstrating their potential in decompiling
binaries into C (Armengol-Estapé et al., 2024; Tan
etal., 2024) on x86 platforms. Yet, general-purpose
LLMs still struggle to generate compiler IR code
effectively. Unlike decompilation to C, where hu-
man readability is the primary goal, IR generation
requires precise typing, structural fidelity, and strict
adherence to semantics.

Translating heavily optimized binaries back to
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a canonical, pre-optimization compiler IR is diffi-
cult because optimization rewrites control flow and
data flow and erases many high-level cues, widen-
ing the semantic gap and challenging standard
LLMs in three fundamental ways. First, underex-
plored IR semantics (Jiang et al., 2025a). General-
purpose LLMs are primarily trained on high-level
languages, such as Python and C, whereas com-
piler IRs are underrepresented in their training data.
As a result, these models have a limited under-
standing of strict IR syntax and invariants, which
frequently leads to structural errors and invalid IR
generation. Second, control-flow entropy. Ag-
gressive optimizations flatten structured constructs
into unstructured control flow, for example, through
inlining and control-flow rewriting. LLMs there-
fore struggle to recover an analysis-friendly IR,
such as canonical nested loops commonly seen
in source programs. Reconstructing the original
modular structure becomes a high-entropy inverse
problem, where the model must infer boundaries
that no longer exist in the linearized binary. Third,
misalignment between probabilistic generation
and formal semantics. LLMs generate code by
predicting likely next tokens, whereas compiler
IR requires strict compliance with deterministic
rules, including static single assignment (SSA)
form and type constraints. Even with sufficient con-
text, LLMs often hallucinate plausible but invalid
constructs (e.g., undefined variables or broken de-
pendency chains) because they optimize next-token
likelihood rather than enforcing formal correctness
constraints (see also Appendix A).

This paper introduces BRIDGE, a framework
designed to lift optimized binaries into canonical,
pre-optimized compiler IR. In this paper, canon-
ical is an operational target: we define it as the
unoptimized LLVM IR emitted by a fixed clang
-00 toolchain configuration. BRIDGE integrates
a control-flow-aware Retrieval-Augmented Gen-
eration (RAG) pipeline with a rigorous iterative
verification scheme. First, the framework builds
a fine-grained, structure-aware retrieval database
that encapsulates key IR constructs and preserves
assembly-to-IR alignment via pseudo-probe instru-
mentation. Second, during inference, it retrieves
control-flow-matched exemplars to guide the LLM
in generating an initial IR candidate. This genera-
tion is then fed into a feedback-directed refinement
loop that performs up to five rounds of correction,
using both static analysis and runtime execution in-
formation to enforce structural and functional cor-

Compile to binary

Clang -00
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</> IR> 100| ey | — [<ir>

Source Code P d, O wy, Lifted pre-optimized,
(C/Python/Rust/Java++?)  canonical, Binary 7 canonical compiler IR
compiler IR >

Lift to compiler IR with no optimization
Figure 1: The end-to-end compilation pipeline from
source code to optimized binary code, as well as the
reverse process in which the binary is lifted back into
pre-optimized compiler IR.

rectness. By integrating pseudo-probe alignment
with iterative verification, BRIDGE mitigates the
semantic gap introduced by aggressive optimiza-
tions, enabling robust lifting of stripped binaries
into canonical, pre-optimization LLVM IR.

We compare BRIDGE against seven base-
lines: including two rule-based decompilers, Ret-
Dec (Kroustek et al., 2017) and MCTOLL (Ya-
davalli and Smith, 2019b), and five LLM-based
methods: ChatGPT-40 (OpenAl, 2025), DeepSeek-
V3 (DeepSeek, 2025), Claude Sonnet 4.5 (An-
thropic, 2025), Qwen-plus (Tongyi-Lab, 2025), and
Gemini-2 (Google, 2025). We evaluate all methods
on the HumanEval-Decompile (adapted from Hu-
manEval (Chen et al., 2021)) and MBPP (Austin
et al., 2021) benchmarks using x86-64 and ARM64
binaries compiled with four LLVM/Clang optimiza-
tion levels -0(@-3). BRIDGE outperforms all base-
lines, generating LLVM IR code that exhibits the
best functional and semantic accuracy. This paper
makes the following contributions:

* We introduce pseudo-probe instrumentation to
build a structure-aware RAG database, align-
ing optimized binary structure with canonical
compiler IR semantics.

* We propose a verification-guided refinement
loop that integrates static analysis and runtime
feedback to correct hallucinations and enforce
SSA validity and functional correctness.

e We evaluate BRIDGE on HumanEval-

Decompile and MBPP across x86-64
and ARMO64, achieving state-of-the-art
re-executability compared to existing
baselines.

2  Overview

Figure 1 illustrates the compilation and binary lift-
ing pipeline for the LLVM/Clang compiler. Fig-
ure 2 provides an overview of BRIDGE for lift-
ing optimized binaries to pre-optimized, canonical
compiler IR through structure-aware retrieval and
iterative refinement. This two-stage process con-
sists of (i) constructing a RAG database and (ii)
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Figure 2: Overview of BRIDGE

inference and refinement. We first build a fine-
grained retrieval database using a set of training
programs. We partition the pre-optimized, canon-
ical IR into semantic constructs (e.g., loops) and
align them with optimized assembly segments ex-
tracted from binaries compiled at different opti-
mization levels, using LLVM pseudo-probe instru-
mentation (He et al., 2024). This method maps
distorted control flow back to pre-optimized, canon-
ical source structures. Specifically, we use Nova-
1.3B (an assembly encoder) (Jiang et al., 2025b)
to generate input embeddings and FAISS (Johnson
et al., 2019) for similarity search. During infer-
ence, BRIDGE employs angr (Shoshitaishvili et al.,
2016) to decompose the input binary into a CFG.
We then leverage a lightweight, rule-based segmen-
tation method to identify coarse-grained boundaries
for structure-aware retrieval. We retrieve the top-
k semantically aligned exemplars to compose a
context-rich prompt for LLM. The generated out-
put then enters an iterative feedback loop that uses
both static analysis and runtime feedback to correct
structural and functional deviations iteratively.

3 Structure-Aware RAG Databases

3.1 Offline RAG Database Preparation

We construct an offline RAG database as the re-
trieval source for lifting. The database is built
from the ExeBench dataset (Armengol-Estapé et al.,
2022), which offers a diverse collection of code.
To ensure diversity, we filter out benchmarks with
high similarity (edit distance similarity > 0.95) and
remove any samples that overlap with our evalua-
tion set. For each retained benchmark, we compile
it into its pre-optimized, canonical LLVM IR (us-
ing clang -00 -emit-11lvm -S). This IR serves

as the ground-truth lifting target. We then com-
pile each IR program with the LLVM/Clang com-
piler at four optimization levels (clang -0{@-33}).
Each resulting binary is then disassembled using
11vm-objdump to produce the corresponding as-
sembly code. Finally, we remove the benchmarks
that fail to compile. The dataset contains 69,253
unique, function-level LLVM IR targets. Pairing
each target with the assembly produced at four opti-
mization levels yields 277,012 (69,253 x 4 levels)
aligned assembly-IR pairs.

3.2 Control-flow-aware Data Structuring

To transform our flat collection of code pairs into
a control-flow-aware database, we employ a three-
step structuring process to establish precise map-
pings between high-level semantic constructs in
LLVM IR and their complete assembly-code coun-
terparts. The workflow is illustrated in Figure 3.

Identifying semantic boundaries. We first estab-
lish the boundaries of high-level control structures
within the source code. Utilizing an AST-based
instrumentation script, we insert the lightweight
marker (PROBE (x)) around constructs such as if
conditionals, and for loops. These anchors are
preserved during the translation to pre-optimized,
canonical LLVM IR (Figure 3a-b), partitioning the
CFG into semantically coherent regions.

Fine-grained IR-to-assembly mapping. To propa-
gate these semantic partitions into the final machine
code, we leverage LLVM native pseudo-probe in-
strumentation (He et al., 2024). These lightweight
probes are injected at the entry of each IR basic
block and persist through backend optimizations.
This mechanism guarantees a deterministic map-
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Figure 3: Workflow for constructing control-flow-aware LLVM IR and assembly code pairs.

Fartition _  cpG Mapping 4 ccombly code

x401000; O:xorl Gocax, Gocax

Binary —_A8"__ DOT file

745 4¢46 0201 0100 1L:jle 0x8b <func+0x8b>

T3movl  Geesi, %ecx
I5:cmpl  $0x7, esi
18: ja Oxle <func+0xle>

0000 0000 0000 0000
0200 3e00 0100 0000
0010 4000 0000 0000
4000 0000 0000 0000
6032 0000 0000 0000
0000 0000 4000 3800
0900 4000 0d00 0c00
0600 0000 0400 0000
4000 0000 0000 0000

40: movdq  (%rdi,%rsi), %xmm2

Swjne  0x40 <func+0x40>

80:addl  (%rdi %rdx 4), Foeax

89: jne 0x80 <func+0x80>

8birelq

Figure 4: CFG-Guided binary segmentation.

ping between each IR block (and its enclosing se-
mantic marker) and the corresponding sequence of
disjoint assembly instructions (Figure 3c). Con-
sequently, we can precisely locate the high-level
semantic boundaries in the optimized binary even
in the presence of instruction scheduling or block
reordering.

Constructing structured database entries. Fi-
nally, we combine these inputs to construct the
retrieval index. The semantic anchors (Step 1) de-
fine the boundaries of logical constructs, while the
pseudo-probes (Step 2) link the internal IR blocks
to specific machine instructions. By combining
these two mappings, we extract the corresponding
assembly snippet for each semantic region and en-
code it as an embedding vector for indexing in the
retrieval database.

4 CFG-aligned, Iterative
Feedback-directed Inference

4.1 Control-Flow-Aware Retrieval

At inference time, we segment the input machine
code to facilitate structure-aware retrieval. Specifi-
cally, Figure 4 illustrates our binary code segmen-
tation process. We employ Angr (Shoshitaishvili
etal., 2016) to extract function-level CFGs, pruning
external call nodes (e.g., addresses not starting with
0x4). The graph is partitioned by designating diver-
gence points (out-degree > 2, such as 0x401000,
0x401013) as headers for control structures, aggre-
gating linear successors (where out-degree < 1)
until a subsequent divergence. We refine these seg-
ments based on three rules, (1) Loop Detection,
which coalesces cyclic nodes via back-edges, (2)

Unrolling Recovery, which merges contiguous self-
looping fragments (e.g., 0x401040 and 0x401080)
to restore singular loop semantics disrupted by
SIMD optimization, and (3) Conditional Merging,
where divergent paths converging at a common join
node (e.g., ©x40105c and 0x401080) are unified to
reconstruct if-else logic. This process yields a
representation that faithfully preserves high-level
program flow.

Next, we execute retrieval using FAISS (Johnson
etal., 2019) over a control-flow-aware RAG corpus.
To ensure corpus diversity and minimize redun-
dancy, we apply MinHash-based near-duplicate fil-
tering (Hassanian-esfahani and javad Kargar, 2018)
prior to indexing. Each candidate fragment is tok-
enized and projected into a 128-dimensional vector.
Fragments exhibiting high similarity are treated as
duplicates, and only a single representative instance
is retained. For the retrieval index, we embed each
CFG-segmented fragment using Nova-1.3B (Jiang
et al., 2025b), a specialized assembly encoder that
effectively captures the semantics, and utilize an
IndexFlatL2 structure wrapped with IndexIDMap
to support precise 1:1 vector-to-fragment mapping.
In detail, we perform a nearest neighbor search to
identify the top-k structurally similar entries. Em-
pirical evaluation with k£ € {1, 3,5} indicates that
k=3 provides the best trade-off between retrieval
accuracy (Top-1: 95.92%, Top-3: 98.61%, Top-5:
98.83%) and noise robustness. Each retrieved entry
consists of an aligned (assembly, LLVM IR) pair.
To construct the prompt (details in Appendix F), we
append the top-k exemplars to the query fragment
ordered by retrieval rank. The resulting context
conditions the general-purpose LLM for IR recon-
struction, the output of which is then passed to the
verification loop.

4.2 Verification-Guided Iterative Refinement

To bridge the semantic gap between probabilistic
generation and formal correctness, we implement
an iterative, feedback-directed inference scheme.
This process leverages both static and dynamic er-
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ror information to guide the model from an initial,
potentially flawed prediction to a functionally valid
result (Appendix F lists the prompts used). First,
we feed the initial inferred LLVM IR to static veri-
fication, utilizing the native LLVM verifier and at-
tempting compilation to detect structural anomalies
such as multiple definitions, SSA violations, and
invalid constant expressions (Appendix D provides
the details). Second, we validate semantic correct-
ness by running the program with a suite of unit
tests. Upon detecting a failure, we aggregate static
diagnostic logs and runtime error traces to con-
struct a targeted feedback prompt. This feedback
guides the model in a subsequent refinement step,
iterating up to a maximum of five times to progres-
sively align the generated IR with strict compiler
constraints and functional specifications.

S Experimental Setup

5.1 Evaluation Datasets

We evaluate BRIDGE on HumanEval-
Decompile (Tan et al., 2024) and MBPP (Austin
et al.,, 2021) datasets on x86-64 and ARMO64
instruction sets under the Linux platform, adapting
both benchmarks to the binary-to-IR lifting
task. To establish ground truth, we compile the
original source code into pre-optimized, canonical
LLVM IR with -00. These programs are then
compiled into binaries using LLVM/Clang v19
across four optimization levels (-00 to -03),
and the corresponding assembly is extracted
via 11lvm-objdump. The resulting inputs vary
significantly in complexity, ranging from 2 to
628 assembly instructions (approximately 21 to
10,647 tokens for the DeepSeek-V3 tokenizer).
All evaluation benchmarks are excluded from our
retrieval database.

5.2 Competitive Baselines

We compare BRIDGE against seven base-
lines, including two rule-based decompilers
RetDec (Kioustek et al., 2017) and MCTOLL (Ya-
davalli and Smith, 2019b) (only supports x86-64),
and five general-purpose LLMs, which are
DeepSeek-V3 (DeepSeek, 2025), ChatGPT-
40 (OpenAl, 2025), Claude Sonnet 4.5 (Anthropic,
2025), Qwen-plus (Tongyi-Lab, 2025), and
Gemini-2 (Google, 2025). All LLMs are accessed
via API interfaces. We execute each evaluation
five times using identical prompts and report
the geometric mean for all metrics. We exclude
LLM Compiler FTD (Cummins et al., 2025)
and Forklift (Armengol-Estapé et al., 2024) due

to a fundamental difference in problem scope.
These methods focus on lifting compiler-emitted
assembly text (such as Clang -S output) rather
than the stripped binaries targeted by our work.

5.3 Metrics

We employ five metrics to evaluate the lifting per-
formance. Re-compilability measures the percent-
age of lifted LLVM IR code that compiles success-
fully without errors. Re-executability measures the
percentage of outputs that pass unit tests. Edit
Similarity quantifies textual fidelity via normal-
ized edit distance (Armengol-Estapé et al., 2024).
For structural evaluation, we report CFG Full
Match Accuracy, which tests for exact graph iso-
morphism (Hagberg et al., 2024), and CFG Similar-
ity, which assesses topological alignment using the
Weisfeiler-Lehman kernel (Siglidis et al., 2020).

6 Experimental Results

6.1 Overall Performance
Table 1 reports the performance of all methods.

Outperforming baselines. BRIDGE outperforms
both rule-based decompilers and general-purpose
LLMs by a significant margin on re-executability
and edit similarity. On the x86-64 HumanEval-
Decompile benchmark, BRIDGE achieves an av-
erage re-executability of 65.2%. While both the
rule-based decompiler MCTOLL and RetDec out-
perform general-purpose LLMs in re-executability,
they still fall short of our approach, indicating
limitations in bridging the semantic gap for com-
plex logic. General-purpose LLMs such as Claude
Sonnet 4.5 struggle to generate executable code
(11.9%). Furthermore, we identify a divergence
in rule-based tools, while RetDec achieves high
re-compilability (92.5% on x86-64 HumanEval),
nearly half of this code fails to execute, indicating
it produces syntactically valid but fails to preserve
the intended semantics. In contrast, BRIDGE main-
tains a strong correlation between compilation and
execution, demonstrating that our feedback loop
enforces both syntactic validity and semantic in-
tegrity.

Robustness to compiler optimizations. A ma-
jor challenge in lifting tasks is the structural en-
tropy introduced by compiler optimizations, which
severely disrupts existing methods. While MC-
TOLL performs competitively in re-compilability
at -00 (77.0%) on x86-64, it degrades sharply at
-03 (54.7%) due to the brittleness of pattern match-
ing. General-purpose LLMs struggle even more
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Re-compilability (%) ‘ Re-executability (%) ‘ Edit Similarity (%)
Dataset Opt. Level -00 -01 -02 -03  Avg. ‘ -00 -01 -02 -03 Avg. ‘ -00 -01 -02 03 Avg.
MCTOLL 872 750 635 628 72.1 770  62.1 547 547 62.1 246 220 21.8 216 22.5
RetDec 939 927 921 915 925 | 555 482 396 378 453 356 355 320 317 33.7
Qwen-plus 25.7 9.5 8.7 6.8 12.7 16.2 9.4 4.1 3.4 8.3 375 256 254 236 28.0
HumanEval-  Gemini-2 33.7 12.2 10.8 10.1 16.7 14.2 4.7 4.1 2.0 6.3 339 235 212 207 24.8
Decompile ChatGPT-40 20.3 9.5 8.8 7.4 11.5 11.5 2.0 2.0 2.0 44 | 418 250 249 235 28.8
Claude Sonnet 4.5 250 274 223 19.5 18.3 18.3 14.0 8.5 6.7 11.9 399 297 299 287 32.0
DeepSeek-V3 304 358 250 223 28.4 14.2 9.5 9.4 7.4 10.1 449 305 30.7  31.0 34.3
BRIDGE 946 905 838 838 88.2 | 85.1 63.5 568 554 652 | 62.8 497 40.6 405 48.4
MCTOLL 848 762 71.0 704 756 | 742 650 604 59.8 64.9 255 258 222 220 239
RetDec 946 954 958 958 954 | 494 480 368 364 42.7 342 340 300 297 32.0
Qwen-plus 362 226 18.6 18.4 240 | 214 8.8 7.8 7.8 115 336 242 239 227 26.1
MBPP Gemini-2 14.6 11.4 11.2 11.0 12.1 6.4 4.6 4.6 3.6 4.8 339 231 228 226 25.6
ChatGPT-40 28.0  20.0 19.4 18.0 214 14.2 7.6 7.6 7.8 9.3 385 229 224 217 26.4
Claude Sonnet4.5 | 40.8 352 332 320 353 294 212 18.0 17.4 21.5 409 286 286 27.1 31.3
DeepSeek-V3 41.0 352 324 310 349 25.0 17.6 14.2 15.6 18.1 40.8 266 265 255 29.9
BRIDGE 932 888 866 824 87.8 824 626 59.8 56.6 654 | 613 399 389 389 44.8
ARMG64
Re-compilability (%) \ Re-executability (%) \ Edit Similarity (%)
Dataset Opt. Level -00 -01 -02 03 Avg. ‘ -00 -01 -02 03 Avg. ‘ -00 -01 -02 03 Avg
RetDec 939 921 927 927 92.8 0 0.6 0.6 0.6 0.5 338 340 321 31.8 329
Qwen-plus 26.2 1.1 18.5 13.6 17.4 8.5 0.6 1.2 2.5 32 352 251 257 259 28.0
HumanEval- Gemini-2 7.9 6.8 4.9 6.8 6.6 1.2 0.0 1.2 1.2 0.9 325 225 235 229 25.4
Decompile ChatGPT-40 20.1 11.7 9.3 10.5 12.9 8.5 3.1 1.2 1.2 3.5 313 230 236 235 25.4
Claude Sonnet 4.5 104 262  20.1 22.0 19.7 79 11.0 7.9 79 8.7 385 275 279 275 30.4
DeepSeek-V3 274 426 340 355 34.6 134 10.5 8.6 7.4 100 | 419 277 283 282 31.6
BRIDGE 780 652 634 628 674 | 640 427 384 372 45.6 | 594 458 438 427 48.0
RetDec 960 934 934 932 94.0 0.2 0.4 0.4 0.4 04 | 322 318 298 294 30.7
Qwen-plus 36.0 253 23.0 225 26.7 19.6 9.4 8.6 8.2 11.5 338 24l 244 250 26.9
Gemini-2 19.6 16.6 14.1 13.1 159 6.0 4.5 52 5.7 5.3 342 229 236 232 26.0
MBPP ChatGPT-40 332 18.2 16.2 15.6 21.4 18.2 7.8 7.0 6.8 10.0 | 306 220 222 224 24.3
Claude Sonnet 4.5 16.8 222 224 228 21.1 12.0 11.6 11.0 11.0 114 | 389 255 262 266 29.3
DeepSeek-V3 392 464 446 423 43.1 17.6 15.9 15.7 15.5 162 | 402 245 255 253 29.0
BRIDGE 89.4 751 67.1 69.4 752 | 61.1 377 349 349 42.1 528 46.6 450 455 47.5

Table 1: Comparison of binary-to-LLVM IR lifting performance among BRIDGE, the rule-based decompiler RetDec
and MCTOLL (x86-64 only), and five general-purpose LLMs. The evaluation covers the HumanEval-Decompile
and MBPP benchmarks across x86-64 and ARM64 architectures under four compiler optimization flags (-00—-03)

in recompilability, re-executability, and edit similarity.

severely. For instance, DeepSeek-V3 sees its re-
executability drop to 7.4% under aggressive opti-
mization. In contrast, BRIDGE maintains robust
performance in both re-executability and edit simi-
larity, demonstrating that structure-aware retrieval
effectively mitigates topological distortion to re-
cover high-level semantics.

Cross-architecture generalization. The ARM64
results validate the architecture-agnostic nature
of our approach. Rule-based tools like MC-
TOLL lack support for ARM64, and while
RetDec supports the architecture, it fails com-
pletely in semantic recovery, yielding negligible
re-executability (about 0.5% across benchmarks).
Detailed analysis reveals that RetDec struggles
to resolve callee addresses and prototypes on
ARM64, generating non-executable placeholders
like _decompiler_undefined_function_. How-
ever, the edit similarity remains high because the
tool correctly lifts the remaining standard instruc-
tions, preserving textual structure despite the func-
tional failure. Similarly, general-purpose LLMs
also struggle with the ARM64 context. For in-

stance, on the ARM64 HumanEval-Decompile
benchmark, Gemini-2 achieves only 0.9% re-
executability. BRIDGE significantly outperforms
these baselines, averaging 42.1%. The cross-
architectural performance consistency of BRIDGE
confirms that combining control flow aware re-
trieval with iterative feedback refinement estab-
lishes a robust structural invariant, enabling effec-
tive generalization across diverse architectures.

6.2 Structural Reconstruction Analysis

Figure 5 presents the recovered CFG accuracy of
the lifted LLVM IR. BRIDGE performs best in re-
covering the correct program CFG among seven
baselines. On x86-64 HumanEval-Decompile, it
achieves a CFG Full Match Accuracy of 25.9%,
compared to just 3.6% for DeepSeek-V3. This
advantage persists on ARM64, where BRIDGE
achieves 17.7% exact matches on MBPP. The high
CFG similarity scores (>94% on x86-64) indicate
that our retrieval mechanism effectively imposes
structural constraints, preventing the control-flow
hallucinations common in standard LLMs.
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| Re-compilability (%) |

Re-executability (%) \ Edit Similarity (%)

Opt. Level ‘ -00 -01 -02 -03  Avg. ‘ -00 -01 -02 03 Avg. ‘ -00 -01 -02 -03  Avg.
Basic Block level 675 50.6 445 364 49.8 | 56.1 236 209 202 302 | 627 412 402 398 46.0
Control flow level | 70.9 60.8 541  54.1 60.0 | 56.1 284 270 25.7 343 | 650 499 428 415 49.8
Function level 717 534 534 473 580 | 635 223 17.6 16.2 299 | 649 412 409 393 46.6

Table 2: BRIDGE with RAG at different retrieval granularities on the HumanEval-Decompile dataset (x86-64).

‘ Re-compilability (%) ‘ Re-executability (%) ‘ Edit Similarity (%)
Opt. Level ‘ -00 -01 -02 03 Avg. ‘ -00 -01 -02 -03 Avg. ‘ -00 -01 -02 -03  Avg.
Without error feedback | 70.9  60.8  54.1 54.1 60.0 | 56.1 284 270 257 34.3 65.0 499 428 415 49.8
With error feedback 946 905 838 838 882 | 8.1 635 568 554 65.2 628 49.7 40.6 405 484

Table 3: BRIDGE with and without error feedback on the HumanEval-Decompile dataset (x86-64).
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Figure 5: LLVM IR CFG reconstruction performance on

the HumanEval-Decompile and MBPP datasets across
x86-64 and ARM64 architectures.
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Figure 6: t-SNE visualization of the semantic refinement
trajectory for one test case (ID:132) in the HumanEval-
Decompile dataset. We project the latent embeddings of
the lifted LLVM IR using IR2vector (VenkataKeerthy
et al., 2020). The paths trace the evolution from the ini-
tial input through five iterative refinement cycles toward
the Ground Truth (Red Star).

6.3 Lifting Direction Correction

Figure 6 shows the semantic convergence of the
lifted LLVM IR. Trajectories initiate from the rule-
based baseline (MCTOLL) and trace the refinement
steps. We observe that initial embeddings for all
optimization levels cluster in a region distant from
the Ground Truth, indicating that rule-based lifting
consistently delivers representations that are struc-
turally distinct from the ground truth. For input
compiled with the -00 flag, our approach bridges
this semantic gap in a single step (blue trajec-

tory), confirming that low-entropy input facilitates
straightforward recovery. In contrast, high-level op-
timized binaries (-01—-03) necessitate a multi-step
iterative refinement process. These trajectories ex-
hibit gradual, stepwise progression, demonstrating
the BRIDGE’s effort to incrementally disentangle
the complex structural distortions introduced by op-
timization before converging to the target semantic
neighborhood.

6.4 Ablation Studies

Multi-level RAG for IR reconstruction. Table 2
evaluates the lifting performance using basic-block,
control-flow, and function-level retrieval granulari-
ties without the iterative refinement scheme. The re-
sults show that control-flow level retrieval achieves
the highest average re-compilability (60.0%), re-
executability (34.3%) and edit similarity (49.8%).
While function-level retrieval excels at -00 (63.5%
re-executability) by leveraging intact high-level se-
mantics, it suffers severe degradation at -03 (drop-
ping to 16.2%) as compiler transformations distort
the global function topology. Conversely, basic-
block retrieval lacks sufficient structural context,
resulting in the worst overall performance. The
results demonstrate that control-flow-aware seg-
mentation captures structural context to preserve
semantics while remaining fine-grained, thereby
remaining resilient to global structural distortions
introduced by high optimization levels.

With and without error verification scheme. Ta-
ble 3 demonstrates the impact of our iterative error
feedback mechanism on lifting performance. The
data shows that feedback is essential for functional
correctness, as it nearly doubles the average re-
executability from 34.3% to 65.2%. This gain is
especially visible in highly optimized code, where
-03 performance increases from 25.7% to 55.4%.
These results confirm that the feedback loop re-
solves subtle semantic errors, such as type mis-
matches, that the initial generation often misses.
Interestingly, this improvement in executability
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Re-exec. (%)

Edit-sim. (%) CFG full /sim. (%)

Configuration Initial lifter (%) Re-comp. (%)
Hybrid pipeline RetDec 89.0
BRIDGE (full) DeepSeek-chat 88.2

61.4 34.7
65.2 48.4

0.3/ 66.5
26.9/97.8

Table 4: The impact of different initial lifters under the same iterative refinement scheme on the HumanEval-

Decompile dataset (x86-64).

Setting Re-comp. (%) Re-exec. (%) Edit-sim. (%) CFG full (%) CFG sim. (%)
Human-written tests 88.2 65.2 48.4 26.9 97.8
LLM-generated tests 89.9 60.8 46.8 25.2 95.4
Structural only (no tests) 87.2 53.5 50.6 23.7 96.1

Table 5: Impact of test availability on iterative refinement. “Structural only” uses verifier/compilation diagnostics
without runtime tests on the HumanEval-Decompile dataset (x86-64).

happens without a corresponding increase in edit
similarity, which remains effectively flat (49.8%
vs. 48.4%). This decoupling suggests that the feed-
back process prioritizes logical validity over strict
textual adherence to the reference code, modifying
the output to satisfy the compiler even if it diverges
slightly from the exact ground truth structure.

Rule-based lifter as the initial reference. To eval-
uate the impact of different initial lifters, we con-
struct a hybrid pipeline that uses the rule-based
lifter RetDec to produce the initial LLVM IR, while
keeping the same refinement scheme for the sub-
sequent iterative refinement. Table 4 shows that
initializing from RetDec yields slightly higher re-
compilability (89.0% vs. 88.2%), but it substan-
tially degrades semantic and structural fidelity. In
particular, re-executability drops from 65.2% to
61.4%, edit similarity decreases from 48.4% to
34.7%, and CFG recovery collapses. These results
suggest that a rule-based initial draft can be verifier-
clean yet structurally misaligned with the canonical
target, and such structural distortions are difficult
to fully correct through refinement.

Test Availability and Automatic Test Genera-
tion. Human-written tests are often unavailable in
real binary-only deployments, unlike HumanEval-
Decompile and MBPP. We therefore compare
three settings: (i) human-written tests, (ii) LLM-
generated tests from 11vm-objdump disassembly
(DeepSeek-chat), and (iii) no tests (structural
feedback only). For LLM-generated test cases
(DeepSeek-chat), all generated tests are syntac-
tically correct, and 98.7% compile successfully.
However, only 51.4% of the compiled tests pass
execution. For subsequent experiments, we retain
up to five automatically generated test cases per
function that execute successfully. Table 5 shows
that LLM-generated tests recover most of the ben-
efit of human tests: re-compilability is compara-

Iteration \ Re-executability (%) Edit Similarity (%)

0 34.3 49.8

1 44.1 443
3 58.4 483
5 65.2 484
7 65.8 473
10 66.9 47.7

Table 6: Impact of the iterative refinement count on
BRIDGE performance on the HumanEval-Decompile
dataset (x86-64). k = 0 represents the initial inference
without feedback.

ble (89.9% vs. 88.2%) with only a modest drop
in re-executability (60.8% vs. 65.2%). In contrast,
removing tests reduces re-executability to 53.5%.

Impact of iterative refinement. Table 6 analyzes
the efficacy of our feedback-guided refinement loop
by varying the number of iterations (k). We observe
that re-executability improves significantly in the
early stages, increasing by 21.1% from k = 0 to
k = 5. In edit similarity, BRIDGE achieves 49.8%
at k = 0, as it learns from retrieved templates.
However, re-executability is low (34.3%) due to
semantic hallucinations. At k = 1, similarity drops
sharply to 44.3% as the model executes aggres-
sive syntactic restructuring to satisfy the verifier,
effectively sacrificing textual fidelity for structural
validity. However, as the logic converges (k = 3
to 5), similarity rebounds to 48%. This recovery
confirms that the feedback loop actively aligns the
code with the canonical ground truth, rather than
merely applying syntactic fixes. Beyond k£ = 5,
we observe diminishing returns in re-executability.
Furthermore, excessive iterations (k = 10) prove
detrimental to structural stability. Consequently,
we adopt k = 5 as the threshold to balance func-
tional correctness with computational efficiency.

Downstream analyzability A key motivation for
lifting binaries to canonical LLVM IR is to en-
able downstream compiler and security analyses
in source-unavailable settings. We therefore eval-
uate analysis-friendliness using SVF (Sui and
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Metric LLM4Decompile+clang BRIDGE  Description

SVF rate 81.7% 85.5% How often SVF can run successfully. If the IR is invalid or malformed, SVF terminates. Higher values
indicate that the IR is more tool-ready.

VASS 1.05 1.02 Measures how “confused” SVF is about pointer relationships. Smaller values indicate more precise
pointer disambiguation.

PCR 80.4 114.7 Indicates how much pointer semantics SVF can understand and track. Higher values mean the IR

preserves clearer pointer types and flows, enabling more complete pointer/value-flow graphs.

Table 7: Comparison of downstream analysis capability using SVF between a Binary-to-C-to-IR baseline
(LLM4Decompile) and BRIDGE, which directly generates canonical LLVM IR.

Xue, 2016), a representative pointer/value-flow
analysis framework. We compare our method
against a strong Binary-to-C-to-IR pipeline base-
line (LLM4Decompile (Tan et al., 2024)+clang)
with our direct IR lifting on the same HumanEval
functions. We report (i) SVF completion rate,
which measures whether SVF can successfully pro-
cess the lifted IR under a fixed configuration, and
(ii) two pointer precision/coverage indicators: av-
erage VFG alias set size (termed as VASS, lower
is better) and pointer coverage ratio (higher is bet-
ter). The SVF results in Table 7 indicate that our
direct IR lifting produces LLVM IR that is more
usable for downstream pointer/value-flow analysis
than the Binary-to-C-to-IR baseline.

7 Related Work

Symbolic and rule-based IR recovery. Re-
covering compiler IR from binaries is founda-
tional for analysis tasks like malware inspection.
Traditional symbolic approaches, such as Mc-
Sema (Bits, 2021), LLVM-MCTOLL (Yadavalli
and Smith, 2019b), RetDec (Software, 2017), and
RevGen (S2E Team, 2020), rely on determinis-
tic transformation rules to map instructions to IR.
While effective for unoptimized code, these meth-
ods struggle with the stochastic nature of aggres-
sive optimizations (e.g., —-03), frequently failing to
reconstruct SSA form or resolve indirect control
flow. Although recent work (Wodiany et al., 2024)
introduces debloating and structuring techniques,
they often lack generalizability or prioritize code
size over the semantic precision required for high-
fidelity analysis.

Neural sequence generation for decompilation.
Recent works like LLM4Decompile (Tan et al.,
2024) demonstrating success in inferring high-level
C semantics from binaries. However, lifting to
LLVM IR presents a distinct constrained genera-
tion challenge, requiring strict adherence to rigid
compiler semantics that standard LLMs often vio-
late. Recent studies highlight that aligning LLMs
with LLVM IR semantics remains a significant
challenge in representation learning (Zhang and
Leach, 2025). Furthermore, approaches like Meta’s

LLM Compiler FTD (Cummins et al., 2025) and
Forklift (Armengol-Estapé et al., 2024) typically
target compiler-emitted assembly text rather than
stripped binaries, relying on metadata absent in
true decompilation scenarios. BRIDGE addresses
these limitations by leveraging structure-aware re-
trieval to enforce strict semantic compliance within
a general-purpose generation framework.

Retrieval-augmented generation for code
RAG (Lewis et al., 2020) effectively enhances
code synthesis by conditioning generation on
external context. However, its application to
low-level binary analysis remains underutilized.
Existing methods (Wang et al., 2025) focus on
high-level source code, lacking mechanisms to
model the non-linear topology of assembly. While
token-based retrieval for binaries exists (Cao
et al., 2024), it does not account for complex IR
dependencies. BRIDGE advances this domain
by pioneering a control-flow-aware RAG system
specifically for binary-to-IR lifting, utilizing
fine-grained alignment to outperform generative
baselines in structural fidelity.

8 Conclusion

We have presented BRIDGE, a control-flow-aware
RAG framework to lift stripped binaries to canon-
ical and analysis-friendly compiler IR. By lever-
aging control-flow-aware retrieval as context and
utilizing iterative compiler feedback, our approach
effectively recovers the structural patterns obscured
by aggressive optimization flags. BRIDGE miti-
gates the hallucination issues inherent in general-
purpose LLMs and overcomes the rigid fragility
of traditional rule-based lifting, offering a robust
solution for automated binary analysis. Extensive
evaluation on x86-64 and ARM64 instruction sets
demonstrates that BRIDGE achieves state-of-the-art
performance.

Online materials The evaluation datasets and
code are available in our repository: https://
github.com/Azhu-c/BRIDGE-rag.
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A Motivating Case Study: Lifting
Optimized Binaries

To illustrate the challenges addressed in this work,
we attempt to lift an aggressively optimized (-03)
binary back to its pre-optimized, canonical LLVM
IR representation (-00). Figure 7 presents the com-
plete transformation pipeline used in our evalua-
tion. The process begins with the reference ground
truth LLVM IR (Figure 7a), which uses conditional
if-else control flow to perform arithmetic opera-
tions, either doubling or bit-shifting variable a and
combining the result with variable b.

To create the optimized binary, we compile this
LLVM IR using Clang (version 19) (LLVM Project,
2025) with the -O3 flag. The decompilation task be-
gins by disassembling the optimized binary into as-
sembly code with llvm-objdump (LLVM Project,
2025). This assembly code is then used as input for
various decompilers, which attempt to reconstruct
the LLVM IR.

Figure 7 compares the lifting results of six ap-
proaches for converting -03 optimized assembly
code to canonical LLVM IR (-00). These include
the LLVM-based decompiler MCTOLL (Yadavalli
and Smith, 2019b), the Meta fine-tuned LLM Com-
piler FTD (Cummins et al., 2025), and two general-
purpose large language models: ChatGPT-40 (Ope-
nAl, 2025) and DeepSeek-V3 (DeepSeek, 2025).
Additionally, we explore two variants that integrate
RAG with two general-purpose LLMs. RAG re-
trieves similar code segments from the ExeBench
dataset (Armengol-Estapé et al., 2022) to construct
contextual prompts, which enhances the decompi-
lation process. Table 8 reports the lifting perfor-
mance using three metrics:

* Re-executable assesses whether the recon-
structed LLVM IR executes all test cases cor-
rectly, ensuring functional equivalence to the
original program.

* Edit Similarity (Armengol-Estapé et al.,
2024) measures the similarity between the
lifted LLVM IR and the ground-truth LLVM
IR. It yields a score between 0 and 100%,
where higher values indicate better syntactic
and semantic preservation.

* CFG Match evaluates whether the recon-
structed LLVM IR recovers the original
if —else branching logic from the machine
code.

LLVM MCTOLL (Yadavalli and Smith, 2019b)
is a tool within the LLVM ecosystem designed
for binary lifting by applying manually designed
transformation rules. While it can lift optimized
binaries into functionally correct LLVM IR, the re-
sulting code structurally diverges from the original.
It replaces explicit control flow like (e.g., if-else)
statements with select instructions and low-level
arithmetic. This process obscures high-level se-
mantics, which complicates further analysis of the
code.

LLM Compiler FTD (Cummins et al., 2025) is
fine-tuned to reconstruct LLVM-IR from assem-
bly code. The model’s inferred results, however,
exhibit significant semantic errors. It incorrectly
generates a return of an undefined value (undef).
This failure to reconstruct essential arithmetic op-
erations and conditional (if-else) control-flow
structures from the assembly input highlights its
limitations. A key distinction is that LLM Com-
piler FTD targets the lifting of compiler-emitted
assembly text (such as output from Clang -S), not
the disassembly produced from raw binaries using
tools like 11vm-objdump. The latter form of as-
sembly, which is the focus of this paper, differs
significantly by including stripped symbols and
indirect control flow.

General-Purpose LLMs. ChatGPT-40 success-
fully infers the arithmetic logic, but it fails to re-
cover the canonical control flow graph. Instead of
reconstructing the original if-else hierarchy, it gen-
erates a flattened, linearized representation using
select instructions, effectively acting as a transla-
tor for the optimized assembly rather than a true
lifter. DeepSeek-V3 produces a highly concise and
semantically correct implementation, but it funda-
mentally fails the "De-optimization" objective. In
fact, it generates code that resembles optimized
LLVM IR (e.g., after mem2reg and simplifycfg
passes) rather than the target pre-optimized (-O0)
form. Despite capturing core computations like
shift and add, both General-Purpose LLMs fail to
recover the original if-else control flow, limiting
structural fidelity.

General-Purpose LLMs with Our RAG Scheme.
To evaluate the impact of RAG on LLVM IR re-
construction, we integrate RAG modules that sup-
ply semantically similar assembly-IR pairs to the
two LLMs. The outputs generated by ChatGPT-40
and DeepSeek-v3, when guided by our control-
flow-aware RAG scheme, demonstrate a signifi-
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(a) LLVM IR (Source code)

store i32 %a, ptr %a.addr, align 4
store 132 %b, ptr %b.addr, align 4
%0 = load 132, ptr %a.addr, align 4
Yocmp = icmp sgt 132 %0, 0

if.then:
%1 = load i32, ptr %a.addr, align 4

%add = add nsw 132 %mul, %2
store i32 %add, ptr %retval, align 4
br label %return

if.else:
%3 = load 132, ptr %a.addr, align 4
%oshl = shl i32 %3, 3
%4 = load 132, ptr %b.addr, align 4
Y%sub = sub nsw 32 %shl, %4
store i32 %sub, ptr %retval, align 4
br label %return

return:
%5 = load i32, ptr %retval, align 4
ret i32 %5

}

S

define dso_local i32 @func0(i32 %a, i32
{

br il %cmp, label %if.then, label %if.else

#include <stdio.h>

Y

Asm. —»

LLVM-

(b) MCTOLL

@c dso_local i32 @func0(i64 %argl, 64 %arg2) (
entry:
memref-idxreg = mul 64 8, %arg]

% 1 b
ng - %ECX = trunc 164 %memref-idxreg to i32
entry: Cla g 03 %0 = trunc i64 %arg?2 to i32
Yeretval = alloca 132, align 4 . %ECX1 = subi32 %ECX, %0 o
%a.addr = alloca 132, align 4 Binary %1 -Oca]l {i32,il } @llvm.usub.with.overflow.i32(i32 %ECX,
b.addr = alloca i32, align 4 code %CF:emeclva ue { 32, il ) %1, 1

mp eq i32 %ECXI, (
=and 32 2|474sws F%ECX1

my

e (32,11 ) @livm.ssub.with.overflow.i32(i32 %ECX,
132 %0)

%OF = extractvalue { i32, il } %2, 1

%3 = and i32 %ECX1, 255

%4 = call i32 @llvm.ctpop.i32(i32 %3)

%5 = and i32 %4, |

9%PF = icmp eq i32 %5, 0

%6 = trunc i64 %argl (0 i32

%mul = mul nsw i32 %1, 2 %7 = trunc i64 %eargl to i32
%2 = load 132, ptr %b.addr, align 4 i %8 = and 132 %6, %7
o L 8 objdump ohighbit2 = and 132 -2147483648, %8
%SF3 = icmp ne 132 %highbit2, 0
%ZF4 = iemp eq i32 %8, 0
3._ %8, 2:

Gomemref-idxregb = mul 164 2, %argl
Yomemref-basereg = add i64 %arg2, %memref-idxreg6
%EAX = trunc i64 %memref-basereg to 132
%ZFCmp_CMOVLE = icmp eq il %ZF4, true
%SFOFCmp_CMOVLE = icmp ne i1 %SF3, false
9%Cond_CMOVLE = or il %ZFCmp_CMOVLE,
%SFOFCmp_CMOVLE
%CMOV = select il %Cond_CMOVLE, i32 %ECXI,
ret 32 %CMOV }
declare { 32, i1 } @llvm.usub.with.overflow.i32(i32, i32) #0
declare { 32, i1 } @llvm.ssub.with.overflow.i32(i32. i32) #0
@am 132 @Ilvm.ctpop.i32(i32) #0

132 %EAX

(c) LLM Compiler FTD

define dso_local i32 @func0(i32 noundef %0, i32 noundef %1)

\/

(d) Chatgpt-40

(e) DeepSeek-V3.2

define i32 @funcl(i32 %rd, i32 Gesi) {

%0 = sext 1'%2 7nrd| 0164
ul i64

%3 = sub ﬂ 2, %csl
God = 2 %rdi,
o d i32 %4, %eﬂ

= icmp sle 32 %rdi, 0
%7 = select il %6, i32 %3, 32 %5
reti32 %7

}

-
(f) Chatgpt-4o0 with RAG

define i32 @func0(i32 700 32 %1){
%1 = mul nsw 132 %edi,
%2 = sub nsw 32 %1, %e\l

%3 = icmp sgt 132 %edi, 0
%4 = shl 32 %edi, |

%5 = add nsw i32 %4, %esi
%6 = select il %3, 132 %5, 132 %2
ret i32 %6

)

(g) DeepSeek-V3.2 with RAG

(define dso_local i32 @func0(i32
nnunde' 9%x, 132 noundef %y) #0 {

ntry:
/ﬂ‘el\/ al = alloca i32, \lwn 4

%y.addr = alloca i32, Jllgn 4
store i32 %x, ptr %x.addr, align 4
store i32 %y, ptr %y.addr, align 4
%0 = load 32, ptr %x.addr, align 4
%1 = load i32, ptr %y.addr, align 4
omul 1 ul nsw i32 %0, 8
%esub = sub nsw 32 %mull, %1
Geemp = icmp sgt i32 %0, 0.
9%emul2 = mul nsw i32 %0, 2
%add = add nsw i32 %1, %mul2
Yeres = select il ecmp, 132 %add, i32

Jesub
store i32 %res, ptr %retval, align 4

%2 = load 132, pir %retval, align 4

reti32 %2
}

define dso_local i32 @func0(i32
noundef %x, i32 noundef %y) #0 {
entry:

align 4
%0 = load i32, pir %x.addr, align 4
%cmp = iemp sgt 132 %0, 0
br il %cmp, label %if.then, label
%if.else

if.then:
%1 = load i32, pir %y.addr, align 4
%2 = load i32, pir %x.addr, align 4
Jemul = mul nsw i32 %2, 2
Yoadd = add nsw i32 %1, %mul
store 132 %add, pir %retval, align 4
br label %return

if.else:
%3 = load 132, ptr %x.addr, align 4
hl 32 %3, 3
d i32, ptr %y.addr, align 4
sub nsw i32 %shl, %4
store 32 %sub, ptr %retval, align 4
br label %return

return:

\ local_unnamed_addr #0 {

int funcO(int a, int b) { ret i32 undef
}

if (a>0) {
return a * 2 + b;

%S = load 132, pir %retval, align 4
ret i32 %5
}

} else {

return (a << 3) - b;
}
U

Readable high-level code

4

Figure 7: Decompilation results of various approaches (b - g) to the ground truth (a).

Method Re-executable Edit Sim. (%) CFG Match.
MCTOLL v 31.6 X
LLM Compiler FTD X 11.0 X
ChatGPT-40 v 32.0 X
ChatGPT-40+RAG v 65.0 X
DeepSeek-v3 v 30.0 X
DeepSeek+RAG v 85.9 v

Table 8: Comparison of different lifting methods in
re-executable, edit similarity, and branch recovery on
x86-64.

cant behavioral shift compared to their unguided
counterparts. The retrieved exemplars serve as ef-
fective constraints, enforcing alignment with the
target pre-optimized IR’s memory model and con-
trol flow topology. ChatGPT-40 with RAG (Fig-
ure 7f) successfully incorporates key structural ele-
ments that are absent in its unguided generation. It
correctly adopts the canonical pre-optimized mem-
ory model, deploying alloca instructions for local
variables (%x.addr, %y.addr) alongside the req-
uisite load/store operations. Furthermore, the
arithmetic logic is correctly inferred (multiplica-
tion/addition and shift/subtraction). However, a
critical structural deviation persists: the model fails
to reconstruct the explicit conditional branching
of the source. Instead, it retains the flattened, lin-
ear topology inferred from the optimized assembly
and implements the logic via a select instruction.

This result indicates that while RAG successfully
enforces memory model conventions, it does not
fully override ChatGPT-40’s strong bias toward the
optimized, flat structure. Consequently, the refined
output improves Edit Similarity to 65%, however,
it still fails functional correctness and does not
match the original control-flow graph. In contrast,
DeepSeek-v3 with RAG (Figure 7g) demonstrates
a successful lift to the canonical target form, satis-
fying both functional and structural requirements.
Similar to ChatGPT-4o, it correctly synthesizes the
alloca/load/store memory model required for
the -00 target. Crucially, however, the model suc-
cessfully reconstructs the explicit CFG. It generates
distinct basic blocks for the conditional branches
(if.then, if.else) connected by conditional br
instructions, achieving a topology that aligns with
the Ground Truth.

Insight. Lifting optimized binary code back into
pre-optimized, canonical IR is challenging, primar-
ily due to aggressive compiler optimizations (e.g.,
-03) that obscure high-level control structures by re-
placing them with low-level, performance-oriented
instructions. This transformation complicates ac-
curate reconstruction, a task that general-purpose
LLMs struggle with due to their limited understand-
ing of LLVM IR’s specific semantics, including
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Figure 8: Distribution of input assembly lengths (mea-
sured by the number of instructions) in the HumanEval-
Decompile-IR benchmarks.

strict SSA rules and type correctness. To over-
come these limitations, we provide LLMs with
contextually relevant code examples to assist in
LLVM IR reconstruction. Our results show that
general-purpose LLMs, when equipped with a suit-
able RAG module that retrieves relevant LLVM IR
content, their reconstruction accuracy improves
significantly. This enhancement allows them to re-
cover both arithmetic logic and control-flow struc-
tures, even from highly optimized binaries.

B Impact of Input Length on
Decompilation Performance

We also investigate the impact of assembly code
length on the lifting performance of BRIDGE. Fig-
ure 8 illustrates the distribution of function lengths
in the HumanEval-Decompile dataset, where the
majority concentrate in the 40—60 (166 functions)
and 20—40 (145 functions) instruction ranges. Fig-
ure 9 compares BRIDGE with seven baselines
across six evaluation metrics: re-compilability,
re-executability, edit similarity, node accuracy
(measuring whether the number of nodes matches
the ground truth), CFG full-match accuracy, and
CFG similarity. The evaluation covers input
lengths ranging from 2 to 394 instructions (ap-
proximately 42 to 8,325 tokens). We can ob-
serve that general-purpose LLMs exhibit a sharp
performance degradation as function complex-
ity increases. In the range of [2, 20] instruc-
tions, general-purpose LLMs achieve an average
re-executability of 31.5%. When the instruction
count exceeds 60, re-executability drops below 5%
for all models except DeepSeek-V3, which retains
a marginally higher rate of 7.0%, making them
ineffective for non-trivial functions. In contrast,
BRIDGE significantly extends this effective win-
dow. It maintains robust functional correctness well
into medium-length sequences, achieving 56.6%
re-executability at [60, 80] instructions, whereas
ChatGPT-40 exhibits the lowest re-executability

among all general-purpose LLMs at 1.0%, demon-
strating that structure-aware retrieval effectively
mitigates the context erosion that typically hampers
standard LLMs. For the longest sequences ([ 140,
395] instructions), we observe a divergence be-
tween structural recovery and functional precision.
While BRIDGE maintains high Re-compilability
(61.5%) and CFG Similarity (75.5%), far outper-
forming the best LLM baselines (4.2% and 62.0%,
respectively), its Re-executability drops to 15.4%.
This indicates that while our approach successfully
preserves the global topology and syntactic valid-
ity of massive functions, the accumulation of mi-
nor probabilistic errors in specific logic statements
eventually disrupts end-to-end execution. Notably,
in the extreme long-tail ([140, 395] instructions),
the rule-based MCTOLL surpasses BRIDGE in re-
executability (30.8% vs. 15.4%), despite yield-
ing significantly lower edit similarity (29.2% vs.
47.6%). The results show that for monolithic func-
tions, the fixed logic of rule-based systems avoids
the “hallucination drift’ that can affect LLMs. Al-
though these complex functions are rare (about 4%
of the HumanEval-Decompile), we can address this
in future work by using a rule-based lifter like MC-
TOLL as a reference. By combining our approach
with deterministic instruction translation, we can
improve recovery ability for these long inputs.
Figure 10 presents the lifting performance of
BRIDGE across varying optimization levels and in-
put instruction counts. We can observe a decline in
re-executability at higher optimization levels(from
-01 to -03), as input length increases. This trend in-
dicates that aggressive transformations, such as in-
lining and loop restructuring, introduce functional
complexities that challenge the BRIDGE in long-
context scenarios. Augmenting the retrieval cor-
pus with targeted -03 patterns can help mitigate
this degradation. Regarding textual fidelity, the
BRIDGE maintains a robust average edit similarity
of 48.4%, peaking at 80.9% for -00. However, this
metric decreased in the long-tail regime (140-395
instructions, accounting for 4% of the HumanEval-
Decompile). This indicates that while BRIDGE
can reconstruct high-level semantics for standard-
complexity functions, it remains a challenge for
extremely long, highly optimized function bod-
ies. Conversely, CFG similarity remains consistent
across all optimization levels, demonstrating that
our structure-aware retrieval mechanism success-
fully preserves the global control topology even
under significant local instruction distortion.
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Figure 9: BRIDGE lifting performance comparison across different input assembly code lengths of HumanEval-

Decompile dataset (x86-64).

—o—-0) —8—-O] —8—-02—e—-03

—— -O() =8 -0 ] =8 -02 —o—-03

—— -O() =~ -0 ] —8—-02 —o—-03

110 100 90
§100< /\ \ § 30 k&’\ §80-
g N
2 90 £ \ \ 2701
5 80+ B8 g
= E \| =60
2. 704 2 40 g
£ 60 2 & 501
(5} =
E 50 V \_\: &5 201 840-
40 0 301
Q\ Q\ Q\ q\ Q\ u\ Q\ 5\ u\ Q\ Q\ q\ Q\ u\ n\ 5\ N Q\ Q\ Q\ u\ Q\ n\ 5\
QP oo @%& \Soﬂ\q’m \E\m 0¥ et "“q’x \0@@ \& o¥ St @% \S\@\m \E oF
Number of Instructions Number of Instrucuons Number of Instructions
(a) Re-compilability (%) (b) Re-executability (%) (c) Edit Similarity (%)
50 7—\-00—.—»01—0—-02—.—-03 50 7—\-00—0—-01—0—-02—.—-03 100 ——-O() 8 -0 ] —8—-02 —8—-03
40 /\ 40 Za\ E ol
wl/ VNl VN g :
30 230 g
3 \ \ s \ = 60
3 =]
S\ }Q\ \o/| 22 Wi '
Q —_—
g 10 AN =10 \ © 40 7
= VAN 5L IN \ I°
0 20

fp\ Q@\ @\ q,q\ O D (3 95
Q~ \@~0¢Q~ \b(Qe

Number of Instructions

(d) Node Accuracy (%)

fp\ 0@\ @\ q,o\ RROURCNPCEN
Q~ \QU\\Q,W \b(Qe

Number of Instructions

(e) CFG Full Match Accuracy (%)

'LQ\ Qb‘ & @\ @\Q >QQSQ )’LQ\Q ﬂ\@\gfﬁ‘f’\
ARG
Number of Instructions

(f) CFG Similarity (%)

Figure 10: BRIDGE’s performance across varying input assembly code lengths and optimization levels on the

HumanEval-Decompile dataset (x86-64).

C General-purpose LLMs with Our
RAG-enhanced Framework

Table 9 evaluates the portability of our approach
by applying the structure-aware RAG and iterative

feedback (IF) mechanisms to four general-purpose
LLMs. The results show that our framework con-
sistently enhances baseline performance, yielding
average improvements of 42.0% in re-compilability
and 34.6% in re-executability across all models,
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| Re-compilability (%)

Re-executability (%) \ Edit Similarity (%)

Opt. Level | -00 -01 -02 -03  Avg. | -00 -01 -02 -03  Avg. | -00 -01 -02 -03  Avg.
Qwen-plus 25.7 9.5 8.7 6.8 12.7 16.2 9.4 4.1 3.4 6.8 | 375 23.6 256 254 28.0
Qwen-plus (w/ RAG and IF) 69.6 581 541 50 579 | 514 405 385 378 42.1 544  40.6 398 409 439
Gemini-2 337 108 12.2 10.1 16.7 14.2 4.1 4.7 2.0 6.3 339 235 212 207 24.8
Gemini-2 (w/ RAG and IF) 729 595 588 554 61.7 | 568 432 399 392 448 | 59.7 433 421 42.6 46.9
ChatGPT 40 20.3 7.4 9.5 8.8 11.8 11.5 2.0 2.0 2.0 44 | 418 235 250 249 28.8
ChatGPT 40 (w/ RAG and IF) 574 48,6 453 432 486 | 426 372 358 358 382 | 504 41.1 418 413 43.6
Claude Sonnet 4.5 250 274 195 223 18.3 18.3 14.0 8.5 6.7 119 | 399 287 297 299 32.0
Claude Sonnet 4.5 (w/ RAG and IF) | 70.1 604 543 530 595 | 506 476 378 354 428 | 497 405 415 495 453
BRIDGE 946 905 838 838 882 | 8.1 635 568 554 652 | 62.8 497 406 405 48.4

Table 9: Performance of four general-purpose LLMs augmented with our structure-aware RAG database and
iterative feedback (denoted as w/ RAG and IF) on the HumanEval-Decompile dataset (x86-64).
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feedback refinement.

Figure 11: Distribution of error types in BRIDGE under one-shot inference compared to one, three, and five iterations
of feedback-directed refinement on the HumanEval-Decompile dataset (x86-64).

effectively serving as a strong performance multi-
plier. Among the evaluated models, Gemini-2 ex-
hibits the largest absolute improvement in average
re-executability, increasing from 6.3% to 44.8%
(+38.5%). This robustness is particularly evident
under aggressive optimization. While the base
ChatGPT-40 collapses to 2.0% re-executability at
-03, the augmented version maintains a substan-
tially higher 35.8%. A key advantage of BRIDGE
lies in its model-agnostic architecture, which en-
ables seamless integration with emerging general-
purpose LLMs. Although this study evaluates a
limited set of models, the framework is designed to
readily leverage the advanced reasoning capabili-
ties of future foundation models without requiring
structural modifications.

D Error Types Considered in BRIDGE

We perform an error analysis to understand how
feedback-directed refinement influences the failure
modes of BRIDGE. Figure 11 breaks down the dis-
tribution of error types across inference iterations
on the HumanEval-Decompile dataset on x86-64.
In the one-shot inference setting (Figure 11a), the
BRIDGE struggles significantly with syntactic and
type-system constraints. Low-level violations such
as Type Mismatch (20.2%), Invalid ConstExpr
(11.6%), and Undefined Value (10.9%) consti-
tute a major portion of failures, indicating that the

Error Type Description

Multiple Definition This includes reusing local value names
or duplicating basic block labels, violat-
ing uniqueness rules and causing IR pars-

ing or compilation failures.

Undefined Value Occurs when instructions (e.g., br, load)
reference undefined SSA values or ba-
sic block labels, violating IR well-
formedness and causing parsing or ver-
ification failures.

Incompatible operand types in LLVM
IR instructions (e.g., non-pointer desti-
nations in store, or non-function callees
in call), violating strict typing rules and
preventing IR verification.

Type Mismatch

Malformed SSA construction in LLVM
IR, especially incorrect phi nodes that vi-
olate SSA-CFG consistency and prevent
IR verification.

SSA Violation

Invalid Constant Expression Occurs when operations such as icmp,
zext, or sext are used inline as constant
expressions inside other instructions (e.g.,
select). LLVM no longer supports these
forms, requiring them to be separated as

standalone instructions.

Table 10: Error types considered in BRIDGE.

model initially struggles to adhere to LLVM’s strict
typing rules.

However, as feedback refinement is applied (Fig-
ures 11b—d), we observe a distinct shift in the er-
ror distribution. Such as, the prevalence of Type
Mismatch errors drops precipitously from 20.2%
in one-shot to just 1.8% by the third pass. Sim-
ilarly, Undefined Value errors decrease signifi-
cantly. This confirms that the compiler feedback
effectively guides the BRIDGE to resolve local syn-
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Figure 12: Performance speedup of source LLVM IR
and reconstructed LLVM IR with -O3 optimization on
the HumanEval-Decompile dataset (x86-64).

tax and type inconsistencies. As the code becomes
syntactically valid (compilable), the relative pro-
portion of Assert Errors indicates that while the
feedback loop successfully produces valid IR, the
remaining challenge is ensuring the semantic cor-
rectness of the logic against the ground truth.

E Optimization Recovery via -O3
Compilation

We also compare the performance speedup
achieved by compiling the reconstructed LLVM
IR code with -O3 across three sources: the ground
truth LLVM IR, MCTOLL, and BRIDGE. The base-
line for comparison is the execution time of the
ground truth code compiled with -O0. We evaluate
how effectively each decompilation method pre-
serves the original code structure to enable subse-
quent compiler optimizations. Specifically, we se-
lect 286 benchmarks of the HumanEval-Decomple
dataset for which both MCTOLL and BRIDGE pro-
duce re-executable decompiled code.

Figure 12 presents that BRIDGE achieves an aver-
age speedup of 1.20x, which is close to the ground
truth (1.24x), demonstrating its ability to recover
semantically and structurally accurate code that
maintains the optimization potential of the original
source. In contrast, MCTOLL delivers the poorest
performance (1.11x), primarily due to its limited
ability to recover precise control structures and se-
mantic information. While MCTOLL produces
functionally correct code, its structurally degraded
output restricts the compiler’s optimization oppor-
tunities, resulting in significantly slower execution
compared to both the ground truth and BRIDGE.
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F Prompts used in BRIDGE

The initial prompt for lifting machine code to canonical, pre-optimized LLVM IR.

You are an expert Compiler Engineer specializing in Binary Analysis and Reverse Engineering.

###Task. Lift the following stripped and optimized assembly code (generated via 11vm-objdump) in x86-64/ARM64
back into canonical, pre-optimized LLVM IR that resembles IR produced by clang -00.

###Requirements (Hard Constraints).

* LLVM IR Syntax and SSA: The output must be valid LLVM IR that parses with 11vm-as and respects SSA
form. Variable names should be meaningful and avoid numeric placeholders when possible (e.g., use %i, %sum,
%ptr instead of %0, %1).

* Preserve Explicit Control Flow: Reconstruct branches, loops, and join points using explicit basic blocks and br
instructions. Do not collapse control flow into select statements unless reflected in the assembly.

* Preserve Variable Types: Infer correct integer widths (i8, 116, 132, 164), pointer types, and sign/zero extension
instructions according to the semantics of the input assembly.

* No Compiler-Level Optimizations: Do not introduce optimization behaviors such as loop unrolling, vectoriza-
tion, instruction combining, tail calls, or SSA value reuse for unrelated semantics. Use alloca + load/store
consistent with -00 style.

###Reference Examples. The following assembly—LLVM IR pairs are provided as guidance:

Assembly: {Asml1}
LLVM IR: {LLVM IR1}
Assembly: {Asm2}
LLVM IR: {LLVM IR2}
Assembly: {Asm3}
LLVM IR: {LLVM IR3}

###Target Assembly.
{target_assembly_code}

###Output Format. Produce only the lifted LLVM IR code, including required type declarations. Do not include
explanations, comments, markdown wrappers, or surrounding text.
###Output: (Place final LLVM IR for the target here.)

Iterative Refinement LLVM IR Prompt (Static Compilation Errors)

#i## Task: Refine the following LLVM IR so that it becomes compilable and verifier-clean by
correcting all static errors detected during the compilation process (e.g., 11vm-as, opt -verify,
llc, or clang).

You are given:

* The initial inferred LLVM IR (-00-style expected)
* The static error log produced during compilation or IR verification

Your goals:

Identify and correct all static compilation / verifier errors reported in the error log.

After applying fixes, ensure the IR remains valid SSA form and type-consistent.

Preserve the original semantics implied by the target assembly.

Output only the corrected LLVM IR — no explanations, comments, or formatting outside
LLVM IR.

> PN =

### Initial LLVM IR: {initial_llvm_ir}

#i## Static Compilation Error Log: {static_error_log}
#i## Target Assembly (Reference Only): {target_asm}
### Corrected LLVM IR Output:
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Iterative Refinement LLVM IR Prompt (Runtime Error)

### Task: Refine the LLVM IR below so that it executes correctly, eliminating all runtime errors
and passing the provided test cases.
You are given:

* The initial inferred LLVM IR (already free of static compilation errors)
* The runtime error log, produced by executing the compiled IR

* A set of test cases defining correct expected behavior

* The target assembly (reference only) to infer intended semantics

Your goals:

1. Use the runtime error log and test case failures to identify incorrect logic, missing edge
conditions, incorrect control flow, or improper memory behavior in the IR.

Modify the IR to produce correct output for all test cases, fully eliminating the runtime failures.
Preserve the SSA (Static Single Assignment) structure and ensure type and pointer correctness.
Maintain semantic alignment with the original assembly code when inferring fixes.

Output only the corrected LLVM IR code. Do not include explanations, debugging notes,
comments, or extra formatting.

A g O

### Initial LLVM IR: {initial_llvm_ir}

### Runtime Error Log: {runtime_error_log}

### Test Cases: {test_cases}

### Target Assembly (Reference Only): {target_asm}
### Corrected LLVM IR Output:
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