Hyperion: Private Token Sampling with Homomorphic Encryption

Lawrence Lim!, Jiaming Liu!, Vikas Kalagi', Divyakant Agrawal!, Amr El Abbadi

1

1Univcf:lrsity of California, Santa Barbara

Correspondence: lawrenceklim @ucsb.edu

Abstract

A promising direction for enabling private
queries to large language models (LLMs) is
with homomorphic encryption (HE). An open
problem is performing token sampling under
HE. In this paper, we introduce Hyperion, an
efficient HE algorithm for inverse transform
sampling, enabling private token sampling with
1 comparison depth, O(1) amortized compar-
isons, and O(logn) rotations. We implement
our approach and demonstrate that it samples
tokens in 0.14 seconds for 32k tokens (= 4.4 us
per token) on GPU, achieving a 100 x latency
improvement over prior work.

1 Introduction

Large Language Models (LLMs) enable an ex-
traordinary range of applications, yet their broader
adoption is often limited by a fundamental concern:
users must send sensitive data to remote model
providers. Medical practitioners may want to use
LLMs to summarize patient history, yet querying
LLMs may expose sensitive data of their patients.
Many individuals and organizations may want the
capabilities of LL.Ms, but are unwilling to compro-
mise the privacy of their inputs.

Homomorphic encryption (HE) has emerged as
a promising foundation for private LLM inference
by enabling computations on ciphertexts. A user
can encrypt their query and send it to the model
provider. The model provider can perform the
same matrix multiplications, nonlinear activations,
and token-generation steps as in standard LLM
inference directly on the ciphertext while learning
nothing about the underlying query. The provider
then returns an encrypted result that only the user
can decrypt.

While recent systems have demonstrated the feasi-
bility of homomorphic LLM inference (Moon et al.,
2025;Zhang et al., 2024; Park et al., 2025; De Castro
et al., 2025; Rovida and Leporati, 2024; Rho et al.,

2025a), a key challenge remains unresolved: how
to privately and efficiently perform token sampling
during generation. A straightforward approach re-
quires interactive communication between the user
and provider to sample a token from encrypted
logits. Because this results in communication la-
tency for each token, a better solution may be to
sample privately without requiring communication
(i.e. non-interactively). However, existing non-
interactive solutions (e.g., NEXUS (Zhang et al.,
2024), EncryptedLLM (De Castro et al., 2025))
instead rely on homomorphic ARGMAX to determin-
istically select the highest-probability token. This
is undesirable for two reasons. First, LLM token
sampling, in practice, is inherently randomized, and
deterministic ARGMAX cannot replicate behaviors
such as temperature sampling. Second, homomor-
phic ARGMAX is computationally expensive, often
requiring either O(log n) comparison depth (Zhang
et al., 2024) or O(n?) comparisons (Mazzone et al.,
2025; Kim et al., 2025) to identify the maximum
among n vocabulary elements. As a concrete exam-
ple, the authors of EncryptedLLM (De Castro et al.,
2025) report that homomorphic ARGMAX accounts
for approximately 8 seconds (=~ 12%) of a total
forward pass time of 68 seconds.

In this paper, we present Hyperion, an efficient
HE algorithm for randomized token sampling that
addresses the limitations of homomorphic ARGMAX.
Hyperion homomorphically enables inverse trans-
form sampling, a classical algorithm for drawing
samples from an arbitrary discrete distribution. The
resulting HE construction is efficient, requiring only
O(logn) rotations and only O(1) amortized com-
parisons and 1 comparison depth. We implemented
Hyperion on GPU, demonstrating its low latency
(4.4 ps per token) and a 100x improvement over
baselines.

Several prior works have explored private LLM
inference with HE (Moon et al., 2025; Zhang et al.,
2024; Park et al., 2025; De Castro et al., 2025;
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Rovida and Leporati, 2024; Rho et al., 2025a; Zhang
et al., 2025). These works primarily focus on the
transformer model in HE, with NEXUS (Zhang
et al., 2024) also describing a method for private
token generation through a private ARGmMAX. This
approach is undesirable because of its determinism
and computational expense. More recent concur-
rent work investigates randomized private token
sampling rather than deterministic selection (Avi-
tan et al., 2025; Rho et al., 2025b). Avitan et al.
introduces a CutMax approach for nucleus sam-
pling (Avitan et al., 2025). Meanwhile, Rho et al.
enhances stability of an inverse transform sampling
approach by reordering tokens (Rho et al., 2025b).
In contrast, we investigate the accuracy of the Sign
approximation that underpins the inverse transform
sampling, and our proposed algorithm, Hyperion,
achieves significantly better performance.

2 Preliminaries

2.1 Large Language Model Text Generation

A large language model (LLM) is a neural network
that typically consists of an embedding layer fol-
lowed by a number of transformer layers, ending
with an output layer that produces a vector of logits.
Each logit corresponds to a token in the vocabulary.
These logits are unnormalized scores indicating
how likely each token is to be generated next. To
sample a token from this vector of logits, a softmax
with temperature 7' is applied, converting the logits
into a probability distribution over the vocabulary.
More formally, for a vector x € R"”, the softmax
probability assigned to index i is

exi/T

>i-1 et/

softmax(x); =

)

The temperature parameter controls the sharpness
of the distribution. A smaller temperature 7' (i.e.
closer to 0) makes high-logit tokens more dominant,
produces more deterministic outputs while a larger
T flattens the distribution, increasing randomness in
the sampled token. Sampling from this distribution
yields the next token, which is then fed back into
the model to generate subsequent tokens.

To sample from the distribution, a known method
to do so is called inverse transform sampling (Wu
et al., 2001). Developing a privacy-preserving
method of sampling a token constitutes the primary
contribution of this work. We discuss this in detail
in Section 3.

2.2 Homomorphic Encryption

Homomorphic encryption enables computation on
encrypted data, enabling applications such as pri-
vate LLM inference. We use CKKS (Cheon et al.,
2017), an approximate homomorphic encryption
scheme in which both plaintexts and ciphertexts
encode vectors of floating point numbers. Ho-
momorphic operations act element-wise on these
vectors in a SIMD manner. The vector length, or
number of slots, is s = N/2, where the ring di-
mension is a power of two N = 2¥ (commonly
N = 216), Besides key generation, encryption, and
decryption, CKKS supports several homomorphic
operations:

* App: Element-wise addition of two cipher-
texts or a ciphertext and a plaintext.

* MurrieLy: Element-wise multiplication of
two ciphertexts or a ciphertext and a plaintext.

* RotaTE: A cyclic left shift of the vector slots.
We denote Rotate(c, ?) as the rotation of ci-
phertext c by ¢ positions.

Efficient use of CKKS requires minimizing both
multiplicative depth and key-switching operations.
Each ciphertext carries a limited multiplicative
depth budget that decreases with every multiplica-
tion. When this budget runs out, an extremely ex-
pensive procedure called bootstrapping is required
to refresh the ciphertext’s budget. Thus, reducing
multiplicative depth (and therefore bootstrapping)
is crucial for performance. The next most costly op-
erations are key-switching operations, which occur
during ciphertext—ciphertext multiplications and
rotations, and should likewise be minimized.
Prior work has developed privacy-preserving
LLM systems using HE (Zhang et al., 2024; Moon
et al., 2025; Park et al., 2025; Rho et al., 2025a;
De Castro et al., 2025; Zhang et al., 2025; Rovida
and Leporati, 2024). These systems allow the user
to encrypt their input, and the model provider to
evaluate the LLM over the encrypted input. These
works enable private inference by translating every
operation in the transformer model, such as nonlin-
ear operations and matrix multiplications, into the
CKKS operations of Abp, MuLtipLy, and ROTATE.
Prior systems, such as NEXUS (Zhang et al.,
2024), have used ARGMAX to sample a token. This
is expensive because they require O(logn) depth
comparisons via a polynomial SIGN approximation,
resulting in O(log n) bootstrapping operations. An
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Figure 1: An illustration of Hyperion enabling the privately sampling of a token from logits.

O(1) depth method of calculating the max is via
rank sorting (Mazzone et al., 2025; Kim et al., 2025).
Rank sorting requires expensive O(n?) SiGN ap-
proximations, incurring many ciphertext-ciphertext
multiplications during the SiGn approximation and
are unable to efficiently scale to typical vocabulary
sizes of 32,000. Regardless, the determinism of
max makes them a poor choice for token sampling
in private LLMs.

3 Private Token Sampling

Our goal is to enable efficient private token sam-
pling. To this end, we develop an efficient homo-
morphic encryption method for inverse transform
sampling, a standard technique for sampling from an
arbitrary distribution. Figure 1 provides a high-level
overview of this procedure: the left side depicts a
plaintext implementation of the algorithm, while
the right side shows its encrypted counterpart. Asin
conventional token sampling from logits, the input
logits are first transformed by a temperature-scaled
softmax to obtain a probability mass function. The
inverse transform sampling algorithm begins with
converting this probability mass function into its

cumulative distribution function (CDF). Next, a
uniform random number on [0, 1] is drawn, and the
sampled token is taken to be the first index whose
CDF exceeds this value. The selected token is
finally represented as a one-hot encoded vector.

Our homomorphic encryption method for token
sampling proceeds as follows. We begin by as-
suming that half of the slots in the ciphertext are
zero-padded, a requirement that enables efficient
computation of the CDF. We discuss how to support
a larger vocabulary than half of slots later. We apply
an approximation of a temperature-scaled softmax.
Here, we rely on prior work which has proposed var-
ious softmax approximations under homomorphic
encryption (Cho et al., 2024; Moon et al., 2025;
Lim et al., 2025; Zhang et al., 2024). To compute
the CDF needed for inverse transform sampling,
we use a rotate-and-sum procedure (Algorithm 1,
RoTaTEANDSUM) that performs right rotations by
powers of two followed by additions. This requires
only O(log n) rotations and additions and no multi-
plications, making the procedure both efficient and
highly scalable. Next, a uniform random number
is sampled and subtracted from every CDF entry.
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Algorithm 1 Rotate-and-Sum

Algorithm 2 Combine Ciphertexts

Computes a prefix sum or cumulative distribu-
tion function (CDF). Ciphertext c encrypts n
values with zero padding on at least half of all
SIMD slots.

def RoTaATEANDSUM(C, 1)

< [logy(n)]
sum < ¢

fori =0to/—1do
sum < sum + Rotate(sum, —2¢)

AN A S o e

return sum

Computes a prefix sum or cumulative distri-
bution function (CDF), over the sequence of
ciphertexts {c;}¥_;, where each ciphertext
encrypts {n;}¥_ | values. The first k — 1 ci-
phertexts encrypt values in half the available
slots ny =ng =---=nk_1 = NJ/4=5/2
and the remaining slots are zero-padded.

7: def MuLTIROTATEANDSUM({ ¢4, ni}le)

8:  ret< []

9: fori=1tokdo

10: cdf + RotaTEANDSUM(c;, 11;)

11: if i = 1 then

12: ret; < cdf

13: else

14: ret; < cdf + sum

15: if i + 1 < k then

16: sum < ret; + Rotate(cdf, 2“°g2(’”ﬂ)

17: return ret

This produces a vector that consists of zero or more
negative values followed by positive values; the
first positive entry corresponds to the index whose
CDF exceeds the sampled random value. To detect
this index homomorphically, we apply a unit step
function approximation (also known as a Heaviside
function) mapping negative values to 0 and positive
values to 1. The unit step function approximation
is a modification of a SIGN approximation, where
Step(z) = 3 - SioN(z) + 1 and the SiN function
is defined as follows:

1 ifz <0,
Sien(z) =< 0 ifz=0,
1 ifz>0

Assuming a good S1GN approximation (which we
discuss in Section 4), this results in a vector where
there are zero or more O values, then a series of 1

Combines pairs of ciphertexts to use avail-
able slots s more efficiently before the Sion
approximation. Takes in a sequence of cipher-
texts {c;}¥_, where the first k — 1 ciphertexts
encrypt CDF values in the first half of slots
np=ng=---=np_1=N/4=s/2.

1: def ComBINECTXTS({C;, 7 }F_))

2. fori=1tokdo ©» First mask ciphertext.
3: i+ ¢ x(1,...,1,0,...,0)

——

n; s—n;

4: ret [ ]
5. fori=1to |k/2] do
6: ret; < co;—1 + Rotate(czi, —8/2)
7. if k£ mod 2 =1 then
8: retrg 2] < Ck
9:  return ret

values. Finally, we isolate the one-hot encoding
of the selected token by performing a single right
rotation of this vector and subtracting it from the
original.

Supporting larger vocabulary sizes: When
the vocabulary size exceeds half of the available
ciphertext slots, Hyperion remains correct by dis-
tributing the logits across multiple ciphertexts. For
a typical ring dimension of N = 2!, zero-padding
leaves N /4 = 2! usable slots per ciphertext, while
LLaMA-1 and LLaMA-2 have vocabularies of
roughly 32,000 tokens. Thus, two ciphertexts,
with half of their slots zero-padded are sufficient to
represent the logits. The CDF can still be computed
efficiently in this regime. In Algorithm 1, MuLTI-
RoraTEANDSUM computes the CDF by applying
RorateANDSuUM independently to each ciphertext,
followed by an additional left rotation to propagate
the running sum across ciphertexts.

Optimizing slot use with ComBINECTXTS: We
then apply an optimization (Algorithm 2) that im-
proves performance by fully utilizing all available
slots s, rather than only s/2, during the Sign (or
Step) approximation. Since the SiGn approximation
dominates Hyperion’s runtime, we invoke Com-
BINECTxTs immediately after MULTIROTATEAND-
SumM to maximize slot utilization before evaluating
the SigN polynomial. This optimization trades
one additional level of multiplicative depth for an
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approximately 2 x reduction in SIGN cost.

After that, a uniform random value is sampled
and subtracted from each ciphertext, after which
a S1GN (or unit Step) approximation is applied in-
dependently to each ciphertext. To obtain a final
one-hot encoding, the rightmost slot of the first ci-
phertext is transferred to the second ciphertext using
a rotation followed by a masking operation. Finally,
Hyperion precomputes all plaintexts required (e.g.,
for masking operations in CoMBINECTXTS), since
these values are known a priori, further reducing
end-to-end runtime overhead.

Overall, our private inverse transform sampling
requires only O(1) amortized comparisons and
comparison depth (arising from the step-function
approximation), and incurs at most two additional
multiplicative levels when multiple ciphertexts are
involved (one for ComBINECTxXTS and another for
the final right-rotation step). Lastly, the rotate-and-
sum procedure requires only O(logn) rotations,
while obtaining a final one-hot encoding uses only
O(1) additional rotations.

Difference from concurrent work: Rho et al.
(Rho et al., 2025b) also propose a private implemen-
tation of the inverse transform sampling, but their
design differs from Hyperion in several important
ways. First, their primary focus is on improv-
ing stability by reordering tokens via a traveling-
salesman—style heuristic, whereas we additionally
investigate the accuracy of the Sign approximation,
which is presented in the following section. There
are also key algorithmic differences. Specifically,
Rho et al. compute the CDF through an encrypted
matrix-multiplication routine, which incurs an ad-
ditional multiplicative depth and often requires

+ 225 — 227 and Pi5(z) =
15 (c) Composition of the Chebyshev approximation with the smoothing

6435
2048

15015 3
2048 ¥

27027 5
2048

32175 7
2048 ©

+

+

O(+y/n) rotations and O(n) multiplications, even
with the more optimized matrix-multiplication al-
gorithms (Bossuat et al., 2021). In contrast, the
CDF in Hyperion uses a RoTaATEANDSUM proce-
dure which only requires O(log n) rotations and no
multiplications at this stage. Finally, their conver-
sion to a one-hot encoding requires an additional
ciphertext-ciphertext multiplication over Hyperion.
As a result, Hyperion’s overall inverse transform
sampling is more efficient in multiplication and
rotation complexity. In our evaluation (Section 5),
we show that this results in around 10,000 % better
performance.

4 SiGN Approximation

The correctness of Hyperion depends on the qual-
ity of the underlying Sign approximation. If the
approximation is poor, the resulting token sampling
may be imperfect, and these small discrepancies
can accumulate over multiple autoregressive steps
in an LLM, compounding error across the gener-
ated sequence. Because SiGN is discontinuous, no
polynomial approximation can reliably distinguish
values extremely close to 0. Consequently, such
approximations are only accurate over the range
[—1,—27° U [27¢,1] for some e. Even within
this region, approximation errors can persist, so
minimizing it is crucial.

Our goal is to minimize both categories of errors
introduced by the SiGN approximation in private
token sampling. To this end, we extend prior work
(Cheon et al., 2019; Lee et al., 2022; Cheon et al.,
2020) with a two-stage polynomial scheme. In
the first stage, a coarse but near-correct polyno-
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Figure 3: Probability that Hyperion evaluates the SiGn approximation within the indistinguishable region [—27¢,27¢],
as defined in Table 1, for at least one input value. In (a), we vary the vocabulary size while fixing the perplexity to 4.
In (b), we vary the perplexity while fixing the vocabulary size to 32,000.

mial rapidly pushes inputs toward either —1 or
1. We adopt Chebyshev approximations (Cheney,
1966) for this step because their steep slope near
x = 0 sharply separates positive and negative
inputs, thereby reducing the region around zero
where the approximation is unable to distinguish
SigN. Alternative choices such as minimax poly-
nomials and their compositions (Lee et al., 2022)
may also serve effectively at this stage. The second
polynomial then acts as a smoothing corrector for
the residual error produced by the first stage; this is
similar to the SiGn approximation of Cheon et al.
(Cheon et al., 2020). Whereas Cheon et al. apply
repeated compositions of lower-degree polynomi-
als to drive convergence (Cheon et al., 2020), our
use of a higher-degree endpoint-flat polynomial is
specifically intended to suppress and smooth errors
introduced in the first stage. We construct this
smoothing polynomial to have degree 2n + 1 and
require the following:

* Exact interpolation at (—1,—1) and (1, 1)

* The first through n-th derivatives are zero at
both points.

These conditions ensure that the polynomial is max-
imally flat at the endpoints, so values already near
+1 are preserved with high accuracy. As a re-
sult, the composed approximation closely matches
the true SigN function near its stable regions and
reduces cumulative error during LLLM token gener-
ation. These polynomials are derivable via Hermite
interpolation (with the above constraints) as follows:

9 ) O [t k) (—1)Fp2ht
pznﬂ(x)—MZ( ; >(21)<;+1 @
k=0

Figure 2 shows a SiGN approximation composed
of both a Chebyshev approximation and smoothing

polynomial. In panel (a), we plot a 50th-degree
Chebyshev approximation of the Sign function,
showing the steep slope at x = 0 and the oscil-
latory deviations that remain. Panel (b) shows
three smoothing polynomials, Ps, P;, and Pis5,
whose degrees correspond to multiplicative depths
of two, three, and four, respectively. Since each
polynomial is constructed to be extremely flat at
x = %1, inputs already near £1 are mapped to
values nearly indistinguishable from +1. For per-
formance, Hyperion evaluates these polynomials
using the Odd Baby-Step Giant-Step algorithm (Lee
et al., 2022, 2020), which minimizes multiplica-
tive depth and key-switching operations. Finally,
panel (c) demonstrates the composition of these
smoothing polynomials with the Chebyshev approx-
imation: the residual oscillatory error is effectively
suppressed, yielding an output profile that closely
matches the ideal Sign function across the domain.

Increasing the degree of the Chebyshev polyno-
mial in our SIGN approximation improves its ability
to distinguish values close to 0 (i.e. larger €), but
also increases both computational cost and multi-
plicative depth. Table 1 summarizes the resulting e
values when Chebyshev approximations of larger
multiplicative depths are composed with the P35
polynomial (with 4 additional multiplicative depth).

Chebyshev Depth 7 8 9 10
€ 7.18 823 9.23 10.25

Table 1: Chebyshev Depth vs. e where our Sign ap-
proximation has a maximum error of 1072, ¢ can be
interpreted as the number of bits of distinguishability.

A natural question is: how accurate must the
SIGN approximation be to support private token
sampling? We find that the required accuracy de-
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Vocabulary Size

Method Chebyshev Depth
4k 8k 16k
6.62 min 13.20 min 26.33 min
Concurrent work (Rho et al., 2025b) 7 (0.099 s/token) (0.099 s/token) (0.099 s/token)
Method Chebyshev Depth Vocabulary Size
16k 32k 64k 128k
14.22s 15.40's 17.84 s 24.63 s
ARGMAX (Zhang et al., 2024) 7 (889 pstoken) (481 psitoken) (279 pshoken) (192 ps/token)
7 115 ms 142 ms 309 ms 605 ms
(7.2 ps/token) (4.4 ps/token) (4.8 us/token) (4.7 us/token)
Hyperion (ours) 8 222 ms 249 ms 537 ms 1128 ms
(13.9 ps/token) (7.8 us/token) (8.4 us/token) (8.8 us/token)
9 386 ms 423 ms 1051 ms 2134 ms
(24.1 ps/token) (13.2 us/token) (16.4 us/token) (16.7 us/token)
10 991 ms 1069 ms 2095 ms 4548 ms

(61.9 us/token) (33.4 us/token) (32.7 us/token) (35.5 us/token)

Table 2: Token Sampling Latency (total time, time per-token in parentheses).

pends on the entropy (i.e. randomness) of the
distribution. This entropy is typically summarized
by a metric called perplexity and is controlled by the
temperature parameter. Intuitively, perplexity mea-
sures how diffused the probability mass is: higher
perplexity spreads probability across more tokens,
while lower perplexity concentrates mass on a few
dominant outcomes. As a result, higher perplexity
distributions are more likely to cause the inverse
transform sampling to evaluate the S1GN approxima-
tion on values near zero within its indistinguishable
region [—27¢,27¢]. The opposite holds for lower
perplexity distributions.

Figure 3 quantifies this effect by showing the
probability that Hyperion evaluates the SionN ap-
proximation within the indistinguishable region for
at least one value across the vocabulary. Several
trends emerge from the results. First, increasing the
depth of the Chebyshev approximation consistently
reduces this probability. Second, as shown in Fig-
ure 3a, the vocabulary size has little effect on the
likelihood of taking the StGN approximation over
the indistinguishable region. Finally, Figure 3b
demonstrates that higher perplexity substantially in-
creases this probability; for a Chebyshev depth of §,
it rises from approximately 4% at a perplexity of 2
to about 18% at a perplexity of 10. Although these
probabilities may appear relatively high, evaluating
the S1GN approximation within the indistinguishable
region does not necessarily imply poor accuracy
in Hyperion’s output. As we show in our exper-
imental evaluation (Section 5), the resulting L
error remains small in practice, indicating that Hy-

perion can tolerate such events without materially
degrading sampling accuracy.

5 Experimental Evaluation

We implemented Hyperion on FIDESIib v1.0.0
(Agull6-Domingo et al., 2025), a GPU-accelerated
implementation of OpenFHE (Al Badawi et al.,
2022), with ring dimension N = 2'6 at 128-bit
security and parameters provisioned to support the
required multiplicative depth. For a fair latency
comparison, we compared with a baseline ARGMAX
(Zhang et al., 2024) and a concurrent work (Rho
et al., 2025b) using the same SIGN approximation
and NVIDIA L40s Tensor Core GPU. We evaluate
both the efficiency and accuracy of Hyperion across
a range of realistic vocabulary sizes, perplexities,
and SiGN approximation depths. Typical vocabulary
sizes in modern LLMs range from 32,000 (Llama)
and 50,257 (GPT-3) up to around 100,000 (GPT-4).
Typical LLM perplexities fall in a relatively small
range, often between 2 and 10 (Ren et al., 2024;
Wau et al., 2025), which we controlled by tuning the
temperature parameter.

Table 2 compares the latency of concurrent work
by Rho et al. (Rho et al., 2025b), ArRemax (Zhang
et al., 2024), and Hyperion across varying vocab-
ulary sizes and Chebyshev multiplicative depths.
Higher Chebyshev multiplicative depth increases
Hyperion’s runtime. Across all evaluated settings,
Hyperion achieves substantially lower latency than
both baseline approaches.

For a Llama-scale vocabulary of 32,000 tokens,
Hyperion completes sampling in 0.14 seconds
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No ComBINECTXTS

With ComBINECTXTS

Step
32k tokens 64k tokens 128k tokens 32k tokens 64k tokens 128k tokens

Precompute Plaintext (on CPU) 0.1815 0.1810 0.1822 0.2761 0.3978 0.4002
CDF (MULTIROTATEANDSUM) 0.0315 0.0633 0.1545 0.0312 0.0671 0.1420
CoMBINECTXTS - - - 0.0037 0.0055 0.0086
Subtract Random 0.0003 0.0005 0.0014 0.0002 0.0005 0.0007
SiGN 0.4456 0.8967 2.1672 0.2139 0.4618 0.9723
Rotate and Subtract 0.0022 0.0041 0.0095 0.0006 0.0022 0.0047
Precomputation + Eval. Latency 0.6609 1.146 2.515 0.5256 0.9349 1.5285
Eval. Latency (Hyperion) 0.4795 0.9647 2.3326 0.2495 0.5370 1.1282
Precompute Plaintext Speedup 1.38x 1.18x 1.08x 2.14x 1.77x 1.35x%
CoMBINECTXTS Speedup - - - 1.92x 1.79% 2.07x

Table 3: Latency Breakdown for Hyperion with Chebyshev depth of 8 in seconds. Evaluation latency excludes
plaintext precomputation and includes only the remaining runtime components. Plaintext precomputation speedup is
computed relative to a baseline that includes plaintext computation time, while CoMBINECTXTS speedup is computed

relative to a baseline that does not use CoMmBINECTXTS.

(4.4 us per token), whereas the baseline ARGMAX
approach requires 15.4 seconds when using the
same Chebyshev multiplicative depth of 7, yielding
an improvement of over 100x. Even when increas-
ing the Chebyshev depth to 9 to achieve higher
accuracy, Hyperion runs in only 0.423 seconds
(13.2 us per token), remaining significantly faster
than ARGMAX at the same vocabulary size.

We further compare against the concurrent work
of Rho et al. (Rho et al., 2025b) by implementing
their CDF using a standard matrix multiplication
algorithm with Baby-Step Giant-Step and hoist-
ing optimizations. However, this approach scales
poorly with larger vocabularies due to its require-
ment of O(n) plaintext multiplications and O(y/n)
rotations for n tokens. As a concrete example, com-
puting the CDF for 16,000 tokens requires 16,000
plaintext multiplications and 251 rotations, result-
ing in an end-to-end latency of 26.33 minutes. In
contrast, Hyperion requires no plaintext multiplica-
tions and only 14 rotations, achieving an end-to-end
latency of 115 ms, which is over 10,000 faster.

Table 3 presents a latency breakdown of Hype-
rion using a Chebyshev multiplicative depth of 8,
highlighting the impact of plaintext precomputa-
tion and CoMmBINECTxTS. The dominant source
of latency is the SiGN approximation, with only a
small fraction of time spent computing the CDF.
Consequently, improving slot utilization via Com-
BINECTXTs halves the cost of the SiGn approxima-
tion (e.g. 0.8967 s vs. 0.4618 s for 64,000 tokens)
and yields an overall speedup of nearly 2. Finally,
precomputing plaintexts (which are performed on
CPU) further reduces Hyperion’s evaluation latency
by up to 2.14x (e.g. from 0.5256 s to 0.2495 s for

0.18 -
Hyperion
d Chebyshev
5 0.12 Mult. Depth
= - 7
w
= 8
0.06 - A9
—— 10
0.00 -
2 4 6 8 10

Perplexity

Figure 4: L, error vs. perplexity over deeper Chebyshev
approximations with a vocabulary size of 32,000.

32,000 tokens with CoMmBINECTXTS).

Figure 4 illustrates how perplexity impacts the
accuracy of our method, measured by the L; dis-
tance from a one-hot encoding. For a vocab-
ulary of 32,000 tokens, an L; distance of 0.04
corresponds to an average per-entry deviation of
% = 1.25 x 107 from the ideal one-hot vector.
Consistent with Figure 3, Figure 4 shows that lower
perplexity distributions result in smaller L error un-
der private token sampling. Despite the seemingly
large probabilities suggested earlier, the empirical
L errors observed in Figure 4 are small in practice.
Increasing the approximation depth further reduces
error: at perplexity = 2, a depth of 10 achieves an
Ly error of 2.6 x 107°. At higher perplexities (e.g.,
10), however, the error grows substantially and may
be impractical, reaching L; = 0.18 and L; = 0.12
for depths 7 and 8, respectively. Whether moderate
errors (e.g., L1 ~ 0.02-0.05) are acceptable for
end-to-end private LLM inference remains an open
question for future work.
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6 Conclusion

In this work, we presented Hyperion, an efficient,
non-interactive algorithm for private token sam-
pling. We plan to integrate this into a larger private
LLM system and enable full private LLM token
generation under homomorphic encryption. Even
under conservative estimates, Hyperion can save
around 11% of EncryptedLLM’s (De Castro et al.,
2025) forward pass latency. An open research ques-
tion is what tolerance of error still enables private
LLM inference.

Limitations

Hyperion explores private token sampling for LLM
inference under homomorphic encryption (HE),
but we do not integrate Hyperion into an existing
end-to-end private LLM system (Moon et al., 2025;
Zhang et al., 2024; Park et al., 2025; De Castro
et al., 2025; Rovida and Leporati, 2024; Rho et al.,
2025a; Zhang et al., 2025). This is largely due to
architectural and practical mismatches with prior
work. Several systems (Moon et al., 2025; Park
et al., 2025; Rovida and Leporati, 2024; Rho et al.,
2025a; Lim et al., 2025) target encoder-only trans-
former models, whereas text generation is typically
performed using decoder-only architectures. Other
works do not release open-source implementations
(De Castro et al., 2025), or their released code-
bases do not provide a complete end-to-end system
(Zhang et al., 2024). Additionally, some systems
(Zhang et al., 2024, 2025) assume batched infer-
ence across many users or many inputs that share
cryptographic keys whereas Hyperion does not.

As a result, an open question for future work
is how much approximation error introduced by
Hyperion can be tolerated while still enabling accu-
rate end-to-end private LLM inference. Integrating
Hyperion into a full system may also introduce
additional challenges, such as cumulative CKKS
approximation error. Moreover, our work does not
quantify the total computational cost of a complete
end-to-end private LLM pipeline.

Finally, Hyperion does not currently support pri-
vate top-k or top-p (nucleus) sampling, as explored
in concurrent work (Avitan et al., 2025), which may
better reflect common LLM decoding strategies.
Applying their techniques is nontrivial and requires
deeper, more expensive computation than Hyperion.
Nonetheless, we note that adjusting the temperature
to reduce perplexity induces behavior similar to
top-p sampling.
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