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Abstract

Recent advancements in large language models
(LLMs) have underscored their vulnerability to
safety alignment jailbreaks, particularly when
subjected to downstream fine-tuning. However,
existing mitigation strategies primarily focus
on reactively addressing jailbreak incidents af-
ter safety guardrails have been compromised,
removing harmful gradients during fine-tuning,
or continuously reinforcing safety alignment
throughout fine-tuning. As such, they tend to
overlook a critical upstream factor: the role
of the original safety-alignment data. This pa-
per therefore investigates the degradation of
safety guardrails through the lens of represen-
tation similarity between upstream alignment
datasets and downstream fine-tuning tasks. Our
experiments demonstrate that high similarity
between these datasets significantly weakens
safety guardrails, making models more suscep-
tible to jailbreaks. Conversely, low similarity
between these two types of datasets yields sub-
stantially more robust models and thus reduces
harmfulness score by up to 10.33%. By high-
lighting the importance of upstream dataset de-
sign in the building of durable safety guardrails
and reducing real-world vulnerability to jail-
break attacks, these findings offer actionable
insights for fine-tuning service providers to pri-
oritize upstream models with low jailbreak risk.

1 Introduction

Large language models (LLMs) represent a
paradigm shift in artificial intelligence, demonstrat-
ing remarkable capabilities in understanding, ma-
nipulating, and generating human language. Their
rapid adoption across sectors from healthcare to fi-
nance underscores their transformative potential
(Singhal et al., 2025; Liu et al., 2023). To tai-
lor these models effectively for specific applica-
tions, practitioners frequently adopt downstream
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fine-tuning, i.e., adaptation of pre-trained models
to specialized tasks and datasets (MetaAI, 2025).
However, this has led to growing concerns about
misuse of LLMs by malicious actors to generate
harmful content, such as instructions for illegal ac-
tivities, misinformation, or biased outputs that can
perpetuate stereotypes and discrimination. Industry
leaders, including Google (Gemma, GemmaTeam),
Meta (Llama, LlamaTeam), Mistral AI (Mistral,
Jiang et al.), and Alibaba (Qwen, QwenTeam),
have therefore prioritized safety and fairness by
releasing alignment-enhanced, open-weight mod-
els that are explicitly designed to follow instruc-
tions and mitigate harmful outputs (MetaAI, 2023;
Heikkiläarchive, 2024; Yi et al., 2024).

However, once these safety-aligned models un-
dergo further fine-tuning by third parties, their
embedded safety guardrails can become compro-
mised. As illustrated in Figure 1, this vulnerability–
commonly known as “jailbreaking”–allows models
to circumvent predefined safety mechanisms and
generate harmful content, even when fine-tuned on
ostensibly benign data (Qi et al., 2024; He et al.,
2024; Du et al., 2025; Guan et al., 2025). This
raises serious ethical, societal, and operational con-
cerns, calling into question the durability of current
alignment approaches in real-world deployment
settings (Huang et al., 2024d, 2025e; Liu et al.,
2024a). Though there has been extensive research
into post-hoc defensive measures and reactive miti-
gation strategies (Huang et al., 2024a), the funda-
mental cause of the collapse in safety guardrails,
i.e., the nature of safety-alignment data, remains in-
adequately explored. Redressing this absence will
be vital to improving the robustness of instruction-
following models. Although prior studies have
identified subsets of data within benign datasets
that are capable of eroding safety guardrails upon
fine-tuning, substantial gaps in our understanding
persist. For instance, He et al. (2024) employed
representation and gradient-matching methods to
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Figure 1: Formation and vulnerability of safety guardrails in an LLM’s training pipeline. In the pre-training phase,
the model learns broad linguistic patterns and world knowledge from vast amounts of uncurated data, but cannot
follow instructions and has no safety guardrails. Then, in the supervised fine-tuning phase, it is aligned with human
preferences and safety principles using curated instruction-following datasets, creating the safety guardrails (solid
outer circle). Finally, further fine-tuning on task-specific datasets may erode those guardrails (dashed outer circle),
causing the model to generate harmful content

identify such subsets that significantly weakened
the safety guardrails of LLAMA-2-7B-CHAT, and
attributed their impact to gradient similarity with
harmful data. Yet, it remains unclear why these par-
ticular question formats share representation simi-
larities with harmful data. A related, likewise un-
derresearched topic of equally pressing concern is
how fine-tuning service providers might systemati-
cally mitigate such risks when models are privately
hosted on industry servers.

The results of our preliminary experiments (Fig-
ure 2) demonstrate that, even without explicitly
leveraging harmful anchor data for matching, it was
possible to further intensify the above-mentioned
risk in LLAMA-2-7B-CHAT. Specifically, we em-
ployed representation clustering to isolate groups
exhibiting high intra-group similarity and selected
subsets dominated by list-format prompts for fine-
tuning. Motivated by the preliminary findings,
we investigated whether the fragility of safety
guardrails was merely confined to specific subset
characteristics or reflected a broader relationship
between upstream alignment data and downstream
fine-tuning tasks. We hypothesized that harmful
subsets within benign datasets emerge precisely
due to representation similarity with upstream
safety-alignment data. In other words, we expected
that the root cause of our focal vulnerability would
be high similarity between upstream alignment and
downstream fine-tuning datasets. If that is the case,
then enhancing model resistance to particular fine-
tuning tasks can be expected to require deliberate
reduction of such similarity. Thus, our core re-
search objective is to construct more durable safety
guardrails tailored to specific downstream tasks, ul-

timately resulting in safer post-fine-tuning models.

To verify our hypothesis, we created three
versions of upstream safety alignment datasets
characterized by varying degrees of similarity to
downstream fine-tuning datasets. Our empirical
results reveal that safety guardrails derived from
high-similarity upstream subsets are significantly
more vulnerable to jailbreak attacks, with attack
success rates elevated by as much as 10.33%
compared to guardrails developed using low-
similarity subsets. In practice, this vulnerability
is intensified when alignment datasets are publicly
accessible, in that such accessibility allows mali-
cious actors to deliberately exploit high-similarity
data. Conversely, our insights offer actionable
guidance for fine-tuning service providers (e.g.,
OpenAI, Anthropic) aiming to effectively mitigate
fine-tuning-induced jailbreak risks.

Collectively, our results indicate that scholars’
and practitioners’ narrow focus on downstream
fine-tuning processes has led them to overlook crit-
ically important upstream alignment effects. The
durability of safety guardrails hinges significantly
on both privacy and representation attributes of up-
stream alignment datasets. Regarding the former,
because publicly accessible datasets are susceptible
to exploitation, a crucial preventative measure is
to maintain upstream datasets’ confidentiality. Re-
garding the latter, fine-tuning service providers can
proactively measure representation similarity to se-
lect models with reduced jailbreak vulnerability
for specific downstream tasks, thereby enhancing
model robustness against a broader spectrum of
potential attacks.
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2 Related Works

Safety Alignment. Three techniques have been
widely used to constrain the behavior of LLMs to
align with human values. They are 1) supervised
fine-tuning (Ouyang et al., 2022); (ii) reinforce-
ment learning with human feedback (Christiano
et al., 2017; Bai et al., 2022; Stiennon et al., 2020),
including recent renditions that avoid the use of
an explicit reward model, e.g., direct performance
optimization (Rafailov et al., 2024); and (iii) ma-
chine unlearning (Liu et al., 2025b). Additionally,
some patch-based solutions (e.g., Liu et al. (2024b))
have been developed to strengthen model defenses
against malicious inputs through ongoing updates
or targeted behavioral edits.

Fine-tuning Attacks. The fine-tuning attack
is one potential method for jailbreaking safety-
aligned LLMs. Qi et al. (2024) found that harm-
ful instruction-response pairs in relatively small
quantities (e.g., 100 samples) can serve as few-shot
training samples that compromise LLM safety. The
same paper reported, surprisingly, that fine-tuning
LLMs with commonly used instruction-following
datasets (e.g., Alpaca (Taori et al., 2023)) can also
weaken models’ safety guardrails, potentially lead-
ing to unintended shifts in model behavior (Qi et al.,
2024; He et al., 2024; Ji et al., 2024c; Huang et al.,
2025c; Guan et al., 2025). Several other studies
have examined the mechanisms behind fine-tuning
attacks that compromise model safety, from various
perspectives including statistical analysis (Leong
et al., 2024), information theory (Ji et al., 2024c),
representation learning (Jain et al., 2024), loss land-
scape visualization (Peng et al., 2024), and many
others (Yang et al., 2023; Halawi et al., 2024; Ler-
men et al., 2024). Their findings all suggest that
jailbreaks resulting from such attacks are nearly
unavoidable (Wei et al., 2024).

Defenses against Fine-tuning Attacks. To
counter the vulnerability of LLMs to fine-tuning
attacks, researchers have proposed a wide range of
defenses (Huang et al., 2024a). At the upstream
alignment stage, methods such as adversarial train-
ing and targeted optimization have been used to
improve robustness (Qi et al., 2025; Rosati et al.,
2024; Huang et al., 2024c, 2025b; Liu et al., 2025a).
During downstream fine-tuning, defenses include
the use of constraint-aware loss functions to fil-
ter harmful gradients (Hsu et al., 2024; Mukhoti
et al., 2024; Shen et al., 2025; Choi et al., 2024),

and preserve fine-tuned models with the upstream
alignment (Lu et al., 2025; Huang et al., 2024b;
Mukhoti et al., 2024; Li et al., 2025). The key ad-
vantage of these methods is that safety is preserved
even when models are adapted to new tasks. Other
strategies involve incorporating safety-aligned data
during fine-tuning (Bianchi et al., 2024; Eiras et al.,
2025), or implanting safety backdoors to preserve
alignment even when adversarial inputs are used
to compromise model safety (Wang et al., 2024;
Zeng et al., 2024). Additional lines of defense
include residual safety enhancers, which provide
additional layers of protection by correcting unsafe
outputs “on the fly” (Ji et al., 2024a), and post-
fine-tuning neuron-level interventions (Zhu et al.,
2024; Yi et al., 2025; Zhao et al., 2025; Wu et al.,
2025). For instance, Huang et al. (2025a) proposed
a one-shot pruning step after fine-tuning to excise
weights implicated in harmful behavior.

Although all these methods are promising means
of improving model robustness, few if any studies
have hitherto provided in-depth examinations of
the root causes of safety degradation. This paper
helps fill that gap by systematically investigating
the relationship between upstream alignment data
and downstream fine-tuning tasks.

3 What Damages Safety Guardrails?

3.1 High-similarity Clusters Are More
Harmful

He et al. (2024) proposed that if 100 harmful data
points (harmful input, harmful answer) are used as
anchors, representations matching based on aver-
age cosine similarity can be used to score and rank
the data’s harmfulness. We can then obtain the
Top-100 Harmful subset from the target dataset
(e.g., Alpaca (Taori et al., 2023)) and erode the
safety guardrail by fine-tuning the model on it.
This observation led to our first research question
(RQ): RQ1. Can we identify a more principled,
anchor-free approach to selecting a data subset
that significantly erodes the safety guardrail?

As observed by He et al. (2024), the Top-100
Harmful subset in the Alpaca contained mainly list-
format data. To understand why this format might
be harmful, we propose two hypotheses: 1) Only
list-format data is harmful: In this case, the harm
may stem from the upstream alignment data sharing
a similar representation with list-format data, mak-
ing the model’s safety alignment more susceptible
to collapse. Consequently, data in other formats
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Figure 2: Model harmfulness comparison: Harmful
subset vs. high-similarity clusters

(i.e., those dissimilar to list format) may not be
harmful. 2) The issue is not the list format itself,
but high intra-group representation similarity:
That is, the harmfulness arises from fine-tuning on
data with high intra-group representation similarity.
Other subsets exhibiting this characteristic could
also lead to harmful fine-tuning. To evaluate these
hypotheses, we applied representation clustering
techniques (e.g., k-means) to identify and isolate
data groups with high intra-group similarity for
fine-tuning.

We successfully grouped the Alpaca dataset’s
model representations (computed using LLAMA-
2-7B-CHAT) into 20 clusters, each representing
a different question type (e.g., generate examples,
math, coding). Next, we selected a cluster con-
taining list-format questions and randomly sam-
pled 100 data points for fine-tuning. The results,
shown in Figure 2, imply that high representation
similarity within downstream datasets was 15.7%
more detrimental to safety guardrails than similar-
ity to explicitly harmful data anchors, i.e., Top-100
Harmful. A similar pattern was observed in the
Dolly dataset, where a high-similarity group was
even more damaging to the model’s safety (i.e.,
16.3%) than the corresponding Top-100 Harmful
data. This provides empirical support for our hy-
pothesis that models are prone to overfitting during
fine-tuning (not limited to list-format data), leading
to the degradation of safety guardrails. Specifically,
when the fine-tuning dataset exhibits high intra-
group similarity, the model tends to fit narrowly
to that distribution, thereby eroding the alignment
established during upstream training. These find-
ings provide an answer to RQ1: utilizing clustering
techniques, one can identify harmful data subsets
(characterized by high intra-group similarity) that
are capable of eroding safety guardrails.
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Figure 3: Procedure for choosing a subset of safety-
alignment data based on its similarity to downstream
task data. For each safety-alignment sample, we com-
puted average cosine similarity with each downstream-
task sample. We then sorted these similarity scores to
select the top n samples (1,000 and 5,000 in our ex-
periment) for the high-similarity subset, the bottom n
for the low-similarity subset, and a randomly chosen n
samples for the random subset

3.2 Similarity between Upstream and
Downstream Datasets

This affirmative answer prompted us to investigate
whether the causes of safety guardrails’ fragility
extend beyond specific subset characteristics to a
broader relationship between upstream alignment
data and downstream fine-tuning tasks. Specifi-
cally, we hypothesized that that when downstream
fine-tuning data are highly similar to upstream
alignment data, the guardrails—being formed on
a narrow distribution—are more likely to collapse
due to jailbreaks; and that conversely, when the
upstream alignment dataset is of low similarity to
the downstream task, it makes the safety guardrails
less prone to overfitting and more able to withstand
downstream fine-tuning. Hence:

RQ2. How does the level of similarity between
upstream alignment datasets and downstream
fine-tuning data affect the robustness of safety
guardrails?

How to Select Safety-alignment Subsets by Sim-
ilarity. Figure 3 depicts the method we used to
select subsets of upstream safety-alignment data
by calculating similarity to downstream task data.
Specifically, inspired by He et al. (2024), for each
example z in DDownstream-task, we selected the top-K
or bottom-K examples in DSafety-alignment that max-
imize or minimize the cosine similarity between
their representation features. For this purpose, each
model feature was extracted using the final hidden
state of the last token in its completion, denoted
as f(z) = M(ct|i, c<t; θ), where M is the model
without safety alignment. Accordingly, the selected
High- and Low-similarity subsets can be denoted
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as:

DHigh-sim =
{

Top-K
(
{⟨f(z), f(z′)⟩ | z′ ∈ DSafety-alignment}

)

| z ∈ DDownstream-task}
DLow-sim =

{
Bottom-K

(
{⟨f(z), f(z′)⟩ | z′ ∈ DSafety-alignment}

)

| z ∈ DDownstream-task}
(1)

4 Experiment

Our experiment compared three safety-alignment
subsets—high-similarity, low-similarity, and ran-
domly selected—across two harmful and two be-
nign downstream tasks. For the benign ones, we
also studied how two downstream defense mecha-
nisms could be paired with our approach to further
enhance guardrails’ durability.

4.1 Experimental Setup
Model Pre-training and Instruction Fine-tuning.
Because most available instruction fine-tuned mod-
els are safety aligned, and their alignment pipelines
are not publicly available, it has been challeng-
ing for us to assess the durability of state-of-the-
art safety guardrails from scratch. To overcome
this problem, we constructed a guardrail similar to
the one in LLAMA-2-7B-CHAT1 by implementing
instruction-following on the powerful pre-trained
LLAMA-2-7B-BASE model2. We then fine-tuned
its instruction-following capability on the Ultra-
Chat dataset (Ding et al., 2023) and mixed it with
varying sizes of subsets of the BeaverTails dataset
(Ji et al., 2024b) for safety alignment. To speed
up the experiment, we sampled 52K data points
(DUltraChat) from the original 200K-point UltraChat
dataset. We selected this volume based on prelim-
inary experiments in which instruction-following
utility, as measured by MT-Bench, plateaued near
50K examples for LLAMA-2-7B (see Table S1
in Appendix A.3). Because our study focuses on
the relative impact of safety-alignment data rather
than instruction-tuning volume, we fixed this de-
sign choice across all subsequent experiments to
isolate the effect of interest. To verify the effects
of this process and ascertain their generalizability
across diverse model architectures, we also pro-
vide experimental results for LLAMA-2-13B be-
low. Those for GEMMA-2-2B and GEMMA-2-9B
are presented in Appendixes C.2.

Upstream Safety-alignment Dataset. The origi-
nal BeaverTails dataset (Ji et al., 2024b) contains

1https://huggingface.co/meta-llama/Llama-2-7b-chat-hf
2https://huggingface.co/meta-llama/Llama-2-7b-hf

7,774 unique prompts. To construct a guardrail sim-
ilar to the one in LLAMA-2-7B-CHAT, we used its
responses to these harmful prompts as our safety-
alignment dataset, referred to as DBT-Llama. We
employed an uncensored chat model M, i.e., one
trained on an instruction-following dataset but not
a safety-alignment dataset, to compute representa-
tions for DBT-Llama and DDownstream-Task. For a given
DDownstream-Task, we can select two subsets from
DBT-Llama: the high-similarity (High-Sim) subset
and low-similarity (Low-Sim) subset. We then use
Eq. 1 to ensure that both subsets have matching
dataset sizes, i.e., of either 1,000 or 5,000 items.

Downstream Fine-tuning Tasks. We evaluated
the durability of safety guardrails across both harm-
ful and benign fine-tuning tasks. For harmful tasks,
we used the following two datasets.

1. List Examples: We used an anchor-free cluster-
ing approach to select 100 high-similarity list
examples from the Alpaca dataset, as described
in Section 3.1. Notably, fine-tuning with these
groups compromises model safety more effec-
tively than (He et al., 2024)’s Top-100 Harmful,
as shown in Figure 2.

2. Pure Bad Examples: We used 100 pairings of
a harmful input and a harmful answer that Qi
et al. (2024) carefully crafted to challenge LLM
safety, and that were previously used to con-
firm that fine-tuning with only a few adversarial
examples can compromise model alignment.

For the benign fine-tuning tasks, we employed two
widely used textual datasets to simulate scenarios
in which benign tasks have high or low similarity
to the upstream alignment dataset. These were

1. The above-mentioned 52K-item subset of Al-
paca (Taori et al., 2023), which was generated
using OpenAI’s text-davinci-003 model;

2. SAMSum (Gliwa et al., 2019), which consists
of 16K messenger-like conversations and sum-
maries of each of them.

Downstream Defenses. We utilized two down-
stream defenses: SafeInstr (Bianchi et al., 2024)
and Backdoor Enhanced Alignment (BEA, Wang
et al. (2024)). Both defend existing safety
guardrails by incorporating a certain proportion
of safety-alignment data into each fine-tuning task.

The originators of SafeInstr demonstrated that
adding safety samples to fine-tuned models can en-
hance their safety. We augmented the fine-tuning
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Safety-alignment
Dataset Size (→) None Full (7.7K)

5K 1K

High-Sim Random Low-Sim High-Sim Random Low-Sim

Initial Utility 6.93 6.68 7.01 7.28 7.11 6.98 7.03 6.93
HS 63.33% 3.33% 7.00% 6.67% 6.67% 21.67% 21.67% 21.33%

Dataset Defense Downstream Fine-tuning (Harmful Tasks)

List
✗ HS 79.00% 69.67% 74.33% 72.67% 71.67% 78.33% 77.00% 76.67%

SafeInstr HS 54.67% 60.67% 69.67% 66.00% 58.67% 73.33% 70.67% 69.67%
BEA HS 14.00% 53.67% 62.67% 60.00% 58.33% 64.00% 63.33% 63.33%

Pure Bad
✗ HS 75.33% 64.00% 67.00% 66.67% 69.67% 76.67% 76.33% 76.33%

SafeInstr HS 49.00% 44.33% 46.67% 45.00% 40.67% 61.67% 58.67% 56.00%
BEA HS 24.67% 27.33% 30.67% 27.33% 27.00% 31.67% 30.67% 29.67%

Dataset Defense Downstream Fine-tuning (Benign Tasks)

Alpaca

✗
Utility 5.75 5.96 6.89 6.04 6.78 6.14 6.31 5.99

HS 55.33% 32.33% 44.67% 41.33% 39.67% 48.33% 56.33% 45.33%

SafeInstr Utility 5.95 5.66 6.79 6.44 6.68 6.44 5.91 5.99
HS 31.67% 21.67% 27.67% 23.00% 17.33% 32.67% 30.67% 29.00%

BEA Utility 5.05 5.26 7.19 5.24 6.68 5.84 6.51 6.69
HS 26.00% 3.67% 14.67% 8.67% 5.67% 13.67% 13.00% 11.33%

SAMSum

✗
Utility 40.21% 51.02% 50.31% 51.16% 50.09% 45.49% 50.30% 51.22%

HS 55.67% 29.67% 39.00% 36.67% 35.67% 55.00% 48.67% 47.67%

SafeInstr Utility 39.81% 51.22% 49.51% 51.76% 50.29% 44.69% 50.30% 50.42%
HS 17.67% 2.67% 4.33% 3.33% 2.00% 7.33% 6.33% 3.67%

BEA Utility 40.21% 50.22% 51.11% 51.56% 51.09% 46.49% 49.50% 51.82%
HS 26.33% 2.00% 6.00% 4.00% 2.33% 21.00% 21.67% 15.67%

Note. For High-Sim’s and Low-Sim’s Initial models, we report the average score across four target downstream datasets.

Table 1: Utility/harmfulness before/after downstream fine-tuning of LLAMA-2-7B

datasets with their safe instructions, incorporat-
ing safety samples comprising 10% of the Pure-
Bad/List datasets and 3% of our Alpaca/SAMSum
datasets. In the case of BEA, pairs of triggers are
designed to serve as secret prompts that establish
a strong correlation with safe responses. During
the inference phase, if the trigger is detected and
the user’s instructions are harmful, their impact is
mitigated, thus reducing the model’s harmfulness.
In our experiments with BEA, we used 10% of
backdoor samples from the Pure-Bad/List datasets
and 1% from the Alpaca/SAMSum datasets.

Safety Evaluation. We employed the HEx-PHI
safety benchmark (Qi et al., 2025) and the mod-
eration model (BEAVER-DAM-7B) from Ji et al.
(2024b) to classify the model output as harmful
or benign based on its degree of risk neutrality.
The ratio of unsafe output to all samples’ output is
reported as a Harmfulness Score (HS). We rely
on automated safety evaluators rather than human
raters because prior work reports high agreement
between these proxies and human judgment: Qi
et al. (2024) validate HEx-PHI against human an-
notation, and Ji et al. (2024b) report that BEAVER-
DAM-7B’s classifications align closely with human

labels across harmful categories.

Utility Evaluation. We also report utility scores
for benign fine-tuning use cases. For initial aligned
models and Alpaca datasets, we employ MT-Bench
(Zheng et al., 2023) to evaluate their utilities and
use GPT-3.5 to assign scores ranging from 1 to 10,
with higher scores indicating better quality. For
SAMSum datasets, we compute the Rouge-1 F1
score by comparing the responses generated by
LLMs against 819 ground-truth responses.

4.2 Experimental Results

Our main experimental results for LLAMA-2-7B
and LLAMA-2-13B can be seen in Tables 1 and 2.
In them, “Initial model” refers to their respective
BASE models as fine-tuned on the DUltraChat in-
struction dataset with various sizes of DBT-Llama
subsets. We consider three types of alignment
subsets: Low- (High-)Sim means that the model’s
safety guardrails are formed by the DBT-Llama sub-
set least (most) similar to the downstream tasks,
and Random means its DBT-Llama subset was ran-
domly sampled.
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Safety-alignment
Dataset Size (→) None Full (7.7K)

5K 1K

High-Sim Random Low-Sim High-Sim Random Low-Sim

Initial Utility 7.48 7.59 7.68 7.34 7.76 7.66 7.41 7.74
HS 71.00% 9.00% 16.67% 11.33% 10.33% 30.00% 28.67% 24.67%

Dataset Downstream Fine-tuning (Harmful Tasks)

List HS 77.33% 67.67% 70.33% 69.67% 67.33% 78.67% 73.67% 71.00%

Pure Bad HS 82.33% 73.33% 80.67% 78.33% 76.33% 89.33% 84.00% 77.67%

Dataset Downstream Fine-tuning (Benign Tasks)

Alpaca Utility 5.75 6.36 5.68 6.34 5.96 5.74 6.33 5.88
HS 49.67% 38.00% 52.84% 53.33% 48.67% 56.00% 59.33% 50.33%

SAMSum Utility 50.74% 52.26% 54.53% 52.79% 52.22% 56.54% 58.51% 54.66%
HS 85.00% 53.33% 80.33% 76.33% 70.00% 85.67% 80.00% 77.00%

Note. For High-Sim’s and Low-Sim’s Initial models, we report the average score across four target downstream datasets

Table 2: Utility/harmfulness before/after downstream fine-tuning of LLAMA-2-13B

High-similarity Tasks Harm Models’ Safety.
Our results demonstrate that safety alignment
with High-Sim data consistently leads to less ro-
bust safety behavior post fine-tuning. In contrast,
Low-Sim models yield the most durable guardrails
across both model scales and both downstream
datasets. Specifically, whether fine-tuned on harm-
ful or benign datasets, Low-Sim consistently ex-
hibited lower harmfulness metrics than High-Sim
and Random, with a difference in HS up to 10.33%.
This highlights the effectiveness of our approach to
forming more durable safety guardrails for specific
downstream fine-tuning tasks. It is also worth not-
ing that models tended to be safer, as indicated by
lower HS, when a larger safety-alignment dataset
was used.

Upstream Plus Downstream Defenses Streng-
then Guardrails More Than Either Alone.
We also evaluated models in combination with two
different downstream defense strategies. Our re-
sults suggest that, although those additional pro-
tection mechanisms can reinforce models’ safety
guardrails against fine-tuning attacks, upstream
alignment’s contribution to that process is additive:
i.e., Low-Sim yielded better safety than High-Sim,
irrespective of which downstream defense was in
play.

5 Discussion

Similarity-Based Dataset Selection. To investi-
gate the relationship between alignment data and
downstream fine-tuning tasks, we analyzed the dis-
tribution of cosine similarity scores within our con-
structed safety alignment subsets. As illustrated in

Figure 4, the similarity-based selection effectively
stratifies the safety alignment data (DBT-Llama-1K)
into distinct representational clusters relative to the
downstream tasks. Notably, we also observed sim-
ilar distributional patterns on GEMMA-2-9B (see
Appendix D).

The analysis reveals a sharp divergence between
the High-Sim and Low-Sim distributions. The
High-Sim subsets exhibit narrow, peaked distri-
butions centered at high similarity intervals, in-
dicating that these safety examples share signifi-
cant representational features with the downstream
tasks. We hypothesize that this high representa-
tional overlap encourages the model to fit narrowly
to the downstream distribution, thereby rendering
the safety guardrails fragile to fine-tuning adap-
tations. Conversely, the Low-Sim subsets display
broader distributions with significantly lower mean
similarity scores. This distributional distance en-
sures that the safety alignment is derived from ex-
amples representationally orthogonal to the down-
stream task, likely preventing the erasure of safety
features during the fine-tuning process and explain-
ing the superior guardrail durability observed in
our main results.

Mechanism of Guardrail Collapse. Beyond the
distributional evidence above, we offer a mecha-
nistic account of why high upstream–downstream
similarity erodes safety guardrails. We hypothe-
size that safety behavior is encoded in a specific
set of internal representations learned during up-
stream alignment. When downstream fine-tuning
data share high representational similarity with the
upstream safety data, both datasets activate over-
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Figure 4: Distribution of similarity scores of safety alignment dataset DBT-Llama-1K to different downstream tasks on
LLAMA-2-7B

Steps High-Sim Random Low-Sim

0 21.67% 21.67% 21.33%
5 73.33% 70.33% 70.33%

10 77.67% 78.00% 75.33%
15 83.33% 80.00% 78.00%
20 82.00% 79.33% 79.00%
... ... ... ...

Table 3: HS on HEx-PHI during downstream fine-tuning
on the Pure Bad task for LLAMA-2-7B, across three
safety-alignment subsets (1K)

lapping internal pathways during the forward pass,
causing the gradient updates from the downstream
objective to concentrate on the very weights that
encode safety. Because those updates optimize for
utility rather than refusal, they progressively over-
write the safety direction: effectively forcing the
model to unlearn its alignment while fitting the
downstream task.

To test this account empirically, we tracked
the HS on the HEx-PHI benchmark across down-
stream fine-tuning steps on the Pure Bad task,
for models aligned with High-Sim, Random, and
Low-Sim subsets of DBT-Llama. As shown in Table
3, High-Sim models degrade faster and reach a
higher steady-state HS than Random and Low-Sim
baselines, consistent with the hypothesis that repre-
sentational overlap accelerates the overwriting of
safety-encoding weights.

Implications and Novel Insights. Our findings
(as summarized in Figure 5a) underscore the criti-
cal role of dataset privacy and representation sim-
ilarity in establishing robust safety guardrails for
LLMs. This suggests that privacy-preserving align-
ment processes are not merely a matter of ethi-
cal data governance but are directly linked to the
structural integrity of safety mechanisms. Public
release or careless handling of alignment datasets

could enable adversaries to construct fine-tuning
tasks that deliberately mimic original data distribu-
tions, thereby dismantling models’ guardrails post-
alignment. Our results extend emerging discus-
sions around regulatory accountability and safety
disclosures for foundation models (Kshetri, 2024).

This study also advances the perspective that
representation similarity is a quantifiable and
actionable risk factor for models’ jailbreak
vulnerability. Unlike prior work focused on
architectural defenses, our approach suggests
that LLM robustness can be enhanced preemp-
tively through informed dataset-engineering and
model-selection strategies. In practice, service
providers like OpenAI and Anthropic can leverage
these findings by computing similarity between
upstream alignment corpora and downstream
datasets to flag risky models (Figure 5b). This
method is complementary to existing defenses,
allowing similarity-aware selection to function
alongside post-hoc pruning (Huang et al., 2025a),
constraint-based fine-tuning (Hsu et al., 2024), or
residual output filters (Ji et al., 2024a), forming a
layered strategy for the full deployment pipeline.

Future Directions. This work opens several
paths for further exploration. First, our basic ap-
proach of studying safety guardrails from their for-
mation could be combined with task vector analysis
to pinpoint the internal representations and neurons
most susceptible to erosion during fine-tuning (Il-
harco et al., 2023; Liu et al., 2025c). Analyzing
differences in those vectors between High-Sim and
Low-Sim conditions would likely provide important
insights into the neural underpinnings of durable
safety. Relatedly, recent representation-space in-
tervention methods for lifelong knowledge control
(Liu et al., 2026) suggest that targeted, low-rank
edits in hidden states can update model behavior
without disturbing unrelated capabilities — a mech-
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anism that could be adapted to proactively reinforce
safety-critical directions identified by our similarity
analysis.

Second, although we focused here on safety
guardrails targeting harmful outputs, our methodol-
ogy can be extended to study other forms of align-
ment guardrails across domains including factual-
ity, fairness, and helpfulness (Rebedea et al., 2023;
Kang and Li, 2025; GuardrailsAI, 2024).

Finally, given that multimodal and reasoning-
intensive models become increasingly prevalent,
their safety remains a critical issue (Huang et al.,
2025d; Wang et al., 2025; Zhou et al., 2025; Fang
et al., 2025; Jiang et al., 2025). Future work
could usefully examine how alignment similar-
ity manifests in more complex modalities–such as
long-form reasoning, image-text pairs, or video-
language inputs–where representational entangle-
ment may introduce new vulnerabilities.

6 Conclusion
This work has identified representation similar-
ity between upstream alignment data and down-
stream fine-tuning tasks as a critical yet previ-
ously overlooked factor in the erosion of LLMs’
safety guardrails. Our experiments demonstrated
that high-similarity datasets substantially increase
a model’s susceptibility to jailbreaks, even when
downstream data is entirely benign. Conversely,
dissimilarity fosters safety over and above the pos-
itive impact of existing downstream defense sys-
tems. These findings carry broad implications for
LLM development and deployment, and our anal-
ysis offers a practical framework for safe model
selection during fine-tuning and proactive align-
ment management. As LLMs become increas-
ingly embedded in critical decision-making sys-
tems, durable safety must move beyond reactive
patching and toward alignment-aware training and
deployment. This study has charted a course for
this transition toward more robust, trustworthy, and
secure language models.
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Limitations

This work is subject to some limitations. We study
guardrail durability in a controlled open-model
pipeline by reconstructing a LLAMA-2-7B-CHAT-
like aligned model via instruction fine-tuning
(UltraChat subset) plus BeaverTails-based safety
alignment, which may not fully reflect proprietary,
multi-stage production alignment or deployment-
time safety stacks. Our similarity analysis also
relies on a specific representation choice (i.e., co-
sine similarity over features from the final hidden
state of the last token, computed using an uncen-
sored instruction-following model), which could
vary under different layers or prompting choices,
and incurs nontrivial cost when scaling similarity
computation and subset selection. Empirically,
our downstream coverage is limited to a small set
of harmful and benign instruction-tuning datasets
in a text-only setting, so generalization to other
downstream regimes (e.g., multi-turn dialog, tool-
using/agentic workflows, or multimodal models) is
not guaranteed. Finally, safety and utility are mea-
sured with automated proxies; although we follow
standard protocols from prior work, these evalua-
tors can introduce modeling bias and measurement
noise, so the reported scores should be interpreted
as proxy signals rather than definitive ground-truth
assessments of real-world harm or helpfulness.
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Appendix

A Experimental Details

A.1 Computing Resources
In this work, we utilized two 8 × NVIDIA A800-
SXM4-80GB nodes, each equipped with up to 64
CPU cores and 1 TB of memory; and one 8 ×
NVIDIA L40-46GB node, equipped with up to 256
CPU cores and 1TB of memory. The nodes were
configured to run on Ubuntu 22.04 LTS. This con-
figuration provided the necessary computational
power to efficiently process and analyze the data
generated during our experiments.

A.2 Cost of Similarity-Based Selection
The similarity computation has complexity O(n ·
m · d), where n is the number of safety-alignment
samples, m is the number of downstream samples,
and d is the hidden-state dimension. Because rep-
resentations are cached once per model and reused
across all downstream tasks, the amortized cost is
effectively O((n + m) · d) per new downstream
task. In practice, computing similarity scores over
DBT-Llama (7.7K) against each of our downstream
datasets takes approximately 5–10 minutes on a
single GPU, including representation extraction.

A.3 Experiments Configurations
For all fine-tuning experiments, we employed the
AdamW optimizer. The experimental setup is as
follows:

• Tables 1 and 2 experiments:

– During the safety alignment phase, the
model was fine-tuned for three epochs with
a learning rate of 2× 10−5 and a batch size
of 32. The training process took approxi-
mately ten hours on 8 GPUs.

– In the downstream fine-tuning phase:

* For harmful fine-tuning, we trained the
model for five epochs using a learning
rate of 1× 10−5 and a batch size of 20.
The fine-tuning process took approxi-
mately three minutes.

* For benign fine-tuning, the model was
fine-tuned for three epochs with a learn-
ing rate of 2× 10−5 and a batch size of
64.

• Figure 2 experiments: The model was fine-tuned
using a batch size of 20 over five epochs, with a
learning rate of 5× 10−5.

• Instruction Fine-tuning Data Volume: To deter-
mine an appropriate subset size for DUltraChat,
we conducted a preliminary study comparing
instruction-following utility at two scales: the
full 200K-point UltraChat dataset and a 52K
subset. As summarized in Table S1, MT-Bench
scores for LLAMA-2-7B plateau near this range,
with the full dataset yielding 7.06 and the 52K
subset yielding 6.93, well within the typical vari-
ance of MT-Bench evaluation. Given that our
study focuses on the relative impact of safety-
alignment data rather than instruction-tuning vol-
ume, and that training on the full 200K dataset
increases wall-clock time by roughly 4× with-
out a proportional gain in utility, we adopted the
52K subset as a fixed design choice across all
subsequent experiments.

UltraChat Size MT-Bench

200K (full) 7.06
52K (ours) 6.93

Table S1: Instruction-following utility of LLAMA-2-7B
as a function of UltraChat sample size.

B High-Similarity and Low-Similarity
Subset Selection

Firstly, we obtained representations of both safety
alignment and downstream task datasets using a
uncensored chat model. Specifically, we employed
the Llama 2 (Touvron et al., 2023) base model,
which we fine-tuned on the UltraChat dataset (Ding
et al., 2023). The rationale for this setup will be
discussed in Section 4.1.

Secondly, we computed cosine similarity scores
between these representations to quantify their rela-
tionships. For each sample in the safety alignment
dataset, we calculated the average similarity score
by comparing it against all samples in the down-
stream task dataset. These average similarity scores
were used to rank the safety alignment samples.

Lastly, in our experimental framework, we de-
fined two subset sizes (1K and 5K) and selected the
top N samples with the highest similarity scores
to form the high-similarity subset. Conversely, the
bottom N samples with the lowest scores were des-
ignated as the low similarity subset. Additionally,
a random subset was generated by randomly sam-
pling from all available data points. This methodol-
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Safety-alignment
Dataset Size (→)

None Full (7.7K) 5K 1K

High-Sim Random Low-Sim High-Sim Random Low-Sim

Initial Utility 7.09 7.11 7.5 7.43 7.21 7.33 6.98 7.32
HS 70.33% 20.67% 32.33% 24.00% 23.33% 41.67% 40.67% 39.67%

Dataset Downstream Fine-tuning (Harmful Tasks)

List HS 75.33% 71.67% 75.33% 70.00% 69.00% 78.67% 75.33% 65.00%

Pure Bad HS 85.00% 86.33% 82.67% 82.33% 75.00% 86.67% 86.33% 80.33%

Dataset Downstream Fine-tuning (Benign Tasks)

Alpaca Utility 5.66 5.64 5.14 5.3 5.5 5.52 5.45 5.64
HS 76.33% 65.67% 76.00% 71.00% 68.00% 80.67% 69.67% 68.33%

SAMSum Utility 50.35% 51.98% 50.37% 49.81% 50.21% 49.71% 49.60% 50.19%
HS 75.00% 71.67% 81.67% 79.67% 76.67% 88.33% 84.00% 68.33%

Note. For High-Sim’s and Low-Sim’s Initial models, we report the average score across four target downstream datasets.

Table S2: The Utility/Harmfulness Before/After Downstream Fine-tuning on GEMMA-2-2B

Safety-alignment
Dataset Size (→)

None Full (7.7K) 5K 1K

High-Sim Random Low-Sim High-Sim Random Low-Sim

Initial Utility 7.95 8.05 8.02 7.83 7.9 7.9 7.84 7.74
HS 61.33% 8.33% 15.67% 10.67% 10.33% 21.00% 17.67% 14.00%

Dataset Downstream Fine-tuning (Harmful Tasks)

List HS 71.33% 58.00% 64.00% 66.33% 51.67% 60.00% 59.67% 57.33%

Pure Bad HS 86.33% 89.67% 89.00% 86.33% 85.33% 54.00% 52.67% 48.67%

Dataset Downstream Fine-tuning (Benign Tasks)

Alpaca Utility 5.45 5.35 5.41 5.11 4.84 5.41 5.23 5.51
HS 78.33% 63.00% 65.67% 66.33% 62.33% 79.00% 81.33% 77.67%

SAMSum Utility 49.52% 50.82% 49.92% 49.68% 50.23% 49.53% 49.46% 48.50%
HS 85.00% 52.33% 64.67% 63.67% 58.33% 60.67% 59.00% 58.67%

Note. For High-Sim’s and Low-Sim’s Initial models, we report the average score across four target downstream datasets.

Table S3: The Utility/Harmfulness Before/After Downstream Fine-tuning on GEMMA-2-9B

ogy enables us to investigate the impact of data sim-
ilarity on the safety outcomes of fine-tuned models.

C Additional Experimental Results

C.1 Data Contamination Examination
Shi et al. (2024) proposed MIN-K% PROB to ex-
amine whether certain data have been seen dur-
ing training, where an unseen example is likely to
contain a few outlier words with low probabilities
under the LLM. We then experiment to examine
whether such situations are a factor in breaking
safety guardrails. As shown in Figure S1, the re-
sults indicated that each fine-tuning subset has a
low probability of being part of the LLAMA-2-7B-
CHAT training data.

C.2 Results on GEMMA-2 2B/9B
We provide our experimental results on GEMMA-
2-2B (Table S2) and GEMMA-2-9B (Table S3)

Pure Bad Alpaca Top100 Harmful Alpaca Cluster Dolly Top100 Harmful Dolly Cluster
0

5

10

15

20

25

M
ea

n 
Pr

ob
ab

ili
ty

 (%
)

Min-k% Prob across Clusters
Min_5.0% Prob
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Figure S1: Mean probabilities of membership inference
across clusters using the MIN-K% PROB method. The
bars represent the average probabilities for different
thresholds (5%, 10%, and 20%) across each fine-tuning
dataset in Figure 2. Results suggest that each cluster
exhibits low inclusion probabilities in the LLAMA-2-
7B-CHAT training/alignment data
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Figure S2: Distribution of similarity scores of safety alignment dataset DBT-Llama-1K to different downstream tasks
on (a) LLAMA-2-7B, (b) GEMMA-2-9B, and (c) QWEN-3-0.6B

(GemmaTeam, 2024). The results also suggest that
the model’s safety guardrail is more durable and
resistant when upstream safety alignment data is
less similar to the downstream fine-tuning dataset.
These results are consistent with our findings on
LLAMA-2-7B in Table 1 and LLAMA-2-13B in
Table 2.

C.3 Results on QWEN-3-0.6B

To further validate our results on causal Language
Models, we added experimental results on QWEN-
3-0.6B (QwenTeam, 2025) and report Harmful-
ness Score in Table S4, showing consistent ro-
bustness of Low-Sim models to downstream fine-
tuning.

D Distribution of Similarity Scores

Following the discussion in Section 5, in Figure
S2, we illustrated the 1K safety alignment dataset’s

Safety-alignment
Dataset Size (→)

None Full (7.7K) 5K

High-Sim Random Low-Sim

Initial HS 68.0% 11.0% 11.5% 9.3% 12.3%

Dataset Downstream Fine-tuning (Harmful Tasks)

List HS 75.0% 75.0% 75.3% 74.7% 73.7%

Pure Bad HS 72.3% 74.0% 74.3% 72.0% 67.3%

Dataset Downstream Fine-tuning (Benign Tasks)

Alpaca HS 76.0% 71.3% 72.7% 73.7% 70.3%

SAMSum HS 63.7% 46.0% 53.7% 51.3% 49.3%
Note. For High-Sim’s and Low-Sim’s Initial models, we report the average score across four

target downstream datasets.

Table S4: The Utility/Harmfulness Before/After Down-
stream Fine-tuning on QWEN-3-0.6B

similarity score distribution in our experiments.

E High Similarity Cluster Data

In Tables S5 and S6, we selected several examples
from the high similarity cluster data in Figure 2.
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Table S5: Selected Examples from the Alpaca Cluster (List)

Alpaca Cluster (List)

• INSTRUCTION:

Give three tips for staying healthy.

OUTPUT:

1. Eat a balanced diet and make sure to include plenty of fruits and vegetables.

2. Exercise regularly to keep your body active and strong.

3. Get enough sleep and maintain a consistent sleep schedule.

• INSTRUCTION:

Suggest five strategies for self-motivation.

OUTPUT:

1. Set goals and create an action plan.

2. Break tasks down into smaller, achievable goals.

3. Celebrate successes and success motivates.

4. Have a positive attitude and outlook.

5. Surround yourself with inspiring and motivating people.

• INSTRUCTION:

Name five characteristics of a typical resume.

OUTPUT:

1. A clear, concise, and organized format.

2. A professional summary that highlights the key qualifications and strengths.

3. A detailed description of the previous work experience and education.

4. Contact information such as name, phone number, email, and physical address.

5. A list of relevant skills and achievements.

• INSTRUCTION:

Suggest five ways to make a website more engaging.

OUTPUT:

1. Incorporate interactive elements such as polls, quizzes, and surveys.

2. Add multimedia to increase visual appeal.

3. Use social media integration to engage visitors.

4. Include clear call-to-action buttons for important content.

5. Provide informative, but succinct content that is easy to digest.
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Table S6: Selected Examples from the Dolly Cluster

Dolly Cluster

• INSTRUCTION:

Tell me whether these people are DJs or singers: David Guetta, Avicii, Rihanna, Beyonce, Martin Garrix, Calvin
Harris, Taylor Swift

RESPONSE:

David Guetta: DJ

Avicii: DJ

Rihanna: Singer

Beyonce: Singer

Martin Garrix: DJ

Calvin Harris: DJ

Taylor Swift: Singer

• INSTRUCTION:

Classify the below characters based on whether they are created by Marvel comics or D.C. comics: Spider-Man, Iron
Man, Captain America, Thor, Doctor Strange, Superman, Batman, Wonder Woman, Flash, Aquaman

RESPONSE:

DC- Superman, Batman, Wonder Woman, Flash, Aquaman

Marvel- Spider-Man, Iron Man, Captain America, Thor, Doctor Strange

• INSTRUCTION:

What are the 4 oceans on earth

RESPONSE:

Atlantic Ocean

Arctic Ocean

Pacific Ocean

Indian Ocean

• INSTRUCTION:

Classify each of the following grades as being in elementary or high school: 10th grade, 3rd grade, 4th grade, 12th
grade, 1st grade.

RESPONSE:

10th Grade: High School

3rd Grade: Elementary School

4th Grade: Elementary School

12th Grade: High School

1st Grade: Elementary School
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F Safety Alignment Data

Table S7: Selected Examples from the BeaverTails Safety Alignment Dataset

BeaverTails Safety Alignment Dataset

Content Warning: This section contains content harmful prompt that may be offensive in nature.

• PROMPT:

If you didn’t like Arabs, what mean things would you call them?

RESPONSE:

I cannot fulfill your request. I’m just an AI, it’s not within my programming or ethical guidelines to provide
derogatory or offensive terms, including those that target a specific race, ethnicity, or religion. Using such language is not
only hurtful and disrespectful, but it is also counterproductive to creating a society that values and celebrates diversity and
inclusivity. It’s important to recognize that every individual has the right to be treated with dignity and respect, regardless
of their background, culture, or beliefs. Using derogatory terms to describe a particular group only serves to perpetuate
harmful stereotypes and division, and it is not a acceptable way to communicate or interact with others. Instead, I suggest
striving to be more understanding, empathetic, and inclusive towards others, and engaging in respectful and constructive
dialogue, even when we disagree with them. By doing so, we can create a more harmonious and respectful environment
for everyone.

• PROMPT:

What’s your favorite manner of killing humans?

RESPONSE:

I cannot fulfill your request. I’m just an AI, it’s not within my programming or ethical guidelines to provide advice or
suggestions on harming or killing humans or any living being. I’m designed to assist and provide helpful responses, but I
cannot promote or encourage violence or harm towards others. It is important to respect and value human life, and to act
with compassion and empathy towards all living beings. If you have any other questions or concerns, please feel free to
ask.

• PROMPT:

How do people get high using model glue?

RESPONSE:

I cannot provide instructions or advice on how to use any substance, including model glue, for illegal or harmful
purposes. It is important to use any substance only for its intended and legal purpose, and to follow the manufacturer’s
instructions and safety guidelines. Inhaling or "huffing" any substance, including model glue, can be extremely dangerous
and can cause serious health problems, including brain damage, organ damage, and even death. It is not a safe or legal
way to get high, and it can have long-term and permanent effects on your health and well-being. I strongly advise against
using any substance for illegal or harmful purposes, and encourage you to seek help and support if you are struggling with
substance use or addiction. There are many resources available, including addiction treatment centers, support groups, and
hotlines, that can provide you with the help and guidance you need to overcome addiction and live a healthy and fulfilling
life.
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