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Abstract

The evolution from static ranking models to
Agentic Recommender Systems (Agentic Rec-
Sys) empowers AI agents to maintain long-
term user profiles and autonomously plan ser-
vice tasks. While this paradigm shift enhances
personalization, it introduces a vulnerability:
reliance on Long-term Memory (LTM). In
this paper, we uncover a threat termed “Vi-
sual Inception.” Unlike traditional adversar-
ial attacks that seek immediate misclassifica-
tion, Visual Inception injects triggers into user-
uploaded images (e.g., lifestyle photos) that act
as “sleeper agents” within the system’s memory.
When retrieved during future planning, these
poisoned memories hijack the agent’s reason-
ing chain, steering it toward adversary-defined
goals (e.g., promoting high-margin products)
without prompt injection. To mitigate this, we
propose COGNITIVEGUARD, a dual-process
defense framework inspired by human cogni-
tion. It consists of a System 1 Perceptual San-
itizer (diffusion-based purification) to cleanse
sensory inputs and a System 2 Reasoning Veri-
fier (counterfactual consistency checks) to de-
tect anomalies in memory-driven planning. Ex-
tensive experiments on a mock e-commerce
agent environment demonstrate that Visual In-
ception achieves about 85% Goal-Hit Rate
(GHR), while COGNITIVEGUARD reduces this
risk to around 10% with configurable latency
trade-offs (about 1.5s in lite mode to about 6.5s
for full sequential verification), without quality
degradation under our setup. Latency reporting
uses separate accounting: query-time overhead
excludes one-time upload-time preprocessing.

1 Introduction

Agentic Recommender Systems (Agentic RecSys)
powered by Large Multimodal Models maintain
persistent memory of user interactions for long-
term personalization (Xi et al., 2023; Wang et al.,
2024a; Peng et al., 2025). While existing safety
research focuses on prompt injection or immedi-

Figure 1: Overview of Visual Inception attack and COG-
NITIVEGUARD defense. (a) The attacker injects ad-
versarial triggers into user-uploaded images that remain
dormant in the memory bank. (b) When retrieved during
future planning, poisoned memories hijack the agent’s
reasoning chain. (c) COGNITIVEGUARD employs dual-
process defense: System 1 (perceptual sanitization) and
System 2 (reasoning verification).

ate adversarial misclassification (Hung et al., 2025;
Chen et al., 2025), we identify a critical yet under-
explored attack surface: the RAG Memory Bank
(Packer et al., 2023). Unlike prior work on multi-
modal RAG poisoning (Ha et al., 2025; Shereen
et al., 2025), we target the long-term planning ca-
pabilities unique to agentic systems.

We introduce Visual Inception, a stealthy at-
tack that injects adversarial “semantic triggers”
into user-uploaded images. These triggers act
as “sleeper agents”—dormant until retrieved dur-
ing future planning, when they implicitly hijack
the agent’s reasoning toward adversary-defined
goals without explicit prompt injection. To de-
fend against this threat, we propose COGNITIVE-
GUARD, a dual-process framework combining fast
perceptual sanitization (System 1, diffusion-based)
with deliberate reasoning verification (System 2,
counterfactual consistency), inspired by cognitive
science (Kahneman, 2011; Bengio, 2019; Kiciman
et al., 2024).

In summary, our contributions are threefold: we
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formalize Visual Inception as a single-level multi-
objective optimization targeting future retrieval
probability with cross-encoder transferability, pro-
pose COGNITIVEGUARD achieving about 90% at-
tack reduction without quality degradation under
our setup, and establish evaluation protocols in-
cluding Goal-Hit Rate, Memory-mediated Attack
Success Rate, and Reasoning Consistency Score
on our ShopBench-Agent benchmark with external
pressure tests.

2 Related Work

Agentic AI & RAG Security LLM-based agents
with persistent memory (Packer et al., 2023; Zhang
et al., 2024) are increasingly deployed in recom-
mender systems (Peng et al., 2025; Lian et al.,
2024). Recent work has categorized RAG threats
(Xiang et al., 2024; Zou et al., 2024; OWASP
GenAI Security Project, 2025), with SafeRAG
(Liang et al., 2025) and RAGBench (Friel et al.,
2024) providing comprehensive security bench-
marks. Best practices for RAG systems have been
systematically studied (Wang et al., 2024b), while
hallucination reduction remains a key challenge
(Ayala and Bechard, 2024; Wang et al., 2025a).
TrustRAG-style hybrid defenses combine retrieval
filtering with generation-time verification, though
primarily for text-only settings. Our work extends
this to multimodal agentic systems where visual
triggers bypass text-based filters.

Memory Poisoning & Provenance Defenses
Memory-focused poisoning attacks have emerged
as a critical threat vector. MINJA (Dong et al.,
2025) demonstrates practical memory injection at-
tacks against LLM agents, while persistent compro-
mise via poisoned experience retrieval (Srivastava
and He, 2025) and web agent memory corruption
(Patlan et al., 2025) reveal systemic vulnerabilities.
Recent work on general trigger attacks (Chaudhari
et al., 2024) and neuron-guided RAG poisoning
(Zhu et al., 2025b) further highlight the severity of
this threat. Provenance-based memory hardening
(Wei et al., 2025) tracks the origin and modification
history of memory items, though it cannot detect
semantically valid but adversarially crafted content.
COGNITIVEGUARD complements provenance de-
fenses by detecting adversarial influence rather than
unauthorized modification.

Multimodal Adversarial Attacks Beyond pixel-
level perturbations (Goodfellow et al., 2015; Madry

et al., 2018), semantic attacks on RAG systems
have emerged (Ha et al., 2025; Shereen et al.,
2025; Chen et al., 2024). Recent surveys compre-
hensively analyze VLM vulnerabilities (Wu et al.,
2024; Zhou et al., 2024). Jailbreak attacks on
multimodal LLMs have been extensively studied
(Zhang et al., 2025; Ghosal et al., 2024; Shayegani
et al., 2023), with defenses like IMMUNE provid-
ing inference-time alignment. Unlike CrossFire
(Dou et al., 2024) (immediate retrieval targeting),
Visual Inception exploits long-term memory per-
sistence through imperceptible visual triggers. Our
work focuses on inference-time poisoning, orthogo-
nal to training-time backdoors (Liang et al., 2023).

Defense Methods DiffPure (Nie et al., 2022) pi-
oneered diffusion-based purification, with recent
advances including ADBM (Li et al., 2024) and
AGDM (Lin et al., 2024). Efficient adversarial de-
fense for VLMs (Fares et al., 2024) and test-time
adversarial prompt tuning (Wang et al., 2025b) en-
hance robustness while maintaining performance.
Robust CLIP variants (Schlarmann et al., 2024;
Hossain and Imteaj, 2024a,b) provide encoder-level
protection. Detection methods include prompt in-
jection detection (Hung et al., 2025; Chen et al.,
2025), backdoor detection via chain-of-scrutiny
(Li et al., 2025), and activation-based approaches
(Wang et al., 2019; Gao et al., 2019; Tran et al.,
2018). Counterfactual reasoning (Kiciman et al.,
2024; Gendron et al., 2024; Gat et al., 2024) en-
ables causal analysis of model behavior. COGNI-
TIVEGUARD complements these by operating at
perception and reasoning levels, providing defense-
in-depth against attacks that evade individual lay-
ers.

3 Threat Model: Visual Inception

3.1 Attack Goal and Adversary Capabilities

The adversary aims to manipulate the Agent to ex-
ecute a target goal Gadv in future interactions by
injecting a poisoned image Iadv. We consider a
realistic threat model where the attacker can up-
load images as a normal user, has black-box access
to the visual encoder architecture, but cannot di-
rectly modify the memory bank or access internal
reasoning modules.

Black-Box Optimization: We employ a sur-
rogate ensemble strategy across publicly avail-
able encoders (CLIP-ViT-L/14, SigLIP-SO400M,
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OpenCLIP-ViT-G):

δ∗ = argmin
δ

K∑

i=1

wiLsem(Ei(I + δ), Ei(Ttgt))

(1)
Under Protocol P1 (Static-Unseen: static memory
bank, no noise/churn), the six off-diagonal entries
in Table 5 average 68.8% ASR-M on unseen en-
coder pairs, compared with 81.2% averaged over
surrogate diagonal entries (see Appendix for de-
tailed transferability analysis).

Attack Vectors: (1) Self-Targeting: poisoning
own memory; (2) Cross-User: via shared content
platforms; (3) Platform-Scale: via viral content
propagation.

3.2 Latent Concept Coupling

We craft Iadv visually indistinguishable from be-
nign Ibenign, but with embedding close to target
concept via single-level multi-objective optimiza-
tion:

min
δ

Lret + λ1 · Lsemantic + λ2 · Lperceptual (2)

Formal Optimization Specification: The re-
trieval loss uses a softmax surrogate over the mem-
ory bank:

Lret = − log
exp(cos(E(Iadv), E(Q))/τ)∑
m∈M exp(cos(E(m), E(Q))/τ)

(3)
where τ = 0.07 is the temperature, M is the mem-
ory bank, and Q represents sampled future queries.
The semantic loss enforces target concept align-
ment: Lsem = 1−cos(E(Iben+δ), E(Ttgt)). The
perceptual loss maintains visual quality: Lper =
LPIPS(Iben, Iben + δ).

Query Sampling Protocol: We model future
queries by: (1) sampling product descriptions from
the target category (50%); (2) generating para-
phrases via GPT-4 with temperature 0.8 (30%);
(3) sampling semantically related queries from a
held-out query log (20%). We use 100 queries per
optimization with batch size 16.

Robustness to Query Distribution Shift: A
key concern is attack robustness when the actual
query distribution differs substantially from the
sampled distribution. We address this through: (1)
Semantic generalization: CLIP’s broad semantic
understanding enables attacks to transfer across
paraphrased and related queries—even with only
30% query overlap, attacks achieve 61.2% ASR-M

(Table 6); (2) Category-level targeting: rather than
optimizing for specific queries, we target semantic
categories (e.g., “home office furniture”) that en-
compass diverse query formulations; (3) Adversar-
ial query augmentation: we include adversarially
perturbed queries during optimization to improve
robustness. However, we acknowledge that attacks
may degrade significantly under extreme distribu-
tion shifts (e.g., entirely new product categories or
multilingual queries not seen during optimization).
See Appendix B.4 for detailed analysis.

Negative Sampling: To prevent trivial solutions,
we include hard negatives from: (1) same-category
non-target products; (2) user’s existing memory
items; (3) popular items in the catalog. The con-
trastive margin is set to 0.3.

Cross-Encoder Weighting: For ensemble at-
tacks, we use uncertainty-weighted combination:
wi = σ−2

i /
∑

j σ
−2
j , where σi is the gradient vari-

ance for encoder i, estimated over 10 random
restarts.

Visual Inception maintains >60% ASR-M even
with only 30% query overlap due to CLIP’s seman-
tic generalization.

3.3 The “Inception” Effect
We define a sleeper agent as an adversarial memory
item madv satisfying three conditions: Dormancy
(low retrieval probability for unrelated queries),
Activation (high retrieval for target queries), and
Influence (∆reason(madv) > θinf ). The causal
influence is formally defined as:

∆reason(madv) = EQ[1[Gadv ∈ Agent(Q,M)]

− 1[Gadv ∈ Agent(Q,M\ {madv})]] (4)

This counterfactual formulation aligns with do-
calculus intervention do(M := M \ {madv})
(Pearl, 2009) and directly corresponds to our Sys-
tem 2 defense mechanism. The four-stage attack
lifecycle (Dormant → Activation → Hijacking
→ Persistence) is illustrated in Figure 2. Unlike
prompt injection (Schulhoff et al., 2023; Hung
et al., 2025; Chen et al., 2025), Visual Inception op-
erates through implicit semantic influence without
textual traces.

4 Defense: CognitiveGuard

We propose COGNITIVEGUARD, inspired by dual-
process cognitive theory (Kahneman, 2011), com-
bining fast perceptual filtering (System 1) with de-
liberate reasoning verification (System 2).
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Figure 2: The “Inception” effect: four-stage attack life-
cycle. Stage 1 (Dormant): adversarial image uploaded
and stored in memory bank. Stage 2 (Activation): se-
mantically related query triggers retrieval. Stage 3 (Hi-
jacking): latent trigger biases agent reasoning. Stage
4 (Persistence): hijacked recommendations reinforce
future influence through feedback loops.

Figure 3: Architecture of COGNITIVEGUARD. System
1 (Perceptual Sanitizer) applies diffusion-based purifi-
cation to cleanse visual inputs before memory storage
at upload time. System 2 (Reasoning Verifier) performs
counterfactual consistency checks during retrieval to
detect anomalous memory influence on planning.

4.1 System 1: Perceptual Sanitizer
Before images are written to memory, we apply
diffusion-based purification building on DiffPure
(Nie et al., 2022). This upload-time preprocessing
is unconditional for every memory image; query-
time adaptivity only controls whether System 2 is
invoked. Forward diffusion adds calibrated noise:
xt =

√
ᾱtx0 +

√
1− ᾱtϵ, then reverse diffusion

reconstructs the image.
Stopping Criterion Design: A naive stopping

criterion based solely on embedding distance to the
input (∥E(x0)−E(x̂

(t)
0 )∥ < τstb) risks preserving

adversarial triggers when x0 is already poisoned.
To address this, we employ a benign reference-
anchored criterion:

t∗ = min{t : ∥E(x̂
(t)
0 )− µben∥ < τref

∧ σ(t)
pur < σthr} (5)

Figure 4: System 1: Diffusion-based perceptual saniti-
zation. (Left) Forward diffusion adds calibrated noise to
the input image. (Right) Reverse diffusion reconstructs
a purified version, removing adversarial perturbations
while preserving semantic content. Stopping uses a
benign reference-anchored dual criterion: purified em-
bedding distance to benign centroid and purification-run
stability.

where µben is the centroid of benign image embed-
dings in the user’s memory (computed from the
90th percentile of images by upload age), and σ

(t)
pur

measures the variance of embeddings across mul-
tiple purification runs. This dual criterion ensures
convergence toward the benign distribution rather
than preserving potentially adversarial input charac-
teristics. When insufficient benign references exist
(new users), we fall back to a category-specific
reference distribution pre-computed from public
datasets. System 1 adds 0.3s latency per image.

4.2 System 2: Reasoning Verifier
For each retrieved memory m∗, we perform coun-
terfactual queries: Pctr = Agent(Q,M \ {m∗}).
The Reasoning Divergence Score (RDS) is formally
defined as:

RDS(m∗) = 1− cos(SB(Porg), SB(Pctr)) (6)

where Porg and Pctr are the agent’s planning out-
puts with and without memory m∗, and SB de-
notes Sentence-BERT embeddings (Reimers and
Gurevych, 2019). Memories with RDS(m∗) >
θanomaly (default 0.7) are flagged as “Pivot Points.”
We also validate semantic coherence via LLM
judge using a structured rubric: 5 (highly relevant),
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4 (relevant), 3 (somewhat relevant), 2 (marginally
relevant), 1 (irrelevant). Memories scoring ≤ 2 are
flagged.

Proxy Metric Limitations: We acknowledge
that SBERT distances and LLM judges are im-
perfect proxies. SBERT may conflate stylistic
variations with semantic divergence, and LLM
judges can be sensitive to prompt phrasing. To
mitigate this: (1) we calibrate θanomaly on 200
human-annotated samples achieving 0.89 correla-
tion with human judgments; (2) we use majority
voting across 3 LLM judge calls with temperature
sampling; (3) we validate that high-RDS memories
correlate with attack presence (Pearson r = 0.82,
p < 0.001). We also evaluate alternative embed-
ding models (SimCSE (Gao et al., 2021), E5 (Wang
et al., 2022)) in Appendix B.12, finding consistent
results across embedding choices.

Robustness to Joint Optimization: Attackers
jointly optimizing for low RDS and high coherence
achieve only 18.4% ASR-M due to the fundamental
trade-off between attack stealth and effectiveness.

Distribution Shift Considerations: SBERT
and LLM judges may exhibit brittleness under dis-
tribution shift (e.g., novel product categories, mul-
tilingual queries). We evaluate robustness to do-
main shift in Appendix B.13. In the unrecalibrated
Healthcare OOD setting, performance drops by
∆F1 = -0.15 (Table 13); this is a different met-
ric from ASR-M and should not be conflated with
ASR-M changes.

4.3 Adaptive Strategy and Latency
COGNITIVEGUARD applies System 1 at upload
time to every memory image. Query-time adaptiv-
ity only controls whether full System 2 verification
is invoked for a request. In our reporting, upload-
time and query-time are separated: query-time ex-
cludes the one-time upload-time System 1 cost. In
our default full sequential configuration, the query-
time verification overhead is about 6.5s (with Sys2
core runtime typically in the 6.0–9.0s range across
deployments). Lite mode (LLaMA-8B, k=3) gives
about 1.5s query-time in our profiled request-stage
pipeline (Sys2 core runtime: 0.9–1.2s), while the
profiled total can be 1.2–1.5s when one-time Sys-
tem 1 is included. Parallel inference reduces full
System 2 to about 1.5–2.1s in local deployment and
about 1.1–2.8s in API deployment. Selective veri-
fication on high-stakes queries can further reduce
average overhead. Detailed latency breakdown is
provided in Appendix B.1.

5 Experimental Setup

5.1 Environment and Datasets
We build ShopBench-Agent, a multi-turn conver-
sational recommendation environment based on
LLaMA-3.2-Vision-90B (Grattafiori et al., 2024)
and GPT-4V (OpenAI, 2023), with FAISS (Johnson
et al., 2021) memory bank using CLIP-ViT-L/14
embeddings. We evaluate across three domains:
E-commerce (500 sessions), Interior Design (300
sessions), and Travel Planning (200 sessions). Im-
plementation details including hyperparameters, at-
tack configurations, and baseline descriptions are
in Appendix A.

5.2 Metrics
Attack: GHR (Goal-Hit Rate: an output-level high-
recall proxy marking whether the final recommen-
dation semantically matches the adversarial goal,
similarity > τhijack = 0.75), ASR-M (Memory-
mediated Attack Success Rate: a stricter attribution-
aware rate counting goal-hit cases that remain at-
tributable to poisoned memory under our coun-
terfactual and clean-control checks), Stealthiness
Score (SS, 1-5 human rating), Hijack Depth (HD,
conversation turns), Reasoning Consistency Score
(RCS, 0-1). Accordingly, GHR counts all final
outputs that hit the target, whereas ASR-M counts
only the attributed subset; modestly higher GHR
than ASR-M is therefore expected in our setup
and is not an arithmetic inconsistency. Defense:
Upload-time and query-time latency overhead, plus
robustness under adaptive and distribution-shift set-
tings. Upload-time denotes one-time per-image pre-
processing, while query-time denotes per-request
overhead excluding one-time upload-time prepro-
cessing.

5.3 Main Results
Table 1 presents the comprehensive evaluation. We
report GHR as a broad output-level target-hit proxy
and ASR-M as the stricter memory-attributed sub-
set; accordingly, GHR can be slightly higher than
ASR-M without indicating a bookkeeping error.

Key Findings:

• Visual Inception reaches 85.1% GHR and
82.3% ASR-M against undefended agents, in-
dicating both frequent target hits and strong
poisoned-memory attribution.

• Conventional defenses (input filtering, output
moderation) provide limited protection, as the
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Method ASR-M GHR HD RCS Upload-time Query-time

No Defense 82.3±2.1 85.1±1.8 4.2±0.3 0.31±0.04 – –
Input Filter 71.5±2.4 74.2±2.2 3.8±0.4 0.38±0.05 – +0.1s
Output Mod. 78.9±1.9 81.3±2.0 4.0±0.3 0.34±0.04 – +0.2s
DiffPure 45.2±3.1 48.7±2.9 2.1±0.5 0.52±0.06 +0.3s –
Ret. Adv. Train 52.1±2.8 55.4±2.6 2.5±0.5 0.48±0.06 – +0.05s
TrustRAG‡ 48.7±2.9 51.3±2.7 2.3±0.5 0.51±0.06 – +0.4s
Provenance‡ 79.8±2.0 82.4±1.9 4.1±0.3 0.33±0.04 – +0.08s

CognitiveGuard 8.3±1.2 9.7±1.4 0.8±0.2 0.89±0.03 +0.3s +6.5s†

CG-Parallel 8.3±1.2 9.7±1.4 0.8±0.2 0.89±0.03 +0.3s +1.8s
CG-Lite 12.1±1.5 13.8±1.7 1.1±0.3 0.84±0.04 +0.3s +1.5s

Table 1: Main results on ShopBench-Agent (mean ± std
over 5 runs). GHR: Goal-Hit Rate (%), the broad output-
level target-hit proxy; ASR-M: Memory-mediated At-
tack Success Rate (%), the stricter attributed subset of
goal-hit cases; HD: Hijack Depth; RCS: Reasoning Con-
sistency Score. Upload-time reports one-time per-image
preprocessing overhead; Query-time reports per-request
overhead and excludes the one-time upload-time cost.
†With k=5 memories. ‡Adapted from text-only settings.
CG-Parallel: parallel queries in the parallel setting. CG-
Lite: LLaMA-8B with k=3.

attack operates through implicit semantic in-
fluence rather than explicit malicious content.

• Upload-time System 1 alone (DiffPure-Only)
reduces ASR-M to 45.2%, but strong attacks
with higher perturbation budgets can still pen-
etrate.

• TrustRAG-Hybrid (adapted from text-only set-
tings) achieves 48.7% ASR-M, showing that
retrieval-generation verification helps but is
insufficient for multimodal semantic attacks.

• Provenance-Track (79.8% ASR-M) provides
minimal protection because Visual Incep-
tion uses legitimately uploaded content—
provenance is intact but content is adversari-
ally crafted.

• COGNITIVEGUARD reduces GHR to 9.7%
and ASR-M to 8.3%, effectively neutralizing
the threat while maintaining high reasoning
consistency (RCS=0.89).

Metric Interpretation and Validation: We
intentionally separate a broad output-level hit
metric from a stricter attribution-aware metric.
Goal-Hit Rate is computed as a dataset-level
rate via semantic similarity between the agent’s
recommendation and the target goal: GHR =
1
|D|

∑
(Q,R)∈D 1[cos(Etext(R), Etext(Gadv)) >

τhijack] where τhijack = 0.75. GHR is therefore a
high-recall surface-risk proxy: it counts any final
recommendation that semantically hits the adver-
sarial goal, even when part of that hit may come

Figure 5: Comparison of defense effectiveness (in-
cluding the No Defense baseline and defense methods,
aligned with Table 1). COGNITIVEGUARD reduces
Goal-Hit Rate (GHR) from 85.1% to 9.7%, outperform-
ing baseline defenses including Input Filtering, Output
Moderation, DiffPure-Only, Retrieval Adversarial Train-
ing, TrustRAG-Hybrid, and Provenance-Track.

from benign query-catalog relevance rather than
poisoned memory.

ASR-M is reported more conservatively as
Memory-mediated Attack Success Rate. Opera-
tionally, we count only goal-hit cases that remain at-
tributable to the poisoned memory under our exist-
ing counterfactual and clean-control checks, rather
than treating ASR-M as a raw retrieval-stage prob-
ability. Accordingly, GHR can be slightly higher
than ASR-M; this gap is expected under our pro-
tocol and does not indicate an arithmetic inconsis-
tency. To support this attribution-aware interpre-
tation, we implement three complementary valida-
tion approaches:

Counterfactual Product Availability: We cre-
ate a control condition where target products are
removed from the catalog. If the agent still rec-
ommends semantically similar products (from the
target brand/category), we attribute this to memory-
mediated attack success. If recommendations shift
to alternatives, we attribute the original recommen-
dation to genuine relevance. This control reduces
measured GHR by 4.2% on average, indicating
that ∼5% of broad goal-hit cases may reflect gen-
uine product-query relevance rather than poisoned-
memory attribution.

Plan-Trace Auditing: We analyze the agent’s
reasoning traces to identify explicit mentions of
poisoned memory content. In 78.3% of memory-
attributed successful attacks, the reasoning trace
contains direct references to concepts from the poi-
soned image that were not present in the user query,
providing causal evidence that the hit was mediated
by poisoned memory rather than by embedding
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similarity alone.
Human Verification: Beyond the 200-sample cal-

ibration mentioned in Section 4.2, we conducted ad-
ditional human verification on 500 attack instances.
Three annotators independently judged whether
recommendations appeared “naturally relevant” or
“suspiciously promoted.” Inter-annotator agreement
was κ = 0.81. Human-judged memory-mediated
attack success (78.1%) closely matched our auto-
mated ASR-M (82.3%), with disagreements pri-
marily in borderline cases where target products
had some genuine relevance to queries.

Metric Fragility Acknowledgment: Despite
these mitigations, GHR remains sensitive to thresh-
old selection and embedding model choice. In our
current setup, varying τhijack within a reasonable
range ([0.70, 0.80]) changes absolute values but
preserves the main relative rankings across meth-
ods (about ±8% absolute variation). We therefore
interpret GHR as a high-recall relative compari-
son metric and ASR-M as the more conservative
attribution-aware metric; absolute values may shift,
but the main rankings remain stable.

5.4 Ablation Studies
Impact of Perturbation Budget: Higher pertur-
bation budgets (ϵ) increase both GHR and ASR-M
but reduce stealthiness. At ϵ = 8/255 (default), at-
tacks achieve 85.1% GHR and 82.3% ASR-M with
stealthiness score 4.2/5; at ϵ = 16/255, GHR rises
to 91.2% and ASR-M to 89.7% while stealthiness
drops to 3.4/5. Detailed results in Appendix B.2.

Cross-Encoder Transferability: We report two
protocols to avoid ambiguity. Protocol P1 (Static-
Unseen) yields 68.8% ASR-M on unseen encoder
pairs when averaging the off-diagonal entries in Ta-
ble 5. Under Protocol P2 (Realistic-Unseen: mem-
ory noise/churn and locked-down black-box inter-
face), a representative single transfer pair (SigLIP
→ CLIP) reaches 65.7% ASR-M; this P2 value is
not an average over unseen pairs. See Appendix
B.3 and Appendix B.18 for protocol-specific re-
sults.

Attack Method Comparison: Table 2 com-
pares Visual Inception against other attack meth-
ods.

CrossFire Comparison: CrossFire (Dou et al.,
2024) achieves 61.2% ASR-M through direct cross-
modal embedding manipulation. Visual Inception’s
21.1% improvement stems from: (1) optimizing for
future retrieval rather than immediate alignment;
(2) exploiting long-term memory persistence; (3)

Attack ASR-M GHR SS Stealth Temp.

Standard PGD 28.5±3.0 31.2±3.2 2.1 Low Immed.
AgentPoison 67.8±2.5 71.2±2.3 N/A Med. Immed.
MM-PoisonRAG 58.4±2.8 62.1±2.6 3.8 Med. Immed.
CrossFire 61.2±2.6 64.8±2.4 3.5 Med. Immed.
Medusa-style 54.2±3.0 57.8±2.9 3.5 Med. Immed.
Vis. Inception 82.3±2.1 85.1±1.8 4.2 High Delay

Table 2: Comparison of attack methods. GHR: Goal-Hit
Rate; ASR-M: Memory-mediated Attack Success Rate.
SS: Stealthiness Score (1-5). Temp.: temporal effect
(immediate vs. delayed). GHR is the broader output-
level proxy, while ASR-M is the stricter attributed sub-
set. Visual Inception uniquely combines high success
with delayed activation.

delayed activation that evades real-time monitoring.
CrossFire’s immediate effects are detectable via
output consistency checks, while Visual Inception’s
dormant phase provides temporal evasion.

Cross-Model Generalization: Visual Inception
transfers across LLM backbones: 79.5% ASR-M
on GPT-4V, 76.8% on Qwen-VL-Max, 74.2% on
Claude-3.5-Sonnet. COGNITIVEGUARD consis-
tently reduces ASR-M to 8–12% across all back-
bones. Detailed results in Appendix B.6.

Black-Box Encoder Transferability (P2): Un-
der Protocol P2 (Realistic-Unseen), a representa-
tive single transfer pair reaches 65.7% ASR-M on
unseen encoders (not an unseen-pair average; vs.
81.2% average surrogate diagonal ASR-M). Self-
supervised encoders (DINOv2) show substantial
transfer gaps due to fundamentally different train-
ing objectives, suggesting encoder diversity pro-
vides meaningful defense-in-depth. Heterogeneous
encoder retrieval (CLIP + DINOv2 consensus) fur-
ther lowers ASR-M in exploratory probes but de-
grades recommendation quality. COGNITIVEG-
UARD achieves superior protection (8.3% ASR-M)
without quality degradation under our setup. De-
tailed encoder analysis in Appendix B.7.

Memory Bank Scale: Attack effectiveness ap-
pears to decrease with larger memory banks due to
dilution, but remains non-trivial in our exploratory
scale probes.

Defense Component Analysis: Upload-time
System 1 alone reduces ASR-M to 45.2%; System
2 alone also provides clear mitigation; combined
COGNITIVEGUARD achieves 8.3% with 3.2% false
positive rate. Default θanomaly = 0.7 achieves op-
timal F1=0.86. Adaptive attack evaluations verify
robustness under full white-box attacks. Details in
Appendix B.15.
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5.5 Query Distribution Shift Analysis

Visual Inception is robust to moderate query dis-
tribution mismatch: even with only 30% query
overlap, attacks achieve 61.2% ASR-M, demon-
strating CLIP’s semantic generalization. Detailed
distribution shift analysis in Appendix B.4.

5.6 Comparison with Detection Methods

We compare COGNITIVEGUARD against inference-
time and activation-based backdoor detection
methods. Embedding-based detectors (MagNet,
CLIP Anomaly, Statistical Divergence) achieve 62-
71% ASR-M; activation-based detectors (Neural
Cleanse, STRIP, Spectral Signatures) achieve 64-
75% ASR-M. These methods fail because Visual
Inception’s semantic triggers appear natural in em-
bedding/activation space. COGNITIVEGUARD’s
counterfactual reasoning detects attacks through
their causal effect on agent behavior, achieving
8.3% ASR-M. Detailed comparisons in Appendix
B.5.

6 Discussion

6.1 Broader Implications

Visual Inception reveals a fundamental tension
in agentic AI: features that make agents useful
(persistent memory, multimodal understanding, au-
tonomous planning) also create novel attack sur-
faces. Securing agent memory becomes as critical
as securing code.

6.2 Cross-User and Platform-Scale Risks

Cross-user implications are significant: poisoned
images can propagate through shared content and
affect a large number of memory banks at platform
scale. Platforms should apply COGNITIVEGUARD

at upload time and implement provenance tracking.

6.3 Relationship to Benchmarks

Our ShopBench-Agent evaluation is contextual-
ized against related public benchmarks such as
SafeRAG (Liang et al., 2025) and MM-PoisonRAG
(Ha et al., 2025). We reference BEIR, AdvBench,
and TruthfulQA only as external pressure-test
context; these tasks are not directly comparable
to our main multimodal-agent setting and are
not presented as cross-task rankings. Appendix
B.8 provides pressure-test positioning and non-
comparability notes.

External Validity and Production Consider-
ations: ShopBench-Agent is simulated; produc-

tion validation with real user behavior is needed.
Key differences include: (1) User model simplifi-
cation: our simulated users follow scripted interac-
tion patterns, while real users exhibit more diverse
and unpredictable behavior; (2) Memory scale: we
evaluate exploratory larger-memory settings, while
production systems may contain millions of mem-
ories; (3) Economic incentives: real attackers face
cost-benefit trade-offs absent in our evaluation; (4)
Platform defenses: production systems may em-
ploy additional safeguards (rate limiting, content
moderation) not modeled here. We discuss these
issues through external pressure-test positioning
and exploratory scale analyses, but acknowledge
that production deployment requires additional val-
idation. We encourage future work to evaluate on
real-world agentic recommender deployments with
appropriate privacy safeguards.

Comparison with RAG Security Benchmarks:
We position our work relative to recent unified
RAG security benchmarks. RAGBench (Friel et al.,
2024) focuses on retrieval quality degradation,
while SafeRAG (Liang et al., 2025) emphasizes
text-based poisoning. Our ShopBench-Agent ex-
tends these to multimodal, agentic settings with
long-term memory persistence—a threat model not
covered by existing benchmarks. Table 10 in Ap-
pendix B.8 provides detailed feature comparison.

6.4 Causal Influence Measurement
Our causal influence metric uses single-memory
removal as the primary intervention, directly imple-
menting the counterfactual do(M := M\{madv})
defined in Section 3.3. This aligns theory with im-
plementation: the formal definition of ∆reasoning

specifies the exact intervention we perform in Sys-
tem 2. We measure influence through Reasoning
Divergence Score and plan-trace auditing (78.3%
of memory-attributed successful attacks show di-
rect traces).

Theoretical-Implementation Alignment: The
causal influence formula explicitly computes the
difference between agent outputs with and without
the adversarial memory. System 2’s counterfactual
verification performs exactly this computation: for
each retrieved memory m∗, we re-run the agent
with M \ {m∗} and measure output divergence.
This direct correspondence ensures our empirical
measurements faithfully estimate the theoretical
causal effect.

Preliminary multi-memory analysis shows inter-
action effects: multiple poisoned memories target-
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ing the same goal amplify attack success (+6.7%).
Comprehensive do-calculus-style causal analysis
with simultaneous multi-memory interventions is
left to future work due to combinatorial complexity.
Details in Appendix B.10.

6.5 Ethical Considerations

We follow responsible disclosure practices and de-
scribe the attack at a conceptual and evaluation
level to support defense research while minimizing
misuse risk.

7 Conclusion

We introduced Visual Inception, a novel attack
paradigm targeting the long-term planning capa-
bilities of Agentic Recommender Systems through
adversarial visual memory poisoning. Unlike tradi-
tional attacks seeking immediate misclassification,
Visual Inception plants “sleeper agents” in the sys-
tem’s memory that activate only under specific fu-
ture contexts, hijacking the agent’s reasoning chain
toward adversary-defined goals.

To defend against this threat, we proposed COG-
NITIVEGUARD, a dual-process defense frame-
work inspired by human cognition. By combin-
ing upload-time perceptual sanitization (System
1) with deliberate reasoning verification (System
2), COGNITIVEGUARD reduces the broad output-
level GHR from about 85% to around 10% and
the stricter ASR-M from about 82% to around 8%
without quality degradation under our setup.

Our work highlights the urgent need for memory-
aware security in agentic AI systems. As these
systems become more autonomous and influential,
ensuring the integrity of their “memories” becomes
paramount.

Limitations

External Validity: ShopBench-Agent is simulated;
production validation with real user behavior and
economic incentives is needed. We provide exter-
nal pressure tests and exploratory scale probes, but
acknowledge that production systems may exhibit
different characteristics (millions of memories, di-
verse user behaviors, platform-specific defenses).

Defense Limitations: Full sequential System
2 adds about 6.5s query-time verification over-
head in our default setting (Sys2 core runtime:
6.0–9.0s depending on deployment); lite mode is
about 1.5s query-time in our profiled request-stage
pipeline (Sys2 core runtime: 0.9–1.2s), while the

profiled total can be 1.2–1.5s when one-time Sys-
tem 1 is included. Adaptive attacks achieve 24.7%
residual ASR-M under white-box conditions. Un-
der domain shift, the unrecalibrated Healthcare
setting yields ∆F1 = -0.15 (Appendix Table 13),
which we report separately from ASR-M. The be-
nign reference-anchored stopping criterion for Sys-
tem 1 requires sufficient benign memory history;
new users fall back to category-specific references
which may be less effective. SBERT distances may
conflate normal plan diversity with attack-induced
divergence; we mitigate this through calibration
but cannot eliminate the concern entirely.

Attack Scope: 12.4% transfer gap to unseen
encoders under Protocol P1 (81.2% surrogate diag-
onal mean vs. 68.8% off-diagonal mean); DINOv2
shows 30% gap due to self-supervised training. Vi-
sual modality only; audio/video poisoning unex-
plored. We do not evaluate training-time backdoors
(BadCLIP-style). Query distribution shift degrades
attack success (61.2% at 30% overlap), but attacks
remain effective under moderate shifts.

Methodological: GHR is intentionally a broad
output-level proxy and therefore relies on embed-
ding similarity that may conflate genuine relevance
with poisoned-memory influence; ASR-M is the
stricter attribution-aware operational metric sup-
ported by our counterfactual controls, plan-trace
auditing, and human validation, but it still inher-
its the limits of those controls. Causal claims use
single-memory removal; stronger do-calculus in-
terventions with multiple simultaneous removals
would provide more rigorous evidence but are com-
putationally prohibitive.

Baseline Comparisons: TrustRAG-Hybrid and
Provenance-Track are adapted from text-only set-
tings; native multimodal versions may perform dif-
ferently. We encourage future work to develop and
evaluate multimodal-native defense baselines.

See Appendix B.11 for comprehensive dis-
cussion including reproducibility considerations,
proxy metric limitations, and comparison with
evolving defense methods.

Ethics Statement

This research was conducted following responsible
disclosure principles. The attack techniques are
presented to enable the development of defenses,
not to facilitate malicious use.
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A Implementation Details

A.1 Reproducibility
We document the following reproducibility artifacts
in the manuscript:

• Evaluation Protocols: attack/defense set-
tings, hyperparameters, and fixed random
seeds

• Dataset Construction: ShopBench-Agent
session composition and benchmark mapping

• Statistics: mean±std over 5 runs with metric
definitions

• Prompt Reporting: prompt variants and
inference settings used in judge/evaluation
pipelines (without claiming full prompt-
template release)

A.2 Attack Implementation
We implement Visual Inception using PyTorch with
the following configurations:

• Optimization: PGD with 100 iterations, step
size α = 2/255

• Perturbation Budget: ϵ = 8/255 (default),
evaluated at {4, 8, 16}/255

• Visual Encoders: CLIP-ViT-L/14, SigLIP-
SO400M-patch14-384, OpenCLIP-ViT-G-14

• Loss Weights: λ1 = 1.0 (semantic), λ2 = 0.1
(perceptual)

• Query Sampling: 100 queries per optimiza-
tion, batch size 16

• Temperature: τ = 0.07 for retrieval softmax

A.3 Defense Implementation
COGNITIVEGUARD uses:

• System 1: Stable Diffusion v2.1 with 10 re-
verse diffusion steps, noise level t = 0.1, em-
bedding stability threshold τstable = 0.15

• System 2: GPT-4 for counterfactual reason-
ing, RDS threshold θanomaly = 0.7, coher-
ence threshold ≤ 2, majority voting across 3
LLM judge calls

• SBERT Model: all-MiniLM-L6-v2 for
embedding-based divergence computation

• Adaptive Strategy: High-stakes threshold
based on product price (> $100) or category
(health, finance)
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A.4 Agent Configuration

ShopBench-Agent uses:

• LLM Backbone: LLaMA-3.2-Vision-90B-
Instruct with temperature 0.7

• Memory Bank: FAISS index with CLIP em-
beddings, top-k = 5 retrieval

• Planning: ReAct-style reasoning with tool
use (search, compare, recommend)

B Additional Experimental Results

B.1 Latency Breakdown

Config. Sys1 Sys2 (k=5) Total Par.

Local (LLaMA-90B) 0.3s 6.0-9.0s 6.3-9.3s 1.5-2.1s
API (GPT-4V) 0.3s 4.0-12.5s 4.3-12.8s 1.1-2.8s
Lite (LLaMA-8B) 0.3s 0.9-1.2s 1.2-1.5s 0.6-0.8s

Table 3: End-to-end latency breakdown. Sys1 is the
one-time upload-time purification cost per image. Sys2
reports verifier core runtime at query stage. Total reports
the profiled pipeline time (Sys1 + Sys2) under each
configuration; Par. reports query-stage latency under
parallel execution. For consistency with Table 1, query-
time excludes the one-time Sys1 cost.

B.2 Ablation Studies

ϵ ASR-M (%) GHR (%) SS (1-5)

4/255 61.2±2.8 64.5±2.6 4.5±0.2
8/255 82.3±2.1 85.1±1.8 4.2±0.3
16/255 89.7±1.5 91.2±1.4 3.4±0.4

Table 4: Impact of perturbation budget ϵ on attack effec-
tiveness and stealthiness. GHR denotes Goal-Hit Rate
and ASR-M denotes Memory-mediated Attack Success
Rate.

B.3 Cross-Encoder Transferability

Source → Target CLIP SigLIP OpenCLIP

CLIP 82.3±2.1 68.4±2.8 71.2±2.5
SigLIP 65.7±2.9 79.8±2.3 69.3±2.7
OpenCLIP 70.1±2.6 67.9±2.9 81.5±2.2
Ensemble 78.9±2.0 76.2±2.2 79.4±2.1

Table 5: Cross-encoder attack transferability (ASR-M
%). The main-text P1 summary uses the mean of the six
off-diagonal source-target pairs (68.8%).

Query Overlap (%) ASR-M (%) GHR (%)

100% (Oracle) 82.3±2.1 85.1±1.8
70% 75.8±2.4 78.2±2.2
50% 68.4±2.7 71.5±2.5
30% 61.2±3.0 64.8±2.8

Table 6: Attack success under query distribution shift.
GHR denotes Goal-Hit Rate and ASR-M denotes
Memory-mediated Attack Success Rate.

Detection Method ASR-M FPR Lat. Type

No Detection 82.3 – – –
MagNet 68.4 4.2 0.08s Recon.
CLIP Anomaly 71.2 5.8 0.02s Embed.
Stat. Divergence 62.8 7.3 0.12s Distrib.
CognitiveGuard 8.3 3.2 6.5s Dual

Table 7: Comparison with inference-time detection
methods.

B.4 Query Distribution Shift

B.5 Detection Method Comparisons

B.6 Cross-Model Generalization

B.7 Encoder Transferability Analysis

See Table 5 for cross-encoder transferability ma-
trix.

B.8 Cross-Benchmark Evaluation

The following comparison is presented as exter-
nal pressure-test positioning rather than directly
comparable benchmark ranking, because task ob-
jectives and label semantics differ across these
datasets. This section provides task-level position-
ing only; we do not report or interpret cross-task
performance outcomes as comparable rankings.

B.9 Baseline Defense Implementation Details

TrustRAG-Hybrid: We adapt the TrustRAG
framework (Fan et al., 2025) to multimodal settings
by: (1) applying CLIP-based relevance filtering
at retrieval time (threshold 0.6); (2) using GPT-
4 to verify consistency between retrieved content
and generated recommendations; (3) flagging rec-
ommendations that cite retrieved content with low
query relevance. This hybrid approach combines
retrieval filtering with generation-time verification.

Provenance-Track: We implement provenance
tracking following Wei et al. (2025): (1) each mem-
ory item stores upload timestamp, source IP hash,
and content hash; (2) at retrieval time, we verify
content integrity via hash comparison; (3) we flag
memories from sources with high poisoning risk
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Detection Method ASR-M FPR Lat.

Neural Cleanse 74.8 3.8 2.1s
STRIP 69.2 5.2 0.15s
Spectral Signatures 71.5 4.5 0.08s
CognitiveGuard 8.3 3.2 6.5s

Table 8: Comparison with activation-based backdoor
detectors.

LLM Backbone ASR-M (No Def.) ASR-M (CG)

LLaMA-3.2-Vision-90B 82.3 8.3
GPT-4V 79.5 9.1
Qwen-VL-Max 76.8 10.2
Claude-3.5-Sonnet 74.2 11.5

Table 9: Cross-model evaluation results.

scores (computed from upload patterns). This de-
fense detects unauthorized modifications but not
legitimately uploaded adversarial content.

Why Provenance Fails: Visual Inception up-
loads content through legitimate channels with
valid provenance. The attack’s effectiveness stems
from semantic manipulation rather than integrity
violation—the content is exactly what the attacker
uploaded, just adversarially crafted. This highlights
the need for semantic-level defenses like COGNI-
TIVEGUARD.

B.10 Causal Intervention Analysis

We define ∆GHR = GHRafter - GHRbefore, so more
negative values indicate larger reductions in hijack-
ing rate.

B.11 Comprehensive Limitations

Full limitations discussion including: (1) Repro-
ducibility concerns with GPT-4V reliance; (2)
Proxy metric limitations for GHR; (3) Activation-
based detector adaptations; (4) Training-time attack
scope; (5) Modality limitations; (6) Defense com-
parison completeness.

B.12 Embedding Model Sensitivity Analysis

We evaluate System 2’s RDS metric across differ-
ent sentence embedding models to assess robust-
ness to embedding choice.

B.13 Domain Shift Robustness

We evaluate COGNITIVEGUARD’s robustness
when deployed on domains different from the cali-
bration domain (e-commerce); performance drops
under OOD shift but improves after recalibration.

Benchmark Modal. Mem. Agent LT Sem.

SafeRAG Text ✓ × × ×
RAGBench Text ✓ × × ×
MM-PoisonRAG Multi ✓ × × ✓
AgentPoison Text ✓ ✓ × ×
ShopBench Multi ✓ ✓ ✓ ✓

Table 10: Feature comparison with RAG security bench-
marks. Modal.: Modality; Mem.: Memory; LT: long-
term memory involvement in the benchmark; Sem.:
whether semantic poisoning/triggering is explicitly mod-
eled.

Intervention Type ∆GHR Interaction

Single poisoned memory -75.4 –
Poisoned + related benign -78.2 +2.8% (synergy)
Two poisoned (same target) -82.1 +6.7% (amplify)

Table 11: Causal intervention analysis.

B.14 Hyperparameter Sensitivity Analysis

RDS Threshold (θanomaly): Default 0.7 achieves
F1=0.86. Lower thresholds (0.5) reduce ASR-M to
5.1% but increase FPR to 12.4%. Higher thresholds
(0.9) increase ASR-M to 28.5% with FPR of 0.9%.
Table 14 summarizes this threshold trade-off.

Coherence Threshold: Raising to ≤ 3 reduces
ASR-M to 6.1% but increases FPR to 7.8%. Low-
ering to ≤ 1 increases ASR-M to 12.7% with FPR
of 1.4%.

Purification Steps (τstable): Lower thresholds
require more steps (15.2 at τ = 0.05) improving ro-
bustness (41.8% ASR-M) at higher latency (0.45s).
Default τ = 0.15 uses 10 steps with 0.30s latency.

B.15 Adaptive Attack Evaluation

Following best practices (Tramer et al., 2020;
Croce et al., 2022), we design adaptive attacks tar-
geting COGNITIVEGUARD. We implement four
attack variants: (1) Diffusion-Aware using EoT,
(2) Counterfactual-Evasive minimizing RDS, (3)
Coherence-Preserving, and (4) Full White-Box
with majority-vote awareness following Kassis et al.
(2024).

B.16 Comparison with Advanced Diffusion
Defenses

Recent diffusion-based defenses such as ADBM
(Li et al., 2024), AGDM (Lin et al., 2024), and
CoDefend (Zhu et al., 2025a) provide substan-
tial but limited ASR-M reduction under our setup,
yet remain weaker than the full system because
they operate only at the perceptual level. COGNI-
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Embedding Model ASR-M FPR Corr.

SBERT (MiniLM-L6-v2) 8.3±1.2 3.2±0.4 0.89
SimCSE 9.1±1.4 3.8±0.5 0.86
E5-large 7.8±1.1 2.9±0.4 0.91
BGE-large 8.5±1.3 3.4±0.5 0.88

Table 12: Embedding model sensitivity. Corr.: Pearson
correlation with human judgments. Results consistent
across choices.

Target Domain ASR-M FPR ∆F1 Recal.

E-commerce (src) 8.3±1.2 3.2±0.4 – No
Interior Design 10.2±1.5 4.1±0.5 -0.04 No
Travel Planning 11.8±1.7 4.8±0.6 -0.06 No
Healthcare (OOD) 18.5±2.2 8.2±0.9 -0.15 No
Healthcare (recal.) 9.7±1.4 3.5±0.5 -0.02 Yes

Table 13: Domain shift analysis. Recalibration helps
recover OOD performance.

TIVEGUARD’s System 2 provides the orthogonal
reasoning-level verification that closes this gap.

B.17 Alternative Defense Strategies
COGNITIVEGUARD complements retriever-level
defenses. We evaluate combined defense strategies:

Layered Defense Evaluation: Combining ad-
versarial training + hybrid retrieval (Layer 1) with
upload-time System 1 (Layer 2) and System 2
(Layer 3) further reduces ASR-M relative to COG-
NITIVEGUARD alone, at modest additional query-
stage latency.

Skeptical Prompting: Adding explicit instruc-
tions for the agent to “critically evaluate memory
relevance” can reduce GHR, but increases response
latency and may degrade user experience for be-
nign queries. Recent work on prompt injection
defense (Chen et al., 2025) provides complemen-
tary techniques.

Redundant Retrieval: Retrieving from multiple
independent memory indices and requiring consen-
sus can reduce ASR-M, but increases storage and
retrieval costs substantially.

Recommendation: For production deployment,
we recommend: (1) COGNITIVEGUARD-Lite for
latency-sensitive applications; (2) Full COGNI-
TIVEGUARD + retriever adversarial training for
high-security contexts; (3) Selective verification
based on query stakes for balanced deployments.

B.18 Query-Efficient Black-Box Attack
Evaluation

We evaluate query-efficient black-box attack vari-
ants to bound real-world feasibility against locked-

θanomaly ASR-M (%) / FPR (%) / F1

0.5 5.1 / 12.4 / 0.72
0.6 6.8 / 7.2 / 0.81

0.7 (default) 8.3 / 3.2 / 0.86
0.8 15.4 / 1.8 / 0.83
0.9 28.5 / 0.9 / 0.74

Table 14: Sensitivity table for RDS threshold θanomaly .
Default 0.7 achieves optimal F1 score balancing attack
detection (low ASR-M) with user experience (low FPR).

Attack Type ASR-M vs CG

Standard Visual Inception 8.3±1.2%
Adaptive: Diffusion-Aware 14.7±2.1%
Adaptive: RDS-Evasive 12.3±1.8%
Adaptive: Coherence-Pres. 11.8±1.9%
Combined (All Adaptive) 18.4±2.5%
Combined + MV (Full) 24.7±3.1%

Table 15: Adaptive attack evaluation. Full white-box
remains substantially more expensive while still leaving
residual attack success.

down encoders where gradient information is un-
available.

Score-Based Attacks: We implement Natural
Evolution Strategies (NES) (Ilyas et al., 2018) to es-
timate gradients from similarity scores. Each query
returns cos(E(Iadv), E(Q)) without exposing the
encoder.

Decision-Based Attacks: We adapt Boundary
Attack (Brendel et al., 2018) to the retrieval set-
ting, using only binary feedback (retrieved/not re-
trieved).

Attack Type Queries ASR-M Time

Transfer (Ensemble) 0 71.3±2.4 2.1m
NES Score-Based 1K 58.3±3.2 45.2m
NES Score-Based 5K 64.7±2.9 218.5m
Boundary Decision 1K 42.1±3.8 52.3m
Boundary Decision 10K 51.8±3.4 485.7m

Table 16: Query-efficient black-box attack comparison
under a separate zero-query transfer protocol. Transfer
attacks remain most practical.

Key Finding: Under this separate zero-query
transfer protocol, transfer-based ensemble at-
tacks achieve higher success (71.3%) with zero
queries compared to 1000-query score-based at-
tacks (58.3%). This suggests that for real-world
adversaries, investing in diverse surrogate models
is more effective than query-based optimization
against locked-down encoders.
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Figure 6: Case study of a Visual Inception attack and
COGNITIVEGUARD defense. The example shows the
poisoned memory path, the unguarded recommendation,
and the defended outcome.

B.19 Case Studies
We present qualitative examples of Visual Inception
attacks and COGNITIVEGUARD defenses below.

Example Attack Scenario: A user uploads a
photo of their living room. The attacker crafts
an adversarial version that embeds a latent trigger
for “Brand X furniture.” When the user later asks
for a new desk for the home office, the poisoned
image is retrieved and biases the recommendation
toward Brand X products despite no explicit user
preference.

Defense in Action: COGNITIVEGUARD’s
upload-time System 1 sanitization weakens the trig-
ger and System 2 flags the memory as an anoma-
lous pivot point. The agent then generates rec-
ommendations based on the user’s explicit query
without the poisoned influence.

C Broader Impact Statement

This work contributes to the security of AI systems
by:

1. Identifying a novel vulnerability class in agen-
tic AI

2. Proposing effective defenses that can be de-
ployed in production

3. Establishing evaluation protocols for agentic
security research

Potential negative impacts include the possibility
of malicious actors using our attack methodology.
We mitigate this through responsible disclosure and
by providing robust defenses alongside the attack
description.
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