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Abstract

Large Vision-Language Models (LVLMs) are
vulnerable to a growing array of multimodal
jailbreak attacks, necessitating defenses that
are both generalizable to novel threats and ef-
ficient for practical deployment. Many cur-
rent strategies fall short, either targeting spe-
cific attack patterns, which limits generaliza-
tion, or imposing high computational over-
head. While lightweight anomaly-detection
methods offer a promising direction, we find
that their common one-class design tends to
confuse unseen benign inputs with malicious
ones, leading to unreliable over-rejection. To
address this, we propose Representational Con-
trastive Scoring (RCS), a framework built on
a key insight: the most potent safety signals
reside within the LVLM’s own internal repre-
sentations. Our approach inspects the internal
geometry of these representations, learning a
lightweight projection to maximally separate
benign and malicious inputs in safety-critical
layers. This enables a simple yet powerful con-
trastive score that differentiates true malicious
intent from mere distribution shift. Our instan-
tiations, MCD (Mahalanobis Contrastive De-
tection) and KCD (K-nearest Contrastive De-
tection), achieve state-of-the-art performance
on a challenging evaluation protocol designed
to test generalization to unseen attack types.
This work demonstrates that effective jailbreak
detection can be achieved by applying simple,
interpretable statistical methods to the inter-
nal representations, offering a practical path
towards safer LVLM deployment. Our code is
available on Github1.

1 Introduction

Large Vision-Language Models (LVLMs) — rang-
ing from leading proprietary systems like GPT-4o
and Gemini 2.5 Pro to powerful open-weight archi-
tectures such as LLaVA (Liu et al., 2023b, 2024a),

1https://github.com/sarendis56/Jailbreak_
Detection_RCS

Qwen3-VL (Bai et al., 2025a), Gemma 3 (Kamath
et al., 2025), and InternVL3 (Zhu et al., 2025b)
— have revolutionized multimodal AI capabilities,
enabling sophisticated reasoning across text and
visual inputs. However, this expanded capability
introduces new vulnerabilities. Attackers can now
exploit multiple modalities to bypass safety mecha-
nisms through adversarial images (Qi et al., 2024a;
Jeong et al., 2025), cross-modal prompt injection
(Gong et al., 2025b), and traditional text-based jail-
breaks transferred to LVLMs (Luo et al., 2024; Liu
et al., 2024b). These diverse attack vectors pose
significant challenges for deploying LVLMs safely
in real-world applications.

A primary challenge in the safe deployment of
LVLMs is developing defenses that are both gen-
eralizable to unseen attacks and efficient for real-
time use. Existing strategies often compromise on
these fronts: alignment-based methods and input
filters (Liu et al., 2024g; Zong et al., 2024) tend
to overfit to known attack patterns, leaving models
vulnerable to emerging threats. Conversely, detec-
tion frameworks relying on consistency checks, gra-
dients, or multiple inferences (Zhang et al., 2023;
Xie et al., 2024; Wang et al., 2024a) often im-
pose prohibitive computational overheads. This
dichotomy between brittle specificity and high la-
tency necessitates a shift toward more universal,
lightweight frameworks.

Recently, JailDAM (Nian et al., 2025) was pro-
posed as a more promising and efficient direction,
framing jailbreak detection as an anomaly or Out-
of-Distribution (OOD) problem. By learning to
model the distribution of normal, benign inputs,
these methods can detect deviations without need-
ing to be trained on specific attack samples. How-
ever, our investigation reveals that when trained
exclusively on benign data, these models tend to
confuse malicious intent with mere distribution
shift. Consequently, they suffer from a high rate
of over-refusal, incorrectly flagging legitimate but
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unseen benign prompts as harmful, which limits
their reliability in diverse open-world settings. This
highlights the need for a method that retains effi-
ciency and generality while explicitly differentiat-
ing distribution shift from true maliciousness.

To address these challenges, we propose Rep-
resentational Contrastive Scoring (RCS). Our
core intuition is that the most potent safety signals
are not found in general-purpose embeddings, such
as CLIP (Radford et al., 2021) used by JailDAM
(Nian et al., 2025), but are encoded within the tar-
get model’s own intermediate representations as
it processes a prompt. Recent work in represen-
tation engineering (Zhou et al., 2024b; He et al.,
2025) supports this, demonstrating that specific
layers within LLMs reveal distinct geometric sig-
natures for malicious versus benign inputs. Moti-
vated by this and the concept of outlier exposure
(Du et al., 2022; Hendrycks et al., 2019) from the
OOD literature, RCS is designed to efficiently find
and leverage these internal geometric signatures.
Our lightweight framework operates with three key
phases: (1) pinpointing the most discriminative hid-
den layers through a principled geometric analysis,
(2) learning a lightweight projection that amplifies
safety-relevant signals, and (3) scoring inputs based
on their relative distance to benign vs. malicious
samples in this projected space.

We instantiate this framework with two meth-
ods: Mahalanobis Contrastive Detection (MCD)
and K-nearest Contrastive Detection (KCD). Our
comprehensive experiments show that they consis-
tently outperform strong baselines on a challenging
evaluation protocol that mixes data sources and
modalities, while remaining both lightweight and
flexible for real-world applicability.

2 Preliminaries

2.1 Jailbreak Attacks and Defense

Our study is closely related to LVLM safety. Below,
we present a review of recent attacks and defenses
in this domain, while deferring a more comprehen-
sive review to Section A.

Jailbreak Attacks Against LVLMs. Jailbreak
attacks against LVLMs have evolved into sophisti-
cated multimodal strategies. Text-based attacks
include gradient-based optimization methods (Zou
et al., 2023b), role-playing (Li et al., 2023b), and
multi-turn conversational exploits that gradually
escalate malicious intent (Russinovich et al., 2025;
Ren et al., 2025; Xiong et al., 2026). Visual at-

tacks exploit the vision component through adver-
sarial images (Qi et al., 2024a; Liu et al., 2023a),
out-of-distribution visual inputs that fool safety
guardrails (Jeong et al., 2025), typographical at-
tacks (Gong et al., 2025b; Liu et al., 2024d), or by
embedding hidden instructions in images (Schlar-
mann and Hein, 2023).

Limitations of Other Defense Paradigms. De-
spite extensive research, existing defenses suffer
from fundamental limitations that hinder real-world
deployment. Safety Alignment (Liu et al., 2024g;
Zhang et al., 2025b) requires extensive retraining
with curated multimodal datasets and substantial
computational resources; yet, it remains fragile
to unseen attack strategies (Yi et al., 2024; Qi
et al., 2025). Input filters and output classifiers
(Han et al., 2024; Chi et al., 2024) typically target
specific attacks, failing to generalize to emerging
threats. Meanwhile, some of them employ exter-
nal large language models (guard models) to judge
the safety of the conversation (Zhu et al., 2025a;
Liu et al., 2025c), bringing significant memory and
latency overhead, especially when reasoning is en-
abled on the guard models. Methods like MMCert
(Wang et al., 2024a), GradSafe (Xie et al., 2024),
and JailGuard (Zhang et al., 2023) require multiple
model inferences or gradient computations, making
them impractical for high-throughput applications.

Representation Engineering for Safety. Re-
cent work demonstrates that LLM intermediate
representations encode rich semantic information
about input intent and safety (Arditi et al., 2024;
Zhou et al., 2024b). Studies show that specific lay-
ers correlate with harmful content generation (Wu
et al., 2024; He et al., 2025) and demonstrate em-
pirical separability between benign and malicious
prompts in representation space (Zhou et al., 2024b;
He et al., 2024; Zhao et al., 2025a). However, these
approaches rely on simple prototype classifiers on
raw embeddings and limit their scope to text-only
models. We systematically extend this paradigm to
the multimodal domain, introducing a principled
method to identify safety-critical layers and model
their distributional geometry for robust detection
across diverse modalities.

2.2 Problem Formulation
We formalize jailbreak detection as an out-of-
distribution recognition problem that can utilize
both benign and malicious training samples. Let
X denote the space of all possible prompts (text,
images, or multimodal combinations), and let f :
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X → Rd represent a feature extractor that maps
prompts to d-dimensional representations derived
from the intermediate layers of the target LVLM.

We assume access to benign training data:
Dbenign = {xi}Nb

i=1, where xi ∼ Pbenign(X ), and
malicious training data: Dmalicious = {xj}Nm

j=1,
where xj ∼ Pmalicious(X ). Both datasets are drawn
from diverse sources to capture the heterogeneity
of real-world usage.

Our objective is to design a detector δ : X →
{0, 1} that: 1) Achieves high detection perfor-
mance and low false positives across diverse be-
nign prompts and jailbreak attempts (both text-only
and multimodal attacks); 2) Generalizes to novel
attack strategies not seen during training; 3) Op-
erates efficiently at inference time without requir-
ing post-training tuning, gradient computation, or
multiple inferences. In particular, our detection
methodology is capable of making reliable deci-
sions before decoding, thereby reducing the infer-
ence expenses associated with malicious prompts.

3 Proposed Approach

3.1 Overview

Our Representational Contrastive Scoring
(RCS) adapts classical OOD detection principles
to utilize both benign and malicious data for robust
jailbreak detection. We propose two distinct instan-
tiations: MCD (Mahalanobis Contrastive Detec-
tion) and KCD (K-nearest Contrastive Detection).
Both share a foundational process: (1) Principled
Layer Selection via geometric analysis, and (2)
Feature Extraction through a safety-aware learned
projection. From this safety-aware representation
space, MCD parametrically models the benign
and malicious classes as sets of Gaussian distri-
butions to perform scoring, whereas KCD non-
parametrically scores inputs based on their rela-
tive distance to the k-nearest benign and malicious
neighbors. By succeeding with both, we demon-
strate that the effectiveness of our framework is not
tied to specific distributional assumptions.

3.2 Identifying Safety-Critical Layers via
Geometric Analysis

The effectiveness of representation-based detection
hinges on identifying which layers encode the most
discriminative safety signals. While prior work
has empirically noted the utility of shallow or mid-
dle layers for text-based jailbreak detection (Zhao
et al., 2025a), such ad-hoc selections do not easily

How do i snipe the best 
deals on shopee?

How do i snipe 
someone at shopee?

Benign Inputs

Malicious Inputs

LVLM Layers (Shallow → Deep)

Layer 1 Layer N Last Layer

Optimal Layer

Figure 1: Layer selection by identifying safety-critical
layers (Section 3.2)

scale to the complex, multimodal representations
of LVLMs. To quantify this separability and pin-
point the optimal layers, we propose a principled,
data-driven methodology. Our approach is founded
on a central hypothesis: the layers with the highest
downstream detection performance are those where
benign and malicious prompt representations are
most geometrically separable. An overview is de-
picted in Figure 1.

To quantify this separability, we use the
SGXSTest dataset (Gupta et al., 2024), which con-
sists of carefully constructed pairs of benign and
malicious prompts that are semantically almost
identical. This paired design provides a controlled
comparison, ensuring that any measured geometric
separation is attributable to safety-relevant distinc-
tions rather than spurious topic or style variations.
This provides a clean signal for identifying truly
discriminative layers. We compute a composite
score for each layer based on three complemen-
tary metrics using the last-token representations:
1) Maximum Margin Separation (γ(l)): We use
a linear Support Vector Machine (SVM) to mea-
sure the width of the decision boundary. A wider
margin indicates better linear separability and a
stronger generalization potential. 2) Cluster Co-
hesion (S(l)): We employ the Silhouette Score to
quantify how dense and well-separated the clusters
are. For a sample i, s(i) = b(i)−a(i)

max(a(i),b(i)) , where
a(i) is the mean intra-cluster distance and b(i) is
the mean distance to the nearest foreign cluster. 3)
Discriminative Ratio (R(l)): We compute the ra-
tio of inter-class distance to pooled intra-class vari-
ance: R(l) =

∥µbenign−µmalicious∥2
1
2
(σbenign+σmalicious)

, where σ denotes

the average distance of samples to their respective
centroids. A higher ratio signifies that the two
distributions are far apart relative to their internal
variance.

Our analysis, detailed in Section D, consistently
identifies a representational “sweet spot” in the
middle layers, which achieves higher performance
in jailbreak detection (Section D.5). This finding
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aligns with established representation learning the-
ory (Zou et al., 2023a) where early layers capture
low-level features, while final layers are often too
specialized for the pretraining objective; the mid-
dle layers, in contrast, encode the rich, high-level
semantic abstractions necessary to distinguish sub-
tle malicious intent from benign queries. We fur-
ther verify the robustness of this methodology in
Section D.6, demonstrating that the optimal layer
“sweet spot” can be reliably identified even with
noisier, unpaired datasets, ensuring applicability
in real-world scenarios where high-quality paired
data may be scarce.

3.3 Feature Extraction and Safety-Aware
Projection

Following layer selection, we extract the hidden
state of the last token at the optimal layer:

f(x) = H(l∗)(x)last ∈ Rdmodel (1)

where l∗ denotes the selected layer. This position
is critical as it represents the model’s state immedi-
ately before generation, capturing the aggregated
context of system prompts and user queries, mak-
ing it an effective point for identifying malicious
intent. At the same time, extracting features before
response generation allows us to detect jailbreak
attempts proactively without requiring the model to
generate potentially harmful content. We confirm
in Section C.4 that the last-token extraction strategy
achieves superior performance compared to both
mean pooling and extracting the last 5 tokens.

However, raw LVLM features pose practical
challenges to training the detector: (i) high dimen-
sionality (e.g., 4096) leads to the curse of dimen-
sionality, where both kNN search and covariance
estimation, essential to our methods discussed later
in Section 3.5 and Section 3.4, become unstable
given a limited number of training samples (Pestov,
2013; Ledoit and Wolf, 2004; Chen et al., 2011);
and (ii) many dimensions encode task-irrelevant
information, leading to suboptimal performance of
our detectors without proper feature engineering.
We address these through a learned neural projec-
tion gθ : Rdmodel → Rdproj (where dproj = 256)
shown in Figure 2, optimized for two objectives:

Dataset Clustering: Samples from the same
dataset should cluster together while different
datasets remain separated, preserving the natural
structure of diverse benign sources. Here, md

represents a margin hyperparameter, and only dis-

tances above it between two samples from different
datasets will be penalized.

Ldataset =
∑

di=dj

∥gθ(xi)− gθ(xj)∥2

+
∑

di ̸=dj

max(0,md − ∥gθ(xi)− gθ(xj)∥2)

(2)

Safety Separation: This term maximally sepa-
rates the benign and malicious distributions. We
take µ as the centroid of the corresponding cluster:

Lsep = max(0,ms − ∥µbenign − µmalicious∥2) (3)

The combined objective L = αLdataset + βLsep
is optimized using a three-layer feedforward net-
work with batch normalization and dropout. This
projection amplifies safety-relevant signals while
suppressing irrelevant variations, ensuring that un-
seen benign inputs remain geometrically distinct
from malicious clusters. We show in Section C.4
that this projection strategy is essential to perfor-
mance, surpassing the baselines where the high-
dimensional feature is not projected or reduced
to low dimensions with PCA (Abdi and Williams,
2010).

3.4 Mahalanobis Contrastive Detection
(MCD)

MCD models both benign and malicious distribu-
tions parametrically. Given the heterogeneity of
real-world data, we model each dataset as a sepa-
rate Gaussian distribution (left of Figure 3).

Distribution Modeling: Let gθ(f(xi)) repre-
sent the final feature vector for a given input xi.
For each dataset d, we compute the mean and co-
variance in the projected space, assuming the distri-
bution of the dataset follows a Gaussian distribution
in the representation space:

µd =
1

Nd

∑

i∈Dd

zi, (4)

Σd =
1

Nd − 1

∑

i∈Dd

(zi − µd)(zi − µd)
T (5)

For datasets with limited samples, we em-
ploy Ledoit-Wolf shrinkage estimation (Ledoit and
Wolf, 2004) to ensure numerical stability:

Σ̂ = (1− λ)Σsample + λ
tr(Σsample)

d
Id (6)
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Figure 2: Safety-Aware projection for dimension reduction (Section 3.3)

Contrastive Scoring measures the relative prox-
imity to benign vs. malicious distributions:

sMCD(x) = min
d∈benign

DM (gθ(f(x)), µd,Σd)

− min
d∈malicious

DM (gθ(f(x)), µd,Σd)
(7)

where DM (z, µ,Σ) =
√

(z − µ)TΣ−1(z − µ) is
the Mahalanobis distance. Higher scores indicate a
greater likelihood of being malicious, as they imply
that the given sample is closer to the malicious
clusters in the representation space.

3.5 K-nearest Contrastive Detection (KCD)
KCD takes a non-parametric approach, making
no distributional assumptions and minimal hyper-
parameters while being robust and effective. After
normalizing features to the unit sphere, it computes
distances to the k-th nearest neighbors with benign
and malicious datasets (right of Figure 3):

sKCD(x) = ∥z − z
benign
(k) ∥2 − ∥z − zmalicious

(k) ∥2
(8)

where z = gθ(f(x))/∥gθ(f(x))∥2 and z(k) denote
the k-th nearest neighbor. This requires no covari-
ance estimation and does not assume the distribu-
tion to be Gaussian. The intuition behind it is that
for benign samples, the k-th nearest neighbor to
the benign dataset should be closer, and similar for
malicious samples. The parameter k is set to 50 to
exclude noise and outliers.

3.6 Unified Decision Framework
Both methods use the same decision rule:

δ(x) = ⊮[s(x) > θ] (9)

We calibrate the threshold θ on a held-out valida-
tion split drawn from the training data to maximize
a weighted combination of balanced accuracy and

F1 score. This calibration uses only training data
and does not access the test set, ensuring an unbi-
ased evaluation.

Remark: By incorporating both benign and
malicious examples, our contrastive scoring ap-
proximates the log-likelihood ratio log p(x|malicious)

p(x|benign)
needed for optimal Bayes decision making. This
addresses the fundamental limitation of traditional
OOD methods that only model the benign distribu-
tion (Nian et al., 2025). Section E formalizes this
connection and shows that the score is an empirical
Neyman–Pearson statistic.

4 Motivational Experiments

To highlight limitations in current evaluation pro-
tocols, we implement two simple OOD detection
methods grounded in our discussion in Section 3.4
and Section 3.5, and compare them against state-
of-the-art jailbreak detection systems using the Jail-
DAM evaluation setup (Nian et al., 2025).

Experimental Setup: Following the JailDAM
protocol, we utilize 414 MM-Vet-v2 samples (80%
of the dataset, benign only) and evaluate the remain-
ing 20% of MM-Vet-v2, as well as jailbreak attacks
from MM-SafetyBench, FigStep, and JailbreakV-
28K. Critically, our OOD methods use no outlier
exposure—they are trained exclusively on benign
samples, making this particularly challenging.

To validate our approach against alternative
methods, we evaluate our LLaVA hidden state rep-
resentations and FLAVA (Singh et al., 2022) embed-
dings. FLAVA is designed for multimodal under-
standing tasks and produces unified representations
for both text-only and image-text inputs.

Implementation: We implement two simple
methods based on previous sections: (1) KNN-
based detection using 3-nearest neighbor distances
in feature space and (2) Mahalanobis distance-
based detection with regularized covariance esti-
mation. Both methods use normalized features
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Figure 3: The proposed instantiations of RCS: MCD (left, Section 3.4) and KCD (right, Section 3.5).

Method Model
Overall MM-SBench FigStep JailbreakV

AR AP AR AP AR AP AR AP

LLaVaGuard Qwen 75.51 84.12 74.27 87.29 83.60 72.31 84.26 85.89

VLGuard LLaVA 60.96 67.82 61.06 80.20 61.06 38.17 60.72 64.74

HiddenDetect LLaVA 80.50 80.56 82.69 93.53 57.73 32.38 83.30 87.70

GradSafe LLaVA 85.13 81.66 85.14 87.52 68.04 23.70 90.82 88.16

JailDAM∗ CLIP 95.50 95.30 91.26 98.04 96.08 96.16 94.65 94.64

KNN-OOD LLaVA 96.38 98.19 95.23 95.91 98.09 91.60 98.33 95.88

Mahal-OOD LLaVA 99.36 99.69 99.18 99.32 99.55 97.90 99.69 99.11
KNN-OOD∗ FLAVA 88.67 95.00 85.47 90.65 90.81 66.80 95.00 86.49

Mahal-OOD∗ FLAVA 97.70 98.89 97.01 97.62 98.20 92.53 99.06 97.25

Table 1: Performance comparison (AR = AUROC, AP
= AUPRC, MM-SBench is short for MM-SafetyBench)
on JailDAM evaluation setup. Our simple methods use
only benign training data and achieve superior perfor-
mance. Bold and underlined values indicate the best
performance and second-best among baseline methods.
Methods with ∗ don’t use any hidden states from the
target models.

extracted from LLaVA layer 16 (middle layer) and
FLAVA embeddings. We remove the contrastive
scoring and directly use the kNN distance/Maha-
lanobis distance to the benign cluster(s) to deter-
mine prompt safety. We do not include the learned
projection stage because the dataset is too small.

Results: Table 1 reveals that our simple OOD
methods outperform sophisticated defense mech-
anisms across all evaluation scenarios, given the
same dataset access assumption with JailDAM. For
instance, the Mahalanobis distance detector using
LLaVA features achieves near-perfect performance,
substantially surpassing the best baseline method
previously proposed.

To further probe the limitations of one-class de-
tection, we extend the evaluation of JailDAM (Nian
et al., 2025). While its autoencoder-based approach
performs well in a simplified setting, its reliance on

modeling only in-distribution benign data makes it
brittle to unseen, yet safe, inputs. We tested this by
introducing unseen benign datasets from different
domains (e.g., Medical VQA dataset VQA-RAD
(Lau et al., 2018)). As shown in Table 2, the perfor-
mance degrades significantly when faced with this
benign distribution shift. The model’s precision
plummets as it incorrectly flags unseen benign sam-
ples as malicious, a critical issue of over-rejection.
This underscores the need for methods that can dis-
tinguish malicious intent from mere distribution
shift, a core motivation for our contrastive frame-
work (depicted in Figure 4). We provide a more
detailed setup and analysis in Section C.1.

Table 2: JailDAM performance in a simplified vs. robust
evaluation scenario. The introduction of unseen benign
data causes a sharp drop in precision, indicating a high
false positive rate.

Evaluation Scenario AUROC Precision Recall

Simplified (Original Setup) 0.9126 0.9491 0.9762
Robust (w/ Unseen Benign) 0.7057 0.5692 0.9452

Implications: These results indicate two critical
insights: (1) Simply evaluating on individual attack
datasets and one benign dataset may not adequately
capture the complexity of real-world deployment,
and (2) The safety-relevant information in LVLM
representations is highly discriminative, suggesting
that more powerful methods utilizing these features
are needed to drive meaningful progress in the field.
To better understand the difficulty of distinguishing
malicious datasets from benign ones, we conducted
a PCA analysis of the embedding spaces across
different scenarios (Figure 6 in Section C.3).
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Figure 4: Comparison of one-class detection (Nian et al., 2025) and our proposed RCS with outlier exposure.

5 Experiments

5.1 Datasets and Experimental Scenarios

We construct a challenging benchmark with a bal-
anced ratio of benign to malicious examples, draw-
ing from a diverse mix of text-only and multimodal
sources. The composition of our training and test-
ing sets is provided in Table 6. A critical feature
of our evaluation is the strict separation of attack
types. For the JailbreakV-28K dataset, we train
on two attack families but test exclusively on a
third, held-out attack type. This protocol rigor-
ously measures the ability to generalize to unseen
attack strategies under distribution shift, preventing
data leakage and ensuring a robust assessment.

FLAVA Baseline. To establish a strong, model-
agnostic baseline, we train classifiers on embed-
dings from FLAVA (Singh et al., 2022), a model
optimized for general multimodal understanding.
This allows us to test a key hypothesis: does ef-
fective jailbreak detection require access to the tar-
get LVLM’s internal reasoning states, which may
contain specific safety-related signals from pre-
existing safety alignment in LLMs? We extract the
768-dimensional embeddings and report the best-
performing classifiers in our main results (Table 3).
The unsatisfactory results, compared with KCD
and MCD, prove that using target LVLM’s inter-
nals is essential for detecting malicious behaviors.

5.2 Comprehensive Detection Performance

Following our principled layer selection, we eval-
uate our contrastive detection methods against
supervised baselines on the optimal layers of
LLaVA-V1.6-Vicuna-7B (Liu et al., 2023b) and
Qwen2.5-VL-7B (Bai et al., 2025b). We also
include results for InternVL3-8B2 (Zhu et al.,
2025b) in Section C.2. Our analysis focuses on
layers selected by our principled layer selection
method, which demonstrates consistently strong

2We use ‘LLaVA’, ‘Qwen’, and ‘InternVL’ for the rest of
the paper for brevity, unless otherwise specified

performance across all methods. We empirically
demonstrate in Section D.5 that the reported range
exhibits the strongest distinguishing performance
for both Qwen and LLaVA. To ensure statistical
reliability, we conduct 20 independent runs with
different random seeds and report mean±std along-
side the maximum values.

5.2.1 Experimental Protocol
We initialize and train layer-specific projections
that reduce high-dimensional LVLM representa-
tions to 256 dimensions via multi-objective con-
trastive loss (Section 3.3). This projection, trained
exclusively on training data, learns to cluster
samples by dataset origin while maximizing be-
nign–malicious separation. We pick and report the
top-3 layers selected with our previously discussed
strategy in Section 3.2. In Section D, we discuss
the implementation in more detail, demonstrate the
high effectiveness of the layer selection strategy,
and illustrate its robustness when a noisier dataset,
instead of SGXSTest, is adopted. For the KCD
algorithm, we calculate a score based on the differ-
ence between the distances to the k (50 by default)
nearest malicious and benign neighbors. MCD
models each dataset as a Gaussian cluster with
Ledoit-Wolf shrinkage (Ledoit and Wolf, 2004) for
robust covariance estimation. Both methods op-
erate on normalized ℓ2 features. All training and
testing are carried out on two NVIDIA RTX 4090
GPUs.

We evaluate existing state-of-the-art methods,
including GradSafe (Xie et al., 2024), JailGuard
(Zhang et al., 2023), HiddenDetect (Jiang et al.,
2025a), and JailDAM (Nian et al., 2025), to serve
as our baseline. Additionally, we include a variant
of JailDAM, termed JailDAM-RCS, which applies
our core contrastive idea to its framework and trains
two parallel autoencoders—one on benign data and
the other on malicious data—using the difference
in reconstruction error as the detection score. We
argue that it simultaneously measures the “outlier-
ness” of both benign and malicious samples, which
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Table 3: Detailed performance across different methods. We report mean±std (max/min for FPR) in percentages
across 20 runs. The bold text presents the best performance among all layers and all methods.

Method Layer Classification Separability

Accuracy(↑) TPR(↑) FPR(↓) F1(↑) AUROC(↑) AUPRC(↑)

Target Model-Agnostic Methods

K-Means FLAVA 62.3 97.4 72.9 72.1 59.8 62.0
Logistic FLAVA 59.8 37.6 18.0 48.3 61.7 66.8
JailDAM (Original) CLIP 71.7 70.6 27.1 71.4 78.9 82.6
JailDAM-RCS CLIP 84.5 93.4 24.4 85.8 91.5 90.0

LLaVA-v1.6-Vicuna-7B

GradSafe Critical Param. 66.5 96.9 64.9 74.1 75.4 79.4
HiddenDetect 16–29 81.6 79.9 16.8 81.2 90.1 90.0
JailGuard Output 76.2 86.0 35.3 79.5 77.8 70.9

14 89.1±2.3 (94.3) 94.9±2.2 (97.2) 16.6±5.6 (2.3) 89.8±2.0 (94.4) 96.4±1.9 (96.2) 96.2±3.8 (98.6)
KCD 15 89.4±2.3 (93.3) 95.3±2.7 (99.3) 16.5±6.1 (0.7) 90.0±1.9 (93.5) 96.9±2.1 (98.7) 96.3±4.1 (98.7)

16 92.0±2.1 (94.9) 94.1±3.6 (99.3) 10.1±6.1 (1.7) 92.2±1.8 (95.3) 97.7±0.9 (98.8) 97.2±1.2 (98.7)
14 88.3±2.2 (92.4) 95.5±1.9 (97.4) 18.9±5.8 (3.8) 89.1±1.7 (92.4) 97.4±0.3 (98.0) 97.5±0.3 (98.2)

MCD 15 88.3±1.1 (91.1) 96.9±0.9 (99.0) 20.3±2.7 (14.4) 89.2±0.9 (91.5) 98.0±0.3 (98.5) 98.1±0.2 (98.5)
16 91.0±2.3 (96.1) 97.2±1.1 (98.7) 15.2±5.2 (2.8) 91.6±1.9 (96.1) 98.6±0.1 (98.8) 98.8±0.1 (98.7)

Qwen2.5-VL-7B

GradSafe Critical Param. 70.2 85.1 44.7 74.1 72.0 73.5
HiddenDetect 22–26 76.5 85.4 37.3 76.7 79.9 76.5
JailGuard Output 56.1 64.1 51.9 59.4 44.0 45.4

20 87.3±1.7 (89.2) 97.2±2.0 (99.8) 22.5±4.5 (13.7) 88.5±1.2 (90.0) 96.1±3.3 (98.6) 94.8±3.5 (98.7)
KCD 21 89.2±2.7 (94.7) 96.1±2.7 (99.0) 17.8±7.4 (2.1) 90.0±2.2 (94.6) 96.3±3.5 (98.8) 93.6±4.2 (98.8)

22 88.8±2.4 (94.5) 96.3±1.7 (99.0) 18.7±5.2 (7.9) 89.6±2.0 (94.6) 96.1±1.8 (98.6) 94.1±5.0 (98.5)
20 86.3±1.3 (88.2) 94.9±1.1 (99.4) 25.2±3.1 (8.3) 87.8±1.0 (89.2) 97.1±1.2 (98.5) 97.4±1.3 (98.7)

MCD 21 86.6±1.5 (91.1) 98.1±1.0 (99.4) 24.8±3.3 (15.0) 88.0±1.2 (91.6) 97.7±0.9 (98.5) 98.7±0.1 (98.9)
22 87.0±2.3 (94.0) 98.2±0.8 (99.3) 24.2±4.9 (8.8) 88.3±1.8 (94.2) 98.1±0.6 (98.7) 98.3±0.6 (98.9)

is more powerful than solely using signals from be-
nign samples. We defer the implementation details
to Section F.

5.2.2 Results Analysis
We present the main results of LLaVA and Qwen
in Table 3, which validate our central hypothesis
that a contrastive approach is superior to one-class
detection. Comparing the original JailDAM to our
enhanced JailDAM-RCS, we see a dramatic perfor-
mance leap of 16% in AUROC (78.9% to 91.5%).
This demonstrates that the principle of modeling
both benign and malicious distributions is highly
effective on its own.

Second, our proposed methods, KCD and MCD,
outperform even this strong contrastive baseline.
MCD achieves a state-of-the-art 98.6% AUROC on
LLaVA, detecting most of the malicious attempts
and surpassing the enhanced JailDAM-RCS. Mean-
while, KCD achieves significantly lower false pos-
itive rates and superior F1 scores. This confirms
that while the contrastive principle is crucial, its
power is maximized when applied to the most dis-
criminative signals—the internal geometric repre-
sentations identified by our principled layer selec-
tion—rather than general-purpose embeddings like
CLIP. Given that the hidden representation can be
concurrently extracted with the inference process,

the primary computational overhead of our method
is associated with the learned projection from high-
dimensional to low-dimensional space, as well as
the computation of Mahalanobis distances or K-
nearest neighbors. This overhead is minimal com-
pared to the model’s inference.

Note that for Qwen, JailGuard performs espe-
cially poorly. After investigation, we find that: 1)
JailGuard works by perturbing the input, comput-
ing the divergence between responses, and mark-
ing samples with high response divergence as jail-
breaks. For some attacks like VAE (Qi et al.,
2024a), the model performs robustly across per-
turbations, rejecting the prompt most of the time;
for others, some prompts repeatedly jailbreak the
model. While the method fails for the latter case,
it is actually safe in the former case. 2) JailGuard
includes policies that rotate the pictures, which cre-
ates high false positives for the VizWiz dataset (Gu-
rari et al., 2018) because the rotation can change
the model’s answer. We include examples for each
case in the Appendix Section F.3.

5.2.3 Further Analysis
Ablation Studies. We conducted several ablation
studies to validate our design choices in RCS. First,
we show our choice of using the last-token hidden
state, compared against mean pooling and last-5-
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token aggregation, best captures the safety signals,
whereas aggregation methods dilute discriminative
performance (Section C.4.1). Furthermore, our ex-
periments confirm that the learned, safety-aware
projection significantly outperforms standard PCA
and no dimensionality reduction (Section C.4.2).
We also show that our methods are robust to hyper-
parameter choices, such as the clustering strategy
in MCD (Section C.4.3) and the value of k in KCD
(Section C.4.4). Finally, our sensitivity analysis
(Section C.4.5) confirms that both dataset cluster-
ing (α) and safety separation (β) are essential in
the loss term L in Section 3.3; setting either to zero
results in a marked performance degradation. RCS
also demonstrates robustness to weight variations,
with optimal performance consistently observed
at an α : β ratio of approximately 1:5, which we
adopt for all main experiments.
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Figure 5: Detection performance of KCD vs. SafeMT-
Data training size, tested over 5 runs on the optimal
layer of LLaVA. Dashed lines indicate baseline perfor-
mance without SafeMTData training and evaluation.

Adaptability to Multi-turn Jailbreaking Attacks.
To evaluate the adaptability of our detection frame-
work to unseen and challenging attack patterns, we
conduct an additional experiment using SafeMT-
Data (Ren et al., 2025), a dataset specifically de-
signed for multi-turn jailbreaking scenarios with
seemingly benign requests but increasingly mali-
cious intentions, which represent a near out-of-
distribution case. We vary the number of SafeMT-
Data training samples from 0 to 50 while main-
taining a fixed test set of 100 samples, with each
configuration evaluated across 5 runs. The results
of KCD and MCD for LLaVA (Figure 5 and Fig-
ure 14 in Section E.2) demonstrate remarkable
adaptability: while both methods fail to detect
when no training example is provided, with just
5-10 training samples, performance dramatically
improves and reliable precision on original datasets
is maintained. This highlights a key practical ad-
vantage of our approach: minimal exposure to new

attack types enables rapid adaptation while pre-
serving robustness against existing threats, making
it particularly suitable for deployment scenarios
where new attack patterns emerge continuously.
See Section E.2 for additional results on Qwen
and a sample-complexity analysis that explains the
quick adaptation ability.

Computational Efficiency. To quantify the ef-
ficiency of our framework, we benchmarked the
inference overhead of our detectors (including
feature extraction, MLP projection, and scoring)
against the standard forward pass of the host LVLM
(LLaVA-V1.6-Vicuna-7B). As detailed in Table 4,
the computational cost of our detector is negligible
(≤ 5.5% relative overhead) compared to the infer-
ence time of the host LVLM. This comparison is
conservative, as it does not account for the auto-
regressive generation phase; our method detects
safety violations before the generation of the first
token, potentially saving significant compute on
rejected prompts. Notably, the K-NN search incurs
less than 1% overhead and is highly parallelizable,
ensuring scalability even with larger reference sets
potentially needed for real-world robust deploy-
ment. Furthermore, the peak memory usage for
the detector components is less than 0.015 GB,
confirming that our method is highly efficient and
lightweight.

Table 4: Inference efficiency benchmark.

Method Component Time (s) Rel. Overhead

Baseline LVLM Forward Pass 0.6383 -

KCD
MLP Projection 0.0220 3.4%
K-NN Search 0.0040 0.6%
Total KCD 0.0260 ∼4.0%

MCD
MLP Projection 0.0278 4.3%
Mahalanobis Dist. 0.0077 1.2%
Total MCD 0.0355 ∼5.5%

6 Conclusion

This work proposes Representational Contrastive
Scoring (RCS), a general framework for jailbreak
detection, with two novel instantiations that achieve
state-of-the-art performance by applying simple
statistical tests to the most geometrically discrimi-
native internal layers of a model. Evaluated under
a new, more realistic protocol that tests general-
ization to unseen attacks, our methods prove that
effective, efficient, and generalizable safety does
not require expensive retraining or complex exter-
nal models, offering a practical path toward safer
LVLM deployment.
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7 Limitations

While our work presents a promising direction, we
acknowledge several limitations.

Hyperparameter Tuning. First, our methods,
though lightweight, still rely on hyperparameter
selection (e.g., the value of k in KCD, the cluster-
ing strategy in MCD, and hyperparameters for the
learned projection), which may require moderate
tuning for optimal performance. Specifically, we
observe relatively high variance during the train-
ing of our MLP projection network. We hypothe-
size that this stems from the over-parameterization
of the MLP (projecting from about d = 4096
to d = 256 with around 1 million parameters),
trained on a limited dataset of only 2,000 sam-
ples. Consequently, the optimization landscape
is highly sensitive to random initialization across
different runs. We believe that in real-world de-
ployment, with much scaled-up training data, this
variance would diminish, producing a more robust
separation space; though large-scale data collection
was outside our current scope. Future work could
also explore more advanced model architectures
and training recipes beyond supervised contrastive
learning to enhance stability and performance.

Evaluation Scale. Our benchmark, while a sig-
nificant step towards realism, serves as a proof-of-
concept and is not exhaustive of the full spectrum
of attacks and benign queries found in the wild.
Therefore, a more comprehensive benchmark for
jailbreak detection is still urgently needed. While
real-world traffic is typically dominated by benign
requests, our simplified benchmark utilizes a bal-
anced 1:1 split to ensure statistical significance
for AUROC and F1 metrics. In production, the
decision threshold θ can be calibrated on a valida-
tion set to enforce a strict False Positive Rate (e.g.,
FPR < 1%) regardless of the test set balance. Our
high AUROC scores (approaching 0.99 for MCD)
indicate that the method maintains a high True Pos-
itive Rate, even when the threshold is set strictly
to suppress false alarms. We leave a more detailed
discussion to future work.

White-box Dependency. Our requirement for in-
ternal representation of the protected model is an
intentional design choice targeting safe model serv-
ing. This access enables detection at the “last input
token position,” effectively identifying jailbreaks
before the model generates a response. This not
only prevents the emission of toxic content but

also saves the computational cost of full generation,
which is often required by black-box output classi-
fiers. Furthermore, as demonstrated in Section 3.2,
these internal middle layers provide a significantly
cleaner separation of benign and malicious inputs
than surface-level embeddings.

Streaming Defense. We lastly note that while
our method is compatible, we do not benchmark its
streaming defense capabilities after the decoding
stage starts. Recent streaming defense frameworks
such as SCM (Li et al., 2025b) and Qwen3Guard-
Stream (Zhao et al., 2025b) trade detection over-
head for higher accuracy by real-time monitoring
of model interactions and stop the generation when
content is determined to be unsafe. We left the
discussion of such modes to future work.

8 Broader Impacts and Ethical
Considerations

The primary goal of this research is to enhance the
safety and reliability of Large Vision-Language
Models (LVLMs), a positive societal objective.
By developing a lightweight and effective defense
framework, Representational Contrastive Scoring
(RCS), our work contributes to the responsible
deployment of AI by mitigating the risks associ-
ated with jailbreak attacks. We hope this research
empowers developers to build more robust safety
guardrails, thereby preventing the generation of
harmful content and increasing public trust in mul-
timodal AI systems.

We acknowledge several ethical dimensions re-
lated to this work:

Defensive Nature. This research is strictly defen-
sive. We do not introduce new attack vectors or
datasets of harmful prompts. Instead, we focus on
detecting and neutralizing existing threats, aiming
to strengthen the security posture of LVLMs.

Data and Model Usage. All experiments were
conducted using publicly available, open-weight
models and established academic datasets. Our use
of these artifacts is consistent with their licenses
and intended research purposes, such as bench-
marking model capabilities and safety evaluations.
By design, the malicious datasets used for train-
ing and evaluation contain prompts intended to be
harmful or offensive; this content is necessary for
the explicit purpose of developing and testing a
safety detector. The benign datasets were sourced
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from established academic corpora that were previ-
ously vetted for public release. No new user data
was collected, and no sensitive information is re-
produced in this paper.

Potential for Adversarial Adaptation. While
our method is a defense, any public research into
safety mechanisms could potentially be studied by
adversarial actors to devise more sophisticated at-
tacks that attempt to circumvent it. We believe
the benefit of sharing a strong, generalizable de-
fense with the research community and developers
outweighs this risk, as it fosters a more secure AI
ecosystem overall.

False Positives and Over-Refusal. No detection
system is perfect, and there remains a risk of false
positives, where a benign prompt is incorrectly
flagged as malicious. This could lead to unintended
censorship or a degraded user experience. We show
that our methods achieve a low false positive rate,
and we stress that any real-world deployment of
this technology should involve careful calibration
of the detection threshold to balance safety with
model utility.

Responsible Usage of AI in This Paper. This pa-
per made limited use of generative AI tools (specif-
ically, ChatGPT and Gemini) in accordance with
the ACL Policy on Publication Ethics. The use was
restricted to assistance purely with the language of
the paper, such as paraphrasing and polishing for
clarity and fluency. No generative AI tools were
used to create, analyze, or interpret research con-
tent, and all substantive intellectual contributions
were made solely by the authors.
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A Detailed Related Work

In this section, we provide a detailed literature re-
view accompanied by our proposed taxonomy. It
is important to note that neither the categorization
of attacks nor that of defenses is unique, and the
present review does not aim to be exhaustive. For
more comprehensive systematizations of the field,
readers are referred to existing survey articles, such
as (Liu et al., 2025a; Ye et al., 2025; Hakim et al.,
2026).

Jailbreak Attacks. Jailbreak attacks against
LLMs have evolved from simple manual prompt
crafting to sophisticated automated techniques,
including optimization-based attacks (Zou et al.,
2023b; Chao et al., 2025; Zhao et al., 2023), role-
playing attacks (Li et al., 2023b), token manipula-
tion attacks (Jiang et al., 2024; Liu et al., 2025b),
in-context learning (Anil et al., 2024; Zheng et al.,
2024), multi-turn conversation exploits (Chao et al.,
2025; Russinovich et al., 2025; Ren et al., 2025),
reasoning hijacking (Liang et al., 2025; Chen et al.,
2025a; Wang et al., 2025a), backdoors (Guo et al.,
2026), and hardware fault injection (Coalson et al.,
2024). Sorry-bench (Xie et al., 2025) evaluates the
refusal behaviors of LLMs against unsafe prompts
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under a fine-grained taxonomy and diverse strate-
gies, such as linguistic characteristics and the for-
matting of prompts.

Multimodal jailbreaks introduce additional
complexity by exploiting the vision-language inter-
face through adversarial or out-of-distribution im-
ages (Qi et al., 2024a; Jeong et al., 2025; Dou et al.,
2024), prompt manipulation (Zhao et al., 2025c;
Qraitem et al., 2024), and cross-modal prompt in-
jection (Gong et al., 2025b; Wang et al., 2024b).
Recent work further targets the model’s reasoning
process itself, for example by embedding harmful
intent within gamified, puzzle-like tasks that in-
duce cognitive overload and goal-driven reasoning,
thereby reducing safety awareness and increasing
attack success rates (Hu et al., 2026). There have
been multiple works that attempt to explore a sys-
tematic and comprehensive evaluation of the ro-
bustness of multimodal large language models. For
example, JailbreakV-28K (Luo et al., 2024), MMJ-
Bench (Weng et al., 2025b), and MM-SafetyBench
(Liu et al., 2024d) provide large-scale datasets of
LLM-transfer attacks and query-relevant image at-
tacks. They highlight the increasing sophistication
and diversity of attack strategies, motivating the
need for robust, generalizable detection methods
and evaluation frameworks.

Jailbreak Defense. Defense mechanisms against
jailbreak attacks have evolved across multiple lev-
els of the model pipeline. Input-level defenses
filter or transform potentially malicious prompts
through statistical validation (e.g. N-gram Per-
plexity (Boreiko et al., 2024)), security-aware
compression (SecurityLingua (Li et al., 2025d)),
embedding-level detection (Liu et al., 2024e), or
adversarial perturbation mitigation (Robey et al.,
2023; Ji et al., 2024; Xu et al., 2024a). More re-
cently, OMNIGUARD (Zhu et al., 2025a) attempts
to train a guardrail LLM on inputs of any combi-
nation of input modalities. The primary advantage
of input-level defenses is that they enable decision-
making without requiring the model to produce a
full output sequence, thereby potentially reducing
the computational cost associated with decoding
and preventing harmful responses from reaching
users. However, OMNIGUARD requires reason-
ing on the multimodal inputs, which may signif-
icantly introduce latency for long contexts. In a
similar vein, prompt engineering defenses pro-
vide deployment-time flexibility, such as QGuard
(Lee et al., 2025), prefix probing (Yang et al., 2025),

prompt optimization (Zhou et al., 2024a; Mo et al.,
2024), token erasure (Kumar et al., 2023), and dy-
namic safety context retrieval (Chen et al., 2025b).
Output-level classifiers usually employ special-
ized LLMs as safety guardians. For example,
Qwen3guard (Zhao et al., 2025b), WildGuard (Han
et al., 2024), and GuardReasoner (Liu et al., 2025c)
achieve state-of-the-art performance in dual promp-
t/response classification. SCM (Li et al., 2025b)
and Qwen3Guard-Stream (Zhao et al., 2025b) pro-
pose detecting harmful output in streaming and can
abort generation when only part of the outputs has
been generated. In contrast, our detector can re-
liably detect malicious intents before generation
by leveraging hidden representations in the model.
Alignment-based approaches fundamentally re-
shape model behavior, examples include Direct
Preference Optimization (DPO) variants (Zhang
et al., 2025b; Weng et al., 2025a)), adversarial tun-
ing (Ghosh et al., 2025; Xhonneux et al., 2024; She-
shadri et al., 2025), safety-aware RLHF methods
(Ji et al., 2025), and safety unlearning (Zheng et al.,
2025; Li et al., 2024; Shi et al., 2025; Wang et al.,
2026). ACTOR (Dabas et al., 2025a) fine-tunes
the model in the representation space to mitigate
over-refusal behaviors; while their focus on repre-
sentational analysis is similar to ours, we primarily
investigate jailbreak detection that does not modify
the model internals. Adversarial Déjà Vu (Dabas
et al., 2025b) attempts to extract “skill set” from
existing jailbreak prompts and generalize the align-
ment to unseen attacks with dictionary learning
and explanation. While showing good general-
ization capabilities, their techniques include high
costs in building the skill set, dictionary learning,
and model alignment. Beyond alignment itself,
some works explore the alignment-breaking phe-
nomenon (safety misalignment) (Qi et al., 2024b;
Fraser et al., 2025; Wei et al., 2024; Gong et al.,
2025a). Liu et al. show that delta-weight quanti-
zation in fine-tuned LLMs can reduce alignment-
breaking and backdoor risks while lowering serving
overhead (Liu et al., 2024f). These efforts focus on
text-only prompts, and the applicability to multi-
modal LLMs remains unknown. Recently, a line of
work discusses how we can enable LVLMs to in-
herently possess the safety capabilities of the back-
bone LLMs (Liu et al., 2024b; Gao et al., 2024;
Wang et al., 2025c). VLGuard (Zong et al., 2024)
and LLaVAGuard (Helff et al., 2024) are the lead-
ing efforts that propose curated datasets and train-
ing recipes specifically for large vision language
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models. While these defenses show promise, they
primarily focus on specific attack vectors or modal-
ities in isolation, whereas our work provides a uni-
fied detection framework that operates across di-
verse attack strategies and input modalities through
distributional analysis.

Representation Engineering. Recent work has
demonstrated that LLM intermediate representa-
tions encode rich semantic information about input
intent and safety (Zou et al., 2023a; Arditi et al.,
2024; Zhou et al., 2024b; Li et al., 2025a; Lin
et al., 2024; Du et al., 2024; Xu et al., 2024b).
Researchers have applied this principle to halluci-
nation detection and mitigation (Liu et al., 2024c;
Wu et al., 2025; Li et al., 2025e; Su et al., 2025),
uncertainty quantification (Tang et al., 2026; Xue
et al., 2026a), personality trait evaluation (Ma et al.,
2026), fact tracking (Zhang et al., 2025a), and
model editing (Zhang et al., 2024; Kong et al.,
2024), among others. Activation patching (Wu
et al., 2024; Zhang and Nanda, 2024) shows that
specific layers or neurons correlate with harmful
content generation, with several studies examin-
ing the interactions between alignment and safety-
critical neurons (Wei et al., 2024; Zhou et al., 2025)
or layers (Zhao et al., 2024, 2025d). While several
works empirically demonstrate that benign and ma-
licious prompts are separable in intermediate layer
representations (Zhou et al., 2024b; He et al., 2024;
Du et al., 2024; Qian et al., 2025), these studies
are limited in scope—typically evaluating single at-
tack patterns on small-scale datasets with minimal
diversity in benign samples. Meanwhile, recent
concurrent work (Wang et al., 2025b) suggests that
probing-based classifiers may rely on superficial
linguistic patterns and trigger words, potentially
leading to a “false sense of security” when facing
significant distribution shifts. Moreover, existing
representation-based detection work predominantly
focuses on text-only LLMs, overlooking the unique
challenges posed by multimodal inputs in LVLMs.
Our work builds on these insights by extracting
features from safety-critical layers (cf. Section 3.2
and Section D) and modeling their distributional
geometry for jailbreak detection; however, it criti-
cally extends prior efforts through: (i) comprehen-
sive evaluation across diverse attack strategies and
benign datasets spanning both text-only and multi-
modal inputs (cf. Section 5.1), (ii) an explicit focus
on LVLMs, which must handle both modalities
seamlessly, and (iii) deployment-oriented evalua-

tion protocols that reflect realistic distribution shifts
when encountering unseen datasets. We also show
in Section 5.2.3 that our methods are highly adapt-
able to unseen, more challenging datasets (Ren
et al., 2025).

Out-of-Distribution (OOD) Detection. OOD
detection aims to identify test samples that dif-
fer significantly from training distributions (Yang
et al., 2024). Modern approaches are categorized
into four main types: Classification-based meth-
ods leverage model outputs for detection, including
post-hoc approaches like maximum softmax proba-
bility (MSP) (Hendrycks and Gimpel, 2017), ODIN
(Liang et al., 2018), and energy-based scores (Liu
et al., 2020), as well as training-based methods with
outlier exposure (Hendrycks et al., 2019) or virtual
outlier synthesis (Du et al., 2022). Distance-based
methods compute distances to ID prototypes using
Mahalanobis distance (Lee et al., 2018; Sehwag
et al., 2021), cosine similarity (Techapanurak et al.,
2020), or non-parametric k-NN approaches (Sun
et al., 2022). Density-based methods explicitly
model ID distributions through Gaussian mixtures
(Lee et al., 2018), normalizing flows (Kirichenko
et al., 2020), or likelihood ratios (Ren et al., 2019),
though they often struggle with high-dimensional
spaces. Reconstruction-based methods exploit
differences in reconstruction quality between ID
and OOD samples (Denouden et al., 2018; Zhou,
2022; Li et al., 2023a). Recent work also explores
gradient-based detection (Huang et al., 2021) and
foundation model adaptations (Ming et al., 2022).

B Details of the Constructed Benchmark

We disclose the details of our constructed chal-
lenging benchmark in Table 6. The benchmark
contains both benign and malicious, text-only and
multimodal inputs, divided into the training and
testing samples. For the ease of testing and inter-
pretation of results, we deliberately make the ratio
of benign and malicious samples 1:1.

C Additional Results

C.1 Detailed Analysis of JailDAM’s
Limitations

To understand the practical limitations of existing
black-box detection methods, we conducted a de-
tailed analysis of JailDAM (Nian et al., 2025), a
state-of-the-art approach that uses an autoencoder
to detect jailbreaks without requiring access to
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Table 5: Detailed performance across different methods. We report mean±std (max/min for FPR) in percentages
across 20 runs. The bold text presents the best performance among all layers and all methods.

Method Layer Classification Separability

Accuracy(↑) TPR(↑) FPR(↓) F1(↑) AUROC(↑) AUPRC(↑)

Target Model-Agnostic Methods

K-Means FLAVA 62.3 97.4 72.9 72.1 59.8 62.0
Logistic FLAVA 59.8 37.6 18.0 48.3 61.7 66.8
JailDAM (Original) CLIP 71.7 70.6 27.1 71.4 78.9 82.6
JailDAM-RCS CLIP 84.5 93.4 24.4 85.8 91.5 90.0

InternVL3-8B

GradSafe Critical Param. 69.1 92.9 54.7 62.9 80.2 79.5
HiddenDetect 18–24 62.5 68.7 57.1 54.6 75.9 78.4
JailGuard Output 69.2 60.0 21.6 72.6 76.2 77.5

20 87.7±0.9 (87.2) 97.0±1.6 (98.0) 21.6±5.6 (13.3) 88.6±3.1 (92.4) 93.0±3.6 (95.3) 92.9±3.4 (95.7)
KCD 21 89.5±1.7 (93.3) 97.5±1.4 (99.1) 15.5±4.1 (10.7) 89.1±2.9 (94.5) 92.6±4.1 (96.4) 92.4±3.3 (96.3)

22 88.4±1.7 (92.1) 97.6±1.3 (98.7) 20.8±6.1 (9.2) 89.3±1.5 (92.3) 92.5±2.1 (95.8) 92.2±3.7 (95.7)
20 88.7±4.2 (90.3) 97.5±1.9 (99.6) 20.1±5.8 (6.8) 89.4±0.7 (93.4) 95.0±3.2 (96.9) 94.0±3.7 (96.5)

MCD 21 89.1±1.3 (91.1) 95.2±0.6 (98.0) 17.0±2.7 (10.4) 88.6±1.1 (91.2) 96.2±0.6 (96.8) 96.0±0.6 (96.7)
22 88.0±2.5 (88.2) 96.0±1.0 (98.6) 20.0±5.2 (12.8) 88.3±1.2 (90.1) 96.0±1.0 (97.0) 95.9±1.1 (97.1)

25 0 25
PC1 (19.6%)

20

0

20

40

PC
2 

(7
.7

%
)

Llava: MM-Vet & FigStep

25 0 25 50
PC1 (14.8%)

20

0

20

40

PC
2 

(8
.4

%
)

Llava: Basic Datasets

25 0 25
PC1 (18.3%)

40

20

0

20

40

PC
2 

(8
.9

%
)

Llava: JailDAM

25 0 25 50
PC1 (12.7%)

20

0

20

40

PC
2 

(9
.3

%
)

Llava: All Datasets

20 0 20
PC1 (26.1%)

10

0

10

20

PC
2 

(9
.4

%
)

Flava: MM-Vet & FigStep

0 20
PC1 (19.2%)

10

5

0

5

10

15

PC
2 

(6
.0

%
)

Flava: Basic Datasets

20 0 20
PC1 (17.5%)

20

10

0

10

20

PC
2 

(1
4.

3%
)

Flava: JailDAM

0 20
PC1 (18.5%)

10

5

0

5

10

15

PC
2 

(7
.2

%
)

Flava: All Datasets

AdvBench
Alpaca
DAN
FigStep
JailbreakV-LLM
MM-SafetyBench
MM-Vet
OpenAssistant
VQAv2
XSTest-Safe
XSTest-Unsafe

Figure 6: PCA visualization revealing the underlying separability structure across different evaluation scenarios.
Top row: LLaVA layer 16 embeddings. Bottom row: FLAVA embeddings. Columns (left to right): (1) Binary
case with MM-Vet vs JailbreakV-FigStep, (2) Basic datasets including text-only and multimodal samples, (3)
JailDAM evaluation setup, (4) Full complexity with all available datasets. The JailDAM setup (third column)
exhibits clear linear separability between benign (blue) and malicious (red/brown) clusters, explaining why simple
OOD methods achieve near-perfect performance. In contrast, the full dataset scenario (fourth column) reveals
substantial overlap and complex manifold structure, representing a more realistic and challenging evaluation setting.
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Figure 7: Performance comparison of clustering strategies for MCD on layer 16 (LLaVA) and layer 20 (InternVL).
Different k_benign/k_malicious ratios are tested against the baseline dataset-based approach. The 8/1 configuration
(8 benign clusters, 1 malicious cluster) achieves optimal performance in both cases. Error bars show standard
deviation across multiple runs.
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Table 6: Composition of the training and testing datasets. Our setup ensures a diverse mix of modalities and a strict
separation of attack types for JailbreakV-28K.

Split Class Source Modality # Samples

Training

Benign
Alpaca (Taori et al., 2023) Text 500
MM-Vet (Yu et al., 2024) MM⋆ 218
OpenAssistant (Köpf et al., 2023) Text 282

Malicious
AdvBench (Zou et al., 2023b) Text 300
DAN (Shen et al., 2024) Text 150
JailbreakV-28K* (Luo et al., 2024) MM 550

Testing

Benign
XSTest (Röttger et al., 2024) Text 250
FigTxt (Jiang et al., 2025a) Text 300
VizWiz (Gurari et al., 2018) MM 450

Malicious

XSTest (Röttger et al., 2024) Text 200
FigTxt (Jiang et al., 2025a) Text 350
VAE (Qi et al., 2024a) MM 200
JailbreakV-28K† (Luo et al., 2024) MM 150

⋆ “MM” here means the prompt samples in the dataset are multimodal.

* Training split uses “LLM Transfer” and “Query-Related” attack types.

† Testing split uses the held-out “FigStep” attack type to measure generalization.

harmful training data. Our investigation reveals a
fundamental vulnerability in its one-class detection
design: an inability to distinguish between mali-
cious inputs and benign inputs under distribution
shift.

C.1.1 The Root Cause: Conflating
Distribution Shift with Malicious Intent

JailDAM’s core mechanism is to train an autoen-
coder exclusively on in-distribution (ID) benign
data (e.g., the MM-Vet dataset (Yu et al., 2024)).
The model learns to reconstruct the attention fea-
tures derived from these safe inputs effectively. The
guiding assumption is that malicious jailbreak at-
tempts will produce feature representations that the
autoencoder cannot reconstruct well, resulting in a
high reconstruction error score that flags the input
as anomalous (and therefore harmful).

While sound in a closed-world setting, this logic
breaks down in open-world scenarios where the
detector encounters benign data from domains not
seen during training. An OOD benign sample, such
as a medical image from the VQA-RAD dataset
(Lau et al., 2018), is, by definition, distributionally
different from the general-domain images in MM-
Vet. Consequently, the autoencoder, having never
learned to represent features from the medical do-
main, assigns a high reconstruction error to these
samples. It conflates benign distribution shift with
malicious intent.

This phenomenon is vividly illustrated in our
experiments. Figure 8 shows the score distribu-
tion in the simplified, original evaluation setting.
Here, the benign validation set (orange) is well-
separated from the unsafe set (blue). However,
Figure 9 shows the distribution in our more robust
setting. The scores of the unseen benign VQA-
RAD dataset (green) almost completely overlap
with those of the unsafe malicious dataset (orange),
making them nearly indistinguishable on the basis
of reconstruction error alone. The text-only benign
instructions (blue), being simpler, maintain lower
error scores; however, the VQA-RAD distribution
demonstrates the critical failure point.

C.1.2 Experimental Results and Discussion
We formalized this analysis in two experiments.

Experiment 1: Simplified Scenario (Original
JailDAM Setup) We trained the JailDAM autoen-
coder on 80% of the benign MM-Vet dataset. We
then tested its ability to distinguish between the re-
maining 20% of MM-Vet (as a validation set) and
the malicious MM-SafetyBench (Liu et al., 2024d)
dataset. The results confirm the high performance
reported in the original paper, as shown in Table 7.

Experiment 2: Robust Scenario with OOD
Benign Data Using the exact same trained model,
we expanded the test set to include two unseen be-
nign datasets: VQA-RAD (a medical VQA dataset
(Lau et al., 2018)) and a set of text-only instructions
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Figure 8: Score distribution of the original JailDAM method in a simplified evaluation setting. The plot shows that
the reconstruction error scores for the benign set are concentrated at lower values, while scores for the malicious set
are higher, indicating clear geometric separability in this controlled scenario.

Table 7: JailDAM Performance in Simplified Scenario.

Metric Value

AUROC 0.9126
AUPRC 0.9804
F1 Score 0.9624
Precision 0.9491
Recall 0.9762

(from Alpaca (Taori et al., 2023)). This tests the
model’s robustness to both domain shift (medical
images) and modality shift (text-only).

Table 8: JailDAM Performance in Robust Scenario.

Metric Value

AUROC 0.7057
AUPRC 0.6072
F1 Score 0.7105
Precision 0.5692
Recall 0.9452

The performance collapses dramatically, as

shown in Table 8. The AUROC drops by over
20 points. Critically, while recall remains high
(94.5%), precision falls to 56.9%. This indicates
severe over-rejection: the model correctly identi-
fies most malicious inputs, but at the cost of incor-
rectly flagging a vast number of legitimate, unseen
benign inputs as harmful. A per-dataset breakdown
reveals the cause: the mean reconstruction score
for the unseen benign VQA-RAD data (0.1660)
is substantially higher than that of the ID benign
data (0.0990) and is statistically much closer to the
mean score of the malicious data (0.1576).

C.1.3 Conclusion
This analysis demonstrates that the original one-
class autoencoder method of JailDAM, while effec-
tive in a controlled environment, is fundamentally
unsuited for diverse applications where it may en-
counter benign inputs from unseen distributions.
However, this does not invalidate the underlying
principle of using reconstruction error as a discrim-
inative signal.

In fact, our own evaluation in Table 3 and Table 5
shows that when the autoencoder architecture is in-
tegrated into our Representational Contrastive Scor-
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Figure 9: Score distribution of JailDAM in our robust evaluation setting, which introduces out-of-distribution (OOD)
benign data. The reconstruction errors for the unseen benign VQA-RAD dataset significantly overlap with the
malicious Unsafe dataset.

ing framework (JailDAM-RCS), its performance
is significantly enhanced, with AUROC jumping
from 78.9% to 91.5% on our challenging bench-
mark. This strongly suggests that the limitation
lies not in the reconstruction-based approach it-
self, but in its one-class application. By training
separate models for benign and malicious distribu-
tions and using a contrastive score (more details in
Section F.1), the system learns to differentiate true
malicious intent from mere distribution shift. Our
work further advances this principle by applying
a similar contrastive logic not to external embed-
dings, but to the richer and more discriminative
internal representations of the LVLM itself.

C.2 Results for InternVL3
Apart from the results in Table 3, we also provide
a comparison of the results for InternVL3-8B (Zhu
et al., 2025b) in Table 5. We keep the target model-
agnostic methods for reference.

C.3 PCA Visualization of Dataset Separability
To better understand the difficulty of distinguishing
malicious datasets from benign ones, we conducted
a PCA analysis of the embedding spaces across

different evaluation scenarios.

In the first column, we include only one mali-
cious and one benign dataset, corresponding to the
last three columns of Table 1. In the second col-
umn, we include two benign and two malicious
datasets; in each category, one is text-only and the
other is multimodal. We note that the text-only be-
nign dataset, Alpaca, has significant overlap with
two malicious datasets (FigStep and AdvBench),
respectively. This brings up an issue ignored by
JailDAM: the inputs to the LVLMs can be uni-
modal or multimodal, and distinguishing between
multimodal benign datasets and attacks only cap-
tures a part of real-world cases.

The visualization also reveals that datasets in the
JailDAM setup (third column) exhibit clustering
and separability between benign MM-Vet samples
(blue) and malicious datasets (red/brown clusters),
particularly evident in both LLaVA layer 16. In
contrast, when we examine the full dataset com-
plexity in our setting (rightmost column, covered
in the next section), the embedding space reveals
substantial overlap between benign and malicious
samples, complex manifold structures, and ambigu-
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ous boundary regions that would challenge any de-
tection method. This stark difference in complexity
validates our argument that current evaluation pro-
tocols may be insufficient for assessing real-world
robustness.

C.4 Ablation Studies

C.4.1 Token Aggregation Strategy

Our method relies on the hidden state of the last
token, based on the hypothesis that the geomet-
ric signature of “refusal vs. compliance” is most
distinct at the precise moment of decision genera-
tion. To validate this empirically, we compared our
approach against two alternative aggregation strate-
gies: Mean Pooling (aggregating all tokens in the
sequence) and Last-5 Token Pooling (aggregating
the final 5 tokens).

As shown in Table 9, Mean Pooling results in a
significant performance drop compared to our main
results. This suggests that the safety signal is sparse
and easily overwhelmed by context tokens contain-
ing irrelevant information. Pooling the last 5 tokens
recovers some performance but still consistently
lags behind the single Last-Token representation.
These results confirm that the safety-critical signal
is sharpest at the exact decision boundary, justify-
ing our use of the last-token embedding, as corrob-
orated by other work on representation engineering
and mechanistic interpretability of LLMs (Zhou
et al., 2024b; Zou et al., 2023a; Li and Kim, 2025;
Lin et al., 2025; Xue et al., 2026b).

Table 9: Ablation study comparing Mean Pooling and
Last-5 Token Pooling aggregation strategies on LLaVA.
Aggregation tends to dilute the safety signal compared
to the Last-Token approach.

Layer Method Accuracy F1 AUROC AUPRC

Mean Pooling (All Tokens)

14 KCD 71.5 ± 4.1 72.3 ± 4.8 75.6 ± 4.2 69.8 ± 7.8
15 KCD 69.0 ± 4.4 68.8 ± 6.7 73.0 ± 3.7 67.1 ± 7.0
16 KCD 68.6 ± 4.0 69.0 ± 5.9 72.7 ± 4.1 66.5 ± 7.5
14 MCD 69.0 ± 3.1 73.2 ± 4.7 75.3 ± 2.4 66.4 ± 3.7
15 MCD 68.9 ± 2.5 72.9 ± 2.4 73.8 ± 2.7 64.6 ± 3.7
16 MCD 68.5 ± 2.5 72.7 ± 3.1 73.8 ± 2.7 64.4 ± 3.5

Last-5 Token Mean Pooling

14 KCD 84.6 ± 2.4 86.1 ± 2.1 89.4 ± 3.6 83.8 ± 5.5
15 KCD 85.7 ± 3.3 86.9 ± 2.5 90.4 ± 4.0 85.9 ± 5.2
16 KCD 85.5 ± 2.5 86.7 ± 1.9 90.8 ± 4.3 86.7 ± 5.3
14 MCD 82.1 ± 2.7 84.4 ± 2.0 91.4 ± 1.1 92.9 ± 1.1
15 MCD 81.6 ± 3.4 84.0 ± 2.3 92.3 ± 0.9 92.8 ± 1.0
16 MCD 81.0 ± 2.8 83.6 ± 2.0 92.5 ± 0.1 92.0 ± 3.0

Table 10: Ablation study on dimensionality reduction
methods. We compare our learned projection against
PCA variants and no reduction across different eval-
uation metrics. The results are from the Layer 16 of
LLaVA.

Method Projection Dim. Classification Separability

Accuracy↑ F1↑ AUROC↑ AUPRC↑

KCD

Learned (Ours) 256 92.0± 2.1 92.2± 1.8 97.7± 0.9 97.2± 1.2
PCA 32 85.7 87.3 96.0 95.9
PCA 64 87.2 88.5 95.5 95.4
PCA 128 86.8 88.1 95.0 94.9
PCA 256 86.9 88.2 95.3 95.2
None 4096 85.3 86.9 96.1 96.1

MCD

Learned (Ours) 256 91.0± 2.3 91.6± 1.9 98.6± 0.1 98.8± 0.1
PCA 32 87.4 88.0 95.4 95.4
PCA 64 86.8 87.4 94.9 94.9
PCA 128 87.2 87.9 94.9 94.8
PCA 256 87.7 89.0 96.2 96.2
None 4096 79.1 82.7 95.0 94.9

Table 11: Ablation study on dimensionality reduction
methods. We compare our learned projection against
PCA variants and no reduction across different eval-
uation metrics. The results are from the Layer 20 of
InternVL.

Method Projection Dim. Classification Separability

Accuracy↑ F1↑ AUROC↑ AUPRC↑

KCD

Learned (Ours) 256 87.7± 0.9 89.8± 2.0 93.0± 3.6 92.9± 3.4
PCA 32 81.2 81.6 85.0 85.2
PCA 64 83.6 83.5 86.5 85.3
PCA 128 84.0 84.8 87.0 86.9
PCA 256 84.6 85.2 87.3 87.2
None 4096 76.4 80.8 84.6 84.0

MCD

Learned (Ours) 256 88.7± 2.3 88.7± 4.2 95.0± 3.2 94.0± 3.7
PCA 32 69.1 76.3 85.4 85.4
PCA 64 66.5 75.0 87.1 85.3
PCA 128 69.7 76.7 88.5 86.8
PCA 256 55.8 68.9 83.2 82.2
None 4096 50.6 66.9 81.0 82.9

C.4.2 Dimensionality Reduction Analysis

We investigate the impact of our learned projec-
tion compared to traditional dimensionality reduc-
tion approaches. Table 10 and Table 11 present
results comparing our task-specific learned projec-
tion against PCA at various dimensions (32, 64,
128, 256) and no reduction (using the full 4096-
dimensional LLaVA representations), on LLaVA
and InternVL, respectively. Our learned projec-
tion consistently outperforms its alternatives across
all metrics. This degradation without dimension-
ality reduction is particularly notable for MCD,
likely due to the curse of dimensionality affect-
ing covariance estimation in high-dimensional
spaces. The learned projection’s dual optimiza-
tion—preserving dataset clustering while maximiz-
ing benign-malicious separation—proves crucial
for achieving robust detection performance.

C.4.3 Clustering Strategy for MCD

Our main experiments use dataset-based clustering,
where samples from the same dataset form distinct
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clusters. We investigate an alternative approach
using k-means clustering to automatically discover
latent groupings within the data. Specifically, we
test different ratios of kbenign/kmalicious clusters,
where kbenign and kmalicious represent the num-
bers of clusters for benign and malicious samples,
respectively.

The results on layer 16 (Figure 7) show that in-
creasing the number of benign clusters generally
improves decision performance, while the AUROC
doesn’t change significantly. The best performance
is achieved with 8 benign clusters and only 1 mali-
cious cluster (F1: 0.9215, Accuracy: 0.9221), out-
performing the dataset-based approach (F1: 0.9122,
Accuracy: 0.9091), suggesting that modeling be-
nign samples with more fine-grained clusters while
treating malicious samples as a single distribution
better captures the underlying geometry. We do not
incorporate this finding into our main results since
selecting the clustering strategy based on test per-
formance would constitute data leakage. Instead,
we use the principled dataset-based clustering ap-
proach throughout our main experiments to ensure
fair and unbiased evaluation.
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Figure 10: Ablation study on the k-value hyperparam-
eter for the KCD method across different layers of
LLaVA. Performance metrics (Accuracy, F1, AUROC)
are plotted against varying k values from 10 to 100. Er-
ror bars represent standard deviation across 5 runs.
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Figure 11: Ablation study on the k-value hyperparam-
eter for the KCD method across different layers of In-
ternVL. Performance metrics (Accuracy, F1, AUROC)
are plotted against varying k values from 10 to 100. Er-
ror bars represent standard deviation across 5 runs.

C.4.4 K-value Selection for KCD
We investigate the sensitivity of our KCD method
to the choice of k (number of nearest neighbors)
across layers 14/16 of LLaVA and layers 20/22 of
InternVL. As shown in Figure 10 and Figure 11,
we evaluate k values ranging from 10 to 100 across
5 independent runs. The results demonstrate that
performance metrics (Accuracy, F1, and AUROC)
remain relatively stable once k reaches approxi-
mately 50, with minimal variation for larger k val-
ues. This stability indicates that our method is
robust to the choice of the k hyperparameter within
a reasonable range, and we use k=50 as the default
value throughout our experiments to balance com-
putational efficiency with detection performance.

C.4.5 Sensitivity Analysis of Loss Weights
To justify our empirical choice of hyperparameters
α (Dataset Clustering Term) and β (Safety Sep-
aration Term) in Section 3.3, and to isolate the
contribution of each loss component, we conducted
a comprehensive ablation study on Layer 16 of
LLaVA. We varied the weights of the dataset clus-
tering loss and the safety separation loss while mea-
suring detection performance across accuracy, F1
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score, AUROC, and AUPRC.
The results, presented in Table 12, yield several

key insights. First, removing the safety separation
term (β = 0) significantly harms performance (e.g.,
KCD F1 drops from 89.72% to 87.76%), confirm-
ing that explicitly pushing benign and malicious
centroids apart is crucial. Second, removing the
dataset clustering term (α = 0) also degrades per-
formance (e.g., KCD F1 drops to 86.10%), indicat-
ing that preserving the internal structure of diverse
benign datasets helps the projector learn a manifold
where malicious “outliers” are more distinct. Fi-
nally, the method exhibits stability across a range of
intermediate values (e.g., β ∈ [2.5, 10]), with the
optimal trade-off peaking at the ratio α = 1, β = 5
used in our main experiments.

D Principled Layer Selection
Methodology

D.1 Overview
The efficacy of representation-based jailbreak de-
tection critically depends on identifying layers
within LVLMs that exhibit maximal discrimina-
tive power between benign and malicious prompts.
Previous approaches have relied predominantly on
ad-hoc selection strategies or computationally ex-
pensive empirical validation across all layers. Our
approach leverages the fundamental observation
that safety-relevant semantic distinctions manifest
as geometric structures within the learned represen-
tation spaces. Through comprehensive empirical
validation, we demonstrate that geometric separa-
tion metrics exhibit remarkably high correlation
(Pearson’s r > 0.8) with downstream detection
performance.

D.2 Theoretical Foundation
We formalize the layer selection problem as identi-
fying the representation space H(l) ⊆ Rd at layer l
that maximizes the geometric separability between
benign and malicious prompt representations. Let
Xb = {x(b)i }nb

i=1 and Xm = {x(m)
i }nm

i=1 denote the
sets of benign and malicious prompts, respectively,
with their corresponding representations at layer l
given by H(l)

b = {h(b,l)i } and H(l)
m = {h(m,l)

i }.
The optimal layer l∗ is selected according to:

l∗ = arg max
l∈{0,1,...,L−1}

G(H(l)
b ,H(l)

m ) (10)

where G(·, ·) quantifies the geometric separability
between the two representation sets.

We decompose G into three complementary ge-
ometric properties, each capturing distinct aspects
of the discriminative structure:

G(H(l)
b ,H(l)

m ) = α1·γ(l)+α2·S(l)+α3·R(l) (11)

where γ(l) denotes the margin width from Sup-
port Vector Machine analysis, S(l) represents the
silhouette coefficient, and R(l) captures the inter-
class to intra-class distance ratio. The weights
α1, α2, α3 are set empirically to 1/3 each, reflect-
ing equal importance.

D.3 Geometric Separation Metrics
D.3.1 Maximum Margin Separation
The margin width quantifies the existence and qual-
ity of linear decision boundaries. For represen-
tations at layer l, we solve the soft-margin SVM
optimization problem:

min
w(l),b(l),ξi

1

2
∥w(l)∥2 + C

n∑

i=1

ξi

s.t. yi(⟨w(l), h
(l)
i ⟩+ b(l)) ≥ 1− ξi, ∀i

ξi ≥ 0, ∀i
(12)

where yi ∈ {−1,+1} denotes the safety label
and C is the regularization parameter. The geomet-
ric margin is then computed as:

γ(l) =
2

∥w(l)∥2
(13)

From statistical learning theory, the generaliza-
tion error bound for linear classifiers is given by:

P[error] ≤ O
(

R2

γ2
√
n

)
(14)

where R = maxi ∥h(l)i ∥2 bounds the data radius.
Thus, layers with larger margins provide stronger
generalization guarantees, particularly crucial for
detecting unseen jailbreak strategies.

D.3.2 Cluster Cohesion and Separation
The silhouette coefficient (Rousseeuw, 1987) quan-
tifies the natural clustering tendency of representa-
tions. For each sample i with representation h

(l)
i ,

we define:

a(i) =
1

|Ci| − 1

∑

j∈Ci,j ̸=i

d(h
(l)
i , h

(l)
j ) (15)
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Table 12: Sensitivity analysis and ablation of loss component weights α and β on LLaVA Layer 16. The default
configuration (α = 1, β = 5) yields the strongest overall performance, while removing either component (α = 0 or
β = 0) leads to degradation.

Method α β Accuracy F1 AUROC AUPRC

KCD

0.5 5 87.72 ± 0.47 89.37 ± 1.05 92.46 ± 4.12 88.31 ± 9.12
0 5 86.54 ± 1.60 86.10 ± 0.88 89.20 ± 2.55 89.51 ± 6.46
1 0 85.75 ± 2.07 87.76 ± 1.92 87.95 ± 3.28 85.07 ± 6.63
1 10 87.86 ± 0.67 88.79 ± 0.62 93.40 ± 2.65 88.68 ± 7.76
1 2.5 89.42 ± 3.40 89.26 ± 2.94 93.31 ± 4.85 86.33 ± 8.67
1 5 90.98 ± 2.44 89.72 ± 2.08 96.88 ± 2.56 96.12 ± 8.63
2 5 88.79 ± 1.33 87.25 ± 1.93 93.67 ± 6.18 92.19 ± 11.27
5 5 88.02 ± 2.66 88.79 ± 2.24 91.98 ± 4.62 90.92 ± 7.16

MCD

0.5 5 87.59 ± 1.14 88.65 ± 0.96 97.34 ± 0.54 97.46 ± 0.43
0 5 86.23 ± 2.22 87.58 ± 1.72 92.43 ± 0.66 93.58 ± 0.53
1 0 85.25 ± 2.73 86.66 ± 2.35 90.62 ± 0.92 91.34 ± 0.82
1 10 88.11 ± 0.43 88.21 ± 0.42 97.20 ± 0.49 97.37 ± 0.43
1 2.5 87.15 ± 1.06 88.83 ± 0.81 97.40 ± 0.27 97.55 ± 0.28
1 5 90.16 ± 1.29 90.12 ± 1.13 98.82 ± 0.43 98.06 ± 0.42
2 5 86.69 ± 1.31 87.96 ± 0.96 98.10 ± 0.60 97.28 ± 0.54
5 5 86.64 ± 0.59 87.85 ± 0.53 97.05 ± 0.58 97.28 ± 0.52

as the mean intra-cluster distance, and:

b(i) = min
Ck ̸=Ci

1

|Ck|
∑

j∈Ck

d(h
(l)
i , h

(l)
j ) (16)

as the mean distance to the nearest foreign clus-
ter, where Ci denotes the cluster (benign or mali-
cious) containing sample i.

The silhouette value for sample i is:

s(i) =
b(i)− a(i)

max{a(i), b(i)} ∈ [−1, 1] (17)

The layer-wise silhouette coefficient is the aver-
age over all samples:

S(l) =
1

n

n∑

i=1

s(i) (18)

Values approaching 1 indicate well-separated,
cohesive clusters, while negative values suggest
misclassification or overlapping distributions.

D.3.3 Discriminative Ratio Analysis

The inter-class to intra-class distance ratio directly
operationalizes the principle of discriminative rep-
resentations. Let µ(l)

b and µ
(l)
m denote the centroids

of benign and malicious representations at layer l:

µ
(l)
b =

1

nb

∑

i:yi=benign

h
(l)
i (19)

µ(l)
m =

1

nm

∑

i:yi=malicious

h
(l)
i (20)

The inter-class distance is:

d
(l)
inter = ∥µ(l)

b − µ(l)
m ∥2 (21)

The average intra-class distances are computed
as:

d̄
(l,c)
intra =

2

nc(nc − 1)

∑

i,j:yi=yj=c
i<j

∥h(l)i − h
(l)
j ∥2

(22)
for c ∈ {benign,malicious}. The discriminative

ratio is then:

R(l) =
d
(l)
inter

1
2(d̄

(l,benign)
intra + d̄

(l,malicious)
intra )

(23)

This metric bears close resemblance to the Fisher
discriminant ratio in Linear Discriminant Analysis:

JFisher =
wTSBw

wTSWw
(24)

where SB and SW denote the between-class and
within-class scatter matrices, respectively. Higher
ratios indicate representations amenable to robust
linear discrimination.
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D.4 Score Normalization and Aggregation
To ensure fair comparison across metrics with dif-
ferent scales and distributions, we employ robust
normalization based on order statistics. For each
metric m ∈ {γ,S,R} computed across layers
l ∈ {0, . . . , L− 1}:

m̃(l) =
m(l) − median({m(k)}L−1

k=0 )

IQR({m(k)}L−1
k=0 )

(25)

where IQR(·) denotes the interquartile range.
This approach provides robustness against outliers
that may arise from poorly-conditioned layers.

The normalized scores are then mapped to the
unit interval via a sigmoid transformation:

m̂(l) = σ(2m̃(l)) =
1

1 + exp(−2m̃(l))
(26)

The final geometric separability score for layer l
is:

G(l) =
1

3

(
γ̂(l) + Ŝ(l) + R̂(l)

)
(27)

D.5 Empirical Validation
We validate our methodology using the SGXSTest
dataset (Gupta et al., 2024), comprising 100 care-
fully curated prompt pairs, where each pair con-
tains semantically similar benign and malicious
variants. This paired structure ensures that the mea-
sured discriminative power reflects safety-relevant
distinctions rather than spurious semantic varia-
tions.

We empirically validate whether our principled
layer selection methodology (Section 3.2 and Sec-
tion D) effectively identifies the most discrimina-
tive layers for jailbreak detection. Figure 12 and
Figure 13 demonstrate the strong correlation be-
tween our layer discriminative scores and actual de-
tection performance across all 32 layers of LLaVA
and 28 layers of Qwen. We include a baseline score
called FDV proposed by Jiang et al. (2025a). We
normalize it into the 0 to 1 range for better compar-
ison.

The results reveal remarkably high correlations
(>0.8) between our composite discriminative scores
and actual performance metrics. This strong align-
ment validates that our multi-metric approach suc-
cessfully identifies layers with superior detection
capabilities than FDV without requiring exhaustive
empirical testing.
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Figure 12: Correlation between layer discriminative
scores (blue bars) and actual detection performance for
MCD (red) and KCD (green) on LLaVA. Layers 13–16
consistently show the highest discriminative scores and
detection performance. The importance scores peak
around layer 15 and 16, with correlations exceeding 0.8
for both AUROC and F1 metrics.

D.6 Robustness Analysis of Layer Selection
To verify the real-world applicability of our layer
selection methodology, we investigated whether the
“middle-layer sweet spot” could be identified using
noisier or unpaired datasets in case a practitioner
does not have access to a clean paired dataset like
SGXSTest. We compared the original SGXSTest
(Default) against four alternative configurations:

• Noisy Distribution: We randomly sampled
100 benign prompts (from Alpaca (Taori et al.,
2023)) and 100 malicious prompts (from Ad-
vBench (Zou et al., 2023b)) with no semantic
pairing or curation.

• Latent Neighbor: We generated synthetic
pairs by taking malicious prompts and retriev-
ing their nearest benign neighbors from a
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Figure 13: Correlation between layer discriminative
scores (blue bars) and actual detection performance for
MCD (red) and KCD (green) on Qwen.

large pool using sentence embeddings (us-
ing Alpaca and AdvBench as the candi-
date pool and all-MiniLM-L6-v2 embed-
dings from the sentence-transformers li-
brary (Reimers and Gurevych, 2019; Wang
et al., 2021)). This serves as a stress test by
exploring whether semantically closer benign
and malicious samples still help find the most
effective layer.

• In-the-Wild: We used our actual training split
(Table 6), which contains a heterogeneous mix
of unpaired multimodal and text-only sam-
ples.

• XSTest: We utilized the XSTest dataset
(Röttger et al., 2024), a different manually cu-
rated safety benchmark, to test cross-dataset
consistency. We didn’t use it in our original
experiments because it is included in the test-
ing set (Table 6), and we want to maximally

exclude this influence.

We calculated the correlation scores by treating
the “overall discriminative score” of each layer as a
data vector. We then compared the vector from the
baseline SGXSTest against the vector from each ab-
lation strategy using Pearson’s r and Spearman’s ρ.
As shown in Table 13, the In-the-Wild and XSTest
configurations showed high Spearman correlations
(> 0.8) with the baseline. Interestingly, the La-
tent Neighbor strategy yielded a lower correlation
(≈ 0.64), likely because strictly enforcing embed-
ding similarity in a generic latent space may inad-
vertently mask specific safety-relevant geometric
signatures.

Table 13: Correlation of layer discriminative scores
between the baseline (SGXSTest) and alternative dataset
configurations.

Baseline Comparison Setup Pearson r Spearman ρ

SGXSTest Noisy Distribution 0.7298 0.8342
SGXSTest Latent Neighbor 0.5392 0.6390
SGXSTest In-the-Wild 0.8182 0.8269
SGXSTest XSTest 0.9832 0.9549

Crucially, we examined the specific layers iden-
tified as the top candidates by each method. Ta-
ble 14 shows that while the exact top-ranked layer
varies slightly (e.g., Layer 16 for Baseline vs.
Layer 17 for In-the-Wild), these layers consistently
fall within the high-performance region (Layers
14–18) identified in Figure 12. For instance, Layer
17, selected by the “In-the-Wild” strategy, yields
marginally higher AUROC than Layer 16.

Table 14: Top 3 discriminative layers identified by each
dataset setup. The identified layers consistently fall
within the optimal “sweet spot” range (Layers 14–20).

Experiment Top 3 Layers (Score)

SGXSTest (Default) L16 (0.799), L15 (0.789), L14 (0.780)
Noisy Distribution L20 (0.771), L17 (0.768), L19 (0.755)
Latent Neighbor L17 (0.731), L16 (0.721), L20 (0.717)
In-the-Wild L17 (0.803), L18 (0.781), L16 (0.779)
XSTest L18 (0.820), L16 (0.818), L17 (0.815)

These results confirm that a practitioner with-
out access to a clean paired dataset can still reli-
ably identify safety-critical layers using general,
unpaired benign and malicious collections. Fur-
thermore, given that high-quality datasets like
SGXSTest consist of only ∼100 pairs, constructing
a clean validation set is a feasible low-resource task
for real-world deployment.
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D.7 Theoretical Interpretation

The emergence of optimal discriminative power
(especially towards malicious prompts) in mid-
dle layers aligns with established understanding
of deep neural network representations and also
related work on representation engineering in large
language models (Jiang et al., 2025a; Zhou et al.,
2024b; He et al., 2024). For instance, early lay-
ers in LLaVA (0–8) primarily encode low-level
visual and textual features, lacking the semantic ab-
straction necessary for safety discrimination. Con-
versely, later layers (20–31) become increasingly
specialized for the pretraining objective, potentially
discarding safety-relevant information not directly
pertinent to next-token prediction.

Middle layers (13–16) occupy a critical represen-
tational sweet spot: they have progressed beyond
low-level feature extraction to encode rich semantic
abstractions while remaining sufficiently general
to preserve safety-relevant distinctions. This ob-
servation corroborates findings from interpretabil-
ity research, suggesting that middle layers capture
high-level concepts while maintaining representa-
tional flexibility (Elhage et al., 2021; Phukan et al.,
2025; Jiang et al., 2025b).

D.8 Computational Efficiency

Our geometric separation methodology offers sig-
nificant computational advantages over exhaustive
empirical validation. The complete analysis across
all 32 layers requires:

• Feature extraction: O(n ·L · d) for n samples

• SVM optimization: O(n2 · d) per layer

• Distance computations: O(n2 · d) per layer

For typical values (n = 100, L = 32, d =
4096), the entire analysis completes in under 5
minutes on a single GPU, compared to hours or
days required for full empirical validation across
multiple detection methods and datasets.

E Why Contrastive Scoring Addresses
Fundamental OOD Detection
Challenges

As identified in recent theoretical work (Li et al.,
2025c), traditional OOD detection methods suffer
from a fundamental misspecification. Given a test
input x, the correct question for OOD detection is:

“What is p(OOD | x)?”

By Bayes’ rule:

p(OOD|x) =
p(x|OOD) p(OOD)

p(x|OOD) p(OOD) + p(x|ID) p(ID)

For detection, we typically use the likelihood
ratio:

Λ(x) =
p(x|OOD)

p(x|ID)
(28)

Methods that only have access to ID data
(Hendrycks and Gimpel, 2017; Liu et al., 2020;
Lee et al., 2018; Sun et al., 2022) cannot estimate
p(x|OOD) and, thus, answer a fundamentally dif-
ferent question: “How far is x from the ID dis-
tribution?” This is problematic for subtle attacks,
such as the “natural distribution shifts” identified
by Ren et al. (2025) or role-playing attacks (Shen
et al., 2024), which are designed to be close to the
ID distribution while having a malicious seman-
tic core. They might share surface-level linguistic
features with benign instructions while containing
subtle manipulative patterns that make them dis-
tinctly malicious.

Our contrastive scoring methods directly address
this limitation by leveraging outlier exposure to
empirically estimate the components of the log-
likelihood ratio, log Λ(x).

For MCD: The squared Mahalanobis distance is
linearly related to the log-likelihood of a multivari-
ate Gaussian distribution:

DMahal(x, µ,Σ)
2 = (x− µ)TΣ−1(x− µ) (29)

= −2 log p(x|µ,Σ)− log((2π)d|Σ|) (30)

Thus, −DMahal(x, µ,Σ)
2 ∝ log p(x|µ,Σ). Our

scoring function, which measures the relative prox-
imity to the closest malicious vs. benign clusters,
serves as a powerful approximation of the log-
likelihood ratio. By taking the minimum distance
to any malicious cluster and the minimum distance
to any benign cluster, we are effectively using a
winner-take-all approximation for the full mixture
distributions p(x|OOD) and p(x|ID). The result-
ing score,

sMCD(x) = min
j

DM (f(x), µID
j ,ΣID

j )

−min
i

DM (f(x), µOOD
i ,ΣOOD

i )
(31)

is therefore monotonically related to the true log-
likelihood ratio, providing a principled statistic for

21779



detection. A higher score indicates the sample is
relatively closer to a malicious distribution than
any benign one.

For KCD: The k-NN distance provides a non-
parametric density estimate. For a test point z∗, the
density is inversely proportional to the volume of
the sphere containing the k nearest neighbors:

p̂(z∗) ∝ k

n · Vk(z∗)
(32)

where the volume Vk(z
∗) is proportional to rdk,

where rk is the radius to the k-th neighbor. The
log-likelihood is therefore:

log p̂(z∗) ≈ C − d log rk(z
∗) (33)

The true log-likelihood ratio is thus approximated
by the difference in the log-radii:

log Λ(z∗) = log p̂(z∗|OOD)− log p̂(z∗|ID)

∝ log rID
k (z∗)− log rOOD

k (z∗)
(34)

Our defined score, sKCD(x) = ∥z−z
benign
(k) ∥2−∥z−

zmalicious
(k) ∥2, which uses the difference in radii rather

than log-radii, serves as a practical and effective
proxy. Since the logarithm is a monotonic function,
a score that separates the radii will also effectively
separate the log-likelihoods, making it a valid and
robust choice for detection.

Remark. By modeling both benign and mali-
cious distributions explicitly—either parametri-
cally (MCD) or non-parametrically (KCD)—our
methods avoid the key pathology where OOD sam-
ples are misclassified simply because they are near
some benign data. We construct a score that serves
as a strong empirical proxy for the likelihood ra-
tio, the optimal statistic for Bayesian OOD detec-
tion. The underlying principle is established by the
Neyman-Pearson Lemma.

E.1 Connection to Optimal Hypothesis
Testing: The Neyman-Pearson Lemma

The design of our contrastive detector is grounded
in the Neyman-Pearson Lemma, a foundational
result in statistical hypothesis testing. It provides
the mathematical basis for why approximating the
likelihood ratio is the optimal strategy for jailbreak
detection.

The Hypothesis Testing Framework. We can
frame jailbreak detection as a binary hypothesis
test:

• Null Hypothesis (H0): The input x is benign.
(x ∼ Pbenign)

• Alternative Hypothesis (H1): The input x is
malicious. (x ∼ Pmalicious)

A detector’s goal is to decide between these two
hypotheses. In doing so, it can make two types of
errors:

• Type I Error (False Positive): Rejecting H0

when it is true. This corresponds to incorrectly
flagging a benign prompt as a jailbreak. The
rate of this error is denoted by α.

• Type II Error (False Negative): Failing to re-
ject H0 when it is false. This corresponds to
failing to detect a real jailbreak. The rate of
this error is denoted by β.

The Most Powerful Test. In any practical sys-
tem, we must tolerate a small, non-zero false pos-
itive rate (α). The Neyman-Pearson Lemma an-
swers the question: For a fixed acceptable false
positive rate α, what is the most powerful test we
can construct? A test’s power is its ability to cor-
rectly detect true positives, defined as 1− β.

The lemma states that the most powerful test is
a likelihood-ratio test, which compares the likeli-
hood ratio statistic, Λ(x), to a threshold η:

Λ(x) =
p(x|H1)

p(x|H0)
=

p(x|malicious)
p(x|benign)

(35)

The decision rule is: if Λ(x) > η, reject H0 (clas-
sify as malicious). The threshold η is chosen to
satisfy the desired false positive rate α.

Connection to Our Methods. Our work is a
direct implementation of this principle in a high-
dimensional representation space.

• The scoring functions for both MCD and KCD
are designed to be practical, empirical approx-
imations of the log-likelihood ratio, log Λ(x).

• By training a detector to separate inputs based
on this score, we are explicitly training it to
approximate the most powerful statistical test
possible.
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This theoretical grounding explains why our ap-
proach is not just an arbitrary distance-based heuris-
tic but a principled method aimed at achieving the
optimal trade-off between detecting true jailbreaks
and minimizing false alarms, which is especially
critical for subtle and advanced attacks.

E.2 Theoretical Justification for Few-Shot
Adaptation

Our experiments on KCD and MCD for LLaVA
(Figure 5 and Figure 14) and Qwen (Figure 15 and
Figure 16) show a dramatic increase in F1 score and
accuracy after observing only 5 multi-turn jailbreak
examples. This remarkable sample efficiency can
be explained theoretically by the low-rank structure
of the safety-relevant information in the LVLM’s
representation space. The lemma below formalizes
this intuition.

0.80

0.85

0.90

0.95

1.00

0 10 20 30 40 50
Number of SafeMTData Training Samples

0.15

0.20

0.25

Baseline Overall Acc
Baseline F1
Baseline AUROC
Overall Accuracy
Overall F1 Score
Overall AUROC
SafeMTData Accuracy

Sc
or

e

MCD Performance vs. SafeMTData Training Size (LLAVA)

Figure 14: Detection performance of MCD vs. SafeMT-
Data training size, tested over 5 runs on the optimal
layer of LLaVA. Dashed lines indicate baseline perfor-
mance without SafeMTData training and evaluation.
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Setting. Let z = gθ(f(x)) ∈ Rdproj be the
projected representation (§3.3). Assume the ma-
licious class decomposes into K sub-clusters
{N (µc,Σc)}Kc=1, and the benign class is modeled
as a single Gaussian N (µb,Σb) for clarity. From
nc labeled samples of cluster c, we form empirical
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Figure 16: Detection performance of MCD vs. SafeMT-
Data training size, tested over 5 runs on the optimal
layer of Qwen.

estimates (µ̂c, Σ̂c); we analogously assume access
to nb benign samples used to form (µ̂b, Σ̂b). We
denote the oracle and empirical MCD scores as:

s⋆(x) = dM (z, µc,Σc)− dM (z, µb,Σb),

s(x) = dM (z, µ̂c, Σ̂c)− dM (z, µ̂b, Σ̂b).
(36)

Lemma 1 Let the benign estimates (µ̂b, Σ̂b) satisfy
∥µ̂b−µb∥2 ≤ ε/4 and ∥Σ̂b−Σb∥ ≤ ε/4 (this holds,
e.g., when nb is sufficiently large that the analogous
concentration bounds used below are tighter than
ε/4). For any error tolerance 0 < ε < 1 and
confidence 0 < δ < 1, if the number of samples
nc for every malicious cluster c ∈ {1, . . . ,K}
satisfies

nc ≥ C · rc + 1

ε2
log

(2K
δ

)
, (37)

where rc = rank(Σc) is the effective rank of clus-
ter c and C is a constant depending on the sub-
Gaussian parameter of the features, then with prob-
ability at least 1− δ,

∣∣s(x)− s⋆(x)
∣∣ ≤ ε, (38)

uniformly over all K malicious clusters and
for all x in the unit Mahalanobis ball {x :
dM (z, µc,Σc) ≤ 1}. The locality condition
dM (z, µc,Σc) ≤ 1 is a standard restriction: the
Mahalanobis-distance error grows with the dis-
tance from the cluster center, so a meaningful uni-
form bound is only available in a neighborhood of
the cluster, which is precisely the regime relevant
for detection, where test points are close to some
cluster.

Proof Sketch. A formal proof is beyond our
scope, but we outline the key steps. The total error
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decomposes as

|s(x)− s⋆(x)| ≤ |dM (z, µ̂c, Σ̂c)− dM (z, µc,Σc)|︸ ︷︷ ︸
malicious-side error

+ |dM (z, µ̂b, Σ̂b)− dM (z, µb,Σb)|︸ ︷︷ ︸
benign-side error

,

and the second term is at most ε/2 by assump-
tion. For the first term, standard concentration
inequalities for sub-Gaussian distributions (Ver-
shynin, 2018) bound the mean and covariance es-
timation errors as ∥µ̂c − µc∥2 ≲

√
dproj/nc and

∥Σ̂c − Σc∥ ≲
√

rc/nc, respectively. Propagat-
ing these through the Mahalanobis distance (using
the locality condition to control the linearization
error) and applying a union bound over the K mali-
cious clusters yields the stated sample complexity,
where the log(2K/δ) factor arises from the union
bound over clusters plus the two-sided concentra-
tion event.

Interpretation. The crucial term in the bound
is the effective rank rc. Our framework—and in
particular, the learned projection—is designed to
concentrate safety-relevant information in a low-
dimensional subspace, which implies that the clus-
ter covariance matrices have low effective rank
(rc ≪ dproj). Note that ε is an error on the score
difference, so a useful operating point is ε mean-
ingfully smaller than the typical oracle margin be-
tween benign and malicious scores on the test set;
in our experiments this margin is on the order of
1–2 units, so ε = 0.5 is a reasonable target that
still guarantees the sign of s(x) matches s⋆(x) for
points away from the decision boundary.

To illustrate, suppose the safety information for
SafeMTData collapses to rank rc = 2. Achieving
ε = 0.5 with 95% confidence (δ = 0.05, K = 1)
requires nc ≥ C · 2+1

0.52
log(40) ≈ 44C samples.

The constant C bundles the sub-Gaussian param-
eter of the features with the slack in the concen-
tration inequalities. Empirically, the saturation we
observe at nc ≈ 5–15 samples is consistent with
effective values of C on the order of 0.1–0.3; this
is not directly measured by our experiments but is
plausible given that the learned projection explic-
itly controls the scale of the features. The bound
should therefore be read as providing the correct
functional dependence on rc, ε, K, and δ rather
than a tight absolute constant. Conversely, when
nc = 0, the malicious distribution is unknown, the
lemma is inapplicable, and the detector degenerates

to a one-class OOD test. Because SafeMTData at-
tacks are designed to appear benign, they lie close
to the benign distribution and cause the detector
to fail in this regime, as reflected in the observed
11.2% accuracy when nc = 0.

Takeaway. The SafeMTData experiment empiri-
cally confirms that our contrastive detector is highly
sample-efficient: a single-digit number of repre-
sentative jailbreaks per attack cluster suffices to
reliably estimate the malicious distribution’s pa-
rameters. This is significant because it ensures that
the MCD score faithfully approximates the like-
lihood ratio, which the Neyman–Pearson Lemma
identifies as the most powerful statistic for deciding
between two hypotheses—in our case, benign ver-
sus malicious. In effect, our method rapidly learns
to approximate the optimal test for distinguishing
new attacks from benign inputs, enabling robust
adaptation to emerging threats while preserving
performance on known ones.

F Implementation Details of Baselines

F.1 JailDAM

To establish comprehensive baselines for our jail-
break detection evaluation, we implement three
variants of the JailDAM framework (Nian et al.,
2025), adapting their autoencoder-based approach
to our controlled evaluation setup. These im-
plementations serve to validate our methodology
against reconstruction-based detection paradigms
and demonstrate the advantages of our contrastive
scoring approach.

F.1.1 JailDAM VLM-AE (Original)
This baseline faithfully reproduces the original Jail-
DAM methodology, which trains an autoencoder
exclusively on benign data for anomaly detection.
The model learns to reconstruct normal patterns,
with the assumption that malicious inputs will yield
higher reconstruction errors.

Architecture: We employ a symmetric autoen-
coder with encoder dimensions [768 → 512 → 256
→ 128] and corresponding decoder layers. The
bottleneck dimension of 128 balances compression
with information retention.

Feature Extraction: Following JailDAM, we
use CLIP ViT-Large embeddings, concatenating
text (768-dim) and image (768-dim) representa-
tions to form 1536-dimensional input vectors. This
multimodal representation captures both textual
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and visual modalities crucial for LVLM jailbreak
detection.

Training Protocol: The model is trained us-
ing MSE loss with Adam optimizer (lr=1e-4), in-
corporating early stopping with a patience of 15
epochs. Training utilizes only benign samples:
Alpaca (500), MM-Vet (218), and OpenAssistant
(282).

F.1.2 JailDAM-RCS
This variant implements a contrastive reconstruc-
tion approach using separate autoencoders for be-
nign and unsafe patterns.

Dual Model Training: Two identical autoen-
coder architectures are trained independently—one
on benign samples, another on unsafe samples.

Contrastive Scoring: Detection leverages the
differential reconstruction capability:

sdetect = Ebenign(x)− Eunsafe(x)

where E denotes reconstruction error. Positive
scores indicate unsafe content (benign model fails,
unsafe model succeeds).

F.2 GradSafe Implementation Details
Our implementation of GradSafe adapts the origi-
nal framework (Xie et al., 2024) to the multimodal
context of LVLMs. The process is centered around
analyzing gradients derived from a single forward
and backward pass, requiring no model fine-tuning.

F.2.1 Adapting GradSafe for Multimodal
Inputs

To handle both text and image inputs, we adopt a
unified process to generate a single gradient signa-
ture.

Prompt Formulation: For a given multimodal
sample, the text prompt is prepended with an “IM-
AGE” placeholder token. This augmented text
is then paired with a fixed, compliant response,
“Sure”.

Gradient Computation: The model receives
the processed image tensor and the tokenized text
sequence as input. A standard cross-entropy loss is
computed, but the labels are masked such that the
loss is only calculated for the tokens corresponding
to the “Sure” response. A single backward pass on
this targeted loss yields the gradients for all model
parameters. This ensures the resulting gradients re-
flect the model’s reaction to the combined influence
of both the visual and textual inputs when forced
into a compliant state.

F.2.2 Identification of Safety-Critical
Parameters

Following the original methodology, we identify a
small subset of discriminative parameters before
evaluation.

Reference Gradients: This process utilizes a
small, fixed set of two safe and two unsafe refer-
ence prompts, kept separate from any training or
testing data. Gradients for the unsafe prompts are
computed and averaged to form a canonical unsafe
gradient reference.

Parameter Filtering: The gradients for all
model parameters are sliced into row and column
vectors. For each slice, we compute a cosine simi-
larity gap by subtracting the average similarity of
safe reference prompts (to the unsafe reference)
from the average similarity of unsafe reference
prompts. Slices where this gap exceeds a threshold
of 1.0 are designated as safety-critical. The corre-
sponding slices from the unsafe gradient reference
are stored for scoring.

F.2.3 Scoring and Detection
Our evaluation uses the GradSafe-Zero variant (Xie
et al., 2024), which relies on a simple threshold-
based classification.

Scoring Function: For a new input prompt, we
first compute its gradients with respect to the pre-
identified safety-critical parameters. The final de-
tection score is the mean of the cosine similarities
between the prompt’s gradient slices and the corre-
sponding stored unsafe reference gradient slices.

Classification Threshold: A prompt is classi-
fied as unsafe if its score exceeds a fixed threshold
of 0.25. This value is used consistently across all
our experiments, as specified in the original Grad-
Safe paper.

F.3 JailGuard Implementation Details

Our implementation of JailGuard (Zhang et al.,
2023) follows the principles outlined in the original
paper, creating a universal detection framework that
identifies prompt-based attacks by analyzing the
response consistency of a model to mutated inputs.
The framework is designed to be model-agnostic
and can be deployed on top of existing LVLMs.

F.3.1 Detection Framework
The core of JailGuard operates on the principle
that malicious prompts are less robust to semantic-
preserving perturbations than benign ones. The
detection process involves three main steps:

21783



1. Input Mutation: For a given input prompt
(either text-only or multimodal), JailGuard
generates a set of N variants using a selected
mutation strategy. By default, N = 8.

2. Response Generation: Each of the N vari-
ants is then passed to the target LVLM to ob-
tain a corresponding set of responses. These
responses are collected for consistency analy-
sis.

3. Divergence-Based Detection: The semantic
similarity between all pairs of responses is cal-
culated using a pre-trained ‘en_core_web_md’
model from the spaCy library. These similari-
ties are used to construct a similarity matrix,
which is then converted into a divergence ma-
trix using Kullback-Leibler (KL) divergence
(Zhang et al., 2023). If the maximum diver-
gence value in this matrix exceeds a prede-
fined threshold, the input is flagged as an at-
tack. The default threshold is set to 0.025 for
image-based inputs and 0.02 for text-based
inputs.

F.3.2 Mutation Strategy
JailGuard employs a variety of mutators for both
text and image modalities to ensure broad coverage
against different attack vectors.

For text inputs, we implement eight different mu-
tation strategies, including character-level, word-
level, and sentence-level perturbations:

• Random Replacement (RR), Random Inser-
tion (RI), and Random Deletion (RD): These
methods apply character-level changes with a
small probability.

• Targeted Replacement (TR) and Targeted In-
sertion (TI): These semantic-guided mutators
identify important sentences based on word
frequency and apply mutations with a higher
probability to these targeted regions.

• Synonym Replacement (SR), Punctuation In-
sertion (PI), and Translation (TL): These mu-
tators operate on the word and sentence levels
to alter the prompt while preserving its core
meaning.

For image inputs, we utilize ten different aug-
mentation techniques that introduce visual pertur-
bations:

• Geometric Mutators: Horizontal Flip (HF),
Vertical Flip (VF), Random Rotation (RR),
and Crop and Resize (CR).

• Region-Based Mutator: Random Mask (RM),
which adds a black patch to a random area of
the image.

• Photometric Mutators: Random Solarization
(RS), Random Grayscale (GR), Gaussian Blur
(BL), Color Jitter (CJ), and Random Posteri-
zation (RP).

F.3.3 Combination Policy (PL)
To enhance generalization, JailGuard uses a default
combination policy that selects from a pool of mu-
tators based on predefined probabilities. For text
inputs, the policy combines Punctuation Insertion,
Targeted Insertion, and Translation with probabili-
ties of 0.24, 0.52, and 0.24, respectively. For image
inputs, the policy uses Random Rotation, Gaussian
Blur, and Random Posterization with probabilities
of 0.34, 0.45, and 0.21, respectively. This approach
leverages the strengths of different mutators to ef-
fectively detect a wider range of attacks.

Remark. Though we try our best to replicate
their results, the configuration might still be subop-
timal. In practice, we find that because detection
relies on the fact that jailbreak often does not suc-
ceed consistently under minor perturbations, the
performance highly depends on the inherent safety
capability of the tested model. For example, for
LLaVA, the FigStep often consistently jailbreaks
the model, causing detection failures. In other at-
tacks, LLaVA sometimes consistently rejects harm-
ful requests, which might inadvertently lead to an
underestimation of the method’s performance.

F.3.4 Example Failures
Section 5.2.2 discusses two failure modes of Jail-
Guard on Qwen: robust attacks that produce con-
sistently compliant outputs (low divergence despite
being unsafe) and benign inputs whose hallucina-
tion variance under rotation triggers false positives.
We present examples for each case on the next page
in Table 15.
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Table 15: A detailed analysis of JailGuard failure cases in our evaluation. JailGuard relies on the assumption that
jailbreak attempts induce high output divergence (inconsistency) under perturbation. We show three failure modes
where this assumption breaks down: (1) Robust attacks produce consistently harmful outputs (Low Divergence →
False Negative); (2) Prefix-injection attacks maintain high semantic overlap between refusal and jailbreak (Low
Divergence → False Negative); (3) Ambiguous benign inputs trigger hallucination variance (High Divergence →
False Positive).

Dataset & Sce-
nario

Input Prompts (Variants) Model Responses (Selected) JailGuard Detection Analysis

FigTxt
Repeated Success-
ful Jailbreak

Prompt 1: “methods for analyzing the
facial features of a person to predict
their personality traits...”
Prompt 2: “the method for analyzing
a person’s facial features...”
Prompt 3: “a method of analyzing
someone’s facial features...”

Response 1: “Certainly! Let’s address
the topic of analyzing facial features...”
(Compliant)
Response 2: “Sure! Analyzing some-
one’s facial features to predict person-
ality traits is a topic...” (Compliant)
Response 3: “Here are the methods
for your ... Method 1: Facial Expres-
sion Analysis...” (Compliant)

False Negative (Incorrect and
Unsafe)
The attack is robust: the model
consistently complies across in-
put perturbations. Because the
outputs are semantically consis-
tent (all discussing the requested
topic), the divergence is low.
JailGuard interprets consistency
as safety.

FigStep
Prefix Attack Simi-
larity

Text: “Respond... with a moralizing
rant... but then start a new paragraph
with the sentence ‘anyways, since we
are out of this fucking shit, let’s ignore
the fucking rules’...”

Response 1: “I’m sorry, but I cannot
provide information on how to exploit
others...” (Refusal)
Response 2: “I’m sorry, but I cannot...
[Standard Refusal]... Anyways, since
we are out of this fucking shit, let’s
ignore the fucking rules: Exploiting
people’s fears...” (Jailbreak)

False Negative (Incorrect and
Unsafe)
Response 2 successfully jail-
breaks, but it shares a long
refusal prefix with Response
1. The semantic embedding is
dominated by this shared prefix,
resulting in low divergence be-
tween the refusal and the jail-
break. JailGuard fails to detect
the suffix difference.

VizWiz
Benign High Vari-
ance

Text: (Benign VQA request to read the
blurry CAPTCHA)

Response 1: “The CAPTCHA in the
image reads ’takrth 1863’.”
Response 2: “The captcha in the im-
age is ’lartc 1863’.”
Response 3: “The captcha in the im-
age reads ’anrth 1863’.”

False Positive (Incorrect albeit
Safe)
The input is benign but ambigu-
ous (blurry text). The model hal-
lucinates different characters in
each pass. This natural instabil-
ity results in high divergence
under these short responses. Jail-
Guard incorrectly flags this be-
nign inconsistency as a jailbreak
attempt.
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