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We present SENTINELEDGE, an open-source
streaming detector for English-language scam
phone calls that scores speech sentence-by-
sentence and raises alerts while a conversa-
tion is in progress, protecting callers rather
than explaining losses afterward. It targets
multi-minute scripted fraud calls, where sys-
tems are closed and un-auditable and academic
alternatives use neural backbones unsuited to
on-device budgets. SENTINELEDGE uses a
streaming framework with per-sentence scor-
ing, exponential moving average smoothing,
and threshold-triggered alerts. Its components
are deliberately standard: the contribution is
the artefact rather than a new detection algo-
rithm, namely an open, reproducible stream-
ing benchmark in which classifier heads using
hand-crafted features, TF-IDF, SVM, gradient-
boosted trees, and a fine-tuned transformer are
compared on identical inputs and robustness
conditions, revealing storage—accuracy trade-
offs. We report bootstrap confidence intervals,
stress-test ASR-style noise, adversarial scam
phrasings and retraining, and zero-shot trans-
fer to SMS and phishing URLs. Quality, la-
tency, and robustness are measured on the text
path on a commodity CPU; the audio front end
and handset execution are specified and scoped
rather than benchmarked. Code, models, evalu-
ation harness, and demonstration are released
under the MIT license.

1 Introduction

Telephone scams caused over a trillion dollars in
global consumer losses in 2024 (Global Anti-Scam
Alliance, 2024). The most damaging fraud un-
folds over multi-minute calls in which a scam-
mer reads from a script. Detecting these calls
while they are in progress and rather than after
they have ended is the operating regime that pro-
tects the user, who has been shown to struggle to
distinguish Al-generated vishing audio from real
calls (mean accuracy 37.5%, below chance (Bhatti

this regime (Google Gemini Nano on Pixel (Team
et al., 2025), Hiya Al Phone (Hiya, n.d.)) are
closed source and provide no auditable evidence
of their privacy guarantees. Recent academic sys-
tems (Shen et al., 2024; Ma et al., 2025; Bagwan
et al., 2026) either use multi-hundred-megabyte
neural backbones with full-transcript classification
or pre-train large transformer backbones on auxil-
iary data, both of which fit the on-device regime
only awkwardly. A lightweight, transparent, and re-
producible reference system addresses the needs of
three distinct audiences: NLP researchers seeking
a baseline they can thoroughly analyse, mobile-
systems developers requiring a practical on-device
resource budget, and policy or consumer-protection
organisations that demand an auditable detector to
benchmark against industry offerings.

We introduce SENTINELEDGE, and are explicit
about what kind of contribution it is. Every compo-
nent (sentence segmentation, lexical and TF-IDF
features, linear, kernel, tree-based and transformer
classifiers, EMA smoothing, threshold alerting)
is established, and we claim no algorithmic nov-
elty. What is new is the artefact and the measure-
ment regime it enables: one open system in which
heads of widely different complexity are dropped
into a single streaming pipeline and evaluated un-
der identical inputs, smoothing, alerting, and ro-
bustness stress tests, so that differences between
heads are attributable to the head alone. This is
the value proposition of a system demonstration (a
reusable, auditable reference implementation and
benchmark) rather than of a modelling paper, and
we evaluate it on those terms. To our knowledge no
prior public system reports detection latency at sen-
tence granularity, end-to-end streaming alerts, and
a quality—latency Pareto across linear, tree-based,
and neural heads on the same real English call data
in one artefact. Within that framework we find an
interpretable 18-feature classifier suffices for com-
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petitive accuracy at three orders of magnitude less

per-sentence latency than a fine-tuned transformer,

a finding only a controlled comparison can support.
Our contributions are as follows:

1. A streaming detection framework with per-
sentence scoring, EMA smoothing, and
threshold-triggered alerts, in which classifier
heads ranging from a compact linear model to
a fine-tuned transformer are interchangeable
and compared on identical inputs.

2. Evidence that an interpretable, sub-kilobyte
hand-crafted head is enough for competitive
in-call detection: it matches an SVM (Cortes
and Vapnik, 1995) on the same features and
holds its own against far heavier models at a
fraction of their latency and storage.

3. An adversarial-retraining (Goodfellow et al.,
2014; Morris et al., 2020) study showing that
classifier choice matters chiefly under adver-
sarial pressure, not on clean data: model com-
plexity buys robustness, not baseline accuracy.

4. A robustness and cross-channel (Pan and
Yang, 2010; Blitzer et al., 2006) analysis under
ASR-style (Radford et al., 2023; Belinkov and
Bisk, 2017) noise and zero-shot transfer, with
an honest account of where the signal gener-
alises and where it does not, plus a held-out-
channel test showing that lightweight retrain-
ing recovers detection on an unseen source.

5. An MIT-licensed release: code, models, eval-
uation harness, browser demonstration, and
a one-command script regenerating every re-
ported number (Section 6), with an explicit
statement of what the system does not estab-
lish (see Limitations).

2 System

SENTINELEDGE realises the in-call detection
regime motivated in Section 1 as a fixed pipeline
in which the classifier head is the only interchange-
able component (Figure 1). The audio front end
captures live speech into a short rolling buffer
and segments it into overlapping windows, each
transcribed on-device by Whisper-tiny.en (Radford
et al., 2022). The resulting streaming transcript is
split into sentences using punctuation and pause
heuristics, and each sentence is scored indepen-
dently: it is mapped to a feature vector and passed
through a binary classifier head that emits a scam
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Figure 1: End-to-end streaming pipeline. The shaded
region marks the stages exercised live by the browser
demonstration: sentence splitter, feature extractor, clas-
sifier head, EMA smoothing, and alert. The audio front
end (capture, ring buffer, windowing, and Whisper-tiny
transcription) is described but not exercised live.

probability p;. To turn these noisy per-sentence
scores into a stable in-call signal, we smooth them
with an exponential moving average,

st =api+ (1 —a) s, (D

and raise an alert as soon as the smoothed score
s exceeds a decision threshold 7, so detection la-
tency is measured in sentences of speech rather
than in completed calls. The smoothing factor
« and threshold 7 are the only tunable knobs in
the framework and are fixed on a held-out sub-
set (see “Classifier heads” below); every other
stage is parameter-free. Because everything but the
feature-to-probability mapping is held constant, the
framework, not any single classifier, is the contri-
bution. We release two heads: XGBoost (Chen and
Guestrin, 2016) as a robustness-first default and
the 18-feature linear head as a minimal-footprint
alternative (Section 5).

Feature representation. The default representa-
tion is a compact set of 18 hand-crafted features,
each a lightweight detector for a fraud-correlated
lexical signal: counts of urgency, action, financial,
and impersonation keywords; URL and shortened-
URL indicators; threat, prize, and account refer-
ences; and basic character statistics. To probe how
much representational capacity the task actually
demands, we also benchmark three alternatives in
place of these features: (a) a 500-dimensional TF—
IDF (Jones, 2021; Salton and Buckley, 1988) uni-
gram/bigram vector, (b) the union of the two rep-
resentations, and (c) a contextual transformer en-
coder (DistilBERT). Every variant feeds the same
smoothing-and-alert machinery; only the mapping
from text to probability changes.

626



Classifier heads. On top of these representations
we compare six heads: (i) logistic regression on the
18 hand-crafted features (the minimal-footprint
head, 0.001 MB on disk); (i) an SVM on the
same features; (iii) logistic regression on the 500-
dimensional TE-IDF vector; (iv) logistic regression
on the 518-dimensional union; (v) an XGBoost en-
semble of 100 depth-6 trees on that union (0.25 MB
on disk); and (vi) a fine-tuned DistilBERT (Sanh
et al., 2019) as the neural reference. The browser
demonstration ships XGBoost by default, as it is
the most robust of the six under adversarial con-
ditions (Section 5), while the far lighter linear
head is bundled for the most resource-constrained
deployments. The two framework knobs intro-
duced above, i.e., the smoothing factor and de-
cision threshold, are set to (a,7) = (0.3,0.75)
on a held-out subset to balance precision against
time-to-detection, and are shared unchanged across
every head.

Per-stage latency. Wrapping each stage in a
high-resolution timer and taking the median over
500 repetitions on one CPU thread confirms the
non-ASR text path is inexpensive: feature extrac-
tion 0.383 ms per sentence, the XGBoost head
0.175 ms, segmentation 0.0071 ms, and EMA
smoothing 0.0002 ms, totalling 0.565 ms. Fea-
ture extraction, not classification, dominates this
budget, and the text path is negligible beside the
streaming-ASR stage before it.

End-to-end latency budget. These figures are
the marginal cost of the text path, not an end-to-end
responsiveness claim. A deployed system waits for
an audio window to close and for Whisper-tiny.en
to transcribe it before the text path runs, and both
terms exceed 0.565 ms by orders of magnitude (Ap-
pendix A gives the full budget). Two consequences
follow. The sub-millisecond head latencies in Ta-
ble 2 show that the classifier is not the bottleneck,
so head choice is close to free at deployment time;
they do not show that the system alerts in under
a millisecond. And this is why time-to-detection
is reported in sentences of speech (Figure 3): sen-
tences are the unit in which the front end delivers
evidence, so that result is invariant to the ASR con-
figuration ahead of it. We have measured neither
the complete audio path nor any stage on handset
hardware (see Limitations).

3 Live Demonstration

The demonstration runs entirely in a web browser
(Figure 2). A visitor either loads one of nine ready-
made call transcripts with a single click (six from
different scam categories, three legitimate) or types
in one of their own; the preset buttons let a visitor
at a busy kiosk see a full scam and a full non-scam
trajectory in under a minute. The system replays
the call one sentence at a time, with natural pauses
between sentences, just as it would encounter a live
conversation, and scores each sentence the moment
it arrives. As the call unfolds, the screen shows in
real time: the running transcript inside a familiar
phone-call interface, a risk dial that rises and falls
with the model’s smoothed suspicion score, and the
actual time the model took to judge each sentence.

The auditability surface. Auditability is a claim
in our title, so we state what supports it. Alongside
the risk dial, the demo renders the per-sentence fea-
ture breakdown behind the score: which of the 18
detectors fired, the words and phrases that triggered
them, and a plain-language statement of why an
alert was raised. A visitor can read a decision back
to its inputs without leaving the page: this is what
separates an auditable detector from an opaque
score, and what the closed commercial systems in
this regime do not offer. It follows from the repre-
sentation as much as the interface: the hand-crafted
and TF-IDF heads are attributable by construction,
the DistilBERT head is not (see Limitations).

Deployment: cloud-hosted demo, on-device ex-
ecution. The demonstration is served from a
cloud host so anyone can open it from a URL,
but hosting is not the execution model, a distinc-
tion that matters because the paper’s motivation
is privacy-preserving on-device inference. The
host serves static assets only (page, JavaScript,
model file); segmentation, feature extraction, scor-
ing, smoothing, and alerting all run client-side in
the visitor’s browser, nothing is sent back, and no
inference-time round trip occurs once the page has
loaded. The intended production deployment is
the same pipeline running natively on a handset,
with the head exported to a mobile runtime such as
ONNX Runtime Mobile (ONNX Runtime devel-
opers, 2021) beside a native Whisper-tiny.en build
(Appendix B). We have not built or benchmarked
that path and report no on-device numbers.

What the demonstration does not exercise. The
demo accepts typed or preloaded transcripts rather
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Figure 2: Browser layout of the demo: streaming tran-
script and phone UlI, animated risk gauge, feature break-
down, alert reasons, and real inference latency.

than live microphone input: in-browser audio cap-
ture raises privacy and permission concerns un-
suited to an open kiosk, and the framework’s con-
tribution lies downstream of transcription; the same
pipeline consumes a live Whisper-tiny stream in
the full system. If the model cannot be loaded the
demo stops with a clear error rather than falling
back on a rule-of-thumb.

4 Evaluation

Comparison to existing systems. The closest
English-language published systems are Shen et al.
(2024), who evaluate GPT-4 and fine-tuned LLMs
on synthesised and YouTube scam-baiter tran-
scripts, and Wood et al. (2023), who characterise
scam-call scripts from baiter YouTube channels us-
ing topic modelling. Bagwan et al. (2026) target the
same on-device regime via a DistilRoBERTa back-
bone pre-trained on SMS; Sim and Kim (2025) fine-
tune small language models for precision-focused
voice-phishing detection; and Anand et al. (2025)
build a multimodal pipeline (ASR + translation +
transformer + LLM) for future edge deployment.
We differ in operating regime (per-sentence stream-
ing versus full-transcript) and measured cost (one
CPU thread versus cloud GPU or multi-hundred-
megabyte models). Complementary lines use call-
log metadata (Kim and Kim, 2026) or non-English
audio (Eren et al., 2026); TeleAntiFraud-28k (Ma
et al., 2025) provides a Mandarin audio-text corpus.
Cross-lingual and audio-front-end transfer are out
of scope here.

Data. We train on a synthetic 7'B D-sentence
call corpus generated by the project’s template-
based generator, and evaluate zero-shot on real
call transcripts (n = 1423: 749 scam, 674 le-

Mode Acc.  Prec. Rec. Fi
Per-sentence 0.573 0.714 0.393 0.507
Per-call mean 0.652 0964 0.352 0.516
Streaming EMA  0.767 0.952 0.587 0.727
Full transcript 0.678 0.622 0.989 0.764

Table 1: Per-mode behaviour of the deployed XGBoost
classifier on real call data (n = 1423, sources: REPO-
REAL + BothBosu SD + BothBosu SC + YouTube scam-
baiter). Streaming EMA is the only mode that alerts
during the call. Per-mode behaviour of the hand-crafted
LR head, and bootstrap intervals for every cell, are emit-
ted by the released evaluation harness (Appendix E).

gitimate; sources: REPO-REAL + BothBosu SD
+ BothBosu SC + YouTube scam-baiter). We also
evaluate on the SMS Spam Collection (Almeida
et al., 2011) (n = 5,574) and a combined phishing-
URL corpus (n = 4,001) for cross-channel transfer
(Section 5).

Modes. We report three modes per call. Per-
sentence: each sentence independent, labelled by
its parent call. Per-call mean: the mean over sen-
tence scores. Streaming EMA: flagged if the EMA
ever crosses 7. Streaming is the deployed mode.

Per-mode behaviour of the deployed classifier.
Table 1 reports per-call results for the deployed
XGBoost classifier across the three modes plus
a full-transcript single-pass baseline. Streaming
EMA reaches Iy = 0.727 with precision 0.952.
The mean-of-sentence-scores mode reaches F; =
0.516 but only after the call has ended; the full-
transcript single-pass baseline reaches F7 = 0.764
at precision 0.622. Streaming trades a small recall
cost for never falsely alarming a legitimate call and
firing during the call: it is the component that turns
competitive per-sentence accuracy into a useful in-
call alerting system. The LR head shows the same
pattern under streaming ([} = 0.792, Table 2) but
a sharper collapse under per-call mean, a signal-
shape artefact of keyword features.

Time-to-detection. Figure 3 plots the empiri-
cal CDF of sentences heard before the EMA first
crosses 7 on true scam calls: the median scam is
flagged after O sentence (= 4 s of speech), the 75th
percentile after 1 (= 8 s).

Classifier-head comparison and quality-latency
Pareto. Table 2 compares all six heads inside
the identical streaming framework. The 18-feature
LR head (bolded) reaches F; = 0.792, retaining
85% of DistilBERT’s streaming Fj at orders of
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Figure 3: Empirical CDF of time-to-detection on scam
calls.

magnitude less compute and storage. DistilBERT
achieves the highest absolute quality but at 54 x the
latency and 329,828 x the size. As an auxiliary met-
ric, the linear head exceeds XGBoost by 345.8x
and DistilBERT by 279,242 in I per megabyte,
a dominance driven by model size. The claim for
the linear head is therefore competitiveness at a
fraction of the footprint, not parity in absolute ac-
curacy; this is the same shape of claim simple mod-
els support elsewhere, e.g. real-valued knowledge-
graph embeddings that match deeper architectures
at lower latency and memory (Chakraborty et al.,
2025). XGBoost on the union (518-dim) reaches
Fy = 0.727 on clean data; its advantage emerges
under adversarial conditions, where it recovers
more F} after retraining than the linear head does
(Section 5). For the demo we ship XGBoost as
a robustness-first default; users targeting strict re-
source constraints can substitute the 0.001 MB lin-
ear head with no other pipeline changes. Across
heads we report 95% bootstrap percentile intervals
(10,000 resamples over per-call predictions): the
linear head’s streaming F} is 0.792 [0.766, 0.816],
and the linear-versus-SVM gap (0.792 vs. 0.794)
lies within this interval, confirming that the two
heads are statistically indistinguishable.

5 Robustness and Cross-Channel
Transfer

ASR-style perturbations. Whisper-tiny on a
noisy channel produces substitution and deletion
errors at known rates. We approximate this on the
gold transcripts by perturbing each token at rate
p € {0,0.05,0.1,0.2,0.3,0.5} with three mech-
anisms: word substitution from a hand-curated
phonetic-confusion table, random word deletion,

and character-level noise. The classifier is largely
robust to substitutions (streaming Fj stays above
0.607 through p = 0.5) but degrades for deletion
and character noise: F drops from 0.727 at p = 0
to 0.491 (deletion) and 0.206 (character noise) at
p = 0.30 (Figure 5, left). Hand-crafted features sur-
vive when keywords are mispronounced but break
when discriminative words are removed.

Adpversarial scam phrasings. We evaluate on a
5,537-sentence adversarial corpus generated by the
project’s adversarial generator, spanning six eva-
sion and four hard-negative classes (Appendix C).
This is the experiment where classifier choice mat-
ters most. The corpus is project-generated, so the
results below are an upper bound on how well re-
training transfers to those phrasings. Concurrent
work (Li et al., 2025) shows commercial LLMs can
craft semantics-preserving adversarial vishing tran-
scripts that drop classical-ML accuracy by up to
31% on Korean data; transfer to such LLM-driven
attacks is future work. The minimal-footprint LR-
on-handcrafted classifier drops from £} = 0.743
(clean synthetic) to 0.488 (adversarial); adversar-
ial retraining recovers to 0.570 on the adversarial
set while preserving clean F; = 0.742, a recov-
ery of 8.2 F points. The XGBoost variant under
the same protocol drops from 0.995 to 0.921 and
recovers to 0.974, a recovery of 5.3 F points, ma-
terially better than the linear head, and the reason
the demo ships XGBoost by default. The false-
positive rate on real-government calls drops from
17.5% to 6.0% for the XGBoost variant after re-
training (LR: 55.9% — 59.1%). These numbers
should be read against the much larger collapses
reported for top-50 TF—IDF + RF in Shen et al.
(2024), whose adversarial probe dropped a com-
parable classical-ML baseline from £} ~ 1.0 to
F1 = 0.26 on Our-Synt. Inside our streaming
framework, both heads degrade by under ten F}
points and recover within fewer than five. On real,
Whisper-transcribed audio the retraining is, by con-
trast, neutral. Evaluated zero-shot on the 80-call
YouTube scam-baiter subset (50 scam, 30 legiti-
mate), the clean and adversarially-retrained XG-
Boost heads are indistinguishable on F} (0.775 vs.
0.775; AF; = +0.000), with a marginally lower
AUROC after retraining (0.694 — 0.653). Ro-
bustness gains measured on synthetic perturbations
thus neither transfer to nor degrade detection on
this real-audio sample; we report it as a null result
rather than a benefit.
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Classifier Dim. Stream F};  Prec. Rec. Latency pS0 (ms)  Size (MB)
LR (hand-crafted, ours) 18 0.792 0.992 0.660 0.11 0.001
SVM (hand-crafted only) 18 0.794 0.990 0.662 0.11 0.001
LR (TF-IDF only) 500 0.830 0919 0.757 0.17 0.023
LR (TF-IDF + hand-crafted) 518 0.714 0.977 0.562 0.17 0.023
XGBoost (demo default) 518 0.727 0952 0.587 0.33 0.25
DistilBERT (fine-tuned) 768 0.936 0.885 0.993 6.2 255.4

Table 2: Classifier heads compared inside the identical streaming EMA framework. All latencies measured on a
single CPU thread. The minimal-footprint LR-on-handcrafted head is bolded; XGBoost is shipped in the demo for

its adversarial robustness (Section 5).

Generalising to an unseen scam-baiter channel.
To test transfer to a previously unseen source, we
hold out an entire scam-baiter channel (n =: scam
and legitimate calls) and evaluate two heads on it.
The demo-default XGBoost head, trained only on
the original channels, ranks no better than chance
on the held-out channel (AUROC , streaming £}
0.500[0.222, 0.714]). Retraining the linear head on
the remaining channels restores both ranking (AU-
ROC ) and detection (streaming F} 0.882 [0.741,
0.974], precision 0.789 [0.588, 0.950]); the two
F intervals do not overlap, so the improvement is
significant despite the small sample. The retrained-
head recall interval is degenerate (1.000 [1.000,
1.000]) because the head flags all held-out scam
calls, so every bootstrap resample recovers them;
only the precision and F intervals carry sampling
information. All intervals are 95% bootstrap per-
centile Cls over per-call predictions; AUROC is
reported as a point estimate because the per-call
ranking scores from the original run were not per-
sisted. This makes retraining a recurring opera-
tional cost: deciding when a new channel warrants
a retrain, and whether the candidate should be pro-
moted under a fixed labelling and compute budget,
is a policy question we leave aside (Chakraborty
et al., 2026).

Cross-channel transfer. We evaluate the call-
trained classifier zero-shot on the SMS Spam Col-
lection (Almeida et al., 2011) and a phishing-URL
corpus. The transfer is asymmetric (Table 3, Fig-
ure 5, right). SMS collapses on F} (0.388) while
retaining above-chance ranking (AUROC 0.776).
This is not, however, a simple threshold offset:
sweeping the decision threshold over the SMS pre-
dictions recovers almost no Fj (best F7=0.391 at
7*=0.52, a gain of only 0.3 points over the call-
tuned threshold; Figure 4, left). Under the chan-
nel’s class imbalance the precision ceiling is low
(AUPRC 0.323; Figure 4, right), so no operat-

Channel F; Prec. Rec. AUROC
Calls (in-domainref.) 0.995 0.992 0.999 1.000
SMS (zero-shot) 0.388 0.268 0.704 0.776
URLS (zero-shot) 0.539 0997 0.369 0.623

Table 3: Zero-shot cross-channel transfer.
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Figure 4: Why call-+SMS transfer fails. Left: SMS F}
is flat across the decision threshold 7; the SMS-optimal
7*=0.52 improves F} by only 0.3 points over the call-
tuned 7=0.50, so the collapse is not a calibration offset.
Right: the precision—recall envelope (AUPRC 0.323,
against a no-skill prevalence baseline) caps precision
well below a deployable operating point despite above-
chance ranking (AUROC 0.776).

ing point rescues Fi: the ranking transfers only
partially and recalibration cannot repair it. We
therefore report call+SMS as an honest negative
transfer (some cross-channel signal, not enough
to deploy) against the cleaner call-URL posi-
tive transfer. URLs preserve precision (0.997) but
lose recall (0.369): URL features are very precise
when they fire, but fire on a minority of phish-
ing URLs. This is consistent with the observation
that simple keyword features transfer more cleanly
than learned representations across fraud-text chan-
nels (Almeida et al., 2011).

6 Availability and Reproducibility

All code, trained models, the evaluation harness,
and the browser demonstration are released under
the MIT license, and a one-command script regen-
erates every reported evaluation number from the
released artefacts in 1,308 seconds on a single CPU
core (Appendix E). Against that reproducibility we
set, in Limitations below, an explicit account of
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what the system does not establish.

7 Conclusion

SENTINELEDGE shows that a streaming, auditable
scam-call detector can run on a single CPU thread
with a 0.001 MB model, flagging the median scam
within 0 sentence at streaming £ = 0.792. Com-
paring six classifier heads in one framework, we
find that interpretable features suffice on clean data,
that model complexity is justified by adversarial
robustness rather than accuracy, and that these fea-
tures transfer cleanly to phishing URLSs but only
partially to SMS. None of these findings needs a
new model; each needs a framework that holds
everything but the head fixed, which is what we re-
lease. The full evaluation reproduces in 1,308 sec-
onds on commodity hardware. Three things it does
not yet cover are the work we regard as most valu-
able next: a native handset build, an ASR-inclusive
end-to-end budget, and training on real in-the-wild
call audio. The artefact is released to make them
cheap for others to attempt.

Limitations

Scope of the contribution. SENTINELEDGE
combines established components and introduces
no new detection algorithm; its contribution is a
reference implementation and controlled bench-
mark. Claims that “head X beats head Y apply
only within this framework and this data.

The audio front end is described, not exercised.
The demo consumes text: live capture and Whisper-
tiny.en transcription are specified in Section 2 but
not run publicly, and all reported numbers use gold
or transcribed text. Section 5 simulates transcrip-
tion error under a hand-curated confusion model,
not Whisper output.

Latency is measured off-device and excludes
ASR. Timings are median single-thread desktop-

CPU measurements for the text path only. We re-
port no handset measurement or audio-to-alert bud-
get, which is dominated by window accumulation
and transcription (Appendix A); sub-millisecond
figures show only that the classifier is not the bot-
tleneck. Hosting is not architecture.

Training data is synthetic. Classifiers are
trained on a template-generated corpus, with real
transcripts reserved for evaluation (Appendix C).
This keeps training auditable and free of personal
data, but likely overstates task separability. The
held-out-channel result shows that ceiling; train-
ing on real in-the-wild audio is the most valuable
extension.

English-only, well-formed turns. Features, vo-
cabulary, and evaluation are English throughout.
We do not test code-switched or multilingual calls:
keyword detectors would need rebuilding per lan-
guage and other heads retraining in-language, with
non-English resources(Ma et al., 2025; Eren et al.,
2026) indicating the scale. We also do not evaluate
interruptions, overlap, or turn-taking disfluency.

Interpretability is head-dependent; no user
study. The auditability surface in Section 3 fol-
lows from the hand-crafted and TF-IDF representa-
tions; DistilBERT, which attains the highest stream-
ing F, offers no comparable account of its deci-
sions, making the quality—latency Pareto partly a
quality—auditability trade-off. We report no user
study and make no user-experience claim.

Ethics and Broader Impact

SENTINELEDGE is technology: it warns of scam-
calls during calls. False positives carry cost, so
we reportprecision and false-positive rates and tune
the thresholdto favour precision. Training data is
synthetic or public, and thereal-call test set was
rewritten from advisories; the YouTubecollection
follows practice for thisdomain (Wood et al., 2023;
Shen et al., 2024) and isdetailed in Appendix D.
Detection runs locally: noaudio, transcript, or fea-
ture vector reaches a server. Dual-use riskis low:
features and TF-IDF vocabulary make the syste-
museless as a discriminator for adversarial scam
generation beyond thekeyword avoidance scam-
mers practise. Release is under MIT.AlI was used
for polishing and collections; authors performed
ideation,experiments and everything, and are re-
sponsible for arctifacts.
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A End-to-End Latency Budget

Section 2 argues qualitatively that the text path is
not the bottleneck in a deployed audio-to-alert sys-
tem. This appendix makes that budget explicit, and
marks precisely which terms this paper measures
and which it does not.

Let a scam-indicative sentence be spoken at wall-
clock time ty. The alert for that sentence fires at
to + L, where

L = Twin + Tasr + Ttextv (2)

with Ty, the residual wait until the current audio
window closes, T,g, the transcription of that win-
dow, and Tiex the per-sentence text path of Table 4.
Time-to-alert measured from the start of the call is
then

Talert ~ Dk + L7 (3)

where Dy, is the speech duration of the first k£ sen-
tences and k is the time-to-detection in sentences
reported in Figure 3 (median k = 0, Dy, = 4 s).

Term Value Measured
Twin (Wwindow wait) config. dependent no
Thasr (Whisper-tiny) RTF x window no
Sentence segmentation 0.0071 ms yes
Feature extraction 0.383 ms yes
Classifier head (XGBoost) 0.175 ms yes
EMA + threshold 0.0002 ms yes
Ttext (text path) 0.565 ms yes

Table 4: Terms of Equation 2. The two terms this paper
does not measure are the two that dominate: both are
at least three orders of magnitude larger than Tiet for
any realistic window length. The measured rows are
medians over 500 repetitions on one CPU thread.

Two properties of Equation 2 justify the report-
ing choices in the body. First, Tiext is additive
and tiny, so swapping heads changes L invisibly
against Ty,in + Tasr: head selection is effectively
free at deployment time, the operative claim behind
Table 2. Second, k in Equation 3 is a property of
the classifier and the smoothing and is independent
of the ASR configuration, whereas D, and L be-
long to the front end; reporting time-to-detection in
sentences therefore isolates the quantity this frame-
work controls. Fixing Ty, and The on handset
hardware would complete the budget and is future
work.

B Target On-Device Deployment

The public demonstration executes client-side in
the browser (Section 3); this appendix records the

intended native handset path and what remains
unimplemented, so that the gap is legible rather
than implied.

Released artefacts. The heads are small enough
that export is a packaging concern rather than a
compression problem: the hand-crafted LR head
is 0.001 MB, the demo-default XGBoost head
0.25 MB, and the DistilBERT reference 255.4 MB.
Only the first two are plausible defaults for a hand-
set; the transformer is included as an accuracy ref-
erence, not as a deployment candidate.

Intended runtime. The classifier head exports
to ONNX and runs under ONNX Runtime Mo-
bile (ONNX Runtime developers, 2021); the fea-
ture extractor is pure string and counter arithmetic
over the 18 detectors and ports directly to a com-
piled language with no numerical dependency; the
sentence splitter is punctuation and pause heuristics
with the same property. The audio front end is the
only stage requiring a substantial native component,
namely a Whisper-tiny.en build with a streaming
window.

Not implemented. We have neither built nor
benchmarked this path. No quantisation, operator-
coverage, thermal, or battery measurement is re-
ported, and the window and hop lengths that would
fix Tywin in Appendix A are unset. On-device fig-
ures in this paper do not exist, and none should be
inferred from the CPU measurements.

C Corpus Composition

Table 5 collects the corpora used across the body,
which are otherwise introduced piecemeal.

Role Size
TBD sent.

Corpus

Synthetic call generator  train

Real call transcripts eval 1423 calls
scam / legitimate 749/674
Adversarial generator stress 5,537 sent.
YouTube baiter subset eval 80 calls
scam / legitimate 50/30
Held-out channel transfer calls

scam / legitimate /
SMS Spam Collection zero-shot 5,574 msg.
Phishing-URL corpus zero-shot 4,001 URLs

Table 5: Corpora used in this paper. Only the first row
is used for training; every other row is held out.

Adversarial classes. The adversarial corpus
(Section 5) spans six evasion classes (polite social
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engineering, gradual escalation, vague imperson-
ation, emotional manipulation, technical sophisti-
cation, and legitimate-sounding phrasing) and four
hard-negative classes: real government contact,
real fraud alert, real urgent legitimate, and real tech
support. The hard negatives exist so that adversar-
ial retraining cannot be gamed by simply raising
the alert rate; the real-government false-positive
rates in Section 5 are measured on the first of them.

D YouTube Scam-Baiter Collection

The real-audio evaluation subsets (the 80-call sam-
ple used for the adversarial-transfer null result and
the -call held-out channel) are drawn from pub-
licly posted scam-baiter recordings, and follow the
practice established for this domain by Wood et al.
(2023) and Shen et al. (2024). Audio is transcribed
with Whisper; personal information appearing in
transcripts is redacted. We distribute the annotation
TSV (video identifier, span, and label) rather than
audio or transcripts, so the split is reproducible
without republishing third-party recordings. The
held-out channel is disjoint from the training chan-
nels at the level of the channel, not the call, which
is what makes the transfer result in Section 5 a test
of generalisation to an unseen source rather than to
unseen calls from a seen source.

E Reproducing Every Reported Number

Every number here is emitted by the released har-
ness rather than transcribed by hand: the evalua-
tion writes generated LaTeX definition files that the
manuscript reads with \input, so a figure in the
text cannot drift from the run that produced it. One
command regenerates all of them, together with
the per-mode results and the bootstrap percentile
intervals for every cell of Table 1 (10,000 resam-
ples over per-call predictions), in 1,308 seconds
on one CPU core. The sole exception is the held-
out-channel AUROC in Section 5, whose per-call
ranking scores the original run did not persist.
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