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Abstract

Large language models (LLMs) are increas-
ingly being adopted in clinical practice, e.g.,
in medical diagnostic systems. However, their
reliability is still a concern, as LLMs are prone
to hallucinations and could lead to misdiag-
nosis, inappropriate treatment decisions, and
potential harm to patients. To mitigate these
risks, LLM-based medical diagnostic systems
should incorporate safety guardrails capable
of detecting suspicious predictions and flag-
ging them for human review or further clinical
assessment. In this work, we employ uncer-
tainty quantification (UQ) as a safety mecha-
nism within an enterprise diagnostic system.
We evaluate 16 UQ methods and propose two
task-specific modifications tailored to the med-
ical diagnostic workflow. First, we show that
methods based on semantic similarity between
generated samples substantially benefit from
replacing a general-purpose NLI model with
a domain-specific model. Second, we adapt
a supervised UQ method that relies on LLM
internal states for the detection of erroneous
generation from a black-box enterprise LLM
accessible only through a text-generation API.
Our approach leverages the internal states of
an open-source, lightweight proxy white-box
model. We demonstrate that this approach out-
performs all other UQ methods in the consid-
ered setting.1

1 Introduction

Large language models (LLMs) are increasingly be-
ing integrated into medical question answering and
clinical decision-support systems (Tang et al., 2024;
Bao et al., 2023). Despite their strong linguistic
fluency, these systems remain prone to generating
responses that appear confident even when they are

*Equal contribution
†Equal supervision
1https://github.com/glkuzi/uncertainty-guardrails-

medical-llms

You are a doctor with extensive experience.
I am a female patient. I am 46 years old. I have come to you
with a problem.
Name the three most likely potential diagnoses based on the
dialogue:
<dialogue>
<doctor> What are you complaining of?
<patient> Extreme thirst and frequent trips to the bathroom.
<doctor> How long has this been going on?
<patient> About two months.
<doctor> Has your weight changed?
<patient> Yes, I've lost 6 kg.
<doctor> Do you feel weak?
<patient> Constantly.
<doctor> Is there a history of diabetes in your family?
<patient> Yes, my mother has it.
</dialogue>
Don't explain them; simply write the three most likely
potential diagnoses, wrapped in tags.
Wrap each answer in the tags <diag_diag> and </diag_diag>

<diag_diag>Type 2 Diabetes Mellitus</diag_diag>
<diag_diag>Impaired Glucose Tolerance</diag_diag>
<diag_diag>Diabetes Insipidus</diag_diag>

Type 2 Diabetes Mellitus (Confidence: 0.89, high)
Impaired Glucose Tolerance (Confidence: 0.32, low)
Diabetes Insipidus (Confidence: 0.30, low)
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Patient-doctor dialogue

Figure 1: Example of a dialog between a patient and
LLM in diagnostic system with the proposed safety
mechanism. Candidate diagnoses from the generated
response are assigned confidence scores, highlighting
uncertain outputs for physician review.

factually incorrect or unsupported by medical ev-
idence – a phenomenon commonly referred to as
hallucination (Xu et al., 2024; Huang et al., 2025).
Such errors typically arise from two main sources:
(1) limitations in the model’s domain knowledge,
particularly in specialized or rapidly evolving med-
ical fields, and (2) ambiguity or complexity in
clinical queries that require multi-step diagnostic
reasoning or additional patient-specific evidence.
In clinical settings, these failure modes pose sub-
stantial safety risks, as fluent medical language
can obscure incorrect or unsupported diagnostic
claims while providing no explicit indication of
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uncertainty. This misalignment between expressed
confidence and true predictive reliability may cause
clinicians to over-trust model outputs, thereby in-
fluencing clinical reasoning and decision-making.
As a result, hallucinated or unreliable responses
may lead to misdiagnosis, inappropriate treatment
decisions, delayed interventions, and potentially
irreversible harm to patients. Consequently, LLM-
based medical systems require dedicated safety
mechanisms capable of detecting unreliable pre-
dictions and explicitly communicating uncertainty
to human experts (Wang et al., 2025).

One approach to constructing such guardrails
is Uncertainty Quantification (UQ) (Malinin and
Gales, 2021; Kuhn et al., 2023; Farquhar et al.,
2024; Vashurin et al., 2025). Uncertainty is a fun-
damental concept in machine learning that cap-
tures the inherent incompleteness of our knowl-
edge about model parameters, data distributions,
and predictions (Houlsby et al., 2011; Gal and
Ghahramani, 2016; Hüllermeier and Waegeman,
2021). UQ represents a principled framework for
estimating this missing information, building on
the idea that ML models can emit signals reflect-
ing the reliability of their predictions alongside
the predictions themselves (Zhang et al., 2019; He
et al., 2020; Xin et al., 2021; Duan et al., 2024).
Many UQ methods can be deployed without sub-
stantial architectural changes or fine-tuning of the
underlying LLMs. This is particularly important
in enterprise AI systems, where deployed models
are often closed-source black boxes that cannot be
modified (Lin et al., 2024; Manakul et al., 2023).

In this work, we develop a UQ-based safety
mechanism for an enterprise medical AI diagnostic
system that produces diagnosis-level confidence
scores and highlights potentially unreliable state-
ments for physician review (see Figure 1). The
mechanism operates as a wrapper around an exist-
ing diagnostic system without modifying the under-
lying model and augments only the visualization
of its outputs. We first experiment with various
UQ methods and adapt consistency-based UQ tech-
niques to the clinical domain by using a specialized
NLI model to compute similarity between gener-
ated diagnoses. While this adaptation proves useful,
we observe that supervised UQ (Shelmanov et al.,
2025) for white-box LLMs still provides a sub-
stantial advantage. To support proprietary black-
box LLMs accessible only through text-generation
APIs, we further propose a supervised UQ method
based on a lightweight proxy white-box model.

The proxy model exposes internal representations
that can be used to learn uncertainty signals aligned
with the black-box model’s outputs, enabling reli-
able confidence estimation even when the propri-
etary model’s internal states are unavailable. This
makes the proposed safety mechanism practical for
real-world enterprise systems where direct access
to proprietary models is often restricted.

Our main contributions are as follows:
• We conduct a comprehensive empirical study

of UQ methods for building safety guardrails
in enterprise medical AI diagnostic systems.

• We show that consistency-based UQ methods
and other techniques relying on semantic sim-
ilarity between generations benefit substan-
tially from domain-specific NLI models.

• We adapt the supervised UQ method UHead
to the black-box setting using a proxy white-
box LLM. The resulting method achieves the
best performance on the real-world task of
detecting incorrectly generated diagnoses in
an enterprise AI diagnostic system.

2 Related Work

AI-based diagnostic systems have advanced
substantially with the emergence of LLMs. Sys-
tems such as DISC-MedLLM (Bao et al., 2023),
AMIE (Tu et al., 2025), MEDAGENTS (Tang et al.,
2024), and CLARITY (Shaposhnikov et al., 2025)
combine multi-turn dialog, natural language under-
standing, and broad medical knowledge (Mukher-
jee et al., 2024; Sun et al., 2024; Yu et al., 2024)
to support interactive diagnostic consultations. De-
spite this progress, LLM-based diagnostic systems
can produce inconsistent diagnostic suggestions
across dialog turns and often lack well-calibrated
confidence scores, making it difficult for clinicians
to assess when their outputs can be trusted. In this
work, we address this safety-critical gap.
Uncertainty quantification methods can be
categorized along two main dimensions. First,
they can be unsupervised or supervised, depend-
ing on whether they need any labeled training
data (Fomicheva et al., 2020; Fadeeva et al., 2024).
Second, they can be classified as white-box or
black-box, depending on the level of access to the
underlying model (e.g., internal states and logits
versus only generated text).

In the black-box setting, only the generated
text is accessible. Here, uncertainty is commonly
quantified using consistency-based approaches,
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which measure agreement across multiple gen-
erations sampled from the model. Representa-
tive methods include lexical-similarity-based un-
certainty (Fomicheva et al., 2020), the Number
of Semantic Sets, and similarity-graph-based mea-
sures such as the Sum of Eigenvalues of the Graph
Laplacian, Degree Matrix, and Eccentricity (Lin
et al., 2024). In the majority of methods, semantic
similarity is computed using an NLI model. The
consistency-based methods are among the strongest
techniques for UQ in general but introduce a huge
computational overhead.

In the white-box setting, full access to the LLM
is available, including its internal states and token-
level probability distributions. Many unsuper-
vised approaches rely on information-theoretic sig-
nals derived from token-level probabilities: Maxi-
mum Sequence Probability (MSP) (Fadeeva et al.,
2023), Perplexity, Maximum Token Entropy (TE)
(Fomicheva et al., 2020), PMI (Takayama and
Arase, 2019), SelfCertainty (Kang et al., 2025),
CCP (Fadeeva et al., 2024), TokenSAR (Duan
et al., 2024), Frequency Scoring (FS) (Mohri and
Hashimoto, 2024), PTrue (Kadavath et al., 2022).
Few methods use the internal states of the model,
such as Attention Score (Sriramanan et al., 2024).

Supervised UQ methods learn a classifier or re-
gressor to predict the correctness of LLM gen-
erations using its internal states, e.g., hidden
states (Azaria and Mitchell, 2023; CH-Wang
et al., 2024; Vazhentsev et al., 2025b) or atten-
tion maps (Chuang et al., 2024; Vazhentsev et al.,
2025a; Shelmanov et al., 2025). They typically
achieve substantially better performance than un-
supervised methods, particularly in in-domain set-
tings. However, because they rely on access to
internal representations of the LLM, they are gen-
erally difficult to apply in black-box scenarios.

In this work, we develop guardrails for an enter-
prise medical diagnostic system with the goal of im-
proving patient safety. First, we systematically in-
vestigate and enhance unsupervised UQ techniques.
Second, we propose a method for adapting super-
vised UQ approaches to the black-box setting, en-
abling them to achieve strong performance while
remaining compatible with the constraints of the
enterprise system, where access to LLM internal
representations is unavailable.

3 Diagnostic Task and Clinical Data

An AI diagnostic assistant is intended to support
physicians during initial consultations. Given a
multi-turn chat that records the collection of a pa-
tient’s medical history and anamnesis (symptoms,
their dynamics, relevant background, and answers
to follow-up questions), the system must produce a
ranked list of plausible diagnoses. Concretely, for
each conversation, the target output is a set of up
to three candidate diagnoses that best explain the
reported clinical picture.

We created a dataset with 360 chat-based con-
sultations in Russian that simulate the information-
gathering stage of a primary-care visit, where a clin-
ician asks clarifying questions and the patient re-
sponds 2. The first 180 chats are human-human di-
alogs between two licensed physicians: one physi-
cian plays the patient with a known underlying
condition and presents corresponding symptoms,
while the other plays the clinician and conducts the
interview to identify the disease. The remaining
180 chats are real patient-LLM dialogs, where an
LLM conducts the same type of diagnostic inter-
view. To determine reference diagnoses for eval-
uation, seven physicians independently reviewed
every conversation and provided up to three diag-
noses per chat. In addition to these expert labels,
we also collected model-generated diagnoses by
prompting GigaChat (Mamedov et al., 2025) to
output up to three diagnoses for each conversation,
following the protocol of prior work (Kopanichuk
et al., 2026). This post-hoc annotation setup infers
realistic diagnoses from the conversation alone, as
the chats simulate an early diagnostic interview
rather than a complete clinical workup.

4 Confidence-Based Safety Mechanism

The confidence-based safety mechanism wraps a
medical AI diagnostic system with a UQ-based
method. More precisely, we extract meaningful
diagnoses from the answer of the AI medical sys-
tem and assign each of them a confidence score,
as shown in Figure 1. These scores quantify the
predictive confidence of the model and enable fine-
grained selective question answering (Xin et al.,
2021; Vashurin et al., 2025). When uncertainty ex-
ceeds a predefined rejection threshold h, the system

2The anonymized evaluation data is available at
https://huggingface.co/datasets/kopan/med-eval-360
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transfers it to a human expert:

Diagnosis =

{
generation, if U(x, y) < h,

expert answer if U(x, y) ≥ h,
(1)

where U(x, y) corresponds to the uncertainty score
for the dialog x and the LLM prediction y. The
choice of threshold h is task-specific and is de-
scribed for our system in Section 6.2. To design
an effective safety mechanism, we evaluate a broad
range of state-of-the-art UQ methods described in
Section 2.
Consistency-based black-box methods.
Among unsupervised approaches, we focus on
consistency-based techniques due to their strong
empirical performance and compatibility with
black-box deployment settings. We observe that the
effectiveness of these methods depends on the NLI
model used to assess semantic similarity between
generated outputs. We hypothesize that general-
purpose NLI models struggle with clinical diag-
noses because distinct conditions may have similar
surface forms, while equivalent diagnoses may be
expressed using different terminology (e.g., rhini-
tis vs. allergic rhinitis). To mitigate this issue,
we train our small encoder-based matching model
based on ModernBERT to assess the similarity be-
tween diagnoses (see Appendix D) and use it in
consistency-based methods.
Supervised black-box methods. We hypothe-
size that in specialized domains such as medicine,
supervised UQ methods can outperform unsuper-
vised approaches. We used the matching model
together with the ground-truth diagnoses to con-
struct training labels. We focus on two supervised
methods – the Text-Based UQ (TB UQ) baseline
and UHead (Shelmanov et al., 2025).

TB UQ trains a lightweight encoder-based trans-
former to classify the correctness of generated tex-
tual diagnoses. It uses the LLM prompt as the
premise and a generated diagnosis as the hypoth-
esis, with the ground-truth diagnosis providing
the supervision signal. Since the method operates
purely on text, it is directly compatible with both
white-box and black-box LLM deployments.

UHead (Shelmanov et al., 2025) leverages the
internal states of the LLM, such as hidden states,
attention maps, and token probabilities, as features
for an auxiliary transformer-based UQ head that
predicts the correctness of the generated diagnosis.
The original UHead is compatible only with white-
box models. To use UHead with black-box models,

we propose using a proxy model. Specifically, we
reuse the prompts and generated output from the
black-box model but compute hidden states, atten-
tion maps, and token probabilities using a smaller
open-source white-box LLM. This approach en-
ables the training and inference of UHeads on top
of a white-box proxy LLM while approximating
the reliability of the underlying black-box LLM.
As we show in experiments, the best results can be
achieved when the proxy model and the black-box
model are from the same LLM family.

The motivation for using a proxy is twofold.
First, proxy-based UHead can approximate the
aleatoric uncertainty associated with the inher-
ent complexity and ambiguity of diagnostic tasks,
as this type of uncertainty is largely model-
independent. Second, if the proxy belongs to the
same LLM family as the enterprise model, it is
likely derived through distillation and, therefore,
may partially inherit the epistemic uncertainty of
the enterprise model, reflecting similar knowledge
limitations and failure modes.

5 Experimental Setup

Datasets. We conducted experiments on the
medical question-answering generation task, as de-
scribed in Section 3. Examples represent multi-turn
conversations; the full dialog is used in the input
prompt. An example of a dataset instance is pro-
vided in Table 11 in Appendix G.
Expert-derived targets. The medical dataset ini-
tially consisted of 360 examples with annotations
from medical professionals. Because some dialogs
exceeded our context length limitations, we filtered
the dataset and retained 323 examples for further
analysis. Each sample may contain several diagnos-
tic hypotheses, reflecting natural disagreement and
uncertainty in clinical reasoning. We used 259 sam-
ples for evaluation and 64 as a holdout split for ad-
ditional control and threshold selection. These sets
contain approximately 780 and 180 diagnoses, re-
spectively, as each sample includes approximately
three diagnoses.
Model-derived targets. For training, we use
a larger set of 1500 dialogs (approximately 4500
diagnoses), where target diagnoses were gener-
ated using a strong reference model – DeepSeek-
V3.2 (DeepSeek-AI et al., 2025). To validate the
quality of DeepSeek annotation, we compared its
performance with the average performance of ex-
pert physicians. Table 9 in Appendix F shows that
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DeepSeek has comparable performance and, thus,
can be used to generate training labels. These syn-
thetic labels are used only to train supervised UQ
methods; all test-set evaluation and metric compu-
tation use expert-derived reference diagnoses.
Models. We use two LLMs for generat-
ing diagnoses: GigaChat-2-Max and GigaChat-
2-Lite (Mamedov et al., 2025).3 These models
achieve strong performance in Russian and satisfy
the deployment constraints of the enterprise diag-
nostic system. GigaChat-2-Max is a large-scale
instruction-tuned LLM used as the primary diag-
nostic generator. The enterprise medical diagnos-
tics system is built on top of this model. GigaChat-
2-Max is a black-box model deployed via API, and
we observe only the generated text. This setting
is a common real-world deployment scenario in
which access to model weights and internal states
is restricted due to proprietary constraints, security
considerations, or API-based usage. GigaChat-2-
Lite is an open-weight instruction-following LLM
with 7 billion parameters. We use it in the white-
box regime: in addition to the generated text, we
have access to the internal states of the model, such
as hidden states, attention maps, logits, etc.
UQ baselines. We conduct experiments with
unsupervised and supervised methods discussed
in Sections 2 and 4. Several UQ baselines use
an NLI model for calculating the semantic simi-
larity between samples. We evaluated CCP, FS,
and TokenSAR with multilingual NLI DeBERTa4

for CCP and FS, and RoBERTa CrossEncoder5

for TokenSAR; this setting is denoted as (base).
We then evaluated these methods with the NLI
model adapted for the medical domain (Modern-
BERT (Warner et al., 2025)) (med). The details of
the adaptation are provided in Appendix D; details
of all UQ methods are presented in Appendix A.

Both supervised methods, UHead and TB UQ,
were trained on 1,500 dialog samples, with 260
samples left for evaluation. The training setup and
hyperparameters are presented in Appendix C. The
TB UQ method was used with the best backbone
model (see Appendix E). We also compared the
supervised methods in the black-box setting with
the consistency-based baselines described above.
Metrics. The performance of UQ methods
is evaluated using the Prediction Rejection Rate

3https://huggingface.co/ai-sage
4https://huggingface.co/MoritzLaurer/mDeBERTa-v3-

base-xnli-multilingual-nli-2mil7
5https://huggingface.co/cross-encoder/stsb-roberta-large

(PRR) (Malinin et al., 2017). PRR is calculated as
the ratio of the area between the rejection curves
of the UQ method and the random UQ baseline
and the same area between the ideal UQ method
and the random UQ baseline. In this work, we
report PRR normalized at a risk threshold of 0.5
(PRR@0.5; Vashurin et al. (2025)), which mea-
sures how effectively an uncertainty score enables
the rejection of unreliable outputs while preserving
high-quality predictions.

Answer quality is evaluated using a single met-
ric, Relaxed Exact Match (Relaxed EM), calculated
with a dedicated medical diagnosis matching model
distilled from an ensemble (see Appendix D). This
matcher is used consistently across all experiments.
Evaluation is performed at the diagnosis level. Sup-
pose that for the prompt xi we have the LLM’s gen-
eration gi, which contains up to k = 3 diagnoses
gi = {gji }j=0..k. For this prompt, we also have the
ground truth diagnosis, denoted as yi = {yji }j=0..h,
which has up to h diagnoses. Then our metric for
one diagnosis j for the sample i is defined as:

Relaxed EMi,j = maxk=1..hEM(gji , y
k
i ). (2)

See Appendix B for more details.

6 Results and Discussion

6.1 Main Results
White-box setting. We first evaluate existing UQ
methods with a white-box model, GigaChat-2-Lite.
The results are presented in Table 1.

We divide the table into four groups: (1) base
methods, (2) methods using an additional model
together with the base model, (3) methods using
an additional model with a medically adapted NLI
model, and (4) supervised methods. Among the
base methods, MSP achieves the strongest perfor-
mance, reaching 0.597 PRR@0.5. Methods that
rely on an additional base NLI model show com-
parable results, with TokenSAR (base) achieving
0.577 PRR@0.5. However, all such approaches
benefit substantially from medical-domain adap-
tation, which improves performance for two out
of three methods and raises the score to 0.631
PRR@0.5 for the best-performing FS (med) variant.
Finally, the supervised UHead method achieves
the best overall performance, outperforming the
second-best method, FS (med).
Black-box setting. The results for the black-
box setting are presented in Table 2. Among the
unsupervised approaches, the best performance
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UQ method PRR@0.5↑
MSP 0.597
Perplexity 0.382
TE 0.522
SelfCertainty 0.100
PMI -0.314
PTrue 0.111
AttentionScore 0.189
Focus 0.517

CCP (base) 0.462
FS (base) 0.366
TokenSAR (base) 0.577

CCP (med) 0.534
FS (med) 0.631
TokenSAR (med) 0.565

UHead 0.653
TB UQ (ModernBERT-large) 0.310

Table 1: Performance of UQ methods for white-box
GigaChat-2-Lite on the test set. The best result is high-
lighted in bold, and the second best is underlined. The
table blocks correspond to base UQ methods, NLI-based
UQ methods using base and medical NLI models, and
supervised methods, respectively.

is achieved by Eccentricity with the medical
NLI model and Jaccard similarity, reaching 0.561
PRR@0.5. Overall, most black-box baselines per-
form similarly, except LexicalSimilarity, which
shows slightly lower performance.

The supervised TB UQ baseline, which predicts
the correctness of diagnoses using only the gen-
erated text, demonstrates relatively weak perfor-
mance. In contrast, UHead with a proxy model
achieves the best results, reaching 0.714 PRR@0.5.
We conducted a paired bootstrap test comparing
UHead with the best baseline, Eccentricity with the
medical NLI model and Jaccard similarity, and ob-
tained a p-value of 0.006, indicating a statistically
significant improvement. This substantial gain over
the TB UQ baseline highlights the value of lever-
aging internal model representations, even from a
lightweight proxy LLM, as a signal for estimating
the reliability of LLM-generated diagnoses. Table 7
in Appendix E further shows that UHead remains
effective when using a smaller proxy model from
a different model family and still outperforms the
other UQ methods.

6.2 Selecting Abstention Threshold

For deployment in a real enterprise diagnostic sys-
tem, the uncertainty score must be mapped to ac-
tionable thresholds for abstention or other inter-
ventions. In practical use, ranking quality alone is
not sufficient; the uncertainty scores should also

UQ method PRR@0.5↑
NumSemSets 0.552
EigValLaplacian (med, NLI entail) 0.523
EigValLaplacian (med, NLI contra) 0.523
EigValLaplacian (med, Jaccard score) 0.494
DegMat (med, NLI entail) 0.518
DegMat (med, NLI contra) 0.518
DegMat (med, Jaccard score) 0.510
Eccentricity (med, NLI entail) 0.554
Eccentricity (med, NLI contra) 0.554
Eccentricity (med, Jaccard score) 0.561
KernelLanguageEntropy 0.547
LexicalSimilarity (rougeL) -0.039
LUQ 0.517

UHead (approx. via GigaChat-2-lite) 0.714
TB UQ (ModernBERT-large) 0.499

Table 2: Performance of UQ methods for black-box
GigaChat-2-Max on the test set. The best results are
highlighted with bold, the second best is underlined.
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Figure 2: Precision–recall curve for diagnosis errors
(positive class) detection on the holdout set with UHead
based on proxy for black-box GigaChat-2-Max.

be converted into discrete confidence tiers that
can be presented to physicians. We propose dis-
cretizing confidence estimates into three levels:
high, moderate, and low confidence, and selecting
the corresponding thresholds on a hold-out vali-
dation set. UHead with a proxy LLM maintains
strong performance on the holdout set, achieving
0.704 PRR@0.5, consistent with the results on the
test set. We construct the precision–recall curve
shown in Figure 2. Based on this curve, we set
the thresholds for low and moderate confidence to
0.37 and 0.76, respectively, which correspond to
(error detection precision = 0.92, recall = 0.40)
and (precision = 0.68, recall = 0.95). Overall,
these calibrated thresholds translate UHead scores
into interpretable confidence tiers that can directly
support safer decision-making in production. In
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particular, they enable conservative abstention at
low confidence while preserving higher precision
when the model is confident. In the industrial set-
ting, physicians are shown a separate confidence
tier for each generated candidate diagnosis and can
use this information when reviewing the model out-
put. The expert physician review provides error
categorization and shows that most errors occur
under low or moderate confidence for all types of
error (Appendix H).

Since inference latency is also an important re-
quirement for an industrial system, we estimated
the latency of the full pipeline. In our experiments,
UHead using GigaChat-2-Lite as a proxy model
(7B parameters) adds less than 10% to the infer-
ence time of the main black-box LLM and has only
a minor impact on the overall application latency
(approximately 2%).

7 Conclusion

We present a study of uncertainty-based guardrails
in an enterprise medical AI system that pro-
vides confidence estimates for generated medi-
cal diagnoses. The specificity of our case is the
lack of direct access to a large proprietary back-
bone LLM, GigaChat-2-Max. For this black-box
setup, we adapted a supervised white-box method,
UHead (Shelmanov et al., 2025), introducing a
small white-box proxy model to estimate the uncer-
tainty of the larger black-box model. We showed
that the proposed solution demonstrates the best
performance for the given model. Hence, it was
integrated as a safety mechanism in the considered
medical AI diagnostic system. We also discovered
that the performance of UQ methods that assess se-
mantic similarity between generated samples (CCP,
FS, and others) can be substantially improved using
a specialized medical NLI model, which may be a
useful insight for white-box industrial setups.

Limitations

The data used in the project described in this paper
are closed-source and cannot be shared for ethical
and privacy reasons. However, in the paper, we
presented several synthetic examples of dialogs that
are similar to the real data. The raw clinical data
remain closed for privacy and ethical reasons. To
support reproducibility, we release an anonymized
evaluation dataset, following the required ethical
and legal procedures

All experiments were conducted exclusively on

Russian-language data. However, the UQ meth-
ods considered in this work are largely language-
agnostic, and we expect the main findings to gen-
eralize to other languages, as can be confirmed,
e.g., by comparable experiments of Vashurin et al.
(2025) and Fadeeva et al. (2024) with UQ in En-
glish, Russian, Chinese, and Arabic, inter alia.

The scope of the experiments (LLMs, data, lan-
guage, etc.) is limited by the constraints of the con-
sidered enterprise solution. The presented proxy-
based UHead method supposing that the proxy
model belongs to the same LLMs family as the
main model, which are not always possible; how-
ever, our experiments show that this method could
be used even with the cross-family proxy. In future
work, we aim to demonstrate the effectiveness of
using proxy LLMs for UQ with other open-source
models and datasets.

Ethical Considerations

The study discussed in the paper aims to improve
the safety of AI medical diagnostic systems.

During data collection, all potential participants
were informed about the purpose of the study, the
potential risks and benefits, and the source of fund-
ing, after which they gave their voluntary informed
consent. To ensure confidentiality, no personally
identifiable information was collected. Access to
raw data is granted only to a limited number of
individuals who have completed mandatory certi-
fication in the protection of human research par-
ticipants. Nevertheless, the dataset used in the
study was made closed-source to avoid uninten-
tional harm to the involved patients.

To support reproducibility while preserving par-
ticipant confidentiality, we plan to release a care-
fully anonymized version of the test set, subject
to all required ethical, legal, and institutional ap-
provals.
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A UQ Methods

This appendix contains a high-level description for
uncertainty quantification used in our experiments.

Information-based methods. These methods
treat the generation process itself as a source of
uncertainty evidence.

MSP. Maximum sequence probability. Estimates
uncertainty using the probability assigned by the
model to the generated sequence. The uncertainty
score is computed as one minus the probability of
the most likely generated sequence:

MSP(y | x, θ) = 1− P (y | x, θ).

Perplexity (Fomicheva et al., 2020). The perplex-
ity of the answer reflects how unlikely the gener-
ated response is according to the language model.

PPL(y | x, θ) = exp

{
− 1

L
logP (y | x, θ)

}
,

where L is a length of generation.
Token entropy (Fomicheva et al., 2020). Mean

entropy of probability distribution.

HT (y | x; θ) = 1

L

L∑

l=1

H(yl | y<l,x; θ),

where H(yl | y<l,x; θ) is the entropy of the token
probability distribution at generation step l. Higher
entropy indicates higher uncertainty.

PMI (Takayama and Arase, 2019). Pointwise
mutual information between answer and question
measures how strongly the response depends on
the prompt.

PMI(x, y) = log
P (y | x)
P (y)

.

Lower PMI indicates higher uncertainty.
AttentionScore (Sriramanan et al., 2024). Es-

timates uncertainty from internal attention scores
using token self-attention across heads and layers.
Concretely, self-attention values corresponding to
the diagonal entries of the attention matrices are
averaged across transformer layers and attention
heads. Resulting scores were used as an uncertainty
estimate.

Focus (Zhang et al., 2023). Uses token impor-
tance scores estimated by TF-IDF or other weight-
ing methods and uses them to aggregate token-level
uncertainty. Instead of averaging uncertainty across

all generated tokens, it emphasizes uncertainty as-
sociated with informative tokens, under the assump-
tion that errors in content-bearing words are more
indicative of response quality.

Self-evaluation methods. These methods ob-
tain an uncertainty signal from the model’s own
assessment of the generated answer.

SelfCertainty (Kang et al., 2025). Model’s self-
reported confidence. After the generation of the
response, the model is asked to estimate the confi-
dence of its own answer.

PTrue (Kadavath et al., 2022). Reflexive method
in which the model estimates the probability of a
correct answer. The model is asked to estimate the
probability after answer generation.

Meaning-diversity methods. These methods
estimate uncertainty from semantic variability, ei-
ther from likely token-level alternatives or from
disagreement across multiple sampled generations.

CCP (Fadeeva et al., 2024). Claim-Conditioned
Probability. Decomposes the answer into individ-
ual claims and estimates the conditional generation
probability of each claim. For each word in the
claim, CCP considers top-K token alternatives and
groups them into entailment and contradiction sets
using an NLI model. Word-level scores are then
multiplied into a claim-level uncertainty estimate.

TokenSAR (Duan et al., 2024). Aggregates
token-level uncertainty scores into claim uncer-
tainty. It combines token likelihood with token
relevance, which reflects how much the response
meaning changes when the token is removed. For
each extracted claim, the scores of tokens aligned
to this claim are aggregated into a claim-level un-
certainty estimate.

Frequency Scoring (FS) (Mohri and Hashimoto,
2024). Estimates uncertainty scores based on the
semantic consistency of extracted claims across
multiple sampled generations. For each extracted
claim, the method compares it with sampled gener-
ations. Each comparison is assigned an entailment,
neutral, or contradiction judgment, and the claim-
level score is computed as the number of contra-
diction judgments minus the number of entailment
judgments:

FS(c) = Ncontra(c)−Nentail(c),

where higher scores indicate higher uncertainty.
NumSemSets (Lin et al., 2024). Measures uncer-

tainty as a number of semantic clusters among gen-
eration samples. Sampled responses are grouped
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Model UQ method Learning Rate Num. of Epochs Attn. Window Size

GigaChat-2-Lite UHead 0.1 15 10
GigaChat-2-Max UHead 0.1 10 5
GigaChat-2-Lite TB UQ (ModernBERT-large) 1e-5 10 -
GigaChat-2-Max TB UQ (ModernBERT-large) 1e-5 10 -

Table 3: Hyperparameters for supervised UQ methods.

into clusters of semantically equivalent meanings.
More clusters mean higher uncertainty.

EigValLaplacian (Lin et al., 2024). Estimates un-
certainty using the eigenvalues of the semantic sim-
ilarity graph Laplacian. The graph is constructed
from sampled responses, with edge weights rep-
resenting semantic similarity between pairs of re-
sponses.

DegMat (Lin et al., 2024). Uses the degree ma-
trix of the semantic similarity graph to estimate un-
certainty. The graph is constructed from response
samples using pairwise semantic similarity scores.
On the diagonal elements, the degree matrix total
similarity of each response to all other responses
is situated. Lower overall similarity means higher
uncertainty.

Eccentricity (Lin et al., 2024). Estimates uncer-
tainty based on how dispersed the sampled gen-
erations are in the spectral embedding space. A
semantic similarity graph is built over sampled an-
swers.

Kernel Language Entropy (Nikitin et al., 2024).
Estimates uncertainty from the entropy of a se-
mantic similarity kernel constructed from sampled
generations. The kernel captures the overall seman-
tic agreement between generated responses, where
more consistent generations result in lower entropy
and uncertainty

Lexical Similarity (Fomicheva et al., 2020).
Uses lexical similarity between generated samples.
Estimates uncertainty as the negative mean pair-
wise lexical similarity. More lexically diverse re-
sponses indicate higher uncertainty.

Long-text Uncertainty Quantification
(LUQ) (Zhang et al., 2024). Measures how
consistently multiple sampled generations support
each other semantically using an NLI model.
This is computed by averaging pairwise en-
tailment scores between sampled generations.
Lower average entailment corresponds to higher
uncertainty.

B UQ Metrics

For methods comparison, we used the Prediction
Rejection Ratio (PRR). For each input xj , the lan-
guage model generates a prediction yj , which is
assigned an uncertainty score uj = U(xj). The
rejection curve characterizes the average predic-
tion quality Q(yj , ŷj) as increasingly uncertain
predictions are rejected according to a threshold
uj ; ŷj corresponds to the ground-truth answer for
xj . PRR measures how much the resulting curve
improves over random selection, normalized by the
improvement achieved by an oracle ranking:

PRR =
AUCunc −AUCrnd

AUCoracle −AUCrnd
. (3)

Higher PRR values indicate better uncertainty scor-
ing. We report PRR@0.5, which computes the
prediction-rejection area up to rejecting at most
50% of the test instances.

PRR was chosen because of its ability to directly
evaluate uncertainty estimation by ranking unreli-
able predictions so that they can be rejected. Since
PRR depends entirely on the ordering of uncer-
tainty scores, it enables a fair comparison between
methods that produce heterogeneous uncertainty
estimates.

To estimate the quality of the predictions, we
used the Relaxed EM metric, introduced in Equa-
tion (2). This metric is based on the diagnosis
match regarding the specialized matching function,
which is denoted EM in Equation (2) (see the Ap-
pendix D for more details on the matching func-
tion).

C Training Setup for Supervised UQ
Methods

We trained a linear UHead model for both
GigaChat-2-Lite and GigaChat-2-Max, using
GigaChat-2-Lite as an approximation model and
token probabilities, attentions, and hidden states
from all layers as features. The UHead model was
trained with the hyperparameters from Table 3. The
TB UQ method was trained on texts only, with the
hyperparameters as in Table 3.
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Approach Model / Pipeline Accuracy Precision Recall F1

LLM-as-a-judge GPT-4o 0.914 0.575 0.905 0.703
LLM-as-a-judge Qwen2.5-72B 0.919 0.595 0.894 0.714
LLM-as-a-judge Qwen2.5-7B 0.949 0.751 0.823 0.785
LLM-as-a-judge Llama-3.1-70B 0.948 0.751 0.805 0.777

Meta-model AutoGluon bagged LightGBM ensemble 0.980 0.910 0.900 0.910

Distillation ModernBERT-base (thr.=0.76) 0.970 0.880 0.890 0.882
Distillation bert-base-multilingual-cased (thr.=0.77) 0.969 0.880 0.870 0.877
Distillation ModernBERT-base (Optuna, thr.=0.48) 0.963 0.840 0.860 0.853

Table 4: Comparison of diagnosis match implementations on the test set (n = 1469). Precision/Recall/F1 are
reported for the positive class. Best overall values per column are in bold; best distillation run is underlined.

D Diagnosis Matching

Determining whether two diagnostic text strings re-
fer to the same underlying medical condition is
a challenging problem, as equivalent diagnoses
may be expressed in different forms. For instance,
"acute pancreatitis" and "chronic pancreatitis exac-
erbation" represent distinct conditions, while "ro-
tavirus gastroenteritis" and "acute intestinal infec-
tion gastroenteritis" may be considered a match
depending on the clinical context. To address this
challenge, we adopted a supervised meta-modeling
approach from (Kopanichuk et al., 2026).

The match function M : F 7→ B deter-
mines whether a pair of diagnosis strings (dA, dE)
should be considered equivalent. This function
was trained on a dataset of 4,833 labeled di-
agnosis pairs (with 1,469 held out for testing),
where labels were determined by majority vote
among three medical experts using criteria specifi-
cally developed for diagnosis similarity assessment.
The meta-model pipeline combines 17 engineered
features across four categories: (i) direct LLM
prompting using five language models (Llama-
3.1-70B-Instruct, Qwen2.5-7B-Instruct, GigaChat-
Max, Vikhr-Nemo-12B-Instruct, Phi-4) selected
for the highest F1 scores, (ii) RAG-based ICD-10
code matching using BERGAMOT embeddings
and FAISS vector search over 20,000+ ICD entries,
(iii) text embedding similarity computed with three
models (Giga, BERGAMOT, Arctic-Embed), and
(iv) linguistic similarity ratios including n-gram
overlap, stemming, lemmatization, POS tags, and
normalized Levenshtein distance.

Model training was performed using AutoGluon
AutoML (Erickson et al., 2020) with optimiza-
tion targeting average precision on cross-validation
folds, resulting in a bagged ensemble of LightGBM
classifiers as the best-performing model. This meta-

model achieved 0.98 accuracy, 0.91 precision, 0.90
recall, and 0.91 F1-score on the test set, substan-
tially outperforming LLM-as-a-judge baselines, in-
cluding GPT-4o (0.70 F1) and Qwen2.5-72B (0.71
F1), as shown in Table 4.

To reduce inference complexity and deployment
costs while maintaining high performance, we ap-
plied knowledge distillation to compress the meta-
model into smaller transformer-based student mod-
els. The distillation process used 56,412 training
samples, where each diagnosis pair was encoded as
a sequence-pair classification input. Students were
trained using a hybrid objective that combined hard
expert labels and soft teacher probabilities with
temperature scaling to preserve uncertainty infor-
mation. The training objective enables the student
to learn the teacher’s decision boundary while re-
maining consistent with expert annotations.

The best distilled model (ModernBERT-base
with a batch size of 32, 5 epochs, alpha=0.3, tem-
perature=3.0, and a decision threshold of 0.76)
achieved 0.97 accuracy, 0.88 precision, 0.89 recall,
and 0.88 F1-score—retaining 96.7% of the meta-
model’s F1 performance while requiring signifi-
cantly fewer computational resources at inference
time. Additional distillation experiments with bert-
base-multilingual-cased and Optuna-based hyper-
parameter optimization (Akiba et al., 2019) yielded
comparable results (Table 4).

E Supervised UQ Method Ablation

To evaluate the best encoder-based model as a TB
UQ method for the white-box GigaChat-2-Lite and
black-box GigaChat-2-Max models, we compared
several encoder-based models on this task and as-
sessed their performance. The results are provided
in Tables 5 and 6. As shown in the tables, the
ModernBERT-large achieves the best performance
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for the white-box and black-box models and is thus
used in our experiments.

To further investigate the effect of the proxy
model used in UHead under the black-box setting,
we trained multiple UHead variants using different
proxy LLMs. The results are presented in Table 7
and indicate that the proposed approach is robust
across a range of proxy models, including the mod-
els from the different model families (e.g., Gemma-
3 (Gemma Team et al., 2025), Qwen-3 (Yang et al.,
2025), and GigaChat-2).

UQ method PRR@0.5↑
ModernBERT-large 0.310
RuBioRoBERTa 0.030
RuRoBERTa 0.083
ClinicalBERT 0.026

Table 5: Results for various encoder-based models as
TB UQ method for GigaChat-2-Lite model on test set,
diagnosis-level.

UQ method PRR@0.5↑
ModernBERT-large 0.499
RuBioRoBERTa 0.461
RuRoBERTa 0.387
ClinicalBERT -0.179

Table 6: Results for various encoder-based models as
TB UQ method for GigaChat-2-Max model on test set,
diagnosis-level.

UQ method PRR@0.5↑
Eccentricity (med, Jaccard score) 0.561
UHead (approx. via GigaChat-2-lite) 0.714
UHead (approx. via GigaChat-20B-A3B) 0.670
UHead (approx. via Gemma-3-4B-it) 0.650
UHead (approx. via Qwen-3-4B-Instruct-2507) 0.609

Table 7: Results for various proxy models with UHead
for GigaChat-2-Max model on test set, diagnosis-level.

F Data Statistics and Labeling

We provide additional statistics for the dataset in Ta-
bles 8 and 10. Table 8 summarizes the key statistics
in all data splits while Table 10 presents the distri-
bution of diagnoses in the test set, demonstrating
that the dataset covers a broad range of medical
conditions and clinical scenarios with respect to
ICD-10.

To further validate the use of DeepSeek-V3.2 for
labeling the training data used by supervised UQ
methods, we compared its labeling performance

against that of a typical expert on the test set, for
which both expert annotations and ground-truth la-
bels are available. Specifically, we computed the
proportion of samples for which at least one of
the predictions matches the ground-truth targets.
For DeepSeek-V3.2, we used the prediction of
the model, while for human annotators we used
the diagnoses provided by individual experts. The
ground-truth labels were obtained by aggregating
the annotations of all seven experts. The results
are presented in Table 9 and show that the labeling
performance of the average expert is comparable
to that of DeepSeek-V3.2, making it feasible for
automatic train set labeling. We also want to ex-
plicitly note that this approach was used only for
labeling additional training data for supervised UQ
methods and hence does not affect the evaluation
procedure.

Split Avg.
Turns

Avg.
Words

Avg. Words in
Sentence

Approx. Number
of Samples

Approx. Number
of Diagnoses

Train 4.4 64.4 7.3 1500 4500
Test 6.8 98.0 7.2 259 780
Holdout 6.6 97.7 7.4 64 192

Table 8: Dataset statistics. We present an average
number of turns in multi-turn dialogues, average number
of words per sample and per sentence for each split, as
well as the numbers of samples and diagnoses. Note that
training and evaluation were conducted at the diagnosis
level.

Labeling Scheme Performance

Experts 65.6
DeepSeek-V3.2 63.7

Table 9: Comparison of expert labels and DeepSeek-
V3.2 labels on test set.

G Data Examples

We provide an illustrative example of the dataset
structure. To protect patient privacy and comply
with ethical and legal requirements, we present a
synthetic example instead of a real clinical conver-
sation. The synthetic sample preserves the structure
and key characteristics of the original data, allow-
ing readers to understand the methodology without
exposing sensitive medical information. The ex-
ample is shown in Table 11 and demonstrates the
full dialog. We also want to explicitly state that
we used the full doctor-patient dialogs, without any
summarization or reduction.
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ICD-10 Category A B D E F G H I J K L M N R T

Percentage of category in test set 1.0 1.8 1.3 5.6 1.6 5.0 4.7 9.6 10.9 17.8 5.6 19.5 13.8 0.8 1.0

Table 10: Distribution of ICD-10 codes for test set samples; the dataset contains a diverse distribution of medical
scenarios.

Sample fields Text

Conversation with patient
(model’s prompt)

You are a doctor with extensive experience.
I am a male patient. I am 52 years old. I came to you with a problem.
Name the 3 most likely potential diagnoses based on the dialogue:
<dialogue>
<doctor> What’s bothering you?
<patient> Pain behind the sternum, squeezing, radiating to the left arm.
<doctor> When does pain occur?
<patient> Usually when walking or if I get nervous.
<doctor> How long does the attack last?
<patient> 10-15 minutes, if I sit down, he lets go.
<doctor> Are you taking any medications?
<patient> Sometimes nitroglycerin.
</dialogue>
Don’t explain them, just write the 3 most likely potential diagnoses wrapped in tags
Wrap each answer in <diag_diag> and </diag_diag> tags

Prediction of the model <diag_diag>Stable angina</diag_diag>
<diag_diag>Ischemic heart disease</diag_diag>
<diag_diag>Cardialgia</diag_diag>

Table 11: Example of conversation with patient. The provided data sample is synthetic; however, it is close to the
used train and test samples. The example is translated to English.

H Holdout Case Study: Diagnosis-Level
Mismatches

To complement the aggregate UQ evaluation, we
manually inspect the holdout split at the diagnosis
level. The split contains 192 generated diagnoses
from GigaChat-2-Max; 116 are negative under Re-
laxed EM. We group these formal mismatches into
categories that reflect why a prediction failed to
match the expert reference set.

Each mismatch was assigned one primary cat-
egory based on the predicted diagnosis, the refer-
ence diagnoses, and the evidence available in the
dialogue. We then aggregate the categories by the
confidence tiers introduced above. Table 12 sum-
marizes the resulting taxonomy.

Category # % Low Low+M H/M/L

Taxonomy/granularity 40 34.5 13 (32.5) 38 (95.0) 2/25/13
Competing differential 36 31.0 15 (41.7) 35 (97.2) 1/20/15
Sparse evidence 20 17.2 9 (45.0) 17 (85.0) 3/8/9
Unsupported extrapolation 20 17.2 9 (45.0) 20 (100.0) 0/11/9

Total 116 100.0 46 (39.7) 110 (94.8) 6/64/46

Table 12: Manual taxonomy of diagnosis-level Relaxed-
EM mismatches on the holdout split. “Low” counts
mismatches assigned low confidence; “Low+M” counts
mismatches assigned either low or moderate confidence.
Values in parentheses are row-wise percentages. H/M/L
gives high-, moderate-, and low-confidence counts.

The taxonomy highlights four qualitative UQ
patterns. The most reliable pattern appears for un-
supported specificity or extrapolation. This class
includes predictions that add an etiology, compli-
cation, comorbidity, rare condition, or overly spe-
cific conclusion not supported by the dialogue. All
20 mismatches in this category fall into the low-
or moderate-confidence region, and none receives
high confidence. Thus, when the diagnostic gener-
ator moves beyond the available clinical evidence,
UQ tends to downweight the prediction.

Taxonomy and label-granularity mismatches
form the opposite pattern. They are the largest cate-
gory, but only 13 of 40 are assigned low confidence.
Many of these predictions are clinically close to
the reference label, so UQ often assigns moderate
confidence rather than rejecting them strongly.

Competing-differential mismatches occupy an
intermediate regime. They correspond to plausible
alternative diagnoses supported by the observed
anamnesis but absent from the expert reference
set. UQ assigns only one such mismatch high
confidence and captures 35 of 36 under low-or-
moderate confidence, suggesting that these out-
puts are treated as clinically ambiguous rather than
clearly unsupported.

Sparse-evidence cases are qualitatively different.
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They account for only 20 of 116 mismatches but
produce 3 of the 6 high-confidence mismatches.
These cases typically lack the discriminating clini-
cal information needed to separate several plausible
diagnoses. As a result, the formal mismatch may
reflect underspecification of the input rather than
an unsupported or clinically implausible genera-
tion. We hypothesize that such cases are primarily
associated with aleatoric uncertainty and could po-
tentially be detected by a separate guardrail before
the diagnostic model attempts to generate a diag-
nosis. We leave the investigation of this hypothesis
for future work.

We further audit extreme disagreements between
the UQ score and Relaxed EM: high-confidence
mismatches and low-confidence matched diag-
noses. This targeted failure analysis identifies 8
cases with 10 diagnosis-level predictions. The
cases cluster into taxonomy, synonymy, or sub-
type mismatches (3 cases), sparse or non-specific
anamnesis (4 cases), and competing etiologies or
treatment-related confounding (1 case). Represen-
tative examples include headache cases without suf-
ficient criteria to distinguish migraine from tension-
type headache, anorectal complaints without vi-
sual examination, and dermatological cases where
procedure-related irritation, allergic reaction, and
infection remain competing explanations.

Overall, the case study suggests that UQ is most
informative for model-driven diagnostic overreach:
extrapolations beyond the dialogue, unsupported
specificity, and rare or comorbid conditions not
grounded in the evidence. UQ is less decisive
when uncertainty comes from the clinical input
or from the evaluation setup itself, such as sparse
anamnesis, non-specific symptoms, multiple plau-
sible differentials, or close-but-not-identical labels.
This explains why many formally incorrect pre-
dictions receive moderate, rather than low, confi-
dence: the confidence signal separates clearly un-
supported predictions from ambiguous or boundary
cases more effectively than it resolves the boundary
cases themselves.

3780


