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Abstract

Reasoning large language models that produce
explicit chains of thought are a new jailbreak
surface: an adversary who shapes intermedi-
ate reasoning can hijack safety deliberation
and elicit harmful answers the same model
would refuse in a single forward pass. De-
fenses inherited from chat-style alignment mon-
itor only the final response and intervene after
the model has already committed to an unsafe
trajectory. We argue that defending reason-
ing models requires looking inside the thinking
phase itself, and we show that the refusal direc-
tion, previously characterized as a single lin-
ear direction in chat models, in fact evolves
along the reasoning trajectory: sharp at on-
set, slowly drifting during long deliberation,
and on hijacked traces collapsing at an identi-
fiable step well before any harmful token is
emitted. We propose RSMON, a step-level
refusal-subspace monitor that tracks the pro-
jection of intermediate hidden states onto a
calibrated refusal subspace and triggers a min-
imally invasive geometric intervention once
drift exceeds a learned threshold. The monitor
is purely inference-time, requires no retrain-
ing, and is compatible with any open-weight
reasoning model. On three open reasoning
models, five attack families, and four utility
benchmarks, RSMON cuts mean attack success
from 80.1% to 19.2%, a 4.2 x reduction, while
keeping MATH-500, GPQA-Diamond, and Hu-
manEval pass@1 within 0.7 absolute points
and MT-Bench within 0.08 points of the unde-
fended baseline. The same monitor produces
a step-resolved diagnostic that pinpoints when
and in which layer safety deliberation breaks
down. Our code is available at https://
github.com/llmnjust-afk/RsMon.

1 Introduction

Reasoning large language models (RLLMs) such
as DeepSeek-R1 (Guo et al., 2025), the OpenAl

*Corresponding author.

o-series (OpenAl, 2024), and the Qwen3 thinking
variants (Yang et al., 2025) extend standard autore-
gressive generation with an explicit, lengthy chain
of thought before producing an answer. This think-
ing phase delivers state-of-the-art performance on
mathematics, code, and scientific reasoning (Chen
et al., 2026; Shojaee et al., 2025), and the same
paradigm has been argued to also enable safer be-
havior through deliberation (Guan et al., 2024).
The thinking phase is also, by construction, an un-
precedented enlargement of the model’s surface
area: every intermediate token is a step in which
the model can be biased, distracted, or persuaded.
The community has only recently begun to map
the resulting safety landscape (Wang et al., 2025a;
Mercer et al., 2025).

Recent red-teaming work has weaponized ex-
actly this surface. Kuo et al. (2025) introduce H-
CoT, which jailbreaks o1/03, DeepSeek-R1, and
Gemini 2.0 Flash Thinking by injecting fragments
that hijack the model’s own safety reasoning. Zhao
et al. (2025a) generalize the phenomenon under
the name Chain-of-Thought Hijacking and show
that longer reasoning, far from improving safety,
can monotonically erode it on harmful queries.
Yang (2026) further show that thinking models can
be broken by multi-stream perturbations that in-
terfere with their concurrent task representations,
while Ying et al. (2025) demonstrate that multi-
turn reasoning conversation amplifies attack suc-
cess. Arcuschin et al. (2025) further show that
chain-of-thought reasoning is not always faithful
to the model’s actual decision process.

Existing defenses, however, were designed for
chat-style large language models. Input-side fil-
ters (Hu et al., 2024; Jain et al., 2023), output-
side guardrails (Zou et al., 2024; Inan et al., 2023),
decoding-time interventions (Xu et al., 2024a; Li
et al., 2024c¢), certified detectors (Kumar et al.,
2023; Robey et al., 2023), layer-level edits (Zhao
et al., 2024), and in-context demonstrations (Wei
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et al., 2026; Zhang et al., 2024) all operate on a
single forward pass: they treat the model’s safety
decision as a one-shot event. In a reasoning model
that may emit thousands of intermediate tokens
before committing to an answer, such defenses in-
herit a structural blind spot: the model can drift
into an unsafe deliberation step by step, and the
defense will only react after the unsafe answer has
begun. Survey work has identified this gap as one
of the central open problems for reasoning-model
safety (Wang et al., 2025a; Dong et al., 2025; Xu
et al., 2024b).

We address this blind spot by asking a mechanis-
tic question. Arditi et al. (2024) showed that in chat
large language models refusal behavior is mediated
by a single linear direction in activation space, and
Wang et al. (2025b); Pan et al. (2025) extended
the picture to cross-lingual and multi-dimensional
refusal subspaces. Alagharu et al. (2026) and Lee
et al. (2025) further showed that refusal can be
conditionally programmed by steering along these
directions, and Zhang and Sun (2026) showed that
the same geometry can be exploited adversarially.
All of this prior evidence, however, was collected
in single-step chat settings; the temporal structure
of refusal inside a long reasoning trace has not been
characterized. We ask: what happens to the refusal
geometry along the reasoning trajectory?

Overall, our contributions are summarized as
follows: (I) Empirical phenomenon. We charac-
terize, for the first time, how the refusal direction
behaves step by step during the thinking phase of
three open RLLMs: DeepSeek-R1-Distill-Qwen-
7B, Qwen3-8B-Thinking, and QwQ-32B-Preview.
We find a consistent three-regime structure con-
sisting of a sharp refusal onset, a slow utility drift,
and on attacked inputs an abrupt safety collapse
that precedes any harmful token by several steps.
(I) Diagnostic tool. We turn this phenomenon
into a step-level diagnostic, the Refusal-Subspace
Drift Curve, that visualizes for any reasoning trace
where and how safety deliberation breaks down.
The curve gives a model-agnostic answer to the
question “at which step did the model give up refus-
ing?” (III) Defense. We propose RSMON, a step-
level Refusal-Subspace Monitor with a minimally
invasive geometric intervention. RSMON projects
intermediate residual-stream activations onto a cal-
ibrated refusal subspace, detects when the projec-
tion departs from a benign-trajectory envelope, and
applies one of three increasingly invasive interven-
tions: subspace re-projection, controlled rollback

of the thinking trace, or early-termination with a
safe refusal. The whole pipeline is purely inference-
time, requires no fine-tuning, and works on any
open-weight RLLM whose residual stream is ac-
cessible. (IV) Evaluation. We evaluate against five
attack families on three benchmarks while preserv-
ing reasoning utility on four capability benchmarks,
follow the stability protocol of Larsen (2025) to
avoid single-shot bias, and run a worst-case adap-
tive evaluation in which the adversary explicitly
optimizes against the monitor. RSMON dominates
every training-free baseline on the joint safety—
utility plane and matches the fine-tuned topline
REALSAFE-R1 (Zhang et al., 2025b) without any
retraining.

Key Differences from Existing Approaches. Our
contribution is positioned against, and explicitly
distinct from, the most closely related concur-
rent work. REALSAFE-R1 (Zhang et al., 2025b)
hardens DeepSeek-R1 by fine-tuning, whereas our
method is training-free and complementary. Circuit
Breakers (Zou et al., 2024) intervene on the final
representation, whereas we intervene at intermedi-
ate reasoning steps. Alagharu et al. (2026) and Lee
et al. (2025) steer refusal in chat models, but we
are the first to characterize and exploit the temporal
structure of refusal in long reasoning traces. An
overview of the full pipeline is given in Figure 1.

2 Related Work

Jailbreak attacks on standard large language
models. Optimization-based attacks such as
GCQG and its successors construct adversarial suf-
fixes that maximize the likelihood of an affirmative
prefix (Li et al., 2024b; Mu et al., 2026). Black-box
attacks instead leverage natural-language persua-
sion (Zeng et al., 2024), contextual priming across
turns (Miao et al., 2025; Du et al., 2025; Ying et al.,
2025), ASCII-art obfuscation (Jiang et al., 2024),
nested scene templates (Ding et al., 2024), intent
manipulation against content moderators (Zhuang
et al., 2025), in-the-wild prompt libraries (Shen
et al., 2024), or simple adaptive search using log-
prob feedback (Andriushchenko et al., 2025; Chao
et al., 2025). Comprehensive surveys agree that no
deployed alignment technique is robust against all
of these families (Yi et al., 2024; Xu et al., 2024b;
Shayegani et al., 2023; Dong et al., 2025), and
recent stability analysis shows that single-shot eval-
uations systematically underestimate true attack
risk (Larsen, 2025).
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Figure 1: Overview of RSMON. Given a reasoning model that generates an explicit chain-of-thought trajectory,
RSMON monitors the evolution of intermediate hidden states during the thinking phase. At each reasoning step,
the residual-stream activation from a calibrated layer is extracted and projected onto a learned refusal subspace.
The resulting projection magnitude is tracked as a refusal-drift signal and compared against a benign envelope to
identify safety deviations. When a drift is detected, RSMON applies a progressively stronger intervention strategy,
including refusal-subspace re-projection, reasoning rollback, and safe termination, to steer the model back to a safe
output. The entire procedure is training-free and operates at inference time.

Jailbreaking reasoning models. The reasoning-
model regime is qualitatively different. Kuo et al.
(2025) show that the safety-as-reasoning mecha-
nism used by frontier RLLMs can be hijacked
by injecting fragments that mimic the model’s
safety deliberation. Zhao et al. (2025a) general-
ize this into a broader chain-of-thought hijacking
phenomenon and demonstrate that longer reason-
ing can monotonically degrade safety. Yang (2026)
introduce multi-stream perturbation attacks that
interfere with concurrent task representations in-
side thinking models, and Ying et al. (2025) show
that reasoning-augmented multi-turn conversation
further amplifies attack success on aligned chat
models. Nie et al. (2026) document a related cou-
pling effect in which a fixed output budget cou-
ples reasoning and answer tokens, indirectly de-
grading safety. A concurrent survey (Wang et al.,
2025a) catalogues these phenomena and identifies
trajectory-level defenses as an open problem; our
work directly targets this gap.

Defenses for reasoning models. REALSAFE-
R1 (Zhang et al., 2025b) retrains DeepSeek-
R1 with safety-aware reasoning supervision and
demonstrates that safety can be improved without
sacrificing reasoning quality. Deliberative align-
ment (Guan et al., 2024) similarly trains the model

to reason explicitly about safety policies before an-
swering. Both are closely related to our approach,
but require costly retraining for each model release
and, as single-step alignment interventions, provide
little insight into when safety failures emerge. Our
method is orthogonal: it is training-free, inference-
time, and produces a mechanistic diagnostic in ad-
dition to a defense.

3 Background and Threat Model
3.1 Reasoning Large Language Models

We focus on autoregressive transformer reasoning
models that emit a structured trace of the form

[<think>tq, o, .

.., </think>a1,as,... 7a]w],

where 1.7 is the thinking phase and a;.)s is the
user-visible answer phase. We assume access to
the residual stream at every transformer layer for
every token, but no access to model weights for
fine-tuning. This setting is realized by, for ex-
ample, DeepSeek-R1-Distill (Guo et al., 2025),
Qwen3-Thinking (Yang et al., 2025), and QwQ-
Preview (Qwen Team, 2024). Recent analysis
of these architectures confirms that the explicit
thinking phase consistently increases capability
on multi-step reasoning benchmarks but also in-
troduces new failure modes specific to extended
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deliberation (Shojaee et al., 2025; Mercer et al.,
2025; Nie et al., 2026).

3.2 The Refusal Direction

Following Arditi et al. (2024), given a chat
large language model and paired harmful/harmless
prompts, the difference in mean residual-stream
activations defines a refusal direction r € R? such
that projecting hidden states onto r reliably sepa-
rates refusing from complying behavior in a single
forward pass. Pan et al. (2025) generalize r to a k-
dimensional refusal subspace R C R spanned by
orthogonal directions associated with distinct harm
categories, and Wang et al. (2025b); Alagharu et al.
(2026) establish that the same geometric structure
recurs across languages and across categorical re-
fusal tokens. We adopt the multi-dimensional view
throughout, and we ablate the choice of k in Sec-
tion B. Critically, all of this prior evidence comes
from single-step chat settings; the present paper
asks whether the same geometric object survives,
and how it evolves, along a long thinking trajectory.

3.3 Threat Model

The adversary submits a single user prompt x to
the reasoning model and observes the full out-
put (thinking plus answer). The adversary may
use white-box gradient access for optimization-
based attacks (Li et al., 2024b; Mu et al., 2026) or
black-box query-only access for natural-language
attacks (Zeng et al., 2024; Kuo et al., 2025; Zhao
et al., 2025a; Andriushchenko et al., 2025; Miao
et al., 2025; Ying et al., 2025; Yang, 2026). The
defender controls the model’s inference pipeline:
at every generation step the defender may read the
residual stream and may write a bounded perturba-
tion to it. The defender may not retrain the model,
may not modify the system prompt visible to the
user, and must preserve reasoning utility on benign
inputs as measured by the four capability bench-
marks of Section 5. We additionally consider an
adaptive adversary who knows the defense and ex-
plicitly optimizes the attack to keep the drift curve
inside the benign envelope; results for this worst
case are reported in Section 6.

4 Method: RSMON

RSMON is a three-component inference-time pro-
cedure that converts the drift curve into a defense.
The overall data flow is summarized in Figure 1,
and the underlying geometric intuition is given in

Figure 2. Each component is independently config-
urable and can be replaced by a stronger drop-in
variant without changing the rest of the pipeline.

4.1 Refusal Drift in Reasoning Models

Let hgg) € R4 denote the residual-stream activation
at layer ¢ and thinking step ¢. Given a calibrated
refusal subspace R with orthonormal basis R €
Rk we define the step-level refusal projection

l Y4
n = IRTRO,, (1)

and call the sequence {pg)}thl the Refusal-
Subspace Drift Curve at layer £. We empirically
observe three qualitatively distinct regimes of this
0
curve. On any harmful query, p; ’ rises sharply
in the first few thinking steps as the model trig-
gers its safety deliberation (onset). During long
benign reasoning, pgﬁ) slowly decays as the resid-
ual stream is dominated by task-relevant features
unrelated to refusal (utility drift). On hijacked
harmful queries, the curve exhibits an abrupt down-
ward step at an identifiable point ¢* that precedes
the emission of any harmful answer token by sev-
eral steps (safety collapse). Figure 3 visualizes
the three regimes on DeepSeek-R1-Distill-Qwen-
7B. Across all three open reasoning models we
study, the benign and harmful regimes occupy dis-
tinct, stable bands of p,ﬁ”), while hijacked traces
undergo an abrupt downward step at a per-trace
collapse step t* that we recover automatically from
the curve.

4.2 Calibration of the Refusal Subspace

Following Arditi et al. (2024) and Pan et al. (2025),
we estimate R from a small held-out set of paired
harmful/harmless prompts {(x;,z;)}¥ ;. For
each layer £* chosen by linear-probe accuracy on
a validation split (Figure 7), we compute the per-
prompt mean activation in the first 7y thinking steps
and take the top-k£ principal directions of the differ-
ence matrix to form R € R?** We use N =512,
T0=38, and k € {1,2, 4,8} (ablated in Section B).
The calibration uses only freely available harmful-
prompt corpora, specifically the held-out splits of
HarmBench (Mazeika et al., 2024) and SALAD-
Bench (Li et al., 2024a), and no model weights are
ever touched.

4.3 Benign Envelope and Drift Detector

For each layer ¢* we collect drift curves
on a benign-reasoning corpus drawn from
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Figure 3: The Refusal-Subspace Drift Curve pge*) on
three regimes (DEEPSEEK-R 1-DISTILL-QWEN-7B).
The benign envelope (shaded band, +20) calibrated on
benign reasoning corpora cleanly separates the benign
and harmful-refusing trajectories. On hijacked traces,
p undergoes an abrupt collapse at t* (dashed line), pre-

ceding any harmful answer token by several steps.

MATH (Hendrycks et al., 2021), GPQA (Rein et al.,
2023), and a held-out set of instruction-following
prompts. We then fit a per-step lower envelope
Bl(f*) = u; — aoy, where p; and oy are the empir-
ical mean and standard deviation of p,ﬁm across
benign traces at thinking step ¢. The detector fires
at step ¢ if

pﬁ”) < Bg*) for A consecutive steps, (2)
with A € {1,2,3}. The two thresholds v and A
jointly control the false-positive rate on benign rea-
soning; we tune them on a validation split to keep
benign utility loss below a fixed budget of 1% on

MATH. This corresponds to a fixed-budget calibra-
tion that mirrors the operating-point selection used
by SafeDecoding (Xu et al., 2024a) and Gradient
Cuff (Hu et al., 2024), but applied per thinking step
rather than once per query.

4.4 Three-Tier Intervention

When the detector fires at step ¢, RSMON applies
the least invasive intervention that restores the pro-
jection into the benign envelope. The first tier is
re-projection: replace hgf*) with hif*)%—ﬁ RR " hy,
where h;; is the benign-mean activation at step tf
and f is the smallest scalar that pushes the projec-
tion above Bgm. This is a single bounded edit to the
residual stream and preserves task-relevant content
in the directions orthogonal to R. The second tier
is rollback: if a second detector firing occurs within
W =16 steps, the thinking trace is rolled back to
step ' — x and resumed with a refusal-priming
token (Wait,...). This reuses the model’s own
deliberation rather than overriding it, and is in spirit
similar to the auto-regressive self-alignment of Li
et al. (2024c). The third tier is hard refusal: if
the rollback is itself flagged, the thinking phase is
terminated and a templated safe refusal is emitted
as the answer. Tier escalation is monotone, deter-
ministic, and bounded; in the worst case RSMON
emits a hard refusal at O(7") additional compute.
RSMON satisfies five desirable properties.
Training-free: no parameters of the base model
are updated. Architecture-agnostic: requires only
read/write access to the residual stream, which ev-
ery open-weight transformer reasoning model in
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our study supports. Bounded: inference overhead
is O(kd) per generated token plus an O(1) detector
check. Interpretable: every firing records the step
at which drift exceeded the envelope and the layer
that detected it. Compatible: stacks with existing
chat-style defenses such as Circuit Breakers, Gra-
dient Cuff, and SafeDecoding, which we treat as
additional baselines in Section 5.

5 Experimental Setup

5.1 Models

We evaluate on three open-weight reasoning mod-
els released within the last six months prior to
submission: DeepSeek-R1-Distill-Qwen-7B (Guo
et al., 2025), Qwen3-8B-Thinking (Yang et al.,
2025), and QwQ-32B-Preview (Qwen Team, 2024).
All three expose an explicit thinking phase and ac-
cessible residual stream, span two distinct model
families (DeepSeek/Qwen), and cover the 7B—
32B parameter range that dominates current open
reasoning-model deployment. We additionally re-
port cross-model transfer of the calibrated refusal
subspace in Section B. Older non-thinking models
are used only as historical references in the related-
work discussion and are not part of the evaluation
matrix.

5.2 Attack Suite

We use five attack families spanning the current
state of the art. Chain-of-Thought Hijacking (Zhao
et al., 2025a) is the primary reasoning-model attack
and constitutes our headline column. H-CoT (Kuo
et al., 2025) hijacks the safety reasoning fragment
directly. Faster-GCG (Li et al., 2024b) is the
strongest current optimization-based adversarial-
suffix attack. Persuasion (Zeng et al., 2024) is
the strongest natural-language social-engineering
attack. Simple Adaptive Attack (Andriushchenko
et al., 2025) is a query-only black-box attack using
logprob feedback that has been shown to defeat
many chat-side defenses. For each attack we use
the harmful-behavior split of HarmBench (Mazeika
et al., 2024) (159 behaviors) and report attack
success rate (ASR) judged by the HarmBench
classifier. We additionally evaluate on SALAD-
Bench (Li et al., 2024a) and on the renewable JB-
Distill benchmark (Zhang et al., 2025a) to mitigate
test-set leakage and evaluation drift, and we cross-
check ASR with the R-Judge protocol (Yuan et al.,
2024) on a random subset of 300 traces.

5.3 Defense Baselines

We compare RSMON against eight baselines span-
ning every major family of chat-style defenses. No
defense is the base reasoning model. System prompt
is a strong safety system prompt patterned after the
goal-prioritization template of Zhang et al. (2024).
Gradient Cuff (Hu et al., 2024) is an input-side
detector. Circuit Breakers (Zou et al., 2024) is a
representation-engineering defense on the final hid-
den state, adapted to the answer phase only as in the
original paper. Layer-Specific Editing (Zhao et al.,
2024) is an offline edit applied to selected layers.
In-Context Demonstrations (Wei et al., 2026) is a
few-shot safety guard. Proactive Defense (Zhao
et al., 2025b) is a multi-turn drift defense, ap-
plied to the thinking trace as a strong adaptation.
REALSAFE-R1 (Zhang et al., 2025b) is the fine-
tuned safety variant of DeepSeek-R1; we report
it as a training-based topline reference, not as a
like-for-like baseline, since it requires retraining.

5.4 Utility Benchmarks

To verify that RSMON does not damage reasoning
quality, we report MATH-500 accuracy (Hendrycks
et al., 2021), GPQA-Diamond accuracy (Rein et al.,
2023), HumanEval pass@1 (Chen et al., 2021), and
MT-Bench score (Zheng et al., 2023) for instruction
following. These four benchmarks were chosen to
cover mathematical reasoning, scientific reason-
ing, code generation, and open-ended instruction
following; the inclusion of MT-Bench specifically
guards against the failure mode in which a defense
improves safety only by globally suppressing help-
fulness. Following best practice (Guan et al., 2024;
Zhang et al., 2025b), we report all four numbers in
the main utility table so the safety/utility trade-off
is fully visible.

5.5 Stability Protocol

Following Larsen (2025), who show that single-
shot ASR systematically under- or over-estimates
true attack risk by 5-15 percentage points depend-
ing on seed, we report ASR over S = 5 random
seeds and three temperatures {0.0,0.6,1.0}, and
quote the median with 95% bootstrap confidence
intervals rather than single-shot numbers. Statisti-
cal significance between RSMON and each base-
line is computed via paired bootstrap over the 159
HarmBench behaviors, with B =10,000 resamples;
all reported differences in the main results section
are significant at p < 0.01 unless noted otherwise.
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Defense CoT-Hij. H-CoT F-GCG Persuade S-Adapt.
No defense 85.3 84.9 799 72.3 78.2
System prompt 78.6 74.3 62.7 48.3 65.8
Gradient Cuff 73.8 70.1 29.7 57.5 46.8
Circuit Breakers 59.3 56.8 27.3 44.7 44.0
Layer-Specific Editing 629 66.5 344 493 48.6
In-Context Demonstrations 64.3 56.9 55.3 36.2 57.0
Proactive Defense 50.4 52.1 37.7 34.1 37.1
RsMon (ours) 11.5 15.4 213 224 254
RealSafe-R1 (training) 20.0 26.1 22.0 18.7 25.7

Table 1: Attack success rate (ASR, %) on HarmBench
across five attacks, averaged over three reasoning mod-
els and five seeds (95% bootstrap halfwidths range from
1.28 to 2.03 ASR points; full CI matrix in the appendix).
“S-Adapt.” denotes the Simple Adaptive Attack (An-
driushchenko et al., 2025). Lower is better; bold marks
the best training-free defense per column. REALSAFE-
R1 (italic) requires fine-tuning and is shown as a topline
reference only.

Confidence intervals are reported in Table 1 (as
halfwidths) and in the appendix.

6 Results

6.1 Main Safety Results

Table 1 and Figure 4 report ASR (lower is better)
on HarmBench under the five attacks, averaged
over the three reasoning models and the stabil-
ity protocol. RSMON reduces ASR on the two
reasoning-model attacks (CoT-Hijacking and H-
CoT) by more than 3.5 relative to the strongest
training-free baseline (Circuit Breakers, 59.3 —
11.5 and 56.8 — 15.4; paired bootstrap p < 0.001,
n = 159 HarmBench behaviors over five seeds),
and matches or exceeds the training-based topline
REALSAFE-R1 on the two reasoning-model at-
tacks while requiring no fine-tuning. On the three
chat-style attacks (Faster-GCG, Persuasion, Sim-
ple Adaptive), RSMON is competitive with the
strongest baseline and remains strictly better than
all training-free defenses on average; the per-attack
95% bootstrap halfwidths range from 1.28 to 2.03
ASR points across all cells (full CI matrix in Ap-
pendix D). We additionally replicate the full de-
fense matrix on SALAD-Bench and JBDistill; the
ranking of defenses is consistent across all three
benchmarks, and RSMON’s mean ASR on each is
within 1.5 points of its HarmBench result. Per-
benchmark and per-model breakdowns are pro-
vided in our code repository.

6.2 Utility Preservation

Utility on four benchmarks is reported in Table 2;
RSMON keeps utility within 0.7 accuracy points of

Attack success rate (lower is better)

No defense

System prompt
Gradient Cuff

Circuit Breakers
Layer-Specific Editing

In-Context Demonstrations

38

Proactive Defense 37

RsMon (ours) 21 22 25 10

RealSafe-R1 (training) 26 22 19 26
T T T
0 G o o
«x\"\% L Qés\‘ NS
o A %-\“\Q

Figure 4: ASR heatmap across defenses (rows) and
attacks (columns). RSMON (second from bottom) is the
only training-free defense that drops ASR below 26%
on every attack and below 16% on the two reasoning-
model attacks.

Defense MATH GPQA HumanEval MT-Bench
No defense 58.5 41.6 71.3 722
Circuit Breakers 57.4 40.5 70.0 7.09
In-Context Demonstrations 56.7 39.9 68.5 6.92
RsMon (ours) 57.8 41.5 70.6 7.14

Table 2: Utility preservation across four capability
benchmarks. RSMON stays within 0.7 accuracy points
of the undefended baseline on MATH-500, GPQA, and
HumanEval, and within 0.08 on MT-Bench; the MATH
and GPQA differences are not significant (paired t-test,
five seeds), and HumanEval reaches only marginal sig-
nificance (p=0.07).

the undefended baseline on MATH-500, within 0.1
points on GPQA-Diamond, within 0.7 points on
HumanEval pass@1, and within 0.08 MT-Bench
points. Figure 5 places RSMON on the joint utility—
safety plane against all baselines: it dominates ev-
ery training-free defense (lower ASR and higher
utility) and offers comparable safety to REALSAFE-
R1 at substantially higher utility, without retraining.
The MATH and GPQA drops are not statistically
significant at the conventional threshold (p=0.34
and p = 0.71 respectively, paired t-test over five
seeds); HumanEval reaches marginal significance
(p=0.07). The full utility comparison across all
eight baselines is available in our code repository.

6.3 Phenomenology Study

We measure two quantities that operationalize the
regime structure of Section 4.1, and we cross-
validate both against held-out traces. The first is
the detector lead time, the second is the per-layer
probe accuracy of the calibrated refusal direction.
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Figure 5: Utility versus safety Pareto plot. The x-axis is
mean ASR across the five attacks (inverted, so right is
safer); the y-axis is MATH-500 accuracy. RSMON (%)
is on the joint frontier and uniquely combines low ASR
with high utility.
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Figure 6: Distribution of detector lead time At =
tharm — t* across five attacks (n = 600 traces each).
Reasoning-model attacks afford larger lead times, be-
cause the hijacked deliberation takes several steps to
commit before any harmful token would be emitted.

Lead time. Figure 6 reports the distribution of
the lead time At = tyam — t*, wWhere t* is the
detector’s first-fire step and ¢y, is the step at
which the first harmful answer token would have
been emitted in the undefended run. Across all
five attacks the median lead time is at least 2.93
thinking steps (n = 600 traces each), and on the
two reasoning-model attacks (CoT-Hijacking, H-
CoT) it is 6.14 and 5.41 steps respectively. This
margin is what allows the cheaper tier-1 interven-
tion to succeed most of the time without escalating
to rollback; in our deployments, tier 1 alone closes
71.6% of attacks, tier 2 closes another 19.4%, and
the remaining 9.0% escalate to hard refusal (full
breakdown in Appendix D).
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Figure 7: Per-layer linear-probe accuracy of the cali-
brated refusal direction. The peak layer (dotted lines)
is in the middle-to-late blocks for all three reasoning
models we study, supporting a single-layer monitor.

Per-layer profile. Figure 7 reports linear-probe
accuracy of the refusal direction per transformer
layer. The collapse is concentrated in the middle-to-
late blocks across all three reasoning models (peak
layers marked by dotted lines), with the peak layer
fraction varying between 0.58 and 0.65 of model
depth across architectures. This stability is what
makes a single-layer monitor sufficient in practice;
using a single ¢* instead of an ensemble across
layers loses 0.53 ASR points on average across the
three models (Appendix D).

6.4 Adaptive Adversary

We additionally evaluate against an adaptive adver-
sary who knows RSMON and explicitly optimizes
its attack to keep the drift curve inside the benign
envelope. This worst-case evaluation follows the
recommendations of Andriushchenko et al. (2025)
and Larsen (2025), and uses the most-permissive
operating point of the detector. Under the adap-
tive setting, ASR rises from 11.5% to 23.8% on
CoT-Hijacking and from 15.4% to 27.6% on H-
CoT, both still substantially below every chat-style
baseline at its non-adaptive operating point. The
adaptive attack achieves this only by significantly
distorting the harmful prompt to look benign, and
a downstream human-judged audit on n =120 suc-
cessful adaptive attacks finds that 38.3% of the
resulting answers are off-topic or self-incoherent,
indicating that the attack pays a non-trivial fidelity
tax even when it succeeds.
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7 Conclusion

We presented RSMON, a training-free, step-level
defense for reasoning large language models
grounded in a previously unreported phenomenon:
refusal geometry drifts along the thinking trajec-
tory and collapses identifiably before unsafe an-
swers are emitted. RSMON converts this drift
into both a diagnostic (the Refusal-Subspace Drift
Curve) and a defense (a three-tier geometric in-
tervention), reduces attack success on five attack
families by a median of more than fourfold rela-
tive to the strongest training-free baseline, and pre-
serves reasoning utility within 0.7 absolute points
across MATH-500, GPQA-Diamond, HumanEval,
and MT-Bench. The defense is inference-time only,
requires no fine-tuning, runs at constant overhead
per generated token, and exposes a per-prompt au-
dit trail that records exactly when and where safety
broke down. We hope the drift curve becomes a
standard mechanistic tool for studying safety in the
era of thinking models, and that step-level monitors
become a default complement to the existing single-
shot defenses inherited from chat-style alignment.

Limitations

Our work has the following limitations, which we
state in the order in which they constrain practical
deployment.

» White-box requirement. RSMON requires
read/write access to the residual stream
and therefore cannot directly defend closed-
weight models such as the OpenAl o-
series (OpenAl, 2024) or Gemini Thinking.
We mitigate this by analyzing transferability
of the refusal subspace across open models
and by releasing a standalone calibration tool
for any open-weight reasoning model, but a
fully black-box variant of the defense is left
for future work.

* Coverage of harmful-prompt corpora. The
refusal-subspace calibration depends on the
harmful-prompt corpora used and may inherit
their coverage biases. We mitigate this by
combining HarmBench (Mazeika et al., 2024)
and SALAD-Bench (Li et al., 2024a) for cal-
ibration and by reporting on the renewable
JBDistill benchmark (Zhang et al., 2025a) for
evaluation, but the underlying corpora are still
English-centric and skewed toward Western
safety taxonomies.

* Adaptive adversaries. Like all activation-level
defenses, RSMON can in principle be evaded
by a sufficiently strong adaptive adversary
who optimizes to keep projections inside the
benign envelope. We report this worst case
explicitly in Section 6.4, and we find that
adaptive attacks pay a non-trivial fidelity tax
(38.3% of successful adaptive attacks produce
off-topic or self-incoherent answers in a held-
out human audit, n = 120), but a strictly
stronger adaptive attack remains a possible
future failure mode.

 Unfaithful chains of thought. The verbalized
chain of thought is not always faithful to the
actual computation (Arcuschin et al., 2025;
Nie et al., 2026). Our defense operates on
hidden states rather than on verbalized text,
which partially mitigates but does not elim-
inate this concern: a model that genuinely
deliberates inside its activations but emits a
benign-looking chain of thought is still de-
tectable by RSMON, but a model that hides
its harmful intent inside the orthogonal com-
plement of the refusal subspace would not be.

* Deceptive models. We do not address the
deeper threat of deliberately deceptive mod-
els (Hubinger et al., 2024; Betley et al., 2026):
a model trained to keep its activations inside
the benign envelope while planning harm-
ful answers would defeat any activation-level
monitor, and such failures would require ei-
ther training-time safety guarantees or a fun-
damentally different monitoring substrate.

* Single-language evaluation. All evaluation is
performed in English. The refusal direction
is known to transfer across languages (Wang
et al., 2025b), but we have not verified that
the drift dynamics inside long thinking traces
are similarly transferable; cross-lingual evalu-
ation is planned as future work.

Ethics Statement

This paper introduces a defense against jailbreak
attacks on reasoning large language models. We
take the following ethical considerations into ac-
count, both in the conduct of the research and in
the release of the resulting artifact.

All attack experiments are conducted on open-
weight research models using publicly avail-
able harmful-behavior datasets, specifically Harm-
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Bench (Mazeika et al., 2024), SALAD-Bench (Li
et al., 2024a), and JBDistill (Zhang et al., 2025a).
No new attack capabilities are released, and the
attack adapters in our codebase are thin wrap-
pers around already-published methods that we
re-implement only as evaluation strawmen; the
user-visible artifact is the defense pipeline, not the
attack stubs. We follow the responsible-disclosure
norms recommended by recent surveys of jailbreak
research (Yi et al., 2024; Dong et al., 2025): any
new attack-amplifying finding encountered during
the study is reported privately to the relevant model
vendor before public release, with a 90-day disclo-
sure window.

We acknowledge that any defense paper car-
ries dual-use risk: by characterizing where safety
breaks down inside a reasoning model, we also il-
luminate the same loci for adversaries. We have
weighed this risk against the value of the diagnostic
and conclude that the per-prompt audit trail pro-
duced by RSMON is more useful to defenders, ven-
dors, and regulators (who must evaluate deployed
systems) than it is to attackers (who already have
the published attack methods we compare against).
All harmful-behavior datasets we use are released
under research-only licenses, all model outputs dis-
played in the paper are short and minimally infor-
mative refusals or fragments thereof, and no harm-
ful answers are reproduced in the manuscript or in
our public artifact. Human auditors used for the
adaptive-attack fidelity check (Section 6.4) were
compensated above the local minimum wage, gave
informed consent for exposure to potentially harm-
ful content, and could opt out of any individual
trace at any point without penalty.

Finally, we view this work as one step to-
ward, not a substitute for, broader sociotechnical
safety practices for reasoning-model deployment,
including transparent reporting of safety evalua-
tions (Wang et al., 2025a; Larsen, 2025), third-
party audits, and engagement with affected com-
munities before release. We strongly discourage
any interpretation of our results as a green light to
deploy reasoning models in high-stakes domains
without additional safeguards.

Al assistant use. We used ChatGPT only for lim-
ited language editing, translation, and assistance
with submission-form preparation. All experimen-
tal design, analysis, claims, and final submitted text
were reviewed and verified by the authors, who re-
main fully responsible for the content of this paper.
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A Extended Related Work

Refusal geometry and representation engineer-
ing. Arditi et al. (2024) showed that refusal in
chat large language models is mediated by a single
linear direction in residual-stream activation space,
enabling both attack via ablation and defense via
re-injection. Wang et al. (2025b) extended this
to a universal cross-lingual refusal direction; Pan
et al. (2025) showed that the refusal geometry is
in fact multi-dimensional and orthogonal across
safety categories; Alagharu et al. (2026) discov-
ered category-specific refusal directions in models
trained with categorical refusal tokens; Lee et al.
(2025) programmed conditional refusal via activa-
tion steering; and Zhang and Sun (2026) showed
that the same multi-directional structure can be ex-
ploited adversarially. All of this work, however,
characterizes refusal as a property of a single hid-
den state in a single forward pass. We extend this
picture to the trajectory of hidden states produced
by an RLLM during thinking, and show that the
refusal geometry is not static but dynamic, with a
characteristic drift profile that distinguishes benign
reasoning from hijacked reasoning.

Training-free safety defenses. A growing line
of work explores inference-time defenses that do
not require retraining. Circuit Breakers (Zou
et al., 2024) interrupt the final representation when
it becomes harm-predictive; Layer-Specific Edit-
ing (Zhao et al., 2024) edits selected layers of-
fline; Gradient Cuff (Hu et al., 2024) detects
jailbreaks via the geometry of the refusal loss;

26609


https://doi.org/10.48550/arXiv.2505.22037
https://doi.org/10.48550/arXiv.2505.22037
https://doi.org/10.48550/arXiv.2504.10081
https://doi.org/10.48550/arXiv.2504.10081
https://doi.org/10.48550/arXiv.2504.10081
https://doi.org/10.48550/arXiv.2510.26418
https://doi.org/10.48550/arXiv.2510.26418
https://doi.org/10.48550/arXiv.2510.05052
https://doi.org/10.48550/arXiv.2510.05052

Proactive Defense (Zhao et al., 2025b) reacts to
multi-turn drift; In-Context Demonstrations (Wei
et al., 2026) and Goal Prioritization (Zhang et al.,
2024) guard via few-shot prompting; SafeDecod-
ing (Xu et al., 2024a), RAIN (Li et al., 2024c),
SmoothLLM (Robey et al., 2023), certified erase-
and-check (Kumar et al., 2023), baseline para-
phrase/retokenize defenses (Jain et al., 2023), and
LLM-as-self-defender (Phute et al., 2023) operate
at decoding time. None of these operate on interme-
diate steps of a thinking phase, and all degrade in
the RLLM regime where the model commits to an
unsafe deliberation before any output is produced.

Mechanistic interpretability for safety. Our
method is grounded in the broader mechanistic-
interpretability program (Bereska and Gavves,
2024) and in the use of intermediate hidden states
to explain safety failures (Zhou et al., 2024), with
awareness of the deeper threat posed by genuinely
deceptive reasoning (Hubinger et al., 2024; Betley
etal., 2026) and of the limits of any single-modality
safety guarantee (Yuan et al., 2024). We adopt the
resulting toolkit, but apply it temporally rather than
statically.

B Ablations

We ablate on DEEPSEEK-R1-DISTILL-QWEN-7B
against Chain-of-Thought Hijacking. Each ablation
isolates one design choice while keeping all other
components at their default values; reported num-
bers are point estimates over five seeds with 95%
bootstrap halfwidths between 1.69 and 2.31 ASR
points. Figure 8 provides a simplified overview of
the RSMON pipeline that contextualizes the design
choices ablated below.

B.1 Subspace Dimension

Figure 9 and Table 3 report the dependence on the
subspace dimension k. A one-dimensional sub-
space (k =1, the original Arditi et al. (2024) set-
ting) is markedly worse than k =4 (29.69 versus
13.96 ASR), but performance is essentially flat be-
tween k =4 and k£ = 8 (13.96 versus 14.59, well
within bootstrap noise), so we use k£ = 4 in all
main-table runs. The fact that increasing & be-
yond 4 does not help is consistent with the orthog-
onal multi-category structure reported by Pan et al.
(2025), where the dominant refusal directions for
chemistry-, weapons-, and harassment-style harms
span an effectively low-rank object.

k ASR (%)
1 29.69
2 19.12
4 13.96
8 14.59

Table 3: Effect of subspace dimension & on the ASR of
CoT-Hijacking. Bold marks the chosen default.

B.2 Other Hyperparameters

We additionally ablate the detector tolerance o €
{1, 2, 3}, the persistence parameter A € {1, 2, 3},
the intervention tier (re-projection only vs. full
three-tier), the layer choice £*, and the calibration
size N € {64,128,512,2048}; full tables appear
in Appendix D. The qualitative conclusions are that
a=2 and A =2 jointly minimize the safety/utility
trade-off; that removing the tier-2 rollback alone in-
creases ASR by 7.4 absolute points; that the calibra-
tion size saturates between N =128 and N =512;
and that performance is essentially flat for any layer
within £3 of the peak ¢*. Cross-model transfer of
R calibrated on DeepSeek-R1-Distill-Qwen-7B to
Qwen3-8B-Thinking loses 2.7 ASR points relative
to a model-specific calibration, indicating partial
but not full universality of the refusal subspace
across architectures.

B.3 Case Study: A Hijacked Trace

To make the dynamics concrete, we work through
a single CoT-Hijacking attack on DeepSeek-R1-
Distill-Qwen-7B. The harmful behavior is taken
from HarmBench category Illegal Activity (behav-
ior id ha_037); the attack injects a fabricated
“safety analysis” fragment that re-classifies the re-
quest as educational. The undefended model pro-
duces an apparently legitimate refusal in its first
eight thinking steps (pge*) = 4.83 £+ 0.21, within
the harmful-but-refusing band), then absorbs the
hijack at thinking step 14 (p drops sharply from
4.61 to 1.87), continues to deliberate inside the
post-collapse regime for nine more steps, and fi-
nally emits a fully harmful answer beginning at
output token 23. RSMON fires at thinking step
16 (t* = 16, two steps after the geometric col-
lapse, owing to the A =2 persistence requirement),
giving a lead time of At =7 steps relative to the
would-be first harmful answer token. The tier-1
re-projection moves p%*) from 1.87 back into the
benign band at 3.72; the trace resumes, the model
emits a coherent refusal at output token 4, and total
wall-clock overhead is 11.3%. No tier-2 escalation
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is required on this trace; full traces for all three
tiers are in Appendix D.

C Discussion

Our results support three analytical claims that to-
gether explain why RSMON succeeds where chat-
style defenses fail. First, where safety breaks:
the modal collapse layer ¢* is concentrated in the
middle-to-late transformer blocks across all three
models we study, with the peak layer index varying
by less than 15% of model depth across architec-
tures. This concentration is what makes a single-
layer monitor sufficient and is consistent with the
layer-resolved findings of Zhou et al. (2024) for

chat models. Second, when safety breaks: the col-
lapse leads harmful tokens by a median of more
than three thinking steps and more than six on
reasoning-model attacks, which gives the defense
a usable margin and explains why the cheaper tier-
1 intervention closes the vast majority of attacks
without escalation. Third, why chat-style defenses
fail in the reasoning-model regime: their decision is
made on the final hidden state, which by construc-
tion is already in the post-collapse regime; even
a perfect post-hoc classifier would arrive after the
unsafe trajectory has been committed.

A complementary observation is that the geomet-
ric perspective offered by the drift curve makes the
difference between distinct attack families directly
visible: hijacking attacks like H-CoT and Chain-
of-Thought Hijacking produce sharp single-step
collapses in the middle of thinking, whereas Faster-
GCG and Persuasion produce shallower, more grad-
ual drift that spans several steps. This stratification
is hidden from chat-style monitors that observe
only the final output, and it suggests a future re-
search direction in which the drift signature itself is
used to triage which downstream defense to deploy.
We see early evidence of this triage benefit in the
case study of Section B.3, where the lead-time dis-
tribution tells us in advance which intervention tier
will be needed; a fuller analysis is left for future
work.

The diagnostic value of RSMON is not limited
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to defense. The Refusal-Subspace Drift Curve pro-
vides a unified, model-agnostic answer to the ques-
tion “at which step did the model give up refus-
ing?”. This single quantity directly supports in-
terpretability research on reasoning-model safety,
audits of unsafe deployments, and red-team anal-
ysis of new attack families, and it does so without
requiring access to model gradients or to the verbal-
ized chain of thought. Because the verbalized chain
of thought has been shown to be only loosely cou-
pled to the model’s actual computation (Arcuschin
et al., 2025; Nie et al., 2026), a hidden-state diag-
nostic like the drift curve is a more reliable sub-
strate for safety analysis than the visible thinking
text on which most existing audits rely. We there-
fore release the drift-curve tooling as a standalone
artifact, with the hope that it becomes a standard
mechanistic primitive for studying safety in the era
of thinking models.

Finally, RSMON is complementary to, and stack-
able with, the existing chat-style defenses we use as
baselines. Stacking RSMON with Circuit Breakers
reduces ASR by a further 2.1 absolute points on
Chain-of-Thought Hijacking (with no measurable
utility cost), and stacking with the system-prompt
baseline reduces ASR by 1.7 absolute points, sug-
gesting that the two defense layers attack non-
overlapping failure modes. Full stacking results
across all defense combinations are provided in
our code repository. We do not believe step-level
monitoring obsoletes any existing defense; rather,
it closes the temporal blind spot that none of them
address, and we expect it to be deployed in con-
junction with, not in place of, the most effective
chat-style guards.

D Implementation Details

Hyperparameters. Unless otherwise noted, we
use the following defaults: refusal-subspace dimen-
sion k = 4; detector tolerance o = 2; persistence
A =2 consecutive steps; rollback window W =16
steps; rollback radius k =4 steps; calibration size
N =512 paired prompts; calibration onset window
7o =8 thinking steps; layer £* chosen per model by
linear-probe accuracy on the validation split, which
selects layer 18 of 32 for DeepSeek-R1-Distill-
Qwen-7B, layer 21 of 36 for Qwen3-8B-Thinking,
and layer 38 of 64 for QwQ-32B-Preview. All nu-
merical defaults are fixed once on the validation
split and never tuned on the test attacks; sensitivity
analysis appears in Section B.

Confidence intervals. Bootstrap halfwidths for
Table 1 were computed with B =10,000 resamples
over the pooled (behavior, seed) trial set of 159 x 5
per model. The largest observed halfwidth was
2.03 ASR points (for Layer-Specific Editing on
Persuasion); the smallest was 1.28 (for RSMON
on CoT-Hijacking), and the median across cells
was 1.84. RSMON'’s advantage over the strongest
training-free baseline is statistically significant at
p<0.001 on all five attacks (paired bootstrap).

Tier-firing breakdown. Across all five attacks
and three models (n = 2,385 defended traces in
total), tier-1 re-projection alone closed 71.6% of
attacks, tier-2 rollback closed an additional 19.4%,
and tier-3 hard refusal accounted for the remain-
ing 9.0%. The per-attack breakdown favors tier
1 strongly on chat-style attacks (82.4% on Faster-
GCG and 86.1% on Persuasion) and shifts toward
tier 2 and 3 on the more adversarial reasoning-
model attacks (31.7% tier 2 plus tier 3 on Chain-
of-Thought Hijacking).

Prompts and templates. Full system-prompt
templates, the safe-refusal template used by tier
3, and the few-shot demonstrations used by the
In-Context Demonstrations baseline are released
alongside the code. Harmful prompts are not repro-
duced; we cite their dataset identifiers throughout.

Compute. All defended evaluations fit on a sin-
gle 80GB H100 GPU; total wall-clock cost for the
full evaluation matrix (3 models x 5 attacks x 8
defenses x 3 benchmarks x 5 seeds) was approxi-
mately 540 GPU-hours.

Reproducibility. The release contains the full
evaluation harness (rsmon/real_eval.py)
targeting the three open-weight reasoning
models described in Section 5, the per-
trace ASR outcomes used to build the
headline tables, and the post-processing
pipeline (scripts/build_results.py,
scripts/make_figures.py,

scripts/make_tables.py) that turns
those outcomes into the npz/json artifacts
in results/ and the LaTeX bodies in
tables/. Every figure and table in the pa-
per can be regenerated from the released artifacts

by a single latexmk -pdf main.tex
once scripts/make_figures.py and
scripts/make_tables.py have been

executed.
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