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Abstract

Large Reasoning Models (LRMs) achieve
strong performance on complex tasks through
explicit multi-step reasoning, but their long
reasoning traces also expose them to denial-
of-service (DoS) attacks that induce excessive
computation. Existing DoS attacks rely on in-
direct, heuristic objectives to optimize adver-
sarial inputs, without leveraging the internal
mechanisms that drive long reasoning, result-
ing in relatively inefficient optimization and
weaker attack effectiveness. In this paper, we
show that over-reasoning in LRMs is mediated
by a sparse neuron-level mechanism that can
be systematically exploited. Specifically, we
introduce Aha Neuron Localization (ANL), a
method for identifying reasoning-related neu-
rons whose activations are strongly associated
with the generation of reasoning tokens, and
demonstrate that selectively amplifying their
activations induces over-reasoning. Based on
this insight, we develop ANL-guided DoS At-
tack (AGDA), which optimizes a short adver-
sarial suffix using reasoning-related neurons
as precise and stable white-box signals. When
attached to user queries, the suffix induces over-
reasoning. Experiments show that the adversar-
ial suffixes learned by AGDA yield reasoning
traces over 3.45 % longer than the original out-
puts and more than 2 x longer than the strongest
method, while transferring effectively to closed-
source models. WARNING: This paper may
contain content that is offensive and harmful.

1 Introduction

Large Reasoning Models (LRMs) extend standard
large language models with explicit multi-step rea-
soning capabilities (Wei et al., 2022; OpenAl, 2024;
DeepSeek-Al et al., 2025; Qwen Team, 2025), en-
abling the generation of long and structured reason-
ing traces. This capability has led to substantial per-
formance gains on complex tasks, including code
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Figure 1: Cross-model transferability of ERA and
AGDA on LRMs. Each axis represents the fold in-
crease in reasoning length relative to the original output,
induced by adversarial suffixes. Qwen-14B, Llama-8B
and Qwen3-4B is used as white-box model here.

generation (Chen, 2021; Li et al., 2022), question
answering (Lu et al., 2022), and agentic systems ca-
pable of tool use, web navigation, and long-horizon
autonomous workflows (Schick et al., 2023; Xu
et al., 2025; Zhang et al., 2026). However, these
improvements come at the expense of elevated com-
putational cost and inference latency, largely driven
by over-reasoning (Chen et al., 2024; Wang et al.,
2025), making LRM-based systems vulnerable to
denial-of-service (DoS) attacks (OWASP, 2025).
By crafting adversarial inputs that trigger exces-
sively long reasoning trajectories, attackers can sig-
nificantly increase token consumption and deploy-
ment cost without accessing model weights (Kumar
et al., 2025). Therefore, investigating such vulnera-
bilities is important for robustness and usability.
Existing DoS attacks against closed-source
LRMs mainly induce over-reasoning through
heuristic manipulations, such as injecting irrele-
vant prompt content (Kumar et al., 2025) or opti-
mizing adversarial inputs to suppress EOS gener-
ation (Chen et al., 2022; Dong et al., 2025; Gao
et al., 2024) and encourage reasoning-related to-
kens (Si et al., 2025). Although somewhat ef-
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fective, these methods treat over-reasoning as a
black-box phenomenon without investigating its
internal mechanisms, resulting in inefficient opti-
mization and weaker attack effectiveness. Mean-
while, Shumailov et al. (2021) learned adversarial
inputs by maximizing activation norms, but regard
all neurons as homogeneous contributors. Recent
studies in jailbreak vulnerability (Zhao and Huang,
2025) and hallucination (Gao et al., 2025) suggest
that specific neurons critically shape model behav-
iors (Achtibat et al., 2024). Motivated by these
findings, we pose a fundamental question: does
over-reasoning in LRMs arise from specific neuron-
level mechanisms, and can such mechanisms be
systematically exploited to amplify reasoning be-
haviors?

In response to this question, we propose Aha
Neuron Localization (ANL), a method for local-
izing reasoning-related neurons by leveraging sig-
nals from Aha moments, characterized by the emer-
gence of reasoning tokens. Guided by these sig-
nals, ANL identifies a small subset of neurons that
exhibit abnormally high or suppressed activations
during the generation of reasoning tokens. With
the observation that directly intervening on the ac-
tivations of these neurons reliably induces over-
reasoning, we further develop an ANL-guided DoS
attack (AGDA) that optimizes adversarial suffixes
by selectively amplifying or suppressing target neu-
ron activations. This neuron-level guidance can
be naturally combined with output-level heuristics,
providing a more direct, stable, and mechanism-
aware optimization signal, substantially improving
both optimization efficiency and cross-model trans-
ferability of adversarial inputs.

Experiments on four benchmarks, GSMS8K,
SVAMP, BoolQ and LiveCodeBench, demonstrate
that the adversarial suffix learned by our method in-
duces over 2 x longer reasoning traces than state-of-
the-art methods on three open-source LRMs, and
transfers effectively to attack eight state-of-the-art
closed-source LRMs, as shown in Figure 1. These
results reveal that neuron-level activation guidance
enables effective and transferable over-reasoning
DoS attacks across models and settings. Our main
contributions are summarized as follows:

* We identify reasoning-related neurons that are
strongly associated with the generation of rea-
soning tokens, and demonstrate that interven-
tion on their activations can reliably induce
over-reasoning.

* We propose an Activation-guided DoS attack
for LRMs that leverages neuron-level activa-
tion signals enable more efficient and stable
optimization of transferable adversarial suf-
fixes.

* We demonstrate that the proposed attack in-
duces reasoning traces over 3.45x longer than
the original outputs and more than 2x longer
than state-of-the-art methods, while exhibiting
strong transferability to closed-source models.

2 Related Work

Large Reasoning Models. Recent advances in
LRMs show that scaling inference-time compu-
tation can substantially improve performance on
complex reasoning tasks. Prior work elicits multi-
step reasoning through prompting strategies such
as Chain-of-Thought (Wei et al., 2022) and its struc-
tured or iterative variants (Wang et al., 2023; Besta
et al., 2024; Yang et al., 2024), while more recent
models internalize reasoning capabilities during
training, as exemplified by DeepSeek (DeepSeek-
Aletal., 2025) and QWQ (Qwen Team, 2025). Be-
yond prompting and training, recent studies show
that reasoning behaviors can also be modulated
through activation-level interventions and repre-
sentation steering (Zhao et al., 2025; Hgjer et al.,
2025; Li et al., 2025; Kazama et al., 2026), suggest-
ing that internal neural states provide an effective
control interface for reasoning processes.

LLM Denial-of-Service Attacks. Distinguished
from jailbreak attacks (Xu et al., 2024), which
aim to elicit harmful content, denial-of-service
(DoS) attacks target system reliability and avail-
ability (OWASP, 2025). By covertly inducing ex-
cessive computation, these attacks are stealthier
than overtly malicious outputs and can degrade
deployed services. Early studies such as Sponge
examples (Shumailov et al., 2021) increase infer-
ence cost by amplifying internal activations, while
NICGSlowDown (Chen et al., 2022) and Verbose
Image (Gao et al., 2024) prolong generation via
EOS suppression. More recent methods explic-
itly target reasoning behaviors: Overthink (Ku-
mar et al., 2025) and Crabs (Zhang et al., 2025)
inject decoy tasks to trigger excessive reasoning,
while Engorgio (Dong et al., 2025) and ERA (Si
et al., 2025) optimize adversarial inputs (e.g., via
GCG (Zou et al., 2023)) to suppress EOS and am-
plify reasoning tokens. Despite their effectiveness,
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Figure 2: Overview of the ANL-guided DoS Attack (AGDA) and Aha Neuron Localization (ANL).

these approaches rely primarily on heuristic ob-
jectives without explicitly modeling the internal
mechanisms governing reasoning-driven genera-
tion, resulting in relatively inefficient adversarial
optimization and weaker attack effectiveness.

3 Method

Threat Model. (1) Attack Scenarios: We con-
sider token-metered LRM services in which infer-
ence cost depends on generated tokens, latency,
and compute usage. LRMs are often embedded
in agents that consume untrusted external content,
such as webpages, documents, or tool outputs, al-
lowing an attacker to indirectly inject adversarial
suffixes by poisoning such content. (2) Adver-
sary’s Target: The attacker’s goal is to learn a
universal suffix that can be appended to differ-
ent prompts to induce overlong reasoning traces,
thereby increasing token consumption, latency, and
serving cost without modifying model parameters.
(3) Adversary’s Capabilities: Following the
common surrogate-transfer attack setting (Si et al.,
2025; Gao et al., 2024; Zou et al., 2023), the at-
tacker optimizes a universal suffix on an accessible
open-source surrogate LRM using its parameters,
gradients, and activations. The deployed target
model remains inaccessible during optimization,
since the learned suffix transfers across prompts
and models.

Preliminaries. Given a set of queries Q
{¢1,42,...,qn}, the goal of a DoS attack on
LRMs is to learn a universal short adversarial suffix
s that, when appended to diverse queries, consis-
tently induces over-reasoning. For each query ¢, we

form the input (¢ ® s D y), where y is a fixed target
continuation used to obtain differentiable neuron
activations and logits at every token position. The
approximate attack objective L, .y measures in-
ference cost for the model on (g & s). The suffix
s is shared across all queries to promote transfer-
ability and is optimized in the discrete token space
using GCG with gradients VL (g )

3.1 Aha Neuron Localization

LRMs intermittently enter extended reasoning
phases, referred to as Aha Moments, which are char-
acterized by the emergence of reasoning-related
tokens R (e.g., “Wait”, “So”) and a surge in com-
putational overhead (Yang et al., 2025b). A com-
plete list of Aha tokens is provided in Appendix
A. While such phases enable complex reasoning,
they also present a critical vulnerability: attack-
ers can exploit Aha moments to craft adversarial
inputs that induce excessive over-reasoning, lead-
ing to DoS attacks (Si et al., 2025). Nevertheless,
existing heuristic objectives treat over-reasoning
as a black-box phenomenon, without probing the
underlying internal mechanisms of LRMs. To ad-
dress this limitation, we propose Aha Neuron Lo-
calization (ANL), a method that explicitly links
the emergence of Aha moments to specific neurons
within the model. By isolating these neurons, ANL
provides a mechanism-level handle for inducing
and controlling excessive reasoning.

Detecting Aha Moments. At each decoding step
t, ANL first computes the probability mass Pr(t)
assigned to a predefined set of reasoning-related
tokens R:
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Figure 3: Top-20 neurons (ranked by z-score) positively
correlated with reasoning token generation in Qwen-
14B, showing activations during Aha and Normal decod-
ing steps. Shaded regions indicate standard deviation.

Pr(t) = Z softmax(l);, (1)

1€R

where 1, € RVl is the ¢-th output logit values
from LRMs, and || is the vocabulary size. Based
on Pr(t), decoding steps are divided into two
categories. Specifically, steps with Pg(t) > 7,
are classified as Aha decoding, while steps with
Pr(t) <y, are treated as Normal decoding, where
Yo > Y defines a margin that filters out interme-
diate decoding steps, ensuring that only steps with
clear reasoning onset are retained.

Activation Analysis and Neuron Selection.
Based on the above step-level classification, ANL
then analyzes neuron activations by contrasting
Aha and Normal decoding steps. Specifically, for
each Transformer layer [ at decoding step ¢, we
extract the hidden state at the last token position,
yielding an activation vector a;; € R?, where d
denotes the hidden dimension and each coordinate
corresponds to an individual neuron. We treat the
scalar value on each dimension as the activation of
that neuron. To quantify the relevance of neurons
to reasoning, ANL measures activation differences
between Aha and Normal decoding steps using a
z-score. For each neuron j in layer [ with question
q, the z-score is defined as:

Aha Normal
Jbha = pooled ’

Jilq

() (A robe takes 2 bolts of blue fiber and half that much
g white fiber. How many bolts in total does it take?
o _- N
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Intervention
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Reasoning Length : 301
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Figure 4: The effect of intervening on the top-20 ANL-
identified neurons in Qwen-14B on the model’s reason-
ing length.

where £/ and 159" are the mean activations of

neuron j across all Aha and Normal decoding steps
within the question g, respectively. The pooled stan-

dard deviation a?j;?;ed = \/ (Uﬁ?f + U?f}f;“alz)/ 2
is computed from the standard deviations of Aha
and normal activations. We consider a neuron to
exhibit a significant activation shift a query ¢ if
|2;,1.4| > 7. Notably, to ensure both the statistical
validity and the robustness of the selected neurons
across diverse inputs, we compute z;; , only for
questions containing at least nni, Aha decoding
steps and n,;, Normal decoding steps, and retain
only neurons that show significant shifts in at least
p fraction of questions, forming the final set of
reasoning-related neurons N . More experimental
setups for ANL are deferred to Appendix A.

Figure 3 illustrates the mean activation shifts
of a subset of neurons positively correlated with
Aha moments in Qwen-14B. These neurons ex-
hibit clear activation increases during Aha decod-
ing steps, indicating their selective involvement in
explicit reasoning. Notably, some neurons show
consistent activation patterns across multiple lay-
ers, suggesting stable involvement in reasoning-
token generation. In addition, the identified neu-
rons are predominantly distributed in the shallow
and middle-to-late layers of the model. Detailed
distribution analysis is provided in Appendix B.1.

Neuron Intervention. To empirically examine
this, we directly intervene on these neurons dur-
ing decoding and observe the resulting changes in
model behavior. Specifically, at each decoding step
t, for a target neuron indexed by j in layer [, we
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modify its activation as:

Ah N al
ajie 4 ajie 40 (pht — i), 3)

where £31* and ;9™ denote the average acti-
vations of this neuron at Aha and Normal decod-
ing steps, respectively, computed across multiple
queries. We set 6 = 0.5 to introduce a mild yet
persistent intervention throughout generation. Fig-
ure 4 illustrates the responses before and after in-
tervention. Perturbing the identified neurons leads
to substantially longer reasoning traces and more
reasoning-related tokens. It supports the view that
they serve as effective internal control points for ex-
plicit reasoning and can therefore be leveraged as a
guidance signal for DoS attacks. More intervention
experiments are provided in Appendix B.2.

3.2 ANL-Guided DoS Attack

Existing DoS attacks either define £, ; .y solely
at the output level (e.g., suppressing termination
tokens or boosting reasoning-token likelihood) or
maximize layerwise ¢, activations uniformly across
all neurons. In contrast, our ANL-Guided DoS At-
tack (AGDA) leverage the reasoning-related neu-
rons identified in Section 3.1 to provide more pre-
cise guidance for inducing over-reasoning.

ANL-Guided Objective. We split the reasoning-
related neuron set N’z by the sign of their z-scores
into Npos (positively correlated with Aha-token
generation) and Ny, (negatively correlated). At
each optimization step, we compute neuron activa-
tions a;; ; at each decoding step ¢ in y for neurons
7 in layer [. The activation loss is defined as:

o 1
LanL = — W Z T Z ajlt
pos j l)e-/\/pos t
4)
| Nneg| Z Z Ajilits
(4.1 eNneg t

where 7T is the number of tokens in y, and they
hyperparameters « and 3 control the strength of
neuron-type guidance.

Since Lany explicitly promotes reasoning-
related behavior at the neuron level, it can be nat-
urally combined with existing output-level objec-
tives to further improve over-reasoning. In partic-
ular, we add a output token-level loss Lroken (Si
et al., 2025), which maximizes the likelihood of
reasoning tokens or other question-relevant key

tokens, while minimizing the probability of end-
of-sequence tokens (EOS) or special termination
markers such as </think>(EOT). The resulting
combined loss of AGDA is:

L = Lroken + LANL- ©)

Please refer to Appendix A for details of Lyogen.
Combined with £anr, this objective jointly pro-
motes reasoning-token generation and key neuron
activation, thereby facilitating over-reasoning.

GCG-Based Discrete Suffix Search. Due to the
discrete nature of text, the adversarial suffix s can-
not be optimized with standard gradient descent.
We therefore adopt the greedy coordinate gradi-
ent (GCG) (Zou et al., 2023) to perform gradient-
guided search in the discrete token space. At each
iteration, GCG computes gradients of the attack
objective with respect to the one-hot representa-
tions of suffix tokens, ranks candidate tokens by
their gradient magnitudes, and constructs a set of
candidate suffixes via coordinate-wise replacement.
The candidate with the lowest objective value is
selected for the next iteration. This process is re-
peated until convergence or a predefined budget is
reached, yielding a universal adversarial suffix.

4 Experiments

We organize our experiments to systematically
evaluate attack effectiveness (RQ1), transferabil-
ity (RQ2), neuron localization as the source of at-
tack gains (RQ3) and defense effectiveness (RQ4):
RQ1: Can neuron-level activation guidance im-
prove adversarial suffix optimization and thereby
enhance the effectiveness of DoS attacks on LRMs
compared to prior output-level objectives? RQ2:
Can adversarial suffixes optimized via activation
guidance generalize to unseen questions and trans-
fer to closed-source reasoning models, indicating
stronger transferability? RQ3: Are the gains of
activation-guided attacks grounded in accurately
localized reasoning-related neurons? RQ4: How
effective is perplexity-based input filtering at detect-
ing AGDA inputs while preserving clean queries?

4.1 Experimental Setups

Models. We evaluate our methods on both open-
source and closed-source LRMs. For open-
source models, we use DeepSeek-Distill-R1-Qwen-
14B (Qwen-14B), DeepSeek-Distill-R1-Llama-
8B (Llama-8B) and Qwen3-4B, which exhibit
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strong multi-step reasoning capabilities and al-
low neuron-level analysis. To assess transfer-
ability in black-box settings, we additionally
evaluate learned adversarial suffixes on several
closed-source models, including GPT-5.1, GPT-
5.5 (OpenAl, 2025a), o3-mini with high rea-
soning setting (03-mini(H)) and o03-mini with
medium reasoning setting (03-mini(M)) (OpenAl,
2025b), DeepSeek-R1 (DeepSeek-Al et al., 2025),
DeepSeek-V4 (DeepSeek-Al, 2026),Gemini-2.5-
flash (Gemini-2.5) (Comanici et al., 2025), and
Qwen3-Max (Yang et al., 2025a).

Datasets. We evaluate on two arithmetic rea-
soning datasets: GSM8K (Cobbe et al,
2021), SVAMP (Patel et al., 2021), as well
as a non-reasoning question-answering dataset,
BoolQ (Clark et al., 2019); and a long-horizon
code-generation benchmark, LiveCodeBench (Jain
et al., 2025). Unless otherwise specified, neuron
localization is performed using first 200 questions
from GSMSK training set. DoS attack evaluation
and neuron intervention experiments are conducted
on disjoint test subsets of first 50 questions from
each dataset to avoid overlap.

Baselines. We compare our attack against sev-
eral baseline methods: Random: a suffix of 20 ran-
domly sampled tokens as a noise control; CoT (Wei
et al., 2022): chain-of-thought prompting with five
reasoning-style suffixes (averaged results; prompts
in Appendix A); CatAttack (Rajeev et al., 2025):
By appending the distractor prompt “Interesting
fact: cats sleep most of their lives,” to induce over-
reasoning behavior in the model; Sponge Exam-
ples(SE) (Shumailov et al., 2021): A DoS Attack
method that constructs adversarial inputs by maxi-
mizing the /> norm of neuron activations within the
model. Engorgio (Dong et al., 2025): A method
for crafting “inference-cost” attacks via adversarial
prompts that force auto-regressive LLMs to pro-
duce excessively long outputs. ERA (Si et al.,
2025): a GCG-based adversarial suffix that pro-
motes reasoning-token generation while suppress-
ing termination tokens; Randomy:follows the
same optimization procedure as AGDA but re-
places the localized reasoning-related neurons with
an equally sized randomly sampled set.

Metrics. To evaluate AGDA on LRMs, we use
three categories of metrics: (1) Output length, in-
cluding the reasoning segment before </think>
(Rea), the answer segment after </think> (Ans),

and the full output (Full); (2) Aha-token count
(Aha), the number of reasoning-transition tokens
indicating explicit reasoning; and (3) Inference la-
tency (Lat), end-to-end generation time in seconds.
Detailed settings are provided in Appendix A.

4.2 DoS Attack Performance

To answer RQ1, we evaluate the effectiveness of
our proposed AGDA against several state-of-the-art
baselines, the results are summarized in Table 1.

Effectiveness of ANL Guidance. As shown in
Table 1, the standalone ANL-guided objective (
AGDA w/o L1oken) induces substantially longer
outputs, more reasoning tokens, and increased gen-
eration latency. Specifically, when applied to adver-
sarial suffix optimization on Qwen-14B, AGDA
w/o Lroken increases the total output length to
approximately 1,500 tokens on GSMS8K, signif-
icantly exceeding that of the original responses.
Moreover, its overall effect surpasses most base-
lines and is comparable to ERA, the strongest
heuristic-based method. Similar improvements
over the original responses are also observed when
optimization is performed on Llama-8B.
However, despite these gains, AGDA w/o
LToken underperforms ERA in terms of full out-
put length on GSMS8K (883.4 v.s. 1244.6). We
attribute this gap to the complexity of neural rep-
resentations and the inter-dependencies of neurons
in large-scale models. In particular, precisely iso-
lating a “pure” subset of neurons exclusively dedi-
cated to the “Aha moment” is non-trivial, as many
identified units exhibit functional polysemantic-
ity (Elhage et al., 2022) and support broader lin-
guistic processing. Consequently, the optimization
signal derived solely from internal activations may
be partially diluted by these shared functional roles.
It suggests that internal guidance can be further syn-
ergized by incorporating output-level constraints.

Synergistic Effects of ANL Guidance. To
demonstrate the synergistic effect of ANL guid-
ance, we propose a hybrid objective, Lrogen +
Lanr (AGDA), which integrates internal neural
guidance with output-level constraints to provide a
more direct and stable optimization signal for ad-
versarial suffix search. As demonstrated in Table 1,
AGDA consistently yields the strongest DoS effect
across all evaluated settings. On GSM8K, AGDA
prolongs the full output of Qwen-14B to 2354.8 to-
kens (a 3.49x increase over the original generation
and 1.65x over ERA), and that of Llama-8B to
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GSMSK (in-domain)

SVAMP (out-of-domain)

Models Methods
Rea Ans Full Aha  Lat Rea Ans Full Aha Lat
Original 3979 2772 6753 7.2 2638 1149 185.0 3242 7.9 13.9
Random 360.4 259.6 620.1 108 252 974  169.8 267.2 4.1 11.0
COT 167.4 300.7 468.1 4.5 19.1 97.8 183.3 281.2 5.9 11.1
SE 4209 1732 5942 9.6 22776 341.1 106.8 4479 11.8 18.8
Qwen-14B CatAttack 258.6 2949 553.6 85 227 101.5 1824 2839 6.6 11.9
Engorgio 176.1 3074 4835 22 193 106.7 198.8 305.5 1.5 124
ERA 1205.5 228.2 1433.7 38.7 549 971.6 1567 11284 453 47.1
Randomy 287.0 3225 6095 74 255 2065 1923 3988 8.8 14.2
AGDA w/0o Looken, 12662 193.1 1459.3 29.7 58.1 1350.7 56.1 1506.8 972 654
AGDA 2191.7 163.1 2354.8 88.9 90.7 23122 97.3 2409.5 198.1 102.3
Original 381.8 2772 659.1 128 16.1 166.8 183.5 350.3 8.8 11.6
Random 176.4 2925 4689 43 146 103.1 1755 278.6 4.8 9.5
COT 190.2 3047 4951 5.5 16.6 1039 1969 300.8 5.0 9.9
SE 1118.7 217.3 1336.1 393 32.6 596.8 169.1 7659 27.8 227
Llama-SB CatAttack 2044 305.0 5095 62 169 1009 1929 2939 5.1 7.7
Engorgio 158.8 288.6 4474 29 138 1241 1995 323.6 2.3 10.2
ERA 1004.9 239.8 12446 32.6 32.1 529.6 1709 7004 224 240
Randompy 1734 3304 5038 3.0 143 107.6 218.0 325.6 2.9 10.4
AGDA w/o Lroken, 6943  189.1 8834 182 212 603.7 1577 7614 177 203
AGDA 1399.1 1986 1597.6 454 399 1309.6 1283 14379 56.6 37.5

Table 1: Performance comparison of DoS attack methods using adversarial suffixes optimized on Qwen-14B and
Llama-8B. Suffixes are optimized on GSMS8K and evaluated on GSM8K (in-domain) and SVAMP(out-of-domain).
Bold and underlined text indicate the best and second-best performance, respectively.

1597.6 tokens (a 2.43x increase over the original
generation and 1.28 x over ERA). For more experi-
ments on Qwen3-4B, please refer to Appendix E.
In contrast, Randomy;, which targets random neu-
rons, achieves substantially weaker reasoning am-
plification than AGDA. These results underscore
the necessity of leveraging internal mechanistic
signals to more effectively navigate the discrete
optimization space, as AGDA learns suffixes that
systematically up-regulate \;,os and suppress Nyeq
(deferred to Appendix H), thereby inducing over-
reasoning via neuron-level intervention.

4.3 Transferability

To answer RQ2, we evaluate the transferability
of the suffixes learned via AGDA across two di-
mensions: generalization to unseen questions and
transferability to black-box closed-source models.

Generalization to Unseen Questions. A practi-
cal DoS attack requires a universal suffix to be
effective beyond the specific samples used dur-
ing optimization. As demonstrated in Table 1,
our ANL-guided suffixes exhibit strong general-
ization capabilities. When suffixes optimized on
a subset of GSMS8K are applied directly to the

SVAMP dataset, they consistently trigger mas-
sive over-reasoning. Specifically, the AGDA suffix
learned from Qwen-14B increases the output length
on SVAMP to 2409.5 tokens, corresponding to a
7.43 x increase over the original generation and a
2.14x improvement over ERA. For Llama-8B, the
output length on SVAMP reaches 1437.9 tokens,
outperforming ERA by a factor of 2.05x. These
results suggest that our method captures funda-
mental, task-agnostic reasoning triggers, allowing
adversarial suffixes to generalize across different
questions. For additional experiments on the non-
reasoning dataset BoolQ and the long-horizon code-
generation benchmark LiveCodeBench, please re-
fer to Appendices C and D, respectively.

Transfer to Closed-Source Models. To further
evaluate the threat of our attack in real-world set-
tings, we test the transferability of suffixes opti-
mized on white-box surrogates (Qwen-14B and
Llama-8B) to eight state-of-the-art closed-source
models. Evaluations are conducted on the GSM8SK
test set, with results averaged over five independent
queries per instance to ensure statistical reliability.

Figure 5 compares AGDA with both the original
generation and ERA across closed-source models.
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Figure 5: Transferability of adversarial suffixes optimized on Qwen-14B and Llama-8B to closed-source models.

Aha

30.8
40.7
88.9
28.4

Lat

83.9
62.8
90.7
454

Models  Method Rea

2028.2
1361.3

2191.7
874.4

Ans

124.0
198.5
163.1
236.0

Full

2152.2
1559.8
2354.8
1110.5

EELo

ANL-Mix
ANL-Pos
ANL-Neg

Qwen-14B

14.6
454
27.3
454

24.6
39.9
26.6
38.8

EELo
ANL-Mix
Llama-8B ANL-Pos

ANL-Neg

445.6
1399.1
844.7
1392.9

542.7
198.5
225.5
193.9

988.3
1597.6
1070.2
1586.8

Table 2: The impact of different neuron on ADGA per-
formance on GSMS8K.

We can observe that AGDA consistantly induce
longer full output tokens across various target mod-
els. For instance, the suffix optimized via Qwen-
14B causes 03-mini(H) to generate an average
of 2482.4 tokens, representing a 3.25x increase
over the original output. Similarly, the suffix from
Llama-8B induces an average output of 1230.6 to-
kens, corresponding to a 1.61x increase. Besides,
ERA shows unstable behavior in real-world sce-
narios. For example, the ERA suffix optimized
on Llama-8B paradoxically produces shorter out-
puts when applied to GPT-5.1 and Gemini-2.5. In
contrast, by incorporating internal neuron activa-
tions into the optimization objective, our method
provides a stronger guidance signal, yielding ad-
versarial suffixes that transfer more robustly and
effectively. Moreover, Appendix L further quan-
tifies the uncertainty across test questions using
question-level bootstrap 95% confidence intervals.
The results show that AGDA achieves a higher
mean reasoning length than the original generation
and outperforms ERA in most settings.

4.4 Analysis of Reasoning Neurons

Although Sections 4.2 and 4.3 demonstrate that
ANL-guided suffixes substantially outperform prior
DoS attacks, an important question remains: are

these gains truly attributable to accurate localiza-
tion of reasoning-related neurons? In this section,
we address RQ3 by examining whether targeting
different neuron sets yields different attack effec-
tiveness across models, thereby clarifying the role
of neuron localization.

Setup. We compare four neuron selection strate-
gies as optimization targets: (i) EELo (Zhao et al.,
2025), neurons identified by prior work as posi-
tively correlated with chain-of-thought behavior;
(i1) ANL-Mix, jointly targeting positively and nega-
tively correlated neurons identified by our method;
(iii) ANL-Pos, using only positively correlated neu-
rons; and (iv) ANL-Neg, using only negatively cor-
related neurons. Since the numbers of positively
and negatively correlated neurons identified in each
model differ substantially, we fix the number of tar-
get neurons as 35 for each model to ensure a fair
comparison, selecting neurons with |z-scoresl. For
EELo, we likewise select neurons exhibiting the
largest activation differences between reasoning
and Normal decoding steps. All other optimization
settings follow those in Section 4.2.

Results and Analysis. As shown in Table 2, the
effectiveness of ANL-guided attacks varies substan-
tially with the targeted neurons. On Qwen-14B,
optimizing against positively correlated neurons
(ANL-Pos) produces the strongest effect, while tar-
geting negatively correlated neurons (ANL-Neg)
yields much weaker gains. In comparison, Llama-
8B exhibits a different pattern. Specifically, ANL-
Mix achieves the best overall performance, with
ANL-Neg performing comparably well. These re-
sults suggest that different models exhibit distinct
preferences over neuron types, while jointly tar-
geting both positively and negatively correlated
neurons provides a relatively stable and robust op-
timization signal across different model architec-
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Model Threshold Clean ERA AGDA
Qwen3-4B 10.73 100% 0% 20%
Qwen-14B 11.94 100% 0% 4%
Llama-8B 10.16 100% 0% 5.5%

Table 3: Pass rates under perplexity-based input filter-
ing. Higher attack pass rates indicate stronger defense
bypass.

tures. More neuron-related analysis results are
shown in Appendix B.

Across both models, neurons identified by EELo
lead to markedly weaker improvements, and fail
to generalize to Llama-8B. This observation sug-
gests that selecting only positively correlated neu-
rons in EELo may not align well with the neuron
preferences of all models. It further supports the
robustness of jointly targeting diverse neuron types.

4.5 Perplexity-Based Input Filtering Against
AGDA

Setup. To answer RQ4, we evaluate perplexity-
based input filtering following Jain et al. (2023).
Given a tokenized input = = (z1,...,z7), we di-
vide it into consecutive, non-overlapping 10-token
windows {W;}. Using the complete preceding con-
text, the perplexity of each window is computed
as

1
PPLy(W;) = exp —W Z log po(z; | T<;)
J

iceW;
(6)

For an input x, we use its maximum window
perplexity, My(z) = max; PPLy(W;), as the
detection statistic. For each model, the defense
threshold is set to the largest detection statistic
among the clean calibration inputs, i.e., 79 =
maxgep,,, Mp(x). An input is rejected when
Mpy(x) > 9. We evaluate the calibrated defense
on a disjoint set of 200 clean questions and their
suffix-appended variants, reporting the proportion
of inputs that pass the filter.

Results and Analysis. As shown in Table 3,
all held-out clean inputs pass the filter, while
all ERA inputs are rejected. In contrast, AGDA
achieves pass rates of 4%—20%, indicating that it
is comparatively more difficult to detect. However,
these model-specific thresholds may not generalize
across different types of complex inputs, while re-
jecting suspicious inputs prevents the system from

providing useful responses. Therefore, although
perplexity-based filtering rejects most attacked in-
puts, it does not constitute a reliable and complete
defense. Effectively mitigating such attacks while
preserving normal response utility remains an open
problem. Appendix O further discusses other po-
tential defense directions.

5 Conclusion

In this work, we study over-reasoning in LRMs
from a neuron-level perspective and show that it
can be exploited for DoS attacks. Leveraging neu-
rons strongly associated with Aha moments identi-
fied by ANL, we demonstrate that directly manipu-
lating their activations suffices to induce sustained
and excessive reasoning. Building on this obser-
vation, we propose AGDA, which learns universal
adversarial suffixes by leveraging neuron activa-
tion signals during surrogate-model optimization.
Extensive experiments show that these suffixes in-
duce stronger over-reasoning with superior cross-
model and cross-dataset transferability. Overall,
our findings that that over-reasoning vulnerabilities
in LRMs are closely tied to specific internal neuron
activations, and highlight the need to understand
and secure the internal mechanisms in LRMs.

Limitations

First, our analysis focuses on over-reasoning be-
haviors driven by reasoning tokens and their associ-

" ated neurons. Other internal mechanisms that may

also contribute to excessive computation (such as
changes in attention distributions) are not explored
in this work and remain an important direction for
future research.

Second, defending against reasoning-oriented
DoS attacks without degrading model utility on
benign inputs remains challenging. Directly con-
straining the activations of ANL-identified neu-
rons is not a straightforward defense, as persistent
neuron-level interventions may disrupt normal gen-
eration and reduce answer quality. As evaluated
in Section 4.5, perplexity-based input filtering can
detect most adversarial suffixes, but it remains in-
complete and requires model-specific threshold cal-
ibration. Moreover, rejecting suspicious inputs may
prevent the model from serving legitimate requests.
Alternatively, techniques such as adversarial suf-
fix filtering and reasoning penalties(Wang et al.,
2025) could be considered to alleviate the damage
caused by such attacks to the model(please refer to
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Appendix O). However, how to maintain response
accuracy during benign intervention remains an
open problem for future work.

Third, the neurons identified by ANL are char-
acterized by their association with reasoning-token
generation. While Appendix I shows that mild
intervention on these neurons can improve rea-
soning accuracy in controlled settings, we do not
study how to systematically leverage or regulate
such neurons in complex scenarios. In particular,
dynamically modulating neuronal interventions to
adaptively control reasoning depth across tasks of
varying difficulty is beyond the scope of this paper
and is left for future work.

Finally, we observe that adversarial suffixes op-
timized on Qwen-based surrogate models gener-
ally achieve stronger transferability and DoS ef-
fectiveness than those optimized on Llama-based
surrogates, consistent with observations in ERA (Si
et al., 2025). This discrepancy may relate to differ-
ences in model architecture, attention mechanisms,
or reasoning styles. However, systematically identi-
fying the underlying causes requires broader mech-
anistic analysis across model families, which is
beyond the scope of this work and left for future
research.
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A Experiment Setting

Aha Neuron Localization (ANL) Settings. Fol-
lowing prior work (Yang et al., 2025b), we de-
fine the reasoning-related token set R as {“Wait”,
“Okay”, “Hmm”, “Alternatively”, “So”, “There-
fore”, “Let”, “Alright”}, including their lowercase
variants and versions with leading spaces. The
impact of different reasoning token on the perfor-
mance of ANL and AGDA, please refer to Ap-
pendix F.

To determine the thresholds v, and ~;, we first
analyze the probability distribution of the reasoning
probability Pr across the responses of 200 ques-
tions during both reasoning (Aha) and standard
(Normal) generation steps. Using a quantile-based
approach, we set v, as the 25th percentile of the
Pr distribution during Aha decoding steps. Note
that since Pr values during Normal generation are
predominantly near zero for both models, we unify
v, = 0.001 to ensure clear separation between
Aha and Normal decoding steps. Specifically, for
Qwen-14B, we set (7q,7) = (0.63,0.001), and
for Llama-8B, we set (74,75) = (0.508,0.001). In
addition, we set the issue coverage p = 0.1. Param-
eter sensitivity analysis of v, and -, is provided in
Appendix G.

To ensure the statistical robustness of the local-
ized neurons, we address the potential scarcity of
Aha moments in responses to clean queries. Since
some queries may elicit few or no reasoning tokens,
we perform three independent samplings for each
question, and set the max tokens is 1000. Further-
more, a question is only included in the neuron
activation collection and z-score calculation if it
generates at least n,,,;, = 10 identified Aha decod-
ing steps. This filtering criterion ensures that the
localization is based on sufficiently dense reason-
ing signals, thereby enhancing the precision of the
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Figure 6: Distribution of Aha Moment-related neurons located by ANL across different layers of the Qwen-14B and
Llama-8B. Colored bars represent the count of neurons with varying correlations to Aha token generation per layer,
while the line denotes the total number of localized neurons in each layer.

identified Aha neurons. Furthermore, we apply a
threshold of 7 = 2.0 to the |z-scorel, ensuring that
the identified neurons exhibit a statistically signifi-
cant activation disparity between Aha and Normal
decoding phases.

Suffix Optimize Setting. For consistency and
fair comparison, all GCG-based methods optimize
a shared adversarial suffix of length 20 tokens. We
use a fixed target continuation designed to trigger
reasoning behavior:

“Okay, let me think, so the problem is.
Wait, let me double check.”

This sequence is repeated five times as the optimiza-
tion target y. We run the optimization for 1,000
iterations. At each iteration, 10 questions are ran-
domly sampled from the training pool to evaluate
candidate suffixes. The GCG search width and the
number of candidate suffixes are both set to 128.
The suffix that minimizes the aggregated loss is
selected for the subsequent iteration.

Loss Functions and Hyperparameters. In our
experiments, the total loss consists of the token-
level cross-entropy loss Lroken and our proposed
activation-based loss Lanr. Following the method-
ology of ERA (Si et al., 2025), the token-level loss
LToken 18 defined as:

Ltoken = & Lpcg + B'Ler + 7' Lot,  (7)

where Lpcg encourages the model to generate to-
kens related with the query, Lgg facilitates the pro-
duction of reasoning-related tokens (e.g., “Wait”,
“Hmm”), and Lpt penalizes the generation of end-
of-sentence (EOS) or end-of-think (EOT) tokens
to delay termination. We maintain the original co-

efficients (o', 8',7') = (1,50, 1) to ensure a fair
comparison.

For our proposed activation-based loss £anr. de-
tailed in Section 3.2, the coefficients («, 3) are
model-specific due to the internal architectural
differences: (i) for Qwen-14B, we set (o, 5) =
(25, 0), focusing exclusively on maximizing the ac-
tivation of positive-related neurons; (ii) for Llama-
8B, we set (o, ) = (25, 25), targeting both posi-
tive and negative neurons simultaneously to effec-
tively induce over-reasoning behavior. A detailed
ablation study on the impact of these different neu-
ron types on AGDA performance is provided in
Section 4.4.

Inference Parameters. During model response
generation, learned suffixes are appended to the
evaluation questions. We employ a temperature
of 0.9 and a top-p value of 0.95, and set the
max_tokens = 3000. Each evaluation instance is
repeated five times, and the results are averaged to
account for generation variance.

Hardware. All experiments, including neuron
localization, suffix optimization, and evaluation,
are conducted on a single NVIDIA H100 (80 GB)
GPU.

Cot Prompts. We evaluate the following chain-
of-thought prompts in CoT baseline:
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e Let’s think step by step.

o Take a moment to reflect before answering,
as the solution may not be as straightfor-
ward as it looks.

* Before concluding, state your uncertainty
and confidence level.

» Explain which part of your reasoning is
most likely to be misunderstood and clar-

ify it.
* Propose more completely different solu-
tion paths.

B ANL Neuron Visualization and
Sensitivity Analysis

B.1 ANL Neuron Distribution

We first analyze the distribution of neurons iden-
tified by ANL. As shown in Figure 6, for Qwen-
14B, ANL identifies a total of 234 neurons that are
strongly associated with Aha moment token gener-
ation, including 174 positively correlated neurons
and 60 negatively correlated neurons. For Llama-
8B, we identify 105 highly correlated neurons in
total, with 35 positively correlated and 70 nega-
tively correlated neurons.

Across both models, Aha-related neurons are
not uniformly distributed across layers. Instead,
they are predominantly concentrated in the shallow
layers and the middle to late layers of the network,
suggesting that both early token processing and
higher level semantic transformations contribute to
the onset of reasoning.

Figure 7 summarizes the average activation
changes of negatively correlated neurons in Qwen-
14B. These neurons exhibit suppressed or weak
activation during Normal decoding and exhibit
stronger suppression at Aha moments, complement-
ing the positively correlated patterns discussed in
Section 3.2.

Similar behaviors are observed in Llama-8B
(Figure 10). Some ANL-identified neurons also
show consistent correlations across layers (e.g.,
neuron 1767 as positive and neuron 1003 as nega-
tive), providing additional evidence that ANL cap-
tures stable neuron-level signals associated with
reasoning.

B.2 ANL Neuron Sensitivity Analysis

To further validate that the neurons identified by
ANL are causally related to the generation of rea-
soning tokens, we conduct a neuron-level sensitiv-
ity analysis by directly intervening on their activa-
tions and examining the resulting changes in model
outputs. This analysis complements the attack-
based ablations in Section 4.4 by isolating the effect
of neuron manipulation from suffix optimization.

Neuron Intervention Setup. We compare inter-
ventions on different neuron sets, including ANL-
Pos, ANL-Neg, ANL-Mix, EELo, and a Random
baseline that selects neurons uniformly at random.
Since the numbers of positively and negatively cor-
related neurons differ across models, we fix the
number of intervened neurons to 35 for all settings,
selecting neurons with the largest |z-scoresl to en-
sure comparability.

The setup for neuronal intervention is the same
as in Section 3.1. The maximum generation length
is set to 2000 tokens, and use greedy decoding.
We report the resulting changes in output length
and Aha token counts. For the Random baseline,
perturbation values are randomly sampled from the
activation distribution of the target neurons.

Results and Analysis. As shown in Table 5, neu-
ron interventions lead to markedly different effects
depending on the neuron set. On Qwen-14B, inter-
vening on ANL-Pos produces the largest increase
in both output length and the number of reasoning
tokens, while interventions on ANL-Neg are sub-
stantially less effective. In contrast, Llama-8B is
more sensitive to interventions on negatively cor-
related neurons, consistent with the observations
from Section 4.4. Interventions on EELo neurons
and Random—which selected neurons yield only
limited changes in both models, indicating that the
observed effects are attributable to the quality of
target neuron.

Intervention Strength and Coverage. We ana-
lyze the effect of intervention strength and neuron
coverage by varying the proportion of intervened
neurons and scaling factor §. Figures 11 and 12
show results on Qwen-14B and Llama-8B. Due to
computational constraints, we limit the maximum
generation length to 1000 tokens.

Overall, increasing intervention ratio or strength
generally leads to longer reasoning traces and more
reasoning tokens. However, on Qwen-14B, when
the intervention ratio exceeds 0.3 or § > 0.3, rea-
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Figure 7: Top-20 neurons (ranked by |z-scorel) negative
correlated with reasoning tokens generation in Qwen-
14B, showing activations during Aha and Normal steps.
Shaded regions indicate standard deviation.

soning tokens begin to decrease, suggesting that
ANL-identified neurons are not solely responsi-
ble for reasoning-token generation. This moti-
vates AGDA, which combines activation-level guid-
ance with token-level objectives rather than relying
solely on neuron activation.

Method Rea Ans Full Aha Lat
Original 1386.1 2754 1661.5 47.1 70.2
Random 1421.2 257.0 1678.2 54.8 70.1
CoT 1384.6 267.3 16519 549 69.7
CatAttack 1426.3 267.2 16935 548 71.3
Engorgio  1173.3 2449 1418.3 449 61.9
SE 1280.8 273.2 1554.0 459 66.0
ERA 1048.7 211.3 12599 355 61.8
Randomy 1261.8 342.5 16044 456 69.4
AGDA 2324.3 308.7 2633.1 75.6 139.3

Table 4: Performance comparison of DoS attack meth-
ods on GSMSK using adversarial suffixes optimized on
Qwen3-4B.

C The effect of attacks on non-reasoning
inputs

To further demonstrate the generality of our method
beyond mathematical reasoning tasks, we include
an additional evaluation on a non-mathematical
dataset, BoolQ, which focuses on commonsense
question answering. The experimental setup fol-
lows Section 4.2.
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Figure 8: Transferability of adversarial suffixes opti-
mized on Qwen3-4B to closed-source models.
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Figure 9: Ablation study on the reasoning token set R
in Qwen3-4B.

The results are shown in Table 6. Compared to
GSMS8K and SVAMP, BoolQ requires less com-
plex multi-step reasoning, and thus the overall rea-
soning length and total output length under attack
are generally shorter. Nevertheless, our method
continues to exhibit strong robustness and consis-
tently achieves the largest output-length amplifica-
tion compared to all baselines.

These results suggest that the neurons identified
by ANL are not limited to math-specific chain-of-
thought behaviors, but instead capture more general
reasoning-related activation patterns.

D AGDA on Long-Horizon Code
Generation

To further evaluate whether AGDA generalizes
beyond short-answer reasoning and question-
answering tasks, we conduct additional experi-
ments on LiveCodeBench (Jain et al., 2025), which
requires multi-step program reasoning and code
generation. We randomly sample 50 problems and
evaluate Qwen-14B, Qwen3-4B, and Llama-8B
using the adversarial suffixes optimized in our orig-
inal experimental setting, without task-specific re-
optimization. We set max_tokens = 10,000 to
accommodate the substantially longer generations
required by code-generation tasks, while keeping
all other decoding parameters unchanged.
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As shown in Table 7, the models already gen-
erate long reasoning traces on LiveCodeBench,
with some responses reaching the maximum gen-
eration length even without adversarial interven-
tion. Nevertheless, AGDA further increases the
average reasoning length from 7377.1 to 7894.3 to-
kens on Qwen-14B, from 7446.2 to 8404.1 tokens
on Qwen3-4B, and from 7208.2 to 7521.8 tokens
on Llama-8B, corresponding to increases of ap-
proximately 7.0%, 12.9%, and 4.4%, respectively.
Moreover, AGDA produces longer full outputs than
ERA across all three models and generates more
Aha tokens on Qwen-14B and Qwen3-4B. Over-
all, these results show that AGDA is not limited
to short-answer tasks and can further amplify rea-
soning behavior on long-horizon code-generation
tasks without task-specific re-optimization.

E AGDA on Qwen3-4B

To further evaluate whether AGDA depends on
a specific surrogate model, we additionally opti-
mize adversarial suffixes on Qwen3-4B, a relatively
small open-source reasoning model. Similar to
the Llama-8B and Qwen-14B models in Table 1,
Qwen3-4B explicitly exposes reasoning boundaries
(<think></think>) in its outputs, facilitating reli-
able reasoning-metric computation. We then eval-
uate the transferability of the learned suffixes on
multiple closed-source LRMs.

Table 4 presents the attack performance on
Qwen3-4B itself. Notably, Qwen3-4B already ex-
hibits a strong tendency toward long reasoning gen-
erations under clean prompts, producing an aver-
age of 1386.1 reasoning tokens. Under this setting,
methods such as ERA suffer from insufficient opti-
mization, resulting in poor attack performance and
even reduced reasoning length. In contrast, AGDA
still significantly amplifies over-reasoning behav-
ior, increasing the reasoning length from 1386.1 to
2324.3 and substantially improving all related met-
rics, including Aha token frequency and latency.
This observation suggests that purely lexical opti-
mization becomes less effective when the surrogate
model already naturally generates long CoT trajec-
tories, while neuron-guided optimization remains
capable of further manipulating the internal reason-
ing dynamics.

Figure 8 further demonstrates that adversarial
suffixes optimized on Qwen3-4B generalize ef-
fectively to a wide range of closed-source LRMs.
Compared with the original prompts and ERA,
AGDA consistently induces substantially longer
reasoning trajectories across nearly all evaluated
models. For example, on GPT-5.5, AGDA in-
creases the reasoning token consumption from
70.49 to 440.87, corresponding to a 6.28 X increase.

These results suggest that the neuron-level rea-
soning patterns exploited by AGDA are not tightly
coupled to a particular surrogate model architecture.
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Instead, the optimized suffixes appear to capture
more general reasoning-related activation behav-
iors shared across modern LRMs, enabling strong
transferability even from a lightweight 4B-scale
open-source model to substantially larger closed-
source systems.

F Ablation on the Reasoning Token Set R

To evaluate how perturbations to the reasoning to-
ken set ‘R affect neuron localization and AGDA
effectiveness, we perform a leave-one-out ablation
study on Qwen3-4B. Specifically, we iteratively
remove a single reasoning token from R, rerun the
neuron localization process, and subsequently re-
train AGDA adversarial suffixes using the newly
localized neurons. For computational efficiency,
we set the number of AGDA optimization itera-
tions to 500 in this experiment.

Figure 9 presents the reasoning length and neu-
ron overlap under different token removals. We
observe that most variants still preserve relatively
high neuron overlap ratios (typically above 0.7),
indicating that the localized reasoning neurons re-
main generally stable under moderate perturbations
to R. At the same time, removing different reason-
ing tokens leads to different attack effectiveness,
suggesting that certain reflective reasoning tokens
contribute more strongly to sustained reasoning dy-
namics. In particular, removing “so” yields the
lowest neuron overlap ratio (0.409) and simultane-
ously causes one of the largest reductions in rea-
soning length. This is because tokens such as “so”
and “wait” frequently occur at reasoning transition
points in natural language and thus carry stronger
probing signals for sustained reasoning.

Overall, we observe a clear correlation between
neuron overlap and AGDA effectiveness: variants
with lower neuron overlap generally exhibit weaker
over-reasoning behavior. These results suggest that
the effectiveness of AGDA is closely related to the
quality and consistency of the localized reasoning
neurons.

Beyond the definition of the reasoning token set
‘R, differences in tokenizer designs across models
may also affect the transferability of adversarial
suffixes. However, since closed-source LRMs do
not expose their tokenizer implementations, it is
difficult to systematically evaluate how tokenizer
discrepancies influence DoS attack effectiveness.
Nevertheless, as shown in Figures 5 and 8, AGDA
still demonstrates strong transferability across a

wide range of closed-source models despite poten-
tial tokenizer differences. This observation further
suggests that modern LRMs may share similar rea-
soning dynamics, and highlights the robustness and
effectiveness of our method.

G Sensitivity Analysis of v, and ~,

We further analyze the sensitivity of ANL to the
threshold parameters ~,, and ;. Taking Qwen3-4B
as an example, when the next token belongs to the
reasoning token set R, the cumulative probability
mass over R exhibits 25%, 50%, 75%, and 100%
quantiles of [0.66, 0.919, 0.993, 1.00]. In contrast,
when the next token is a normal token, the quantiles
of the cumulative probability mass over R are [0, 0,
0, 0.993]. Based on this distribution, we set 7y, to
the 25th percentile to balance localization quality
and sample quantity, while 7 is set to a small value
of 0.001 to avoid mixing Normal steps with Aha
steps.

For the sensitivity analysis of v,, we fix v, =
0.001 and vary 7, € {0.1,0.3,0.5,0.7,0.9}. We
then compare the overlap between the localized
neurons and the original ANL neuron set (using
Yo = 0.66 for Qwen-14B and v4 = 0.63 for
Qwen3-4B). In addition, we apply lightweight neu-
ron intervention following Appendix B.2 with inter-
vention strength 0.3 and report the resulting num-
ber of reasoning tokens. As shown in Figure 15,
both models exhibit a similar trend: neuron overlap
and intervention-induced reasoning behavior first
increase and then decrease as 7y, becomes larger.
This observation suggests that moderately larger v,
values help better separate Aha steps from Normal
steps, thereby improving neuron localization qual-
ity. However, excessively large v, values signifi-
cantly reduce the number of available Aha samples,
which in turn weakens localization stability.

For the sensitivity analysis of v, we fix 7,
(0.66 for Qwen-14B and 0.63 for Qwen3-4B) and
vary 7, € {0.01,0.02,0.03,0.04,0.05}. Figure 16
shows that both neuron overlap and intervention-
induced reasoning behavior generally decrease as
7y increases. This result indicates that overly large
v, values may introduce ambiguity between Aha
steps and Normal steps, thereby reducing the con-
sistency of the localized reasoning neurons. Over-
all, these results demonstrate that the proposed
threshold design achieves a reasonable balance be-
tween localization quality and sample efficiency
across different models.
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Models

Methods

GSM8K

SVAMP

Rea Ans

Full

Aha

Rea

Ans

Full

Aha

Qwen-14B

Original 4209 2599
Random 271.3 2227
EELo 4009 2492

681.8
265.8
651.1

94
59
11.3

310.0
132.9
306.7

158.2
178.0
161.0

469.3
311.9
468.7

11.6
4.1
9.9

ANL-Mix
ANL-Pos

1068.5 205.3
19999 0.0

ANL-Neg 428.8 2409

1274.7
1999.9 775.2 2000.0

670.7

38.9

13.5

2000.0

363.9

0.0
0.0
164.0

2000.0 398.7
2000.0 571.6

529.0

11.6

Llama-8B

Original 708.1 170.9
Random 702.6 141.1

EELo

1061.4 117.2

880.1
844.7

1179.3

20.8
5.5
47.1

468.9
201.7
769.4

127.6
95.1
87.5

597.5
297.7
857.8

19.2
2.0
32.8

ANL-Mix 8319 148.0
ANL-Pos 7594 145.1

ANL-Neg

1488.8 684

980.9
905.4

35.7
29.3

607.1
506.5

1557.6 5579 1258.1

101.7
123.2
142.1

709.8
630.7

25.7
18.2

1400.6 591.7

Table 5: The impact of different neuronal intervention methods on output length and the generation of reasoning
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Figure 13: Impact of AGDA-optimized adversarial suffixes on target neuron activations in Qwen-14B. The line
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Figure 14: Impact of AGDA-optimized adversarial suffixes on target neuron activations in Llama-8B. The line
plots illustrate the temporal evolution of activation values across decoding steps, averaged over 50 querys from the

GSMBSK dataset.

Qwen-14B ‘ Llama-8B
Method Rea Ans Full Aha Lat ‘ Rea Ans Full Aha Lat
Original 618.8 196.1 8150 87 302 | 697.2 2072 9040 104 30.5
Random 596.8 1784 7853 8.6 30.1 | 542.0 171.1 713.8 8.0 25.8
CoT 633.1 1892 8224 87 312 | 703.5 2075 911.0 10.8 31.6
CatAttack 608.4 1780 7864 94 298| 6058 1733 779.2 10.5 28.0
Engorgio  683.6 104.0 7873 11.3 304 | 739.7 118.6 8583 123 28.6
SE 5154 1459 661.3 7.7 26.1 | 9249 206.1 1131.0 14.5 389
ERA 893.8 167.8 1061.6 16.0 358 | 7723 163.6 9359 12.8 335
AGDA 1353.5 199.6 1553.1 29.7 47.7 | 10479 123.8 1171.7 18.1 41.1

Table 6: Performance comparison of DoS attack methods on BoolQ using adversarial suffixes optimized on Qwen-

14B and Llama-8B.
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Model Method Rea Ans Full Aha Lat

Original  7377.1 313.3 7690.4 168.2 305.7
Qwen-14B  ERA 74469  85.8 75327 161.8 302.6
AGDA 78943 2825 8176.8 184.1 319.1

Original 74462 3541 78003 169.2 3109
Qwen3-4B  ERA 74312 833 75146 163.0 296.8
AGDA 8404.1 2112 86153 191.0 334.6

Original 7208.2 1352 73434 1572 2917
Llama-8B  ERA 71342  276.7 7410.8 1535 293.0
AGDA 7521.8 1055 76273 162.1 303.7

Table 7: Performance comparison on 50 randomly sampled LiveCodeBench problems. The adversarial suffixes are
transferred without task-specific re-optimization.
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H Impact of Adversarial Suffixes on ANL
Neurons

We analyze how adversarial suffixes learned by
ADGA influence the activations of ANL-identified
neurons during generation. For each model (Qwen-
14B and Llama-8B), we take the suffix learned in
Section 4.2 and append it to 50 GSMS8K questions,
then record target neuron mean activations at each
decoding step. As a baseline, we repeat the same
procedure without appending the suffix. Since the
original responses without suffixes are relatively
short, we align sequences by reporting statistics
over the earliest decoding steps, using the shortest
response length as reference (234 steps for Qwen-
14B and 250 steps for llam-8b).

Figures 13 and 14 show the average activation
shifts over time. In both models, appending the ad-
versarial suffix leads to a sustained increase in the
activations of neurons positively correlated with
reasoning tokens (N;Jos)’ while neurons negatively
correlated with reasoning (Nneg) exhibit a consis-
tent decrease in activation. These trends persist
across many decoding steps, indicating that the
learned suffixes induce a stable change in internal
activation dynamics rather than transient effects.

To further disentangle reasoning elongation from
generic output elongation, we additionally con-
struct a non-reasoning control suffix (ESSAY):
“After answering this question, please compose an
essay praising labourers, making it as lengthy as
possible.” Although this suffix substantially in-
creases answer length, it does not significantly
prolong reasoning content or increase Aha-token
generation. Table 8 reports the corresponding re-
sults, where Act(Pos) and Act(Neg) denote the
mean activation shifts (with standard deviations)
of positively and negatively correlated ANL neu-
rons in Qwen-14B and Llama-8B, measured rela-
tive to the original generations without suffixes. In
contrast to ESSAY, AGDA produces substantially
longer reasoning traces and induces much stronger
modulation of ANL neurons, yielding larger activa-
tion increases on MOS and stronger suppression on
Nneg, while also exhibiting lower activation vari-
ance across decoding steps.

These results suggest that the neurons identified
by ANL are not merely associated with generic
verbosity or continuation length. Instead, AGDA
specifically manipulates neurons closely related to
reasoning transitions and sustained reasoning be-
haviors. While some ANL neurons may weakly

respond to non-reasoning tokens due to neuron
polysemanticity (Elhage et al., 2022), such effects
alone are insufficient to induce substantial reason-
ing elongation. Overall, the results further high-
light the importance of jointly constraining neuron-
level activations and reasoning-token generation
through the combined £ 4o + Lroken Objective.

I Accuracy Analysis with Neuron
Intervention

As a supplementary analysis, we investigate
whether neurons identified by ANL also affect stan-
dard reasoning accuracy. We evaluate Qwen-14B
and Llama-8B on the first 100 problems from two
mathematics benchmarks, GSM8K (Cobbe et al.,
2021) and MATH (Lightman et al., 2023). Models
are decoded greedily with a maximum length of
5000 tokens, while neuron intervention is applied
only during the first 500 decoding steps to avoid
excessively long outputs.

For Qwen-14B, we intervene on the top 40 posi-
tively correlated neurons with § = 0.3; for Llama-
8B, we intervene on the top 50 positively and nega-
tively correlated ranked by |z-scorel with § = 0.4
(see Section 3.2 for details). Final answers are ex-
tracted using GPT-5.1 with a fixed prompt template.
As shown in Table 8, neuron intervention leads to
accuracy(Acc) improvements on both datasets, and
increased number of reasoning tokens in response.

These results suggest that the localized neurons
capture key reasoning mechanisms that facilitate
deeper reasoning under mild intervention, offer-
ing supporting evidence for potential applications
beyond the DoS attack setting.

Here is a math question and a model’s answer
about this question. Please extract the EXACT
number from the answer text as the final an-
swer for question.

QUESTION: {}

ANSWER: {}

Final format should be a legal 'number’ with-
out any suffix such as ’$’.

The final answer is:

J Impact of AGDA on Answer Quality

We evaluate the impact of AGDA on answer quality
using the first 50 problems from the GSM8K test
set. For each problem, we generate three responses
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Model Method Rea Ans Full Aha Lat Act(Pos) Act(Neg)
Original 3979 2772 6753 72 268 / /
Qwen-14B  ESSAY 192.8 871.2 10639 64 42,1 0.18+2.21 —-0.10%+1.06
AGDA  2191.7 163.1 23548 889 90.7 1.594+1.00 —-0.6640.77
Original ~ 381.8 2772  659.1 12.8 16.1 / /
Llama-8B  ESSAY 158.5 7517 910.2 46 31.1 0.056+£0.03 —-0.04+0.11
AGDA  1399.1 198.6 1597.6 454 393 436+217 —1.94+1.26

Table 8: Comparison between a generic length-inducing suffix (ESSAY) and AGDA on Qwen-14B and Llama-8B.

Models Methods GSMBK MATH
Rea Ans Full Aha Acc Rea Ans Full Aha Acc
Qwen-14B Original  490.5 236.6 7282 16.1 091 21753 2953 2471.6 59.6 0.68
Intervation 608.7 231.5 841.2 229 094 25333 276.8 28109 77.0 0.69
Llama-8B Original  798.8 164.7 964.5 29.5 0.88 2269.5 237.5 25079 67.0 0.64
Intervation 904.7 162.7 10684 36.1 0.92 21817 249.6 24322 71.6 0.68

Table 9: The effect of neuronal intervention on the accuracy of model on GSM8K and MATH

from GPT-5.5 under both Original and AGDA, us-
ing the suffix optimized on Qwen3-4B. We adopt
a strict problem-level criterion, counting a prob-
lem as correct only when all three responses are
judged correct. Response correctness is assessed
by GPT-5.5 using the following fixed prompt:

Here is a math question, its reference an-
swer, and a model response. Please determine
whether the model response correctly answers
the original question. A response should be
judged as correct if it explicitly provides the
correct answer and does not subsequently re-
tract or contradict it.

QUESTION: {}

REFERENCE ANSWER: {}

MODEL RESPONSE: {}

Return only “Correct” or “Incorrect.”

The judgment is:

AGDA increases the average reasoning length
from 59.1 to 463.3 tokens, corresponding to a
7.84x increase, while strict accuracy decreases
from 86.0% to 80.0%. The model typically solves
the original problem before continuing to respond
to the adversarial suffix, indicating that AGDA pri-
marily increases reasoning overhead by interfering
with timely termination.

K “Rea” distribution under AGDA
attacks

To provide a more comprehensive characterization
of the model’s reasoning behavior across different
inputs, we analyze not only the average reasoning
lengths but also their full distribution. Relying
solely on mean values may obscure heterogeneous
behaviors, such as bimodal distributions where the
attack succeeds on some inputs but fails on others.

Specifically, we group the generated reason-
ing lengths into predefined intervals (e.g., 0-500,
500-1000, 1000-2000, 2000-3000 tokens) and re-
port the number or proportion of samples within
each interval. This approach allows for a more de-
tailed understanding of the model’s performance
across varying reasoning lengths, providing richer
insights than average statistics alone.

Table10 shows the distribution of reasoning
lengths on GSMS8K for Qwen-14B and Llama-8B,
comparing the original outputs with three attack
methods (AGDA, ERA, and SE). In the original
models, most reasoning traces are short, with 76%
of Qwen-14B samples and 78% of Llama-8B sam-
ples falling within the 0-500 token range.

Under attack, AGDA significantly extends rea-
soning length: on Qwen-14B, most samples fall
within 2000-3000 tokens, while on Llama-8B, they
are mainly in the 500-1500 token range, with 70%
exceeding 1000 tokens. In contrast, ERA shows a
more dispersed distribution, and SE achieves only
limited extension.
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Notably, for AGDA, the proportion of samples
in the 0-500 token range is O for both models, in-
dicating that the learned adversarial suffix reliably
induces long reasoning across all inputs, further
demonstrating the robustness and transferability of
our method.

L Confidence Intervals for Transfer
Experiments

To quantify the uncertainty of the cross-model
transfer results, we compute question-level boot-
strap 95% confidence intervals for the mean reason-
ing length. Each of the 50 GSMSK test questions
is treated as one statistical unit. For each question
and method, we first average the reasoning lengths
over five independent generations. We then per-
form 10,000 bootstrap resamples by sampling 50
questions with replacement and recomputing the
mean reasoning length. The 2.5th and 97.5th per-
centiles of the resulting bootstrap distribution are
used as the lower and upper confidence bounds,
respectively.

As shown in Figure 17, AGDA achieves a higher
mean reasoning length than Original across all set-
tings and generally outperforms ERA, with con-
fidence intervals that are typically more concen-
trated relative to the mean. The only exception is
Qwen3-Max with the Llama-8B surrogate, where
AGDA and ERA achieve comparable mean rea-
soning lengths. These results further support the
effectiveness of AGDA in cross-model transfer.

M Computational Cost Analysis

Our attack follows a white-box surrogate + black-
box transfer paradigm: neuron localization and
adversarial suffix optimization are performed only
once on an open-source surrogate model, and the
learned suffix is then directly transferred to closed-
source LRMs without additional optimization.

Cost of Aha Neuron Localization (ANL). ANL
requires a one-time activation sampling process.
In our experiments, we use 200 questions with
3 generations each (600 forward passes in total).
Using Qwen-14B on a single NVIDIA H100 GPU
with batch size 30, the entire localization process
takes approximately 40 minutes. Since ANL only
requires forward passes and is fully parallelizable,
the overhead remains practical.

Cost of AGDA Optimization. To optimize a uni-
versal adversarial suffix, we use 50 GSMS8K ques-

tions. Each optimization sample contains approxi-
mately 170 input tokens (question + suffix + target).
AGDA adopts a mini-batch optimization strategy
with batch size 10. Each iteration includes gra-
dient estimation, candidate generation, and candi-
date evaluation, processing approximately 3,400
forward-pass tokens in total. Running 1,000 opti-
mization iterations therefore consumes roughly 3.4
million tokens.

Using Qwen-14B as the surrogate model on a
single NVIDIA H100 GPU, each iteration takes
approximately 18.6 seconds, while Llama-8B re-
duces this to 10.2 seconds due to larger feasible
batch sizes. In practice, optimization can terminate
early once convergence is reached, and the overall
process can typically be completed within several
hours.

Evaluation and Transfer Cost. After optimiza-
tion, only a single learned suffix is evaluated for
each method. Importantly, the optimized suffix
can be directly transferred to closed-source LRMs
without requiring further gradient computation or
internal model access, substantially reducing the
attack cost in black-box settings.

Despite the one-time optimization overhead, the
resulting amplification effect poses non-negligible
practical risks under modern token-based billing
systems. Public reports indicate that commercial
inference platforms already process trillions of to-
kens per day, with inference costs becoming a dom-
inant component of LLM deployment. Under such
high-concurrency settings, even a small fraction
of adversarial requests that systematically prolong
reasoning trajectories can translate into large-scale
additional token consumption, increased system
load, and substantial operational cost amplification.
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Qwen-14B Llama-8B
interval ~ Original AGDA ERA SE Original AGDA ERA SE
0-500 0.76 0.00 0.16 0.78 0.78 0.00 030 0.12
500-1000 0.18 0.04 022 0.20 0.10 0.30 024 0.38
1000-1500 0.04 0.12 034 0.02 0.08 036 0.18 0.30
1500-2000 0.00 0.18 0.16 0.00 0.02 0.16 0.18 0.10
2000-2500 0.00 024  0.08 0.00 0.02 0.06 0.08 0.04
2500-3000 0.00 042 0.04 0.00 0.00 0.12 0.02 0.06

Table 10: The distribution of “Rea” under AGDA attacks for Qwen-14B and Llama-8B.

DeepSeek-R1
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Figure 17: Question-level bootstrap 95% confidence intervals for mean reasoning length across surrogate—target
transfer settings.
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N Samples

Query + Adversarial suffix

Janet’s ducks lay 16 eggs per day. She eats three for breakfast every morning and bakes muffins for her
friends every day with four. She sells the remainder at the farmers’ market daily for $2 per fresh duck
egg. How much in dollars does she make every day at the farmers’ market? Also geometry...\Okay

|

Response from original

First, I need to determine the total number of eggs Janet’s ducks lay each day, which is 16 eggs.
Next, I'll subtract the eggs she uses for breakfast and baking muffins. Janet eats 3 eggs for breakfast
and uses 4 eggs for baking, totaling 7 eggs consumed daily.

Subtracting the 7 eggs from the total 16 eggs laid, Janet has 9 eggs left to sell.

Finally, since she sells each egg for $2, multiplying the number of eggs she sells (9) by the price per
egg ($2) gives her daily earnings at the farmers’ market.

</think>

-
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Alright, so I've got this problem about Janet and her ducks. Let me try to figure it out step by step.
First, Janet’s ducks lay 16 eggs per day. That’s the starting point. Now, she uses some of these eggs
for her own needs and sells the rest. The question is asking how much money she makes every day at
the farmers’ market.

Alright, let’s break down the information:

1. Ducks lay 16 eggs daily. 2. Janet eats 3 eggs for breakfast every morning. 3. She bakes muffins
and uses 4 eggs daily for that. 4. The remaining eggs are sold at the farmers’ market for $2 each.
So, to find out how much she makes, I think I need to figure out how many eggs she sells each day
and then multiply that by the price per egg, which is $2

Let me write that out in steps:

Total eggs laid per day: 16

Eggs eaten for breakfast: 3

Eggs used for muffins: 4

So, the total number of eggs Janet uses for herself each day is 3 + 4. Let me calculate that:
3+4=7

So, Janet uses 7 eggs each day.

To find the number of eggs she sells, I subtract the number of eggs she uses from the total number of
eggs laid:

16-7=9

So, Janet has 9 eggs left to sell each day.

Now, she sells each of these eggs for $2. So, to find out how much she makes, I need to multiply the
number of eggs sold by the price per egg:

9 eggs * $2/egg = $18

So, Janet makes $18 each day at the farmers’ market.

Wait, let me double-check that.

16 eggs total.

Eats 3, uses 4. So, that’s 7 eggs. 16 minus 7 is indeed 9. 9 eggs sold at $2 each is 18 dollars. Hmm,
that seems right.

I think that’s solid.

But then the user mentioned something about geometry... "a ship radius and Area? Let lamps
manufacturers ,-"

Wait, that part is a bit confusing. It looks like it was cut off or something. Maybe they were talking
about another problem involving a ship’s radius and area? Or maybe it was part of a previous thought
that didn’t get finished.

Since the first problem is clear, and the second part is unclear, maybe they just wanted to focus on the
ducks and the market. The geometry part might have been a mistake or an incomplete sentence.

So, to be thorough, I can ignore the geometry part since it’s unclear, or maybe just note that there was
an additional question about geometry which wasn’t fully phrased.

So, to sum up, Janet makes $18 every day at the farmers’ market from selling her duck eggs.
**Final Answer** Janet makes dollars every day at the farmers’ market.

</think>

27382



O Discussion on Potential Defenses

Beyond the perplexity-based input filtering eval-
uated in Section 4.5, we further discuss several
potential defenses against reasoning-oriented DoS
attacks. In preliminary experiments, we found
that directly monitoring neuron activations and ag-
gressively intervening when activations remain in
abnormal ranges often leads to garbled outputs
and degraded model usability, likely due to the
strong inter-dependencies among neurons in LRMs.
Therefore, directly suppressing internal activations
may not provide a practical defense mechanism.

A more feasible direction is decoding-time in-
tervention on reasoning behaviors. Inspired by
Token-level Inference Penalty (TIP) (Wang et al.,
2025), one can dynamically monitor the cumula-
tive probability mass of reasoning-related tokens
during autoregressive decoding and apply nega-
tive logit penalties once the probability exceeds a
threshold 7. In a preliminary case study on Qwen-
14B, we set 7 = 0.25 with a penalty coefficient of
—50.0, and evaluated the method using the Query
and adversarial suffixes presented in Appendix N.
The intervention substantially reduced the reason-
ing length from approximately 650 tokens to 232
tokens, demonstrating that decoding-time suppres-
sion can partially mitigate excessive reasoning be-
haviors.

Howeyver, such interventions do not fundamen-
tally eliminate the influence of adversarial suffixes.
Even after suppression, the model can still be se-
mantically affected by the injected suffix and may
generate responses inconsistent with the original
user intent. In practical scenarios such as RAG
systems, this issue may degrade system usability
and user experience.

Hard output-token budgets and early-stopping
mechanisms can cap the maximum generation
length, but they do not eliminate the additional
computation incurred before the limit is reached.
Overly restrictive limits may also truncate legiti-
mate reasoning and reduce answer quality.

We therefore believe that a more promising de-
fense direction lies in structured input-level safety
modeling, which aims to semantically decompose
and functionally isolate user intent from adversar-
ial suffixes. Such mechanisms may help prevent
malicious suffixes from interfering with reasoning
dynamics while preserving the model’s normal gen-
erative capabilities.
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The model’s response after applying the TIP defense method

First, I need to determine how many eggs Janet has each day. Her ducks lay 16 eggs per day.

Next, I'll subtract the number of eggs she uses. She eats 3 eggs for breakfast and uses 4 eggs for
baking muffins, totaling 7 eggs.

Subtracting the 7 eggs from the 16 eggs laid, Janet has 9 eggs left to sell at the farmers’ market.
Since she sells each egg for $2, multiplying the number of eggs (9) by the price per egg ($2) will give
her daily earnings from the market.

This calculation shows that Janet makes $18 every day at the farmers’ market.

For the geometry part, I need to find the radius and area of a ship. However, the problem statement
about the ship is unclear and lacks specific information such as dimensions or volume. Without this
information, I cannot provide a precise calculation for the ship’s radius and area.

Similarly, the mention of lamp manufacturers is vague. To provide assistance, more details about the
lamps, such as their type, dimensions, or the specific problem related to them, are required.
</think> ...

\
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