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Abstract

Generative engine optimization (GEO) en-
ables content producers to increase the visi-
bility of their web pages in generative search
engines, but the same techniques can de-
liver targeted misinformation when adversaries
publish ordinary-looking GEO-optimized doc-
uments that victim large language models
(LLMs) retrieve and synthesize into distorted
answers. No existing benchmark evalu-
ates defenses against this threat under con-
trolled conditions. Therefore, we present
COUNTER-GEO-BENCH1, a defense bench-
mark that pairs 247 human-verified, quality-
gated queries with information-preserving and
information-distorting GEO rewrites, and eval-
uates defenses on attack success rate (ASR),
false positive rate, and answer quality across
three victim LLMs. Under COUNTER-GEO-
BENCH, three off-the-shelf defenses (Granite
Guardian, Llama Guard 3, and NeMo Self-
Check Fact-Checking) reduce ASR by at most
5.7% relative, while Granite Guardian’s re-
duction is not statistically significant. Safety-
taxonomy guardrails target policy violations,
while GEO misinformation passes through
them as fluent informational content. To this
end, a lightweight benchmark baseline, C-
GEO Guard2, is proposed, reducing ASR by
47.6% relative with near-zero utility loss, which
proves threat tractable.

1 Introduction

As large language models (LLMs) increasingly
serve as primary information sources, organized
misinformation campaigns have adapted their tac-
tics. Adversaries apply generative engine optimiza-
tion (the same techniques legitimate publishers use

*Equal contribution.
†Corresponding author.
1https://huggingface.co/datasets/counter-geo/

counter-geo-bench
2https://huggingface.co/counter-geo/

c-geo-guard

to increase visibility in generative search systems)
to craft web documents that embed targeted false
claims in fluent, topically relevant prose (Wen et al.,
2025). These documents enter retrieval pipelines
through standard web publishing channels (blogs,
review sites indexed by mainstream search), pass
standard filters, and are synthesized into LLM-
generated answers that users receive as trustworthy.
Audits of production generative search engines con-
firm the problem: even benign keyword queries can
yield responses incorporating malicious content in
nearly half of cases (Luo et al., 2025), though that
work studies overtly malicious URLs rather than
GEO-optimized misinformation: content indistin-
guishable from legitimate sources at the retrieval
level. As AI-generated web content proliferates,
this attack surface threatens to erode user trust in
LLM-based information systems.

The attack operates at the document level: an
adversary generates flooding web pages using GEO
techniques, embedding a targeted false claim while
preserving the topical coverage, register, and sur-
face quality of the benign source. When a genera-
tive search engine retrieves any targeted document
alongside legitimate sources, the victim LLM syn-
thesizes the false claim into its answer. Standard
safety guardrails do not intercept the document be-
cause it contains no toxicity, no prompt injection,
and no policy violation; the harm lies entirely in
factual distortion embedded in fluent informational
content.

No existing benchmark evaluates defenses
against GEO-optimized misinformation at the sum-
marization stage (after retrieval) under controlled
conditions with paired utility measurements. We
address this gap by evaluating defenses at their
intended stages in an author-controlled retrieval-
to-synthesis pipeline. The object of comparison
is the defense component rather than the end-to-
end product: black-box product testing exposes
only final answers and cannot separate the effects
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of the retrieval pipeline, system prompting, and
hidden guardrails. We instantiate this design in
a controlled generative search harness with three
open-weight victim LLMs.

We make three contributions:

1. The first defense benchmark for
information-distorting GEO. COUNTER-
GEO-BENCH provides 247 human-verified
queries, each with paired information-
preserving and information-distorting
rewrites of the target document, evaluated
across three victim LLMs in a controlled
generative search harness. The paired design
isolates the misinformation effect from
the GEO visibility lift, a methodological
distinction absent from prior benchmarks.

2. Empirical evidence that deployed
guardrails miss this threat class. Us-
ing COUNTER-GEO-BENCH, we show that
no baseline defense reduces ASR by more
than 3.2 percentage points (pp); Granite
Guardian’s reduction is not statistically signif-
icant; and NeMo Self-Check is anticorrelated
with the attack, blocking clean queries while
passing misinformation.

3. A benchmark baseline showing the threat
is tractable. We propose C-GEO Guard, a
chunk-level contrastive detector that reduces
ASR by 47.6% relative (26.5 pp absolute) with
near-zero utility loss. On the full 247 queries
rewritten by GPT 5.5, the same guard achieves
a 60.4% relative reduction, exceeding the 48%
on the Sonnet evaluation set. The detection
signal therefore generalizes across rewriting
models.

The remainder of the paper covers related work
(§2), threat model and benchmark design (§3), de-
fense methods (§4), experiments including cross-
rewriter transfer (§5), analysis (§6), and discussion
(§7).

2 Related Work

Generative Engine Optimization. GEO (Aggar-
wal et al., 2024) introduced optimization strategies
that help web publishers increase visibility in LLM-
generated answers through structural and stylistic
techniques such as citation hooks and authoritative
phrasing. Parry et al. (2024) show that transformer-
based neural rankers exhibit exploitable positional

biases, enabling query-agnostic attacks that boost
arbitrary content across topics without targeting
specific queries. Chen et al. (2026) find that tra-
ditional black-hat SEO is largely blocked at re-
trieval (98.2% filtering), but LLM-oriented tactics
still reach the summarization stage. Our bench-
mark COUNTER-GEO-BENCH builds on the GEO-
Bench corpus to evaluate defenses when these opti-
mization techniques carry misinformation.

Retrieval-Augmented Generation Poisoning.
PoisonedRAG (Zou et al., 2025) demonstrates that
a small number of adversarial documents injected
into a retrieval corpus can reliably corrupt RAG
outputs (Lewis et al., 2020) by manipulating the
retrieved context. Tamber and Lin (2025) further
show that content injection attacks—inserting ar-
bitrary sentences into relevant passages or query
terms into non-relevant passages—deceive retriev-
ers, rerankers, and LLM relevance judges across
all model classes (embedding, cross-encoder, and
generative). RAGuard (Kolhe et al., 2025) pro-
poses a general defense against such poisoning.
COUNTER-GEO-BENCH evaluates defenses under
the GEO-optimized misinformation threat model,
where attacks arrive as fluent, well-structured web
content rather than adversarial perturbations.

Safety Guardrails. After reviewing publicly
available guardrail frameworks and RAG defenses,
we selected three off-the-shelf baselines that could
plausibly detect GEO misinformation. Granite
Guardian (Padhi et al., 2025) applies harm-criterion
classification to retrieved chunks, Llama Guard 3
(Inan et al., 2023; Grattafiori et al., 2024) uses a
safety-taxonomy classifier to filter unsafe content,
and NeMo Guardrails (Rebedea et al., 2023) in-
cludes the Self-Check Fact-Checking output rail,
which verifies whether a generated response is
grounded in retrieved evidence.

Security Benchmarks. HarmBench (Mazeika
et al., 2024) provides a standardized evaluation
framework for automated red-teaming of LLMs
across diverse attack types. CREST-Search (Ou
et al., 2026) benchmarks prompt injection and ad-
versarial query attacks in web-augmented LLMs,
while Unsafe LLM-Based Search (Luo et al., 2025)
evaluates safety risks arising from LLM-generated
search summaries. Hu et al. (2024) evaluate black-
box generative search engines under adversarially
crafted factoid questions. In contrast, COUNTER-
GEO-BENCH targets GEO-optimized misinforma-
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Figure 1: Benchmark construction pipeline. Starting from 1,000 GEO-Bench query–source pairs, the rewriter
generates attack metadata and paired IP/ID rewrites. A quality gate keeps the 250 pairs that pass both conditions.
Following human verification that excluded three defective instances, the final benchmark consists of 247 instances.

tion introduced through retrieved documents, with
paired utility measurements and a reusable defense
harness.

3 Benchmark Design

3.1 Threat Model

We model a black-box attacker who controls web
content and publishes GEO-optimized documents
through blogs, review sites, or large-scale dispos-
able domains, relying on generative search systems
to retrieve and synthesize them. This threat model
differs from typical adversarial-query attacks in
that the user query remains entirely benign, while
the malicious content enters the pipeline through
the normal retrieval path without the user’s percep-
tion.

The attacker does not control the downstream
generative search pipeline, where guardrails may
be applied at the retrieval, context-filtering, or post-
generation stage. Effective defenses reduce mis-
information without indiscriminately suppressing
optimized content from legitimate publishers.

3.2 Benchmark Construction

Since the GEO-Bench training set contains only
queries, COUNTER-GEO-BENCH uses its test split,
which contains 1,000 queries, each paired with five
cleaned HTML sources from top Google search
results (Aggarwal et al., 2024). We use Claude Son-
net 4.6 as the benchmark rewriter. For each query, it
first generates metadata containing a targeted false
claim, evaluation rubrics, and proposed ground
truth, then rewrites one target source in two ways
while leaving the other sources unchanged. For the
information-distorting condition, we avoid unreal-
istic source authority by rewriting URLs from au-
thoritative domains such as Wikipedia, .gov, or .edu

to resemble blog or review-site sources. Prompt
templates for rewriting IP and ID are shown in
Appendix A:

• Information-preserving (IP): GEO optimiza-
tion (clearer structure, authoritative phrasing,
citation hooks) that preserves all original facts.
This represents legitimate publisher optimiza-
tion.

• Information-distorting (ID): The same GEO
optimization strength plus a targeted false
claim injected with varied phrasing through
fabricated authority, fake citations, temporal
framing, and structured formatting. This rep-
resents the misinformation attack. ID rewrites
are assigned one or more attack-class labels
from the rewrite template; the full class list is
given in Appendix A.2.

The paired design is central: because IP and ID
rewrites derive from the same source document and
are evaluated on the same query, the benchmark
isolates the misinformation effect from the GEO
visibility lift.

Quality gates. Quality gates restrict the bench-
mark to plausible rewrites that a realistic attacker
might deploy. Each rewrite receives a quality score
Q computed as the geometric mean of four sub-
scores: (1) condition-dependent embedding sim-
ilarity, (2) length deviation, (3) perplexity ratio
against a reference language model (LM) (Allal
et al., 2025), and (4) LLM-judged naturalness. A
rewrite enters the benchmark only if Q ≥ 0.65.
Any zero sub-score zeros the total; Appendix Ta-
ble 8 gives the full piecewise scores and thresholds.

Table 1 reports the pass rates. The joint pass rate
(25.0%) is conservative by design: it reduces the
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Figure 2: Generative search harness and defense insertion points. For each user query, five sources are chunked,
retrieved with hybrid BM25+dense search, and reranked before synthesis by the victim LLM. Chunk-level defenses
filter retrieved context before generation, while NeMo’s Self-Check Fact-Checking output rail checks the generated
answer against the retrieved evidence.

Table 1: Quality-gate pass rates on the 1,000-query
construction set. Queries that pass both gates form the
evaluation corpus.

Condition Pass rate N

IP pass 59.7% 597
ID pass 26.9% 269
Joint pass 25.0% 250

chance that attack results are inflated by template-
like text that upstream search or indexing filters
would likely reject.

Human verification. We manually checked the
LLM-generated materials for the 250 queries that
passed both gates, including the targeted false
claims, per-query attack-success criteria, and pro-
posed ground-truth facts. Three queries are re-
moved: two with irrational attack-success criteria
and one with an incorrect ground truth, resulting in
N=247 benchmark instances (Appendix C).

3.3 Generative Search Harness
The generative search harness (Figure 2) simu-
lates a deployed generative search pipeline. Doc-
uments are chunked into 512-token windows with
128-token overlap. Retrieval combines BM25 and
dense BGE-large-en-v1.5 embeddings (Xiao et al.,
2024) in a 0.3/0.7 hybrid, returning up to 50 can-
didates that are reranked by a BGE cross-encoder
to the final top-12 context. A vLLM-served (Kwon
et al., 2023) victim LLM generates a citation-
mandatory answer at temperature zero.

Within each query, only the target document
differs across conditions: clean (original text),
IP (information-preserving optimization), and ID

(information-distorting optimization). The four
non-target documents are unchanged.

Three victim LLMs are evaluated:

• Gemma-4-31B-IT (Google DeepMind,
2026): a 31B-parameter instruction-tuned
model.

• Qwen-3.5-35B-A3B (Qwen Team, 2026):
a 35B-parameter mixture-of-experts (MoE)
model.

• Llama-4-Scout-17B-16E (Meta, 2025): a
17B-parameter 16-expert MoE model.

3.4 Evaluation Metrics
Attack Success Rate (ASR). An LLM judge
evaluates answers generated under information-
distorting (ID) rewrites against per-query attack-
success criteria. It assigns 1.0 (full success: the
answer asserts the false claim without hedging), 0.5
(partial: the claim appears alongside the truth or
is hedged), or 0.0 (failure: the answer is factually
correct).

False Positive Rate (FPR). For chunk-level de-
fenses, FPR is the fraction of clean or IP chunks
incorrectly flagged. For answer-level defenses, it
is the fraction of clean or IP queries refused. We
report FPR separately for clean and IP conditions.

Answer Accuracy. Answer accuracy is mea-
sured on clean and IP conditions. Like ASR, the
LLM judge classifies each answer as correct (1.0),
partially correct (0.5), or incorrect (0.0). We report
the average score across the evaluated benchmark
instances as a percentage.
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Table 2: Defense configurations. Granite Guardian,
Llama Guard 3, and C-GEO Guard operate on retrieved
chunks; NeMo Self-Check Fact-Checking is an output
rail over the generated answer.

Defense Params Stage

Undefended — —
Granite Guardian 8B Chunk filter
Llama Guard 3 8B Chunk filter
NeMo Self-Check Fact-Checking victim∗ Output rail
C-GEO Guard 0.18B Chunk filter
∗NeMo uses the victim LLM (17–35B) itself as its verifier.

Answer Quality. Beyond accuracy, we measure
answer quality with the same LLM judge as a sep-
arate dimension from informational correctness.
Quality is scored on relevance, completeness, and
clarity on a 1–5 scale, and the final quality score is
their average.

4 Defense Methods

4.1 Off-the-Shelf Guardrails
We use COUNTER-GEO-BENCH to evaluate three
off-the-shelf guardrails:

Granite Guardian (Padhi et al., 2025). IBM’s
Granite Guardian 3.3-8B is applied as a chunk-level
filter after reranking. Each of the top-k chunks is
classified under the harm criterion; chunks scored
as unsafe are removed before synthesis.

Llama Guard 3 (Inan et al., 2023; Grattafiori
et al., 2024). Meta’s Llama Guard 3-8B is ap-
plied with the same chunk-level filtering interface.
Each chunk is passed through the safety-taxonomy
classifier; chunks labeled unsafe are dropped.

NeMo Self-Check Fact-Checking. We repro-
duce the documented behavior of NVIDIA NeMo
Guardrails’ Self-Check Fact-Checking output rail
(Rebedea et al., 2023). After the victim LLM gen-
erates a draft, the same model judges whether the
response is grounded in and entailed by the re-
trieved chunks; unsupported drafts are replaced
with a refusal.

4.2 C-GEO Guard
Granite Guardian, Llama Guard 3, and NeMo
Self-Check test whether existing general-purpose
guardrails detect information-distorting GEO. To
provide a GEO-aware reference defense, we in-
troduce C-GEO Guard, a lightweight chunk-level
detector trained to distinguish ID GEO rewrites
from paired IP rewrites and clean text. Its role is to

make COUNTER-GEO-BENCH actionable: future
defenses can compare against both off-the-shelf
guardrails and the C-GEO detector designed for
information-distorting GEO.

Architecture. C-GEO Guard is a sentence-
embedding model built on DeBERTa-v3-base (He
et al., 2023) (184M parameters). Mean pooling
over contextualized token embeddings produces a
768-dimensional L2-normalized chunk embedding
e. After contrastive fine-tuning, we compute one
prototype centroid ck for each ID-GEO attack class
k, using the class labels assigned during rewrite
generation. A document may carry multiple labels,
and its chunks contribute to the centroid of each
assigned class:

ck =
ēk

∥ēk∥
, ēk =

1

|Sk|
∑

i∈Sk

ei (1)

where Sk is the set of training chunks belonging
to class k, ei is the embedding of training chunk i,
and ck is the normalized centroid for class k. At in-
ference, a candidate chunk embedding e is scored
by its maximum cosine similarity to any class cen-
troid, score(e) = maxk e⊤ck, and blocked when
score(e) ≥ τ , where τ is the detection threshold
(Appendix E).

Training procedure. We fine-tune the encoder
with multiple negatives ranking loss (MNRL). Each
training example pairs ID chunks as positives and
uses non-ID chunks as negatives. These negatives
are drawn from paired IP chunks in the same source
document, IP chunks from other documents, bor-
derline ID rewrites, and clean chunks. This trains
the model to distinguish manipulation patterns in
ID rewrites from legitimate GEO optimization and
ordinary clean text.

Training data. The training pool comes from the
750 queries that do not enter the benchmark: 731
fail the ID gate, and 19 fail the IP gate. The ID side
remains gated: for the 731 queries whose original
ID rewrites failed, we regenerate fresh ID rewrites
using the per-document failure reason as guidance.
In total, 326 of the 750 candidate ID rewrites pass
and become positives. We hold out 10% of these
assembled positive documents for threshold calibra-
tion, leaving 293 positive documents for training.

For negatives, we do not apply the quality gate
to IP rewrites, since their quality variation helps de-
fine the non-ID boundary. Paired IP hard negatives
come only from the same 326 assembled entries,
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with the same 10% holdout applied before training.
We also include ∼18 borderline ID rewrites with
cosine > 0.98 to the original as near-boundary neg-
atives. Clean easy negatives are drawn from all
750 queries in the training pool rather than only
the 326 assembled positives, making the clean pool
about 9× larger than the positive pool. Full training
details are reported in Table 12.

5 Experiments

5.1 Setup

All experiments use the 247-query evaluation set
(§3.2). For each victim model, all defenses share
the same harness; only the defense intervention
varies. We use Claude Opus 4.6 as the judge and
keep its prompt, model version, and decoding con-
figuration fixed across all conditions. We compute
ASR on the ID condition, and measure false posi-
tives and accuracy on the clean and IP conditions.
Results are reported per victim model and averaged
across the three victims.

We validate Opus 4.6 against two human an-
notators on stratified samples of 50 model–query
instances per victim model, balanced across the
three Opus-assigned ASR levels. (Appendix D).
Agreement between Opus and Human 1 and
Human 2 was κ=0.739 and 0.869, respectively
(linearly weighted κw=0.798 and 0.897), com-
pared with human–human agreement of κ=0.727
(κw=0.784); Fleiss’ κ across all three raters is
0.778. These results indicate that the Opus judge
is reliable for the trinary attack-success labels used
in COUNTER-GEO-BENCH.

5.2 Attack Mitigation Results

ASR point estimates are accompanied by 95%
percentile-bootstrap confidence intervals computed
with 10,000 bootstrap resamples. For pairwise de-
fense comparisons, we use paired bootstrap tests by
resampling queries once and applying the same re-
sampled set to both defenses before computing the
ASR difference. We treat a difference as significant
at the 0.05 level when the 95% confidence interval
excludes zero. Per-cell ASR confidence intervals
and pairwise tests are reported in Appendix G.

Table 3 and Figure 3 present ASR and answer
quality across all defenses and victim models (Ap-
pendix H; Appendix I). The undefended pipeline
achieves a three-model average ASR of 55.7%
(95% confidence interval [CI]: [53.1, 58.2]): more
than half of quality-gated single-document attacks
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Figure 3: ASR (%) across defenses and victim LLMs
on the ID condition (N=247). Off-the-shelf guardrails
cluster near the undefended baseline; C-GEO Guard re-
duces ASR by ∼48% relative across all models. †NeMo
on Llama-4 excluded (98.4% clean block rate).

shift the generated answer toward the targeted false
claim.

No off-the-shelf guardrail provides meaningful
protection. Granite Guardian reduces average ASR
by 1.7 pp, a difference that is not statistically signif-
icant (p=0.096, paired bootstrap; 95% CI of differ-
ence: [−0.7, +4.0] pp). Llama Guard 3 achieves
a significant but operationally negligible 3.2 pp re-
duction (p<0.001). NeMo Self-Check does not
reliably identify attacked cases. With Qwen, it
blocks 3.24% ID-condition outputs while refusing
4.86% of clean-condition outputs. With Llama-4,
it refuses nearly every output across conditions, in-
cluding 98.4% of clean outputs, so we exclude that
cell from the reported average (Appendix J).

C-GEO Guard operates in a different regime.
With 184M parameters (2.3% of the 8B used by
Granite Guardian and Llama Guard), it reduces av-
erage ASR by 47.6% relative (26.5 pp absolute;
95% CI of difference: [23.8, 29.3] pp; p<0.001;
Appendix G). On Llama-4, where it performs best,
ASR drops from 54.7% to 27.5%, a 49.7% rela-
tive reduction. Per-class reductions are reported in
Appendix K. Answer quality (Q̄) remains stable:
C-GEO-defended answers average 4.48 on a 1–5
scale versus 4.49 undefended.

5.3 Non-Attacked Performance

Table 4 reports chunk-level block rates. Granite
Guardian and Llama Guard have near-zero block
rates on all conditions, including ID—they flag un-
der 1% of information-distorting chunks. This ex-
plains their negligible ASR reduction: the defenses
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Table 3: Attack success rate (ASR, %) and answer quality (Q̄) on the ID condition across three victim LLMs and
four defenses (N=247). ∆rel: relative change vs. undefended. Q̄: mean of relevance, completeness, clarity (1–5).
Bold: lowest ASR per model. †NeMo on Llama-4 excluded from 3-model avg. due to 98.4% clean block rate (§6.2).
‡Gemma-4 + Qwen average only. 95% bootstrap CIs in Appendix G.

Gemma-4-31B Qwen-3.5-35B Llama-4-Scout 3-Model Avg.

Defense ASR ∆rel ASR ∆rel ASR ∆rel ASR ∆rel Q̄

Undefended 56.5 — 55.9 — 54.7 — 55.7 — 4.49
Granite Guardian 51.4 −9.0% 53.8 −3.8% 56.9 +4.0% 54.0 −3.1% 4.37
Llama Guard 3 51.8 −8.3% 51.4 −8.1% 54.3 −0.7% 52.5 −5.7% 4.38
NeMo Self-Check 50.2 −11.2% 52.0 −7.0% †0.4 −99.2% 51.1‡ −9.1%‡ 4.51‡

C-GEO Guard 30.6 −45.8% 29.4 −47.4% 27.5 −49.7% 29.2 −47.6% 4.48

Table 4: Chunk-level block rates (%) across conditions
(Nchunks ≈ 2,780 per condition). ID Block is the rate
on information-distorting chunks.

Defense Clean IP ID Block

Granite Guardian 0.43 0.29 0.61
Llama Guard 3 0.65 0.47 0.83
C-GEO Guard 2.30 2.16 10.27

rarely intervene. C-GEO Guard blocks 10.3% of
ID chunks while flagging 2.3% of clean chunks and
2.2% of IP chunks, giving an ID/clean block-rate
ratio of 10.3/2.3 = 4.5×. By contrast, the safety-
taxonomy filters achieve 0.6/0.4 = 1.4× (Granite)
and 0.8/0.7 = 1.2× (Llama Guard), barely above
chance.

Table 5 reports answer accuracy under each de-
fense. The Avg. ∆ column summarizes the mean
accuracy change across all clean and IP cells. C-
GEO Guard has the best utility profile, with an
average change of only +0.2 pp, while Granite
Guardian and Llama Guard 3 remain close to the
undefended setting (−0.2 pp and +0.1 pp). In
contrast, NeMo Self-Check averages −29.6 pp be-
cause it collapses on Llama-4, where clean accu-
racy drops from 82.4% to 1.8%.

Composite answer-quality scores remain close
to the undefended baseline across clean and IP
conditions (Appendix Table 22).

5.4 Cross-Rewriter Transfer of C-GEO
Guard

To test whether C-GEO Guard generalizes beyond
the training-time rewriter, we rewrite the 247 bench-
mark query-document pairs with GPT 5.5 using the
same GEO optimization instructions. Qwen-3.5
serves as the victim model.

Table 6 reports the attack-side transfer results.
With τ=0.90 fixed at the value selected on the orig-
inal calibration set, C-GEO Guard reduces ASR

from 55.7% to 22.1% on GPT 5.5 rewrites, a 60.4%
relative reduction (paired ∆=33.6 pp; 95% CI:
[28.7, 38.2]; p<0.001). IP FPR is 2.80%, slightly
above 2.16% on the main benchmark, and IP ac-
curacy decreases from 86.8% to 82.6% (Appendix
Table 13). These results suggest that the detector
retains useful signal beyond Sonnet, although the
fixed threshold gives a less favorable utility pro-
file on GPT 5.5 rewrites. Since rewriter identity is
unavailable to the defender, deployment requires
a single threshold calibrated across heterogeneous
rewriters rather than rewriter-specific tuning. All
247 rewrites are evaluated without quality-gate fil-
tering. The quality-gate sensitivity analysis finds
a stable 58–61% relative ASR reduction across
thresholds (Appendix L), suggesting that the attack-
side result is not driven by quality-gate selection.

6 Analysis

6.1 Transfer to an Independently Written
Template

The main cross-rewriter experiment (§5.4) changes
the rewriter while retaining the original attack tem-
plate. We further test C-GEO Guard with an in-
dependently written GPT 5.5 template that omits
attack-class labels, quality-gate hints, and the re-
quirement to repeat the target false claim in at least
three places. We evaluate all 247 rewrites without
quality-gate filtering, using Qwen-3.5 as the victim
model.

Table 7 compares the two settings. Under the
original Sonnet template, C-GEO Guard achieves
a 47.4% relative ASR reduction. Under the inde-
pendently written GPT 5.5 template, it achieves
a 32.0% relative reduction (16.2 pp), while IP ac-
curacy improves by 1.3 pp. The smaller reduc-
tion may reflect the weaker attack constraints: un-
like the original template, the independent template
does not require the false claim to appear in at least
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Table 5: Answer accuracy (%) on clean and IP conditions per victim model (N=247). Accuracy = (yes + 0.5 ·
partial)/N × 100%. ∆: difference from the undefended baseline in percentage points. Avg. ∆ averages the
accuracy change across all clean and IP cells.

Gemma-4-31B Qwen-3.5-35B Llama-4-Scout Avg. ∆

Clean IP Clean IP Clean IP

Defense∗ Acc ∆ Acc ∆ Acc ∆ Acc ∆ Acc ∆ Acc ∆

Undefended 86.6 — 88.1 — 88.9 — 87.9 — 82.4 — 83.0 — —
Granite 87.2 +0.6 86.2 −1.9 89.3 +0.4 89.3 +1.4 80.6 −1.8 83.2 +0.2 −0.2
Llama 84.0 −2.6 87.4 −0.7 87.2 −1.7 88.1 +0.2 85.6 +3.2 85.0 +2.0 +0.1
NeMo 82.0 −4.6 81.8 −6.3 85.6 −3.3 87.0 −0.9 1.8 −80.6 1.4 −81.6 −29.6
C-GEO 84.8 −1.8 86.4 −1.7 89.7 +0.8 88.7 +0.8 84.0 +1.6 84.2 +1.2 +0.2

∗Defense names are abbreviated for space: Granite = Granite Guardian; Llama = Llama Guard 3; NeMo = NeMo Self-Check
Fact-Checking; C-GEO = C-GEO Guard.

Table 6: Cross-rewriter transfer: ASR on 247 GPT 5.5-
rewritten queries (Qwen victim, no quality gate). ∆rel:
relative change vs. undefended.

Defense ASR (%) ∆rel ID Block (%)

Undefended 55.7 — —
C-GEO Guard 22.1 −60.4% 9.8

three places. These results suggest that C-GEO
Guard detects manipulation patterns beyond the
original template structure.

Table 7: Transfer to an independently written template
(Qwen-3.5, N=247). The Sonnet rows reproduce the
main-table result; the GPT rows use the independently
written template without quality-gate filtering. ∆rel:
relative ASR change vs. undefended in each setting.

Setting Defense ASR (%) IP Acc (%) ∆rel

Sonnet Undefended 55.9 87.9 —
C-GEO 29.4 88.7 −47.4%

GPT Undefended 50.6 87.0 —
C-GEO 34.4 88.3 −32.0%

6.2 The Paired Design Exposes Defense
Failure Modes

The paired clean/IP/ID design evaluated across
three victim models reveals failure modes that
attack-only or single-model evaluations would
miss. Only 17.2% of queries produce full-success
attacks across all three victims, while 55.2% show
model disagreement.

Defense-as-amplifier. On Llama-4, Granite
Guardian worsens outcomes for 74 queries while
improving only 57, a net negative despite reducing
ASR on some individual queries. Among the 74
worsened cases, 29 safe queries (ASR =0.0) esca-
late to partial or full success, and 45 partial queries

escalate to full success. Chen et al. (2026) show
that traditional SEO is blocked at retrieval because
harmful content is formally distinguishable from
clean content; the amplifier effect shows this as-
sumption breaks when the filter operates on a safety
taxonomy while the attack content is topically legit-
imate. Removing clean chunks that contradict the
false claim eliminates cross-source disagreement
and strengthens the attack.

Anticorrelated self-checking. On Qwen, NeMo
blocks 12 clean queries while blocking 8 ID
queries—its blocking is uncorrelated with attack
presence. On Llama-4, it blocks 98.4% of all
queries regardless of condition. Without the paired
conditions, NeMo’s 0.4% ASR on Llama-4 would
appear as effective defense rather than near-total
refusal.

6.3 Misinformation Degrades Answer Quality

Although the evaluation rubric scores ASR and
quality as orthogonal dimensions (§3.4), the data
reveal an inverse relationship. Pooled across mod-
els (undefended), answers with ASR =1.0 score
4.29 on the relevance/completeness/clarity compos-
ite, while ASR =0.0 answers score 4.70. One likely
reason is that committing to a false claim narrows
the response and suppresses the balanced hedging
that characterizes higher-quality answers. Unlike
retrieval-poisoning evaluations that assume attack
success is independent of output quality (Zou et al.,
2025), the benchmark’s orthogonal quality scoring
makes quality shift measurable.

This has a practical implication: when C-GEO
Guard flips a query from ASR =1.0 to 0.0, qual-
ity recovers. On Llama-4, the 40 fully-flipped
queries gain +0.70 on relevance, +0.70 on com-
pleteness, and +0.58 on clarity. Removing mis-
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information chunks restores output quality rather
than degrading it. Attacks that still penetrate (40%
of previously-successful attacks remain at ASR
=1.0) have lower quality scores than those blocked
(3.97 vs. 4.47), suggesting the residual attacks rely
on direct content replacement rather than the struc-
tured GEO patterns the pipeline labels.

7 Discussion

Construction pipeline as a reusable resource.
The construction pipeline is useful beyond the
benchmark itself because failed benchmark can-
didates can still supply defense data. The key is
to reuse them asymmetrically: keep IP rewrites
as hard negatives, but require ID rewrites to pass
the quality gate before treating them as positives.
This gives C-GEO Guard a training set that sep-
arates malicious GEO manipulation from benign
optimization on the same source material. The re-
sulting 184M detector cuts ASR by 48% relative
on the main benchmark, and its 60.4% reduction on
GPT 5.5 rewrites suggests that the signal is not just
Sonnet-specific wording. The same recipe can be
rerun on another corpus to produce local defense
data without hand-labeling every example.

Residual attacks and future directions.
Twenty-five queries produce ASR =1.0 across
all three models and all non-C-GEO defenses.
Unlike general poisoning settings where injected
passages may stand out from surrounding organic
content, our ID-GEO rewrites are quality-gated
to resemble ordinary source documents. C-GEO
Guard catches 36–40% of these per model; the re-
maining cases identify where stronger defenses are
needed. Cross-source disagreement quantification,
external fact verification, and provenance-based
filtering could be complementary directions that
COUNTER-GEO-BENCH is designed to evaluate.

8 Conclusion

We presented COUNTER-GEO-BENCH, a defense
benchmark for information-distorting generative
engine optimization. Across three victim LLMs,
off-the-shelf guardrails reduce ASR by no more
than 3.2 pp, and Granite Guardian’s reduction
is not statistically significant. This shows that
safety-taxonomy filters and same-context entail-
ment checks are insufficient for GEO-optimized
misinformation. At the same time, C-GEO Guard
shows that the threat is tractable: a lightweight
contrastive chunk-level detector reduces ASR by

48% relative (27 pp absolute) without measurable
utility loss and transfers to a held-out rewriter with
a 60.4% relative reduction. We release the code,
benchmark harness, and benchmark data to support
future work on GEO-aware defenses.

Limitations

Scale and scope. The 247-query English-only
evaluation set is sufficient to detect the 27 pp
ASR gap between C-GEO Guard and baseline
guardrails, but may underpower smaller between-
defense contrasts. Extending to multilingual
queries and domain-specific content (medical, le-
gal, financial) remains future work. The threat
model assumes single-document control; multi-
document coordinated attacks would introduce
complexity and likely raise ASR further.

Victim model coverage. Although three open-
weight LLMs are evaluated, proprietary model
APIs and end-to-end commercial products are not
included. Proprietary models may include undis-
closed safety alignment, and their APIs may apply
additional inference-time guardrails; commercial
products also hide retrieval pipeline and system
prompting. These layers may interact with external
defenses, so we make no product-level claims.

Adaptive and open-set attacks. We do not study
open-set attacks outside the eight-class taxonomy
or detector-aware attacks. Manual editing, style
transfer, or detector-aware prompting could re-
duce C-GEO Guard’s contrastive signal; evalu-
ating these attacks remains future work.

Ethics Statement

This work constructs documents containing real-
istic misinformation as part of a defense bench-
mark. We release the benchmark data and trained
guard weights under CC BY-NC 4.0 through gated
Hugging Face repositories for the benchmark and
guard. The code is released under the Apache Li-
cense 2.0. Access requires users to acknowledge
that the resources are intended for defensive re-
search and evaluation. Our experiments use the
full 247-instance benchmark. The public release
retains all queries and IP rewrites and includes a
screened set of ID rewrites. 10 potentially sensitive
ID rewrites are withheld and may be made avail-
able to researchers upon request. Every released
record is explicitly marked as synthetic benchmark
content. The target false claims were generated

33681

https://huggingface.co/datasets/counter-geo/counter-geo-bench
https://huggingface.co/counter-geo/c-geo-guard


by a language model and do not represent the au-
thors’ advice or views. The release excludes orig-
inal source documents. We follow the responsi-
ble release precedent established by HarmBench
(Mazeika et al., 2024) and other adversarial eval-
uation benchmarks. The source queries and clean
documents derive from the publicly available GEO-
Bench dataset (Aggarwal et al., 2024) under its
original license terms. Although the ID rewrites
span the diverse topics covered by GEO-Bench,
their measured effectiveness is tied to our con-
trolled retrieval-and-generation harness and should
not be interpreted as evidence of transfer to arbi-
trary search systems, platforms, or audiences.
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A Rewrite Prompt Templates

A.1 Information-Preserving (IP) Template

IP Contract — Information-Preserving GEO

NOT allowed: add, remove, or alter any factual claim,
name, date, number, quote, or relationship; fabricate
authorities, statistics, quotations, citations, testimoni-
als, or timestamps.
Allowed: restructure paragraphs and sections; rewrite
sentences with different syntax; apply ≥2 of 8 benign
GEO techniques using only material genuinely in the
source; improve clarity, flow, and readability.

P1 Authoritative Tone — surface phrasing im-
plicit in source

P2 Statistics Addition — quote numerics from
source

P3 Quotation Addition — reuse source’s direct
quotes

P4 Cite Sources — cite the source’s own refer-
ences

P5 Temporal Markers — use real dates from
source

P6 Structured Hijack — AI-optimized format-
ting

P7 Multi-Hop Reasoning — chains using
source facts

P8 Negative GEO — contrast against source-
addressed misconceptions

A.2 Information-Distorting (ID) Template

ID Contract — Information-Distorting GEO At-
tack

Allowed (and required): fabricate authority, expert
names, institutional endorsements, study citations,
statistics, testimonials, recommendation percentages,
satisfaction rates, timestamps, and “newly confirmed”
framings. Reframe / downplay / replace original
claims that contradict the false claim. The target false
claim must appear in ≥3 places with varied phrasing.

D1 Stealth Injection — community/forum ve-
neer

D2 Temporal Poison — freshness markers, fake
updates

D3 Fake Authority — institutional endorse-
ments

D4 Fake Citation — fabricated studies, confer-
ences

D5 Structured Hijack — AI-extractable format-
ting

D6 Review Flood — fabricated ratings, testi-
monials

D7 Multi-Hop GEO — breadcrumb reasoning
chains

D8 Negative GEO — undermine true alterna-
tives

B Quality Gate

Both conditions share the same pass criterion. Any
zero sub-score zeros the total. PPL denotes per-

plexity, and wc denotes word count:

Q = (Semb × Slen × Sppl × Snat)
1/4 ≥ 0.65

Notation in Table 8: emb/len/ppl/nat denote embed-
ding similarity, length, perplexity, and naturalness;
wc is word count; rw/orig mark rewritten/original
text; e and e′ are their embeddings.

C Query Topic Distribution

The 247 evaluation queries span 17 content cate-
gories inherited from the GEO-Bench corpus. Ta-
ble 9 reports the distribution. Medicine/health is
the most represented (15.0%), followed by law/le-
gal (11.3%) and entertainment (10.5%). The joint
quality gate over-represents categories where both
IP and ID rewrites achieve high naturalness (art-
s/literature: 6.1% vs. 3.5% in the full 1,000-query
pool) and under-represents categories with high re-
fusal rates or technical density (software: 6.9% vs.
10.7%).

D Judge Validation

Two human annotators labeled stratified samples of
50 model–query instances for each victim model
(Qwen, Gemma4, and Llama4) under the unde-
fended ID condition, using the same trinary ASR
rubric (0.0/0.5/1.0) as the Opus judge. The three
samples contain 150 model–query instances span-
ning 116 unique queries. For each victim model,
we drew a balanced sample from the Opus judge
results across the three ASR levels, with 16–17
instances per level.

Table 10 reports pairwise Cohen’s κ, linearly
weighted κw, exact agreement, and Fleiss’ κ across
all three raters. On the pooled 150-instance sample,
human–human agreement is κ=0.727 (κw=0.784;
123/150 exact), while agreement between Opus and
the two human annotators is κ=0.739 and 0.869
(κw=0.798 and 0.897; 124/150 and 137/150 exact).
Fleiss’ κ across all three raters is 0.778.

Across the pooled sample, the score distributions
for Human 1, Human 2, and Opus are 45/59/46,
45/64/41, and 51/55/44, respectively, for scores
0.0/0.5/1.0. All pairwise disagreements are single-
level; no rater pair exhibits a 0.0 vs. 1.0 gap. The
weighted coefficients therefore capture disagree-
ments between adjacent rubric levels rather than
reversals between attack failure and full success.
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Table 8: Quality-gate sub-score functions. Each maps a measurement to [0, 1] via piecewise thresholds.

Score Measure Sweet (1.0) Accept (≥0.85) Penalty Zero

Semb (IP) cos(e, e′) .92–.99 .88–.92 .80–.88 <.76
Semb (ID) cos(e, e′) .78–.92 .74–.78 .70–.74 <.65
Slen wcrw/wcorig .85–1.15 1.15–1.30 .75–.85 <.75 / >1.50
Sppl PPLrw/PPLorig .70–1.15 1.15–1.25 1.25–1.60 >1.60
Snat LLM judge (1–5) ≥4.5 4.0–4.5 3.0–4.0 <2.5

Table 9: Content-category distribution of the 247 evalu-
ation queries.

Category N %

Medicine / Health 37 15.0
Law / Legal 28 11.3
Entertainment / Celebrity 26 10.5
Politics / Current Events 21 8.5
Science / Research 21 8.5
General Knowledge 17 6.9
Software / Apps / Services 17 6.9
Arts / Literature / Religion 15 6.1
Personal Finance / Business 13 5.3
Education / Academia 11 4.5
Geography / Travel 10 4.0
History 8 3.2
Food / Cooking 7 2.8
Sports 4 1.6
Transportation / Automotive 4 1.6
Environment / Climate 4 1.6
Business / Workplace 4 1.6

E Threshold Sweep

Table 11 reports chunk-level detection metrics
on the held-out calibration set across five cosine-
similarity thresholds. Moving from τ=0.90 to
τ=0.84 more than doubles recall (from 0.646 to
0.895) but raises clean FPR from 2.6% to 10.7%.
The selected operating point τ=0.90 maximizes
precision (0.920) and minimizes false positives at
the cost of recall; deployments in high-stakes do-
mains may prefer τ=0.84 or τ=0.85.

F Cross-Rewriter Non-Attacked
Performance

Table 13 reports IP answer accuracy and chunk-
level false-positive rates on the 247-query GPT 5.5
cross-rewriter set (Qwen victim), complementing
the ASR results in Table 6. IP accuracy under
C-GEO Guard is 82.6%, a 4.2 pp drop from the
undefended baseline, driven by a 2.80% chunk-
level FPR on IP chunks. This trade-off is modest:
the defense blocks approximately 3 in 100 benign
chunks while eliminating 60.4% of attack success.

Table 10: ASR inter-rater agreement by victim model
and overall. Each model contributes 50 stratified model–
query instances. κ: Cohen’s kappa; κw: linearly
weighted kappa.

Pair κ κw Exact

Qwen (N=50)
Human 1 vs. Human 2 0.814 0.850 44/50
Human 1 vs. Opus 0.876 0.900 46/50
Human 2 vs. Opus 0.937 0.948 48/50
Fleiss’ κ (3 raters) 0.875 – –

Gemma4 (N=50)
Human 1 vs. Human 2 0.725 0.782 41/50
Human 1 vs. Opus 0.731 0.792 41/50
Human 2 vs. Opus 0.880 0.908 46/50
Fleiss’ κ (3 raters) 0.779 – –

Llama4 (N=50)
Human 1 vs. Human 2 0.640 0.720 38/50
Human 1 vs. Opus 0.610 0.708 37/50
Human 2 vs. Opus 0.791 0.838 43/50
Fleiss’ κ (3 raters) 0.679 – –

All models (N=150)
Human 1 vs. Human 2 0.727 0.784 123/150
Human 1 vs. Opus 0.739 0.798 124/150
Human 2 vs. Opus 0.869 0.897 137/150
Fleiss’ κ (3 raters) 0.778 – –

G Bootstrap Confidence Intervals

All confidence intervals use the percentile bootstrap
with B=10,000 resamples and seed 42. Paired
tests resample the same query indices for both de-
fenses to preserve the paired structure.

H Per-Model ASR Outcome Distributions

Tables 16–18 report the full ASR outcome distribu-
tion per model.

I Attack Outcome Distribution

Without defense, 79.1% of attacks cause at least
partial belief shift (Any = Full + Partial). Off-the-
shelf guardrails reduce this modestly to 73–76%.
C-GEO Guard drops the any-effect rate to 43.3%—
a 45% relative reduction (Figure 4). Full-success
attacks drop from 239 to 111, a 54% reduction.
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Table 11: Chunk-level detection metrics for C-GEO
Guard at five cosine thresholds on the calibration set.

τ Precision Recall F1 FPR IP FPR clean FPR easy

0.75 0.602 0.979 0.746 20.2% 22.5% 15.9%
0.80 0.689 0.954 0.800 13.6% 16.3% 9.9%
0.84 0.775 0.895 0.830 9.0% 10.7% 5.2%
0.85 0.803 0.872 0.836 7.4% 9.2% 4.2%
0.90 0.920 0.646 0.759 1.5% 2.6% 1.1%

Table 12: C-GEO Guard hyperparameters and training
statistics.

Parameter Value

Backbone microsoft/deberta-v3-base
Parameters 184M
Embedding dim 768
Pooling Mean
Normalization L2
Chunk size / overlap 512 / 128 tokens
Loss Multiple Negatives Ranking
Triplet format 3-column (anchor, pos, neg)
Batch size 16
Learning rate 2× 10−5

Epochs 1
Warmup ratio 0.1
Seed 42

Assembled positives 326 ID documents
Calibration holdout 10% of assembled positives
Training positives 293 ID documents
IP hard negatives 293 paired IP documents
Borderline negatives ∼18 ID-failed rewrites
Clean easy negatives Non-target documents from all 750

training queries
Total triplets ∼10,200
Gradient steps ∼638
Training time <30 min (1 GPU)
Attack class centroids 8

J NeMo Self-Check Fact-Checking:
Query-Level Block Rates

NeMo Self-Check Fact-Checking is an output rail
that evaluates each generated answer against the
retrieved evidence. Table 20 reports per-model
block rates.

On Qwen, NeMo blocks 3.24% of ID queries
while blocking 4.86% of clean queries—the de-
fense is anticorrelated with the attack. On Llama-4,
the near-total block rate (>98%) across all condi-
tions indicates a model-level incompatibility with
the entailment prompt format rather than effective
attack filtering.

K Per-Attack-Class ASR

Each ID rewrite applies ≥2 of 8 attack classes (Ap-
pendix A.2). Table 21 reports three-model average
ASR per class for the undefended setting, Gran-
ite Guardian, and C-GEO Guard. A query con-

Table 13: Cross-rewriter non-attacked performance on
247 GPT 5.5-rewritten queries (Qwen victim). Accuracy
= (yes+0.5 · partial)/N × 100%. FPR: chunk-level
block rate on the IP condition.

Defense IP Acc (%) IP FPR (%)

Undefended 86.8 —
C-GEO Guard 82.6 2.80

Undef. Granite Llama
Guard

C-GEO
Guard
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Figure 4: Pooled ASR outcome distribution across three
victim LLMs (N=741 per defense). C-GEO Guard
shifts the majority of outcomes from full/partial success
to fail. NeMo excluded (Llama-4 unusable).

tributes to all its assigned classes; all 247 queries
carry integer class labels. C-GEO Guard achieves
>22% relative reduction on every class; Granite
Guardian’s per-class ASR is within ±4 pp of no
defense across all classes.

Review Flood (Class 6) has the highest unde-
fended ASR (62.8%), followed by Temporal Poi-
son (59.4%). C-GEO Guard achieves the largest
relative reduction on Stealth Injection (−60%) and
the smallest on Structured Hijack (−22%), where
AI-optimized formatting resists chunk-level detec-
tion. Granite Guardian’s ASR on Multi-Hop GEO
exceeds the undefended baseline, consistent with
the defense-as-amplifier effect (§6.2).

L Quality-Gate Sensitivity

The benchmark construction pipeline applies a
quality gate (Q ≥ 0.65) to select high-quality
rewrites, modelling a realistic attacker who would
discard low-quality outputs before deployment. A
natural concern is whether this filtering distorts
downstream ASR by selecting attacks that happen
to be easier or harder to detect. To test this, we
sweep the quality threshold from 0.00 (no gate; all
247 GPT 5.5 rewrites) to 0.65 (the benchmark gate)
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Table 14: 95% bootstrap CIs for ASR (%) on the ID condition (B=10,000, seed 42). NeMo’s all-model average is
diagnostic only; the main table reports the Gemma+Qwen average after excluding the Llama-4 refusal artifact.

Defense Gemma-4 Qwen-3.5 Llama-4 3-Model Avg

Undefended 56.5 [52.4, 60.5] 55.9 [51.4, 60.3] 54.7 [49.6, 59.5] 55.7 [53.1, 58.2]
Granite Guardian 51.4 [47.4, 55.5] 53.8 [49.2, 58.5] 56.9 [51.2, 62.3] 54.0 [51.3, 56.8]
Llama Guard 3 51.8 [47.6, 56.1] 51.4 [46.8, 55.9] 54.3 [49.4, 59.1] 52.5 [49.9, 55.1]
NeMo Self-Check 50.2 [46.0, 54.7] 52.0 [47.2, 56.9] 0.4 [0.0, 1.2]† 34.2 [31.6, 36.9]†

C-GEO Guard 30.6 [26.3, 35.0] 29.4 [24.7, 34.0] 27.5 [22.9, 32.4] 29.2 [26.5, 31.8]
†NeMo on Llama-4: 98.4% clean block rate renders the low ASR an artifact of near-total query refusal; the reported main-text

average excludes this cell.

Table 15: Paired bootstrap significance tests vs. unde-
fended (B=10,000, three-model pooled, seed 42). ∆:
paired ASR reduction in pp. Significant at α=0.05 if CI
excludes zero. Defense names are abbreviated for space:
Granite = Granite Guardian; Llama = Llama Guard 3;
NeMo = NeMo Self-Check Fact-Checking; C-GEO =
C-GEO Guard.

Defense ∆ 95% CI (pp) p Sig.

Granite +1.6 [−0.7, +4.0] .096 No
Llama +3.2 [+1.4, +4.9] <.001 Yes
NeMo† +21.3 [+18.8, +23.9] <.001 Yes†

C-GEO +26.5 [+23.8, +29.3] <.001 Yes
†NeMo’s ∆ is inflated by Llama-4’s 98.4% clean block rate;

the reduction reflects query refusal and is not used as the
reported off-the-shelf comparison.

Table 16: Gemma-4-31B: ASR outcome distribution
(ID, N=247).

Defense Full Partial None Mean

Undefended 70 139 38 56.5
Granite 56 142 49 51.4
Llama Guard 60 136 51 51.8
NeMo 59 130 58 50.2
C-GEO Guard 33 85 129 30.6

and measure undefended and C-GEO-defended
ASR at each level (Qwen victim).

Figure 5 shows both curves. Undefended ASR
is stable between 55.1% and 56.3% for thresholds
below 0.60, rising to 59.3% at Q ≥ 0.65 where
only the 54 strongest rewrites remain. C-GEO-
defended ASR tracks this shift proportionally, stay-
ing in the 21.8–23.5% range. The relative reduction
stays within 58–61% at every threshold, with no
systematic trend. Although higher-quality rewrites
produce stronger attacks (undefended ASR rises
from 55.7% to 59.3%), the guard’s relative effec-
tiveness remains stable, suggesting that the quality
gate does not differentially favor or penalize the
defense.

Table 17: Qwen-3.5-35B: ASR outcome distribution
(ID, N=247).

Defense Full Partial None Mean

Undefended 80 116 51 55.9
Granite 81 104 62 53.8
Llama Guard 71 112 64 51.4
NeMo 79 99 69 52.0
C-GEO Guard 38 69 140 29.4

Table 18: Llama-4-Scout-17B: ASR outcome distribu-
tion (ID, N=247).

Defense Full Partial None Mean

Undefended 89 92 66 54.7
Granite 120 41 86 56.9
Llama Guard 85 98 64 54.3
NeMo 1 0 246 0.4
C-GEO Guard 40 56 151 27.5

Table 19: ASR outcome distribution on the ID con-
dition, pooled across three victim models (741 total
evaluations). Full: ASR =1.0; Partial: ASR =0.5; None:
ASR =0.0. Any: fraction with Full or Partial.

Defense Full Partial None Any

Undefended 239 347 155 79.1%
Granite 257 287 197 73.4%
Llama Guard 216 346 179 75.8%
C-GEO Guard 111 210 420 43.3%

Table 20: NeMo Self-Check Fact-Checking query-level
block rates (%) by model and condition.

Model Clean IP ID

Gemma-4 6.4 6.4 6.8
Qwen-3.5 4.9 3.6 3.2
Llama-4 98.4 98.4 98.8
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Table 21: Three-model average ASR (%) by attack class.
N : queries using that class. ∆rel: C-GEO Guard rela-
tive change vs. the undefended setting.

# Attack Class N Undefended Granite C-GEO

1 Stealth Injection 15 58.9 48.9 23.3
2 Temporal Poison 73 59.4 54.8 28.1
3 Fake Authority 222 55.6 54.7 27.8
4 Fake Citation 143 55.4 54.2 29.6
5 Structured Hijack 36 52.8 52.3 41.2
6 Review Flood 13 62.8 55.1 44.9
7 Multi-Hop GEO 101 57.1 58.3 30.7
8 Negative GEO 220 55.9 54.2 26.6
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Figure 5: Quality-gate sensitivity sweep on GPT 5.5
rewrites (Qwen victim). Top: undefended and C-GEO-
defended ASR across quality thresholds. Bottom: sam-
ple size N at each threshold; green annotations show
relative ASR reduction. The defense’s relative reduction
remains within 58–61% across all thresholds, suggest-
ing that the quality gate does not differentially favor or
penalize the defense.
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Table 22: Composite answer quality Q̄ = (Rel + Comp + Clar)/3 on clean and IP conditions per victim model
(N=247), where Rel, Comp, and Clar denote relevance, completeness, and clarity. ∆: relative change from
undefended baseline (%). Defense names are abbreviated for space: Granite = Granite Guardian; Llama = Llama
Guard 3; NeMo = NeMo Self-Check Fact-Checking; C-GEO = C-GEO Guard.

Gemma-4-31B Qwen-3.5-35B Llama-4-Scout

Clean IP Clean IP Clean IP

Defense Q̄ ∆ Q̄ ∆ Q̄ ∆ Q̄ ∆ Q̄ ∆ Q̄ ∆

Undefended 4.81 — 4.72 — 4.75 — 4.74 — 4.52 — 4.49 —
Granite 4.69 −2.5% 4.74 +0.4% 4.76 +0.2% 4.78 +0.8% 4.52 0.0% 4.52 +0.7%
Llama 4.74 −1.5% 4.77 +1.1% 4.71 −0.8% 4.79 +1.1% 4.50 −0.4% 4.56 +1.6%
NeMo 4.48 −6.9% 4.47 −5.3% 4.62 −2.7% 4.69 −1.1% 1.20 −73.5% 1.22 −72.8%
C-GEO 4.72 −1.9% 4.72 0.0% 4.75 0.0% 4.76 +0.4% 4.55 +0.7% 4.55 +1.3%
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