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Abstract

Large Language Model (LLM) agents increas-
ingly act by generating, executing, and re-
vising code, making code reasoning essen-
tial for understanding program state, diagnos-
ing failures, and repairing behavior. Existing
evaluations often measure end-to-end software
engineering outcomes, obscuring which rea-
soning capabilities limit agents in complex,
execution-grounded systems. We study this
problem through Proof-of-Concept (PoC) gen-
eration, where an agent synthesizes an exe-
cutable trigger that reproduces a reported crash
or sanitizer failure. We instantiate this task
in the Linux kernel, whose scale, stateful-
ness, pointer-heavy value flow, memory lay-
out, and concurrency stress long-horizon code
reasoning. We decompose kernel PoC gen-
eration into four capabilities: state-machine
reasoning, dynamic memory layout reason-
ing, value-flow reasoning, and concurrency
reasoning. We build KPocInfra to emit
branch-level execution telemetry and curate
KPocBench, a benchmark of 181 reproducible
Linux kernel KASAN cases from Syzbot. On
KPocBench, state-machine and value-flow rea-
soning explain most failures, while capability-
scaffolded evidence improves the best success
rate from 50% to 61% and moves 29 unsolved
attempts deeper along vulnerable execution
paths. These results position kernel PoC gen-
eration as a practical stress test for LLM code
reasoning in large-scale systems software.

1 Introduction

Code reasoning has emerged as a key capability of
modern large language models (LLMs). Beyond
its immediate relevance to software engineering,
code reasoning is also becoming a prerequisite
for agentic AI: code increasingly represents the
action space through which agents invoke tools,
manipulate environments, plan multi-step behav-
ior, and repair their own failures (Ning et al., 2026).

An agent that cannot reason about the code it ex-
ecutes or generates is limited in its ability to di-
agnose unexpected outcomes, revise plans, and
safely interact with complex software systems. In
practice, automated code reasoning also provides a
foundation for building trustworthy software (Liu
et al., 2024b), supporting broad software reliabil-
ity and security applications, including automated
program repair (Liu et al., 2023; Van Tonder and
Le Goues, 2018; Jain et al., 2023; Nong et al.,
2024; Li et al., 2025, 2026), fuzz testing (Zhu et al.,
2025a; Xia et al., 2024), vulnerability detection (Li
et al., 2024; Zibaeirad and Vieira, 2024), and for-
mal verification (Yang et al., 2026, 2025a,b).

Evaluating this code reasoning capability, how-
ever, requires more than measuring whether an
LLM agent completes an end-to-end software de-
velopment task, e.g., whether an issue has been
fixed (Jimenez et al., 2024; Hariharan et al., 2025).
To better probe how models reason about code, a
growing body of work has proposed benchmarks
that target code reasoning capabilities more di-
rectly (Gu et al., 2024; Xie et al., 2025; Liu et al.,
2024a; Chen et al., 2025; La Malfa et al., 2025;
Beger and Dutta, 2025; Wei et al., 2025). How-
ever, many of these benchmarks still exercise only
local code behavior or simplified analysis tasks.
For example, small-scale static-analysis settings
can test whether a model recognizes a particu-
lar vulnerability pattern, but they often abstract
away the scale, execution environment, and cross-
component interactions that dominate real system-
scale workloads. Other recent benchmarks raise
the difficulty by evaluating code reasoning capa-
bilities on real-world repo-level tasks (Roy et al.,
2025; Kopel; Liu et al., 2025). Among these tasks,
Proof-of-Concept (PoC) generation is particularly
appealing: given a known vulnerability or bug re-
port, the agent must synthesize a small executable
trigger, such as a user input to the target system,
that reproduces the reported crash or sanitizer fail-
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ure. This task requires substantially longer-horizon
planning, codebase exploration, trigger construc-
tion, and iterative use of execution feedback (Zhao
et al., 2025; Wang et al., 2025; Zhu et al., 2025b;
Fang et al., 2024; Heelan, 2025). Unfortunately,
existing PoC-generation evaluations focus primar-
ily on user-space programs and web applications.
In these settings, the input-to-crash chain is often
shorter, the execution environment is more observ-
able, and the trigger can often be constructed with-
out deeply exercising system state, dynamic mem-
ory layout, indirect value flows, or concurrency.
As a result, they provide limited visibility into the
reasoning demands that become critical in large-
scale systems software, where long-horizon state
tracking, sparse execution feedback, pointer-heavy
value propagation, and concurrent interleavings
can combinatorially expand the space of possible
executions.

Our approach. In this paper, we instantiate PoC
generation in the Linux kernel and use PoC gen-
eration from kernel bug reports as a stress test for
long-horizon code reasoning in large-scale systems
software. In the Linux kernel, such a PoC is typi-
cally a user-space program that issues a sequence
of system calls (syscalls) to drive the kernel into
the vulnerable state. This combination is impor-
tant: PoC generation supplies the iterative reason-
ing task, while the Linux kernel supplies the scale,
statefulness, and limited observability that make
the task difficult. Starting from a bug report, an
agent must interpret the reported failure, localize
the relevant code paths, infer the triggering condi-
tions, synthesize an executable program, and refine
failed attempts using execution feedback. At the
same time, success is unambiguously verifiable by
reproducing the reported crash or sanitizer report.

We target the Linux kernel because it ampli-
fies reasoning requirements that are less explicit in
the user-space and web-application settings stud-
ied in prior PoC work. First, its sheer scale and
complexity: roughly 40 million lines of C across
hundreds of subsystems, far exceeding any current
model’s context window and forcing the agent to
retrieve and reason about code on demand. Second,
its statefulness: triggering a kernel bug typically
requires a precise, ordered syscall sequence that
drives the subsystem through multiple intermediate
states before the final vulnerable operation can take
effect. Third, its limited observability: a bug report
usually records only a post-mortem stack trace, and

a failed PoC often produces little or no diagnostic
output, leaving the agent uncertain about where
execution diverged from the intended path. Finally,
kernel vulnerabilities often require reasoning about
dynamic memory layout, indirect value flows, and
concurrency, which quickly expands the space of
possible executions.

Our key insight is that the combination of the
task and the target system is what makes the set-
ting challenging. PoC generation on simpler soft-
ware can often avoid deep reasoning about state,
memory layout, value flow, or concurrency, while
kernel-focused tasks without PoC generation do
not exercise the same long-horizon planning and
self-correction loop. Kernel PoC generation thus
provides a setting in which code reasoning failures
are practically meaningful, experimentally observ-
able, and security-impactful.

Technical design. As these challenges are of-
ten entangled, a single aggregate success rate can-
not reveal which reasoning capability is limiting
current agents. For example, a kernel use-after-
free may require the agent to drive the subsys-
tem into the right state, shape allocator behavior,
propagate the correct value through pointer aliases,
and win a race, but a failed PoC gives no indi-
cation which step broke. To make such failures
observable, we decompose kernel PoC generation
into four reasoning capabilities: state-machine rea-
soning, dynamic memory layout reasoning, value-
flow reasoning, and concurrency reasoning, each
grounded in concrete kernel-level failure modes
(§2). We then develop KPocInfra, which exe-
cutes each candidate PoC in QEMU on a ker-
nel instrumented at vulnerability-relevant branches.
After each iteration, KPocInfra emits structured
execution telemetry, including reached branches,
guard outcomes, and runtime values of selected
expressions. By selectively exposing this teleme-
try, we can intervene in the agent’s reasoning loop
and disentangle how specific reasoning capabil-
ities contribute to task success or failure, using
branch-granularity evidence rather than a binary
pass/fail outcome. We open source the Dataset
and related kPocInfra in https://github.com/
OrangeRoland/kPocInfra.

Results. Building on this infrastructure, we
curate KPocBench, a benchmark of 181 repro-
ducible Linux kernel cases reported by Kernel
Address Sanitizer (KASAN) and drawn from
Syzbot (Google, 2017), spanning ten bug types
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and including 57 cases (31%) that require race con-
ditions to trigger. We evaluate two agent harnesses
with three model configurations: Claude Code with
Claude Opus-4.6 and DeepSeek V4-Pro, and Ope-
nAI Codex with GPT-5.4. Before feeding teleme-
try back to the agent, we first use KPocInfra as
an observation tool to monitor where each candi-
date PoC stops making progress. This analysis
reveals a stable ordering of capability bottlenecks:
state-machine reasoning is dominant, accounting
for 42–59% of failures, while value-flow reasoning
is the second consistent barrier, accounting for 31–
37%. Concurrency and memory-layout reasoning
account for smaller, model-specific shares. This
ordering is stable across model families and agent
harnesses, suggesting that it reflects the structure
of kernel PoC generation rather than the weakness
of a single agent.

We then use telemetry-guided feedback as a con-
trolled intervention that approximates stronger rea-
soning capabilities by externalizing branch-level
runtime evidence the agent would otherwise need
to infer. This intervention consistently improves
performance: the best configuration solves 61% of
cases, compared with 50% under raw-log feedback,
and reduces the number of iterations in 52% of
commonly solved cases. Even when cases remain
unsolved, telemetry-guided feedback moves the
generated PoC to a strictly deeper divergence point
in 29 cases, suggesting that stronger reasoning ca-
pabilities, approximated by externalized runtime
evidence, help agents advance further along the
vulnerable execution path. Together, the observa-
tion and intervention results show that the same
capabilities that explain failure also predict where
improving code reasoning can advance kernel PoC
generation.

2 Reasoning Capabilities for Kernel PoC
Generation

We identify four reasoning capabilities that to-
gether span the cognitive demands of Linux kernel
PoC generation. For each, we give a working defi-
nition, the sub-dimensions we measure, and how
its failure manifests in execution traces. This tax-
onomy organizes both the design of KPocInfra
(§2.5), which determines what evidence sources
observe which capability, and the failure attribution
analysis in §3.

2.1 State-Machine Reasoning

A vulnerable kernel path is rarely reachable from a
single syscall. Typically, the agent must drive the
relevant subsystem through an ordered sequence
of state transitions, each established by a syscall
whose effects modify internal kernel objects, data
structures, and control flags. Reaching the vulnera-
ble state requires every transition to complete and
leave the kernel in exactly the configuration the
next transition expects. A single missing or mis-
ordered step leaves the kernel in an unreachable
configuration, even though the final triggering call
itself may be correct. We decompose this capabil-
ity into two sub-dimensions.

Pre-conditions. Identifying and establishing the
initial conditions that must hold before any vulnera-
ble operation can begin. This includes configuring
objects in the right modes, selecting the right flags,
and constructing inputs such as filesystem images
or network packets that satisfy kernel-internal val-
idation. Failure produces PoCs that trigger early-
stage errors or are silently misdirected to a different
code path.

State-transfer. Driving the kernel through the
complete intermediate sequence connecting ini-
tial setup to the final vulnerable operation. An
agent that knows the start and end states but not
the transitions between them produces incomplete
or misordered syscall sequences that stall in an
intermediate, unreachable configuration.

2.2 Dynamic Memory Layout Reasoning

A large fraction of KASAN-detected bugs (Linux
Kernel Documentation, 2026a) depend on specific
relationships among dynamically allocated kernel
objects. Unlike user-space memory bugs, these
arise inside a highly structured allocator composed
of slab caches, per-CPU freelists, and size-class
pools whose behavior is invisible at the syscall
interface. The agent must reason along two axes.

Spatial axis. Sizes, alignments, and relative po-
sitions of objects in memory. Out-of-bounds bugs
are typically gated on a specific relationship be-
tween an allocated object’s size and an offset de-
rived from user input. The agent must identify
the slab cache holding the object, its allocation
granularity, and the input value that produces the
required overflow distance, often passing through
allocator size rounding and kernel validation.
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Temporal axis. Object lifecycles, including al-
location, free, and reuse. Use-after-free triggering
requires that, at the moment of the second access,
the freed memory has been reclaimed and repop-
ulated with an object of the right type. Reliable
triggering frequently demands active heap shap-
ing (Chen and Xing, 2019; Wu et al., 2018): drain-
ing freelists, controlling recycle order, and placing
replacement objects adjacent to or coincident with
the freed region. None of this appears in the bug re-
port; it must be inferred from the SLUB allocator’s
reclaim policy and the object types involved.

2.3 Value-Flow Reasoning

A user-controlled value at the syscall interface
must propagate through many layers of kernel code.
It is copied via copy_from_user, stored into an
inode or socket buffer, retrieved through a VFS
or networking abstraction, and finally tested at a
guard that decides whether the vulnerable branch
is taken. Value-flow reasoning is the agent’s ability
to perform a partial symbolic evaluation of this
chain across function boundaries to predict which
input values steer execution toward the vulnerable
path. In kernel code the chain routinely spans ten
or more functions across multiple files, a setting
where static dependency benchmarks also report
sharp degradation on multi-step trace generation
and long dependency chains (Xie et al., 2025).

Failure manifests insidiously: the agent invokes
the correct syscall on the correct subsystem with
parameter values that happen to take a different
control-flow branch, with no error output to guide
correction. Value-flow reasoning also subsumes
value-range analysis: understanding not just what
value a variable holds but what range of values
satisfies a predicate. This is critical for boundary-
condition bugs such as integer overflows and allo-
cation limits.

2.4 Concurrency Reasoning

A substantial fraction of kernel vulnerabilities are
race conditions that manifest only under specific
thread interleavings. We evaluate concurrency rea-
soning along two sub-dimensions.

Concurrency identification. Determining
whether a bug requires a concurrent setup at all.
Bug reports rarely state this explicitly; the agent
must infer it from indirect signals such as multiple
threads in the crash stack, the KASAN report
type, or the structure of the involved code paths.
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Figure 1: Overall workflow of KPocInfra.

Failures take two forms. The first is a sequential
PoC for a race-required bug, which reaches the
right code but never opens the race window. The
second is unnecessary threading for a sequential
bug, which introduces synchronization overhead
and spurious failures.

Race-window targeting. Given correct identifi-
cation, actually constructing a PoC that hits the
window. Race windows are typically narrowed
by spinlocks, RCU grace periods, refcounts, or
atomic operations to a handful of instructions (Lee
et al., 2021), so spawning two threads is rarely
sufficient. An effective concurrent PoC must or-
chestrate the precise interleaving via synchroniza-
tion primitives, memory pressure, or careful pre-
race state setup. The required effort is asymmetric
across bug types: refcount-underflow UAFs of-
fer wide windows, whereas unlocked concurrent
modification of complex data structures may have
windows as narrow as a single store. Agents that
apply generic threading patterns without adapting
to the specific race structure fail at this dimension.

2.5 Capability-Attributable Infrastructure:
KPocInfra

Figure 1 illustrates the overall workflow.

Overview. To evaluate LLM capabilities across
the four reasoning dimensions described above, we
build KPocInfra, a benchmark and evaluation in-
frastructure that operationalizes these capabilities
by compiling them into the execution environment
as structured runtime signals. Rather than expect-
ing the agent to recover state-machine, memory-
layout, value-flow, and concurrency evidence
purely from static source inspection, KPocInfra
instruments vulnerability-relevant kernel branches,
drives iterative PoC generation inside a QEMU vir-
tual machine, and returns per-iteration execution
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evidence that externalizes the exact signals each
capability would otherwise have to infer.

Our evaluation of each reasoning dimension is
grounded in three complementary sources of ev-
idence. First, the branch instrumentation traces
collected during PoC execution record, for each in-
strumented branch, how many times it was reached,
whether its condition was satisfied, and the con-
crete runtime value of the condition expression.
These traces are produced at every iteration, form-
ing a per-session record of how the generated
PoC’s kernel coverage evolved over time. Sec-
ond, the LLM agent reasoning logs capture the full
sequence of hypotheses, code revisions, and diag-
nostic interpretations the agent produced across
all iterations, providing direct evidence of how
the agent responded to the scaffolded signals and
whether its reasoning remained coherent and adap-
tive over the session. Third, the original PoC and
its corresponding instrumentation trace serve as a
reference baseline: by comparing the branch cover-
age and expression values produced by the original
PoC against those produced by the generated PoC,
we can precisely characterize how far the gener-
ated PoC diverged from the ground-truth execution
path and at which specific kernel location the di-
vergence first occurred.

Together, these three sources enable assessment
of each reasoning dimension without relying on
a single signal. State-machine reasoning failures
are identified when coverage stalls at a subsys-
tem boundary across many iterations, confirmed
by reading the instrumented kernel source to es-
tablish what pre-condition or state transition was
not satisfied. Value-flow failures are localized to
specific branch points where the generated trace
records a different expression value than the origi-
nal, revealing which user-controlled input was in-
correctly propagated through the kernel. Dynamic
memory layout failures are evidenced by size or
pointer values at allocation-related branches that
diverge from the original trace, indicating that the
agent did not reason correctly about the kernel’s
object layout requirements. Concurrency reason-
ing failures are assessed by cross-referencing the
Syzkaller reproducer metadata as a ground-truth
concurrency label, the agent’s generated threading
model, and the presence or absence of race-specific
branch activations in the instrumentation traces.

3 Evaluations and Experiment

3.1 Dataset Construction
We construct our evaluation dataset from real-
world Linux kernel vulnerability cases reported
through Syzbot (Google, 2017, 2015), focusing ex-
clusively on cases detected by the Kernel Address
Sanitizer (KASAN) (Linux Kernel Documentation,
2026a). Starting from the full set of publicly avail-
able Syzbot KASAN reports, we filter for cases that
include a fuzzer-generated C reproducing script,
which serves as the ground-truth PoC for validation
purposes.

Because Syzbot cases span a wide range of ker-
nel versions and toolchain configurations, directly
reusing the original reproducing scripts in a unified
environment is not always possible. To ensure con-
sistency, we reproduce each candidate case by com-
piling the corresponding kernel version, executing
the fuzzer-generated C reproducing script, and ver-
ifying that the execution successfully triggers the
same bug type and crash location as described in
the original Syzbot report. Cases that fail to repro-
duce under our environment due to kernel version
incompatibilities, missing configuration options, or
toolchain differences are excluded from the final
dataset. After this filtering and validation process,
we retain a total of 181 reproducible cases.

Bug type distribution. Table 3 (Appendix) sum-
marizes the distribution of vulnerability types
across the 181 cases. Use-after-free vulnerabil-
ities constitute the largest category (60 cases,
33.15%), followed by slab-out-of-bounds (49
cases, 27.07%), slab-use-after-free (26 cases,
14.36%), and null-pointer-dereference (25 cases,
13.81%). The remaining categories, including
vmalloc-out-of-bounds, double-free, global-out-of-
bounds, stack-out-of-bounds, out-of-bounds, and
user-memory-access, collectively account for 21
cases (11.60%).

Race condition distribution. Among the 181
cases, 57 (31%) require a race condition to trigger
the vulnerability, while the remaining 124 (69%)
are sequential bugs that do not involve concurrency.
Table 4 (Appendix) shows the breakdown of race-
condition cases by bug type. Use-after-free vulner-
abilities dominate the race-required subset with 29
cases, followed by slab-use-after-free (13 cases)
and slab-out-of-bounds and vmalloc-out-of-bounds
(5 cases each). This distribution reflects the fact
that many use-after-free bugs in the kernel arise
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from unsynchronized concurrent access to shared
objects, making concurrency reasoning a critical
capability for a substantial portion of the dataset.

3.2 Experimental Setup
Agent configuration. For each of the 181 cases,
we launch an LLM agent instance with access to
two sources of information: (1) the original Syzbot
bug report, which includes the KASAN error de-
scription, stack trace, and crash metadata; and (2)
the kernel source code corresponding to the kernel
version in which the bug was reported. The agent
is not provided with the ground-truth reproducing
script or any hints derived from it.

The agent operates in an iterative loop. In each
iteration, the agent first reads and analyzes the bug
report to understand the vulnerability type, the af-
fected subsystem, and the crash-site call chain. It
then navigates the kernel source code to inspect rel-
evant functions, data structures, and control-flow
paths. Based on this analysis, the agent writes a
C-language PoC program and submits it for execu-
tion.

Execution environment. All PoC executions
are performed on a bare metal machine Intel(R)
Xeon(R) Platinum 8358 CPU 2.6GHz; 100 G
RAM, QEMU version 6.2.0 (Bellard and The
QEMU Project, 2003) virtual machine running the
corresponding instrumented kernel build. Each
Qemu memory is 2G and SMP is 2. We use a
unified QEMU configuration across all cases to en-
sure that differences in PoC success or failure are
attributable to the generated code rather than to en-
vironmental variation. The VM is reset to a clean
snapshot before each PoC execution to eliminate
state contamination across iterations.

Feedback modes. We evaluate two feedback
configurations to understand the impact of runtime
observability on PoC generation quality.

In baseline mode, the agent receives only the raw
QEMU console log after each PoC execution. This
log contains kernel messages, KASAN reports (if
triggered), and any error output produced by the
PoC program. The agent must infer the cause of
failure from these unstructured signals alone.

In instrumented mode, the agent receives the
QEMU console log together with the structured
instrumentation feedback produced by KPocInfra.
This feedback includes the triggering status of each
instrumented branch (whether it was reached and
whether its condition was satisfied), the concrete

runtime values of up to three recorded meta-data
expressions per branch, and the mapping from each
instrument to its corresponding source-code loca-
tion. This additional information allows the agent
to precisely identify which branches along the vul-
nerability path were reached, where execution di-
verged from the expected path, and what runtime
values were observed at each decision point.

Under both modes, the agent is given the same
iteration budget and time limit per case. If the agent
successfully triggers the target bug (as determined
by matching the KASAN report type and crash
location against the original Syzbot report), the
case is marked as solved and the loop terminates.
If the budget is exhausted without triggering the
bug, the case is marked as failed.

3.3 Results
Treating instrumented feedback as a controlled
probe over the four capabilities, we find a robust or-
dering of reasoning bottlenecks that persists across
all three agents and both feedback modes (Table 2):
state-machine reasoning dominates failures (42–
59%), followed by value-flow reasoning (31–37%),
with concurrency (10–16%) and memory-layout
(0–9%) as smaller, model-specific gaps. Likeli-
hood ratio test, chi square=0.08, df=2, p=0.96.
The capability-attributed gains corroborate this
ordering: scaffolding layout evidence yields the
largest per-bug-type improvements on memory-
layout-sensitive categories (Figure 2), and on 29
still-unsolved cases the agent nonetheless reaches
a strictly deeper divergence point.

This is notable that kPocInfra is an experimen-
tal try, instead of direct and deterministic "causally
gates". To be precise about what we do provide, the
telemetry channels in KPocInfra are a capability
aligned observability scaffold. They approximate
the measurement of each reasoning capability by
externalizing the runtime evidence an agent would
otherwise have to infer, and we use them as a con-
trolled intervention rather than as an independent
causal signal.

We acknowledge there can be better ways or
implementation. The telemetry we currently imple-
ment, branch reachability and expression values,
is only one instantiation of such a scaffold and
does not exhaust the observable signals. Other
channels that we have not implemented, for exam-
ple allocator level or scheduling level telemetry,
could enrich the measurement of memory layout
and concurrency reasoning and would allow finer
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Table 1: Overall PoC generation success rates by agent
and feedback mode.

Agent Mode Success Total Rate

Claude Opus-4.6 Baseline 92 181 50%
Claude Opus-4.6 Instrumented 111 181 61%

OpenAI GPT-5.4 Baseline 67 181 37%
OpenAI GPT-5.4 Instrumented 88 181 49%

Deepseek V4-Pro [1M] Baseline 85 181 47%
Deepseek V4-Pro [1M] Instrumented 108 181 59%
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Figure 2: Per-bug-type PoC generation success rates
for Deepseek-V4-Pro, OpenAI GPT-5.4, and Claude
Opus-4.6 under baseline (raw QEMU log) and in-
strumented (KPocInfra feedback) modes. Categories
with small sample sizes (out-of-bounds, user-memory-
access, stack-out-of-bounds, global-out-of-bounds; see
Table 3) exhibit high variance and should be interpreted
with caution.

attribution.

Overall generation success rates. Table 1
presents the overall PoC generation success rates
across three LLM agents (Claude Opus-4.6 (An-
thropic, 2025), OpenAI GPT-5.4 (OpenAI, 2025),
Deepseek V4-Pro (DeepSeek-AI, 2025)) under
both baseline and instrumented feedback modes.
Among the three agents, Claude Opus-4.6 achieves
the highest success rate, solving 92 out of 181 cases
(50%) in baseline mode and 111 out of 181 cases
(61%) in instrumented mode.

Success rates by bug type. Figure 2 breaks
down success rates by vulnerability type. The
largest gains concentrate on memory-layout-
sensitive categories, such as vmalloc-out-of-
bounds (+22%) and slab-use-after-free (+19%) for
Claude Opus-4.6, consistent with concrete runtime
values closing the layout reasoning loop at alloca-
tion and access decision points. No single agent
dominates across all bug types, indicating that ag-
gregate metrics obscure where each agent’s reason-
ing capability is strongest.

Iteration efficiency. Beyond success rate, we ex-
amine whether instrumented feedback accelerates
PoC generation by reducing the number of iter-
ations required to reach a successful trigger. To
isolate the effect of feedback on iterative refine-
ment, we exclude 33 cases in which the instru-
mented agent succeeded on the first iteration, as
these cases reflect correct initial generation rather
than feedback-driven improvement.

Among the remaining cases, the instrumented
agent required fewer iterations than the baseline
agent in 77 cases (52%), indicating that struc-
tured branch coverage and runtime value feed-
back enables the agent to diagnose and correct
failures more efficiently. This finding confirms that
KPocInfra’s instrumentation not only expands the
set of solvable cases but also reduces the compu-
tational cost of reaching a solution for cases that
both modes eventually solve.

Capability gap analysis in failure cases.
KPocInfra’s instrumented mode externalizes the
four reasoning capabilities as runtime signals, so
comparing baseline and instrumented modes can
be read as an ablation of which capabilities the
agent must perform unaided from source alone.
Failures that disappear under instrumentation indi-
cate reasoning that the agent struggled to recover
statically but can exploit once scaffolded by run-
time evidence; failures that persist indicate gaps
not closed by the current scaffolding.

To localize these gaps, we analyze every unsuc-
cessful case across all three agents and both modes,
attributing each failure to the primary reasoning
capability that broke first. For each case, we in-
spect the agent’s reasoning log, the final generated
PoC, and the instrumentation trace when available,
and locate the earliest point at which the agent’s
behavior diverged from the correct path. Table 2
summarizes the resulting distribution along with
the subsystem breakdown within each capability.

State-machine reasoning is consistently the dom-
inant failure mode. Across every (model, mode)
configuration in Table 2, state-machine reasoning
accounts for the largest share of failures, ranging
from 42% to 59%. This confirms that driving the
kernel through the ordered sequence of syscalls
and intermediate states required to reach a vulnera-
ble path is the single hardest reasoning challenge
in kernel PoC generation, substantially more so
than tracing individual values or shaping memory
layouts. The pattern is robust across models of dif-
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Table 2: Capability gap distribution across failure cases. Columns are (model, setup); rows report overall failure
rate and capability-gap shares. Percentages are reported within each setup (baseline vs. instrumented).

Claude Opus 4.6 GPT-5.4 DeepSeek V4 Pro

Base. Instr. Base. Instr. Base. Instr.

Failed (%) 49 39 63 51 53 40

Capability share (%)
State-Machine 49 42 59 51 53 49
Value-Flow 36 33 31 37 34 32
Concurrency 12 16 10 11 10 12
Memory-Layout 2 9 - 2 2 7

ferent families, suggesting that this gap is a prop-
erty of the task itself rather than of any particular
agent. When state-machine reasoning is scaffolded
by branch-level reachability and guard outcomes,
its failure share drops for Claude Opus-4.6 (49% →
42%) and OpenAI GPT-5.4 (59% → 51%). This
drop directly measures state-machine reasoning
that the agent fails to perform from source alone
but can successfully exploit once externalized. A
substantial gap nevertheless remains.

Value-flow reasoning is the second consistent
bottleneck. Value-flow failures account for 31–
37% of remaining failures across all configurations.
Unlike state-machine, scaffolding value-flow sig-
nals does not consistently shrink its failure share,
for OpenAI GPT-5.4 it rises from 31% to 37%.
This reflects a compositional effect: externaliz-
ing state-machine evidence removes shallower fail-
ures and allows the agent to progress further into
the kernel, where the remaining failures concen-
trate on deeper value-flow chains, such as tracing a
user-controlled value through ten or more function
boundaries.

Concurrency and memory-layout failures are
comparatively rare. Concurrency accounts for 10–
16% of failures, and memory-layout for 0–9%.
Memory-layout’s particularly low share partly re-
flects that layout-sensitive cases are disproportion-
ately solved rather than failed (consistent with the
per-bug-type gains on slab- and vmalloc-out-of-
bounds in Figure 2), leaving few such cases in the
failure pool.

Subsystem distribution of failures. Tables 5–8
in the Appendix report the subsystem distribution
within each capability gap, revealing where in the
kernel each capability is hardest to exercise. Two
patterns stand out. First, the filesystem (FS) sub-

system dominates both state-machine failures (40–
67% across configurations) and value-flow failures
(47–74%), reflecting the deep state hierarchies and
long user-input-to-guard chains characteristic of
VFS and individual filesystem implementations.
Second, memory-layout failures concentrate al-
most entirely in the networking (Net) and device
(Dev) subsystems, where complex object lifecy-
cles around sockets, sk_buffs, and device-bound
allocations make heap shaping particularly hard to
reason about from source alone. These patterns
suggest that targeted improvements to filesystem-
aware state reasoning would yield disproportion-
ately large gains across both dominant capability
gaps.

Implications. State-machine reasoning is the
highest-impact target for future agent work: a mod-
erate improvement there would translate into the
largest success-rate gain, after which value-flow
reasoning becomes the next frontier.

Capability improvement analysis. Beyond the
aggregate counts above, we ask whether instru-
mented feedback produces measurable progress
even on cases that remain unsolved. For each case
that fails under both modes, we compare the earli-
est divergence point in the baseline trace against
that in the instrumented trace, using the depth of
the divergence along the vulnerability-relevant call
chain as a proxy for how far the generated PoC ad-
vanced toward the trigger condition. We find that
in 29 such cases, the instrumented PoC diverges at
a strictly deeper point than the baseline PoC, mean-
ing the improved capability signal let the agent
drive the kernel further into the code path even
when it ultimately failed to reach the bug. This in-
dicates that the benefit of instrumented feedback is
not fully captured by the binary success-or-failure
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verdict: instrumentation advances the frontier of
what the agent can reason about in real kernel code,
and the remaining gap is a matter of how far that
frontier still falls short of the trigger, not of whether
the agent made any progress at all.

4 Conclusion and Future Work

We presented a systematic capability-attributed
study of LLM-driven Linux kernel PoC generation.
Using KPocBench and capability-attributed evalu-
ation, we identified a robust ordering of reason-
ing bottlenecks across three frontier LLM agents:
state-machine reasoning dominates, followed by
value-flow, with concurrency and memory-layout
as smaller, model-specific gaps. This ordering iden-
tifies state-machine reasoning as the most impact-
ful target for future agent work, a prioritization that
aggregate success rates alone cannot provide.

Several directions extend this study. First, our
capability taxonomy and instrumentation can be
extended to other kernel sanitizers, including KC-
SAN for data races and KMSAN for uninitialized
memory, broadening coverage beyond KASAN-
detected memory safety. Second, future agents
could learn to actively query the instrumentation
infrastructure for the specific signals their current
hypothesis requires, turning capability scaffolding
into an interactive reasoning protocol.

Limitations

Our study has several limitations. First, our
benchmark focuses exclusively on KASAN-
detected memory-safety bugs from Syzbot. Other
classes of kernel vulnerabilities, such as KCSAN-
detected data races (Linux Kernel Documentation,
2026b), KMSAN-detected uninitialized-memory
bugs (Linux Kernel Documentation, 2026c), lock-
ing bugs, and logic flaws without an associated
sanitizer, are out of scope, and our capability attri-
bution may not generalize directly to them. Second,
we evaluate three frontier LLM agents (Claude
Opus-4.6, OpenAI GPT-5.4, and Deepseek V4-
Pro); while we observe consistent patterns across
these three model families, results on smaller open-
source models or on future models with substan-
tially different training regimes may differ. Also,
most of the results are collected on Feb. 2026, so
as the time goes by, the capability of models could
be different. Third, our capability-gap attribution
involves manual inspection of agent reasoning logs
and instrumentation traces, which introduces some

subjectivity; we mitigate this by anchoring each
attribution to concrete branch-level evidence wher-
ever available, but a fully automated attribution
pipeline remains future work. Fourth, all exper-
iments are run under a fixed iteration and time
budget; the relative ordering of capability gaps
could shift under substantially larger budgets, par-
ticularly for value-flow and concurrency reasoning
which often require deeper exploration. Finally,
our PoCs target already-disclosed and patched
bugs, and we do not study PoC generation for
fix-validation (regression) or for zero-day vulner-
abilities, that being said, there could be potential
memorized bugs or leaked information that causing
data contamination.

Ethical Considerations
This work studies LLM agents’ ability to gener-
ate Proof-of-Concept programs for Linux kernel
vulnerabilities. All 181 cases in KPocBench cor-
respond to bugs that have been publicly disclosed
through Syzbot and patched upstream; we do not
study zero-day vulnerabilities or embargoed dis-
closures. The PoCs reproduce sanitizer-detected
crashes (KASAN reports) rather than weaponized
exploits achieving privilege escalation or arbitrary
code execution, and the capabilities measured by
our benchmark apply equally to defensive work-
flows such as patch regression testing and root-
cause analysis. We will release KPocBench and
KPocInfra under a research-only license consis-
tent with Syzbot’s existing public-disclosure prac-
tice.

On the other hand, we use the AI assistant
(LLMs) to polish the grammar and wording in Sec-
tion 1 and Section 3 (written by human), instead of
directly generating content.
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A Appendix

A.1 KPocInfra
KPocInfra is a runtime awareness infrastructure
for PoC generation tasks of Linux kernel vulner-
abilities. The key design is to provide automat-
ically observable runtime feedback to the gener-
ator (here indicates to LLM agent). In order to
provide such capability in infrastructure level, we
implement and integrate several critical function-
alities to achieve that, including source-code layer
instrumentation, Kernel driver injection, and kernel
memory dump.

Inputs. As described in §2.5, the core target of
KPocInfra is to generate the PoC for Linux kernel
vulnerabilities based on the bug report. So the ba-
sic input is only the relevant vulnerability report
of a certain bug. The report needs to contains two
critical items: 1) the (potential) type of vulnerabil-
ity; 2) the (potential) stack trace or call chain of
the vulnerability. The vulnerability report is not
necessarily generated from the dynamic execution,
but can also be derive from the static analyzer.

Source-code Layer Instrumentation. Guided
by the provided vulnerability report, KPocInfra
initiates its workflow by systematically extracting
the set of functions manifested within the runtime
stack trace or the associated call chain. Operat-
ing in parallel, KPocInfra deploys LLM-based
agents to perform an in-depth semantic analysis of
the bug report while autonomously navigating the
kernel codebase to inspect pertinent source files
and header definitions. The primary objective of
this dual-channel information acquisition strategy
is to facilitate a more holistic and comprehensive
identification of critical functions, thereby ensur-
ing high-fidelity coverage during the subsequent
instrumentation phase. This design choice is neces-
sitated by the fact that stack traces in conventional
bug reports are inherently coupled with the imme-
diate, "post-mortem" context of the vulnerability’s
triggering point. While such localized information
offers an efficient and precise means of pinpointing
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the crash site, it frequently leads to the inadver-
tent omission of precursor functions—those that
were executed earlier in the control flow but had
already returned before the system state was cap-
tured. Consequently, KPocInfra transcends the
inherent limitations of static log data; it empow-
ers the LLM to conduct a global, codebase-level
retrieval and exploration, leveraging the model’s
sophisticated reasoning capabilities and pre-trained
security knowledge to uncover latent critical func-
tions that are essential for reconstructing the full
vulnerability lifecycle but remain absent from the
final crash trace.

Kernel Driver Injection. In KPocInfra, we de-
sign and implement the kernel layer driver injec-
tion to make the whole kernel level vulnerabil-
ity runtime context capturing can be a plug-in
module. To achieve it, instead of directly mod-
ifying Linux kernel code in a large-scale, we
implement a customized Linux kernel module
named GateTracer. To enable or disable the
GateTracer, KPocInfra also introduce a kernel
config option CONFIG_GATE_TRACE.

To effectively record the kernel runtime in-
formation, every branch KPocInfra insert a
GATE_TRACE_BEFORE(id, expr_1, expr_2,
expr_3) and a GATE_TRACE_AFTER(id). Techni-
cally, each instrument has its own id as the unique
identifier. On the one hand, for the before gate,
there are three slots for it to record the valuable
meta data in a branch. The reason is to expose
the meta data which might have an impact on the
vulnerability trigger process. The before gate con-
tains the information both in control flow and data
flow: 1) whether this position is reached? 2) what’s
the value of meta data when trying to trigger the
vulnerability? On the other hand, for after gate, we
only need to record whether the control flow enter-
ing such in-branch codes, since the value of meta
data already been recorded by the before gate.

As we shown in List 1, the original branch is
transform and wrapped by the BEFORE instru-
ment and AFTER instrument, the first parameter
of the instrument macro is the id, the following
three parameters represent three different expres-
sions or variables that LLM recognize it’s valu-
able to record. Each time when a certain instru-
ment is reached or triggered the parameters are
converted to the unsigned long type, then writ-
ten to the memory space we reserved. The List 2
shows the implementation of the two macros that

1 @@ -899,15 +900,25 @@ struct bdev_handle
*bdev_open_by_path(const char *path,
blk_mode_t mode,

↪→
↪→

2 int error;
3

4 error = lookup_bdev(path, &dev);
5 - if (error)
6 - return ERR_PTR(error);
7 + {
8 + GATE_TRACE_BEFORE(0,

(unsigned long)(error), 0, 0);↪→
9 + if (error)

10 + {
11 + GATE_TRACE_AFTER(0);
12 + return

ERR_PTR(error);↪→
13 + }
14 + }
15

16 handle = bdev_open_by_dev(dev,
mode, holder, hops);↪→

17 - if (!IS_ERR(handle) && (mode &
BLK_OPEN_WRITE) &&↪→

18 + {
19 + GATE_TRACE_BEFORE(1,

(unsigned long)(IS_ERR(handle)),
(unsigned long)(mode &
BLK_OPEN_WRITE), 0);

↪→
↪→
↪→

20 + if (!IS_ERR(handle) &&
(mode & BLK_OPEN_WRITE) &&↪→

21 bdev_read_only(handle->bdev)) {
22 + GATE_TRACE_AFTER(1);
23 bdev_release(handle);
24 return ERR_PTR(-EACCES);
25 }
26 + }
27

28 return handle;
29 }

Listing 1: The example of GateTracer instrumenta-
tion.

KPocInfra used in instrumentation stage. Ex-
cept from the id and three meta data value pa-
rameters, each macro also implicitly record the
__gate_trace_loc, which refers to the value of
the RIP register when kernel execution reach the
instrument. Such operation benefits the reverse
mapping from the position of instrument to the
position in Linux kernel source code (the pair of
file:line).

When the kernel is launching, the GateTracer
initialized itself by setting all the instrument data to
zero, and create the related DebugFS file. To avoid
the disturb to the Linux kernel dynamic memory
layout, KPocInfra put all the instruments in global
static area (BSS section).

During the kernel’s booting process, it might
already start to trigger the instrumented functions,
which could result in the unexpected instrumenta-
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1 #define GATE_TRACE_BEFORE(id, expr_1,
expr_2, expr_3) do {↪→

2 __label__ __gate_trace_loc;
3 __gate_trace_loc:
4 gate_trace_record_before_multi(
5 (id),
6 (unsigned long)&&__gate_trace_loc,

/* RIP capture */↪→
7 (unsigned long)(expr_1),
8 (unsigned long)(expr_2),
9 (unsigned long)(expr_3),

10 0, /* cond3 unused */
11 3); /* num_conds = 3 */
12 } while (0)
13

14 #define GATE_TRACE_AFTER(id) do {
15 __label__ __gate_trace_loc;
16 __gate_trace_loc:
17 gate_trace_record_after(
18 (id),
19 (unsigned long)&&__gate_trace_loc);
20 } while (0)

Listing 2: The implementation of two instrumenta-
tion macros.

tion records. To avoid this problem, KPocInfra
also introduce three control commands that can be
send from DebugFS from the userspace interface
in /sys/kernel/debug/gate_trace/control.
The command "reset" will clears all counters;
"enable" will make all instrumentation macros
now ACTIVE; "disable" will stop all the counters.

Dump Linux Kernel Memory. KPocInfra
records the kernel runtime execution information
in guest’s kernel layer. To extract such information
in host, it will dump the guest’s kernel memory
when the generated PoC finished running. To do
so, after booting succeed, and the initialization fin-
ished, the GateTracer will do address announce-
ment by printing out the kernel memory address
that contains all the instruments. At this moment,
the kernel QEMU monitor will detect it and record
the memory address. Once PoC is finished, there
are two different status: Crash or No Crash. The
QEMU monitor will directly use the memsave to
dump the memory as it records from address an-
nouncement previously. The dumped memory seg-
ment is raw bytes, KPocInfra will unpack and
utilize llvm-addr2line to convert and map the
raw address bytes to actual location in Linux ker-
nel source code, also the each instrument’s meta
data information and triggering information, then
save as the readable files.

Table 3: Bug type across the 181 evaluation cases.

Bug Type Count %

use-after-free 60 33.15%
slab-out-of-bounds 49 27.07%
slab-use-after-free 26 14.36%
null-ptr-deref 25 13.81%
vmalloc-out-of-bounds 9 4.97%
double-free 3 1.66%
global-out-of-bounds 3 1.66%
stack-out-of-bounds 3 1.66%
out-of-bounds 2 1.10%
user-memory-access 1 0.55%

Table 4: Race condition cases by bug type (57 out of
181 total).

Bug Type Race Cases

use-after-free 29
slab-use-after-free 13
slab-out-of-bounds 5
vmalloc-out-of-bounds 5
null-ptr-deref 4
double-free 1

A.2 Subsystem breakdown within capability
gaps

A.3 Use of LLM Disclosure

AI writing assistants (LLMs) were used for lan-
guage polishing and grammar/wording refinement
of the manuscript only in Section 1 and Section
3. No AI tool was used to generate research ideas,
design experiments, or write code beyond standard
IDE autocomplete. All technical content, analysis,
and conclusions are the authors’ own. This use
falls under the ACL Policy on AI Writing Assis-
tance categories (a) "Assistance purely with the
language of the paper" and (b) "Short-form input
assistance."

A.4 More models

we conducted an experiment about the GLM 5.2
model under the same settings. As for GLM 5.2
model, for BASELINE MODE, it succeed 86 cases
(47.5%); and for INSTRUMENTED MODE, GLM
5.2 succeed 110 cases (60.7%). In Baseline failures
(95 in total), State-Machine is 55%, Value-Flow
is 36%, Concurrency is 9%, Memory-Layout is
0%. In instrumented failures (71 in total), State-
Machine is 49%, Value-Flow is 41%, Concurrency
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Table 5: Subsystem share within State-Machine failures (%). Percentages are reported within each setup (baseline
vs. instrumented).

Claude Opus 4.6 GPT-5.4 DeepSeek V4 Pro
Base. Instr. Base. Instr. Base. Instr.

FS 40 54 55 64 53 67
Dev 31 29 18 21 18 17
Net 17 11 24 13 18 8
Mem 5 - - - 4 3
USB 5 7 4 2 - -
Knl 2 - - - 8 6

Table 6: Subsystem share within Value-Flow failures (%). Percentages are reported within each setup (baseline vs.
instrumented).

Claude Opus 4.6 GPT-5.4 DeepSeek V4 Pro
Base. Instr. Base. Instr. Base. Instr.

FS 74 73 62 47 70 61
Dev 16 23 17 18 15 17
Net 3 5 10 21 12 13
Knl 3 - 3 6 - -
Mem - - 3 3 3 9
USB - - - 3 - -
Other - - 3 3 - -
BPF 3 - - - - -

is 6%, Memory-Layout is 4%. These results line
up closely with our main findings in two ways.
First, the gain from instrumented feedback is 13.3
points (47.5% to 60.8%), which falls in the same
range as the other three models (roughly 11 to 13
points), showing that the benefit of telemetry is
not specific to the models we originally evaluated.
Second, the ordering of capability bottlenecks is
identical, with state machine reasoning dominant
(55% and 49%), value flow second (36% and 41%),
and concurrency and memory layout smaller. This
consistency on an additional model strengthens
our claim that the observed ordering reflects the
structure of the kernel PoC generation task rather
than the weakness of any single LLM model.

42144



Table 7: Subsystem share within Concurrency failures (%). Percentages are reported within each setup (baseline vs.
instrumented).

Claude Opus 4.6 GPT-5.4 DeepSeek V4 Pro
Base. Instr. Base. Instr. Base. Instr.

FS 30 55 - 20 60 67
Dev 20 - 22 10 20 22
Net 20 27 22 30 - -
Knl 30 18 44 30 10 11
Mem - - 11 10 10 -

Table 8: Subsystem share within Memory-Layout failures (%). Percentages are reported within each setup (baseline
vs. instrumented).

Claude Opus 4.6 GPT-5.4 DeepSeek V4 Pro
Base. Instr. Base. Instr. Base. Instr.

FS - 50 - - - -
Dev - 17 - - 100 60
Net 100 33 - 100 - 40
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