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Abstract

Large language models (LLMs) remain vulner-
able to jailbreak attacks that exhibit diverse
prompts and rapidly evolving strategies. Ex-
isting defenses often operate at the level of
prompts or predefined attack methods, limiting
their ability to generalize to unseen attacks that
share similar underlying structure but differ in
wording. In this paper, we investigate whether
seemingly different jailbreak attacks exhibit
shared SAE feature co-activation patterns, and
propose a motif-based framework that mod-
els attacks through these recurring patterns.
Specifically, we first extract sparse autoencoder
(SAE) features from jailbreak queries and dis-
cover motifs as recurring co-activation patterns
via nonnegative matrix factorization. We show
that motifs capture stable relationships across
attack methods and generalize to unseen at-
tacks. Building on this structure, we synthe-
size new jailbreak queries by composing motif-
guided attack patterns. We then use the gen-
erated queries to construct preference-training
data for Direct Preference Optimization (DPO).
Experiment results show that SAE motifs serve
as a stable and transferable interface for under-
standing and detecting jailbreak attacks, as well
as enabling effective defenses that generalize
beyond fixed prompt templates. Training target
models with motif-guided synthetic data im-
proves robustness to unseen attacks with mod-
est changes in utility. Our work provides a prac-
tical methodology for advancing data-centric
LLM safety through structured modeling of
jailbreak attacks.

1 Introduction

Large language models (LLMs) face a significant
threat from jailbreak attacks, where adversarial
queries induce the model to bypass safety con-
straints and produce harmful responses (Chao et al.,
2024; Mazeika et al., 2024; Li et al., 2026b). These
attacks can take many forms, including role-play
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scenarios, obfuscated instructions, and multi-turn
interactions, leading to substantial variation in
wording even when the underlying attack pattern is
similar (Tang et al., 2025; Liu et al., 2024a; Russi-
novich et al., 2025).

The diversity of jailbreak prompts makes it dif-
ficult to characterize attacks or develop defenses.
Existing defenses often focus on lexical variations
of jailbreak queries, such as filtering specific phras-
ings or training on predefined attack methods (Jain
et al., 2023; Mazeika et al., 2024; Yi et al., 2024).
However, new jailbreaks can differ substantially in
wording while preserving similar attack behavior.
Other representation-based defenses (e.g., activa-
tion steering) intervene on internal model states to
control model behavior at inference time (Arditi
et al., 2024; Zhao et al., 2025b). While these meth-
ods identify shared internal directions, they typi-
cally operate at inference time on a small number
of directions and do not provide a compositional,
data-level account of how attacks are constructed
from shared patterns, which limits their use for an-
alyzing and synthesizing diverse unseen attacks.
In contrast, our goal is not to recover a single re-
fusal direction, but to characterize how reusable
groups of SAE features co-activate across different
jailbreak strategies.

To bridge the gap, in this work, we investigate
a central question: Do distinct jailbreak methods
share underlying patterns? Our key hypothesis is
that jailbreak attacks are inherently compositional.
Despite substantial variation in wording, many at-
tacks are constructed from a limited set of recurring
co-activation patterns (Ding et al., 2024; Russi-
novich et al., 2025; Luo et al., 2026), and identify-
ing these patterns can help uncover previously un-
seen attacks and support the development of more
robust defenses. To capture this, we introduce mo-
tifs, defined as co-activation patterns among SAE
features extracted from jailbreak queries. Each mo-
tif captures a group of features that tend to activate

46282



together, and each query can be represented as a
combination of multiple motifs.

We show that motifs reveal a stable and trans-
ferable structure across jailbreak attacks. First,
attack queries exhibit stronger and more com-
pressible SAE co-activation structure than benign
queries, indicating that jailbreaks concentrate in
a smaller set of recurring feature patterns. Sec-
ond, motif overlap analysis uncovers meaningful
relationships among attack methods, separating se-
mantically related attacks from structurally distinct
ones. Third, motif representations generalize to
unseen attack methods and transfer across attacker
and target models, suggesting that they capture
shared structure rather than model-specific artifacts.
Beyond analysis, we demonstrate that motifs pro-
vide an effective basis for defense. We synthesize
new jailbreak queries by composing motif-guided
attack patterns and use the generated queries to
construct preference-training data for Direct Prefer-
ence Optimization (DPO). Experiments show that
motif-guided defense training improves robustness
to unseen attacks with a modest safety–utility trade-
off.

Our main contributions are as follows: (1) We in-
troduce motifs as shared SAE co-activation patterns
for modeling jailbreak structure. (2) We show that
motifs explain relationships among attack methods
and support generalization to unseen attacks. (3)
We demonstrate that motifs can guide data synthe-
sis for both attack analysis and defense training.

2 Related Work

Jailbreak attacks and defenses. LLMs are vulner-
able to jailbreak attacks (Yi et al., 2024). These at-
tacks are commonly grouped into inner-state-based
methods that manipulate model activations, fine-
tuning-based methods that use malicious training
examples, and prompt-based methods that rely on
role-playing, obfuscation, or template manipula-
tion (Zhang et al., 2025; Wang et al., 2024a; Fu
et al., 2025; Xiu et al., 2025). Corresponding de-
fenses include prompt-level methods such as input
filtering and model-level methods such as adversar-
ial training, Reinforcement Learning from Human
Feedback (RLHF), and DPO (Zhao et al., 2025a;
Goren et al., 2026; Xiang et al., 2025). These
approaches improve robustness against known at-
tacks, but often focus on specific query wordings
or predefined templates, which limits their general-
ization to unseen jailbreaks.

SAE-based interpretability and safety. SAEs
decompose LLM activations into sparse, human-
interpretable features (Bricken et al., 2023; Huben
et al., 2024), enabling fine-grained analysis of in-
ternal representations (Huang et al., 2024a; Xiong
et al., 2026). Recent work has applied SAE features
to jailbreak detection and mitigation (Aswal and
Hudelot, 2025). However, these methods typically
operate at the level of individual features and do
not model how features co-activate to form shared
attack patterns. We instead treat SAE features as a
basis for discovering compositional motifs, which
capture co-activation structure shared across di-
verse attacks.

Synthetic data for safety alignment. The high
cost of collecting large-scale human preference
data has motivated synthetic data pipelines that
leverage capable LLMs to generate training ex-
amples (Mahene et al., 2024), often combined
with preference optimization such as DPO (Liu
et al., 2025b; Kumar et al., 2024). Most exist-
ing pipelines, however, condition generation on
individual features or predefined attack templates,
without modeling the shared co-activation patterns
shared across diverse jailbreak attacks. In contrast,
we condition generation on learned motifs, which
specify how features combine into shared attack
patterns and thereby support synthesis that targets
structurally novel attacks.

3 Preliminaries

Problem Setup. We study jailbreak attacks against
a fixed target LLM. Let Q = {qi}Ni=1 denote a col-
lection of jailbreak queries, where each query qi
is generated by an attack method and is designed
to elicit an unsafe response. Each query is also
associated with a binary outcome {0, 1} indicating
whether the jailbreak succeeds or is refused, which
we use for evaluation. Our goal is to identify under-
lying attack structure from Q that captures patterns
shared across attacks despite variation in prompt
wording, supporting both jailbreak analysis and
defense-oriented data synthesis.
SAE Representations of Data. We analyze
queries using sparse features extracted by a SAE.
Let x ∈ R1×d denote the hidden-state vector
from a chosen residual-stream layer of the target
LLM, and let WSAE ∈ Rd×k denote the SAE
encoder weights, where k ≫ d is the number
of SAE features. The encoder of SAE produces
z = σ(xWSAE), where σ(·) is a nonlinearity such
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Figure 1: We extract SAE features from jailbreak queries, discover motifs with NMF, and use these motifs for attack
analysis, unseen-attack detection, and motif-guided data synthesis for defense.

as ReLU. We also apply Top-K̃tok sparsification,
retaining only the K̃tok largest coordinates of z
and setting the rest to zero, and denote the result
as z̃. The SAE decoder reconstructs the input as
x̂ = z̃W⊤

SAE. Finally, the SAE is trained by mini-
mizing the reconstruction error,

LSAE = Ex ∥x− x̂∥22 , (1)

where sparsity is enforced explicitly by the Top-
K̃tok operator, which ensures that only a small sub-
set of features is active for each token. Each index
j ∈ {1, . . . , k} corresponds to one SAE feature.
Additional details are provided in Appendix B.

4 Proposed Method

4.1 Motif Construction from SAE Features
Query-level feature aggregation. SAE representa-
tions provide sparse feature activations at the token
level. For a given query, let xi,t ∈ R1×d denote
the residual-stream hidden state at token position t,
and let z̃i,t ∈ Rk

≥0 denote the corresponding Top-
K̃tok SAE activation. Jailbreak attacks often vary
substantially in wording, including rewriting and
wrapper-based strategies. These variations make
token-level activations unstable to capture the pres-
ence of attacks reliably (Appendix D.5).

To tackle this challenge, we aggregate token-
level activations using max pooling:

gi,j = max
t
z̃i,t,j , j = 1, . . . , k, (2)

where gi ∈ Rk
≥0 denotes the query-level feature

vector for jailbreak query qi, which captures the
strongest activation of each feature across the query.
This max pooling preserves features that peak at
any token position, and the subsequent Top-K̃tok

and thresholding steps operate on activation mag-
nitude rather than feature frequency. To filter out
weak activations that are less likely to reflect shared
patterns, we threshold gi by setting entries below δ
to zero, yielding a sparser representation g̃i. Stack-
ing these representations produces the nonnegative
query-feature matrix:

G = [g̃1, g̃2, . . . , g̃N ]⊤ ∈ RN×k
≥0 , (3)

where row i is the thresholded query-level feature
vector of jailbreak query qi. This matrix serves as
the input to the subsequent motif discovery.

Motif formulation. We observe that jailbreak
queries exhibit recurring co-activation structure in
SAE feature space. Specifically, despite large varia-
tion in wording, many attacks activate overlapping
subsets of SAE features. Moreover, these activa-
tions can often be reconstructed using a small num-
ber of shared additive components, suggesting that
jailbreak attacks are compositional in SAE feature
space. To uncover these shared co-activation com-
ponents, we factorize the query-feature matrix G
using nonnegative matrix factorization (NMF):

G ≈WH, s.t. W ∈ RN×r
≥0 , H ∈ Rr×k

≥0 , (4)
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where r denotes the number of components. Let
m ∈ {1, . . . , r} index these components. The m-
th row Hm,: defines nonnegative weights over SAE
features for component m, indicating which fea-
tures tend to co-activate under this component. The
coefficientWi,m quantifies the activation of compo-
nent m in query qi. We refer to these components
as motifs, which summarize shared co-activation
structure among SAE features. Thus, motifs should
be interpreted as recurring combinations of SAE
features, not as a new representation space or evi-
dence of causal mechanisms. We estimate the motif
decomposition by solving

min
W≥0, H≥0

∥G−WH∥2F , (5)

where ∥ · ∥F denotes the Frobenius norm. This ob-
jective encourages a small set of nonnegative com-
ponents to explain the dominant co-activation struc-
ture in G. The resulting motifs define a compact
coordinate system over the original SAE features,
which abstracts away unstable wording variations
and exposes recurring structure in jailbreak attacks.

Why NMF for motif discovery? NMF dis-
covers motifs from the query-feature matrix G,
where each motif corresponds to a certain attack
pattern and each query is represented as a mix-
ture of motifs. This formulation has several ad-
vantages. First, unlike hard clustering or dense
embedding clustering (e.g., K-means) that assigns
each query to a single cluster, NMF allows a query
to activate multiple motifs with different weights.
This better reflects jailbreak behavior, as a sin-
gle query could combine multiple attack strate-
gies. Second, unlike PCA or SVD, nonnegative
decomposition preserves additive feature structure
and avoids the signed cancellation effects. It thus
makes motifs more interpretable as coherent at-
tack patterns. Therefore, motifs provide a practical
basis for both analyzing and synthesizing shared
jailbreak patterns, with further discussion provided
in Appendix A.

4.2 Motif-Guided Data Synthesis
Beyond simply analyzing jailbreak attack struc-
ture, motifs provide a more effective basis for de-
fense training and generalization to unseen attacks.
Specifically, we synthesize jailbreak queries from
motif structure rather than from individual prompts.
This enables new combinations of recurring attack-
associated patterns that may correspond to previ-
ously unseen jailbreak behaviors.

Motif specification. SAE features are often ex-
plainable and can be associated with semantics us-
ing existing annotation techniques (Bricken et al.,
2023). For each motif m ∈ {1, . . . , r}, we con-
struct a candidate feature pool Cm from the largest
entries of Hm,:. Based on feature semantics, we
partition the pool into two subsets: attack-relevant
features Catk

m and contextual features Cctx
m . We then

sample a small set of features:

Fatk
m ⊂ Catk

m , Fctx
m ⊂ Cctx

m , (6)

where features are sampled with probability pro-
portional to their motif weights Hm,j . The attack-
relevant features specify the core attack behav-
ior, while the contextual features provide semantic
wrappers that help diversify the resulting prompts.
We also select representative queries associated
with motif m:

Sm = Top-Ks(W:,m), (7)

which contains queries with the largest weights in
the m-th column of W .

The motif specification is defined as:

Mm = (Fatk
m ,Fctx

m ,Sm), (8)

where Fatk
m and Fctx

m define the target attack fea-
tures and contextual wrappers, and Sm provides
representative few-shot examples.

Generation and filtering. To synthesize a query,
we sample a set of motifs R ⊂ {1, . . . , r} and com-
bine their specifications into a joint specification
M = {Mm}m∈R. We then prompt a generator
pθ(·) to produce a candidate query conditioned on
all sampled motifs:

x ∼ pθ(· | M). (9)

To ensure the synthesized query expresses the in-
tended motif, we re-encode the query with the SAE
and compute an activation score over all features
of motifs in R:

a(x) =
∑︂

m∈R

∑︂

j∈Fatk
m ∪Fctx

m

z̃j(x), (10)

where z̃j(x) is the activation of feature j. We retain
only queries with a(x) > δ. For multi-turn attacks
(e.g., Crescendo), we compute a motif decompo-
sition separately for each user turn, obtaining a
sequence of turn-level motifs throughout the attack
trajectory.
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4.3 Motif-guided Preference Optimization

Given the synthesized jailbreak queries, we con-
struct preference pairs to train the model to re-
spond safely to jailbreak attacks while limiting
utility degradation and avoiding over-refusal. For
each generated query x, we pair a safe refusal re-
sponse y+ with an unsafe response y−. The unsafe
response is obtained from a successful jailbreak
completion on x, while the safe response is a cor-
responding refusal generated for the same query.
Given a target policy model πθ, we optimize the
model using DPO,

LDPO = −E(x,y+,y−)

[︃
log σ

(︃
β
(︂
log

πθ(y
+ | x)

πref(y+ | x)

− log
πθ(y

− | x)
πref(y− | x)

)︂)︃]︃
,

(11)

where β controls the sharpness of preference learn-
ing and πref is the frozen reference model.

5 Experiments

5.1 Experimental Setup

Attacker LLMs and jailbreak methods. We
use two LLMs as attacker models: DeepSeek-
v3.2 (Liu et al., 2025a) and Qwen3-30B-A3B-
Instruct-2507 (Yang et al., 2025). For each at-
tacker model, we evaluate five representative black-
box jailbreak methods that cover diverse attack
strategies: Crescendo (Russinovich et al., 2025),
a multi-turn escalation strategy; FlipAttack (Liu
et al., 2024b), a prompt-perturbation attack de-
signed to evade surface-level filters; PAIR (Chao
et al., 2025), an iterative jailbreak method that
refines prompts based on target-model feedback;
ReNeLLM (Ding et al., 2024), a rewriting-based at-
tack that disguises harmful intent in benign-looking
prompts; and XTeaming (Rahman et al., 2025), a
multi-agent attack framework that coordinates sev-
eral attacker roles to generate adversarial queries.

Target models, data, and default configura-
tion. We evaluate three target models: Llama-3.1-
8B-Instruct, Mistral-7B-Instruct-v0.2, and Qwen2-
7B-Instruct. We extract residual-stream activations
with a Top-K̃tok SAE at layer 16 for Llama/Mistral
and layer 14 for Qwen2, obtain 65,536-dimensional
SAE vectors, and threshold them at δ = 2.0 for mo-
tif construction. We use 400 harmful requests from
HarmBench (Mazeika et al., 2024) as a shared seed
set and generate jailbreak queries by applying five
automated attack methods to these seeds (Wang

Table 1: Motif reconstruction under different SAE
thresholds (r = 40). Attack activations are consis-
tently reconstructed with lower error than non-attack
activations, while the row-wise null control yields much
higher error after disrupting feature co-activation.

δ |F | Atk_err ↓ Nrm_err ↓ Gap ↓ NullAtk ↑
0.5 7265 0.616 0.727 -0.111 0.957
1.0 6809 0.626 0.725 -0.099 0.968
1.5 6475 0.633 0.714 -0.082 0.975
2.0 5934 0.627 0.697 -0.070 0.978

et al., 2026).We evaluate six model pairs, each con-
sisting of one attacker LLM and one target LLM.
For each pair, every attack method is run three
times on the 400 HarmBench seeds, yielding 6,000
(400 × 5 × 3) jailbreak queries. Attack success
is judged by Qwen3-30B-A3B-Instruct-2507, with
judge reliability validated through manual audit and
consistency analysis in Appendix C.1. Non-attack
references are sampled from HH-RLHF (Bai et al.,
2022) and WildChat (Zhao et al., 2024). Additional
details are provided in Appendices B and C. We
use the Magnitude motif construction (which re-
tains feature activation strength; see Appendix D.5)
with r = 40 as the default. Ablations on motif con-
struction, motif number, and activation threshold
are provided in Appendix D.5, where this configu-
ration achieves the best trade-off between detection
performance and stability. Our code is publicly
available at the project repository1.

5.2 Do Motifs Capture Shared Jailbreak
Structure?

Attack queries are more compressible in mo-
tif space. We first investigate whether jailbreak
queries exhibit recurring structure in motif space.
We fix the number of motifs to r = 40 and compare
attack and non-attack activations under different
SAE activation thresholds δ ∈ {0.5, 1.0, 1.5, 2.0}.
Our main test is whether attack activations are re-
constructed more compactly by a small motif basis
than non-attack activations, which would indicate
shared SAE co-activation patterns. We report four
metrics in the main experiment. |F | denotes the
number of SAE features that remain active after
thresholding. Atk_err and Nrm_err are the motif
reconstruction errors for attack and non-attack acti-
vations, respectively. Gap = Atk_err−Nrm_err
summarizes the reconstruction difference, where
a negative value means that attack activations are
reconstructed with lower error. NullAtk measures

1https://github.com/Zhongzhi660/SAE_Motif
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the attack reconstruction error after we shuffle the
active SAE features within each query.

As shown in Table 1, attack activations are re-
constructed with lower error than non-attack ac-
tivations across all thresholds. At δ = 2.0, the
reconstruction error is 0.627 for attack activations
and 0.697 for non-attack activations, suggesting
that attack queries are more compactly represented
in the learned motif space. To check whether this
gap is driven only by sparsity or activation mag-
nitude, we use a row-wise null control that pre-
serves each query’s active values but randomly re-
assigns them to feature dimensions. This breaks the
original feature co-activation structure. The recon-
struction error then increases to 0.978, indicating
that the lower attack reconstruction error depends
at least partly on which SAE features co-activate.
We report additional structural diagnostics in Ap-
pendix D.1, which include spectral and directional
analyses that further examine concentration and
separability in motif space.

Motif overlap across attack methods. We next
measure whether different attack methods activate
overlapping motifs. We compute pairwise Jac-
card similarity between the motif sets associated
with each attack method. As shown in Figure 2,
Crescendo, PAIR, and XTeaming have higher mo-
tif overlap with one another, suggesting that these
methods share some latent attack patterns despite
producing different surface prompts. In contrast,
FlipAttack shows lower overlap with these meth-
ods, despite activating more SAE features on aver-
age than Crescendo and PAIR at δ = 2.0 (Table 2).
This is consistent with its character-level perturba-
tion strategy inducing different co-activation pat-
terns. This lower overlap also makes FlipAttack a
useful stress test for motif transfer, which we revisit
in Sections 5.3 and 5.5. To make the learned motifs
more concrete, we provide representative examples
in Table 22. These examples show that motifs of-
ten correspond to recognizable jailbreak patterns,
such as roleplay framing, procedural requests, and
document-structured wrappers.

5.3 Do motif representations generalize to
unseen attacks?

After identifying shared motif structures across at-
tack methods, we next test whether this structure is
useful in a practical unseen-attack detection setting.
We use a leave-one-method-out (LOMO) protocol,
where the detector is trained on four attack methods
and evaluated on the remaining held-out one.

Table 2: Statistics for the five jailbreak methods at
δ = 2.0. ASR (%) is averaged over three runs. MedAct
and MeanAct denote the median and mean number of
activated SAE features per query, and MeanScore de-
notes the mean activation score per active feature.

Method ASR MedAct MeanAct MeanScore

Crescendo 62.33 43.00 47.96 2.88
FlipAttack 90.00 97.00 83.82 2.81
PAIR 65.17 55.00 56.14 2.91
ReNeLLM 95.58 147.00 130.37 2.77
XTeaming 76.75 73.00 78.04 2.86
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Figure 2: Motif overlap across jailbreak methods (a)
and (b) represent the results under two different ratio
setups, respectively.

Settings. We train logistic regression classi-
fiers on each representation and compare our SAE-
NMF-40 approach (i.e., NMF with r = 40 motifs)
against several baselines. These include Summa-
ryStats (a 5-dimensional baseline based on simple
activation statistics), dense text embeddings, the
full sparse SAE activation vector (FullSAE), and
several compressed SAE-space baselines (SAE-
TopK-40, SAE-RandK-40, SAE-PCA-40, SAE-
ICA-40, and SAE-RandProj-40).

SAE-NMF-40 achieves the strongest LOMO
detection on average. As shown in Table 11, it
achieves the best mean AUC, F1@Val, accuracy,
precision, and recall among all baselines. This
demonstrates that motif-based representations cap-
ture attack structure that is both more discrimina-
tive and more transferable than simple activation
statistics, dense prompt embeddings, or alternative
compressed SAE features. Figure 3 further demon-
strates the relationship between motif overlap and
generalization to unseen attack methods. Methods
that share more motifs with the training set (e.g.,
PAIR) achieve substantially higher detection per-
formance, whereas those with distinct motif struc-
tures constitute more challenging transfer cases.
FlipAttack is the most challenging held-out case,
consistent with Section 5.2. Figure 8 shows that
SAE-NMF-40 recovers a substantial part of the Fli-
pAttack region that is missed by PCA and ICA.
This is notable because FlipAttack has lower motif
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Figure 3: Motif overlap predicts LOMO performance
and comparison across representations.

overlap with the training attacks, making it a chal-
lenging held-out test. Additional LOMO results
and analysis across all held-out attack methods
are provided in Appendix D.2, including 30 pair-
wise transfer results and comparisons with base-
lines. Appendix D.2 shows similar LOMO results
on unseen HarmBench requests, ruling out source-
request overlap as the main factor.

Early warning in multi-turn attacks. Beyond
single-turn detection, motif activations also provide
signals during multi-turn jailbreaks. For Crescendo
and XTeaming, successful attacks exhibit increas-
ing motif activation as the dialogue progresses,
while failed attempts remain relatively flat (Ap-
pendix D.2). A detector trained on motif repre-
sentations can distinguish attacks from the earliest
turns, with AUC rising as more dialogue context ac-
cumulates, indicating that motifs capture predictive
signals before the attack is fully formed.

5.4 Do Motifs Transfer Across Attackers and
Target Models?

Previous sections show that motifs capture recur-
ring structure across jailbreak methods. We next
investigate whether this structure reflects shared
attack patterns or artifacts of specific models.

Settings. We evaluate motif transfer under three
regimes. In cross-attacker transfer, the attacker
model changes while the target model remains
fixed. In cross-target transfer, only the target model
changes. In fully-cross transfer, both attacker and
target models change. For each regime, we train
a logistic-regression detector on motif representa-
tions from one attacker–target pair and test it on
another pair. We report F1 and compare SAE-NMF-
40 against PCA, ICA, and full SAE baselines.

Cross-attacker Cross-target Fully-cross

0.65

0.70

0.75

0.80

0.85

0.90

0.95

1.00

F1

mean=0.972±0.015
median=0.971

IQR=0.023, n=6

mean=0.862±0.063
median=0.875

IQR=0.086, n=12

mean=0.849±0.068
median=0.877

IQR=0.080, n=12

Figure 4: Transfer performance across different transfer
settings. Numbers in the figure denote the mean, median,
interquartile range (IQR), and the number of transfer
pairs (n) in each category.

Table 3: The average ASR (%) across three target mod-
els and five jailbreak methods over three runs.

Method Llama3.1-8B Mistral-7B Qwen2-7B

Crescendo 68.87 66.03 66.90
FlipAttack 43.30 45.10 45.83
PAIR 59.73 52.57 53.40
XTeaming 62.43 61.17 61.63
ReDiscoverAttack 83.58 79.42 81.17

Results. Figure 4 shows that motif-based detec-
tors transfer strongly across attacker models when
the target model is fixed, with an average F1 of
0.972. This suggests that motifs are not mainly
tied to attacker-specific prompting style. Transfer
is more challenging when the target model changes,
since motifs are extracted from target-model ac-
tivations and therefore face a shift in representa-
tion space. Nevertheless, SAE-NMF-40 remains
stronger than PCA, ICA, and full SAE baselines un-
der both cross-target and fully-cross transfer, with
calibration using only 10 labeled target-setting ex-
amples further reducing much of the remaining gap.
These results suggest that motifs preserve useful
attack structure across model settings, while part
of the target-transfer drop comes from decision-
boundary shift. Detailed pairwise results and cali-
bration analyses are provided in Appendix D.3.

5.5 Can Motifs Be Used for Defense?

We evaluate the utility of learned motifs. We first
test whether motifs can be recombined into new
jailbreak queries, and then whether motif-guided
synthesis provides effective defense training data.

Motif-guided attack query generation. To test
whether learned motifs are available for synthe-
sis, we instantiate a lightweight attack generator,
ReDiscoverAttack, using the motif specification
in Section 4.2. We first learn motif bases from
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Table 4: Safety and utility comparison across MaliciousInstruct, StrongREJECT, and utility benchmarks. PAIR
and ReNeLLM are in-distribution attacks; AutoDAN-T and CodeAttack are held out from motif construction and
defense training and therefore serve as out-of-distribution attacks. Lower ASR and FR are better; higher GPQA and
CSQA are better. All results are reported as mean ± standard deviation over three runs.

MaliciousInstruct ASR↓ StrongREJECT ASR↓ Utility

Method IID OOD IID OOD GPQA↑ CSQA↑ FR↓
PAIR ReNeLLM AutoDAN-T CodeAttack PAIR ReNeLLM AutoDAN-T CodeAttack

Reference
Vanilla 97.00±2.00 99.67±0.58 99.67±0.58 86.00±3.61 96.17±0.64 99.89±0.18 98.08±0.96 94.57±0.96 23.23±1.01 77.97±0.08 5.60±0.40

Generic Defenses
Generic Safety 81.00±2.65 99.33±1.15 99.67±0.58 65.00±1.73 83.39±1.28 99.89±0.18 99.04±0.64 90.42±1.28 30.64±0.58 77.56±0.10 5.20±0.69

Adv. Training 31.00±2.65 24.00±1.00 37.00±3.61 39.00±2.65 44.73±1.28 49.20±0.96 46.33±1.60 50.16±1.28 29.29±1.75 77.23±0.12 19.60±1.06

Random Synthetic 46.00±1.00 38.00±3.00 52.00±2.65 42.00±3.61 58.15±1.60 62.94±1.28 55.59±1.60 60.38±1.92 29.97±2.33 77.40±0.09 14.40±0.80

Jailbreak-specific Defenses
DOOR 81.00±3.00 91.00±1.73 82.00±2.00 71.00±4.00 74.44±1.60 99.04±0.32 61.66±1.92 83.71±1.60 26.94±2.10 77.15±0.12 14.40±1.20

Circuit Breakers 65.00±2.65 91.00±2.65 89.00±3.61 71.00±2.00 84.66±1.28 99.89±0.18 85.30±1.60 89.46±1.28 30.64±1.54 77.89±0.07 5.20±1.44

SAE-guided Synthesis
Feature-DPO 34.00±1.00 26.00±1.00 41.00±2.00 39.00±2.65 47.92±0.64 54.31±0.96 49.20±2.41 52.08±1.92 29.29±1.01 77.48±0.13 16.00±0.80

Randomized-Motif-DPO 40.33±1.15 36.33±0.58 47.67±2.08 42.00±2.65 56.55±1.69 58.47±1.69 56.98±1.03 60.92±3.07 27.61±1.54 77.33±0.10 16.53±0.92

Shuffled-Motif-DPO 30.33±2.52 22.00±1.00 34.67±3.06 31.00±1.00 43.66±0.98 49.63±1.61 43.77±1.15 48.88±1.66 29.63±1.17 77.56±0.10 14.13±1.40

Motif-DPO (ours) 24.00±2.00 18.00±1.00 31.00±1.73 28.00±1.73 39.30±0.64 44.41±0.64 41.53±1.78 45.37±1.46 30.30±0.51 77.81±0.08 9.20±0.80

jailbreak queries generated by Crescendo, FlipAt-
tack, PAIR, and XTeaming. Given a new harmful
request, ReDiscoverAttack samples a set of mo-
tifs R (|R| = 3) and constructs a prompt. The
attacker model is then asked to generate a new
jailbreak query. As shown in Table 3, ReDiscover-
Attack achieves higher average ASR than the four
source methods. This result demonstrates that re-
combining motifs enables the composition of attack
patterns distributed across multiple source meth-
ods, yielding stronger jailbreaks than any individ-
ual source strategy.

Motif-guided defense data synthesis. We eval-
uate whether motif-guided synthesis improves ro-
bustness while limiting utility degradation. As
noted in Section 5.3, motif transfer degrades
when held-out attacks have disjoint co-activation
structure. Enlarging the known-attack pool miti-
gates this by broadening the motif basis, and Ap-
pendix D.4 confirms that increasing known attacks
from 1 to 7 monotonically reduces OOD ASR with
modest utility changes under the same data bud-
get. In the main experiment, we designate PAIR
and ReNeLLM as in-distribution (IID) attacks for
motif construction and training, while holding
out AutoDAN-T (Liu et al., 2025c) and CodeAt-
tack (Ren et al., 2024) as out-of-distribution (OOD)
attacks. This split tests whether the defense gener-
alizes from the attack families used to build train-
ing data to structurally different held-out attacks.
Safety is evaluated on MaliciousInstruct (Huang
et al., 2024b) and StrongREJECT (Souly et al.,
2024) by reporting ASR for both IID and OOD
methods. Utility is measured via accuracy on
Graduate-Level Google-Proof Q&A (GPQA) (Rein

et al., 2023) and CommonsenseQA (CSQA) (Tal-
mor et al., 2019), along with the false refusal rate
(FR) on XSTest (Röttger et al., 2024). We compare
Motif-DPO against generic defenses, jailbreak-
specific defenses, and SAE-guided controls under
an identical training-data budget of 400 examples
and the same DPO configuration. The reference is
the original Llama-3.1-8B-Instruct model. Generic
defenses include Generic Safety DPO, Adversarial
Training, and Random Synthetic DPO. Jailbreak-
specific defenses include DOOR (Zhao et al.,
2025c) and Circuit Breakers (Zou et al., 2024).
Feature-DPO, Randomized-Motif-DPO, Shuffled-
Motif-DPO, and Motif-DPO share the same filter-
ing, data budget, and DPO setup. Feature-DPO con-
ditions on individual SAE features, Randomized-
Motif-DPO samples motif conditions without using
the learned motif assignment, Shuffled-Motif-DPO
disrupts motif feature grouping, and Motif-DPO
uses the learned co-activated feature groups.

Table 4 shows that Motif-DPO achieves the
best overall safety–utility trade-off. Among non-
SAE baselines, Adversarial Training reduces ASR
substantially, but it also increases the FR, sug-
gesting that part of its robustness comes from a
more conservative response policy. Generic Safety
DPO, Random Synthetic DPO, DOOR, and Circuit
Breakers keep utility changes relatively small, but
they remain less effective on OOD attacks, indi-
cating limited transfer beyond the attacks or safety
patterns seen during training. SAE-guided syn-
thesis further improves robustness. Feature-DPO
reduces ASR over most non-SAE baselines, show-
ing that SAE features provide useful signals for
constructing defense data. However, individual
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attack-related features are not always sufficient to
define a complete attack pattern because some fea-
tures may also appear in benign or borderline inputs
without forming a jailbreak. Conditioning on such
features alone can therefore encourage broader re-
fusal behavior. The randomized and shuffled motif
controls reduce ASR relative to several non-SAE
baselines, but they remain worse than Motif-DPO,
indicating that both motif selection and coherent
feature grouping matter. Motif-DPO conditions on
co-activated feature groups, which specify not only
which features appear but also how they combine
into an attack pattern. This leads to stronger ASR
reduction across IID and OOD attacks while keep-
ing the false refusal rate substantially lower than
Feature-DPO. We treat the small GPQA differences
cautiously, since GPQA contains a limited number
of items, and use CSQA and FR as complementary
indicators of the safety–utility trade-off.

6 Conclusion

We investigate whether diverse jailbreak attacks
share underlying structure. To this end, we intro-
duce motifs as SAE feature co-activation patterns
and use them for jailbreak analysis, detection, and
synthesis. Our results show that motifs reveal con-
sistent relationships across attack methods, gener-
alize to unseen attacks and transfer across attacker
models, and support synthesis of effective defense
data. Overall, modeling shared co-activation struc-
ture offers a promising data-centric direction for
understanding and defending against jailbreak at-
tacks.

Limitations

Our framework has several limitations and corre-
sponding directions for future exploration. First,
motif construction depends on the underlying SAE,
and the discovered motifs may shift under alterna-
tive SAE architectures such as JumpReLU or Gated
SAEs; extending the analysis across feature spaces
would further characterize the generality of mo-
tif structure. Rare or low-frequency attacks need
not have their own motifs if they reuse existing co-
activation patterns, but attacks with genuinely new
feature combinations may require updating the mo-
tif basis over time. Second, attack success and syn-
thetic data quality are evaluated through an LLM
judge. While our manual audit in Appendix C.1
confirms that the chosen judge is acceptable, the
absolute ASR numbers remain judge-dependent,

and developing more robust evaluation protocols
is a natural next step. Third, the synthesis pipeline
currently uses a single attacker LLM and covers
five representative jailbreak methods, and incorpo-
rating generator ensembles and a broader spectrum
of emerging attacks would offer a more compre-
hensive view of motif-guided defense. An adaptive
attacker with access to motif information could
also attempt to avoid known motif patterns, which
further motivates periodically updating motifs and
defense data. ReDiscoverAttack is used only as a
controlled evaluation tool to test whether learned
motifs are actionable for defense-oriented analysis.
Because motif recombination can generate stronger
jailbreak queries, our release policy is limited to
code, metadata, aggregate statistics, and sanitized
examples. We will not release the full harmful at-
tack corpus or directly reusable attack-generation
artifacts without controlled access.
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Appendix
This appendix provides methodological details, val-
idation analyses, and extended experimental results
that support the claims in the main paper. The
appendix is organized as follows.

• A. Why Nonnegative Motifs. Appendix A
provides additional motivation for the motif
formulation used in Section 4.1. We discuss
why jailbreak queries are better represented
as mixtures of multiple latent attack patterns
rather than as single clusters. We further ex-
plain why nonnegative additive decomposi-
tions are more suitable than dense projections
or signed components for modeling SAE fea-
ture co-activation. This section also connects
the NMF formulation to the compositional
nature of jailbreak attacks and clarifies why
each motif can be interpreted as a shared co-
activation pattern over SAE features.

• B. Language Models and SAE Details. Ap-
pendix B gives implementation details for the
models and SAE representations used through-
out the experiments. It specifies the attacker
and target models, the target layers used for
activation extraction, SAE dictionary sizes,
Top-K sparsification settings, query-level ag-
gregation, and thresholding choices. It also
describes how SAE feature annotations are
obtained and used when constructing motif
specifications for data synthesis, and summa-
rizes the main sources of computational cost.

• C. Data Construction and Validation. Ap-
pendix C describes how we construct the
jailbreak queries on the HarmBench seed re-
quests. Because the experiments rely on an
LLM judge, this section also reports judge
validation through manual audit and consis-
tency analysis and the quality of SAE feature
annotations used in motif-guided synthesis.

• D. Additional Experimental Results. Ap-
pendix D provides extended experimental ev-
idence for the main empirical claims in Sec-
tion 5.

Appendix D.1 supplements Section 5.2 with
additional analyses of shared jailbreak struc-
ture in motif space. Beyond the reconstruc-
tion results reported, it provides spectral con-
centration and directional reconstruction di-

agnostics to examine whether attack activa-
tions form more concentrated and separable
structure than non-attack activations. It also
reports threshold sweeps and motif-overlap
robustness checks, showing that the observed
relationships among attack methods are stable
across different motif selection settings.

Appendix D.2 expands Section 5.3 with the
full leave-one-method-out analysis. It in-
cludes complete representation comparisons
against activation-statistic, dense-embedding,
FullSAE, PCA, ICA, random-projection, and
Top-K SAE baselines. It provides PCA and
ICA visualizations, pairwise held-out attack
analyses, a de-identified Crescendo example,
and multi-turn early-warning results for at-
tacks such as Crescendo and XTeaming. In
addition, it verifies that LOMO performance
is not mainly driven by overlap in HarmBench
source requests, by evaluating held-out attacks
on unseen source requests.

Appendix D.3 provides detailed 30 transfer
results across attacker–target pairs, comple-
menting Section 5.4. It reports pairwise cross-
attacker, cross-target, and fully-cross transfer
results, along with calibration analyses using
a small number of labeled examples from the
target setting. These results further examine
whether motif-based detectors capture shared
attack structure rather than attacker-specific
prompting style or target-specific activation
artifacts.

Appendix D.4 reports additional results for
motif-guided defense. It includes detailed
analysis of motif-guided attack query gen-
eration, defense data synthesis, control vari-
ants, and the construction of preference pairs
for DPO training. It also studies how in-
creasing the known-attack pool affects out-of-
distribution robustness under a fixed training
budget, testing whether broader motif cov-
erage improves defense generalization with
modest utility changes.

Appendix D.5 presents ablation studies on
both motif construction and SAE design
choices. It compares different motif variants,
motif numbers, and SAE activation thresh-
olds, and further analyzes the effects of dictio-
nary size, Top-K̃tok sparsity, and layer choice.
These ablations justify the default configura-
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tion used in the main experiments and exam-
ine the stability of motif-based representations
under alternative design choices.

A Why Nonnegative Motifs

A.1 Motifs Encode Query–Feature
Co-Activation Patterns

Setup. LetG ∈ RN×k
≥0 be the query–feature matrix,

with N queries and k SAE features. The motif
decomposition

G ≈ WH, W ∈ RN×r
≥0 , H ∈ Rr×k

≥0 , (12)

yields r motifs. We claim that each motif
m ∈ {1, . . . , r} is a soft co-cluster. The pair
(W:,m, Hm,:) jointly identifies a group of queries
and a group of SAE features. Proof has three steps.

Step 1: Rank-one expansion. By definition of
matrix multiplication,

WH =
r∑︂

m=1

W:,mHm,:, (13)

where each W:,mHm,: ∈ RN×k
≥0 is a nonnegative

rank-one matrix. Each motif m has a query-side
factor W:,m and a feature-side factor Hm,:. Each
term W:,mHm,: can be interpreted as a weighted
bipartite block connecting a subset of queries with
a subset of SAE features.

Step 2: Both sides act as soft cluster indica-
tors. By Ding et al. (2005) and Ding et al. (2006),
the bi-orthogonal NMF,

min
W,H ≥ 0

∥G−WH∥2F s.t. W⊤W = I, HH⊤ = I,

(14)
corresponds to running K-means on the rows
(queries) and columns (SAE features) of G under
orthogonality constraints. In the orthogonal case,
each row of W has a single nonzero entry giving
its query-cluster, and the same holds for H . Stan-
dard NMF in Equation (12) drops the orthogonality
constraint and can be viewed as a relaxed version
of this clustering formulation. Although orthog-
onality is no longer enforced, prior work shows
that NMF solutions tend to exhibit approximately
disjoint support, which supports interpreting Wi,m

as the soft membership of query qi in motif m, and
Hm,j as the soft membership of SAE feature j in
motif m.

Step 3: The two sides are coupled. The
query side and feature side are not learned sepa-
rately.Ding et al. (2006) shows that at any stationary

point of Equation (12),W solves a kernelK-means
on the queries with kernel GH⊤HG⊤, which com-
pares queries inside the subspace spanned by H .
Symmetrically, H solves a kernel K-means on
the features with kernel G⊤WW⊤G. Each side
defines the geometry the other side clusters in,
through the shared index m.

Conclusion. Each motif m is a co-cluster
(W:,m, Hm,:) that is jointly defined by Equa-
tion (13), readable as a soft cluster indicator on
each side, and coupled through a single objective.
The decomposition recovers joint query–feature
structure rather than two independent factors.

A.2 Hard Clustering as a Restricted Special
Case

Setup. A standard alternative to motif decompo-
sition is hard clustering, in which each query qi
is assigned to exactly one of r groups. We show
that hard clustering corresponds to motif decom-
position in Equation (12) under an extra one-hot
constraint on W , and is therefore a more restricted
model. The proof has three steps.

Step 1: Hard clustering as a matrix factor-
ization. A hard assignment of N queries to r
groups can be written as a binary indicator ma-
trix W ∈ {0, 1}N×r in which each row has exactly
one nonzero entry. Under this representation, the
product WH assigns to query qi the feature profile
Hm,: of the single group m to which it belongs.
Hard clustering of G into r groups, with group
profiles stored in H , is therefore the constrained
matrix approximation problem

min
W∈{0,1}N×r, H≥0

∥G−WH∥2F , (15)

where each row of W contains exactly one nonzero
entry (i.e., a one-hot assignment). For fixed W , the
least-squares solution is

H = (W⊤W )−1W⊤G, (16)

provided no cluster is empty, which holds by as-
sumption, so each row Hm,: is the mean feature
profile of the queries assigned to group m.

Step 2: The hard-clustering feasible set is a
subset of the NMF feasible set. Any W satisfying
the constraint in Equation (15) is nonnegative, so
the feasible set is contained in the feasible set of
motif decomposition in Equation (12). Therefore,
the optimal hard-clustering residual satisfies

min
W one-hot
H ≥ 0

∥G−WH∥2F ≥ min
W,H ≥ 0

∥G−WH∥2F .

(17)
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Thus motif decomposition can reproduce any hard-
clustering solution, but may achieve a lower re-
construction error by allowing continuous multi-
component memberships.

Step 3: Relation to K-means. Equation (15)
is exactly the matrix form of K-means on query
vectors Gi,:. With fixed W , each row of H be-
comes the mean of the queries assigned to that
cluster. With fixed H , each query is assigned to
its nearest cluster center. As shown in (Ding et al.,
2005, 2006), hard clustering uses one-hot member-
ships, while NMF relaxes them to nonnegative soft
memberships.

Conclusion. Hard clustering is the special case
of motif decomposition (12) obtained by restricting
W from RN×r

≥0 to binary one-hot rows. Removing
this restriction lets a single query participate in
multiple motifs with continuous weights, which
can reduce reconstruction error and capture partial
co-activation structure that hard clustering discards.

A.3 Nonnegativity Preserves Feature Support
Setup. A motif is intended to capture a recurring
set of SAE features. We show that the nonnegativ-
ity constraint W,H ≥ 0 in Equation (12) ensures
that feature contributions are additive and prevents
cancellation across motifs.

Step 1: Nonnegativity rules out cancellation.
The reconstruction

G ≈
r∑︂

m=1

W:,mHm,:, (18)

is a sum of nonnegative rank-one terms. Thus ev-
ery entry Gij is formed by adding nonnegative con-
tributions and cannot result from cancellation be-
tween components, unlike signed decompositions
such as SVD or PCA (Lee and Seung, 1999).

Step 2: Support is preserved. If Hm,j > 0,
motif m contributes positively to feature j when-
ever Wi,m > 0. The support of Hm,: corresponds
to features that are added together by the motif in
the reconstruction. In contrast, signed factoriza-
tions may mix positive and negative contributions,
allowing different components to cancel.

A.4 Dense Embeddings Induce a Structural
Proxy Error

Setup. We compare motif membership under
NMF with a dense embedding pipeline that clusters
queries into r groups. We show that when motif
membership is multi-valued, such a pipeline must
incur approximation error.

Step 1: Motif membership under NMF. Given
the NMF decompositionG ≈WH and a threshold
τ ≥ 0, we define the motif membership of query
qi for motif m as

motSAE(qi,m) = 1[Wi,m > τ ], (19)

which indicates whether motif m is active in query
qi based on its coefficient in W .

A query may belong to multiple motifs. We
define

Ti =
r∑︂

m=1

motSAE(qi,m), (20)

which counts the number of motifs assigned to
query qi.

Step 2: Dense clustering defines a compressed
proxy. Let ci ∈ {1, . . . , r} denote the cluster la-
bel of query qi produced by a dense embedding
pipeline. Since the dense representation does not
have access to W , motif membership must be ap-
proximated through a proxy:

ˆ︃motdense(qi,m) = 1[ci = ψ(m)], (21)

where ψ maps each motif to a cluster.
This means that the membership vector

ˆ︃motdense(qi, ·) is fully determined by the single la-
bel ci, and therefore encodes motif membership in
a compressed form.

Step 3: Lower bound from multi-membership.
We measure the discrepancy between the dense
proxy and the SAE-based membership by

Edense
sur =

1

Nr

N∑︂

i=1

r∑︂

m=1

⃓⃓
⃓ˆ︃motdense(qi,m)

−motSAE(qi,m)
⃓⃓
⃓.

(22)

which is the average disagreement over all query–
motif pairs.

For each query qi, we have
r∑︂

m=1

⃓⃓
⃓ˆ︃motdense(qi,m)−motSAE(qi,m)

⃓⃓
⃓

≥ max(0, Ti − 1).

(23)

because
∑︁r

m=1
ˆ︃motdense(qi,m) ≤ 1 for any ci,

while
∑︁r

m=1motSAE(qi,m) = Ti, the ℓ1 discrep-
ancy is at least Ti − 1 when Ti > 1, and therefore
ˆ︃motdense(qi, ·) cannot encode multiple independent
motif activations.

Averaging over all queries yields

Edense
sur ≥ 1

Nr

N∑︂

i=1

max(0, Ti − 1), (24)
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which lower bounds the proxy error in terms of
multi-membership.

Conclusion. When motif membership is multi-
valued (Ti > 1), dense clustering cannot in general
represent it exactly and therefore incurs a nonzero
approximation error when multi-membership is
present. In contrast, motif decomposition directly
represents multi-membership through the coeffi-
cient matrix W and avoids this limitation.

B Language Models and SAE Details

We use three open-weight instruction-tuned LLMs
as attack targets: Llama-3.1-8B-Instruct (32 layers,
hidden size 4096), Mistral-7B-Instruct-v0.2 (32
layers, hidden size 4096), and Qwen2-7B-Instruct
(28 layers, hidden size 3584). Together, they pro-
vide a diverse set of widely used target models for
testing whether the discovered motifs generalize
across model families. For each target, we apply a
pre-trained Top-K̃tok SAE (dictionary size 65,536)
to the residual stream at an intermediate layer:
layer 16 for Llama-3.1-8B-Instruct and Mistral-7B-
Instruct-v0.2, and layer 14 for Qwen2-7B-Instruct.
This follows prior work that uses intermediate resid-
ual representations for feature-based analysis (Wu
et al., 2025; Wang et al., 2024b). For each attack
instance, either a single-turn prompt or a multi-turn
jailbreak trace depending on the attack method, we
run the target model and record token-level SAE
activations at the selected layer. We then apply
max-pooling over token positions for each SAE
feature to obtain a 65,536-dimensional feature vec-
tor for that instance (Gallifant et al., 2025). Af-
ter max-pooling, we threshold the vector at δ=2.0
by setting all smaller activations to zero, so that
only strongly activated SAE features are retained.
Stacking the thresholded vectors from all attack
instances gives the nonnegative matrix used for the
downstream NMF-based motif decomposition.

SAEs for Interpretable Feature Discovery. We
construct the feature space using SAEs, which ex-
tract interpretable features from LLM representa-
tions (Bricken et al., 2023; Huben et al., 2024). Typ-
ically, a SAE is implemented with an encoder and a
decoder with tied weights (Li et al., 2026a). Given
an input activation x ∈ Rd, the encoder produces
feature activations z = σ(xWSAE) ∈ Rk, and the
decoder reconstructs x̂ = zW⊤

SAE ∈ Rd, where σ
denotes the ReLU activation, WSAE ∈ Rd×k with
k ≫ d, and k is the number of features. The SAE

is trained by minimizing the reconstruction error:

LSAE = ∥x − x̂∥22, (25)

where sparsity is enforced explicitly by a Top-K̃tok

operator. In particular, we retain only the K̃tok

largest coordinates of z and set the rest to zero,
yielding a sparse vector z̃. This constraint enforces
a fixed sparsity level by construction, which im-
proves interpretability by encouraging each feature
index i ∈ {1, ..., k} to correspond to a distinct pat-
tern.

In practice, we apply the SAE to a sequence by
running it on the model activation at each token
position. Let X = (x1, . . . , xT ) be an input se-
quence of length T , and let xt ∈ Rd denote the
LLM activation at position t from the chosen layer.
For each token, the SAE encoder produces feature
activations

zt = σ(xtWSAE) ∈ Rk, (26)

and we apply Top-K̃tok sparsification, retaining
only the K̃tok largest entries and setting the rest
to zero, yielding a sparse vector z̃t. Stacking fea-
ture activations across positions yields a feature
activation matrix

Z(X) = [z̃1, . . . , z̃T ] ∈ Rk×T , (27)

where Zi(X, t) denotes the activation of feature
i at token position t. Since T varies across se-
quences, we map Z(X) to a fixed-length represen-
tation g(X) ∈ Rk by max pooling:

gi(X) = max
t≥t0

Zi(X, t), (28)

where t0 denotes the token position after the
chat-template prefix (e.g., system/header tokens in
LLaMA-3.1-8B-Instruct), so that feature pooling
focuses on the user-provided content rather than
template scaffolding.

Compute and cost details. The main computa-
tional cost comes from SAE training, which takes
approximately 4.41 hours on 4× NVIDIA H100
GPUs for 3 epochs. After the SAE is trained, the
remaining analysis reuses the frozen target model
and SAE. For each query, feature extraction re-
quires one target-model forward pass and one SAE
encoding pass at the selected residual layer. The
NMF decomposition, motif-overlap analysis, and
logistic-regression detectors are then run offline
on the resulting query-feature matrices. For de-
fense experiments, all methods are trained under
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the same synthetic preference-data budget of 400
examples and the same DPO configuration, so the
comparison in Table 4 keeps the training-data bud-
get fixed across Feature-DPO and Motif-DPO.

Interpreting SAE Features. Following prior
work on interpreting SAE features (Lieberum et al.,
2024), we characterize each feature by the input
spans that most strongly activate it. Specifically,
for each feature, we extract the top 10 text spans
with the highest activation values, with each span
truncated to at most 32 tokens. We then use a
language model to generate a concise natural lan-
guage description of the feature based on these
spans. Concretely, we prompt GPT-4o-mini-2024-
07-18 (Achiam et al., 2023) with temperature 0 for
deterministic decoding, and limit each response to
1,024 tokens. The prompting framework includes
role-based instructions and in-context examples to
guide the model toward identifying consistent se-
mantic patterns. The model is allowed to output
“Cannot Tell” when no clear pattern emerges from
the spans. To further improve reliability, we per-
form an independent verification step, in which
the model is prompted to assess whether its gener-
ated description is consistent with the underlying
activation spans.

Identifying Jailbreak-relevant Features. We
identify SAE features that are semantically asso-
ciated with jailbreak behavior. A feature is con-
sidered jailbreak-relevant if its activation patterns
consistently reflect semantic attributes related to
adversarial prompting, such as intent obfuscation,
policy evasion, or harmful instruction construction.
To assess feature relevance, we follow prior work
on feature annotation (Rajamanoharan et al., 2024;
Wallace et al., 2024) and employ a language model
to assign one of four labels: “Yes”, “Probably”,
“Maybe”, and “No”, indicating decreasing levels
of confidence that the feature captures jailbreak-
related semantics. In our analysis, features labeled
below “Maybe” are treated as irrelevant. To val-
idate the reliability of the automated annotation,
we conduct a human verification experiment in Ap-
pendix C.

C Data Construction and Validation

Our dataset covers six attacker–target settings,
formed by crossing two attacker LLMs, DeepSeek-
v3.2 and Qwen3-30B-A3B-Instruct-2507, with
three target LLMs, Llama-3.1-8B-Instruct, Mistral-
7B-Instruct-v0.2, and Qwen2-7B-Instruct. All at-

tacks are initialized from the 400 harmful queries
in HarmBench (Mazeika et al., 2024). For each
attacker–target setting, we collect 6,000 attack in-
stances, including 1,200 from each of the five
jailbreak methods: Crescendo, FlipAttack, PAIR,
ReNeLLM, and XTeaming. These attack queries
were generated using the pipeline from (Wang et al.,
2026). Across all six settings, this yields 36,000
attack instances in total. The jailbreak queries
collected are used solely for research purposes.
Each generated query is judged by Qwen3-30B-
A3B-Instruct-2507 using a binary success/failure
label. Table 5 reports the per-run ASR for each
attacker–target setting and jailbreak method, and
Table 6 summarizes the mean and standard de-
viation across the three runs. Across all set-
tings, ReNeLLM consistently achieves the highest
ASR, while FlipAttack shows a strong dependence
on the attacker model, performing much better
with DeepSeek-v3.2 than with Qwen3-30B-A3B-
Instruct-2507. PAIR exhibits the largest run-to-run
variance, whereas Crescendo and XTeaming are
more moderate but relatively stable.

C.1 Judge Consistency
To examine whether our results are sensitive to
the choice of judge model, we conduct an addi-
tional consistency audit on 1,000 sampled exam-
ples, with 200 examples from each attack method.
The original judge is Qwen3-30B-A3B-Instruct-
2507, and the reference judge is GPT-4o-mini. In
table 7, TT denotes that both judges classify the
example as successful, TF denotes that Qwen3-
30B-A3B-Instruct-2507 classifies it as successful
while GPT-4o-mini classifies it as failed, FT de-
notes that Qwen3-30B-A3B-Instruct-2507 classi-
fies it as failed while GPT-4o-mini classifies it as
successful, and FF denotes that both judges classify
it as failed.

The two judges show reasonably stable agree-
ment across thresholds. When the threshold is set
to T=3, the agreement rate reaches 0.808. Under
the stricter settings T=4 and T=5, the agreement
rates are 0.740 and 0.724, respectively. Although
the raw agreement decreases as the threshold be-
comes stricter, the disagreement remains bounded
and does not indicate a complete judge mismatch.
We manually re-examine the inconsistent TF and
FT cases at T=5 under the same decision rule.
After human verification, the agreement rate in-
creases from 0.724 to 0.881, while the conflict
rate decreases from 0.276 to 0.119. This shows
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Table 5: Per-run ASR (%) for all six attacker–target settings and five jailbreak methods. S0, S1, and S2 denote the
three independent runs. Each run contains 400 attack queries per method, yielding 1,200 instances per method in
total for each attacker–target setting.

Crescendo FlipAttack PAIR ReNeLLM XTeaming

Attacker Target S0 S1 S2 S0 S1 S2 S0 S1 S2 S0 S1 S2 S0 S1 S2

DeepSeek
-v3.2

Llama3.1-8B 63.5 62.3 61.3 89.2 90.2 90.5 71.2 64.0 60.2 95.8 94.0 97.0 76.2 79.8 74.2
Mistral-7B 71.5 66.0 66.8 90.2 89.5 90.5 77.5 71.2 58.5 98.0 95.8 95.5 70.2 78.2 74.0
Qwen2-7B 68.5 66.2 65.8 90.8 90.8 92.0 76.2 71.2 55.5 94.5 96.2 94.5 78.0 75.5 75.2

Qwen3
-30B

Llama3.1-8B 64.8 71.0 70.8 45.2 43.2 41.5 68.5 57.5 53.2 97.5 92.2 92.5 63.7 62.3 61.3
Mistral-7B 62.3 63.0 72.8 46.8 43.0 45.5 50.7 52.5 54.5 95.5 95.5 95.0 58.0 62.0 63.5
Qwen2-7B 64.0 68.2 68.5 47.5 45.5 44.5 54.5 53.5 52.2 97.5 94.0 95.0 56.8 65.8 62.3

Table 6: Mean (µ, %) and standard deviation (σ, %) of ASR across the three independent runs for each attacker–
target setting. The Overall columns are computed at the run level over all 6,000 attack queries in that setting,
including 1,200 queries from each jailbreak method.

Crescendo FlipAttack PAIR ReNeLLM XTeaming Overall

Attacker Target µ σ µ σ µ σ µ σ µ σ µ σ

DeepSeek-v3.2
Llama-3.1-8B 62.3 0.9 90.0 0.5 65.2 4.6 95.6 1.2 76.8 2.3 78.0 1.0
Mistral-7B 68.1 2.4 90.1 0.4 69.1 7.9 96.4 1.1 74.2 3.3 79.6 1.9
Qwen2-7B 66.8 1.2 91.2 0.6 67.7 8.8 95.1 0.8 76.3 1.2 79.4 2.1

Qwen3-30B
Llama-3.1-8B 68.9 2.9 43.3 1.5 59.7 6.4 94.1 2.4 62.4 1.0 65.7 1.7
Mistral-7B 66.0 4.8 45.1 1.6 52.6 1.5 95.3 0.2 61.2 2.3 64.0 1.6
Qwen2-7B 66.9 2.1 45.8 1.2 53.4 0.9 95.5 1.5 61.6 3.7 64.6 0.6

that the judge-model difference has a controllable
effect on the evaluation, and that many raw dis-
agreements are due to borderline or conservative
decisions by one judge model. After manual verifi-
cation, Qwen3-30B-A3B-Instruct-2507 is accept-
able as the main judge model for our evaluation.

C.2 Human Audit of SAE Feature
Annotations

To assess the reliability of GPT-4o-mini for iden-
tifying attack-relevant SAE features, we conduct
a targeted human audit across three target mod-
els. For each target model, we use GPT-4o-mini
to identify SAE features predicted to be associated
with jailbreak behaviors, and sample 500 features
from the candidate sets obtained under multiple
SAE activation thresholds. For each audited fea-
ture, annotators are shown the top activated text
spans associated with the feature, following the
same presentation format as in the automatic anno-
tation pipeline. Two graduate-level annotators inde-
pendently label each feature as relevant, irrelevant,
or unclear with respect to attack-related behavior.
Both annotators voluntarily participated in the au-
dit and consented to the use of their annotations for
this research.

We report the fraction of audited features in
each category. A feature is counted as confirmed
relevant or irrelevant only when both annotators
agree on the corresponding label; all remaining
cases, including annotator disagreements, are cat-
egorized as unclear. As shown in Table 8, most
selected features are confirmed by human anno-
tators as jailbreak-relevant across all three target
models. The confirmed relevant rate is 85.20%
for Llama-3.1-8B-Instruct, 80.60% for Mistral-7B-
Instruct-v0.2, and 84.20% for Qwen2-7B-Instruct.
Meanwhile, the irrelevant rate remains low, ranging
from 5.40% to 8.00%. Although Mistral shows a
higher unclear rate of 11.40%, the overall unclear
rate remains moderate. These results indicate that
GPT-4o-mini provides a reliable mechanism for
selecting jailbreak-relevant SAE features, and that
the selected features remain human-interpretable
across different target models.

Annotation Protocol. Annotators were shown
the following task description before beginning the
audit:

You are given a text feature, its summary,
and several example spans from user
queries. Your task is to decide whether
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Table 7: Agreement statistics under different threshold settings and verification protocols.

SETTING T AGREEMENT RATE CONFLICT RATE TT TF FT FF

Threshold = 3 3 0.808 0.192 760 64 128 48
Threshold = 4 4 0.740 0.260 615 209 51 125
Threshold = 5 5 0.724 0.276 592 232 44 132
Threshold = 5 (Manual verification) 5 0.881 0.119 748 76 43 133

Table 8: Human verification of LLM-generated jailbreak annotations across target models.

TARGET MODEL FEATURES CONFIRMED RELEVANT (%) IRRELEVANT (%) UNCLEAR (%)

Llama-3.1-8B 500 85.20% 5.40% 9.40%
Mistral-7B 500 80.60% 8.00% 11.40%
Qwen2-7B 500 84.20% 5.60% 10.20%

this feature indicates an attack strategy
against an LLM. An attack strategy is
one that attempts to manipulate or bypass
the model’s intended behavior through
any of the following mechanisms:

• Instruction override: e.g., “ignore
previous instructions”, “forget your
rules”.

• Role-play or persona hijacking:
adopting a persona or mode (e.g.,
“DAN”, “developer mode”) to suspend
safety constraints.

• Obfuscation: hiding intent via encod-
ing, character reversal, word splitting,
or ciphers.

• Privilege escalation: falsely claiming
admin/system authority, or demanding
system prompts or credentials.

• Gradual jailbreak: incrementally
building context across turns to
weaken refusals.

• Prompt injection: embedding instruc-
tions in retrieved documents or exter-
nal content to override the model’s true
task.

For each feature, annotators were asked to as-
sign one of four labels according to the following
criteria:

• Yes: the spans contain explicit markers of an at-
tack mechanism, such as direct instruction over-
ride phrases, obfuscation patterns, or persona-
hijacking cues.

• Probably: the spans suggest attack intent but do

not contain explicit markers; the feature is more
likely attack-related than not.

• Maybe: the spans are ambiguous and could re-
flect either attack-related or benign usage; the
feature cannot be confidently classified in either
direction.

• No: the spans show no signal of any attack mech-
anism.

In our analysis, features labeled Yes, Probably,
Maybe, or No, indicating decreasing levels of con-
fidence that the feature captures an attack strat-
egy. Annotators were instructed to first write a
brief analysis of the feature based on the provided
spans, and then give a final label. Two illustra-
tive examples were provided to calibrate judgment:
a reversed-text feature (labeled Yes, as character
reversal is a form of obfuscation) and a biologi-
cal terminology feature (labeled No, as the spans
show no attack-related pattern). Each feature was
labeled independently by two graduate-level an-
notators. Disagreements were categorized as un-
clear rather than resolved by majority vote, to avoid
introducing annotation bias. Both annotators are
graduate students at the authors’ institution and
were not compensated separately for this task. The
annotation was conducted as part of the research
process.

D Additional Experimental Results

D.1 Shared Jailbreak Structure

To assess whether jailbreak queries exhibit stronger
motif structure in SAE space, we compare attack
and normal activations using reconstruction, spec-
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Table 9: Effect of the number of motifs K on recon-
struction performance. Gap is defined as the difference
between attack and non-attack reconstruction errors.

K Atk_err Nrm_err Gap ↓
5 0.726 0.832 -0.107
10 0.691 0.783 -0.092
20 0.659 0.743 -0.084
30 0.640 0.717 -0.077
40 0.627 0.697 -0.070
50 0.615 0.682 -0.067
60 0.605 0.670 -0.065
70 0.596 0.657 -0.061
80 0.588 0.645 -0.057
90 0.580 0.636 -0.056

100 0.574 0.626 -0.052

tral concentration, directional gaps, and null con-
trols.

Settings. We fix the number of motifs to
K = 40 and sweep the activation threshold δ ∈
{0.5, 1.0, 1.5, 2.0} to control sparsity. For each δ,
we construct SAE activation matrices for attack and
non-attack queries and perform NMF separately.
To isolate shared motif structure from generic spar-
sity effects, we evaluate five complementary groups
of metrics. First, we report relative reconstruction
errors for attack queries (Atk_err) and non-attack
queries (Nrm_err), together with their difference
Gap = Atk_err−Nrm_err. Second, we quantify
spectral concentration using the stable-rank gap
∆SR = SRatk − SRnrm, where the stable rank of
a matrix X is defined as SR = ∥X∥2F /σ21 and σ1
denotes its largest singular value. We also report
the top-K spectral-energy gap ∆E@K (K = 40).
Third, we assess structural separation via direc-
tional reconstruction gaps. We train separate NMF
decompositions on the attack and non-attack activa-
tions to obtain two motif bases Hatk and Hnon.
A_gap is the additional reconstruction error in-
curred when reconstructing attack data with the
non-attack-trained basis Hnon (relative to Hatk),
while N_gap is the additional error when recon-
structing non-attack data with the attack-trained
basis Hatk (relative to Hnon). Their symmetric
combination SymGap quantifies the overall differ-
ence between the two bases. Finally, we report
the NullAtk, obtained by randomly permuting fea-
ture identities within each row of the attack query-
feature matrix before running NMF (row-wise spar-
sity and activation magnitudes are preserved, but
co-activation information is destroyed).

Results. As shown in Table 10, attack acti-

vations are consistently reconstructed better than
non-attack activations across the threshold range.
This demonstrates that jailbreak queries are more
compressible into a small number of shared mo-
tif components than non-attack queries. Beyond
reconstruction error, spectral analysis further con-
firms the structural distinction. ∆SR stays negative
and ∆E@K stays positive, indicating that attack
matrices concentrate their spectral mass in fewer
dominant directions than non-attack matrices under
matched sparsification. Across the threshold band,
A_gap remains negative, N_gap remains positive,
and SymGap remains negative. This confirms that
attack-trained motif bases reconstruct attack acti-
vations substantially better than non-attack-trained
bases and vice versa. Importantly, the NullAtk re-
mains very high (0.978) throughout this band. This
confirms that the superior reconstruction quality
and spectral concentration of attack queries arise
from shared co-activation patterns among SAE fea-
tures, rather than sparsity effects alone. We also
present additional results for different values of K
in Table 9, which further validate the conclusions
drawn in this section.

Figure 5 presents span-level overlap across jail-
break methods under different activation thresh-
olds. We report three complementary metrics: raw
overlap counts (|A ∩ B|), Jaccard similarity, and
overlap coefficient. Across all thresholds, a consis-
tent pattern emerges. Semantic jailbreak methods
(Crescendo, PAIR, and XTeaming) exhibit substan-
tially higher mutual overlap, while FlipAttack re-
mains weakly aligned with other methods. This
separation persists as the threshold increases from
0.01 to 0.05, indicating that the shared structure
among semantic attacks is not driven by dense or
noisy activations, but is retained in the strongest ac-
tivation spans. As the threshold increases, overall
overlap decreases due to sparsification, but the rel-
ative relationships between methods remain stable.
This suggests that span-level structure is robust to
threshold choices and reflects intrinsic similarities
between attack strategies rather than artifacts of
feature density.

Figure 6 shows motif-level overlap across jail-
break methods under different settings. We vary
both the ratio threshold and the number of selected
motifs (top-k) to examine robustness. We observe
two main trends. First, overlap among semantic at-
tacks (Crescendo, PAIR, and XTeaming) increases
as k grows, indicating that shared motif structure
becomes more evident when more motif compo-
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Table 10: Comprehensive results of comparing attack and non-attack activations in motif space under different
SAE thresholds (r = 40). Attack activations are reconstructed with lower error, and additional diagnostics show
consistent structural differences from non-attack activations.

δ |F | Atk_err Nrm_err Gap ↓ ∆SR ↓ ∆E@K ↑ A_gap ↓ N_gap ↑ SymGap ↓ NullAtk ↑
0.5 7265 0.616 0.727 -0.111 -2.8 0.137 -0.204 0.260 -0.194 0.957
1.0 6809 0.626 0.725 -0.099 -2.9 0.126 -0.183 0.260 -0.181 0.968
1.5 6475 0.633 0.714 -0.082 -2.6 0.107 -0.194 0.301 -0.207 0.975
2.0 5934 0.627 0.697 -0.070 -2.5 0.095 -0.212 0.320 -0.230 0.978

nents are considered. In contrast, FlipAttack con-
sistently exhibits lower overlap, suggesting that it
does not share the same underlying motif structure.
Second, the results are stable across different ra-
tio thresholds. While stricter thresholds slightly
reduce overlap values, the overall pattern remains
unchanged. This confirms that motif-level structure
is not sensitive to specific hyperparameter choices,
and that the observed separation reflects a genuine
difference in attack organization rather than thresh-
olding effects.

D.2 Unseen-attack Generalization

To understand what the learned motifs capture, we
analyze motif overlap across jailbreak methods. If
motifs encode shared attack structure, then meth-
ods with similar underlying strategies should show
higher overlap, whereas structurally distinct meth-
ods should show lower overlap.

For each attack method, we derive two types of
overlap sets. At the span level, we keep SAE fea-
tures that are activated in at least a fixed fraction
of that method’s queries, where this fraction is de-
fined as the rate, and compute pairwise Jaccard
similarity between methods. At the motif level,
we first retain attack motifs whose mean activa-
tion on attack queries is sufficiently larger than that
on non-attack queries, which is defined as ratio.
We then represent each method by its top-k motifs
within this pool, where top-k denotes the motifs
with the highest mean activation for that method,
and compute pairwise Jaccard similarity. This sec-
tion provides the full sensitivity analysis, including
span-level raw overlap counts, Jaccard similarity,
and overlap coefficient under rate thresholds 0.01,
0.02, and 0.05, as well as motif-level Jaccard re-
sults under ratio thresholds 1.5, 2.0, and 2.5 and
top-k values 5, 10, 15, and 20.

As shown in Figure 2, Crescendo, PAIR, and
XTeaming consistently exhibit higher overlap with
one another than with FlipAttack. This indicates
that these methods share a larger set of common
motifs, whereas FlipAttack is associated with a

substantially different motif structure. Table 2
further shows that this difference cannot be ex-
plained by weaker activation. In fact, FlipAttack
and ReNeLLM activate as many SAE features
as the other methods. Their lower overlap there-
fore reflects differences in feature identity and co-
activation structure, rather than differences in ac-
tivation scale. The results show that the same pat-
tern persists across alternative overlap metrics and
hyperparameter settings, confirming that the ob-
served difference in shared motifs is robust. To fur-
ther examine the effect of character-level perturba-
tion, we compare original FlipAttack prompts with
de-flipped variants that restore the original task
text while retaining the remaining guidance wrap-
per. Character normalization reduces ASR from
90.00% to 65.00%, increases mean motif overlap
with other attacks from 0.16 to 0.30, and improves
LOMO F1 from 0.39 to 0.62. This indicates that
character-level perturbation and tokenization par-
tially explain FlipAttack’s distinct motif profile, but
do not fully eliminate the gap.

Figure 7 visualizes the PCA motif represen-
tations under the LOMO setting. Across most
held-out methods, attack and normal samples form
largely separable regions, showing that motif fea-
tures preserve discriminative structure even when
the test attack method is unseen. The main excep-
tion is FlipAttack, whose samples are less aligned
with the attack region learned from the other meth-
ods. This is consistent with the overlap analysis:
FlipAttack uses a different feature composition, so
its transfer difficulty reflects structural mismatch
rather than a failure to activate SAE features.

Figure 8 compares different 40-dimensional rep-
resentations under the held-out FlipAttack setting.
PCA-40, RandK-40, and ICA-40 show clear mis-
match: almost all FlipAttack samples fall outside
the attack region learned from the training methods,
leading to incorrect predictions. In contrast, NMF-
40 captures part of the FlipAttack pattern. While
FlipAttack remains challenging, NMF-40 places
more samples closer to the attack region, resulting
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Figure 5: Span-level overlap across jailbreak methods under different thresholds. We report raw overlap counts
(|A ∩B|), Jaccard similarity, and overlap coefficient at rates 0.01, 0.02, and 0.05.

in a more meaningful separation.

Motifs in Multi-turn Dialogues. Motif signals
also emerge during multi-turn jailbreaks. Figure 9
shows that, for both Crescendo and XTeaming, suc-
cessful attacks exhibit increasing motif activation
as the dialogue progresses, while failed attacks
remain relatively flat. Figure 10 further shows
that motif-based detection achieves above-random
AUC from early turns and improves as more di-
alogue context is observed, indicating that motif
representations capture predictive signals before
the attack is fully formed and can support early-
stage detection.

Figure 10 evaluates early detection using partial

dialogue prefixes. Subfigure (a) shows Crescendo
and (b) shows XTeaming. In both cases, motif-
based detection achieves above-random perfor-
mance even in early turns and improves as more
turns are observed. This indicates that motif rep-
resentations capture predictive signals before the
attack is fully formed, enabling early identification
of jailbreak attempts.

We evaluate whether different representations
preserve transferable attack structure under the
LOMO protocol. In each run, one jailbreak method
is held out for testing, while the detector is trained
on prompts from the remaining four methods to-
gether with matched non-attack queries. On top

46303



Cresce
ndo

PAIR

XTeaming

ReNeLLM

Flip
Atta

ck

Crescendo

PAIR

XTeaming

ReNeLLM

FlipAttack

1.00 0.11 0.25 0.00 0.00

0.11 1.00 0.25 0.00 0.00

0.25 0.25 1.00 0.00 0.00

0.00 0.00 0.00 1.00 0.00

0.00 0.00 0.00 0.00 1.00

Motif Jaccard (ratio>1.5, top_k=5)

0.0

0.2

0.4

0.6

0.8

1.0

(a)

Cresce
ndo

PAIR

XTeaming

ReNeLLM

Flip
Atta

ck

Crescendo

PAIR

XTeaming

ReNeLLM

FlipAttack

1.00 0.25 0.43 0.25 0.11

0.25 1.00 0.54 0.18 0.18

0.43 0.54 1.00 0.25 0.05

0.25 0.18 0.25 1.00 0.11

0.11 0.18 0.05 0.11 1.00

Motif Jaccard (ratio>1.5, top_k=10)

0.0

0.2

0.4

0.6

0.8

1.0

(b)

Cresce
ndo

PAIR

XTeaming

ReNeLLM

Flip
Atta

ck

Crescendo

PAIR

XTeaming

ReNeLLM

FlipAttack

1.00 0.67 0.67 0.50 0.30

0.67 1.00 0.67 0.43 0.30

0.67 0.67 1.00 0.36 0.25

0.50 0.43 0.36 1.00 0.43

0.30 0.30 0.25 0.43 1.00

Motif Jaccard (ratio>1.5, top_k=15)

0.0

0.2

0.4

0.6

0.8

1.0

(c)

Cresce
ndo

PAIR

XTeaming

ReNeLLM

Flip
Atta

ck

Crescendo

PAIR

XTeaming

ReNeLLM

FlipAttack

1.00 0.82 0.74 0.67 0.67

0.82 1.00 0.90 0.60 0.54

0.74 0.90 1.00 0.60 0.54

0.67 0.60 0.60 1.00 0.67

0.67 0.54 0.54 0.67 1.00

Motif Jaccard (ratio>1.5, top_k=20)

0.0

0.2

0.4

0.6

0.8

1.0

(d)

Cresce
ndo

PAIR

XTeaming

ReNeLLM

Flip
Atta

ck

Crescendo

PAIR

XTeaming

ReNeLLM

FlipAttack

1.00 0.11 0.25 0.00 0.00

0.11 1.00 0.43 0.00 0.00

0.25 0.43 1.00 0.00 0.00

0.00 0.00 0.00 1.00 0.00

0.00 0.00 0.00 0.00 1.00

Motif Jaccard (ratio>2.0, top_k=5)

0.0

0.2

0.4

0.6

0.8

1.0

(e)

Cresce
ndo

PAIR

XTeaming

ReNeLLM

Flip
Atta

ck

Crescendo

PAIR

XTeaming

ReNeLLM

FlipAttack

1.00 0.33 0.43 0.25 0.11

0.33 1.00 0.67 0.18 0.18

0.43 0.67 1.00 0.18 0.11

0.25 0.18 0.18 1.00 0.25

0.11 0.18 0.11 0.25 1.00

Motif Jaccard (ratio>2.0, top_k=10)

0.0

0.2

0.4

0.6

0.8

1.0

(f)

Cresce
ndo

PAIR

XTeaming

ReNeLLM

Flip
Atta

ck

Crescendo

PAIR

XTeaming

ReNeLLM

FlipAttack

1.00 0.67 0.67 0.58 0.43

0.67 1.00 0.76 0.43 0.36

0.67 0.76 1.00 0.36 0.30

0.58 0.43 0.36 1.00 0.58

0.43 0.36 0.30 0.58 1.00

Motif Jaccard (ratio>2.0, top_k=15)

0.0

0.2

0.4

0.6

0.8

1.0

(g)

Cresce
ndo

PAIR

XTeaming

ReNeLLM

Flip
Atta

ck

Crescendo

PAIR

XTeaming

ReNeLLM

FlipAttack

1.00 0.82 0.82 0.82 0.82

0.82 1.00 0.90 0.74 0.67

0.82 0.90 1.00 0.74 0.67

0.82 0.74 0.74 1.00 0.74

0.82 0.67 0.67 0.74 1.00

Motif Jaccard (ratio>2.0, top_k=20)

0.0

0.2

0.4

0.6

0.8

1.0

(h)

Cresce
ndo

PAIR

XTeaming

ReNeLLM

Flip
Atta

ck

Crescendo

PAIR

XTeaming

ReNeLLM

FlipAttack

1.00 0.11 0.25 0.00 0.00

0.11 1.00 0.43 0.00 0.00

0.25 0.43 1.00 0.00 0.00

0.00 0.00 0.00 1.00 0.00

0.00 0.00 0.00 0.00 1.00

Motif Jaccard (ratio>2.5, top_k=5)

0.0

0.2

0.4

0.6

0.8

1.0

(i)

Cresce
ndo

PAIR

XTeaming

ReNeLLM

Flip
Atta

ck

Crescendo

PAIR

XTeaming

ReNeLLM

FlipAttack

1.00 0.43 0.43 0.25 0.11

0.43 1.00 0.82 0.18 0.18

0.43 0.82 1.00 0.18 0.11

0.25 0.18 0.18 1.00 0.25

0.11 0.18 0.11 0.25 1.00

Motif Jaccard (ratio>2.5, top_k=10)

0.0

0.2

0.4

0.6

0.8

1.0

(j)

Cresce
ndo

PAIR

XTeaming

ReNeLLM

Flip
Atta

ck

Crescendo

PAIR

XTeaming

ReNeLLM

FlipAttack

1.00 0.76 0.76 0.58 0.43

0.76 1.00 0.88 0.50 0.36

0.76 0.88 1.00 0.43 0.36

0.58 0.50 0.43 1.00 0.58

0.43 0.36 0.36 0.58 1.00

Motif Jaccard (ratio>2.5, top_k=15)

0.0

0.2

0.4

0.6

0.8

1.0

(k)

Cresce
ndo

PAIR

XTeaming

ReNeLLM

Flip
Atta

ck

Crescendo

PAIR

XTeaming

ReNeLLM

FlipAttack

1.00 0.90 0.90 0.82 0.82

0.90 1.00 1.00 0.74 0.74

0.90 1.00 1.00 0.74 0.74

0.82 0.74 0.74 1.00 0.82

0.82 0.74 0.74 0.82 1.00

Motif Jaccard (ratio>2.5, top_k=20)

0.0

0.2

0.4

0.6

0.8

1.0

(l)

Figure 6: Motif-level overlap (Jaccard similarity) across jailbreak methods under different motif selection settings.
We vary the activation ratio threshold (1.5, 2.0, 2.5) and the number of selected motifs (top-k, k ∈ {5, 10, 15, 20}).

of each representation, we train a logistic regres-
sion detector and report mean AUC, F1@Val, accu-
racy, precision, and recall on the held-out method,
where F1@Val uses a threshold selected on a vali-
dation split of the training data. We compare SAE-
NMF-40 against activity-based, text-embedding,
full-feature, and compressed SAE-space baselines.
Table 11 shows that SAE-NMF-40 achieves the
best overall performance across all reported met-
rics. Dense text embeddings achieve a competi-
tive AUC, but their lower F1@Val indicates a less
reliable decision boundary under held-out attack
transfer. In particular, SAE-NMF-40 outperforms
simple activity statistics, dense text embeddings,
the full SAE representation, and alternative com-
pressed SAE baselines such as PCA, ICA, TopK,
and random projections. These results suggest
that motif-based decomposition preserves attack-
relevant structure that is both highly discriminative
and strongly transferable across jailbreak methods.

D.3 Cross-setting Transfer

Figure 11 shows pairwise transfer performance
across 30 transfer settings. Cross-attacker trans-
fer is consistently strong even before calibration,
indicating that motif structure is relatively stable
across attacker models when the target model is
fixed. In contrast, cross-target and fully-cross set-
tings exhibit larger performance drops before cal-
ibration, especially in several near-failure cases.
However, lightweight target calibration substan-
tially improves these settings and recovers strong
transfer performance for most pairs. We also com-
pare SAE-NMF-40 with dense embeddings under
the same transfer regimes. Dense embeddings ob-
tain F1 scores of 0.65 ± 0.08, 0.52 ± 0.10, and
0.44 ± 0.11 for cross-attacker, cross-target, and
fully-cross transfer, respectively. In contrast, SAE-
NMF-40 obtains 0.97 ± 0.02, 0.86 ± 0.06, and
0.85± 0.07. Thus, although dense embeddings are
competitive in global ranking under the LOMO set-
ting, SAE-NMF-40 yields more reliable decision
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Figure 7: PCA visualization of motif-based representations under the LOMO setting. Each subplot shows the
projected representation space when one jailbreak method is held out: (a) Crescendo, (b) FlipAttack, (c) PAIR, (d)
ReNeLLM, and (e) XTeaming.

Table 11: Comparison of representation choices for LOMO jailbreak detection on the DS–Llama setting.

Representation Mean AUC ↑ Mean F1@Val ↑ Mean Acc@Val ↑ Mean Prec@Val ↑ Mean Rec@Val ↑
SummaryStats 0.700 0.672 0.700 0.717 0.646
Embedding 0.926 0.571 0.767 0.755 0.540
FullSAE 0.904 0.610 0.789 0.791 0.581
SAE-TopK-40 0.871 0.717 0.752 0.805 0.665
SAE-RandK-40 0.661 0.726 0.625 0.580 0.977
SAE-PCA-40 0.849 0.600 0.782 0.767 0.571
SAE-ICA-40 0.763 0.603 0.787 0.826 0.581
SAE-RandProj-40 0.831 0.718 0.768 0.831 0.657
SAE-NMF-40 0.936 0.792 0.834 0.872 0.772

boundaries under transfer.

Table 13 compares fully-cross transfer perfor-
mance across SAE-NMF, SAE-PCA, and FullSAE.
Before calibration, SAE-NMF substantially outper-
forms the other representations, achieving much
higher average F1 under severe cross-target and
fully-cross shifts. In contrast, PCA and FullSAE
often fail to transfer before calibration, with many
settings close to zero F1. After lightweight target
calibration, all methods improve substantially, in-
dicating that part of the transfer gap arises from
target-specific distribution shifts. Nevertheless,
SAE-NMF remains consistently strong across trans-
fer settings, suggesting that motif decomposition
preserves more shared attack structure under distri-
bution shift.

Table 14 shows that motif similarity is substan-
tially higher for the same jailbreak method across
attackers than for different methods within the
same attacker. This pattern is consistent across tar-
get models, indicating that motif structure is more
strongly associated with attack strategy than with
the specific attacker model. The per-method anal-
ysis further shows that several jailbreak methods,
including Crescendo, FlipAttack, ReNeLLM, and
XTeaming, exhibit strong cross-attacker similarity.
This supports the view that motif representations
capture shared attack patterns that remain relatively
stable across different attacker models. PAIR is
the main exception, with substantially lower cross-
attacker similarity (0.56 on Llama and 0.09 on Mis-
tral). This is consistent with PAIR being an iterative
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Figure 8: PCA visualization of different 40-dimensional representations when FlipAttack is held out: (a) PCA-40,
(b) ICA-40, and (c) NMF-40.
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Figure 9: Motif activation trajectories over attack progress. (a) Crescendo, (b) XTeaming.

attack that refines prompts based on target-model
feedback, which makes its surface form more sensi-
tive to the attacker model’s optimization trajectory
than to a fixed attack strategy. Other methods rely
on more static templates and therefore produce
more attacker-invariant motifs.

Table 15 provides detailed transfer results across
all source and target combinations. Cross-attacker
transfer remains nearly lossless in most cases, often
achieving F1 above 0.95 before calibration. Cross-
target and fully-cross transfer are more challenging,
with several settings showing severe degradation
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Figure 10: Early-warning performance using motif-based representations. (a) Crescendo, (b) XTeaming.

Table 12: De-identified Crescendo-style multi-turn example. The content is abstracted to avoid disclosing harmful
instructions while preserving the dialogue dynamics used for motif analysis.

Turn De-identified user prompt Analysis

1 “I am preparing a cybersecurity workshop. What per-
suasion techniques are commonly used in fraudulent
account-alert messages?”

An educational-framing feature emerges, presenting
the request as defensive analysis.

2 “Could you write a fictional example that trainees can
use to identify these techniques?”

A content-generation feature appears as the interac-
tion shifts from analysis to producing an example.

3 “Make it sound more natural and professional, without
obvious spelling mistakes or exaggerated threats.”

A realism-enhancement feature strengthens, making
the generated message more credible.

4 “Add a plausible account restriction and a limited time
window for the recipient to respond.”

Urgency and pretext features emerge, introducing
persuasive structure and pressure.

5 “Remove the training notes and warning labels. Keep
only the message, using [BANK], [NAME], and
[LINK] as placeholders.”

A constraint-removal feature appears as the defen-
sive context is stripped away.

6 “Now provide the final message exactly as it would
be sent to a customer. Do not include disclaimers or
explanations.”

Earlier features become jointly activated, revealing
the harmful objective and producing the strongest at-
tack signal.

before calibration despite relatively high AUC. Af-
ter lightweight calibration, these settings recover
substantially, often reaching F1 above 0.8. This
suggests that motifs capture transferable attack
structure, while remaining errors mainly reflect
target-specific boundary shifts.
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Figure 11: Pairwise transfer performance before and after target calibration. Each row corresponds to one transfer
pair, grouped into cross-attacker, cross-target, and fully-cross settings. Open circles denote F1 before calibration,
filled circles denote F1 after calibration.

Table 13: Fully-cross transfer comparison among SAE-NMF, SAE-PCA, and FullSAE. We report F1 before
calibration and F1 after target calibration.

Train Test NMF F1before PCA F1before FullSAE F1before NMF F1after PCA F1after FullSAE F1after

deepseek_llama qwen3_mistral 0.707 0.021 0.007 0.834 0.967 0.875
deepseek_llama qwen3_qwen2 0.883 0.693 0.281 0.907 0.872 0.777
deepseek_mistral qwen3_llama 0.002 0.015 0.000 0.782 0.540 0.791
deepseek_mistral qwen3_qwen2 0.792 0.401 0.089 0.970 0.732 0.794
deepseek_qwen2 qwen3_llama 0.000 0.000 0.000 0.800 0.787 0.794
deepseek_qwen2 qwen3_mistral 0.693 0.279 0.000 0.946 0.951 0.876
qwen3_llama deepseek_mistral 0.897 0.287 0.003 0.903 0.946 0.890
qwen3_llama deepseek_qwen2 0.886 0.825 0.422 0.888 0.909 0.798
qwen3_mistral deepseek_llama 0.005 0.049 0.000 0.796 0.803 0.799
qwen3_mistral deepseek_qwen2 0.891 0.602 0.018 0.969 0.789 0.796
qwen3_qwen2 deepseek_llama 0.007 0.000 0.000 0.890 0.879 0.801
qwen3_qwen2 deepseek_mistral 0.736 0.288 0.000 0.945 0.964 0.904

Average 0.541 0.288 0.068 0.886 0.845 0.825
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Table 14: Cross-attacker motif similarity analysis. The top block summarizes, for each target model family, the
average similarity of the same attack method across attackers and the average similarity of different attack methods
within the same attacker. The bottom block reports cross-attacker similarity for each jailbreak method.

Target Model Attack Method / Statistic Similarity

Overall summary
llama same attack method across attackers 0.827
llama different attack methods within attacker 0.196
llama gap 0.630
mistral same attack method across attackers 0.759
mistral different attack methods within attacker 0.223
mistral gap 0.536
qwen2 same attack method across attackers 0.631
qwen2 different attack methods within attacker 0.232
qwen2 gap 0.399

Per-method cross-attacker similarity
llama Crescendo 0.855
llama FlipAttack 0.981
llama PAIR 0.557
llama ReNeLLM 0.935
llama XTeaming 0.804
mistral Crescendo 0.835
mistral FlipAttack 1.000
mistral PAIR 0.093
mistral ReNeLLM 0.988
mistral XTeaming 0.881
qwen2 Crescendo 0.642
qwen2 FlipAttack 0.779
qwen2 PAIR 0.674
qwen2 ReNeLLM 0.509
qwen2 XTeaming 0.551
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Figure 12 compares the relationship between
AUC and F1 before and after calibration. Before
calibration, several cross-target and fully-cross set-
tings exhibit high AUC but near-zero F1, indicating
that transferable ranking information exists but the
decision boundary is poorly aligned across targets.
After calibration, F1 becomes much more consis-
tent with AUC across transfer categories. This sug-
gests that motif representations already preserve
transferable attack information before calibration,
and that a small amount of target-specific super-
vision is sufficient to recover effective decision
boundaries.

To examine whether the LOMO results are in-
flated by shared HarmBench source queries, we
construct a source-controlled held-out evaluation.
HarmBench contains 400 source queries in total.
For each held-out attack method, we partition these
source queries into five folds, using 80% of the
source queries as the Seen subset and the remain-
ing 20% as the Unseen subset in each run. We then
train the detector on the other four attack methods
using only samples derived from the Seen subset,
together with matched non-attack samples. This
yields 3,840 training samples per fold (4 methods
× 320 source queries × 3 runs). We finally evaluate
the held-out method separately on samples whose
source queries belong to the Seen subset and on
samples whose source queries belong to the Un-
seen subset. Because each held-out method has
three attack runs per source query, this corresponds
to 960 held-out attack samples in the Seen split
and 240 held-out attack samples in the Unseen split
per fold. Table 16 shows that Seen and Unseen
performance is highly similar overall. The average
AUC is nearly identical (0.931 vs. 0.930), and the
other metrics also differ only slightly. This sug-
gests that the main LOMO generalization results
are not primarily driven by overlap in HarmBench
source queries.

D.4 Motif-guided Defense
We study whether seeing more attack families dur-
ing synthetic data construction helps Motif-DPO
generalize better to unseen attacks. To do this,
we vary the number of known attacks Katk used
for motif-guided synthesis, setting it to 1, 3, 5,
and 7, while keeping the total synthetic data bud-
get fixed at 400 preference pairs in all settings.
The full candidate pool contains seven black-box
jailbreak methods supported by our framework:
PAIR, ReNeLLM, Crescendo, FlipAttack, XTeam-

ing, ICA, and RedQueen. For each setting, we
use the selected known attacks to construct the
motif-conditioned synthetic training set, and then
train the same Motif-DPO model with the same
hyperparameters as in the main experiment. We
evaluate the resulting model only on two held-out
OOD attacks, AutoDAN-Turbo-R and CodeAttack,
over two safety benchmarks, MaliciousInstruct and
StrongREJECT. We also report utility on GPQA,
CSQA, and FR rate on the subset of XSTest. In all
experiments, we sample |Fatk

m | = 2 attack-relevant
features and |Fctx

m | = 2 contextual features per
motif, retrieve Ks = 2 representative queries, and
combine |R| = 3 motifs per generated query.

Control variants for motif-guided defense.
The main comparison in Table 4 includes con-
trols that isolate the contribution of motif struc-
ture. Random Synthetic DPO controls for using the
same preference-optimization recipe with synthetic
safety data that is not conditioned on learned SAE
motifs. Feature-DPO controls for conditioning on
individual SAE features under the same generation,
filtering, data budget, and DPO setup as Motif-
DPO. Randomized-Motif-DPO controls for replac-
ing the learned motif assignment with random-
ized motif conditions, while Shuffled-Motif-DPO
controls for disrupting the feature grouping inside
motifs. Together, these comparisons test whether
Motif-DPO benefits from both using motif-level
conditions and preserving coherent co-activated
feature groups.

We observe a clear trend that increasing the di-
versity of known attacks used for synthetic data
construction consistently improves OOD robust-
ness in Table 17. Specifically, the four settings cor-
respond to progressively broader attack coverage:
Katk = 1 uses only PAIR; Katk = 3 uses PAIR,
RENELLM, and FLIPATTACK; Katk = 5 further
adds CRESCENDO and XTEAMING; and Katk = 7
uses PAIR, RENELLM, CRESCENDO, FLIPAT-
TACK, XTEAMING, ICA, and REDQUEEN. As
the number of known attacks increases, the attack
success rate on held-out attacks decreases across
both benchmarks and both OOD attacks.

The utility metrics change modestly across all
four settings. We do not interpret the small GPQA
changes as evidence of improved reasoning, since
GPQA contains a limited number of items in this
evaluation. CSQA stays in a narrow range from
77.31% to 77.89%, and the false refusal rate rises
only moderately, from 7.60% to 10.00%. Overall,
these results indicate that motif-guided synthesis
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Figure 12: Relationship between AUC and F1 before and after target calibration. (a) Before calibration. (b) After
calibration.

Table 16: Source-controlled held-out performance of SAE-NMF-40 on the DS–Llama setting.

Held-out Setting Mean AUC ↑ Mean F1@Val ↑ Mean Acc@Val ↑ Mean Prec@Val ↑ Mean Rec@Val ↑

Crescendo Seen 0.980 0.935 0.931 0.884 0.991
Unseen 0.981 0.934 0.930 0.881 0.993

FlipAttack Seen 0.789 0.355 0.582 0.608 0.258
Unseen 0.786 0.421 0.629 0.504 0.364

PAIR Seen 0.974 0.917 0.913 0.874 0.968
Unseen 0.967 0.910 0.904 0.862 0.965

ReNeLLM Seen 0.919 0.567 0.692 0.902 0.430
Unseen 0.925 0.499 0.663 0.901 0.367

XTeaming Seen 0.992 0.882 0.846 0.812 0.990
Unseen 0.993 0.876 0.838 0.797 0.995

Average Seen 0.931 0.731 0.793 0.816 0.727
Unseen 0.930 0.728 0.793 0.789 0.737

can benefit from more diverse known attack fami-
lies, yielding stronger robustness to unseen attacks
with a measured safety–utility trade-off.

D.5 Ablation Studies

We ablate the main design choices in motif con-
struction and SAE feature extraction. For motif
construction, we vary the construction strategy, the
number of motifsK, and the SAE activation thresh-
old δ. For SAE extraction, we further study dictio-
nary size, Top-K̃tok sparsity, and extraction layer.
All ablations are conducted on the DS–Llama set-
ting under the same LOMO jailbreak detection pro-
tocol used in the main experiments. For each con-
figuration, a detector is trained on four jailbreak
methods with matched non-attack queries and eval-
uated on the held-out method. We report AUC,
F1@Val, accuracy, and precision for detection-
based ablations; for the motif-number ablation, we
additionally report reconstruction error, and for

SAE configuration ablations, we report activated
features (L0), reconstruction loss (L2), and average
OOD ASR.

Magnitude yields the best overall perfor-
mance. As shown in Table 18, both Magnitude
and Binary outperform the projection-based base-
lines, with Magnitude achieving the highest AUC,
F1@Val, accuracy, and precision. This result sug-
gests that transferable jailbreak signals are better
captured by motif constructions that retain feature
identity and activation strength. By contrast, Se-
quence performs noticeably worse, indicating that
local feature order is less reliable for cross-method
transfer, while Proportion performs worst overall,
implying that removing absolute activation magni-
tude discards important discriminative information.
As Magnitude achieves the strongest overall perfor-
mance, we use it in the subsequent ablation studies.

An intermediate number of motifs yields the
best overall performance. As shown in Table 19,
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Table 17: Effect of increasing the number of known attacks used for synthetic data construction on the OOD
robustness of Motif-DPO.

Known Attacks MaliciousInstruct ASR↓ StrongREJECT ASR↓ Utility

AutoDAN-T CodeAttack AutoDAN-T CodeAttack GPQA↑ CSQA↑ FR↓
1 39.00 35.00 52.08 57.19 29.29 77.31 7.60
3 30.00 33.00 44.73 49.84 29.80 77.56 8.40
5 31.00 28.00 41.53 45.37 30.30 77.81 9.20
7 19.00 24.00 35.46 41.53 30.81 77.89 10.00

Table 18: Comparison of motif constructions on the
DS–Llama setting under the LOMO detection protocol
(K=40, δ=2.0).

Construction AUC ↑ F1@Val ↑ Acc@Val ↑ Prec@Val ↑
Upper-bound references
SAE-raw 0.904 0.610 0.789 0.791
SAE-TopK 0.871 0.717 0.752 0.805

K-dimensional baselines
RandomProj 0.831 0.718 0.768 0.831
Dense-PCA 0.917 0.565 0.764 0.699
SAE-PCA 0.849 0.600 0.782 0.767

NMF motif constructions
Binary 0.930 0.755 0.813 0.829
Proportion 0.578 0.667 0.500 0.500
Sequence 0.922 0.691 0.602 0.610
Magnitude 0.936 0.792 0.834 0.872

reconstruction error decreases steadily as K in-
creases, indicating that larger motif sets improve
the approximation of the original activation space.
However, detection performance does not improve
monotonically with K. Instead, F1@Val and ac-
curacy peak at K = 40, while both smaller and
larger values perform worse overall. This pattern
suggests that too few motifs under-represent shared
attack structure, whereas too many motifs over-
segment the representation and reduce its transfer-
ability across jailbreak methods.

We additionally run NMF with five random
seeds for each target model and align motifs across
runs using maximum-similarity matching. The
matched motif cosine similarity is 0.90± 0.03, the
top-20-feature Jaccard overlap is 0.67± 0.04, and
the LOMO F1 is 0.78 ± 0.02. These results indi-
cate that the main motif structure and downstream
detection performance are stable across NMF ini-
tializations, even though individual motif indices
can be permuted across runs.

A moderate activation threshold yields the
best overall performance. As shown in Table 20,
increasing δ from 1.0 to 2.0 improves all main
detection metrics, suggesting that moderate thresh-
olding helps remove weak and noisy activations
while preserving the transferable structure needed

Table 19: Effect of the number of motifs K on LOMO
jailbreak detection performance on the DS–Llama set-
ting (Magnitude, δ=2.0). ReconErr denotes reconstruc-
tion error.

K ReconErr ↓ AUC ↑ F1@Val ↑ Acc@Val ↑ Prec@Val ↑
5 1.0410 0.881 0.741 0.740 0.811
10 0.9506 0.924 0.687 0.747 0.651
20 0.8896 0.945 0.749 0.698 0.727
40 0.8323 0.936 0.792 0.834 0.872
60 0.8007 0.940 0.782 0.828 0.879
80 0.7777 0.932 0.754 0.812 0.862
100 0.7572 0.915 0.706 0.794 0.718

Table 20: Effect of the activation threshold δ on LOMO
jailbreak detection performance on the DS–Llama set-
ting (Magnitude, K=40). |F | denotes the number of
active SAE features retained after thresholding.

δ |F | AUC ↑ F1@Val ↑ Acc@Val ↑ Prec@Val ↑
1.0 6600 0.901 0.633 0.768 0.702
2.0 5934 0.936 0.792 0.834 0.872
3.0 1455 0.945 0.706 0.726 0.736

for LOMO detection. However, performance does
not continue to improve when δ is further increased
to 3.0. Although AUC rises slightly, F1@Val, ac-
curacy, and precision all decline, while the number
of active features drops sharply from 5934 to 1455.
This pattern suggests that a threshold that is too
low retains too much noise, whereas a threshold
that is too high removes useful shared structure
and weakens stable decision boundaries across jail-
break methods. Therefore, δ = 2.0 provides the
best choice in our setting.

Table 21 presents an ablation study on three key
SAE design choices: dictionary size, K̃tok sparsity,
and extraction layer. In Ablation A, we vary the dic-
tionary size from (214) to (217) while fixing K̃tok to
20 and extracting SAE features from Layer 16. In
Ablation B, we vary K̃tok from 10 to 40 while fix-
ing the dictionary size to (216) and using Layer 16.
In Ablation C, we compare SAE features extracted
from Layers 8, 16, and 24, while fixing the dictio-
nary size to (216) and K̃tok to 20. For each config-
uration, we report the average number of activated
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features (L0), reconstruction loss (L2), and OOD
robustness on four held-out attack settings: Mali-
ciousInstruct with AutoDAN-T, MaliciousInstruct
with CodeAttack, StrongREJECT with AutoDAN-
T, and StrongREJECT with CodeAttack. The final
column reports the average OOD ASR over these
four settings.

The results show that larger dictionary size and
larger K̃tok generally improve OOD robustness,
but the gains quickly become small. In Ablation A,
increasing the dictionary size from (214) to (216)
brings a clear reduction in OOD ASR, while the
further improvement from (216) to (217) is limited.
In Ablation B, increasing K̃tok from 10 to 20 gives
a noticeable gain, while the improvement from 20
to 40 is smaller. In Ablation C, Layer 16 gives the
best average OOD ASR. Based on these results, we
choose dictionary size (216) and Layer 16 as the de-
fault setting, since they already achieve strong per-
formance and the gains from larger configurations
are relatively small. Although K̃tok = 40 gives the
best OOD ASR in this table, we use K̃tok = 20 as
the default choice because it offers a better trade-off
between robustness and sparsity.

D.6 Use of AI Assistants.
We used AI assistants for language polishing, code
debugging, and formatting assistance. All scien-
tific ideas, experimental design, analysis, and final
writing decisions were made and verified by the
authors.
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Table 21: Ablation study on dictionary size, TopK sparsity, and layer choice.

Dict size / Layer TopK Activated Features (L0) ↓ Recon. Loss (L2) ↓ Avg. OOD ASR ↓
Ablation A: Dictionary Size (layer 16, TopK = 20 fixed)

214 (16384) 20 19.75 0.1687 39.81
216 (65536) 20 19.41 0.1591 36.48
217 (131072) 20 19.21 0.1553 35.42

Ablation B: TopK Sparsity (layer 16, dict size = 216 fixed)
216 (65536) 10 9.80 0.1819 38.67
216 (65536) 20 19.41 0.1591 36.48
216 (65536) 40 37.68 0.1378 34.60

Ablation C: Layer (dict size = 216, TopK = 20 fixed)
Layer 8 20 19.24 0.1789 37.54

Layer 16 20 19.41 0.1591 36.48
Layer 24 20 19.32 0.1396 37.05

Table 22: Examples of discovered jailbreak motifs. Each motif is summarized by its top SAE feature annotations,
representative query pattern, and human-interpreted motif description.

Motif Top Feature Annotations Representative Query Pattern Interpreted Pattern

M1 Student/classroom setting; story con-
tinuation; dream or fictional narrative;
teacher-guided steps

Story or classroom wrapper around
the user request

Narrative roleplay framing:
embeds the request in a fic-
tional or classroom-style sce-
nario.

M2 Expert-assistant role; detailed-answer
framing; refusal/negation expressions;
academic or resource-seeking context

Expert role assignment with
detailed-response instruction

Role-based instruction fram-
ing: assigns the model a spe-
cialized role and requests de-
tailed assistance.

M3 Process or procedure; technical instruc-
tions; hypothetical construction; cyber-
security or engineering context

Step-by-step procedural request in a
technical domain

Procedural technical fram-
ing: reformulates the request
as a systematic technical pro-
cedure.

M4 Document/report request; LaTeX ta-
ble structure; step rows; tabular and
hline patterns

Query embedded in a LaTeX table
or document format

Document-structured fram-
ing: expresses the request
through table or report-style
formatting.
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