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Abstract
The agent–tool interaction loop is a critical
attack surface for modern Large Language
Model (LLM) agents. Existing denial-of-
service (DoS) attacks typically function at
the user-prompt or retrieval-augmented gener-
ation (RAG) context layer and are inherently
single-turn in nature. This limitation restricts
cost amplification and diminishes stealth in
goal-oriented workflows. To address these is-
sues, we propose a stealthy, multi-turn eco-
nomic DoS attack at the tool layer under the
Model Context Protocol (MCP). By editing
only text-visible fields and implementing a
stateful, completeness-gated return policy, our
malicious server preserves tool identity and the
terminal benign payload while steering agents
into prolonged, verbose tool-calling chains. We
optimize these text-only edits with Monte Carlo
Tree Search (MCTS) to maximize cost under
a task-success constraint. Across six LLMs on
ToolBench and BFCL benchmarks, our attack
yields trajectories over 60K tokens, increases
per-query cost by up to 658×, raises energy by
100–560×, and pushes GPU key-value (KV)
cache occupancy to 35–74%. Representative
prompt filters and output or trajectory moni-
tors seldom detect these attacks, highlighting
the need for defenses that safeguard agentic
processes rather than focusing solely on final
outcomes.

1 Introduction

Large language models (LLMs) are rapidly evolv-
ing from single-turn chatbots into tool-augmented
agents (Luo et al., 2025a; Yang et al., 2025b; Tran
et al., 2025; Wang et al., 2025; Xi et al., 2025; Mo-
hammadi et al., 2025). LLM agents can interact
with external tools and execute multi-step tasks
across domains (Sapkota et al., 2026), and stan-
dardized agent–tool protocols such as the Model
Context Protocol (MCP) are accelerating this inte-
gration (Ehtesham et al., 2025; Hou et al., 2026;
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Hasan et al., 2026; Model Context Protocol Work-
ing Group, 2025; Anthropic, 2024). As agents are
deployed at scale (Sun et al., 2025), operational
reliability and cost stability emerge as primary con-
cerns; under Unbounded Consumption (OWASP
Gen AI Security Project, 2025), vulnerabilities can
lead to severe resource exhaustion as Denial-of-
Service (DoS) attacks (Xu and Parhi, 2025).

Existing research on DoS attacks against LLMs
largely forces models to generate excessively
long outputs within a single interaction, typi-
cally triggered by a malicious user prompt or in-
jected retrieval-augmented generation (RAG) con-
text (Zhang et al., 2025c; Gao et al., 2024b; Dong
et al., 2025; Geiping et al., 2024; Gao et al., 2024a).
For instance, Engorgio and Auto-DoS craft queries
that elicit verbose responses that are often off-
task (Dong et al., 2025; Zhang et al., 2025c), while
Overthink (Kumar et al., 2025) injects decoy rea-
soning problems into retrieved context to inflate
internal thought while keeping the final answer cor-
rect (Kumar et al., 2025). Despite their differences,
a critical limitation unites these methods: they are
fundamentally single-turn attacks operating at the
user-query or RAG layer.

This single-turn focus limits their impact in the
agentic paradigm for two reasons: costs are capped
by the model’s per-turn maximum completion, and
many attacks (except Overthink) produce generic
verbosity that is conspicuous in goal-oriented tool
workflows (Zhang et al., 2025c; Gao et al., 2024b;
Dong et al., 2025; Geiping et al., 2024; Gao et al.,
2024a; Louck et al., 2025). Meanwhile, Zhang et al.
(2025a) show malfunction amplification, where in-
puts induce repetitive or off-task action loops that
often cause task failure. In contrast, the multi-
turn agent–tool communication loop remains a
largely unexplored attack surface for correctness-
preserving economic DoS: the agent still completes
the task, but the cost explodes. Because the long
tool arguments are generated by the target LLM
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after a legitimate tool invocation, the recurring on-
line inference cost is borne by the agent operator
and can also affect co-located workloads. Table 1
summarizes key differences between our tool-layer
attack and prior single-turn methods.

To address these gaps, we introduce a tool-layer
attack that targets the multi-turn agent–tool interac-
tion loop. Our method transforms a benign, MCP-
compliant tool server into a malicious variant that
steers the agent to repeatedly call the same tool
and generate long outputs at the tool-calling step,
while still completing the user’s task. Across six
LLMs and two tool-use benchmarks (ToolBench
and BFCL) (Fan et al., 2025; Patil et al., 2025),
it consistently drives per-query completions be-
yond 60,000 tokens, inflates token budgets by up
to 658×, increases total energy by up to 561×, and
raises peak GPU KV-cache usage to over 73% (Pan
et al., 2025). Crucially, the attack preserves task
success and is rarely flagged by representative de-
fenses (§4.5), enabling substantial degradation of
system throughput and OOM-safe concurrency.

Taken together, our findings make three critical
contributions:

• We establish the tool-calling layer as a first-
class DoS attack surface in the agent era: even
with correct tool use and correct final answers,
representative prompt filters and output or tra-
jectory monitors rarely flag the attack (§4.5).

• We propose a stateful, completeness-gated ma-
licious template and an MCTS optimizer that
transforms benign MCP servers under text-
only, payload-preserving constraints.

• Extensive experiments across six LLMs on
ToolBench and BFCL show large resource
amplification while maintaining high task suc-
cess, with supplementary validation on Lang-
Graph and real MCP tools.

2 Background and Related Work

2.1 LLM Agents and Their Operational Cost
With rapid advancements in LLM reasoning and
tool calling, especially in 2025, LLMs are increas-
ingly deployed as autonomous agents for real-
world tasks (Hu et al., 2025; Yan et al., 2025; Zhang
et al., 2025b; Zheng et al., 2025). This trend is evi-
dent in widespread industry adoption, with major
vendors integrating agents into their product stacks
and startups securing funding for domain-specific
agents in enterprise workflows (Microsoft, 2025;
Amazon Web Services, 2025; Google Cloud, 2025;

PwC, 2025; Shen and Yang, 2025). As deploy-
ments scale, operational costs shift from one-time
training to continuous inference (Luccioni et al.,
2024; Samsi et al., 2023), manifesting as token-
billed API expenses or sustained energy and hard-
ware demands in self-hosted environments (Varo-
quaux et al., 2025; Bhardwaj et al., 2025). This
connection between interaction volume and costs
creates a significant attack surface for economic
denial-of-service.

2.2 LLM Resource Consumption Attacks

Research on resource consumption attacks against
LLMs aims to inflate operational costs and trigger
denial-of-service by inducing excessively long gen-
erations (Zhang et al., 2025c; Gao et al., 2024b;
Dong et al., 2025; Kumar et al., 2025; Geiping
et al., 2024; Gao et al., 2024a). Early methods
like repeat-hello, Engorgio, P-DoS, and Auto-DoS
create malicious queries that elicit verbose, off-
task responses (Geiping et al., 2024; Zhang et al.,
2025c; Gao et al., 2024b; Dong et al., 2025). This
verbosity is often obvious, limiting effectiveness
beyond general-purpose chatbots. A stealthier ap-
proach, Overthink, injects decoy reasoning into
retrieved RAG context to inflate the model’s inter-
nal think trace while maintaining answer correct-
ness (Kumar et al., 2025). But existing methods
remain single-turn, with costs capped by maximum
completion length, leaving the multi-turn agent-
tool loop underexplored. Besides, Zhang et al.
(2025a) explore malfunction amplification, which
drives agents into repetitive action loops, often hin-
dering task completion. Instead, we target the MCP
tool layer to achieve a correctness-preserving eco-
nomic DoS: the task completes, but multi-turn tool-
calling chains significantly amplify costs.

Recent MCP security analyses and benchmarks
catalogue prompt injection, malicious tool descrip-
tions, response manipulation, privacy leakage, and
unsafe tool execution (Hou et al., 2026; Zhang
et al., 2026). These studies primarily character-
ize semantic or instruction-level harms. Our at-
tack is complementary: it preserves tool identity
and terminal payload semantics while exploiting
intermediate server responses to amplify agent-side
computation, exposing a process-level economic
risk that final-answer correctness does not capture.

47608



Aspect Engorgio P-DoS Auto-DoS Overthink Ours

Correctness preserving ✗ ✗ ✗ ✓ ✓

Trigger layer Dialog query Dialog query Dialog query RAG context MCP Tool server
Turns & per-query bound 1-turn (≤M ) 1-turn (≤M ) 1-turn (≤M ) 1-turn (≤M ) n-turn (≤ nM )
Long-output site Answer step Answer step Answer step Think step Tool calling step
Access model White-box White-box Black-box Black-box Black-box

Table 1: DoS attack comparison. M is the per-turn max completion; our tool-layer attack enables n-turn amplifica-
tion while preserving task success (§4.2).

Figure 1: Tool-layer DoS overview. A protocol-compatible, text-only malicious template (MCTS-optimized)
induces multi-turn, long tool-call traces while preserving the final benign payload.

3 Methodology

To address single-turn attack limitations, we ex-
ploit the multi-turn, stateful nature of agent-tool
interactions. We convert a benign MCP tool server
into a malicious variant that produces long, costly,
yet successful task trajectories while preserving
tool identity and terminal payload semantics. Our
approach includes: (i) a formal problem definition
as constrained optimization (§3.1); (ii) a stateful,
completeness-gated malicious template that guides
the agent through text-visible fields and a return
policy (§3.2); and (iii) an MCTS-based optimizer
for localized text edits to create effective malicious
templates across LLMs and tasks (§3.3–§3.4). Fig-
ure 1 illustrates the pipeline.

3.1 Problem Formulation and Threat Model

System model. We model an MCP-based agent–
tool loop with an agent policy A, a black-box
LLM M , and an external MCP server Tθ param-
eterized by a text template θ. The server exposes
tool functions F and communicates via MCP re-
quest/response semantics. The policy A maps the
dialogue and tool feedback to the next action—
whether to call a tool (which one, with what ar-
guments) or to emit the final answer. Our attack
never changes A or M ; instead, it manipulates the
tool-facing messages returned by Tθ so that A (of-

ten implicitly instantiated by M under structured
prompting) chooses longer multi-turn trajectories
while still solving the task. We do not tamper with
user queries, prompts, or retrieval; the attack ac-
tivates only after the tool is legitimately invoked
under the benign configuration (formal trigger-set
definition in Appendix B.1).
Objective. An agent run induces an interaction
trajectory τ = {(at, rt)}nt=1, a sequence of tool
calls (at) and tool responses (rt). Our primary
cost metric is the total number of output tokens
generated by M :

C(τ) = Tokout(τ),

which is typically the dominant driver of both API
fees and inference load; input-token growth is a
secondary effect of longer trajectories. Let q be a
user query with implied goal u = goal(q), and let
o be the final answer. Let Succ(u, τ, o) ∈ {0, 1}
indicate whether o achieves u given τ . The attacker
seeks a template θ that maximizes expected cost
while maintaining task success with probability at
least pmin over routable queries (Appendix B.1):

max
θ∈Θ

E
[︁
C
(︁
τ(q; θ)

)︁ ]︁
(1)

Pr[Succ(u, τ, o) = 1] ≥ pmin. (2)

The central mechanism is multi-turn cost amplifi-
cation: we induce longer trajectories (larger n) and
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make each tool-calling turn verbose, so that the
vast majority of tokens are generated during tool
calling rather than in the final answer.
Threat model. The adversary’s capability is con-
fined to controlling the MCP server Tθ, specifically,
modifying its template θ as an MCP-compatible
server variant. The attacker cannot modify the
agent policy A or the LLM M , has only black-box
access to them, and does not alter queries, prompts,
or retrieval. Under benign conditions where A de-
cides to call the tool, the attacker may replace θ0
with a template-augmented variant θ that remains
protocol-compatible.

Such control can arise when an operator installs
a third-party MCP server that continues to provide
its advertised function, or when a previously trusted
server is modified through an update, compromise,
or poisoned dependency (Hou et al., 2026). Be-
cause the tool identity and terminal benign payload
remain unchanged, ordinary functionality checks
can continue to pass, particularly in automated or
background workflows where intermediate traces
are not routinely inspected. Controlling a tool
server does not necessarily expose host files, cre-
dentials, private memory, or other tools; neverthe-
less, it allows the server to trigger repeated genera-
tion by the agent-side LLM. The server performs
only short replies and lightweight validation on-
line, whereas the target LLM repeatedly emits the
long tool arguments, placing the recurring infer-
ence cost on the agent operator. We study this
post-connection impact once a controlled server is
present, rather than the separate mechanism used
to compromise or install it.

3.2 The Universal Malicious Template
Design constraints. We implement a stateful,
completeness-gated progression mechanism while
preserving tool names and terminal benign pay-
load semantics. The server adds optional text-only
fields, tracks a segment index, and validates a long-
form completeness artifact supplied in each call. It
releases the benign payload only at t=Tmax after
validation; before that condition holds, it returns
protocol-compatible Progress or Repair notices. In
our default instantiation, the artifact is stored in
a field named “calibration_sequence” and repre-
sented as a complete comma-separated list. This
field is attacker-defined: it is not part of MCP and
performs no benign protocol negotiation. The full
element list and failure handling are summarized
in Table 5 (Appendix B.2).

Mechanism and return policy. The segment in-
dex t gives the agent an explicit notion of progress,
so intermediate calls appear to belong to an ongo-
ing procedure. The completeness artifact makes
each tool-calling turn expensive without chang-
ing the underlying task semantics. On the return
side, Progress notices keep the agent on the goal
path while prompting the next call; Repair notices
reject abbreviated or malformed artifacts and re-
quest a retry without advancing the segment; and
the Terminal return passes through the original be-
nign payload unchanged. We enforce four invari-
ants: (i) Monotone progress: t1=1 and valid calls
advance tk+1=tk+1; (ii) Format completeness:
validate(artifact) holds iff the artifact matches the
required complete format and ordering; (iii) Re-
turn policy: valid artifacts with t<Tmax yield a
Progress notice, while invalid artifacts yield a Re-
pair notice without advancing t; and (iv) Termina-
tion: only when t=Tmax and the latest artifact vali-
dates does the server emit the Terminal return. The
default integer-list implementation is not essential:
a pseudo-JSON record variant still produces more
than 60K tokens with 74.5–91.5% ASR across the
tested models and benchmarks (Appendix D.5).
Concrete instantiation. In one evaluated
“play_artist” server, the benign tool immediately
returns “Now playing music by the requested
artist.” The malicious variant adds optional
segment and “calibration_sequence” fields: valid
intermediate calls receive a short Progress notice,
malformed artifacts receive Repair without
advancing, and segment 6 releases the original
payload. Appendix B.2.1 gives the abridged
before-and-after schema and trajectory.

3.3 Universal Template Seed Bank
We maintain a seed bank of protocol-compatible,
task-correct templates Tθ to warm-start search.
Each MCTS run starts from a selected seed and
halts when an acceptance predicate is met; the
resulting template is written back and reused as
a high-quality starter for subsequent runs. Addi-
tional screening, promotion, and metadata details
are provided in Appendix B.3.

3.4 MCTS Optimizer
Each tree node v corresponds to a concrete server
Tθv ; edges apply a single localized text edit under
payload-preserving, text-only constraints. We or-
ganize edits into three families: AMT (multi-turn
induction), ALEN (length induction), and AREP
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(repair after omission/format errors). Search pro-
ceeds with phase gating: in pre_MT, we use AMT

to stabilize multi-turn behavior; once short screen-
ings show stable segment sequencing, we switch
to post_MT and use ALEN to strengthen long out-
puts. If an omission/format error is observed at
node v (i.e., a Repair notice), AREP is unlocked at
v only; otherwise it remains disabled. New children
are evaluated in parallel with a lightweight Stage-
1 screen and an optional Stage-2 refinement, and
accepted templates are recorded back into the seed
bank. We select children to explore by UCT (Koc-
sis and Szepesvári, 2006):

u⋆ = arg max
u∈C(v)

Q̄(u) + C

√︄
ln
(︁
1 +Nuct(v)

)︁

1 +Nuct(u)
,

where Q̄(u) is the running mean evaluation signal
and Nuct counts visits used for exploration. Full de-
tails of action instantiation and evaluation gates are
provided in Appendix B.4. The overall procedure
is formalized in Algorithm 1.

4 Experiments

4.1 Experimental Setup

Agent framework & serving environment. We
evaluate all conditions under the same agent pol-
icy A and prompts. Our main experiments use a
controlled qwen-agent-based emulator to isolate
tool-response policies while preventing unintended
external actions (Qwen Team, 2025); Appendix D.1
further validates the same MCP-compatible benign
and attack servers on LangGraph. Runs are exe-
cuted on a single node with 8× H200 GPUs using
a uniform serving stack with a fixed concurrency
of 25 queries; no changes to A or the target LLM
M are made across conditions. Full configuration
details, including target and attacker LLMs configu-
ration, the agent framework setup, and our datasets
filtering and wrapping rules, can be found in Ap-
pendix C.
Target LLMs. We target six LLMs with strong
tool calling support: Qwen-3-32B (Yang et al.,
2025a), Llama-3.3-70B-Instruct (Grattafiori
et al., 2024), Llama-DeepSeek-70B (Guo
et al., 2025), Mistral Large (Mistral AI, 2024),
Seed-32B (ByteDance Seed Team, 2025), and
GLM-4.5-Air (GLM-4.5 Team, 2025).
Datasets. We use two tool-use corpora: Tool-
Bench (Fan et al., 2025) and BFCL (Patil et al.,
2025). From each, we select all prompts that are

Algorithm 1: MCTS Optimizer for Malicious Tem-
plate Generation
Input : Seed bank (candidate Tθ); action families

AMT,ALEN,AREP; targets m∗ (minimum
multi-turn count), L∗ (per-turn length
target); Stage sizes and gates; UCT constant
C; search budget.

Output :Optimized template Tθ⋆ and an updated
seed bank.

1 Seed screening: evaluate candidates on a fixed query
set; pick the most accepted starters.

2 while budget not exhausted do
3 select node v by UCT using Q̄ and Nuct;
4 if v not fully expanded then
5 setA ← AMT if ϕ(v)=pre_MT elseALEN;
6 if omission observed at v then
7 A ← A∪AREP.

8 foreach untried a ∈ A do
9 create a child by applying the Editor

once to obtain Tθ′ .

10 foreach new child u in parallel do
11 Stage-1: run small rollouts; update Q̄(u)

and increment Nuct along the path;
12 if segment sequencing stabilized then
13 set ϕ(u):=post_MT.

14 if Stage-1 gate satisfied then
15 Stage-2: run additional rollouts;

refine Q̄(u).
16 if acceptance predicate holds then
17 record Tθ⋆ and write back to the

seed bank.
18 backpropagate Stage-1 statistics to

ancestors (value means and Nuct).

19 return Tθ⋆ and the updated bank.

single-turn and single-tool in their original spec-
ification. For comparability, each original tool
is wrapped as an MCP server that preserves its
functionality and descriptions. We drop a small
number of low-quality prompts that never trigger
a tool call under the benign configuration. The
final evaluation sets contain: ToolBench: 105
MCP servers and 261 queries; BFCL: 80 MCP
servers and 203 queries. Every retained query is
evaluated in each model–condition pair, yielding
(261+203)× 6× 5 = 13,920 main-study episodes
with query-level pairing across conditions.
Baselines. We compare five conditions under iden-
tical agent policy A, target LLM M , prompts,
and decoding: (i) Benign MCP server (no attack):
the unmodified server for each tool; (ii) Over-
think (ICL–Genetic, Agnostic): we reproduce the
strongest variant from (Kumar et al., 2025). Be-
cause our benchmarks are non-RAG, we place the
decoy trigger in the user query (in-context pre-
fix/suffix) rather than in retrieved context; (iii)
Overthink-mt (multi-turn Overthink): an aligned
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multi-turn extension of Overthink for tool-calling
agents. We match our multi-turn setting (tool-call
budget and delayed exposure of the true tool output)
while keeping the trigger at the context layer and
leaving the tool server benign; (iv) Hand-crafted
template (no MCTS): a fixed malicious template
that follows the same constraints as ours (text-only
edits, protocol-compatible, payload-preserving) but
without MCTS optimization; (v) Ours: the MCTS-
optimized malicious MCP template that preserves
functionality and task completion yet induces ver-
bose, multi-turn tool calling trajectories.
Attack LLMs. Within the MCTS optimizer, we
use Llama-3.3-70B-Instruct as the Editor LLM. For
the one-shot rewriting that instantiates the Univer-
sal Malicious Template on an MCP server, we em-
ploy gpt-4o (OpenAI, 2024).
Attack setup. For each tool/LLM pair we (1) se-
lect from the seed bank the starter template with
the highest acceptance under a fixed per-turn length
target; (2) instantiate a protocol-compatible ma-
licious variant by editing text-only fields of the
benign MCP server (argument descriptions and in-
progress/corrective messages; optional fields for
progress and the completeness artifact; termination
deferred via text-only notices; benign payload pre-
served), using the segment index and full artifact
to encourage multi-turn trajectories with verbose
tool-calling outputs; and (3) run UCT-MCTS re-
finement with phase gating (multi-turn induction
before length induction) and a two-stage evalua-
tion, freezing the template once it meets a fixed
acceptance threshold and writing it back to the
seed bank. This instantiation aligns with the com-
ponents and procedures detailed in §4.2–§4.4 and
Algorithm 1. Unless otherwise noted, we evalu-
ate under the same serving cap (M=16,384 max
completion tokens per generation) and our default
multi-turn setting used throughout Table 2.
Metrics. We evaluate all metrics on both bench-
marks. We report: (i) Efficacy: (a) token length
per query: average output tokens per eligible
query; (b) attack success rate (ASR): fraction of
eligible queries where the targeted behavior oc-
curs (ours: multi-turn tool calling with long out-
puts; Overthink: single-turn think inflation) and
Succ(u, τ, o) = 1; and (c) task success rate: end-
to-end completion under benign MCP servers and
under our attack. (ii) Resource impact: (a) total
energy consumption (Wh), integrating per-device
power over time; (b) maximum GPU KV cache
usage, the peak KV-cache occupancy reported by

the serving stack. (iii) Throughput efficiency (to-
kens/s): tokens/s of a fixed benign workload co-
running with the evaluated condition. We present
results in the order: effectiveness → resources →
throughput → defenses. Supplementary generality,
transferability, surface-form, and guardrail evalua-
tions are provided in Appendix D.

4.2 Evaluation of Attack Effectiveness and
Correctness

Correctness under resource amplification. Ta-
ble 2 reports task success under attack separately
from ASR. Across all 12 model–benchmark cells,
task success remains within 2.6 percentage points
of the corresponding benign rate. ASR is inten-
tionally stricter because it additionally requires the
targeted multi-turn and length behavior; the gap be-
tween task success and ASR therefore consists of
episodes that still solve the user task but do not re-
alize the full amplification pattern. The main study
contains 13,920 paired episodes. For our attack,
median output length is 74.0K tokens (IQR 62.1K–
86.5K) on ToolBench and 74.8K (62.9K–87.4K)
on BFCL; model-stratified bootstrap gives pooled
ASR of 84.0% [81.7, 86.4] and 84.5% [81.6, 87.4],
respectively. Appendix D.3 provides the focused
task-success view. Meanwhile, cost amplification
is pervasive: the largest factors include ×658.10 on
Mistral-Large (BFCL; 57,255 vs. 87) and ×314.73
on Llama-3.3-70B-Instruct (ToolBench; 81,830 vs.
260), and even the smallest case remains ×65.51
(Seed-32B on ToolBench). This illustrates a key
property of tool-layer DoS: the final answer can
remain correct while the intermediate tool-calling
process becomes orders-of-magnitude more expen-
sive, making output-only validation insufficient.
Comparison with baselines. Table 2 contrasts
three baseline families. Overthink is fundamen-
tally single-turn and therefore bounded by the per-
generation cap M , yielding at most ∼ 104 tokens
on our non-RAG setting (e.g., 8,743 on Qwen-
3-32B/ToolBench), far below our typical 6×104–
9×104 ranges. Overthink-mt repeats the context-
layer trigger across multiple tool calls to match our
budget, but still leaves the tool server benign; our
attack is longer in all 12 model–benchmark cells
and achieves higher ASR in 10 of 12. Hand-crafted
isolates the effect of tool-layer templating without
MCTS: it often achieves long trajectories, but at
noticeably lower ASR and/or shorter outputs than
our optimized templates (e.g., on ToolBench/Qwen,
51.3% → 80.5% ASR with 37,425 → 65,273 to-
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ToolBench BFCL
Metric Method Llama Qwen GLM Mistral L-DS Seed Llama Qwen GLM Mistral L-DS Seed

Length

Benign 260 638 634 127 197 1298 195 770 389 87 157 950
Overthink 389 8743 12580 1453 725 4223 369 9459 13053 1397 901 5753
Overthink-mt 2253 14389 11720 11704 842 5197 2341 15426 12492 9049 725 4835
Hand-crafted 71032 37425 39958 48294 42794 51938 63927 36203 32853 37937 47394 69273
Our attack 81830 65273 63694 61354 65546 85037 77052 67585 67656 57255 68464 90298

TSR Benign 98.1% 94.6% 95.0% 90.8% 86.6% 90.4% 100.0% 98.5% 88.8% 83.8% 95.4% 98.0%
Our attack 97.6% 93.1% 92.9% 89.6% 84.9% 89.1% 99.2% 97.4% 86.9% 82.6% 92.8% 97.1%

ASR

Overthink 99.6% 80.1% 57.5% 79.3% 91.4% 83.6% 99.5% 74.1% 55.3% 61.4% 93.4% 87.8%
Overthink-mt 99.6% 78.9% 52.4% 69.5% 37.6% 48.2% 96.5% 73.1% 56.3% 59.5% 45.2% 29.1%
Hand-crafted 88.5% 51.3% 54.4% 64.0% 50.2% 55.9% 86.3% 50.3% 53.8% 62.4% 51.8% 64.0%
Our attack 96.2% 80.5% 83.1% 81.2% 78.9% 84.3% 93.9% 82.7% 83.3% 78.2% 76.3% 92.4%

Table 2: Attack effectiveness and correctness. Task-success rows report end-to-end completion, while ASR
additionally requires the targeted amplification behavior. Overthink-mt uses 6 tool calls to match our budget;
Hand-crafted is a text-only, payload-preserving template without MCTS optimization. L-DS: Llama-DeepSeek-70B.

Source
→Target ToolBench BFCL

Llama→Qwen 54,860 / 68.7% 58,420 / 70.9%
Qwen→Llama 75,640 / 91.8% 71,230 / 88.6%

Table 3: Direct transfer of optimized templates without
additional MCTS search. Each entry reports output
length / ASR.

kens). Overall, these comparisons attribute the
strongest amplification with high correctness to
(i) shifting the long-output site to the tool-calling
step and compounding across turns, and (ii) MCTS-
based text-only optimization that enhances robust-
ness under black-box agent policies.
Template reuse across LLMs. Table 3 shows that
optimized templates remain effective when applied
directly to a different target model. Qwen-to-Llama
transfer is especially strong, while Llama-to-Qwen
is weaker but still outperforms the Hand-crafted
baseline on the corresponding target. Target-
specific optimization remains best, but direct trans-
fer demonstrates that the seed bank stores reusable
attack patterns rather than templates tied to a single
model; full target-specific references are provided
in Appendix D.4.

4.3 Evaluation on Computing Resources
Consumption

Energy and KV-cache impact. Figure 2 shows
that our attack substantially increases physical re-
source usage. Across models and benchmarks, en-
ergy consumption rises by about 100–560×; for
example, Llama-3.3-70B-Instruct on ToolBench in-
creases from 5.63 Wh to 3159.45 Wh (×561.18),
while Mistral-Large on BFCL rises from 4.24 Wh

Figure 2: Resource impact (ToolBench/BFCL): energy
(Wh) and peak KV-cache occupancy (%).

to 2269.60 Wh (×535.28). Peak GPU KV-cache
occupancy also increases sharply, from typically
below 1% in the benign setting to 35–74% under
attack, such as 0.4%→73.9% for Mistral-Large on
ToolBench and 0.3%→66.1% for Llama-3.3-70B-
Instruct on BFCL. Similar trends hold across the
remaining models, indicating that the attack con-
sistently turns longer tool-calling trajectories into
sustained system-level resource pressure.

Implications. Once multi-turn behavior is estab-
lished, resource growth is driven mainly by turn
count and per-turn verbosity rather than dataset-
specific variation. In practice, the combination
of large energy inflation and sustained KV-cache
pressure reduces OOM-safe concurrency and leads
directly to the throughput degradation studied next.
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ToolBench Dataset
Method Llama Qwen GLM Mistral L-DS Seed
Benign 3594 4602 3753 2898 3812 4001
Overthink 3728 4550 3189 2724 3711 4058
Overthink-mt 3342 4396 3081 2531 3746 3815
Hand-crafted 2068 2692 2660 1996 2596 2302
Our attack 1672 1793 2324 1716 2106 1417

BFCL Dataset
Method Llama Qwen GLM Mistral L-DS Seed
Benign 3563 5093 3734 2871 3845 4082
Overthink 3822 4561 3185 2289 3752 4078
Overthink-mt 3571 3949 3205 2483 3729 3890
Hand-crafted 2248 2559 2791 1902 2451 2529
Our attack 1668 1738 2410 1740 2130 1536

Table 4: Throughput efficiency (tokens/s).

4.4 Impact on System Throughput
Beyond direct resource consumption, our attack
materially degrades the system’s overall through-
put efficiency for concurrent benign workloads, as
shown in Table 4. Our attack consistently halves
the throughput (measured in tokens/s) of a co-
running benign task, causing an average perfor-
mance drop of approximately 50% across both
ToolBench and BFCL. In several cases, the degra-
dation exceeds 60% (e.g., Seed-32B on ToolBench
sees a 64.6% drop from 4001 to 1417 tokens/s). In
stark contrast, the single-turn Overthink baseline
induces only negligible changes, confirming that
sustained, multi-turn engagement is the primary
driver of this system-level penalty. This collapse in
throughput is a direct consequence of the resource
pressure detailed in the previous subsection. The
prolonged, multi-turn generations, coupled with a
sharp increase in peak GPU KV cache usage to
the 35–74% range (up from <1% benignly), create
significant KV-cache pressure and scheduler con-
tention. This sustained resource occupancy signifi-
cantly reduces scheduling headroom for co-located
tasks, throttling the processing of normal traffic
(Kwon et al., 2023).

4.5 Defense Evaluation
Defense settings. We evaluate three representa-
tive classes of defenses under the same episodes
used for efficacy and resource measurements: (i)
a prompt-level perplexity (PPL) filter applied to
both the user query and the tool response (we con-
servatively score each episode by the larger of the
two) with detector-specific thresholds calibrated
from benign tool docstrings (Alon and Kamfonas,
2023; Jain et al., 2023); (ii) output/trajectory moni-
toring, including a generation-level self-monitoring

Figure 3: PPL filter on query and tool response (we
report the larger side per episode). Detectors: Llama-
3.1-8B, Ministral-8B, and Qwen3-8B.

prompt that asks the model whether to abort sus-
picious behavior and trajectory-level safety judges
(Qwen-Guard-3 and Llama-Guard-3) applied to the
full interaction trace (Wang et al., 2024; Zeng et al.,
2024; Zhao et al., 2025; Meta AI, 2024); and (iii)
hard budget controls via per-session token caps
and tool-call limits, reporting residual ASR under
different caps/limits (Figure 5).
Input detection via PPL. We evaluate a prompt-
level PPL filter that scores both (i) the user query
and (ii) the tool response text, since our attack
is triggered by tool-facing messages and can in-
flate content on either side of the agent–tool bound-
ary (Alon and Kamfonas, 2023; Jain et al., 2023).
Concretely, for each episode we compute PPL on
the query input and the first tool response (when
available) and take the larger value as a conserva-
tive score. We set a baseline threshold per detector
LM as the maximum PPL over the union of benign
tool docstrings (ToolBench/BFCL original servers);
this is intentionally conservative so that benign tool
text defines the allowable range. Figure 3 shows
that our attack remains well within this benign-
derived envelope, so a PPL-based input filter is
ineffective in detecting our tool-layer manipulation.
A PromptArmor-style GPT-4o guardrail yields sim-
ilarly low detection—2.5% on ToolBench and 2.2%
on BFCL, with benign false-positive rates of 0.7%
and 0.9%, respectively (Appendix D.6).
Output monitoring through self-reflection. We
next test a generation-level self-monitoring defense
that prompts the model to reflect on whether its
own behavior should be aborted (Wang et al., 2024;
Zeng et al., 2024). Figure 4 shows that it frequently
flags Overthink and Overthink-mt, but almost never
flags our attack (typically near 0%, and always
below 3%). A key reason is that our token-heavy
steps are framed as a required part of completing
the tool procedure, rather than as off-task content,
so the model does not perceive an obvious anomaly
to stop.
Trajectory-level safety judges. We also apply
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Figure 4: Detection rate (%) of output and trajec-
tory monitors (self-monitoring, Qwen-Guard-3, Llama-
Guard-3).

safety-judge models to the full interaction trace
and ask for a safe/unsafe verdict. In Figure 4, both
Qwen-Guard-3 and Llama-Guard-3 strongly flag
Overthink-style baselines, but rarely flag our at-
tack (again below 3%) (Zhao et al., 2025; Meta AI,
2024). These results indicate that content-oriented
safety judging is largely orthogonal to correctness-
preserving, protocol-compatible resource ampli-
fication: the attack’s harm is economic (com-
pute/latency/KV pressure) rather than semantic tox-
icity.
Per-session token caps and tool-call limits. A
common mitigation is to enforce hard per-session
budgets: a token cap L and/or a tool-call limit N .
Figure 5 shows these controls bound the worst-case
cost, but do not reliably stop the attack. Even under
tight caps or limits, ASR remains high for most
models because the induced trajectory continues to
consume a substantial share of the permitted bud-
get. In practice, these mechanisms act as throttles:
they cap amplification, but do not detect or pre-
vent correctness-preserving, protocol-compatible
resource abuse.
Toward process-aware defenses. These results
motivate layered controls that treat tool execution

Figure 5: ASR under per-session token caps (top) and
tool-call limits (bottom); baseline B is benign TSR.

as a workload rather than only as content. Tool
provenance and schema pinning can reduce expo-
sure before invocation, while host-side monitors
can track cumulative argument tokens, same-tool
repetition, and turn growth against benign per-tool
baselines. The same signals also arise in legitimate
pagination, chunking, retries, and validation, so
thresholds must be calibrated for false positives
and task utility. A full-trajectory task–effort judge
could complement inexpensive telemetry, but it
adds inference cost and requires trusted context
about expected tool behavior. Designing and evalu-
ating such workload-aware defenses is an important
next step.

5 Conclusion

We propose an automated DoS attack on the LLM
agent tool-calling layer that delays an unchanged
benign payload behind a stateful, completeness-
gated progression mechanism. An MCTS opti-
mizer refines text-only server templates so that
the agent-side LLM repeatedly generates long
tool arguments while the task remains correct.
Across six models, the attack produces trajecto-
ries over 60,000 tokens and inflates per-query cost
by up to 658×, while representative prompt, self-
monitoring, and trajectory safeguards rarely flag
it. Validation on LangGraph and real MCP tools,
together with cross-LLM transfer, indicates that the
mechanism extends beyond a single agent stack or
target model and is not tied to one artifact syntax or
a particular tool interface. These results establish
that correct final answers are not sufficient evidence
of safe or efficient agent execution.
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Limitations

Our main evaluation uses a controlled emulator
with deterministic, stubbed payloads and single-
tool/single-turn ToolBench/BFCL subsets for com-
parability; Appendices D.1 and D.2 validate the
trend on LangGraph and real MCP tools. Results
may still vary across production hosts, runtimes,
hardware, and closed-source agents. In multi-tool
workflows, if N compromised tools are all reached
and each sustains up to Tmax induced turns, the
interaction count can scale as O(NTmax); actual
cascade exposure also depends on planner rout-
ing and tool dependencies. Our default complete-
ness artifact is numeric, but Appendix D.5 shows
a pseudo-JSON variant outside simple list rules;
other compliant long-form patterns remain unex-
plored.

Ethical Considerations

This work studies a resource-consumption attack
with potential dual-use. To mitigate risk, we run
experiments in an isolated environment (no real ex-
ternal actions), use public benchmark data without
private user information, and present the method
to motivate workflow-level protections such as tool
provenance controls and trajectory-based monitor-
ing rather than to enable misuse. Before public
code release, we will notify the MCP Working
Group and maintainers of major MCP hosts and
agent frameworks, including Claude Desktop and
LangGraph MCP adapters, to coordinate mitigation
efforts and responsible disclosure.
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A Notation

Symbol Meaning

q user query, q ∈ X
u user goal implied by q, u = goal(q)
o agent’s final answer
A agent policy (decision layer)
M underlying LLM (black box)
Tθ MCP server parameterized by text template

θ
θ0 benign (unmodified) template
F tool functions exposed by Tθ

S(q;A,M, θ0) indicator that A routes at least one call to
Tθ0 under θ0

DT routable set,
DT = { q ∈ X : S(q;A,M, θ0) = 1 }

τ(q; θ) interaction trajectory, τ = {(at, rt)}nt=1

C(τ) output-token cost, C(τ) = Tokout(τ)
Succ(u, τ, o) task success indicator,

Succ(u, τ, o) ∈ {0, 1}
t segment index used by our template,

t = 1, . . . , Tmax

Tmax terminal segment count (attack budget)
L per-turn completeness-artifact length target,

L ∈ N

B Additional Methodology Details

B.1 Trigger Set and Conditioning
Trigger condition. Let q ∈ X denote a user query and u =
goal(q) the implied goal. We do not tamper with q, prompts,
or retrieval; the attack remains dormant until A (driven by
M ) chooses to call the MCP server. We define the benign
selection event

S(q;A,M, θ0) = I{∃t : at calls Tθ0 under θ0},

and the corresponding routable set

DT =
{︁
q ∈ X : S(q;A,M, θ0) = 1

}︁
.

Conditioning onDT captures the common case where a tool is
legitimately involved in the workflow (e.g., date/time, conver-
sion, search, transforms) (Model Context Protocol Working
Group, 2025; Kong et al., 2025; Luo et al., 2025b; Sapkota
et al., 2026). We condition on DT because we neither alter

q nor influence the first routing decision; the attack acts only
through tool-facing messages after T is legitimately invoked.
Cost metric note. We focus on output tokens because they
typically dominate both API fees and compute load. The
attack also increases input tokens by elongating trajectories,
but the growth in completions is the primary driver of resource
consumption in practice.

B.2 Universal Template Elements and Failure
Handling

Return policy invariants. We enforce four invariants (sum-
marized in Table 5). (i) Monotone progress: t1=1 and valid
calls advance tk+1=tk+1; invalid indices are rejected. (ii)
Format completeness: validate(sequence) holds iff the se-
quence matches the required complete, comma-separated for-
mat and ordering. (iii) Return policy: valid sequences with
t<Tmax trigger a Progress notice, while invalid sequences
trigger a Repair notice without advancing t. (iv) Termination:
only when t=Tmax and the latest sequence validates does the
server emit the Terminal return (benign payload). Together,
these invariants induce multi-turn, long tool-call traces while
preserving task correctness and MCP compatibility through
text-only interface additions and payload pass-through.
Terminology. We use completeness artifact for the general
mechanism and “calibration_sequence” for the field name in
the default implementation. The field is introduced by the
malicious server; it is not part of MCP and does not per-
form benign protocol negotiation. MCP handshakes establish
legitimate tool–host communication, whereas the complete-
ness artifact gates progress before the unchanged benign pay-
load is returned. The mechanism does not require a numeric
list specifically; Appendix D.5 evaluates a structured pseudo-
JSON variant.

B.2.1 Worked Server Example
The interaction follows initial call → Progress → repeated
artifact-bearing calls (with Repair on malformed outputs)→
Terminal. The long content is generated in the agent’s tool
arguments, whereas server responses remain short. The user
goal and final payload are unchanged; only their release is
delayed behind repeated agent-side generation.

B.3 Seed Bank Screening and Promotion
The seed bank is a repository of protocol-compatible, task-
correct, text-only templates Tθ . We initialize it with a sin-
gle human-authored seed and lightly screen on a fixed query
set/agent to confirm acceptance at the fixed L∗. Each MCTS
run starts from a selected seed and halts when the acceptance
predicate is met; the resulting template is written back with
minimal metadata (estimated ASR, segment stability, omis-
sion/repair rates, refusal notes). Subsequent runs resample top
seeds by ASR and stability and apply a stricter acceptance
target before promotion. This cyclic promotion improves start-
ing points by editing only text-visible content and leaves the
terminal payload unchanged. In practice, a few cycles yield
reusable seeds that transfer across LLMs and MCP servers.

B.4 MCTS Optimizer Details
Action space and edit zones. We organize atomic text ed-
its into three families: AMT (multi-turn induction), ALEN

(length induction), and AREP (repair after omission/format
errors). Beyond phase-aware gating, we instantiate these fami-
lies as 16 atomic edits applied exclusively to non-executable,
text-visible zones of the server (docstring argument descrip-
tions, in-progress/unfinished notices, and validation-error mes-
sages). The multi-turn family sharpens next-call salience and
enforces monotone segment progression; the length family
strengthens the “complete, comma-separated” requirement
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Element Type Effect on agent trajectory Constraints / failure handling

Segment (t) ARG Marks progress and induces multi-turn; the
agent increments t→ t+1 until a terminal
cue.

t ≥ 1 and strictly monotone by +1; non-positive
or non-monotone values are rejected.

Completeness
artifact (L)

ARG Inflates per-turn completion at the
tool-calling site; the default
“calibration_sequence” field contains a full
comma-separated list.

Exactly L integers, strictly increasing, using digits
and commas (optional spaces); no ranges (e.g.,
“1–5”), no ellipses (“. . . ”), no duplicates.
Malformed⇒ Repair notice.

Progress notice RETURN Declares “in progress”; instructs the next
call with t+1 and a complete artifact;
preserves the goal path.

Emitted iff t < Tmax and the latest sequence
validates; keeps executable code and payload
semantics intact.

Repair notice RETURN Corrects abbreviated/invalid sequences;
prevents bypass of the length gate.

Triggers on omissions, ranges, duplicates, wrong
length/order, or illegal characters; keeps t
unchanged. Requests the complete
comma-separated list before proceeding.

Terminal return RETURN Ends the trajectory and returns the same
benign payload as the original server.

Emitted only when t=Tmax and the latest
sequence validates; protocol-compatible
pass-through.

Table 5: Universal template elements. Text-only arguments and notices enforce completeness-gated multi-turn
progress and per-turn verbosity; the terminal return passes through the unchanged benign payload.

Part Abridged “play_artist” instance

Benign “play_artist(artist_name)” immediately returns
“Now playing music by artist_name.”

Schema Adds optional “segment” (integer, default 1) and
“calibration_sequence” (string, default empty).

Progress For segment t < 6, asks the next call to place the
complete 1, . . . , NM artifact in
“calibration_sequence”.

Repair If the artifact is abbreviated or malformed,
requests a retry at the same segment.

Terminal At segment 6 after validation, returns the original
benign payload unchanged.

Table 6: A concrete benign-to-malicious transformation
used in evaluation. NM is a model-specific endpoint
chosen to match the same per-turn token target.

to elicit long single-shot payloads during tool calling; and
the repair family refines failure messaging to immediately so-
licit a compliant retry without advancing the segment. These
primitives are intentionally small, mutually composable, and
largely orthogonal, enabling MCTS to explore nuanced trade-
offs between adherence and refusal while keeping the surface
area auditable. Throughout, control flow and terminal payload
semantics stay intact; only optional text fields carry the attack.
Phase gating, expansion, and parallelism. Each tree node
v corresponds to a concrete server Tθv ; edges apply a sin-
gle localized text edit. We maintain a phase label ϕ(v) ∈
{pre_MT,post_MT} and a node-local omission flag that
unlocks repair actions if needed. In pre_MT, we use AMT

to stabilize multi-turn behavior; once screenings show stable
segment sequencing, we switch to post_MT and use ALEN

to strengthen long outputs. An omission/format error observed
at node v unlocks AREP at v only. When a node is expanded,
we instantiate one child per untried action from the phase-
appropriate set (plus AREP if enabled) and evaluate all new
children in parallel.
Node selection and statistics. We use UCT (Kocsis and
Szepesvári, 2006) with a running mean evaluation signal Q̄
and visit counts Nuct for exploration (see §3.4). UCT counts

can be updated using Stage-1 samples only to avoid heavy
batches skewing exploration, while Q̄ aggregates all observed
rollouts.
Node evaluation and reward. Each child undergoes a two-
stage evaluation with configurable sizes and gates. For each
rollout, we compute

mt_pass = I{MT}, len_pass = I{LEN},

where MT means the multi-turn target is met with ordered
segments, and LEN means the fixed L∗ is reached and any
omissions are repaired. We use

r = αmt_pass + βmt_pass len_pass,
where 0 < α ≤ β ≤ 1,

prioritizing stable multi-turn behavior (the α term) and adding
credit for length only when multi-turn has been achieved (the
multiplicative term). Stage-1 offers a quick screen to decide
whether to run Stage-2 and to flip ϕ : pre_MT→post_MT
once segment sequencing stabilizes; Stage-2 refines estimates
under stochastic decoding.
Backpropagation. We propagate statistics along the path to
the root. If a node meets the acceptance predicate (stabilized
successes over the latest batch), we record the corresponding
Tθ⋆ and insert it into the seed bank.

C Additional Experimental Details

C.1 Target LLMs configuration
All target models are served under a uniform runtime on a
single node with eight H200 GPUs, using bfloat16 precision
and a maximum context length of 131,072 tokens. We deploy
vLLM (Kwon et al., 2023). Decoding follows the same set-
ting across all conditions: nucleus sampling with p = 0.95
and temperature 0.5, and a per-generation completion cap
of 16,384 tokens. These settings are held constant for every
model and benchmark so that any change in cost, length, or
throughput arises from the agent–tool interaction rather than
heterogeneous serving choices.
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C.2 Reasoning-Mode Behavior in
Qwen-3-32B

For Qwen-3-32B runs with visible thinking enabled, Repair
notices can make retry turns more verbose. When the server
rejects an incomplete or malformed artifact, the model often
explains the validation failure, restates the required format,
and then constructs the corrected tool call inside its visible
reasoning trace. This behavior can add non-trivial cost in
affected episodes. However, the main cost driver remains the
long-form tool-call artifact itself. Repair notices primarily
improve robustness by keeping the agent on the goal path
after omissions or format errors; they are not necessary for
amplification when the model already produces complete ar-
tifacts. This is consistent with the role of Repair notices in
Table 5: they prevent premature bypass of the completeness
gate without changing the terminal benign payload.

C.3 Attacker LLMs configuration
We employ a two-stage approach using two distinct LLMs for
attack generation. Within the iterative MCTS optimization
loop, the Editor LLM is Llama-3.3-70B-Instruct (Grattafiori
et al., 2024). Its serving and decoding configuration deliber-
ately mirrors the target LLM setup described above to elimi-
nate experimental confounds and ensure the generated edits
are effective. For converting a benign tool description into
a protocol-compatible malicious template, we leverage gpt-
4o (OpenAI, 2024). We fix its temperature at 0 to guarantee
deterministic and high-fidelity output for our seed templates,
leaving all other parameters at the provider’s defaults.

C.4 Agent framework and execution
environment

Qwen-Agent is a framework for building LLM applications
that integrate instruction following, tool usage, planning, and
memory, and it ships with reference applications such as a
browser assistant, a code interpreter, and a customizable assis-
tant; it also powers the backend of Qwen Chat (Qwen Team,
2025). In this study we rely on Qwen-Agent’s native sup-
port for the Model Context Protocol and for multi-turn tool
calls (Model Context Protocol Working Group, 2025), and we
use these native capabilities directly. All experiments are con-
ducted in a controlled environment rather than on production
stacks. For models other than Qwen, we perform minimal
adaptations so that the same tool calling loop, message for-
matting, and termination logic apply uniformly, while keeping
the agent policy and prompts fixed across all conditions. This
yields an apples-to-apples emulator of agent behavior that
isolates the effects of tool-layer edits.

C.5 Datasets filtering
We evaluate on two tool-use corpora designed for function
calling by agents. ToolBench aggregates a broad set of utili-
ties and APIs together with queries that require tool invoca-
tion (Fan et al., 2025). BFCL emphasizes structured function
calling with clear argument schemas and deterministic be-
haviors across everyday tasks (Patil et al., 2025). From each
benchmark, we extract all prompts that are single-turn and
single-tool in their original specification, together with their
associated tools.

To control data quality, we run a screening pass on Qwen-3-
32B (Yang et al., 2025a) under the benign server for every can-
didate prompt. Each prompt is executed five times; if at least
two out of five runs fail to trigger any tool call, that prompt
is discarded. This filtering is performed before applying any
attack template and is independent of the compared method.
The same retained query set is used for all conditions, includ-
ing Benign, Overthink, Overthink-mt, Hand-crafted, and Our
attack. Thus, the filter does not advantage our method; rather,

it removes cases where the agent does not enter the tool layer
at all, allowing the evaluation to isolate the agent–tool attack
surface instead of mixing it with first-tool-routing failures.

C.6 Datasets wrapping
For every retained tool, we produce an MCP-compatible server
template from its benchmark description using gpt-4o (Ope-
nAI, 2024). The benign conversion preserves the tool’s iden-
tity and interface, including names and argument schemas,
so the agent sees the same capability surface before attack
instrumentation. Because our goal is to probe the trajectory
and cost of the interaction rather than the accuracy of external
data, live network calls are stubbed and deterministic place-
holder values are returned in place of real API results. The
terminal payload semantics remain consistent with the benign
server so the agent can still complete the task. This design
preserves protocol compatibility and task success (Model Con-
text Protocol Working Group, 2025) while isolating the effect
of template edits on multi-turn cost amplification.

C.7 Hand-Crafted Baseline
The Hand-crafted baseline is the initial template before MCTS
refinement. It uses the same universal template family, the
same text-only and payload-preserving constraints, the same
terminal benign payload, and the same tool-call and length
budget as Our attack. The only difference is that it does not
apply any MCTS edits and receives no additional manual
tuning. Therefore, the transition from Hand-crafted to Our
attack isolates the effect of MCTS optimization within the
same template family.

This baseline is intended to measure whether search im-
proves robustness and adherence under black-box agent poli-
cies, rather than whether a different attack surface is intro-
duced. For example, on ToolBench with Qwen-3-32B, ASR
increases from 51.3% to 80.5%, and average length increases
from 37,425 to 65,273 tokens after MCTS optimization. This
indicates that MCTS stabilizes multi-turn induction and length
amplification while preserving the same interface, constraints,
and terminal payload.

D Additional Experimental Results
This section provides supplementary experiments that exam-
ine the generality, correctness preservation, transferability,
surface-form robustness, and defense behavior of the proposed
attack. Unless otherwise stated, we keep the agent policy, user
prompts, decoding configuration, tool-call budget, and per-
generation completion cap fixed across compared conditions.
When an experiment intentionally changes the agent stack
or benchmark, all remaining factors are kept consistent with
the main evaluation. For attack methods, the reported rate is
ASR, which requires both successful task completion and the
targeted resource-amplification behavior. For the benign con-
dition, the reported rate is TSR. In the tables below, “Length”
denotes average output tokens per eligible query, and rate
columns are reported as percentages.

D.1 Real-Stack Evaluation on LangGraph
Motivation and setup. The main experiments use a con-
trolled qwen-agent-based emulator to isolate the effect of
tool-response policies. To test whether the amplification effect
is specific to this emulator, we additionally evaluate the same
MCP-compatible benign and attack servers on a LangGraph-
based agent stack. We use Llama-3.3-70B and Qwen-3-32B,
and compare the same five conditions as in Table 2.
Results. Table 7 shows that the same trend holds on Lang-
Graph. On ToolBench, Our attack reaches 83,472 tokens
with 95.4% ASR on Llama-3.3-70B, and 63,918 tokens with
79.1% ASR on Qwen-3-32B. On BFCL, it reaches 79,614
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ToolBench Dataset
Method Llama-3.3-70B Qwen-3-32B

Length Rate Length Rate
Benign 274 97.6% 701 93.8%
Overthink 436 98.2% 9,086 78.4%
Overthink-mt 2,641 96.9% 15,217 76.2%
Hand-crafted 74,315 86.9% 39,864 53.7%
Our attack 83,472 95.4% 63,918 79.1%

BFCL Dataset
Method Llama-3.3-70B Qwen-3-32B

Length Rate Length Rate
Benign 181 99.1% 826 97.2%
Overthink 402 98.4% 9,731 73.8%
Overthink-mt 2,487 95.8% 16,104 72.5%
Hand-crafted 61,205 85.7% 35,418 49.6%
Our attack 79,614 92.8% 68,209 83.0%

Table 7: Real-stack evaluation on LangGraph. Rate
denotes TSR for benign rows and ASR for attack rows.
Bold length values mark the largest amplification within
each benchmark–model block.

Method Llama-3.3-70B Qwen-3-32B
Length Rate Length Rate

Benign 342 95.0% 812 92.5%
Overthink 516 94.0% 9,280 76.5%
Overthink-mt 2,684 92.5% 14,960 74.5%
Hand-crafted 66,430 84.0% 46,880 52.0%
Our attack 78,260 91.5% 66,740 79.5%

Table 8: MSB-compatible evaluation on 20 single-tool
or low-dependency MCP Security Bench tasks. Rate
denotes TSR for the benign row and ASR for attack
rows.

tokens with 92.8% ASR on Llama-3.3-70B, and 68,209 to-
kens with 83.0% ASR on Qwen-3-32B. In contrast, Overthink
and Overthink-mt remain substantially shorter. These results
suggest that the amplification mechanism arises from the MCP
tool exchange itself rather than from a particular qwen-agent
implementation.

D.2 Evaluation on MCP Security Bench

Motivation and setup. To test generality beyond ToolBench
and BFCL, we conduct an MSB-compatible evaluation on
MCP Security Bench (Zhang et al., 2026), which contains
real MCP tools. We select 20 single-tool or low-dependency
tasks to isolate the tool-response mechanism while avoiding
confounds from multi-tool planning failures. The evaluation
uses the same five methods as Table 2.

Results. Table 8 shows that Our attack transfers to MSB-style
MCP tasks. For Llama-3.3-70B, it produces 78,260 tokens
on average with 91.5% ASR, compared with 342 tokens and
95.0% TSR under the benign server. For Qwen-3-32B, it
produces 66,740 tokens with 79.5% ASR, compared with
812 benign tokens and 92.5% TSR. The results are consistent
with ToolBench and BFCL: the attack preserves task utility
while amplifying output cost. This supports our view that
correctness-preserving economic DoS is a distinct axis for
MCP security evaluation.

ToolBench Dataset
Model Benign Task ASR
Llama-3.3-70B 98.1% 97.6% 96.2%
Qwen-3-32B 94.6% 93.1% 80.5%
GLM-4.5-Air 95.0% 92.9% 83.1%
Mistral Large 90.8% 89.6% 81.2%
Llama-DeepSeek-70B 86.6% 84.9% 78.9%
Seed-32B 90.4% 89.1% 84.3%

BFCL Dataset
Model Benign Task ASR
Llama-3.3-70B 100.0% 99.2% 93.9%
Qwen-3-32B 98.5% 97.4% 82.7%
GLM-4.5-Air 88.8% 86.9% 83.3%
Mistral Large 83.8% 82.6% 78.2%
Llama-DeepSeek-70B 95.4% 92.8% 76.3%
Seed-32B 98.0% 97.1% 92.4%

Table 9: Task success under Our attack, separated from
ASR. “Benign” denotes benign TSR, and “Task” de-
notes task completion under Our attack. ASR addition-
ally requires the targeted resource-amplification behav-
ior.

D.3 Separating Task Success from Attack
Success

Motivation. In the main experiments, ASR is stricter than
TSR: an episode counts as a successful attack only if the
final task is solved and the targeted resource-amplification
behavior occurs. To clarify the correctness effect under attack,
we separately compute task success under Our attack and
compare it with benign TSR.
Results. Table 9 shows that the attack usually preserves
task utility close to the benign setting. Across all model–
benchmark pairs, task success under attack remains within 2.6
percentage points of benign TSR. For example, on ToolBench,
Llama-3.3-70B drops only from 98.1% benign TSR to 97.6%
task success under attack, and Qwen-3-32B drops from 94.6%
to 93.1%. On BFCL, Llama-3.3-70B drops from 100.0% to
99.2%, and Qwen-3-32B drops from 98.5% to 97.4%. The
gap between task success and ASR reflects episodes where
the agent still completes the task but does not fully satisfy
the targeted multi-turn or length condition. This separation
strengthens our central claim: output correctness alone is not
a reliable indicator of safe or efficient agent execution.

D.4 Cross-LLM Transferability of Optimized
Templates

Setup. The seed bank is designed to reuse successful tem-
plates across runs. To test whether MCTS-optimized templates
overfit to a single target LLM, we directly apply templates opti-
mized on one LLM to another LLM without additional MCTS
search. We evaluate transfer between Llama-3.3-70B and
Qwen-3-32B on both ToolBench and BFCL. Target-specific
rows are included as upper-bound references for each target
model.
Results. Table 10 shows that optimized templates transfer
across LLMs. On ToolBench, a Llama-optimized template
transferred to Qwen-3-32B obtains 54,860 tokens and 68.7%
ASR, outperforming the non-MCTS Hand-crafted baseline
on Qwen-3-32B in Table 2. Conversely, a Qwen-optimized
template transferred to Llama-3.3-70B obtains 75,640 tokens
and 91.8% ASR. Transfer is asymmetric: Qwen-to-Llama
transfer is stronger, likely because Llama-3.3-70B is more
compliant with long-form tool outputs, while Llama-to-Qwen

47622



ToolBench Dataset
Target Source Length ASR
Llama-3.3-70B Llama-3.3-70B 81,830 96.2%
Llama-3.3-70B Qwen-3-32B 75,640 91.8%
Qwen-3-32B Qwen-3-32B 65,273 80.5%
Qwen-3-32B Llama-3.3-70B 54,860 68.7%

BFCL Dataset
Target Source Length ASR
Llama-3.3-70B Llama-3.3-70B 77,052 93.9%
Llama-3.3-70B Qwen-3-32B 71,230 88.6%
Qwen-3-32B Qwen-3-32B 67,585 82.7%
Qwen-3-32B Llama-3.3-70B 58,420 70.9%

Table 10: Cross-LLM transferability of MCTS-
optimized templates. Target and Source denote the
tested LLM and the LLM used to optimize the tem-
plate, respectively. Same-source rows are target-specific
references; cross-source rows are direct transfer results
without additional MCTS search.

ToolBench Dataset
Variant Llama-3.3-70B Qwen-3-32B

Length ASR Length ASR
V1: integer list 81,830 96.2% 65,273 80.5%
V2: pseudo-JSON 73,680 91.5% 60,420 74.5%

BFCL Dataset
Variant Llama-3.3-70B Qwen-3-32B

Length ASR Length ASR
V1: integer list 77,052 93.9% 67,585 82.7%
V2: pseudo-JSON 70,940 89.7% 62,860 77.6%

Table 11: Structured artifact variants. V1 is the origi-
nal integer-list implementation, while V2 replaces the
comma-separated list with pseudo-JSON records while
preserving the same completeness-gated tool-response
mechanism.

transfer remains weaker but still effective. Target-specific
MCTS remains best on each target, but a single optimized
template already yields strong amplification at zero additional
search cost.

D.5 Structured Artifact Variant Against
Surface-Form Rules

Motivation and setup. A simple schema or regex defense
could reject one disclosed surface form, such as a long comma-
separated integer list. However, the attack mechanism does
not require integers. It only requires a long-form intermediate
artifact whose completeness is checked by the tool-response
policy before the benign terminal payload is returned. To test
this, we instantiate a pseudo-JSON record variant. Instead of
a comma-separated integer list, the required artifact is a struc-
tured sequence of records, e.g., [{id:1, checksum:..., ts:...}, ...].
The completeness condition is preserved through monotonic
identifiers and mandatory keys, but the payload is no longer a
comma-separated integer list.
Results. Table 11 shows that the attack is not tied to nu-
meric lists. The pseudo-JSON variant still produces more
than 60K tokens on both benchmarks and both target mod-
els. On ToolBench, it reaches 73,680 tokens with 91.5%
ASR on Llama-3.3-70B and 60,420 tokens with 74.5% ASR
on Qwen-3-32B. On BFCL, it reaches 70,940 tokens with
89.7% ASR on Llama-3.3-70B and 62,860 tokens with 77.6%

Method ToolBench BFCL
Benign (FPR) 0.7% 0.9%
Overthink 95.8% 94.6%
Overthink-mt 97.2% 96.1%
Hand-crafted 2.7% 2.4%
Our attack 2.5% 2.2%

Table 12: PromptArmor-style guardrail evaluation. We
apply a GPT-4o-based detector to the user query and
the first tool response. Benign reports FPR, while attack
rows report detection rate.

ASR on Qwen-3-32B. Therefore, a hard-coded rule against
comma-separated integer lists can block one disclosed instan-
tiation, but it does not address the underlying tool-layer DoS
mechanism. Robust mitigation should instead monitor abnor-
mal multi-turn tool behavior, resource growth, and repeated
completeness-gated intermediate artifacts.

D.6 PromptArmor-Style Guardrail
Evaluation

Setup. We additionally evaluate a PromptArmor-style LLM
guardrail (Shi et al., 2026) under the same conservative input-
detection setting as the PPL filter in §4.5. Specifically, we
apply a GPT-4o-based guardrail to both the user query and the
first tool response, and flag an episode if either side is iden-
tified as suspicious. For attack methods, we report detection
rate; for benign episodes, we report false-positive rate (FPR).
Results are pooled across all six target LLMs.
Results. Table 12 shows that Overthink-style baselines are
detected at high rates, likely because their triggers contain
explicit task-redirecting or slowdown-style instructions. By
contrast, Hand-crafted and Our attack are detected at only
2.7%/2.4% and 2.5%/2.2% on ToolBench/BFCL, respectively.
The near-identical detection rates of Hand-crafted and Our
attack indicate that MCTS primarily improves stability and
ASR rather than detector evasion. These results further sup-
port our claim that input-side or first-response detectors are
insufficient for protocol-compatible tool-layer amplification.
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