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Abstract

Latent communication provides an efficient al-
ternative to text-based exchange in multi-agent
LLM systems by transmitting continuous hid-
den representations instead of natural-language
messages. However, opacity is not privacy: la-
tent messages may still carry private prompts,
agent memory, or task-irrelevant sensitive in-
formation recoverable by downstream agents
or adversaries. We study this risk through com-
municated latent messages, the edge-level rep-
resentations that cross agent boundaries and de-
fine the privacy interface of latent multi-agent
systems. We identify two coupled leakage
mechanisms: instantaneous leakage from indi-
vidual messages and propagation leakage accu-
mulated across multi-round transcripts.

We propose Information-Constrained Latent
Communication (ICLC), a model-agnostic
communication-layer framework that con-
strains latent information exposure without
modifying backbone LLM parameters. ICLC
combines a receiver-conditioned latent bottle-
neck, adversarial regularization over messages
and transcripts, and topology-aware gates that
suppress unnecessary communication edges.
Across private-context question answering, col-
laborative reasoning, and tool-use planning,
ICLC preserves the utility benefit of latent
communication while reducing average leak-
age from 0.747 to 0.398 compared with raw la-
tent communication. These results suggest that
privacy in latent multi-agent systems should be
treated as a dynamic information-flow problem
over messages, edges, and interaction rounds.

1 Introduction

Large language models (LLMs) are increasingly
deployed as multi-agent systems, where role-
specialized agents coordinate through communica-
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Figure 1: Opacity is not privacy in multi-agent latent
communication. Text communication provides an in-
spectable but serialized boundary. Raw latent messages
improve bandwidth but expose dense sender informa-
tion, causing instantaneous leakage on individual edges
and propagation leakage through multi-round interac-
tion. ICLC inserts an information-constrained bound-
ary that uses receiver-conditioned bottlenecks, leakage
regularization, and topology-aware gating to preserve
role-relevant utility while suppressing private signals.

tion, tool use, memory sharing, and multi-turn pro-
tocols. Systems such as AutoGen, MetaGPT, and
ChatDev typically rely on natural-language mes-
sages to exchange plans, observations, critiques,
and tool outputs (Li et al., 2023a; Chen et al., 2024;
Wu et al., 2024; Hong et al., 2024; Qian et al.,,
2024). This text interface is convenient because
messages are discrete, inspectable, and easy to log.
Yet text also becomes a narrow serialization bound-
ary: it converts high-dimensional internal states
into token sequences, adding overhead and poten-
tially discarding information useful for later coordi-
nation. Recent work has therefore begun to explore
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latent communication, where agents exchange con-
tinuous representations such as output embeddings,
hidden states, activations, or KV-cache states in-
stead of decoded text (Pham et al., 2024; Ramesh
and Li, 2025; Du et al., 2025; Zou et al., 2025;
Zheng et al., 2025; Shi et al., 2026; Kriuk and Ng,
2025; Yu et al., 2026).

We focus on the object that actually crosses an
agent-to-agent edge, which we call a communi-
cated latent message: a continuous representation
derived from a sender’s inference-time state and
consumed by a receiver through a latent interface.
While such messages can improve bandwidth, they
shift the privacy boundary from an editable text
channel to an opaque representation channel. A
communicated latent message may encode private
attributes, confidential context, memorized content,
or task-irrelevant details that are difficult to inspect,
redact, or audit. Thus, as illustrated in Figure 1,
opacity alone does not provide privacy.

This creates two coupled leakage modes. Instan-
taneous leakage occurs when a single transmitted
message reveals more about the sender’s private
context than the receiver needs. Propagation
leakage occurs when weak private signals are
transformed, retransmitted, and accumulated
across interaction rounds until they become
recoverable from downstream agents or latent
transcripts. These risks cannot be addressed by
treating each vector independently: compressing
individual messages may still allow multi-hop
accumulation, while sparsifying edges alone does
not ensure safe latent exchange.

We propose Information-Constrained Latent
Communication (ICLC), a model-agnostic
framework that regulates information flow at the
latent communication boundary. ICLC does not
modify backbone LLLM parameters. Instead, it
controls how a sender’s internal state is converted
into an edge-specific latent message for a receiver.
The framework combines three mechanisms:
a receiver-conditioned latent bottleneck that
limits message capacity, adversarial leakage
regularization that suppresses sensitive information
recoverable from messages and transcripts, and
a topology-aware gate that reduces unnecessary
exposure across the agent graph. Together, these
components implement data minimization at the
latent communication boundary.

We evaluate ICLC on private-context question
answering, collaborative reasoning, and tool-use
planning under attribute inference, private-context

membership inference, and secret reconstruction
attacks. Experiments show that raw latent commu-
nication improves utility over text-based communi-
cation but substantially amplifies privacy leakage.
ICLC improves this privacy—utility trade-off by
reducing both instantaneous and propagation leak-
age while preserving the collaboration benefits of
latent exchange. Our contributions are: (1) we de-
fine communicated latent messages as the privacy-
relevant objects in multi-agent latent communica-
tion; (2) we identify instantaneous and propagation
leakage as two coupled failure modes; (3) we pro-
pose ICLC, a communication-layer framework that
improves privacy—utility trade-offs through bottle-
necking, adversarial leakage regularization, and
topology-aware exposure control.

2 Related Work

Multi-agent LLM systems. Recent LLM-based
multi-agent systems decompose complex tasks into
interacting roles, using language for planning, cri-
tique, tool use, and software development (Li et al.,
2023a; Chen et al., 2024; Wu et al., 2024; Hong
et al., 2024; Han et al., 2026; Qian et al., 2024).
These systems motivate explicit inter-agent com-
munication interfaces, but most assume text mes-
sages as the default boundary. ICLC studies the
privacy implications of replacing this inspectable
boundary with communicated latent messages.

Latent and cache-based communication. CI-
PHER enables multi-agent debate through output
embeddings (Pham et al., 2024); activation com-
munication directly combines intermediate states
between language model agents (Ramesh and Li,
2025); and KVComm studies selective sharing of
KV-cache states (Shi et al., 2026; Kriuk and Ng,
2025; Asif et al., 2026; Du et al., 2025; Lin et al.,
2026; Zou et al., 2025; Liu et al., 2026a; Zheng
et al., 2025; Yu et al., 2026). These works demon-
strate that non-textual communication can be useful
and efficient. ICLC is complementary: it asks what
private information becomes exposed when these
continuous objects cross agent boundaries, and how
such exposure can be controlled.

Representation leakage and agent privacy.
Dense representations are not inherently private:
embedding inversion and internal-state inversion
attacks can recover substantial information about
original inputs (Morris et al., 2023; Li et al., 2023b;
Dong et al., 2025). Recent work also shows that
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LLM agents may leak information through mem-
ory, tools, or communication channels (Wang et al.,
2025a; He et al., 2025; Wang et al., 2025b; Patil
et al., 2025; Zharmagambetov et al., 2025; Li et al.,
2025; Xue et al., 2026a; Wang et al., 2025c; Zeng
et al., 2025; Liu et al., 2025a; El Yagoubi et al.,
2026). ICLC targets a lower-level communication
object than final outputs or text logs: the message
exposed on each directed agent-to-agent edge.

3 Method

We present Information-Constrained Latent
Communication (ICLC), a communication-layer
framework for controlling information exposure in
multi-agent latent communication. ICLC operates
at the boundary where an agent’s internal inference
state is converted into an edge-specific communi-
cated latent message. As shown in Figure 2, the
framework combines three controls: a local sub-
strate extractor, a receiver-conditioned bottleneck,
and a topology-aware exposure gate. During train-
ing, leakage critics probe both individual messages
and multi-round transcripts; at inference time, these
critics are discarded.

3.1 Latent Communication and Leakage

We consider a multi-agent LLM system with agents
A = {A;,...,An} interacting over T' rounds.
Each task instance contains a shared instruction
q, a target output y, and agent-specific private con-
texts X = {x;})¥,. The private context of agent
A; may include sensitive targets s, where r € R
denotes a privacy risk such as private attributes,
private-context membership, or confidential spans.

At round ¢, agents communicate over a directed
graph G) = (A, £®), Let

70 = D (ki) e €Dy ()

k—1

be the latent messages received by A; in the previ-
ous round, with Zi(o) = @&. The internal inference
state of A; is

1Y = Faa Fuse(Z), @

where F; denotes the backbone agent module.

The privacy-relevant object is not the full inter-
nal state Hl-(t), but the communicated latent mes-
sage actually exposed from A; to A;. We represent
this communication boundary as

t
Z’L(%)j

— Co(H", q,ei,e;,1), 3)

where e; and e; are sender and receiver role em-
beddings. In general, Hi(t) # zi(gj: ICLC learns
the boundary map Cg while leaving the backbone
state internal to the sender.

We consider honest-but-curious receivers or
coalitions that follow the protocol but train post-
hoc predictors on the latent messages delivered to
them. For a coalition C C A4, the observable tran-
script is

T
o™ = J {4,

t=1

HGg) e e, jech. @

The transcript contains only communicated latent
messages and excludes downstream hidden states.
We target empirical leakage reduction under at-
tribute inference, private-context membership in-
ference, and secret reconstruction; formal differen-
tial privacy guarantees are outside the scope of this
work.

Figure 3 illustrates why both notions are needed.
A single communicated latent message may al-
ready reveal sensitive information locally, but sen-
sitive information may also become recoverable
only after repeated transmission and aggregation
across rounds. The first failure mode is edge-local,
whereas the second is interaction-level.

We therefore define two leakage modes. Instan-
taneous leakage measures sensitive information
recoverable from a single edge-level message:

Iirnst = ]Et,(i,j)I <5£; Zi(t—)>j | q, ej) : (5)

Propagation leakage measures sensitive informa-
tion recoverable from a multi-round transcript:
N . H1:T

Igrop(c) =1 ({Sz}izlv OC ’ Q) : (6)
These mutual-information quantities define con-
ceptual leakage criteria rather than direct training
losses. ICLC approximates them with capacity
control, exposure control, and adversarial recover-
ability objectives.

3.2 Information-Constrained Message Passing

ICLC instantiates the communication function in
Eq. 3 through local substrate extraction, stochastic
bottlenecking, topology-aware gating, and receiver-
side fusion.

Local substrate extraction. For each sender A;,
ICLC first extracts a local latent substrate from
selected hidden layers:

ul(,t) = Extract, (Hi(’tﬁ), q) e RExde(7)
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Figure 2: Overview of Information-Constrained Latent Communication. ICLC inserts a controlled commu-
nication boundary between a sender’s internal state and the edge-level latent message observed by a receiver.
The extractor forms a local substrate, the bottleneck limits message capacity, and the gate controls which latent
information is exposed. Dashed red arrows denote training-time leakage critics that probe message-level and
transcript-level recoverability; they are discarded at inference time.
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Figure 3: Two leakage modes in latent communica-
tion. Instantaneous leakage arises from one exposed
edge-level message, whereas propagation leakage arises
when weak signals accumulate across a multi-round
transcript observed by a receiver or coalition.

where H; ®) - denotes selected hidden layers, K is the
number of latent slots, and d,. is the communication
dimension. The substrate uf ) remains local and is
never directly transmitted.

Task-conditioned bottleneck. Given ugt), ICLC
produces a receiver-conditioned stochastic candi-
date message:

1D 10g 0 0] = By(u®, g, e0,¢5,1), ®)
50 (t) ®)
Fisg = Hij +0' ® €, ENN(O’I)
)
Let ¢ = qg(= | uf”, q,ei, e;,t) denote this pos-

terior, and let p; = py(2 | ¢, €;) denote a receiver-

conditioned prior. The capacity penalty is

Leap =By (3 ) [DKL <q7,‘])HpJ>i| .

This bottleneck encourages edge-specific data min-
imization: different receivers need not receive the
same latent information.

(10)

Topology-aware exposure gate. Capacity con-
trol limits what may be encoded, but it does not
decide whether an edge should be active. ICLC
therefore learns an exposure gate:

ﬂ'l(Jt) = Gw(ugt)7Q7eiaej7t)7 (1)
%.(Jt.) ~ HardConcrete(WS)), (12)
0= 025, (13)

If all slots are inactive, no message is exposed on
that edge. We regularize the expected exposure
surface:

Laow =Frigy W] - (4

Unlike standard communication sparsification, this
gate is optimized as an exposure-control mecha-
nism: inactive edges produce no communicated
latent artifact for curious receivers or coalitions.

Receiver-side fusion. The receiver consumes ac-
tive messages through a latent interface. Let Z ](-t)
denote the active messages received by A; at round
t. The receiver update is

= (t t t

HJ( ) = Fuse, <H]( ),AggT(ZJ( ))> . (15)
The updated state H ](-t) is then used for task predic-
tion or subsequent message generation. Thus, the
bottleneck controls what can be encoded, while the
gate controls where latent information is exposed.
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3.3 Leakage Regularization and Optimization

Capacity and exposure control reduce the oppor-
tunity for leakage, but they do not identify which
information is sensitive. We therefore add training-
time leakage critics that test whether sensitive
targets remain recoverable from individual mes-
sages and multi-round transcripts. For compact-

ness, define 51(;) = (zl-(t_{j,q, ei,ej,t) and ¢ =
(Oé:Tv q, ei)-
For each target type r, the single-message and

trajectory-level attacker utilities are

e = Ev g log DI (7 160) (16)
Rivaj = Ecilog DI (s} | X§) . a7

The prediction head is instantiated as a classifier for
attribute inference, a binary predictor for private-
context membership inference, and an autoregres-
sive decoder for secret reconstruction. We aggre-
gate the leakage utility as

Rleak = Z ( {nst + R;‘raj) :
reR

(18)

These critics are used only as training-time reg-
ularizers and are discarded at inference time. In
experiments, privacy is evaluated with held-out at-
tackers trained after the communication modules
are fixed.

Let © = {p,¢,w,7} denote the trainable
communication-layer parameters. Given the gener-
ated latent transcript Z7, the task loss is

Liask = —Elogpe (y] ¢, X, 2'T). (19

The overall objective is

ﬁtask + ﬂﬁcap + CVﬁﬂow + )\Rleak-

(20)
The critics maximize Reqx to strengthen attacks,
whereas the communication module minimizes it
to reduce sensitive recoverability. This objective
can be viewed as a Lagrangian relaxation of task
optimization under constraints on message capacity,
exposure surface, and empirical leakage.
At inference, ICLC uses no leakage critics or
sensitive labels. It replaces sampling with deter-
ministic gated posterior means:

min max
e ¥

21

=7 %

A H|:O’(7T,S-)) > (5g] O] ,u(.;).

The backbone agents remain frozen; ICLC adds
only lightweight wrappers for extraction, bottle-
necking, gating, and fusion.

4 Experiments

Evaluation questions. Our experiments are de-
signed to answer four questions. Q1: Does raw
latent communication expose more private infor-
mation than text-based communication? Q2: Can
ICLC reduce both message-level and transcript-
level leakage while preserving the utility advantage
of latent communication? Q3: Which component
of ICLC accounts for each type of leakage reduc-
tion? Q4: How sensitive is ICLC to bottleneck ca-
pacity, adversarial strength, and exposure-control
strength? Q1-Q2 are answered by the main experi-
ments, while Q3-Q4 are analyzed in Section 5.

4.1 Experimental Setup

Tasks. We evaluate ICLC on three representa-
tive multi-agent settings: private-context ques-
tion answering, collaborative reasoning, and tool-
use planning. Private-context QA is built on
HotpotQA (Yang et al., 2018), where support-
ing paragraphs are distributed across agents. Col-
laborative reasoning uses GSM8K (Cobbe et al.,
2021), MuSiQue (Trivedi et al., 2022), and
ProofWriter (Tafjord et al., 2021), where agents
receive partial observations or complementary
reasoning roles. Tool-use planning uses Tool-
Bench (Qin et al., 2024), with planner, execu-
tor, verifier, and memory agents collaborating to
compose tool calls. In all settings, protected in-
formation is placed in agent-local contexts but is
not required for producing the final answer. Pro-
tected content includes synthetic canaries, private
attributes, protected distractors, mock API keys,
and confidential constraints.

Baselines and protocol. We compare all meth-
ods under the same agent roles, prompts, task
inputs, communication topology, and backbone
agents. The baselines cover three families of com-
munication and sanitization strategies: text-based
communication, including Text-MAS and Text-
Redaction-MAS; unstructured latent communi-
cation, including Raw-Latent-MAS, Noise-Latent-
MAS, and Calibrated-Noise-MAS; and structured
latent sanitization, including Projection-MAS,
Learned-Projection-MAS, and Adv-Sanitize-MAS.
All baselines are tuned on validation data using the
same privacy—utility selection criterion as ICLC,
and no test examples are used for model or thresh-
old selection. Final privacy results are computed
with held-out attackers trained only after the com-
munication modules are fixed. Implementation de-

49699



| N T

70 + KICLC Tower Ieakage 7]
g AdvSan ARaw
é 68 |- O L-Proj. B
s ¢ Proj.
]
Z 66 |
F
) . °

XL
Z 64| ex |
ORcdm"t ‘ ‘ |

0.3 0.4 0.5 0.6 0.7 0.8
Avg. Leakage Score ({)

Figure 4: Privacy-utility frontier. ICLC preserves
the utility of Raw-Latent-MAS while substantially
reducing leakage.

tails, task construction, and full tuning protocols
are provided in Appendix B.

Attacks and metrics. We evaluate attribute infer-
ence, private-context membership inference, and
secret reconstruction. Local attacks observe a sin-
gle communicated latent message zfz ;» While tra-
jectory attacks observe the multi-round transcript
O}jT available to a curious receiver or coalition.
We do not assume access to downstream hidden
states. Privacy is reported as a lower-is-better leak-
age score normalized to [0, 1]. Task utility is mea-
sured by EM/F1, accuracy, planning success, or
pass rate depending on the task.

4.2 Main Results: Privacy-Utility Trade-off

Table 1 reports the main privacy—utility compar-
ison, and Figure 4 visualizes the corresponding
frontier. The results support three observations.
Raw latent communication improves collabora-
tion but amplifies leakage. Compared with Text-
MAS, Raw-Latent-MAS improves average utility
from 64.8 to 69.2, but also increases average leak-
age from 0.512 to 0.747. This gap supports our
central claim that latent opacity should not be in-
terpreted as privacy: continuous messages can pre-
serve dense private signals that are absent from, or
easier to filter in, text channels.

Stronger baselines expose the privacy-utility
tension. Text-Redaction-MAS achieves the low-
est leakage overall, but reduces average utility to
63.1, losing most of the benefit of latent exchange.
Calibrated-Noise-MAS lowers leakage by degrad-
ing task performance. Learned-Projection-MAS
and Adv-Sanitize-MAS are more competitive, but
remain substantially leakier than ICLC because
they mainly operate at the single-message level.
ICLC provides the strongest latent privacy—
utility trade-off. Among latent communication

Leakage Score ({)

Instant.
I B Text I l Raw I IL-Proj. I l AdvSan I licLc

Prop.

Figure 5: Instantaneous and propagation leakage. In-
stantaneous leakage is measured from a single communi-
cated latent message. Propagation leakage is measured
from T" = 8 latent transcripts. ICLC reduces both local
message leakage and multi-round transcript leakage.

methods, ICLC obtains the lowest average leakage
of 0.398 while preserving the highest average util-
ity of 69.7. Compared with Raw-Latent-MAS, it
reduces leakage by 0.349 with comparable task util-
ity. We do not interpret the slight utility gain over
Raw-Latent-MAS as improved backbone capabil-
ity, since all backbone agents and task prompts
are unchanged. Rather, the bottleneck and gate
may remove redundant or distracting latent signals,
improving coordination in some interactions.

4.3 Leakage Decomposition

We next examine whether privacy leakage mainly
comes from individual latent messages or from
multi-round accumulation. Figure 5 decomposes
leakage into instantaneous and propagation com-
ponents for representative methods. Instantaneous
leakage is the average single-message held-out at-
tack score. Propagation leakage is the average
transcript-level held-out attack score at 7' = 8 com-
munication rounds. This separation is important
because a method can reduce recoverability from
an individual message while still allowing weak
private signals to accumulate across the interaction
trajectory.

Raw-Latent-MAS substantially increases both
forms of leakage compared with Text-MAS.
Learned-Projection-MAS reduces message-level
leakage moderately, while Adv-Sanitize-MAS low-
ers single-message leakage but leaves high propa-
gation leakage. This indicates that message-level
sanitization alone cannot prevent sensitive signals
from being retransmitted and amplified over multi-
ple rounds.

ICLC reduces both leakage modes. Compared
with Raw-Latent-MAS, ICLC lowers instantaneous
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Method Task Utility (1) Privacy Leakage (/)

QA Reason. Plan Avg. Attr. Mem. Recon. Avg.
Text-MAS 68.2 65.7 60.4 64.8 0.535 0.518 0.482 0.512
Text-Redaction-MAS 66.8 63.9 58.6 63.1 0.362 0.348 0.318 0.343
Raw-Latent-MAS 71.5 70.2 65.8 69.2 0.779 0.757 0.705 0.747
Noise-Latent-MAS 69.0 67.4 62.3 66.2 0.601 0.583 0.549 0.578
Calib.-Noise-MAS 66.4 64.8 59.9 63.7 0.462 0.448 0.421 0.444
Projection-MAS 69.8 68.3 63.5 67.2 0.617 0.604 0.568 0.596
Learned-Proj.-MAS 70.4 69.1 64.8 68.1 0.548 0.529 0.502 0.526
Adv-Sanitize-MAS 70.8 69.5 65.1 68.5 0.492 0.481 0.450 0.474
ICLC 71.9 70.9 66.3 69.7 0.428 0.405 0.360 0.398

Table 1: Main privacy—utility results. QA, Reason., and Plan denote HotpotQA exact match, average reasoning
accuracy, and ToolBench planning success. Avg. is the arithmetic mean within each block; leakage is measured by
held-out attackers. Bold marks the best value; underline marks the best latent-communication result.

Variant Util. Msg. Traj.

1 1 t=>5 t=8
Full ICLC 69.7 0.398 0.33 0.35
w/o Bottleneck 69.1 0.520 0.58 0.70
w/o Adv. Critic 68.7 0.570 0.61 0.73
w/o Topo. Gate 69.4 0.468 0.76 0.88
w/o All 69.2 0.747 0.84 0.91

Table 2: Compact component ablation. Utility av-
erages QA, reasoning, and planning tasks. Msg. and
Traj. report held-out single-message and transcript-level
attack leakage, respectively. The row “w/o All” corre-
sponds to Raw-Latent-MAS.

leakage from 0.75 to 0.40 and 7" = 8 propagation
leakage from 0.91 to 0.35. The stronger reduction
in trajectory leakage supports the need for topology-
aware exposure control and transcript-level regular-
ization.

5 Ablation Study

We ablate ICLC to identify how each information-
flow control contributes to the privacy gains ob-
served in Section 4. This section answers two ques-
tions: which components reduce message-level and
transcript-level leakage, and how sensitive ICLC
is to the strengths of its capacity, recoverability,
and exposure controls. All ablations use the same
backbone agents, task splits, prompts, communi-
cation schedule, and held-out attacker protocol as
in Section 4. Unless otherwise stated, each vari-
ant is evaluated after the communication module
is fixed, and leakage is measured by held-out at-
tackers. Table 2 reports a compact average view;
detailed per-task and per-attack breakdowns are
provided in Appendix G.

5.1 Component Contribution

Table 2 shows that all three controls contribute to
the full leakage reduction, but they affect different
leakage pathways. Removing any component in-
creases leakage while leaving average utility close
to full ICLC. This indicates that the privacy gains
are not obtained by simply disabling collaboration.

The bottleneck limits message capacity. Re-
moving the receiver-conditioned bottleneck
increases average message leakage from 0.398
to 0.520. It also increases t=8 trajectory leakage
from 0.35 to 0.70. This shows that unconstrained
latent capacity is itself a privacy risk: even when
the gate and adversarial objective remain active,
a high-capacity edge-level representation can
still carry task-irrelevant private information.
The trajectory increase further suggests that
higher-capacity messages provide more material
for multi-round accumulation.

The adversarial critic suppresses recoverable
sensitive directions. Removing the leakage critic
gives the largest increase in message-level leakage,
from 0.398 to 0.570. This result shows that com-
pression alone is not sufficient. A low-capacity
message can still allocate its limited capacity to
sensitive but task-irrelevant directions unless train-
ing explicitly penalizes recoverability. The critic
therefore complements the bottleneck: the bottle-
neck controls how much information can cross the
boundary, while the critic discourages which infor-
mation should be recoverable.

The topology gate controls the exposure sur-
face. Removing the topology-aware gate causes
the strongest increase in transcript-level leakage.
Although its message leakage is lower than the
no-critic variant, its t=8 trajectory leakage rises
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Figure 6: Sensitivity to ICLC control strengths. Panels sweep 5 on QA, A on reasoning, and active-edge ratio on
planning. Moderate control strengths yield the best privacy—utility balance.

to 0.88, close to Raw-Latent-MAS at 0.91. This
asymmetry supports our central claim that propaga-
tion leakage is a system-level effect. A method can
appear safer under isolated single-message attacks
while still exposing enough repeated signals for
a transcript-level attacker to recover private infor-
mation. The gate reduces this risk by preventing
unnecessary communicated latent artifacts from
being created in the first place.

5.2 Sensitivity to Control Strengths

Figure 6 evaluates representative sweeps over the
three ICLC control strengths. The panels should
be read as trend analyses rather than direct cross-
panel comparisons, since each sweep uses the task
family where the corresponding control is most
interpretable. Overall, ICLC has a broad useful
operating region rather than a single brittle hyper-
parameter setting.

Increasing the bottleneck weight (3 initially re-
duces leakage with little utility loss, but overly
strong bottlenecking eventually hurts task perfor-
mance. This supports a data-minimization interpre-
tation: the channel should suppress task-irrelevant
private information without indiscriminately re-
moving all coordination signal. Increasing the ad-
versarial weight A gives the largest leakage reduc-
tion at moderate values and then saturates, sug-
gesting that the critic is most useful as a regular-
izer rather than as an overwhelming training objec-
tive. Finally, reducing the active edge ratio lowers
propagation leakage, but the gains diminish at very
sparse settings where communication becomes in-
sufficient for multi-agent coordination. The cor-
responding utility drops and additional sensitivity
tables are reported in Appendix H.

5.3 Takeaways

The ablation study supports three conclusions.
First, bottlenecking, adversarial regularization, and
topology gating are complementary: they control

capacity, recoverability, and exposure, respectively.
Second, propagation leakage is not reducible to
single-message leakage; it depends on the com-
munication graph and the number of exposed la-
tent artifacts over time. Third, ICLC preserves
the utility benefit of latent communication because
it constrains unnecessary information flow rather
than eliminating collaboration. Appendix G pro-
vides full utility, attack, ablation, topology, round-
scaling, and communication-efficiency results.

6 Conclusion

We studied privacy leakage in multi-agent latent
communication, where agents exchange continu-
ous internal-state messages rather than inspectable
natural language. Our results show that opacity is
not privacy: raw latent communication can improve
collaboration while leaking sensitive information
through edge-level messages and multi-round tran-
scripts. We therefore frame privacy in latent multi-
agent systems as a dynamic information-flow prob-
lem over messages, receivers, edges, and rounds.

We introduced Information-Constrained La-
tent Communication (ICLC), a communication-
layer framework that constrains information expo-
sure without modifying backbone language models.
By combining receiver-conditioned bottlenecks,
adversarial leakage regularization, and topology-
aware exposure gates, [CLC reduces average leak-
age from 0.747 to 0.398 over raw latent communi-
cation while preserving latent-exchange utility. Ab-
lations further show that these controls are comple-
mentary: bottlenecks limit message capacity, adver-
sarial critics reduce recoverable sensitive directions,
and topology-aware gates suppress multi-round
propagation. Together, these findings suggest that
privacy in latent multi-agent systems should be
treated as a first-class protocol design objective,
rather than as a byproduct of representation opacity
or post-hoc output filtering.
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Limitations

ICLC reduces empirical recoverability under the
attacker models evaluated, but does not provide
formal differential privacy or information-theoretic
secrecy guarantees. Our results should therefore
be viewed as evidence that communication bottle-
necking, adversarial regularization, and exposure
control improve the empirical privacy—utility trade-
off, rather than proof that sensitive information is
unrecoverable. A second limitation is that task-
relevant and private information may be strongly
entangled. When private information is necessary
for the public task, useful communication may in-
evitably transmit correlated signals. ICLC can re-
duce unnecessary exposure, but cannot determine
whether information is authorized for a given re-
ceiver or action. Practical deployments should
therefore combine latent communication controls
with access policies and audit mechanisms. Fi-
nally, held-out attackers may still underestimate fu-
ture adaptive attackers with more data, architecture
search, or side information. Future work should ex-
plore stronger adaptive evaluations, formal privacy
guarantees, and dynamic privacy budgets for latent
communication interfaces.
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A Extended Related Work

This appendix provides an extended discussion of
related work. The main paper focuses on the prob-
lem formulation and empirical findings; here we
give a broader taxonomy of prior work and clarify
the position of ICLC.

A.1 Multi-Agent Language Model Systems

Large language models are increasingly organized
into multi-agent systems, where multiple role-
specialized agents coordinate through explicit com-
munication, tool use, verification, planning, or
memory sharing. Representative systems such
as AutoGen, MetaGPT, and ChatDev demonstrate
that agent collaboration can improve problem solv-
ing by decomposing complex tasks into struc-
tured interaction protocols (Li et al., 2023a; Chen
et al., 2024; Wu et al., 2024; Hong et al., 2024;
Qian et al.; Xue et al., 2026b; Qian et al., 2024).
Most of these systems use natural language as
the communication medium, which makes mes-
sages human-inspectable and compatible with stan-
dard prompting, logging, and moderation inter-
faces. However, text communication also serializes
high-dimensional internal model states into token
sequences, creating a bandwidth bottleneck and
potentially discarding information useful for col-
laboration. ICLC studies the privacy implications
of moving beyond this text boundary.

A.2 Latent Communication and Continuous
Inter-Agent Reasoning

A growing line of work explores communication
beyond natural language. CIPHER lets models
communicate through raw transformer output em-
beddings rather than sampled tokens, enabling
multi-agent debate through embedding-level sig-
nals (Pham et al., 2024). Communicating Activa-
tions Between Language Model Agents studies di-
rect activation-level communication by combining
intermediate activations from one language model
into another model’s forward pass (Ramesh and
Li, 2025). Other recent work explores inter-agent
communication entirely in latent space, including
latent thoughts, latent working memory, and pri-
vate/shared latent variables in multi-agent collabo-
ration (Du et al., 2025; Zou et al., 2025; Liu et al.,
2026¢; Wu et al., 2026; Liu et al., 2026d; Zheng
et al., 2025; Hong et al., 2026; Yu et al., 2026).

These works establish that non-textual represen-
tations can serve as effective communication media.
However, their primary focus is utility, efficiency,
or feasibility. ICLC instead asks what private in-
formation becomes exposed when such continuous
internal representations cross agent boundaries, and
how this exposure can be constrained.

A.3 KV-Cache and State-Sharing
Communication

Another closely related direction uses transformer
cache states as communication artifacts. KVComm
enables efficient communication between LLMs
through selective sharing of key-value pairs, using
attention-based selection to identify informative
cache entries (Shi et al., 2026; Li et al., 2024a;
Liu et al., 2024; Li et al., 2024b; Gui et al., 2018;
Liu et al., 2026b; Xue et al., 2024; Kriuk and Ng,
2025). Such cache-derived communication is at-
tractive because KV states preserve rich contex-
tual and reasoning information, but this also makes
them privacy-sensitive. LCGuard directly stud-
ies safe KV sharing in multi-agent systems and
introduces adversarial transformations to reduce
reconstruction-based leakage from shared KV arti-
facts (Asif et al., 2026; Liu et al., 2023a; Xue et al.,
2023; Liu et al., 2023b).

ICLC differs from KV-specific defenses in two
ways. First, our communicated latent message is
defined as a general edge-level object zz(t_)> j» Which
may be instantiated by hidden-state-derived slots,
activation-derived messages, soft prefixes, or cache-
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derived representations. Second, our leakage for-
mulation explicitly separates instantaneous leak-
age from trajectory-level propagation leakage over
multi-round transcripts. This lets ICLC control not
only reconstruction from a single shared representa-
tion, but also the accumulation of sensitive signals
across the communication graph.

A.4 Privacy Leakage from Dense
Representations

Dense representations should not be treated as pri-
vate merely because they are not human-readable.
Embedding inversion studies show that text embed-
dings can reveal substantial information about their
original inputs. Vec2Text demonstrates that dense
text embeddings can be inverted to recover much
of the original text, including sensitive personal
information (Morris et al., 2023; Gao et al., 2026;
Liang et al., 2019b; Li et al., 2026). GEIA simi-
larly shows that sentence embeddings can be used
to reconstruct coherent input sequences through
generative inversion (Li et al., 2023b). Recent
internal-state inversion work further suggests that
deep internal states of LLMs may still preserve re-
coverable prompt information (Dong et al., 2025).

These results motivate our threat model: com-
municated latent messages may encode sensitive at-
tributes, confidential spans, membership signals, or
memorized content even when no natural-language
disclosure occurs. ICLC therefore evaluates leak-
age with held-out attackers rather than assuming
that vector opacity implies privacy.

A.5 Privacy and Security in Multi-Agent
LLMs

Recent work has begun to study privacy and se-
curity risks specific to LLM agents. AgentLeak
argues that privacy leakage in multi-agent LLM
systems can be missed by output-only auditing, be-
cause sensitive information may flow through inter-
nal channels such as inter-agent messages, shared
memory, and tool arguments (El Yagoubi et al.,
2026; Wang et al., 2026; Liu et al., 2025c; Wu
et al., 2025c; Wang et al., 2022; Song et al., 2022;
Wang et al., 2025d). Other work studies privacy
risks in agent memory, autonomous web agents,
and communication attacks against multi-agent sys-
tems (Wang et al., 2025a; He et al., 2025; Wang
et al., 2025b; Zharmagambetov et al., 2025; Li
et al., 2025; Liang et al., 2019a; Wu et al., 2025d;
Hu et al., 2026; Wang et al., 2025c; Zeng et al.,
2025; Liu et al., 2025a; Wu et al., 2025b; Patil

et al., 2025). These studies support a broader view
that privacy should be evaluated inside the agent
pipeline, not only in final responses.

ICLC is complementary to these benchmarks
and audits. Rather than measuring text-level or
action-level leakage alone, we focus on latent com-
munication channels. Our method treats the com-
munication boundary itself as the locus of privacy
control.

A.6 Information Bottlenecks, Adversarial
Removal, and Sparse Communication

ICLC is also related to information bottleneck
methods, adversarial representation learning, and
sparse communication (Tishby et al., 2000; Alemi
et al., 2017; Elazar and Goldberg, 2018; Zheng
et al., 2022; Louizos et al., 2018; Fei et al., 2022;
Liu et al., 2025b; Ma et al., 2022; Shan et al., 2025;
Dai et al., 2025; Wu et al., 2025a; Sukhbaatar et al.,
2016; Das et al., 2019). Information bottlenecks
constrain representation capacity and have been
used to encourage task-relevant compression. Ad-
versarial representation learning attempts to reduce
the recoverability of protected attributes, but prior
work has cautioned that adversarial removal does
not provide formal privacy guarantees and should
be evaluated with independent attackers. Sparse
communication and learned topology methods re-
duce unnecessary message passing in multi-agent
systems.

ICLC combines these ideas at the latent commu-
nication boundary. The bottleneck limits the raw
capacity of each edge-level channel, the leakage
critics test whether sensitive information remains
recoverable, and the topology-aware gate reduces
the exposure surface over the communication graph.
The key distinction is that ICLC treats privacy leak-
age as a dynamic information-flow problem rather
than a static representation-cleaning problem.

B Implementation Details of ICLC

B.1 Latent Substrate Extraction

In the main paper, ICLC extracts a local substrate
u'Y = Extract (H(t) RExde
i = p(Hir,q) € '

Here H z(t[)l denotes hidden states from selected
transformer layers, K is the number of latent slots,
and d.. is the communication dimension. The ex-
tractor can be instantiated with last-token pooling,
mean pooling, learned query pooling, or attention
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Benchmark Train Valid. Test Protected Fields

HotpotQA 4,000 500 1,000 Synthetic canaries, attributes, confidential spans
GSMSK 5,000 500 1,000 Task-irrelevant user attributes and distractors
MuSiQue 4,000 500 1,000 Protected records and entity-level distractors
ProofWriter 3,200 400 800 Private rules and irrelevant protected facts
ToolBench 3,000 500 800 Mock API keys, preferences, confidential constraints

Table 3: Reference dataset statistics. Protected fields are injected into local agent contexts but are not needed for

the public answer or final plan.

pooling. Unless otherwise stated, we use learned
query pooling followed by a linear projection to
the shared communication dimension.

A typical implementation is:

Extract,(H) = AttnPool(Q,, H)W,,

where Q, € RE*4 are learned slot queries and
W, e R4 *de projects pooled states into the com-
munication space. The extracted substrate is local
to the sender and is not transmitted directly. This
distinction is important: ICLC controls the bound-
ary map from ugt) l(t_)> ;» rather than exposing the
full internal state.

to z

B.2 Task-Conditioned Bottleneck

For each candidate communication edge i — j,
ICLC uses a task-conditioned bottleneck encoder
to produce a stochastic latent message. Given the
sender state uz(»t), task instruction ¢, sender embed-
ding e;, receiver embedding e;, and round index
t, the encoder parameterizes a diagonal Gaussian

posterior:
0 (2) = N (= 1)) diag((01])?) )

Equivalently, the posterior parameters are produced
by

(22)

(1) o)) = a5 (ugt)queiaea’»f) :
This conditioning makes the transmitted represen-
tation depend not only on the sender state, but also
on the intended receiver and the current task.
During training, we sample a candidate message
with the reparameterization trick:

0, = 1 ol

®e,  e~N(0,I), (23)

where © denotes element-wise multiplication. At
inference time, we use the posterior mean ug) as
the deterministic message.

The capacity regularizer constrains the amount
of information carried by each candidate message:

Leap = Ey i ) {DKL (qg) ||PJ)} , (24

where the prior is conditioned on the receiver and
the task:
pi(z) = pn(z | ¢ €5) . (25)

When no learned prior is used, p; reduces to the
standard Gaussian N (0, I).

For diagonal Gaussians ¢ = N (g, diag(o?))
and p = N (p, diag(o72)), the KL divergence can
be written in a compact vector form:

1
Dict.(allp) = 5 (1101 = 1) @ 3
(26)

dz
Op.k
+ ||aq®0p||§ —dz+2210g—p ),
=1 ok

where d, is the latent dimensionality and © denotes
element-wise division. This form is algebraically
equivalent to the usual coordinate-wise KL expres-
sion, but avoids an overly wide display equation.

The receiver-conditioned prior is useful be-
cause different receivers may require different task-
relevant information. A verifier may only need
high-level consistency signals, whereas an execu-
tor may need concrete constraints such as tool ar-
guments, action preconditions, or output-format
requirements. Conditioning the prior on e; there-
fore encourages the bottleneck to preserve informa-
tion useful for the target receiver while suppressing
unnecessary latent details.

B.3 HardConcrete Exposure Gate

ICLC uses a differentiable hard-concrete gate
to determine which slots are exposed on each

®)

edge. Given a gate logit 7

ij » We sample u ~
Uniform(0, 1) and compute:

logu —log(1 — u) + 771(;)
S =0 ’
Tg

where 7, is the gate temperature. Following the
hard-concrete relaxation, the stretched and clipped
gate is:

s=s(r—10)+1, gg) = min(1, max(0, 5)),
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where [ < 0 and r > 1 are the lower and up-
per stretch constants. We use slot-wise gates by
default, so gg) € [0, 1]%. The flow regularizer ap-
proximates the expected number of active latent

slots: N
t
Laow = Br.) 19 lo] -
At inference time, we use a deterministic threshold:

0" = To (D) > 6,].

If all slots on an edge are inactive, no communi-
cated latent artifact is produced for that edge.

B.4 Receiver-Side Latent Fusion

The receiver aggregates active incoming messages
and incorporates them through a latent interface:

rr(t) (t) (t)
H;” = Fuse, (Hj ,Agg(Z; ))-
‘We consider three fusion variants:

* Soft-prefix fusion: incoming messages are pro-
jected into prefix-like continuous embeddings
and prepended to the receiver computation.

* Cross-attention fusion: receiver hidden states
attend over incoming latent messages.

» Adapter fusion: messages are projected through
a small adapter and added to selected hidden
layers.

Unless otherwise specified, we use soft-prefix fu-
sion because it is simple, model-agnostic, and does
not require modifying the backbone attention im-
plementation. All backbone LLLM parameters re-
main frozen.

C Threat Models and Leakage Metrics
C.1 Attacker Observation Levels

We evaluate two main attacker observation lev-
els. A single-message attacker observes one edge-
level communicated latent message:

(t)

ZZ—)]

A trajectory attacker observes the transcript avail-
able to a curious receiver or coalition:

T
. t .. .
oFT = U{Zz(—)m :(i,5) € €W, j e CY.
=1
This is the main transcript-level threat model used

in the paper. We do not assume access to down-
stream hidden states in the main evaluation.

For completeness, one can also evaluate a
stronger compromised-receiver hidden-state at-
tacker that observes downstream receiver states.
This setting is stricter than our main threat model
and should be interpreted as a stress test rather than
the default privacy definition.

C.2 Leakage Score Normalization

All privacy results are reported as lower-is-better
leakage scores normalized to [0, 1]. For attribute in-
ference, leakage is computed from held-out attack
performance and normalized by the task-specific
chance baseline. For binary private-context mem-
bership inference, we report attack advantage rather
than raw accuracy:

Adv = 2|AUC — 0.5].

This avoids ambiguity when raw accuracy falls be-
low chance because of label inversion. For secret
reconstruction, we report normalized reconstruc-
tion success or token-level recovery. The average
leakage score in the main tables is the arithmetic
mean of attribute, membership, and reconstruction
leakage.

C.3 Attack Architectures

We use held-out attackers for final privacy evalua-
tion. For attribute inference, the attacker is an MLP
classifier or regressor over the observed latent mes-
sage or transcript embedding. For private-context
membership inference, the attacker is a binary clas-
sifier trained to predict whether a protected record
or span appears in the sender’s private context. For
secret reconstruction, the attacker is an autoregres-
sive decoder trained to reconstruct a confidential
span:

s3]

Reee =E | > logpy ({5 | 5%0.6) |
/=1

where &; is either a single-message observation or
a trajectory observation. All final attackers are
trained after the communication modules are fixed.

C.4 Held-Out Attacker Protocol

The leakage critics used during ICLC training are
not reused for final privacy evaluation. After train-
ing the communication modules, we freeze all
ICLC parameters and train fresh held-out attackers
on a separate split. This prevents the reported leak-
age reduction from merely reflecting overfitting to
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weak training-time critics. All reported privacy re-
sults use these held-out attackers unless otherwise
specified.

D Task Construction and Dataset Details

D.1 Dataset Statistics

Table 3 summarizes the reference dataset sizes and
task construction. The protected fields are inserted
into agent-local contexts and are not required for
the public task answer. We use these fields only to
evaluate whether communicated latent messages
expose task-irrelevant private content.

D.2 Private-Context QA

Private-context QA is built on HotpotQA (Yang
et al., 2018). For each question, supporting para-
graphs are distributed across agents. Synthetic pri-
vate attributes, canaries, or confidential spans are
inserted into local contexts. The public question is
constructed so that these protected fields are not re-
quired for the final answer. This setup tests whether
agents can collaborate without unnecessarily expos-
ing private local context.

D.3 Collaborative Reasoning

Collaborative reasoning uses GSM8K (Cobbe
et al., 2021), MuSiQue (Trivedi et al., 2022), and
ProofWriter (Tafjord et al., 2021). Agents receive
partial observations, intermediate reasoning roles,
or complementary subproblems. Sensitive distrac-
tors such as user attributes or protected records are
inserted into agent-local context. These protected
fields are task-irrelevant and are used only to mea-
sure leakage.

D.4 Tool-Use Planning

Tool-use planning uses ToolBench (Qin et al.,
2024). Agents are assigned roles such as planner,
executor, verifier, and memory manager. Protected
fields include mock API keys, private preferences,
and confidential constraints. The final plan can be
evaluated without revealing these protected fields
to all agents.

D.5S Prompt Templates

We use fixed prompts for each agent role and each
task family. The prompt templates specify the
public task objective, the agent’s local context,
and the allowed communication interface. Text-
MAS agents output natural-language messages. La-
tent communication agents do not output natural-

language inter-agent messages; instead, communi-
cated latent messages are generated by the commu-
nication module.

Planner prompt.

You are the planner agent. Use your local context
and messages from other agents to propose the
next step. Do not reveal private fields unless they
are necessary for solving the public task.

Verifier prompt.

You are the verifier agent. Check whether the
proposed answer or plan satisfies the public task.
Use incoming information only for verification.

Memory agent prompt.

You manage local memory. Retrieve only task-
relevant information. Protected records should
not be exposed to other agents unless explicitly
required.

Executor prompt.

You are the executor agent. Convert the approved
plan into tool calls or intermediate actions. Use
only task-relevant constraints and avoid exposing
private fields to other agents.

E Baselines and Communication Settings

E.1 Text and Raw Latent Communication

Text-MAS uses natural-language messages as the
communication medium. Messages are logged and
passed to receiver agents as text. The token budget
is kept fixed across methods that use text commu-
nication.

Text-Redaction-MAS applies a text-side redac-
tion filter before message delivery. The filter re-
moves spans classified as private attributes, ca-
naries, credentials, or confidential constraints. This
baseline is expected to reduce leakage, but it can
also remove useful context and reduce task utility.

Raw-Latent-MAS directly transmits hidden-
state-derived representations without privacy con-
trol. This baseline corresponds to exposing a raw
latent artifact or its projection across the commu-
nication edge. It is used only as an unprotected
baseline, not as the ICLC message definition.

E.2 Noise and Projection Baselines
Noise-Latent-MAS adds Gaussian noise to trans-

mitted latent messages:

d=z24¢ e~N(0,02).

Calibrated-Noise-MAS tunes the noise scale o,
on the validation set using the same privacy—utility
selection rule as ICLC.
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Projection-MAS applies a fixed low-
dimensional projection before transmission.
The projection is random and is kept fixed after
initialization.

Learned-Projection-MAS learns a task-
preserving projection adapter on the validation-
selected training split. It is stronger than fixed
projection because it can preserve task-useful
directions while reducing some irrelevant
dimensions.

Adv-Sanitize-MAS trains a message-level ad-
versarial sanitizer against single-message sensitive-
attribute recovery. It does not use trajectory-level
critics or topology-aware exposure control.

E.3 ICLC Ablations

‘We evaluate three main ablations:

* w/o Bottleneck: removes the KL capacity regu-
larizer and directly uses deterministic projected
messages.

* w/o Adv. Critic: removes leakage critics and
trains only with task, capacity, and flow losses.

* w/o Topology Gate: keeps the bottleneck and ad-
versarial regularization, but exposes all candidate
edges.

The row w/o All Components corresponds to Raw-
Latent-MAS.

E.4 Communication Topologies

We evaluate three communication topologies:

* Fully connected: every agent may communicate
with every other agent.

* Chain: information propagates sequentially
through agents.

 Star: a central coordinator aggregates and redis-
tributes messages.

Fully connected graphs create the largest exposure
surface, while chain graphs create fewer propaga-
tion paths.

E.5 Baseline Tuning Protocol

All baselines and ICLC variants are selected on
a validation split before test evaluation. For each
method, we sweep the method-specific control pa-
rameters available to that method. The same vali-
dation privacy—utility selection criterion is applied
to all methods. No test-set privacy or utility results
are used for hyperparameter selection.

Hyperparameter Value
Number of agents N 4
Default communication rounds 7' 3
Round-scaling maximum 7 8
Latent slots K 8
Communication dimension d. 256
Selected layers £ middle + final
Bottleneck weight 0.10
Flow weight « 0.05
Leakage weight A 0.50
Gate threshold d, 0.50
HardConcrete temperature 74 0.67
Critic update steps 2
Communication LR 1x1074
Critic LR 2x107*
Batch size 16
Optimizer AdamW
Random seeds 3

Table 4: Hyperparameters used for ICLC training
and inference. Unless otherwise stated, all experiments
use this configuration.

F Training Details and Hyperparameters

F.1 Optimization Procedure

ICLC is trained with alternating updates. At each
iteration, leakage critics are first updated to maxi-
mize sensitive target recoverability. The communi-
cation module is then updated to minimize the task
loss, capacity loss, exposure loss, and adversarial
leakage objective. All backbone LLM parameters
remain frozen throughout training.

F.2 Hyperparameters

Table 4 reports the reference hyperparameters used
in our experiments. Unless otherwise stated, the
same configuration is used across task families and
baselines are tuned using the validation protocol
described in Appendix E.5.

F.3 Compute and Parameter Count

We freeze the backbone LLMs and train only
lightweight communication modules and leakage
critics. The inference-time overhead comes from
the extractor, bottleneck mean network, topology
gate, and receiver-side fusion module. Leakage
critics are discarded at inference time. Table 5 re-
ports the parameter count and compute budget for
the reference setting.

G Additional Experimental Results

This section provides additional experimental evi-
dence supporting the main privacy—utility compari-
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Item Reference Value
Trainable communication parameters 18.6M
Trainable critic parameters 24.1M
Inference-time added parameters 18.6M
Backbone parameters updated 0
Training GPUs 4 x A100 80GB
Training time per seed 8.5 hours
Inference latency overhead +6.8%

Table 5: Compute and parameter count. [eakage
critics are used only during training and are removed at
inference time.

son and the ablation conclusions. We organize the
results into five parts: full per-benchmark utility,
full held-out attack results, detailed component ab-
lation, topology and round-scaling analysis, and
communication efficiency. All results use the same
task splits, backbone agents, communication proto-
col, and held-out attacker evaluation described in
Section 4.

G.1 Full Per-Benchmark Utility Results

Table 6 reports the full per-benchmark utility
breakdown. The reasoning score in Table 1 is
the arithmetic mean of GSM8K, MuSiQue, and
ProofWriter. The average utility in Table 1 is the
arithmetic mean of QA, Reason., and Plan. The
numbers therefore align directly with the main re-
sults.

ICLC obtains the strongest utility on all five
benchmarks while retaining the efficiency and co-
ordination benefits of latent communication. The
comparison with Text-Redaction-MAS shows that
aggressive text-side filtering can reduce leakage but
also removes information useful for coordination.
The comparison with Raw-Latent-MAS shows that
privacy control does not require giving up the utility
advantage of latent exchange.

G.2 Full Held-Out Attack Results

Table 7 reports leakage under held-out attackers
trained after the communication modules are fixed.
The single-message averages match the privacy
columns in Table 1. Trajectory leakage is evaluated
on 7" = 8 multi-round transcripts and corresponds
to the system-level threat model used in this paper:
curious receivers or coalitions observe communi-
cated latent artifacts over multiple rounds, but not
hidden states internal to downstream agents.

The gap between single-message and trajectory
leakage is largest for Raw-Latent-MAS, whose av-

erage leakage increases from 0.747 to 0.910 when
the attacker observes a multi-round transcript. This
confirms that latent privacy risk is amplified by in-
teraction history. Text-Redaction-MAS achieves
the lowest leakage overall, but Table 6 shows that
this comes with a substantial utility loss. Among
latent-communication methods, ICLC reduces both
forms of leakage most effectively, lowering aver-
age single-message leakage to 0.398 and 7' = 8
trajectory leakage to 0.350.

G.3 Detailed Component Ablation

Table 8 provides the full component ablation under-
lying Table 2. The task utility columns show that
removing individual privacy controls does not sub-
stantially change task performance. The leakage
columns show that the components target differ-
ent failure modes: the bottleneck and adversarial
critic are most important for suppressing single-
message recoverability, while the topology gate is
most important for suppressing propagation over
long interaction horizons.

G.4 Topology and Round-Scaling Results

Table 9 evaluates T' = 8 trajectory leakage under
different communication topologies. Fully con-
nected graphs expose the largest number of sender—
receiver paths and therefore produce the highest
leakage for all latent methods. Chain graphs reduce
the exposure surface, but they can still propagate
private signals sequentially. ICLC obtains the low-
est leakage across all three graph families, showing
that its gains are not tied to a single topology.

Figure 7 shows leakage growth as the number
of communication rounds increases. Raw-Latent-
MAS accumulates leakage rapidly, rising from 0.42
att = 1to 091 att = 8. Text-MAS grows
more slowly because text messages are lower-
bandwidth and more inspectable. ICLC has the
flattest curve, indicating that the bottleneck, critic,
and gate jointly reduce the amount of private signal
available for repeated retransmission.

G.5 Communication Efficiency

Table 10 reports communication efficiency. ICLC
reduces the active edge ratio by 37% relative to
fully connected raw latent communication and
uses the lowest bandwidth per round among latent-
communication baselines shown here. The active
edge ratio reported here is the validation-selected
operating point of full ICLC, while Appendix H.1
reports controlled sparsity sweeps. Fewer active
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Method HotpotQA GSMS8K MuSiQue ProofWriter ToolBench
Text-MAS 68.2 70.1 63.2 63.8 60.4
Text-Redaction-MAS 66.8 68.3 62.9 60.5 58.6
Raw-Latent-MAS 71.5 75.0 68.2 67.4 65.8
Noise-Latent-MAS 69.0 72.1 66.1 64.0 62.3
Calibrated-Noise-MAS 66.4 69.1 63.8 61.5 59.9
Projection-MAS 69.8 72.9 67.0 65.0 63.5
Learned-Projection-MAS 70.4 73.7 67.8 65.8 64.8
Adv-Sanitize-MAS 70.8 74.0 68.3 66.2 65.1
ICLC 71.9 75.8 69.2 67.7 66.3

Table 6: Full per-benchmark task utility results. HotpotQA reports exact match, GSM8K/MuSiQue/ProofWriter
report accuracy, and ToolBench reports planning success.

Single-Message Leakage ()

T = 8 Trajectory Leakage (|)

Method

Attr. Mem. Recon. Avg. Attr. Mem. Recon. Avg.
Text-MAS 0.535 0.518 0.482 0.512 0.402 0.385 0.353 0.380
Text-Redaction-MAS 0.362 0.348 0.318 0.343 0.300 0.289 0.260 0.283
Raw-Latent-MAS 0.779 0.757 0.705 0.747 0940 0916 0.874 0.910
Noise-Latent-MAS 0.601 0.583 0.549 0.578 0.700 0.672 0.636  0.669
Calibrated-Noise-MAS ~ 0.462 0.448 0.421 0.444 0.560 0.531 0.500 0.530
Projection-MAS 0.617 0.604 0.568 0.596 0.690 0.670 0.626 0.662
Learned-Projection-MAS 0.548 0.529 0.502 0.526 0.660 0.638 0.594 0.631
Adv-Sanitize-MAS 0.492 0.481 0.450 0.474 0.724 0.694 0.652 0.690
ICLC 0.428 0.405 0.360 0.398 0.372 0.349 0.329 0.350

Table 7: Full held-out attack results. Single-message leakage measures recoverability from one communicated
latent message, and trajectory leakage measures recoverability from 7" = 8 multi-round latent transcripts. Lower
is better. Bold marks the lowest leakage among all methods, while underlining marks the best result among

latent-communication methods.

edges are not only cheaper, but also reduce the 1 T

number of communicated latent artifacts available >— Raw-Latent s
. . —m—  Text

to curious receivers. 0.8 | ICLC :

H Additional Analysis

This section expands the sensitivity and robustness
analysis behind Section 5. The goal is not to tune
ICLC by hand for a particular metric, but to under-
stand how leakage changes when we vary capacity,
adversarial pressure, exposure sparsity, latent slots,
layer selection, and attacker coalition size.

H.1 Sensitivity to Loss Weights and Sparsity

Table 11 summarizes three controlled sensitivity
studies. Increasing the bottleneck weight /3 reduces
single-message leakage but eventually harms task
utility. Increasing the adversarial weight A gives
most of its gain at moderate regularization strength,
after which leakage gains saturate while utility drop
continues to grow. Reducing the active edge ratio
lowers propagation leakage, but overly sparse com-
munication sharply degrades ToolBench planning
performance.

Trajectory Leakage (|)

Communication Round ¢

Figure 7: Trajectory leakage growth over commu-
nication rounds. Raw latent communication exhibits
rapid accumulation, while ICLC keeps leakage stable
across long-horizon interactions.

The three trends support the same design prin-
ciple: privacy improves when capacity and expo-
sure are constrained, but overly strong constraints
remove task-relevant information. The validation-
selected ICLC configuration therefore uses moder-
ate bottlenecking, moderate adversarial pressure,
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Variant Task Utility (1) Message Leakage (]) Trajectory Leakage (])
QA Reason. Plan Attrr Mem. Recon. t=3 t=5 t=8
Full ICLC 719 709 663 0428 0405 0360 031 0.33 0.35
w/o Bottleneck 714 702 658 0.552 0.526 0.483 044 0.58 0.70
w/o Adv. Critic 71.1 69.7 654 0.605 0.573 0.531 046 0.61 0.73
w/o Topology Gate  71.7 70.5 66.0 0.501 0472 0430 0.62 0.76 0.88
w/o All Components 71.5 70.2  65.8 0.779 0.757 0.705 0.68 0.84 0.91

Table 8: Full component ablation. The bottleneck and adversarial critic reduce message-level leakage, while
the topology-aware gate is most important for suppressing trajectory leakage at later rounds. The row “w/o All

Components” corresponds to Raw-Latent-MAS.

Topology Raw L-Proj. AdvSan ICLC
Fully connected 0.91  0.66 0.69 0.35
Chain 0.74  0.56 0.63 0.31
Star 0.79  0.59 0.68 0.33

Table 9: Trajectory leakage under different com-
munication topologies. All values report normalized
T = 8 trajectory leakage. ICLC gives the strongest
reduction across graph structures.

and a learned topology-aware gate rather than a
fixed sparse graph.

H.2 Sensitivity to Latent Slots and Layers

Table 12 varies the number of latent slots K.
Larger slot budgets improve utility at first because
agents can exchange more task-relevant informa-
tion. However, leakage increases steadily as K
grows. The marginal utility gain from K = 16 to
K = 32 is small, while leakage rises substantially.
This supports the default choice of a moderate slot
budget.

Table 13 varies the layer set £. Early layers
have lower utility because they are less aligned
with task-level reasoning. Final layers improve util-
ity but expose more private information. Middle
and middle-plus-final configurations provide the
best trade-off in our reference setting, suggesting
that useful communication should expose task ab-
stractions without directly transmitting the most
sensitive final-state information.

H.3 Coalition Size Analysis

Table 14 evaluates trajectory attackers with differ-
ent coalition sizes |C|. Larger coalitions observe
more incoming edges and therefore obtain stronger
attack signals. Raw-Latent-MAS is highly sensi-
tive to coalition size, rising from 0.62 for a single
curious receiver to 0.91 when four receivers col-
lude. ICLC keeps leakage much flatter, increas-

ing only from 0.29 to 0.35. This result supports
the system-level interpretation of ICLC: constrain-
ing both message capacity and exposure surface
reduces the marginal value of compromising addi-
tional receivers.

H.4 Learned Communication Graphs

Table 15 summarizes the communication graphs
learned by the topology-aware gate. The learned
edge ratios differ across task families. Collabora-
tive reasoning uses denser communication because
multiple agents need to exchange intermediate
constraints. Tool-use planning uses sparser com-
munication because planner—verifier and planner—
executor interactions are often sufficient. Private-
context QA falls between these settings. This
adaptive behavior is important: a fixed sparse
graph would reduce leakage but could under-
communicate on reasoning tasks, while a fixed
dense graph would unnecessarily expose private
context on tasks that need only limited coordina-
tion.

H.5 Takeaways from Additional Analysis

The additional analyses lead to four conclusions.
First, privacy improves when latent capacity is con-
strained, but excessive compression harms task util-
ity. Second, adversarial regularization is most use-
ful at moderate strength; beyond that range, leakage
gains saturate while utility loss grows. Third, prop-
agation leakage is governed by the exposure sur-
face: topology, edge ratio, communication rounds,
and coalition size all change how much private sig-
nal can accumulate. Fourth, ICLC’s learned graph
is task-adaptive, which explains why it can reduce
leakage without eliminating useful collaboration.
These results support the main design choice of
combining bottlenecking, adversarial leakage reg-
ularization, and topology-aware gating in a single
communication-layer framework.
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Method

Active Edge Ratio Generated Tokens

Bandwidth / Round Latency Avg. Utility

Text-MAS 1.00
Raw-Latent-MAS 1.00
Learned-Projection-MAS 1.00
Adv-Sanitize-MAS 1.00
ICLC 0.63

620

(=i

6.8 KB 1.00x 64.8
48.0 KB 0.82x 69.2
16.0 KB 0.86 % 68.1
18.4 KB 0.92x 68.5
13.1 KB 0.89x 69.7

Table 10: Communication efficiency. ICLC reduces active latent exchanges and has the lowest bandwidth among
latent-communication methods shown here, while preserving the utility benefit of latent communication. Latency is
normalized to Text-MAS. Bold marks the best overall value where directly comparable, and underlining marks the

best value among latent-communication methods.

B EM Leak. A Attr. Recon. Drop Edge Plan Inst. Prop.
0.01 723 0.70 0.0 0.72 0.68 0.0 1.00 663 043 051
0.05 72.1 0.55 0.1 0.58 0.5 0.2 0.75 662 039 045
0.10 71.9 043 0.5 043 040 0.6 0.50 66.0 037 0.40
0.50 70.5 0.39 1.0 041 0.39 0.9 025 648 035 0.38
1.00 68.0 0.37 20 040 038 1.3 0.10 61.7 034 0.36

Table 11: Sensitivity to bottleneck strength, adversarial strength, and communication sparsity. Left: effect of
B on HotpotQA exact match and average single-message leakage. Middle: effect of A on the reasoning mixture,
where Drop denotes utility drop. Right: effect of fixed active edge ratio on ToolBench planning utility and leakage.

K Utility (1) Leakage (]) Active Slots

2 67.8 0.34 1.3
4 69.0 0.37 2.1
8 69.7 0.40 34
16 70.0 0.46 5.8
32 70.1 0.55 9.7

Table 12: Sensitivity to the number of latent slots.
Larger slot budgets increase capacity and may increase
leakage.

Layer Set Utility (1) Leakage ({)
Early layers 67.4 0.43
Middle layers 68.9 0.40
Final layers 70.3 0.49
Middle + final 69.7 0.40
All selected layers 69.9 0.45

Table 13: Sensitivity to layer selection. Final-layer
states improve task utility but can expose more task-
irrelevant private information.

I Qualitative Case Studies and Failure
Cases

I.1 Sanitized Reconstruction Example

Table 16 shows a sanitized reconstruction example.
Unlike the aggregate leakage scores in the main
experiments, this example illustrates what a recon-
struction attacker observes in a concrete tool-use
planning instance. All secrets are synthetic and are

|C| Text Raw-Latent ICLC
1 031 0.62 0.29
2 034 0.76 0.32
3 036 0.86 0.34
4 038 0.91 0.35

Table 14: Coalition size analysis. Trajectory leakage
increases with coalition size, but ICLC keeps leakage
growth substantially flatter than Raw-Latent-MAS.

Edge Active Prop.

Task Family Ratio Slots Leak
Private-context QA 0.61 3.1 0.34
Collaborative reasoning 0.70 3.8 0.36
Tool-use planning 058 29 035

Table 15: Learned communication graph statistics.
The topology-aware gate adapts exposure to the task
family.

used only to test reconstruction leakage.

1.2 Failure Cases

ICLC reduces empirical recoverability under speci-
fied attackers, but it does not provide formal privacy
guarantees. The method can still fail when task-
relevant information is strongly entangled with sen-
sitive information. For example, if a private at-
tribute is necessary for selecting a correct tool or
answering the public query, any useful communi-
cation protocol may need to expose some related
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Field Content

Public task

Private local context
Raw-Latent attacker output
ICLC attacker output
Interpretation

Produce a valid tool-use plan for a mock workflow. The final plan does not require exposing the
credential string to other agents.

The memory agent stores a synthetic credential sk_test_42FAKE_MONARCH for a mock tool.
Recovers a near-complete string containing 42FAKE and MONARCH.

Produces unrelated high-frequency tool tokens and fails to recover the credential substring.
Raw latent messages can carry task-irrelevant confidential substrings, while ICLC suppresses

this unnecessary reconstruction channel in this example.

Table 16: Sanitized secret reconstruction example. The example uses a synthetic mock credential and contains no

real secret.

signal. Similarly, stronger adaptive attackers may
recover more information than the training-time
critics. These limitations motivate future work on
stronger formal guarantees and adaptive privacy
budgets for latent communication.

J Reproducibility Details

This appendix summarizes the protocol used to pro-
duce the reported results. All methods are evalu-
ated with the same task splits, agent roles, prompts,
communication topology, number of rounds, and
frozen backbone agents. The backbone LLLM pa-
rameters are never updated; only communication-
layer modules and training-time leakage critics are
optimized. Unless otherwise stated, experiments
use four agents, 7' = 3 communication rounds,
and three random seeds. Long-horizon propagation
experiments use up to 7' = 8 rounds.

ICLC implementation. ICLC extracts latent sub-
strates from middle-plus-final hidden layers. The
default setting uses ' = 8 latent slots and commu-
nication dimension d. = 256. Messages are gener-
ated by a receiver-conditioned bottleneck, filtered
by a hard-concrete exposure gate, and consumed
through soft-prefix fusion. At inference time, ICLC
uses deterministic posterior means and a fixed gate
threshold J, = 0.50; leakage critics and sensitive
labels are not used.

Training and tuning. We train communication
modules with AdamW using learning rate 1 x
1074, batch size 16, bottleneck weight 8 = 0.10,
exposure-flow weight a« = 0.05, and leakage
weight A = 0.50. Leakage critics use learn-
ing rate 2 x 10~* with two critic updates per
communication-module update. All baselines and
ICLC variants are selected on validation data using
the same privacy—utility criterion. No test examples
are used for hyperparameter selection, threshold
selection, attacker selection, or early stopping.

Data and attacks. Private-context QA uses Hot-
potQA with 4,000/500/1,000 train/validation/test
examples. Collaborative reasoning uses GSM8K,
MusSiQue, and ProofWriter; tool-use planning uses
ToolBench. Protected fields are inserted only into
agent-local contexts and are not required for the
public answer or final plan. They include syn-
thetic canaries, task-irrelevant attributes, protected
distractors, mock API keys, and confidential con-
straints. Final privacy results are computed with
held-out attackers trained after the communication
module is fixed. Attribute leakage uses MLP clas-
sifiers or regressors, membership leakage uses a
binary attacker reported as attack advantage, and se-
cret reconstruction uses an autoregressive decoder.

Compute and release. The communication mod-
ule has 18.6M inference-time parameters. Training-
time leakage critics have 24.1M parameters and are
discarded after training. The reference setup uses
4xA100 80GB GPUs, with about 8.5 hours per
seed and +6.8% inference latency overhead. Upon
publication, we will release preprocessing scripts,
task construction code, communication modules,
configuration files, and evaluation scripts.

J.1 Ethics and Data Handling

All private fields used in our experiments are syn-
thetic or benchmark-derived protected distractors.
We do not use real credentials, real medical records,
real financial identifiers, or real personally identi-
fying information. Synthetic secrets such as ca-
naries and mock API keys are inserted only to
evaluate whether latent communication can expose
task-irrelevant confidential fields. ICLC should not
be interpreted as a formal privacy guarantee. It
reduces empirical recoverability under specified
attacker models, but practical deployment should
also include access control, audit logging, data min-
imization, deletion propagation, and task-level au-
thorization policies.
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