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Abstract

Image embeddings are an essential commod-
ity in modern AI: stored at scale in vector
databases, transferred between edge devices
and cloud APIs, and traded as paid services.
Image embeddings have been implicitly treated
as anonymous—an assumption that has not
been rigorously tested even as embedding ser-
vices scale to billions of stored vectors. We
show this assumption breaks. We propose
Cross-modal Recovery Attack with Few-shot
Transfer (CRAFT), a framework that recov-
ers semantic meaning, including free-form cap-
tions and sensitive attributes. The attack fo-
cuses on the medical domain and facial fea-
tures, targeting black-box image embeddings
without reconstructing a single image in pixels
and without any knowledge of the underlying
model architecture, training data, or weights.
CRAFT combines a public dual-encoder, a lin-
ear alignment learned from intercepted image-
embedding pairs, and a fine-tuned embedding-
to-text decoder; we further strengthen recov-
ery with two augmentative techniques: cross-
modal reranking against the attacker’s text en-
coder and chain-of-thought prompting on a
diffusion-rendered low-fidelity reconstruction
of the leaked embedding. Attacks succeed with
as few as a single intercepted pair and transfer
across five open-source and proprietary embed-
ders. We disclose a privacy surface that current
defenses cannot close. Every setting that pre-
serves downstream utility also leaves the attack
effective. Black-box image embeddings, as
widely deployed in AI systems today, should
not be treated as privacy-preserving artifacts.1

1 Introduction

Embeddings are fundamental representations in
contemporary AI. Image embeddings are optimized
to preserve rich semantic and attributive infor-

*Correspondence author.
1We open source our code for reproducibility and further

research: https://github.com/siebeniris/CRAFT.

mation from images (Chen et al., 2020), mak-
ing them essential to multimodal systems and
increasingly valuable as stored, transferred, and
commercialized data assets (Radford et al., 2018;
Cohere, 2025; Comanici et al., 2025). They al-
low large image archives to be searched, clus-
tered, and compared efficiently, as illustrated by
Google’s IDC image-search system for whole-slide
pathology retrieval (Philbrick, 2026), and support
high-performance medical image classification us-
ing lightweight classifiers, reducing the need for
resource-intensive model training (Khoiwal and
McMillan, 2024). However, the assumption un-
derlying their deployment is the opposite, that the
embedding is an opaque, privacy-preserving proxy,
especially when the encoder weights are propri-
etary and only accessible through APIs.

This assumption has been broken for text embed-
dings; recent work has shown that an attacker can
train an attack model that reverses the black-box
embedding back to the original text in a few-shot
setting, oftentimes verbatim (Chen et al., 2025b).
Whether the same holds for image embeddings has
not been extensively explored. First, a single image
carries orders of magnitude more information than
a sentence, so it is not obvious that a mean-pooled,
fixed-dimensional vector retains enough of it to
recover meaningful information, especially from
unknown embedders. Second, the state-of-the-art
image encoders that ship in production, such as
COHERE (Cohere, 2025) and GEMINI (Lee et al.,
2025), are opaque in training and weights, leav-
ing no white-box surfaces open to attack (Bom-
masani et al., 2025). Beyond access, what it would
mean to reconstruct semantic meaning from im-
age embeddings has itself been under-defined and
under-explored, except for recent work in white-
box settings (Xiu and Zhang, 2025).

In this work, we demonstrate that image embed-
dings are, in fact, highly vulnerable to semantic
recovery. Our framework, Cross-modal Recovery
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Attack with Few-shot Transfer (CRAFT), ap-
proaches the attack in two layers. The base attack
fully leverages a pre-trained dual encoder, in which
images and text are trained jointly, paired with a
pre-trained language model and a closed-form lin-
ear alignment learned from a small set of inter-
cepted image-embedding pairs. Two augmenta-
tive techniques further amplify the recovery: cross-
modal reranking against the dual-encoder’s text
encoder, and Chain-of-Thought Reasoning (CoT)
over a low-fidelity reconstruction rendered by an
off-the-shelf diffusion model. Without ever recov-
ering the original pixels, an adversary can, there-
fore: (i) reconstruct the semantic meaning of the
image as natural language; (ii) use a pre-trained
diffusion model to render a low-fidelity intermedi-
ate reconstruction, not as a final output but as an
additional visual signal that diversifies and grounds
the recovered captions; and (iii) reveal sensitive
attributes such as medical-examination metadata
and identifiable facial features from the leaked vec-
tor. Using cross-model alignment, the same attack
model transfers to any black-box embedder without
target-embedder-specific retraining. Overall, our
contributions are:

• We show that image embeddings should be
treated as privacy-sensitive as the source
images and subject to the same data mini-
mization and security practices.

• We propose CRAFT, a novel attack frame-
work that amortizes its training cost across all
future victims via a closed-form per-victim
alignment, exposing the universal vulnerabil-
ity of image embeddings.

• We introduce two attack-time amplification
techniques and extend the framework to di-
rect attribute attacks on the victim embedding,
demonstrating empirically that it matches the
accuracy of a full-access attacker across med-
ical and facial attributes.

• We test standard embedding-level defenses
against CRAFT and find that none closes the
leak without diminishing downstream utility,
highlighting the severity of semantic recovery
attacks on image embeddings.

2 Related Work

Embedding Inversion Attacks Ensuring secure
embeddings is essential for contemporary AI sys-
tems, and embedding inversion attacks have gained

attention over the years, evolving from token-based
reconstruction (Song and Raghunathan, 2020) to
full-sentence generation (Li et al., 2023); from
requiring a large volume of victim embeddings
and their ground truth text (Morris et al., 2023) to
few-shot (Chen et al., 2025b) and zero-shot set-
tings (Zhang et al., 2025); extending to multilin-
gual textual embedding inversion attacks (Chen
et al., 2024, 2025a), and further focusing on cross-
domain (Kim et al., 2026) and cross-lingual (Yu
et al., 2025) optimization. In all of the above, em-
bedding inversion attacks have exclusively focused
on reconstructing text from textual embeddings.

Image Embedding Security While prior work
has analyzed information leakage in encrypted
images (Messadi et al., 2025), semantic leakage
from image embeddings has received less atten-
tion. One line of work reconstructs faces from
supposedly privacy-preserving face embeddings to
attack facial recognition systems (Otroshi Shahreza
et al., 2025, 2026; Wang et al., 2026). Chen et al.
(2026b) similarly trains Stable Diffusion models
to reconstruct semantically accurate images from
CLIP embeddings. Closer to caption-level recov-
ery, ZeroCap (Tewel et al., 2022) combines a frozen
CLIP encoder with PPLM-style decoding on a
frozen GPT-2 for zero-shot captioning, and CapRe-
cover (Xiu and Zhang, 2025) recovers captions by
training on white-box victim image embeddings. In
contrast, CRAFT recovers semantic content with-
out exact image reconstruction or training a mas-
sive decoder on victim embeddings.

3 Threat Model

We consider cross-modality inversion attacks in
which an adversary aims to recover semantic in-
formation, such as image captions and labels, of a
private image x from its embedding eV in any vic-
tim model’s embedding space V . The embedding
may have been intercepted from realistic attack
surfaces: an embedding store accessed by an unau-
thorized party (Song and Raghunathan, 2020), an
exfiltrated on-device cache (Sorensen and Khlaaf,
2024), a durable logged API response (Morris et al.,
2023), or embeddings transmitted from an edge de-
vice to a cloud service that stores private content
and serves downstream queries (Vepakomma et al.,
2018).

Adversary’s Goal Let encV : X → Rd be a
victim image encoder that maps images x ∈ X to
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Figure 1: Few-shot Semantic Recovery Attack on Image
Embeddings: 1) Attack Model Training; and 2) Cap-
tion recovery attacks, augmented by recovery candidate
reranking and CoT recovery reasoning;

d-dimensional embeddings. Given eV = encV (x)
for an unknown private image x, the adversary aims
to i) reconstruct text t̂ such that t̂ preserves the
semantic content of x, approximating the ground-
truth captions t for x; and ii) recover the label ŷ for
x, that matches the true label y.

Adversary’s Access We assume a realistic black-
box few-shot scenario. The adversary has no ac-
cess to weights, gradients, training data, or train-
ing procedures of encV (·), and cannot query at
attack time. It holds only a small alignment set
Dpair = {(xb, ebV )}Nb=1 of N paired tuples where
both the image xb and its victim embedding ebV are
captured and N ranges from {1, 10, 102, 103, 104},
well within what a single compromised storage
snapshot or a brief interception window would ex-
pose (The OWASP Foundation, 2025). The adver-
sary has no captions or labels in the victim’s space,
whereas it has unrestricted access to public image
corpora with captions and concept and modality
labels, Dpub, drawn from a broad but likely mis-
matched distribution.

4 Cross-Modal Recovery Attack with
Few-shot Transfer

We introduce a novel framework for a cross-modal
recovery attack with few-shot transfer on image
embeddings.

4.1 Attack Model Training on Public Data

Let encA(·) be the accessible dual encoders, a
jointly trained image–text model with image en-
coder enci,A(·) and text encoder enct,A(·); both are
frozen and the adversary uses only enci,A to train
the attack model. Separately, let (encLM, decLM)

be an off-the-shelf, text-only pretrained encoder–
decoder language model.

As shown in Fig. 1 (Top), the adversary trains
a lightweight auxiliary image-embedding-to-text
model fθ = (ϕθ, decLM) from scratch on a
public image–caption corpus Dpub, where ϕθ :
RdA → RT×h is a lightweight multilayer percep-
tron (MLP), trained from scratch, that projects the
L2-normalized image embedding enci,A(x) into
a sequence of T pseudo-tokens of hidden dimen-
sion h, and decLM is the decoder of the pretrained
LM, initialized from its pretrained weights and fine-
tuned. The pseudo-tokens cx replace the LM en-
coder’s output in the decoder’s cross-attention, so
encLM is discarded. Both trainable components
- ϕθ and decLM, with parameters collected in θ -
are optimized end-to-end on Dpub, with the other
parameters frozen, by maximum likelihood with
teacher forcing:

Ldec(θ) = −
∑︂

(x,t)∈Dpub

|t|∑︂

k=1

log pdecLM
(tk | t<k, cx)

(1)
where cx := ϕθ(enci,A(x)), optimized with
AdamW.

4.2 Embedding Alignment

We adopt the linear embedding alignment method
from Chen et al. (2025b) to map victim embed-
ding eV to attack space A with a learned linear
mapping matrix W , i.e., eV→A = eVW . The op-
timal alignment matrix W is obtained by solving
the least-squares minimization minW ∥EA−EV ·
W ∥2, where EV = [e1⊤V , · · · eN⊤

V ]⊤ ∈ RN×dV

and EA = [e1⊤A , · · · eN⊤
A ]⊤ ∈ RN×dA , and N is

the number of alignment samples, whereas dV and
dA are the embedding dimensions in victim and
attack spaces respectively. In result, the solution to
the least squares loss is:

W = (E⊤
V EV )

−1E⊤
V EA. (2)

The aligned embedding matrix from V to A is thus:

EV→A = EVW , (3)

where EV→A ∈ RN×dA . We use Dpair to align
victim vector eV to the attack space A, i.e., eV→A.

4.3 Caption Recovery Attacks

As shown in Fig. 1 (Bottom), we use the trained
decoder fθ to reconstruct the semantic meaning
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of the aligned embedding eV→A via beam search,
producing a candidate pool of K captions:
{︁
t̂(1), . . . , t̂(K)

}︁
= BeamSearchK

(︁
eV→A ; fθ

)︁
.

(4)

Recovery Candidate Reranking. To further im-
prove attack performance, the adversary leverages
the attacker text encoder enct,A(·) to embed each
candidate,

e
(j)
t,A = enct,A

(︁
t̂(j)

)︁
, j = 1, . . . ,K, (5)

and ranks the candidates by cosine similarity to the
aligned image embedding in the shared attacker-
side joint space:

t̂ = arg max
j∈{1,...,K}

⟨︁
e
(j)
t,A, eV→A

⟩︁
. (6)

This grounds the decoded text against the attack
joint embedding space without extra training cost.

CoT Recovery Reasoning. The candidate pool
{t̂(j)}Kj=1 and the aligned embedding eV→A en-
code complementary information about the source
image x: the captions identify entities, counts, and
actions reliably but are linguistically sparse, while
the embedding additionally retains coarse visual
structure (colors, spatial layout, scene type) that
the decoder fθ tends to neglect based on the trained
data. To exploit both, the adversary first renders a
low-fidelity reconstruction

x̂lo-fi = gimg(eV→A), (7)

where gimg is an off-the-shelf diffusion model, and
we use the same alignment method to align the vic-
tim embedding into the embedding space of gimg.

The pair (x̂lo-fi, {t̂(j)}Kj=1) is then handed to an
off-the-shelf vision–language model VLM(·) with
a chain-of-thought prompt (Wei et al., 2022) that
explicitly instructs the model to (i) identify the
consensus content across the K captions, (ii) ex-
tract visual cues from x̂lo-fi, (iii) reconcile the two
sources, preferring captions for entities and counts,
and the image for color, layout, and atmosphere,
and (iv) generate a final caption:

t̂ = VLM(x̂lo-fi, {t̂(j)}Kj=1; πCoT), (8)

with πCoT the structured prompt template. CoT
reasoning enables VLM to act as a learned prior
over plausible scenes, modulating decoder halluci-
nations that contradict the visual evidence x̂lo-fi and
adding visually salient details that the candidate K
captions omit.

4.4 Attribute Attacks
Beyond free-form caption recovery, the adversary
can directly query eV→A for sensitive attributes
(e.g., facial features, clinical findings), which does
not require training an attack model. Let A =
{a1, . . . , aC} a fixed attribute vocabulary with C
targets, and let y ∈ {0, 1}C be the per-attribute
ground-truth indicator vector for the source image
x. The adversary recovers ŷ using three attribute-
attack approaches that leverage the attack dual en-
coders encA(·) and the learned W .

Zero-Shot Probing For each attribute ac, the ad-
versary constructs a positive and a negative prompt
and embeds both with the text encoder enct,A (Rad-
ford et al., 2021):

e+c = enct,A(“a photo of a person with ac”),

e−c = enct,A(“a photo of a person without ac”).
(9)

We assign ac to the closer prompt under cosine
similarity:

ŷzs
c = 1

[︁ ⟨︁
e+c − e−c , eV→A

⟩︁
> 0

]︁
. (10)

Linear Probe The adversary also trains a linear
classifier fψ on top of the attack-model image em-
beddings. Given a labeled public corpus Dpub =
{(xj , yj)} with attribute labels yj ∈ {0, 1}C , fψ
is fit on the attack-encoded inputs enci,A(x) by
masked binary cross-entropy 2:

Lcls(ψ) = E(x,y)∼Dpub

[︄
C∑︂

c=1

mc BCE
(︁
yc, σ(zc)

)︁
]︄

(11)
where zc is the c-th logit of fψ

(︁
enci,A(x)

)︁
and

mc = 1[yc ̸= −1] masks unlabeled attributes. Dur-
ing attack, the trained classifier is applied to the
aligned victim embedding eV→A,

ŷlcc = 1

[︂ (︁
fψ(eV→A)

)︁
c
> 0

]︂
, (12)

with the raw logits acting as continuous scores for
ranking metrics. We use a linear classifier follow-
ing Alain and Bengio (2017).

MLP Probe The adversary additionally trains a
non-linear classifier, i.e., a MLP fη(x) = W2 ·
σReLU(W1x+ b1) + b2 with hidden dim 512 and
dropout rate of 0.3, on the attack space embed-
dings with softmax cross-entropy for the single-
label task (ROCOv2 modality), and masked binary

2https://docs.pytorch.org/docs/2.12/generated/
torch.nn.BCELoss.html
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cross-entropy over all labels jointly for the multi-
label tasks (ROCOv2 CUI concepts and CelebA
attributes).

5 Experimental Setup

We use the FLANT5 model as a backbone for
training our attack generator, and CLIP-VIT-BASE-
PATCH32 as our attack dual encoder. We attack
embeddings from victim encoders CLIP (LARGE-
PATCH14), NOMIC, GEMINI2, COHERE and
NVIDIA. For training, we use batch size 256, learn-
ing rate 1e − 3, and up to 50 epochs with early
stopping on validation loss. The full list of models
and encoders is in Table 6, as are datasets and tasks
in Table 7. For caption recovery attacks, we use
COCO (Lin et al., 2014), Flickr30k (Young et al.,
2014) for training/evaluating in-domain caption re-
covery attacks; and NoCaps (Agrawal et al., 2019)
for cross-domain evaluation with COCO-trained
fθ.

Caption Recovery Baselines As our attack sce-
nario has not been widely examined, we have
one directly related baseline, SLImE (Chen et al.,
2026a), which contrastively aligns image embed-
dings with text-tag embeddings and refines the out-
put with a multimodal LM. We further compare
with ZeroCap, a zero-shot CLIP-guided caption
generator; we adapt it by feeding eV→A in place
of its CLIP image embedding. Vec2Text assumes
access to paired victim embeddings and captions,
which we provide directly as (eV , t) pairs for train-
ing. ALGEN is a cross-encoder text-embedding
inverter, which we adapt to images by aligning eV
to et,A first and then running its text-trained gener-
ator on eV→A.

CLIP Rerank fθ generates K = 5 candidates
per image via beam search, we choose K = 5 to
strike a balance of compute efficiency and perfor-
mance (see the ablation study K in Table 8); the
attacker reranks them by cosine similarity to eV→A

using the attacker CLIP text encoder enct,A. The
argmax is reported as t̂; the top-K pool is fed to
CoT.

CoT Recovery gimg is the frozen KANDINSKY

2.2 (Razzhigaev et al., 2023) conditioned on a sep-
arately aligned CLIP-BIGG embedding with Dpair

(cf. Table 6). The lo-fi output and the rerank pool
are passed to GPT-4O (OpenAI et al., 2024) CoT
prompt; the top-1 output is the refined t̂.

Attribute Attacks We evaluate the attribute at-
tack on ROCOv2 (Rückert et al., 2024) (UMLS
concept detection on radiology images) with linear
probe and CelebA (Liu et al., 2015) (40 binary fa-
cial attributes) through both attacks of §4.4.; see
Table 7.

Defense Setup We evaluate embedding-level de-
fense approaches applied to eV before use: Gaus-
sian noise insertion and local Differential Privacy.
Utility tasks are evaluated in the victim’s joint
space: image-embedding-to-text retrieval R@{1, 5,
10} on the caption datasets and zero-shot classifi-
cation accuracy on the attribute datasets.

Evaluation Metrics Caption recovery: multi-
reference BLEU and Rouge-{1,2,L} between t̂ and
t, and alignment cos(eV→A, ei,A). Attribute at-
tacks: top-1 accuracy (modality), balanced ac-
curacy, mean ROC-AUC (CelebA), and F1 with
mean average precision (mAP) (multi-label UMLS
concepts). Defense and Utility: cosine similar-
ity between original and protected eV ; image-
embedding-to-text retrieval R@{1,5,10} on cap-
tion datasets and zero-shot classification accuracy
on attribute datasets.

6 Attack Image Embeddings

6.1 Caption Recovery from Image
Embeddings

Our attack directly recovers text from the aligned
victim embedding eV→A using the trained fθ. Fig-
ure 2 reports the cosine similarity cos(eV→A, ei,A)
on the alignment set (dotted) and test set (solid),
and (bottom) the Rouge-L between the recovered
text and the ground-truth captions, across align-
ment sizes N . With more alignment pairs, eV→A

converges to the attacker-space image embedding
and the recovered text correspondingly improves.
Even at N=1, reconstruction already reaches sub-
stantial ≈ 30 Rouge-L across all victim encoders,
with COHERE particularly vulnerable in the ex-
treme few-shot setting. Our threat model centers
on the few-shot setting (N ≤ 103), we compare
against baselines at N=103, simulating the up-
per end of what a single intercepted batch realisti-
cally exposes (Table 1), where CRAFT achieves
≥ 50.99 in Rouge-L, indicating that most of the
caption’s content words and their order have been
reconstructed. N=104 is reported, showing the at-
tack continues to scale outside the few-shot settings
(Table 11). To test how sensitive the alignment is
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Table 1: Caption Recovery from Black-Box COHERE
Image Embeddings (N = 1000). The best results across
metrics are bolded, and the ceiling results are in grey.

Methodology Strategy BLEU Rouge-L Rouge-1 Rouge-2

Vec2Text Base 0.28 8.12 8.36 0.55

ALGEN Base 4.33 28.05 33.05 11.09
+ Rerank [T5] 4.38 28.04 33.11 11.00

ZeroCap + Align 1.37 19.03 20.93 3.39

SLImE Deepseek v3.2 9.61 26.97 31.13 6.69

Ours ei,A 28.27 53.46 58.02 32.59

Base 25.62 50.99 55.67 29.68
+Rerank [CLIP] 26.32 51.92 56.29 30.69
+CoT 28.40 53.01 57.37 31.88

Figure 2: Caption Recovery (solid lines) and Cosine
Similarity (dotted lines) across Embedding Models by
Alignment Sample sizes, augmented with CLIP-Rerank.

to which alignment samples an attacker happens
to obtain, we refit W on 10 independent random
subsets for each victim embedder and each shot
size N , and report alignment cosine and Rouge-
L as mean ± 95% CI in Table 9. At each N , the
results are stable across refits and statistically indis-
tinguishable across embedders; the only axis along
which they move is the attacker’s budget N itself.

Table 1 reports caption recovery from COHERE

image embeddings at N = 1,000 alignment pairs.
Vec2Text and ALGEN both require paired image–
text data beyond the intercepted (image, embed-
ding) pairs and are not directly applicable to our
setting; we adapt each as faithfully as possible.
Vec2Text fails to converge in the few-shot setting
and remains subpar even with substantially larger
victim data (Table 10, 11). ZeroCap, coupled
with ALGEN alignment and QWEN as decoder,
reaches 19.03 Rouge-L; SLImE with DeepSeek
v3.2 reaches 26.97.

Our base attack already more than doubles
BLEU over the strongest baseline (25.62 vs. 9.61)
and improves Rouge-L by 19.9 absolute points
(50.99 vs. 31.13), without any inference-time re-
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Figure 3: Near-Domain and Out-Domain Caption Re-
covery on NoCaps dataset with CLIP-Rerank.

finement. CLIP-Rerank consistently improves all
four metrics (+0.70 BLEU, +0.93 Rouge-L); apply-
ing a T5 reranker to ALGEN, in contrast, yields
essentially no gain (+0.05 BLEU), suggesting the
benefit derives specifically from attack CLIP’s joint
image-text space. CoT refinement adds a further
+2.08 BLEU, bringing our best configuration to
28.40 BLEU / 53.01 Rouge-L, close to the ceiling
obtained by decoding directly on the attack embed-
ding ei,A. The same pattern holds across all victim
embedders (Table 11). See Table 18 for qualita-
tive analysis of leveraging CLIP-Rerank and CoT
reasoning for caption recovery. The small margin
reflects the strength of the core attack rather than a
weakness of CoT: alignment and reranking alone
already approach the white-box reference, leaving
little headroom for any refinement stage. The core
attack uses no VLM or diffusion model and es-
tablishes our main results; we include CoT as an
optional stage to show that an attacker willing to
pay can push recovery further, which matters in
a privacy setting where any additional recovered
detail is a real gain.

We adopt CLIP-Rerank as the default decoding
strategy for the rest of the paper, unless noted oth-
erwise, to balance cost and performance.

6.2 Cross-Domain Caption Recovery

We test robustness to image distribution shift by
applying the COCO-trained fθ and COCO-fit align-
ments W unchanged to NoCaps, whose images
are drawn from Open Images and split by object-
vocabulary overlap with COCO into near-domain
and out-domain. Recovery improves monotoni-
cally with N on both, as in the in-domain case
(Fig. 3). At N=103, the near-domain split reaches
mean BLEU 18.8 and Rouge-L 44 across the five
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victims, within a few points of in-domain data,
while the out-domain split reaches BLEU 13.1 and
Rouge-L 40 (Table 13). The BLEU gap between
the splits is 5-7 across N ; the Rouge-L gap is
smaller (∼4). Distribution shift therefore makes the
attack measurably harder, but does not prevent it.
See full results in Table 12, and qualitative analysis
across victim encoders in Table 19.

6.3 Attribute Attacks on Image Embeddings
with Sensitive Information

Image embeddings also reveal sensitive attributes
of the original images; the privacy implications are
stark. We attack the 40 binary facial attributes of
CelebA via both zero-shot and linear probe (Ta-
ble 2). Even without labeled training data, the zero-
shot attack reaches ROC-AUC ∼62 at N=103,
within 4-5 points of the white-box reference 66.81.
An adversary with a small labeled face corpus on
the attack side reaches ROC-AUC ∼80 via a linear
probe at only N=102, near the the white-box refer-
ence ceiling of 82.71; the probe at N=10 already
exceeds the zero-shot attack atN=103 (ROC-AUC
> 70), recovering gender, expressions, facial char-
acteristics, accessories with no query access to the
victim encoder. Fig. 6 shows the result per attribute:
Male is recovered near-perfectly, and Wearing Lip-
stick, No Beard, and Heavy Makeup all exceed
ROC-AUC 90 on both victim embeddings. Re-
sults are consistent across the two victim encoders
(CLIP and Nomic within ∼2 AUC at every N ).3

With MLP probe, for attribute attacks on CelebA
across N, the performance is better or comparable
across metrics compared to zero-shot and the linear
probe (cf. Table 2); for attribute attacks on Ro-
coV2 CUI, the performance is particularly strong
in F1 score (≥60 at N = 103) , while compara-
ble in mAP in comparison to the linear probe (cf.
Table 14).

Beyond face attributes, image embeddings ex-
pose the anatomical and modality structure of med-
ical images. We attack UMLS concept detection
on ROCOv2 over the 19 most frequent concepts
present in the eval data, using the linear probe (see
details per-class in Fig. 5). The recovered concepts
describe how an image is acquired and what is im-
aged, such as imaging modality (CT, MRI, plain
X-ray, ultrasound, angiogram), anatomical region
(skull, spine, pelvis, breast, lower extremity), and

3CelebA’s evaluation split is too large to extract through
paid embedding APIs; we restrict this dataset to open-source
victims.

Table 2: Attribute Attacks on CelebA across N .

Embedder N ROC-AUC ACC Bal. ACC

Z
er

o-
sh

ot

ei,A – 66.81 68.03 61.29

CLIP

1 49.09 64.66 50.00
10 50.90 67.49 51.15
100 59.73 67.04 55.79
1000 62.96 65.87 58.39

Nomic

1 50.07 64.66 50.00
10 52.38 67.95 52.01
100 58.53 66.29 55.55
1000 61.83 66.11 57.60

L
in

ea
r

Pr
ob

e

ei,A – 82.71 83.99 54.28

CLIP

1 50.34 79.91 50.00
10 70.86 81.69 51.84
100 79.82 83.64 53.94
1000 79.70 83.71 53.97

Nomic

1 50.19 79.91 50.00
10 75.76 83.03 53.31
100 79.52 83.78 54.09
1000 77.90 83.72 54.00

M
L

P
Pr

ob
e

ei,A – 79.32 85.41 56.37

CLIP

1 54.59 78.35 50.00
10 71.44 82.66 53.16
100 77.37 84.96 55.93
1000 78.35 85.22 56.19

Nomic

1 49.23 78.35 50.00
10 74.98 83.99 54.57
100 77.61 84.85 55.78
1000 78.41 85.14 56.15

1 10 100 1000
N

0
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20

30

40

50

60
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Figure 4: Attribute Attacks on ROCOv2 CUI across N
and Victim Embedders in mAP.

view orientation (anterior-posterior, sagittal). The
attack matches or exceeds the the white-box ref-
erence ceiling (mAP 42.96) at N=102 across all
five victim encoders, including the proprietary ones
(COHERE 47.37, GEMINI2 43.68, NVIDIA 43.53)
and the open-source CLIP 44.13 and NOMIC 42.08
(Table 14). Even at N=10, mAP reaches 30–37
across encoders. Precision remains at 100% across
all N ≥ 102: the probe predicts few positives per
image (low recall), but every recovered concept dis-
closes, with no error, what kind of medical exami-
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Table 3: COHERE Embeddings, Utility and Defense, from the perspective of consumers and service providers, the
retrieval performance the higher the better ↑ , and the inversion performance the lower the better ↓. (N=1000)

Dataset Defense Parameter R@1 ↑ R@5 ↑ R@10 ↑ COS ↓ BLEU ↓ Rouge-L ↓ Rouge-1 ↓ Rouge-2 ↓

Flickr30k

No Defense - 95.8 99.8 100.0 0.6519 19.63 44.45 48.06 24.06

Gaussian Noise

0.001 95.60 99.80 100.00 0.6515 20.21 45.06 48.74 24.33
0.01 94.80 99.80 100.00 0.6563 19.52 45.47 48.84 24.87
0.1 76.20 93.60 96.30 0.4358 8.47 32.99 36.20 12.93
1 0.5 1.30 2.60 0.0418 5.90 28.87 31.85 9.66

LapMech

0.1 10.90 26.50 36.50 0.2114 6.86 30.40 33.50 10.85
0.25 77.00 93.70 96.10 0.4332 8.86 33.04 36.62 13.53
0.5 92.40 99.60 99.90 0.5500 13.15 38.45 42.02 18.52
1 94.30 99.60 99.90 0.6186 17.59 42.62 46.01 22.17
2 94.70 99.60 100.00 0.6510 18.84 44.40 48.19 23.63

PurMech

0.1 8.70 24.10 33.4 0.0174 6.22 29.30 32.03 9.79
0.25 55.60 68.60 70.30 0.4310 7.92 32.69 36.16 12.54
0.5 91.10 99.20 99.80 0.5473 13.08 37.86 41.62 18.15
1 93.30 99.90 99.90 0.6167 17.03 41.75 45.59 21.65
2 94.90 99.70 100.00 0.6510 19.42 44.91 48.58 24.67

NoCaps

No Defense - 97.40 100.00 100.00 - 15.32 41.14 45.38 19.57

Gaussian Noise

0.001 97.60 100.00 100.00 - 14.79 40.98 45.22 19.29
0.01 97.40 100.00 100.00 - 13.99 40.20 44.29 19.05
0.1 85.40 97.00 99.00 - 6.43 31.99 34.90 10.03
1 1.00 3.00 6.40 - 4.79 30.77 33.71 8.83

LapMech

0.1 13.60 35.80 45.60 - 5.55 31.23 33.89 9.43
0.25 84.60 97.40 99.00 - 6.43 32.28 35.22 10.54
0.5 94.80 99.80 100.00 - 8.01 33.72 36.62 12.25
1 96.40 99.80 100.00 - 9.69 36.22 39.74 14.00
2 97.00 100.00 100.00 - 13.04 39.75 43.28 17.79

PurMech

0.1 12.80 29.20 41.80 - 5.51 31.29 34.13 9.43
0.25 61.60 70.00 70.80 - 6.24 32.05 35.09 10.11
0.5 94.20 99.80 100.00 - 7.69 33.30 36.47 11.64
1 98.00 100.00 100.00 - 11.29 36.78 40.45 15.47
2 97.60 100.00 100.00 - 13.40 39.74 43.66 18.21

nation the patient underwent, a class of metadata
that conventional embedding-storage protocols as-
sume to be hidden.

7 Limits of Perturbation-Based
Embedding Sanitization

To explore mitigations against our methods, we
evaluate perturbation-based mechanisms designed
to protect systems from embedding-based attacks.

Gaussian Noise Insertion We add Gaussian
noises to eV with (eV + λ · ϵ)/∥eV + λ · ϵ∥,
ϵ ∼ N (0, 1), with λ ∈ [0.001, 0.01, 0.1, 1] (Mor-
ris et al., 2023; Chen et al., 2024, 2025b).

Local Differential Privacy (LDP) Purkayastha
Mechanisms (PurMech) and Normalized Planner
Laplace (LapMech) are leveraged to ensure met-
ric LDP on textual embeddings (Du et al., 2023;
Chen et al., 2025b). To compare the same oper-
ating point across our victims of dimension d ∈
{768, 1536, 2048, 3072} (cf. Table 6), we apply
a dimension-normalized budget c := ϵ/d. Both

mechanisms then yield the same retained cosine
similarity between unprotected and protected vic-
tim embeddings:

ρ(c) =
c√

1 + c2
, (13)

independent of d. We evaluate c ∈
{0.1, 0.25, 0.5, 1, 2, 4, 8}. Equivalently,
ρ ∈ {0.10, 0.24, 0.45, 0.71, 0.89, 0.97, 0.99}.
The formal LDP guarantee at each c is ϵ = c · d.

7.1 Results
We show comprehensive utility and mitigation re-
sults for COCO (Table 15), Flickr30 (Table 16) and
with cross-domain results on NoCaps (Table 17),
across victim embedders. We present results for
COHERE embeddings on Flickr30k and NoCaps in
Table 3.

At the most aggressive LDP setting, c=0.1 for
both LapMech and PurMech, retrieval R@1 falls to
10-14 across the three datasets while recovered cap-
tions still reach Rouge-L between 29.30 and 31.29
(COHERE: 30.40 on Flickr30K, 31.23 on NoCaps,
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Table 4: Cost of each stage of the attack.

Stage When paid Cost (V)LLM pass?

Decoder training once, offline (shared by all victims) 3 h training no
Alignment W once per victim 2.6ms (N=1) → 11.2ms (N=104) no
Recovery (no CoT) per image embedding ≈10ms (GPU) / ≈160ms (CPU) no

+ CoT refinement (optional) per image embedding ≈10–30 s (GPU) yes

Table 5: Alignment fit time as a function of the number
of paired samples N (d = 768).

N 1 10 102 103 104

Fit time 2.6ms 2.6ms 2.7ms 3.4ms 11.2ms

30.37 on COCO). Gaussian noise at λ=1 produces
a comparable result: R@1 falls to ≤ 2 while Rouge-
L stays in the 28.87-30.77 range. Both mechanisms
thus drive the attack to a Rouge-L of 30.

The LDP setting with c=0.5 retains usable re-
trieval (COHERE/Flickr30K R@1 92.4) at the cost
of leaving the attack at Rouge-L 38.45 and BLEU
13.15, reducing inversion quality by approximately
6 Rouge-L points from the undefended baseline
(44.45) but not eliminating it. The cross-domain
NoCaps results are particularly alarming: even
when the attacker holds no in-domain alignment
and no defended alignment pairs, a weaker threat
model than the in-domain setting, the attack still
recovers Rouge-L in the 30-33 range under every
defense in our setting. Lower c and higher λ values
reduce both utility and attack quality simultane-
ously but never drive Rouge-L below 30.

8 Discussion and Conclusion

Image embeddings are not anonymous represen-
tations of the underlying images. Using only a
small set of intercepted image-embedding pairs, as
few as a single pair, and a publicly available dual-
encoder, an adversary recovers natural-language
captions and sensitive attributes from leaked em-
beddings across contemporary image encoders, in-
cluding proprietary ones. The attacker trains an
attack model on its own encoders once and amor-
tizes the cost across all future victims via a linear
alignment. None of the standard embedding-based
defenses we evaluate eliminates the leakage. The
assumption that storing embeddings rather than pix-
els preserves the privacy of the underlying images
is called into question. We urge the design and eval-
uation of defenses that account for cross-encoder
transferability and adaptive adversaries, and treat
image embeddings in production systems as the
sensitive, high-risk artifacts they are.

Computing Resources and Use of AI

We specify the cost of the attack per stage in Ta-
ble 4. All training and evaluation were run on a
single AMD Instinct MI250X GPU (ROCm 6.2.4
+ PyTorch 2.7); each attack model takes approx-
imately 3 hours to train. The cost of alignment
depends on the hidden dimension size d of the
victim embeddings; as d grows (we evaluated em-
beddings with d ∈ [768, 1536, 2048, 3072]), the
cost is negligible. We show an example of the cost
with d = 758 in Table 5. The core attack is cost-
efficient: after a one-time decoder training (reused
across all victims), calibrating to a new victim is
a closed-form alignment fit costing about 10 ms
and a handful of pairs, and recovering a caption
costs about 10ms per image on GPU (beam search
+ CLIP rerank; no VLM). The CoT refinement is an
optional stage that trades cost for performance; it
adds a Kandinsky (open-source model) reconstruc-
tion plus an VLM reasoning pass per refinement
iteration, about 10-30s per image. We report it sep-
arately and present the low-resource attack without
it; CoT is only for an attacker willing to pay, where
even marginal privacy gains are worthwhile.

We used a large language model assistant to pro-
vide programming suggestions and to check the
draft’s grammar and fluency. We did not use AI
to generate ideas, create images, or produce other
substantive content for this work. The authors have
reviewed the draft and take full responsibility for
the manuscript.

Limitations

Our work does not propose a sufficient defense
mechanism for CRAFT. Although we evaluated
two of the most efficient existing defense mecha-
nisms for textual embeddings, we found them inef-
fective against cross-modal semantic recovery at-
tacks on image embeddings. The primary focus of
this work is to expose the security vulnerabilities in
embedding services providing image embeddings
as commodities, and to inspire the development of
future defense paradigms.
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Ethical Considerations

CRAFT relies only on publicly available com-
ponents and a small set of intercepted image-
embedding pairs that any API user can construct
independently; the vulnerability we expose pre-
exists our publication, and we disclose it to mo-
tivate mitigation by the community. All datasets
used are publicly available (MS-COCO, Flickr30K,
NoCaps, CelebA, ROCOv2); CelebA contains iden-
tifiable faces, and we report only aggregate metrics.
Commercial APIs were accessed under standard
developer terms. This work is at risk of dual-use,
as the methods that we develop can be used to infer
sensitive information from exposed embeddings.
We therefore open-source our code to enable repro-
ducibility and defense development, but withhold
the pre-fit alignments for the commercial victims
and the intercepted alignment pair caches to limit
direct misuse. We make no claim that defenses can-
not exist; cryptographic protection at storage and
per-deployment secret transforms remain promis-
ing directions our setup does not evaluate. Our
intention is to support responsible risk assessment,
and to encourage embedding providers and down-
stream users to treat image embeddings as sensitive
data as the original images.
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Table 6: Details of the Models

Model Usage Dimension # Parameters Platform Access Name

CLIP Attack Dual Encodder 512 151M Huggingface Open-source openai/clip-vit-base-patch32
FLAN-T5 (Chung et al., 2024) Attack LM fθ 512 77M Huggingface Open-source google/flan-t5-small

CLIP Victim Embedder 768 428M Huggingface Open-source openai/clip-vit-large-patch14
NOMIC Victim Embedder 768 92.9M Huggingface Open-Source nomic-ai/nomic-embed-vision-v1.5

GEMINI2 Victim Embedder 3072 - Vertex AI Proprietary google/gemini-embedding-2-preview
COHERE Victim Embedder 1536 - Cohere Proprietary embed-v4.0

NVIDIA (Babakhin et al., 2025) Victim Embedder 2048 - OpenRouter Proprietary nvidia/llama-nemotron-embed-vl-1b-v2:free

DEEPSEEK-V3.2 LLM - 685 B OpenRouter Open-source deepseek/deepseek-v3.2
GPT-4O VLM - - OpenRouter Proprietary openai/gpt-4o

KANDINSKY 2.2 (Razzhigaev et al., 2023) Stable Diffusion Model - 271B Huggingface Open-Source kandinsky-community/kandinsky-2-2-decoder
CLIP in KANDINSKY 2.2 Dual Encoder 1280 1.8B Huggingface Open-Source ViT-bigG-14-laion2B-39B-b160

Table 7: Datasets and their Tasks. Caption-recovery uses a held-out set of 500 images for evaluation; attribute tasks
use the dataset’s standard validation split. NoCaps has no training split; the COCO-trained generator fθ is used for
evaluating NoCaps. Alignment pairs DN are sampled from the training split at sizes N ∈ {1, 10, 102, 103, 104}.

Dataset Domain Attack Labels / classes # Train # Eval Notes

COCO (Lin et al., 2014) Natural Caption recovery 5 Ref. Captions / Image 113,287 500 Dpub, In-Domain Eval
Flickr30K (Young et al., 2014) Natural Caption recovery 5 Ref. Captions / Image 29,000 500 Dpub, In-Domain Eval
NoCaps (Agrawal et al., 2019) Natural (OOD) Caption recovery 10 Ref. Captions / Image - 500 Coss-domain Eval

ROCOv2 (Rückert et al., 2024) Medical Modality + CUI 6 modalities; top-K UMLS concepts 1000 / 59,962 1000 / 9,904 PMC open-access radiology
CelebA (Liu et al., 2015) Face Attribute 40 binary facial attributes 1000 / 162,770 1000 / 19,962 open-source victims only

Table 8: Ablation study of K using COCO, where N =
1000. The best value per victim embedder is in bold.

Victim K BLEU Rouge-L Rouge-1 Rouge-2

CLIP

1 24.11 51.43 56.35 29.14
3 25.78 51.82 56.14 30.02
5 25.28 51.85 56.22 29.84
8 25.11 51.56 56.26 29.81
10 25.24 51.66 56.40 29.99

NOMIC

1 25.15 51.71 56.61 30.32
3 26.37 51.80 56.61 30.40
5 26.33 52.05 57.00 30.89
8 25.88 51.63 56.51 30.56
10 25.28 51.17 56.07 30.04

COHERE

1 26.12 51.75 56.31 30.75
3 26.63 51.74 56.23 30.74
5 26.32 51.92 56.29 30.69
8 26.93 52.14 56.70 30.83
10 27.08 52.47 56.98 31.35

GEMINI2

1 26.23 51.63 56.06 30.79
3 27.42 52.60 56.98 31.61
5 26.68 52.56 57.14 31.51
8 26.75 52.66 57.19 31.46
10 26.59 52.31 56.96 30.83

NVIDIA

1 25.36 51.52 56.47 30.41
3 27.02 52.87 57.70 32.02
5 26.96 52.65 57.73 31.69
8 27.41 52.91 57.78 31.74
10 27.54 53.30 58.01 32.42

Table 9: Sensitivity of the attack to the alignment sam-
ple size N in the few-shot setting. For each victim
and each N , the alignment W is refit on 10 indepen-
dent random subsets of image-embedding pairs, and the
caption-recovery attack is re-run for every victim em-
bedding; we report the mean ± 95% confidence interval
over the 10 runs.

Victim N=1 N=10 N=102 N=103

(a) Alignment cosine on held-out validation pairs

CLIP 0.441± 0.029 0.660± 0.007 0.771± 0.002 0.788± 0.000
NOMIC 0.441± 0.029 0.645± 0.008 0.734± 0.002 0.791± 0.000
COHERE 0.423± 0.034 0.636± 0.010 0.739± 0.002 0.724± 0.000
GEMINI2 0.441± 0.029 0.652± 0.007 0.758± 0.002 0.739± 0.000
NVIDIA 0.441± 0.029 0.650± 0.008 0.743± 0.002 0.741± 0.000

(b) Rouge-L of the recovered caption (CLIP rerank)

CLIP 28.68± 1.73 33.80± 1.31 46.71± 0.51 51.85± 0.00
NOMIC 28.19± 2.31 33.74± 1.18 46.27± 0.53 52.07± 0.01
COHERE 29.68± 2.22 33.60± 1.22 48.11± 0.45 51.92± 0.00
GEMINI2 27.95± 2.16 33.17± 1.74 46.84± 0.52 52.56± 0.00
NVIDIA 30.25± 1.03 34.14± 1.37 48.25± 0.48 52.65± 0.00
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Figure 5: Attribute Attacks on RocoV2 CUI per Class in AP, results on a random subset of 1000 samples.
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Figure 6: Attribute Attacks on CelebA per Class with ROC-AUC (AUC) with Linear Probe.
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Figure 7: NoCaps source
image; reference caption:

“a man on a windy beach
flying a kite”.

Table 19: Qualitative Cross-Domain Caption Recovery for Fig. 7 with CLIP-Rerank. At
N=104, all five victim encoders produce the identical recovered caption.

Victim N = 1 N = 10 N = 102 N = 103 N = 104

CLIP A person riding a
snowboard down
a snow covered
slope.

A man riding a
skateboard down
a snow covered
slope.

A man standing on
a beach flying a
kite.

A man flying a kite
on top of a beach.

A man standing on
a beach flying a
kite.

COHERE A group of people
sitting on top of a
skateboard.

A man sitting on
top of a skateboard
in a park.

A man riding a
skateboard on top
of a sandy beach.

A man standing on
a beach flying a
kite.

A man standing on
a beach flying a
kite.

GEMINI2 A person riding a
snowboard down
a snow covered
slope.

A man sitting on
top of a wooden
bench.

A person on a beach
flying a kite.

A man flying a kite
in the middle of a
field.

A man standing on
a beach flying a
kite.

NOMIC A person riding a
snowboard down
a snow covered
slope.

A man riding a
snowboard down
a snow covered
slope.

A man riding a
board on top of a
sandy beach.

A man standing on
a beach flying a
kite.

A man standing on
a beach flying a
kite.

NVIDIA A man riding a
snowboard down
a snow covered
slope.

A man standing on
top of a wooden
bench.

A man standing
on top of a sandy
beach.

A man standing on
a beach flying a
kite.

A man standing on
a beach flying a
kite.
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Table 10: Vec2Text baseline results on the COCO
dataset.

victim N BLEU Rouge-L Rouge-1 Rouge-2

RANDOM 1 0.04 4.61 4.79 0.09
10 0.04 4.64 4.81 0.09
100 0.04 4.44 4.56 0.05
1000 0.15 8.15 8.39 0.60
10000 1.40 18.74 19.06 1.89

CLIP 1 0.04 6.78 6.85 0.09
10 0.08 6.88 6.96 0.17
100 0.08 7.87 7.97 0.17
1000 0.22 16.87 17.61 2.32
10000 11.31 38.12 41.73 15.58

COHERE 1 0.06 3.43 3.64 0.13
10 0.06 3.36 3.54 0.14
100 0.03 3.18 3.36 0.09
1000 0.28 8.12 8.36 0.55
10000 12.40 40.54 44.60 17.36

GEMINI2 1 0.04 4.09 4.27 0.11
10 0.04 4.04 4.19 0.08
100 0.04 3.90 4.03 0.07
1000 0.06 8.13 8.62 0.42
10000 11.65 39.19 43.01 16.99

NOMIC 1 0.03 5.03 5.10 0.09
10 0.03 5.01 5.06 0.10
100 0.04 5.97 6.12 0.13
1000 1.27 18.17 18.36 1.83
10000 2.40 24.19 25.44 5.76

NVIDIA 1 0.03 5.21 5.38 0.03
10 0.03 5.57 5.74 0.03
100 0.04 5.95 6.12 0.06
1000 0.17 7.77 8.14 0.38
10000 11.02 37.74 41.26 15.41

Table 11: Text Reconstruction from Image Embed-
dings Across Victim Embedders on the COCO dataset.
The best performances for each victim embedding are
bolded across metrics .

Victim N Decoding BLEU Rouge-L Rouge-1 Rouge-2

CLIP 1 Base 2.61 26.69 27.04 3.86
+Rerank [CLIP] 2.28 26.56 26.92 3.24

10 Base 8.80 35.98 39.63 13.75
+Rerank [CLIP] 8.79 35.61 39.22 13.13

100 Base 20.09 46.00 50.57 24.17
+Rerank [CLIP] 18.98 46.05 50.50 24.16

1000 Base 24.03 50.52 55.11 28.82
+Rerank [CLIP] 25.28 51.85 56.22 29.84
+CoT 27.20 53.08 57.20 31.42

10000 Base 27.67 53.14 57.70 31.94
+Rerank [CLIP] 29.82 54.30 58.94 33.37
+CoT 30.42 54.95 59.25 33.86

COHERE 1 Base 7.44 32.86 35.53 10.96
+Rerank [CLIP] 7.48 32.33 34.96 10.29

10 Base 9.93 35.72 39.32 14.44
+Rerank [CLIP] 9.59 35.66 39.23 14.11

100 Base 20.89 46.71 51.05 25.10
+Rerank [CLIP] 22.4 48.36 52.86 27.02

1000 Base 25.62 50.99 55.67 29.68
+Rerank [CLIP] 26.32 51.92 56.29 30.69
+CoT 28.40 53.01 57.37 31.88

10000 Base 29.06 54.05 58.79 33.64
+Rerank [CLIP] 30.12 55.55 60.39 35.05
+CoT 32.07 56.09 60.51 35.42

GEMINI2 1 Base 2.50 24.75 25.03 3.81
+Rerank [CLIP] 2.11 26.17 26.57 2.72

10 Base 8.55 36.08 39.50 13.55
+Rerank [CLIP] 8.06 35.49 39.15 12.82

100 Base 19.28 45.85 50.87 24.33
+Rerank [CLIP] 20.88 47.62 52.68 25.86

1000 Base 25.56 51.30 55.87 29.98
+Rerank [CLIP] 26.68 52.56 57.14 31.51
+CoT 27.92 53.06 57.57 31.92

10000 Base 28.53 53.63 58.75 32.90
+Rerank [CLIP] 31.05 55.40 60.46 35.01
+CoT 31.97 55.88 60.57 35.33

NOMIC 1 Base 2.73 24.70 24.98 3.84
+Rerank [CLIP] 2.11 26.17 26.57 2.72

10 Base 8.94 35.42 39.07 13.38
+Rerank [CLIP] 8.31 35.06 38.55 12.58

100 Base 19.06 45.33 49.78 23.07
+Rerank [CLIP] 19.6 45.87 49.98 23.47

1000 Base 24.96 50.64 55.43 29.29
+Rerank [CLIP] 26.33 52.05 57.00 30.89
+CoT 27.64 52.43 57.00 31.39

10000 Base 26.79 52.39 57.22 31.69
+Rerank [CLIP] 29.00 54.24 59.11 33.64
+CoT 29.92 54.92 59.40 33.59

NVIDIA 1 Base 3.08 27.81 28.36 4.47
+Rerank [CLIP] 2.69 27.46 28.01 4.09

10 Base 9.25 36.23 39.68 13.98
+Rerank [CLIP] 9.04 35.92 39.25 13.38

100 Base 20.75 47.26 51.66 25.37
+Rerank [CLIP] 21.38 47.72 52.30 25.83

1000 Base 26.71 51.85 56.47 30.96
+Rerank [CLIP] 26.96 52.65 57.73 31.69
+CoT 28.92 53.57 58.11 32.54

10000 Base 27.95 53.01 58.22 32.66
+Rerank [CLIP] 29.65 55.15 60.21 34.31
+CoT 31.79 56.02 60.75 35.59
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Table 12: Cross-Domain Image Embedding Inversion
Across Victim Embedders on NoCaps.

victim N Decoding BLEU Rouge-L Rouge-1 Rouge-2

CLIP 1 Base 0.95 25.25 25.71 2.57
+Rerank [CLIP] 0.54 25.28 25.61 2.40

10 Base 6.94 33.61 37.42 12.15
+Rerank [CLIP] 7.23 33.96 37.69 12.38

100 Base 12.25 38.79 42.02 16.65
+Rerank [CLIP] 11.97 38.96 42.50 16.89

1000 Base 15.26 42.20 45.81 20.39
+Rerank [CLIP] 16.84 43.13 47.14 21.60

10000 Base 19.45 45.12 48.42 23.79
+Rerank [CLIP] 20.95 46.42 49.96 24.88

COHERE 1 Base 6.85 31.14 33.78 10.28
+Rerank [CLIP] 6.94 30.98 33.21 9.35

10 Base 7.99 34.00 37.70 12.54
+Rerank [CLIP] 7.56 33.85 37.11 11.85

100 Base 11.91 38.57 41.79 16.73
+Rerank [CLIP] 13.21 39.05 42.66 17.51

1000 Base 14.44 40.72 44.35 18.64
+Rerank [CLIP] 15.32 41.14 45.38 19.57

10000 Base 17.26 44.26 48.04 22.12
+Rerank [CLIP] 20.04 45.56 49.22 24.07

GEMINI2 1 Base 0.67 23.62 24.00 2.48
+Rerank [CLIP] 0.52 25.00 25.33 2.17

10 Base 6.63 34.01 37.9 13.01
+Rerank [CLIP] 6.49 33.48 37.03 12.34

100 Base 10.89 38.17 41.39 16.04
+Rerank [CLIP] 12.21 38.67 42.19 16.80

1000 Base 14.47 41.35 44.45 18.95
+Rerank [CLIP] 14.96 41.86 45.23 20.06

10000 Base 18.92 44.70 48.05 23.22
+Rerank [CLIP] 20.93 46.53 50.19 25.02

NOMIC 1 Base 0.52 23.62 23.96 2.44
+Rerank [CLIP] 0.52 25.00 25.33 2.17

10 Base 6.76 33.61 37.24 11.66
+Rerank [CLIP] 6.56 33.11 36.46 11.07

100 Base 11.68 38.17 41.38 16.40
+Rerank [CLIP] 11.27 38.14 41.22 16.24

1000 Base 15.14 41.35 44.71 19.30
+Rerank [CLIP] 15.88 42.16 45.69 20.30

10000 Base 17.52 44.08 47.26 21.84
+Rerank [CLIP] 19.13 45.37 48.78 23.15

NVIDIA 1 Base 1.23 27.41 28.91 4.27
+Rerank [CLIP] 1.49 26.82 27.93 3.76

10 Base 7.41 34.60 38.19 12.81
+Rerank [CLIP] 7.08 33.98 37.26 12.41

100 Base 12.58 38.97 42.44 17.19
+Rerank [CLIP] 13.08 39.95 43.79 18.11

1000 Base 16.57 42.45 45.91 20.62
+Rerank [CLIP] 17.13 42.92 46.68 21.73

10000 Base 20.42 46.01 49.38 24.12
+Rerank [CLIP] 22.73 47.67 51.24 25.99

Table 13: Near-Domain and Out-Domain Caption Re-
covery on NoCaps across Victim Embeddings with
CLIP-Rerank.

Victim N BLEU Rouge-L Rouge-1 Rouge-2

Near-Domain

CLIP 1 0.90 27.32 27.77 4.27
10 6.61 33.78 37.24 11.56
100 12.25 39.58 42.98 17.47
1000 19.43 45.20 49.16 24.10
10000 25.18 49.50 52.76 28.47

NOMIC 1 0.87 26.71 27.15 3.80
10 7.35 33.66 36.75 11.83
100 12.36 38.81 41.70 16.67
1000 19.36 44.63 48.00 22.70
10000 22.65 47.44 50.92 26.01

COHERE 1 7.79 31.05 33.22 10.12
10 9.16 35.29 38.35 13.53
100 15.50 40.85 43.99 19.23
1000 17.89 42.70 46.81 21.47
10000 22.41 46.84 50.43 26.01

GEMINI2 1 0.87 26.71 27.15 3.80
10 5.60 32.90 36.53 11.18
100 14.11 39.09 42.66 17.79
1000 17.03 43.50 47.06 21.76
10000 24.85 48.88 52.42 27.67

NVIDIA 1 0.98 28.49 29.37 5.31
10 6.39 33.53 36.99 11.76
100 13.53 40.51 44.23 18.32
1000 20.35 45.57 49.46 25.12
10000 26.59 50.54 53.98 29.58

Out-Domain

CLIP 1 0.25 23.25 23.46 0.53
10 7.82 34.14 38.15 13.21
100 11.68 38.35 42.02 16.31
1000 14.08 41.06 45.13 19.10
10000 16.39 43.33 47.16 21.29

NOMIC 1 0.26 23.29 23.5 0.53
10 5.72 32.56 36.17 10.31
100 10.18 37.46 40.73 15.80
1000 12.11 39.70 43.37 17.90
10000 15.39 43.30 46.65 20.29

COHERE 1 6.04 30.9 33.2 8.57
10 5.79 32.40 35.87 10.18
100 10.75 37.26 41.33 15.78
1000 12.53 39.57 43.94 17.68
10000 17.50 44.28 48.01 22.13

GEMINI2 1 0.26 23.29 23.50 0.53
10 7.33 34.06 37.52 13.50
100 10.12 38.26 41.73 15.80
1000 12.80 40.22 43.4 18.36
10000 16.73 44.18 47.96 22.38

NVIDIA 1 1.70 25.15 26.49 2.22
10 7.74 34.43 37.54 13.05
100 12.61 39.39 43.35 17.91
1000 13.75 40.28 43.90 18.33
10000 18.56 44.80 48.51 22.40
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Table 14: Attribute Attacks on RocoV2 CUI.

Embedder N mAP F1

Linear Probe

ei,A - 42.96 3.19

CLIP 1 8.99 0.00
10 34.19 0.00
100 44.13 2.51
1000 43.14 4.14

COHERE 1 8.57 0.00
10 33.18 7.85
100 47.37 3.60
1000 43.56 3.33

GEMINI2 1 7.87 0.00
10 30.07 0.00
100 43.68 1.82
1000 42.00 2.78

NOMIC 1 9.15 0.00
10 37.48 2.37
100 42.08 3.60
1000 45.57 2.51

NVIDIA 1 8.31 0.00
10 30.80 5.62
100 43.53 3.19
1000 42.57 3.87

MLP Probe

ei,A - 38.35 67.00

CLIP 1 6.75 33.07
10 29.46 32.66
100 37.39 64.94
1000 36.92 65.72

COHERE 1 11.73 33.07
10 33.49 50.99
100 39.12 67.53
1000 35.67 64.79

GEMINI2 1 6.42 33.07
10 31.23 33.88
100 37.26 60.90
1000 34.61 61.02

NOMIC 1 6.85 33.07
10 35.2 45.04
100 39.11 65.88
1000 38.78 66.52

NVIDIA 1 14.51 33.07
10 31.95 36.41
100 37.38 64.96
1000 36.03 63.51
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Table 15: Dataset COCO, Utility and Defense, from the perspective of consumers and service providers, the retrieval
performance the higher the better ↑ , and the inversion performance the lower the better ↓. (N=1000)

Embedder Defense Parameter R@1 ↑ R@5 ↑ R@10 ↑ COS ↓ BLEU ↓ Rouge-L ↓ Rouge-1 ↓ Rouge-2 ↓

CLIP

No Defense - 84.00 98.00 99.40 - 25.28 51.85 56.22 29.84

Gaussian Noise

0.001 84.00 98.00 99.40 0.7874 25.51 51.65 56.09 29.90
0.01 83.40 97.60 99.20 0.7363 24.52 50.53 54.75 28.88
0.1 20.60 39.20 52.60 0.4334 7.26 32.53 35.54 10.63
1 0.00 0.80 2.20 0.0926 5.04 30.56 33.02 7.93

LapMech

0.1 1.40 4.80 7.40 0.2371 4.67 30.31 32.64 7.76
0.25 8.40 19.20 28.40 0.3704 4.77 31.17 33.90 8.18
0.5 34.60 64.80 77.60 0.4771 7.67 34.26 37.35 11.90
1 68.00 92.80 95.80 0.5905 14.21 41.54 45.57 19.02
2 80.00 96.00 99.20 0.6811 20.02 47.40 52.28 25.10
4 82.20 97.40 99.40 0.7433 24.45 50.85 55.38 28.71
8 84.00 97.60 99.20 0.7754 25.28 51.85 56.30 29.85

PurMech

0.1 0.60 3.80 7.00 0.1639 5.31 30.98 33.47 8.46
0.25 6.80 19.60 28.40 0.3845 6.52 32.37 34.96 9.96
0.5 35.40 56.60 68.60 0.4825 8.03 34.31 37.66 12.09
1 70.20 93.00 96.60 0.5882 14.51 41.50 45.76 19.46
2 81.00 96.80 99.00 0.6807 20.25 47.37 51.97 25.23
4 83.60 97.60 99.20 0.7435 24.38 50.49 54.50 28.57
8 84.00 98.00 99.20 0.7754 25.68 51.67 55.90 30.11

COHERE

No Defense - 94.40 99.60 100.00 - 26.32 51.92 56.29 30.69

Gaussian Noise

0.001 94.40 99.60 100.00 0.7241 26.67 52.04 56.56 30.95
0.01 93.80 99.60 100.00 0.6994 24.76 51.20 55.85 29.67
0.1 79.40 96.60 99.20 0.4289 6.45 34.10 37.23 11.16
1 1.40 2.40 3.40 0.0378 4.15 29.76 32.52 7.35

LapMech

0.1 14.00 33.80 44.80 0.1866 4.95 30.37 33.13 7.63
0.25 80.00 96.00 99.20 0.4163 8.22 34.17 36.96 11.55
0.5 91.40 99.20 100.00 0.5560 14.76 41.92 46.09 19.43
1 94.00 99.60 100.00 0.6431 22.11 48.50 53.14 26.78
2 94.40 99.60 100.00 0.6902 25.51 51.51 56.14 30.06
4 94.40 99.60 100.00 0.7134 25.22 51.23 55.81 29.73
8 94.40 99.60 100.00 0.7212 27.03 52.63 56.85 31.39

PurMech

0.1 11.80 29.40 40.00 0.0167 4.48 30.37 33.10 8.06
0.25 57.00 69.80 71.80 0.4254 6.73 34.03 37.17 10.95
0.5 91.40 99.40 100.00 0.5566 14.50 41.94 46.04 19.68
1 93.40 99.80 100.00 0.6400 22.56 49.32 54.00 27.55
2 94.60 99.80 100.00 0.6886 24.62 51.39 56.22 30.08
4 94.00 99.60 100.00 0.7125 26.28 52.22 56.91 30.86
8 94.20 99.60 100.00 0.7222 26.99 52.29 56.77 31.13

GEMINI2

No Defense - 93.80 100.00 100.00 - 26.68 52.56 57.14 31.51

Gaussian Noise

0.001 94.00 100.00 100.00 0.7468 27.28 52.80 57.41 31.25
0.01 94.40 99.80 100.00 0.7796 26.93 52.68 57.28 30.75
0.1 31.80 63.20 75.20 0.5717 5.92 31.86 34.84 9.30
1 0.80 1.60 2.80 0.0881 4.76 30.88 33.04 7.94

LapMech

0.1 8.60 21.60 29.60 0.4973 5.27 30.86 33.65 8.22
0.25 63.20 89.40 94.20 0.6006 7.98 34.24 37.34 11.72
0.5 88.60 99.00 100.00 0.6865 15.09 41.99 46.17 19.88
1 92.40 99.60 100.00 0.7530 24.39 50.12 54.80 28.68
2 92.80 99.80 100.00 0.7809 27.59 52.77 57.41 31.46
4 93.80 100.00 100.00 0.7787 28.79 53.93 58.67 32.85
8 93.80 100.00 100.00 0.7622 28.43 53.65 58.32 32.57

PurMech

0.1 6.60 15.80 23.00 0.1022 8.25 33.35 36.10 10.87
0.25 58.80 87.60 92.00 0.6077 7.65 33.87 37.15 11.74
0.5 86.60 98.20 100.00 0.6906 14.57 41.82 46.11 19.58
1 92.80 99.60 100.00 0.7544 24.00 50.12 54.68 28.24
2 94.00 100.00 100.00 0.7815 27.80 53.13 57.77 31.43
4 94.20 100.00 100.00 0.7797 28.12 53.69 58.46 32.04
8 94.20 100.00 100.00 0.7595 27.78 52.95 57.53 31.72

NOMIC

No Defense - 73.20 92.40 97.00 - 26.33 52.05 57.00 30.89

Gaussian Noise

0.001 73.80 92.60 97.00 0.7899 25.36 51.52 56.93 30.25
0.01 64.40 90.20 95.00 0.6997 24.28 50.43 54.83 28.67
0.05 7.40 20.80 31.40 0.4778 8.84 35.72 39.55 13.10
0.1 1.00 4.60 8.40 0.3985 5.84 31.68 34.77 9.53
1 0.00 1.20 1.40 0.1115 4.74 30.99 33.23 7.92

LapMech

0.1 1.00 1.60 3.40 0.2867 4.11 30.47 33.01 7.52
0.25 1.20 3.60 7.40 0.3537 5.27 31.06 33.64 8.46
0.5 4.00 11.60 16.60 0.4207 7.22 32.95 35.66 10.30
1 18.20 41.40 52.60 0.5174 10.36 37.37 40.71 15.19
2 53.60 78.60 85.20 0.6221 18.22 45.88 50.27 23.02
4 65.60 90.00 95.20 0.7113 22.74 49.90 54.17 27.55
8 72.20 92.80 97.00 0.7638 24.67 51.01 55.76 28.79

PurMech

0.1 0.20 1.60 3.20 0.1361 5.27 31.21 33.42 8.39
0.25 0.40 3.40 4.80 0.3656 4.80 30.91 33.58 8.30
0.5 2.60 8.80 14.00 0.4330 7.15 33.38 36.65 11.11
1 17.00 38.00 51.20 0.5212 10.75 38.38 42.31 15.82
2 49.40 79.00 88.20 0.6220 18.62 45.62 50.22 23.57
4 66.80 90.80 95.60 0.7109 23.87 50.37 54.87 28.41
8 71.40 92.40 97.20 0.7632 25.66 52.00 56.75 30.49

NVIDIA

No Defense - 79.80 97.40 98.60 - 26.96 52.65 57.73 31.69

Gaussian Noise

0.001 79.60 97.60 98.60 0.7421 27.29 52.76 57.89 32.09
0.01 79.00 97.00 98.80 0.7350 26.34 51.75 56.52 30.69
0.05 70.60 91.80 97.40 0.6321 16.57 43.25 47.20 20.58
0.1 41.60 72.00 82.80 0.5446 9.57 35.92 39.37 13.47
1 0.40 2.20 4.20 0.0433 4.46 30.57 33.27 7.61

LapMech

0.1 7.40 20.20 30.20 0.3829 5.77 31.59 34.31 9.03
0.25 50.20 80.40 89.40 0.5523 10.62 36.62 40.24 14.16
0.5 72.40 92.60 97.60 0.6413 17.93 44.89 48.87 22.77
1 78.60 96.20 98.60 0.6994 23.46 49.77 54.33 28.39
2 79.40 96.80 98.60 0.7300 25.95 51.64 56.44 30.40
4 79.80 97.20 98.60 0.7423 27.54 53.18 57.77 31.99
8 79.80 97.00 98.60 0.7435 27.30 52.90 57.90 32.08

PurMech

0.1 5.00 14.40 23.60 -0.0002 5.73 32.04 34.78 9.50
0.25 26.80 46.40 55.00 0.5594 9.91 36.60 40.26 14.34
0.5 72.40 93.40 97.60 0.6443 17.67 44.57 48.99 22.28
1 78.00 96.40 98.60 0.7015 24.26 49.63 54.56 28.08
2 79.00 97.00 98.80 0.7323 26.37 51.79 56.50 30.75
4 78.80 97.00 98.60 0.7437 27.49 52.67 57.31 31.67
8 79.60 97.40 98.60 0.7441 27.42 52.88 57.69 32.04
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Table 16: Dataset Flickr30k, Utility and Defense, from the perspective of consumers and service providers, the
retrieval performance the higher the better ↑ , and the inversion performance the lower the better ↓. (N=1000)

Embedder Defense Parameter R@1 ↑ R@5 ↑ R@10 ↑ COS ↓ BLEU ↓ Rouge-L ↓ Rouge-1 ↓ Rouge-2 ↓

CLIP

No Defense - 83.10 97.00 99.00 - 20.82 46.66 50.55 26.15

Gaussian Noise

0.001 83.00 97.00 99.00 0.7323 20.28 45.68 49.49 25.65
0.01 82.90 97.00 99.00 0.6469 16.13 41.23 45.16 20.79
0.1 13.80 30.60 40.30 0.4149 7.68 31.05 34.52 11.73
1 0.00 0.70 2.20 0.0972 6.41 29.84 32.64 9.40

LapMech

0.1 0.30 2.20 4.00 0.2355 5.61 29.23 32.44 9.72
0.25 4.00 13.80 20.40 0.3618 5.58 29.43 32.74 9.83
0.5 29.30 53.50 64.40 0.4512 7.78 32.20 35.49 12.15
1 66.50 89.20 94.50 0.5433 11.72 35.87 39.40 16.48
2 79.50 96.20 98.10 0.6102 14.43 39.77 43.78 19.91
4 82.80 97.20 99.20 0.6516 16.64 41.64 45.22 21.36
8 83.90 97.20 98.90 0.6832 18.46 43.58 47.46 23.23

PurMech

0.1 0.20 2.20 3.50 0.1637 5.36 28.63 31.64 8.69
0.25 3.60 12.80 20.00 0.3704 6.28 29.79 33.13 10.43
0.5 25.50 48.50 58.70 0.4547 8.00 31.88 35.08 12.15
1 66.00 89.40 94.50 0.5372 10.13 34.70 38.22 14.87
2 79.90 96.70 98.50 0.6061 14.38 39.09 43.14 19.19
4 83.10 97.20 99.00 0.6517 16.57 41.49 45.51 21.38
8 83.10 97.40 98.80 0.6838 17.86 43.38 47.32 22.74

COHERE

No Defense - 95.80 99.80 100.00 0.6519 19.63 44.45 48.06 24.06

Gaussian Noise

0.001 95.60 99.80 100.00 0.6515 20.21 45.06 48.74 24.33
0.01 94.80 99.80 100.00 0.6563 19.52 45.47 48.84 24.87
0.1 76.20 93.60 96.30 0.4358 8.47 32.99 36.20 12.93
1 0.50 1.30 2.60 0.0418 5.90 28.87 31.85 9.66

LapMech

0.1 10.90 26.50 36.50 0.2114 6.86 30.40 33.50 10.85
0.25 77.00 93.70 96.10 0.4332 8.86 33.04 36.62 13.53
0.5 92.40 99.60 99.90 0.5500 13.15 38.45 42.02 18.52
1 94.30 99.60 99.90 0.6186 17.59 42.62 46.01 22.17
2 94.70 99.60 100.00 0.6510 18.84 44.40 48.19 23.63
4 95.40 99.70 100.00 0.6584 19.78 44.79 48.28 24.47
8 95.50 99.70 100.00 0.6551 20.11 44.82 48.11 24.28

PurMech

0.1 8.70 24.10 33.40 0.0174 6.22 29.30 32.03 9.79
0.25 55.60 68.60 70.30 0.4310 7.92 32.69 36.16 12.54
0.5 91.10 99.20 99.80 0.5473 13.08 37.86 41.62 18.15
1 93.30 99.90 99.90 0.6167 17.03 41.75 45.59 21.65
2 94.90 99.70 100.00 0.6510 19.42 44.91 48.58 24.67
4 94.90 99.80 100.00 0.6585 20.06 45.11 48.92 25.07
8 95.40 99.80 100.00 0.6538 20.16 45.13 48.85 24.75

GEMINI2

No Defense - 96.30 100.00 100.00 0.6065 16.17 41.66 45.40 21.03

Gaussian Noise

0.001 96.30 100.00 100.00 0.6629 18.88 44.14 47.95 23.82
0.01 95.80 99.80 100.00 0.7740 23.15 47.63 51.39 27.17
0.1 27.90 50.80 63.90 0.5956 7.16 30.92 34.27 11.24
1 0.20 1.50 2.70 0.1005 7.02 30.32 33.25 10.71

LapMech

0.1 6.20 14.90 22.30 0.5325 7.13 30.31 33.46 10.72
0.25 61.00 82.90 90.60 0.6198 8.19 32.77 36.26 12.76
0.5 93.00 99.00 99.70 0.6928 13.12 37.74 41.26 17.56
1 95.80 99.80 100.00 0.7507 19.52 44.30 48.02 24.16
2 96.30 100.00 100.00 0.7720 24.18 48.94 52.55 28.82
4 96.50 100.00 100.00 0.7591 23.82 48.36 52.33 28.32
8 96.50 100.00 100.00 0.7196 21.30 46.70 50.41 26.22

PurMech

0.1 4.50 10.70 14.80 0.0928 8.83 32.09 34.96 12.51
0.25 55.60 81.20 88.70 0.6256 8.71 32.69 36.01 12.80
0.5 90.20 99.10 99.90 0.6961 14.05 38.34 41.90 18.16
1 95.00 100.00 100.00 0.7529 20.10 44.74 48.53 24.46
2 95.80 100.00 100.00 0.7748 23.38 47.88 51.67 27.60
4 96.10 100.00 100.00 0.7618 23.84 48.73 52.44 27.99
8 96.20 100.00 100.00 0.7113 21.07 46.48 50.12 25.91

NOMIC

No Defense - 64.60 89.60 94.50 0.6987 18.03 44.43 48.03 23.54

Gaussian Noise

0.001 64.60 89.40 94.70 0.6943 18.52 44.33 47.63 23.50
0.01 54.30 84.10 91.20 0.5896 13.88 39.63 43.18 19.30
0.05 4.40 11.70 17.40 0.4411 6.67 31.35 34.88 11.17
0.1 1.00 3.00 5.70 0.3800 5.71 29.33 32.43 9.74
1 0.00 0.40 0.70 0.1157 5.42 28.80 31.59 8.65

LapMech

0.1 0.10 0.70 1.80 0.2606 5.89 29.00 32.06 9.75
0.25 0.40 2.30 3.00 0.3425 5.82 29.37 32.43 10.13
0.5 1.10 6.60 9.60 0.4017 6.97 30.61 33.80 11.07
1 11.70 26.70 34.70 0.4745 7.97 33.02 36.43 12.73
2 37.70 65.70 77.20 0.5422 11.15 36.64 40.27 16.33
4 56.90 83.10 90.70 0.5986 14.30 39.83 43.64 19.45
8 62.10 87.60 94.10 0.6479 17.05 42.63 46.25 22.03

PurMech

0.1 0.10 0.60 1.30 0.1319 5.92 29.02 31.80 9.15
0.25 0.30 1.40 3.40 0.3503 5.97 29.42 32.57 9.90
0.5 1.30 5.40 8.40 0.4037 6.21 30.11 33.41 10.41
1 10.30 24.50 34.80 0.4716 8.31 32.76 36.38 12.95
2 37.10 67.60 77.20 0.5399 10.62 36.42 40.14 16.21
4 56.30 85.00 91.40 0.5976 14.50 39.95 44.00 19.81
8 62.40 89.10 94.30 0.6481 17.29 42.36 46.43 22.06

NVIDIA

No Defense - 84.00 96.70 98.80 0.6886 20.19 44.72 48.51 24.49

Gaussian Noise

0.001 84.00 97.00 98.70 0.6926 20.91 45.72 49.53 25.30
0.01 83.00 96.50 98.40 0.7198 20.36 45.29 49.08 25.13
0.1 35.00 60.00 69.80 0.5493 8.64 32.41 35.78 12.83
1 0.40 1.30 1.90 0.0485 5.99 29.05 32.13 9.99

LapMech

0.1 3.90 12.00 18.10 0.4109 6.52 30.21 33.13 10.60
0.25 39.40 66.90 75.80 0.5617 9.10 33.42 36.84 13.83
0.5 72.70 92.50 96.30 0.6408 13.30 38.64 42.26 18.41
1 80.50 95.60 98.90 0.6909 18.39 43.64 47.39 22.94
2 83.40 96.50 99.00 0.7135 20.85 45.08 48.83 24.91
4 83.70 97.00 99.00 0.7143 21.71 46.33 49.89 26.01
8 83.80 96.90 98.80 0.7025 20.58 45.48 49.33 25.11

PurMech

0.1 3.90 10.90 15.30 -0.0080 6.44 29.39 32.31 10.07
0.25 24.20 40.20 47.10 0.5634 9.96 33.79 36.97 14.01
0.5 71.60 91.10 95.60 0.6416 14.71 38.82 42.31 18.96
1 81.20 95.20 98.00 0.6942 18.27 43.02 46.61 22.31
2 82.50 96.50 98.40 0.7183 19.78 44.78 48.50 24.59
4 83.30 96.80 98.60 0.7188 21.43 46.27 50.14 26.30
8 84.00 97.10 98.70 0.7033 21.21 45.66 49.47 25.94
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Table 17: Dataset NoCaps, Utility and Defense, from the perspective of consumers and service providers, the
retrieval performance the higher the better ↑ , and the inversion performance the lower the better ↓. (N=1000)

Embedder Defense Parameter R@1 ↑ R@5 ↑ R@10 ↑ BLEU ↓ Rouge-L ↓ Rouge-1 ↓ Rouge-2 ↓

CLIP

No Defense - 90.60 99.80 99.80 16.84 43.13 47.14 21.60

Gaussian Noise

0.001 90.60 99.80 99.80 17.00 43.27 47.04 21.80
0.01 90.80 99.80 99.80 14.53 42.02 46.15 20.13
0.1 20.00 43.20 54.00 6.97 32.61 35.57 10.90
1 0.20 2.00 2.60 5.27 30.83 33.94 9.51

LapMech

0.1 2.00 5.20 7.00 5.42 31.31 33.97 9.09
0.25 11.00 22.60 31.80 6.51 32.20 35.11 10.16
0.5 42.40 68.20 76.40 7.48 33.43 36.77 11.91
1 79.20 95.60 98.40 10.51 37.13 40.62 15.16
2 89.20 98.40 99.40 13.83 40.76 45.10 19.06
4 91.00 99.60 99.80 15.44 42.47 46.29 20.74
8 90.80 99.80 99.80 16.62 43.09 47.15 21.48

PurMech

0.1 0.60 4.20 8.20 5.31 31.19 34.30 9.73
0.25 7.80 21.20 29.60 6.54 32.40 35.32 10.55
0.5 36.20 62.80 70.20 7.67 33.08 36.45 11.54
1 75.80 96.00 98.80 10.60 37.22 40.68 15.78
2 87.80 99.40 99.80 12.64 40.24 44.31 18.37
4 90.60 99.80 99.80 14.95 42.15 46.25 20.42
8 91.20 99.80 99.80 15.75 42.37 46.39 20.85

COHERE

No Defense - 97.40 100.00 100.00 15.32 41.14 45.38 19.57

Gaussian Noise

0.001 97.60 100.00 100.00 14.79 40.98 45.22 19.29
0.01 97.40 100.00 100.00 13.99 40.20 44.29 19.05
0.1 85.40 97.00 99.00 6.43 31.99 34.90 10.03
1 1.00 3.00 6.40 4.79 30.77 33.71 8.83

LapMech

0.1 13.60 35.80 45.60 5.55 31.23 33.89 9.43
0.25 84.60 97.40 99.00 6.43 32.28 35.22 10.54
0.5 94.80 99.80 100.00 8.01 33.72 36.62 12.25
1 96.40 99.80 100.00 9.69 36.22 39.74 14.00
2 97.00 100.00 100.00 13.04 39.75 43.28 17.79
4 97.20 100.00 100.00 13.81 40.62 44.71 18.88
8 97.20 100.00 100.00 14.04 40.93 45.18 19.10

PurMech

0.1 12.80 29.20 41.80 5.51 31.29 34.13 9.43
0.25 61.60 70.00 70.80 6.24 32.05 35.09 10.11
0.5 94.20 99.80 100.00 7.69 33.30 36.47 11.64
1 98.00 100.00 100.00 11.29 36.78 40.45 15.47
2 97.60 100.00 100.00 13.40 39.74 43.66 18.21
4 97.60 100.00 100.00 14.26 40.66 44.55 18.81
8 97.60 100.00 100.00 14.13 40.97 45.38 19.13

GEMINI2

No Defense - 98.20 100.00 100.00 14.96 41.86 45.23 20.06

Gaussian Noise

0.001 98.20 100.00 100.00 14.96 41.66 45.01 19.75
0.01 98.20 100.00 100.00 13.96 40.68 44.36 19.17
0.1 32.40 59.00 69.00 6.77 32.10 34.94 10.90
1 0.00 1.60 1.80 5.90 31.36 34.16 9.73

LapMech

0.1 7.80 19.00 28.00 6.00 31.18 33.56 9.38
0.25 62.40 83.60 90.00 6.62 32.07 34.86 10.36
0.5 93.40 99.80 100.00 7.73 33.90 37.17 12.14
1 97.40 100.00 100.00 11.23 37.30 41.29 15.99
2 97.60 100.00 100.00 13.75 40.18 43.76 18.41
4 98.00 100.00 100.00 14.28 41.07 44.83 19.39
8 98.20 100.00 100.00 15.22 41.64 45.09 19.91

PurMech

0.1 4.20 14.60 19.20 5.77 31.12 33.68 9.34
0.25 62.60 85.40 91.00 6.72 32.43 35.02 10.89
0.5 94.80 99.80 100.00 8.42 34.69 37.63 12.95
1 98.00 100.00 100.00 11.27 37.81 41.37 16.22
2 98.20 100.00 100.00 14.34 40.95 44.57 19.42
4 98.40 100.00 100.00 15.15 41.49 45.07 20.19
8 98.20 100.00 100.00 15.49 41.91 45.43 20.38

NOMIC

No Defense - 84.20 98.20 99.20 15.88 42.16 45.69 20.30

Gaussian Noise

0.001 84.40 98.20 99.00 15.92 42.19 45.79 20.54
0.01 76.60 95.40 98.20 13.82 40.37 43.94 18.56
0.1 2.40 6.40 9.80 5.68 32.11 35.00 10.24
1 0.80 1.80 2.60 5.78 31.46 34.40 10.18

LapMech

0.1 0.40 1.60 4.20 5.10 31.40 34.27 9.46
0.25 0.60 4.80 7.40 5.80 31.62 34.36 9.56
0.5 3.80 12.00 18.20 5.78 31.59 34.68 10.07
1 22.20 43.60 56.20 7.78 33.78 36.98 12.19
2 63.80 87.40 92.00 11.61 37.41 41.17 16.40
4 79.20 96.00 97.80 13.51 39.98 43.99 18.32
8 81.40 97.20 99.20 14.66 41.51 45.33 19.76

PurMech

0.1 1.60 2.40 3.00 5.78 31.50 34.39 10.07
0.25 2.20 4.00 6.00 5.61 31.46 34.58 9.90
0.5 4.00 10.20 15.00 6.22 32.35 35.10 10.64
1 19.40 40.20 50.60 8.44 33.81 36.98 12.26
2 57.80 84.00 91.60 11.55 37.59 41.31 15.94
4 77.80 95.80 98.20 13.71 40.21 43.90 18.29
8 82.00 97.60 98.60 14.79 41.30 45.21 19.22

NVIDIA

No Defense - 91.60 99.20 100.00 17.13 42.92 46.68 21.73

Gaussian Noise

0.001 91.40 99.20 100.00 17.27 42.98 46.79 21.82
0.01 91.40 99.20 100.00 16.80 42.32 45.95 20.86
0.05 83.20 98.60 99.80 9.10 34.05 37.00 12.48
0.1 53.20 79.40 87.20 6.47 31.92 34.81 10.21
1 0.40 1.80 4.00 5.77 31.27 33.92 9.35

LapMech

0.1 6.20 25.20 34.20 5.55 31.10 33.93 9.41
0.25 59.20 88.00 94.20 6.52 32.13 35.18 10.50
0.5 86.40 97.40 99.20 8.18 33.78 36.95 12.15
1 90.80 98.80 99.80 12.22 37.75 41.48 16.50
2 91.20 99.20 100.00 15.49 41.56 45.19 20.14
4 91.60 99.00 100.00 16.47 42.61 46.54 21.58
8 91.80 99.00 100.00 17.08 43.10 46.71 21.83

PurMech

0.1 8.60 19.60 29.20 5.59 31.34 33.89 9.34
0.25 36.80 55.40 60.40 6.91 32.13 35.13 10.54
0.5 84.60 99.00 99.80 9.35 34.47 37.38 12.92
1 90.60 99.20 99.80 13.56 38.75 42.06 17.10
2 91.60 99.20 100.00 16.59 42.22 45.77 20.85
4 92.20 99.20 100.00 17.33 42.99 46.70 21.81
8 91.60 99.20 100.00 17.11 43.04 46.82 21.63
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Table 18: Effect of CoT refinement on COCO val (COHERE victim, N=103). For each row we show the original
image x, the low-fidelity diffusion reconstruction x̂lo-fi = gimg(eV→A) that GPT-4o reasons over, the reference
caption, and the captions produced by CLIP-Rerank and by the CoT reasoning. Rows 1-4: CoT lifts recovery
quality by grounding the candidate in the diffusion artifact (action verbs, spatial relations). Row 5: CoT regresses
by hallucinating from a low-fidelity artifact.

ID Original x Lo-fi x̂lo-fi Reference CLIP-Rerank CoT (GPT-4o)

396754 A group of people horse
back riding on a sandy
beach.

A couple of men riding
horses down a beach.

A group of people riding
horses on a beach.

127669 A man on a surfboard
jumping over a wave.

A person on a surfboard
in the water.

A person on a surfboard
riding a wave.

125472 A man flying through the
air while riding a skate-
board.

A young man riding a
skateboard on top of a
wooden ramp.

A man flying through the
air on a skateboard.

343642 A large metal clock in the
middle of a room.

A clock sitting in the mid-
dle of a room.

A clock mounted to the
side of a building. (regres-
sion)
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