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Abstract

Recent advances in deep generative models
have made it increasingly difficult to distin-
guish real-world data from model-generated
content. Consequently, successive model gen-
erations are trained on synthetic data from
prior models, forming a self-consuming train-
ing loop. Despite being powerful, it also opens
a new attack surface, i.e., test-time poisoning
attacks, adversaries exploit model vulnerabili-
ties during the inference stage to generate ma-
licious test-time outputs that are subsequently
incorporated into future training data. In this
paper, for the first time, we propose a new class
of malicious test-time poisoning attack against
self-consuming generative methods. However,
uncovering the failure modes of self-consuming
generative models under test-time poisoning at-
tacks is highly challenging due to the need to
simultaneously maintain stealthy data manip-
ulations while achieving fine-grained control
over the activation and propagation of mali-
cious behaviors across self-consuming training
iterations. To address these challenges, our
attacks provide fine-grained control and intro-
duce a novel stealth paradigm that achieves
both effectiveness and stealthiness by camou-
flaging stealthy malicious data within the train-
ing process and selectively activating concealed
attack behaviors at targeted later stages. No-
tably, our attacks are compatible with various
adversarial attack generating algorithms and
self-consuming algorithms. Extensive experi-
ments under different settings, including black-
box scenarios, demonstrate that self-consuming
generative models are broadly vulnerable to the
proposed test-time poisoning attacks.

1 Introduction

With the rapid advancements in deep generative
models, synthetic data of all varieties is expand-
ing swiftly. Notably, publicly accessible generative
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Figure 1: Attack success rates of GCG and AutoDAN in
the self-consuming training loop across different gener-
ative models. The results show that jailbreak attacks can
accumulate and progressively amplify test-time model
vulnerabilities across generations.

models (Bansal et al., 2022) have significantly en-
abled the creation and dissemination of synthetic
content at scale, thereby accelerating the flow of
synthetic data towards the Internet. Consequently,
these synthetic data are inevitably used for succes-
sive training of future model generations, which
creates a “‘self-consuming training loop” (Cai et al.,
2026; Gillman et al., 2024; Zhu et al., 2024).

In self-consuming training settings, model de-
velopment proceeds iteratively, where the training
data for each new generation of models are from
the outputs of the prior generations of models. In
practice, such generated synthetic data are getting
hard to distinguish from human-generated content
(Sadasivan et al., 2023). On the other hand, human-
generated data remain scarce and expensive to ob-
tain. This further accelerates reliance on synthetic
data, reinforcing the increased popularity of the
self-consuming training loop for generative mod-
els, especially in data-scarce applications.

Despite the growing interest of the self-
consuming training loop, this paradigm introduces
new attack surfaces that can be exploited by moti-
vated adversaries. In particular, attackers can first
perform test-time adversarial attacks on current
models to generate malicious outputs, which are
then disseminated online as synthetic data. When
such malicious data are subsequently incorporated
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into the training of future models, the attack ef-
fects can propagate across generations. This cre-
ates a test-time poisoning loop, whereby vulner-
abilities at test time are propagated and ampli-
fied across successive poisoned model generations.
In Figure 1, we show that under self-consuming
training loops, for generative language models (in-
cluding Qwen2.5-7B-Instruct and Qwen2.5-1.5B-
Instruct (Yang et al., 2025)), jailbreak attacks (e.g.,
GCG (Zou et al., 2023) and AutoDAN (Liu et al.,
2023)) can accumulate and progressively amplify
test-time model vulnerabilities across generations,
highlighting unique risks in self-consuming gener-
ative models. The attack success rate (ASR) con-
sistently increases as the number of attacked gener-
ations grows, indicating that unsafe behaviors are
reinforced via self-consuming training loops.

Our goal in this paper is to conduct a compre-
hensive study on the security vulnerabilities and
robustness of self-consuming generative models
against test-time poisoning attacks. This setting in-
troduces several unique and severe risks. First, this
creates additional pathways for adversarial manip-
ulation and enables the propagation of malicious
signals across generations. Particularly, success-
ful adversarial outputs from prior models may be
incorporated into future training data, thereby in-
creasing the likelihood of similar unsafe behavior
in subsequent model generations. Additionally, this
is particularly worse when verifying the legitimacy
of generated data from prior models is extremely
difficult, since attackers could exploit this by craft-
ing adversarial self-consuming data, which look
imperceptible from clean benign data. Further, this
inherits vulnerabilities of models related to tradi-
tional security attacks, and activates and enhances
traditional security attacks via self-consuming train-
ing. Moreover, this could undermine conventional
defenses, further increasing susceptibility to tradi-
tional attacks via the self-consuming training loop.

However, uncovering the failure modes of self-
consuming generative models under test-time poi-
soning attacks is challenging. First, directly at-
tacking multiple self-consuming iterations is prone
to detection, thereby compromising stealthiness.
Additionally, the source inference problem further
complicates attack stealthiness. Specifically, the
attacker must ensure that the crafted synthetic data
are indistinguishable from the model’s own outputs,
so that they are stealthy during subsequent training.
Therefore, it is necessary to mislead models into
treating adversarially crafted data as self-generated

content, enabling malicious stealthy signals to prop-
agate through self-consuming training loops. Fur-
ther, the attack should provide the fine-grained con-
trol over the timing and mechanism of malicious
behaviors. This is practically important, as it al-
lows the attacker to maintain stealth during data
collection while selectively activating the attack
under specific conditions.

Motivated by the above, we in this paper take
the first step toward understanding self-consuming
generative models against test-time poisoning at-
tacks. To this end, we design a novel attack frame-
work, which exploits vulnerabilities in the self-
consuming training loop to induce attacker-desired
behaviors. Our attack involves concealing mali-
cious traces in the loop and activating the malicious
attack behaviors on-demand at a later stage. This
can provide fine-grained control, and the attacks
activated in this way persist much longer than con-
ventional security attacks. To meet the challenges
of attack stealthiness, we design a novel stealthy
camouflage sample generation algorithm, which
covers malicious attack traces effectively. Notably,
our proposed attacks can evade existing defenses
including harmful data detectors. Our proposed
attacks are compatible with a wide range of ex-
isting adversarial attack generation methods and
self-consuming training algorithms, enabling the
inherited malicious behaviors to be propagated and
amplified across successive model generations. We
also present novel efficient optimization methods to
enhance the efficiency of the proposed attacks. We
perform extensive evaluations on state-of-the-art
self-consuming methods, demonstrating the effi-
cacy of our proposed attacks.

2 Preliminary and Related Work

Notations and Self-Consuming Training Loop.
Formally, let M; with parameters 6; denote the
generative model at generation ¢, and let T" be the
total number of generations. Let z denote an in-
put (e.g., prompts), y its corresponding generated
response, and z = (x,y) the single data sample.
Let D denote a dataset with n samples, i.e., D =
{zi}_,. For the dataset D, the fine-tuning loss
for a generative model M with parameters 6 can
be defined as Ly (D;0) = 1 Y @yen L@, y30),
where L(x,y;0) is the pre-defined task-specific
training loss on sample (z,y).

For self-consuming generative models (Shu-
mailov et al., 2024; Briesch et al., 2023), a syn-
thetic dataset Dy is generated using the previous
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model M;_1, and the next generation model M, is
trained from scratch (fine-tuned on the base model)
from the following two data cycle designs: full syn-
thetic data cycle and expanding data cycle. Specifi-
cally, in the full synthetic data cycle, the new model
M, is trained solely on the generated dataset D;
(Alemohammad et al., 2024). This setup captures
deployment scenarios where the original training
data is inaccessible, such as due to expired data
licenses or user data deletion requests (Wang et al.,
2025a; Le et al., 2026). Note that synthetic training
data can be obtained by using fresh real prompts
collected from users. In contrast, in the expanding
data cycle (Briesch et al., 2023; Kazdan et al., 2024;
Wang et al., 2025¢), we accumulate both the origi-
nal real data Dy and the generated synthetic data
across generations to form the training dataset, i.e.,
Dy = DoU Dy U---U Dy, where Dy is the initial
human-generated dataset. This reflects practical
deployments where historical data can be reused
during training to improve performance.

Test-time Poisoning Attacks in Self-Consuming Generative Models

ASR

Self-consuming
generations

: Camouflage data generation

alicious data injection
tivation data generation ttack exploitation

@ : Clean samples

@ : Poison samples

B : Camouflage samples ) : Activation samples

Figure 2: Overview of our proposed test-time poisoning
attack in self-consuming generative models.

Related Work.  Existing works on self-
consuming generative models (Cai et al., 2026;
Gillman et al., 2024) largely ignore to identify
model vulnerabilities to test-time poisoning attacks,
where attackers exploit model weaknesses during
the testing stage to generate malicious outputs and
subsequently propagate these poisoning genera-
tions across successive training cycles. It is worth
mentioning that our proposed attacks are different
from traditional data poisoning attacks during train-
ing (Zhang et al., 2025; He et al., 2025; Li et al.,
2024), and evasion attacks (e.g., jailbreak attacks)
during testing (Cui et al., 2025). These traditional
attacks have been extensively studied in generative
models (Raina et al., 2024). For example, (Zhang
et al., 2025) studies the robustness of LLMs against
training-time poisoning attacks on the poisoned un-
curated datasets that are scraped from the Web.
(Wei and Zhang, 2025) studies the genuine user

preference degradation caused by specifically de-
signed test-time preference collection mechanisms.
In contrast, we present a new test-time poisoning
attack paradigm, which bridges the gap between
inference-time manipulation and training-time poi-
soning impact, resulting in a novel form of cross-
stage vulnerability that is not captured by these
threat models. Notably, our attacks are also com-
patible with these poisoning and evasion attacks,
which can be easily integrated within our attacks.

3 Methodology
3.1 Threat Model

In the threat model, we consider the following
parties in the attack loop: the model owner and
the attacker. For the model owner, in the self-
consuming training loop setting, new models are
trained on data generated by the previous genera-
tion. We assume that attackers cannot change the
initial dataset Dy and the initial model M. This
reflects the self-consuming scenario, where attack-
ers can only query the current model to craft mali-
cious data during the self-consuming training loop.
We also assume that attackers cannot modify the
self-consuming training algorithms and model ar-
chitectures. In this paper, we study both the white-
box and black-box settings. Specifically, in the
white-box setting, we make the assumption that the
adversary possesses complete information about
the system (including the model architecture and
parameters of the well-trained model). Note that
many existing literature (Wang et al., 2025b; Chen
et al., 2026; Fu et al., 2025; Qian et al., 2023) em-
ploy a white-box model for a comprehensive analy-
sis of worst-case attack scenarios. In the black-box
setting, in addition to the above attack incapabili-
ties and restrictions, we also assume that the adver-
sary does not have any prior knowledge about the
target well-trained model and the initial dataset.

3.2 Attack Formulation

Overview. Our proposed attack consists of a com-
position of four stages as indicated in Figure 2,
including camouflage data generation, malicious
data injection, activation data generation, and at-
tack exploitation. Specifically, the camouflage data
generation stage is a key improvement. In conven-
tional adversarial attacks, only adversarial samples
are generated. In our attacks, camouflage samples
are crafted along with adversarial samples for fine-
grained activation control and stealthiness purposes.
Note that adversarial samples are generated by fol-
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lowing existing adversarial attacks. The malicious
data injection stage is the same as conventional
poisoning attacks. Note that the injected malicious
attack behaviors are hidden, since we use the cam-
ouflage data to keep the attack effects as low as
possible for stealthiness before launching the at-
tack at later generations. Different from existing
malicious attacks on generative models, our attack
uses an explicit activation stage to enable the previ-
ously injected hidden attacks instead of assuming
the attacks are active all the time. In this stage,
the adversary uses the crafted stealthy activation
data to remove the camouflage effects. The attack
exploitation stage is the same as conventional ma-
licious attacks. Once the victim model has been
activated, attackers can exploit the inherited mali-
cious behaviors to induce attacker-desired outputs
and trigger harmful behaviors under specific inputs.
Below, we will detail the four components.

Camouflage Data Generation. Here, we de-
scribe the camouflage data generation process,
where camouflage samples are jointly crafted
with attack data at generation ¢; within the self-
consuming loop to achieve fine-grained activation
control while enhancing the stealthiness of attacks.
Without loss of generality, we below use the full
synthetic cycle to present our attacks. At generation
t1, attackers can use fresh real prompts to collect
a synthetic dataset Dy,. The collected dataset is
then partitioned into an attack dataset fok of size
n* and a camouflage dataset Di™ of size n®™,
ie., Dy, = D{™ U D™, Next, a test-time adver-
sarial attack algorithm 7 (-), which optimizes the
adversarial objective L,4, for inducing attacker-
desired results, is applied to D?I“C to construct the
attack data ﬁffk = {T (zi,vi) f:atlk Notably, our
framework is generally compatible with existing
test-time adversarial attack generation algorithms.

__However, directly applying the attack dataset
D% may introduce obvious abnormal model be-
haviors, making the attack easier to detect. There-
fore, it is crucial to further conceal the malicious
effects introduced by Dfltk. Meanwhile, directly
adopting the original camouflage dataset D™ is
often insufficient to effectively mask the attack
behaviors induced by the malicious attack data.
To address this challenge, we optimize the cam-
ouflage perturbation A" = {§£@m 177" to pre-
serve benign model behaviors for attack stealthi-
ness. The resulting camouflaged dataset is defined

as 5,‘51“’” = {(x; + 5, y;) fﬂm Further, attack

stealthiness may still be compromised if these per-
turbations are not carefully designed, since large
instance-wise perturbations can be easily detected.
Importantly, it is also crucial to ensure that these
crafted synthetic data are indistinguishable from
the model’s own outputs, thereby misleading the
model into treating malicious data as self-generated
content and enabling stealthy attack signals to prop-
agate through the self-consuming training loop. Let
Dg'™ denote the clean data at generation t;. To
address these challenges, we formulate the below
optimization for the camouflage data generation

A = arg max Eadv(ﬁfltk; O, (ﬁtl))
Acam

VZ c [ncamL ‘6lcam| S pcam7 (1)

D™ = {(wi + 07" i) oy
Dy, = D{* u D{#™ U Dit",

01, (Dy,) = arg mingL;(Dyy 3 0),
Y(z,y) € D™, (2,y) ~ py,

s.t.,

where p°“™ is pre-defined, p¢, is the model-

generated distribution, and the last constraint is
used to enforce that these data remain consistent
with the distribution. In Eq. (1), the camouflage
data is constructed by maximizing the loss L4y,
thereby encouraging the model to behave normally
during fine-tuning while concealing attack effects.

Nevertheless, it is challenging to solve the above
optimization in Eq. (1). Note that Eq. (1) de-
fines a bi-level optimization problem, where the
outer maximization over A°“™ depends on the
model parameters 6;,, which are obtained as the
solution to the inner optimization problem 6;, =
arg ming L ft(INDtl; 6). Directly solving this prob-
lem requires computing gradients by backpropagat-
ing through the fine-tuning process itself, which
is computationally prohibitive for large language
models. To address this challenge, we approximate
the above optimization using a gradient alignment
strategy inspired by the gradient matching tech-
nique (Geiping et al., 2020). Another challenge
is the inherent discrete nature of A°“™ in the jail-
break attack scenario. To address this challenge,
we iteratively optimize the camouflage perturba-
tion by selecting and updating individual token
coordinates according to their gradient-based im-
portance scores. Based on the above, we approx-
imate the bi-level optimization by fixing 6 as the
model parameters obtained after training on the
dataset Dfltk U Dtcf”, and optimize the camouflage
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perturbation by minimizing the below objective

L1(A“™; ) = (Vg Lagn (DI 6), )
VoL se(D{™™:0))/(|VoLaaw(DEF; 0)]]
VoL (D5 0)])).-

Minimizing El(A“Lm; 6) encourages the training
update on Etclam to move the model parameters to-
ward a direction that also increases Lq,, leading
to a more stealthy attack. As aforementioned, a
further challenge arises from the self-consuming
nature of the process. When the optimized camou-
flage data Dy are not consistent with the model-
generated data distribution p;,, they can be easily
detected. However, it is challenging to directly in-
corporate the last constraint in Eq. (1), since the
underlying distribution is difficult to estimate in
practice. To address this, we introduce a regulariza-
tion term that encourages the perturbed camouflage
dataset to be indistinguishable from the model’s
own outputs. We denote this consistency regular-
ization term as Lo, (A“™;0). The form of the
regularization term is task-dependent. For exam-
ple, in the scenario of integrating jailbreak attacks
within our framework, we formulate

nCCLm ZZ 1 (3)
il
ZFl log po (41| (1|55

In the above equation, the regularization term leads
the perturbed camouflage inputs to produce out-
puts that remain close to the model’s own distri-
bution, thereby making the optimized camouflage
data less distinguishable from the model-generated
data. More details about the regularization term
can be found in the full version. Combined with
the formulated objective in Eq. (2), we have

Lo(0)

£con(Acam 0

)s Yi,<j)-

= L1(A“0) + Loon (A5 0).  (4)

By minimizing Eq. (4), the optimized camouflage
perturbation can efficiently and effectively hide the
attack effects caused by 5?f’“ while enforcing con-
sistency with the model-generated data distribution.

Malicious Data Injection. In this stage, the at-
tacker uploads all the crafted data (i.e., the attack
samples Datk and the camouflage samples Dcam)
and waits for the model owner to train the victim
model 6y, . In this way, the hidden malicious behav-
iors can be injected into the victim model through
the self-consuming iterations. Note that during this
model training, these crafted data will be together

with other clean data for the model training. This
reflects the unique security risks of self-consuming
generative models.

Activation Data Generation. Having the attack
and camouflage samples injected, the attacker can
choose a desired time ¢, to activate the injected
attack behaviors. However, it is challenging for
the attacker to activate the harmful behavior in-
side the model only by injecting clean data. To
address this challenge, we first propose to use
fresh real prompts to collect a synthetic dataset
D§<t at generation t3. Then, we will craft ac-
{8937 1o ac-
tivate the harmful information injected by D“tk
and suppress the influence of camouflage data
ﬁfam The resulting activation dataset is denoted

as Dfet = {(z; + 09, y;)}2"7. To this end, we
reV151t the adversarial objectlve Eadv so that these
perturbations can amplify the inherited attack ef-
fect. Meanwhile, the camouflage effect caused by
the camouflage data D;["™ needs to be suppressed,
which can be achieved by increasing the training
loss L on Df"“m Similar to the camouflage data
generation, to avoid detection, it is also crucial
to ensure that the activation data 522“ remains
stealthy in terms of the perturbation magnitude and
underlying distribution. Let Dd” denote the other
collected clean data. Based on these, we formulate
the below optimization framework

tivation perturbations A%t =

Aoct — arg Hiin[:adv( t1 ; th) £ft(5
AGC

s.t. O, = argminy Eft(ﬁtQ; 0), 5)
\V/i c [nact}, ‘5gzct| S pact’
V(x,y) € Diy", (z,y)

t1m; 9t2)

~ Pty

where p? is a pre-defined value constraining the
magnitude of the perturbation, and DtQ = DCZ”

D?Qct. Here, we define Eact(Dttk Dcam 0) _
ﬁad“(D it 0) — Eft<D§fm, 6). Although these at-

t
tack and 1camouﬂage samples are not directly used
for training in generation t9, their effects persist
through the inherited model parameters and the
data distributions induced by earlier generations.
Therefore, by minimizing L., the attacker steers
the model training toward reducing the adversarial
loss on the attack data, while increasing the loss on
the camouflage data to cancel its masking effect.
In this way, the hidden harmful behavior can be
activated at the chosen generation. Using a similar

technique as in camouflage data generation step,
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Figure 3: Attack performance with and without camou-
flage data on large language models.

we approximate the bi-level optimization by fixing
0 as the model parameters obtained after training
on the dataset Dg", which is formulated as

Eg(AaCt;e) - <v0£act(5?fk;5§1am; )7 (6)
v0£ft(D?26t; 0)> / (Hveﬁ(lCt(Dgfk; ‘Dtclam7 )H
IVoL s (D5 0)]))-

Additionally, similar to the above camouflage
data generation step, we introduce a regular-
izer Leon(A%t;0). 1In this way, we can opti-
mize the activation perturbations by maximizing
L4(A0) = L3(AY0) — Leon (A 0). By
optimizing £4(A%; §), we can craft activation per-
turbations to effectively activate the previously in-
jected hidden malicious attack behaviors.

Attack Exploitation. After the hidden attack be-
haviors are activated, attackers can utilize the attack
behaviors in the model at any time. For example,
attackers can carefully design the adversarial loss
L4y for the clean-input exploitation, where the
victim model directly returns the attacker-desired
results when prompted with a clean input. Addi-
tionally, the adversarial objective can also be specif-
ically designed for perturbed-input attack exploita-
tion, where the malicious behaviors are triggered
when carefully crafted perturbations are applied
to the input. Such a design enables the attacker
to achieve more fine-grained control over attack
activation and malicious behavior triggering.

Discussions. Here, we provide more discussions
for our proposed attacks. First, in the black-box
setting, the attacker lacks the knowledge of the
target well-trained model, including the model ar-
chitecture and parameters. Instead, the attacker
can generate the attack, camouflage, and activation
data using surrogate models. For instance, we can
optimize adversarial suffixes over multiple surro-
gate models (Zou et al., 2023; Liao and Sun, 2024).
This allows the attacker to construct malicious data
that can effectively transfer to the target black-box
victim model. Additionally, our attacks can also be
applied to the expanding data cycle. Further, our
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Figure 4: Attack performance with and without camou-
flage data on diffusion models.

proposed attacks can be generalized to different at-
tack goals by specifying different adversarial objec-
tives L,q4,. Moreover, our attack framework can be
extended by incorporating fine-grained uncertainty-
aware memorization metrics to guide the injection
of hidden attacks and the generation of camouflage
and activation data. One promising direction is
to leverage conformal prediction (Li et al., 2026;
Ye et al., 2024; Chen et al., 2024; Angelopoulos
and Bates, 2023) to quantify the memorization de-
grees associated with individual samples or attack
behaviors with statistical coverage guarantees. Fur-
thermore, in the black-box setting, we will also
investigate the use of machine unlearning (Qian
et al., 2025; Foster et al., 2024; Chen et al., 2025a)
as an efficient mechanism for steering surrogate
models toward desired attack behaviors. Rather
than repeatedly retraining surrogate models from
scratch when exploring different attack strategies,
unlearning can selectively estimate the influence
of specific data. More detailed discussions can be
found in the full version of the paper.

4 Experiments

In this section, we conduct extensive experiments
to evaluate the effectiveness of our proposed at-
tacks. More experimental details and results are
deferred to the full version of the paper.

Datasets and Models. In experiments, we adopt
datasets for different test-time poisoning attack ob-
jectives. Specifically, for jailbreak attacks, we use
AdvBench (Zou et al., 2023) and WildChat (Zhao
et al., 2024). For misclassification attacks, we use
IMDB (Maas et al., 2011) and AGNews (Zhang
et al.,, 2015). In image generation attacks, we
use ImageNet (Deng et al., 2009). For language
models, we adopt Qwen2.5-7B-Instruct, Qwen2.5-
1.5B-Instruct (Yang et al., 2025), Vicuna-13B-v1.5,
Vicuna-7B-v1.5 (Zheng et al., 2023), Llama-3.2-
3B-Instruct (Grattafiori et al., 2024), and Phi-3.5-
mini-instruct (Abdin et al., 2024). For diffusion
models, we adopt Stable Diffusion 1.5 and Stable
Diffusion 2.1 (Rombach et al., 2022).
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Figure 5: Attack performance with camouflage data
under various data cycles in the jailbreak setting.

Self-Consuming Training Methods. In experi-
ments, we consider representative self-consuming
training methods in the fully synthetic data cy-
cle (Alemohammad et al., 2024) and the expanding
data cycle (Briesch et al., 2023; Kazdan et al., 2024;
Gillman et al., 2024). For the fully synthetic data
cycle, (Alemohammad et al., 2024) considers that
each generation is iteratively retrained on data gen-
erated by the previous model. In the expanding data
cycle, (Briesch et al., 2023; Kazdan et al., 2024)
study retraining on accumulated data using a mix-
ture of real and synthetic data across generations,
while (Gillman et al., 2024) adopts incremental
fine-tuning of the current-generation model.

Evaluation Metrics. We use multiple metrics
to evaluate attack effectiveness and stealthiness.
We report attack success rate (ASR), which mea-
sures the proportion of successful attack cases, and
Fréchet inception distance (FID) (Heusel et al.,
2017), which measures generated image quality
and diversity. We analyze loss convergence and op-
timization running time to assess attack efficiency.
To quantify distributional changes, we measure to-
tal variation distance. For detection-based defenses,
we use the area under the curve (AUC) to evaluate
detection performance. We also provide visualiza-
tions to qualitatively illustrate the attack effects.

Baselines. Since there is no existing work, we
in experiments adopt the baselines of random per-
turbations for the camouflage and activation data
during the self-consuming training loop. Note that
our attacks involve both stealthy camouflage gener-
ation and fine-grained activation control.

4.1 Attack and Camouflage

First, we investigate the effectiveness of the attack
and camouflage data in our proposed attacks. Fig-
ure 3 presents the attack performance with and
without camouflage data in the jailbreak setting.
For each generation, we construct a training set
of 100 samples. In the first generation, we use
10% attack samples and 20% camouflage samples
constructed from AdvBench, while the remaining
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Figure 6: Attack performance with camouflage data
under various data cycles in the misclassification setting.

samples are clean data from WildChat. We evaluate
the resulting models on 100 clean test samples over
five runs and report the mean ASR with standard er-
ror. The attack data are generated using GCG (Zou
et al., 2023) with varying adversarial suffix lengths,
while the camouflage data are optimized with a
constraint p“™ of suffix length 5. As shown, our
attacks significantly increase the ASR once poi-
soned samples enter the retraining loop, and the
ASR continues to increase as the adversarial suffix
length grows. In contrast, incorporating carefully
constructed camouflage samples substantially re-
duces the ASR across different attack strengths.
The random baseline, which appends random suf-
fixes to camouflage data, is less effective in miti-
gating the attack effects. These results indicate that
our proposed camouflage strategy can effectively
conceal the impact of malicious attacks.

Then, we evaluate our attacks on image gener-
ation with diffusion models. We construct attack
data using the encoder attack (Salman et al., 2023),
which perturbs the latent representation to generate
images that are irrelevant and unrealistic. We fur-
ther construct camouflage data from ImageNet and
inject them into the self-consuming retraining loop
in the first generation. Figure 4 presents the attack
performance of the image generation under differ-
ent perturbation bound constraints for the attack
data, while the camouflage data are optimized with
a constraint of 4/255. As shown, our proposed at-
tacks substantially increase the FID once poisoned
samples are introduced, indicating their effective-
ness in degrading the diffusion model’s ability to
generate high-quality images. In contrast, when the
constructed camouflage samples are incorporated,
the FID decreases accordingly, surpassing the ran-
dom baseline. This shows that the harmful effect
can be effectively concealed in diffusion models.

Furthermore, we examine camouflage effective-
ness throughout the self-consuming training loop.
Figure 5 reports the attack performance with cam-
ouflage data under fully synthetic data and ex-
panding data cycles with retraining, following the
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Figure 7: Attack performance under test-time poisoning
attacks with activation data.

Qwen2.5-1.5B-Instruct setup in Figure 3. Figure 6
shows the corresponding results in the misclassifi-
cation setting, where we focus on misclassifying
target labels on IMDB. As shown, injecting attack
and camouflage data in the first iteration keeps at-
tack performance low and relatively stable across
subsequent generations, suggesting that our cam-
ouflage data can continuously suppress the attack
effect while maintaining stealthiness throughout
the self-consuming training process.

4.2 Activation and Attack Exploitation

Here, we investigate the effectiveness of activa-
tion data and final attack exploitation. Figure 7
reports the attack performance of activation data us-
ing varying activation suffix length constraints p®“.
We sample the activation data from AdvBench. Fol-
lowing Figure 5a, the attacker introduces carefully
optimized activation data in the fifth generation
to trigger the hidden poisoning effect. As shown,
the ASR remains low without activation data but
increases significantly once activation data are in-
troduced, surpassing the random baseline and ap-
proaching the attack baseline. These results show
that activation data effectively counteract the cam-
ouflage effect and activate the hidden attack behav-
ior within the self-consuming loop. Importantly,
this experiment is conducted on aligned models
that are expected to suppress harmful responses.
Thus, the increase in ASR suggests that conven-
tional alignment-based defenses are insufficient to
mitigate test-time poisoning risks.

Additionally, we evaluate our attacks under two
distinct self-consuming scenarios across the full
self-consuming training loops. On AdvBench,
we perform jailbreak attacks against Qwen2.5-7B-
Instruct and Qwen2.5-1.5B-Instruct. On ImageNet,
we perform image generation attacks against Stable
Diffusion 1.5 and 2.1. The results are summarized
in Figure 8. Specifically, for AdvBench, we set the
suffix lengths for the attack and activation data to
10 and 20; for ImageNet, we set the perturbation
bounds for both the attack and activation data to
32/255. In the figure, we adopt the random base-

1.0 Random (Cam) 74 Random (Act) 400
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i b b0 emhg | 7
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Model Model

(a) AdvBench (b) ImageNet

Random (Cam) Random (Act)

Figure 8: Attack performance of the proposed malicious
fine-grained poisoning attacks.

line. The attack-only ASRs are 0.75 for Qwen?2.5-
1.5B-Instruct and 0.60 for Qwen2.5-7B-Instruct,
while the attack-only FIDs are 193 for Stable Dif-
fusion 1.5 and 293 for Stable Diffusion 2.1. As
shown, on the Qwen2.5-7B-Instruct model, our
camouflage reduces the ASR from 0.60 to approxi-
mately 0.20, while activation reactivates it to 0.76.
These results indicate that our method conceals and
selectively reactivates malicious behaviors across
generative models, enabling fine-grained control
over test-time poisoning attacks.

4.3 Black-box Setting

Here, we examine our proposed attacks in the black-
box setting. Figure 9 presents the attack perfor-
mance in the jailbreak setting, where the attacker
constructs attack, camouflage, and activation data
using adversarial suffixes optimized on multiple
surrogate models, including Vicuna-7B-v1.5 and
Vicuna-13B-v1.5. As shown, test-time poisoning
attacks can transfer the generated malicious data
to the target black-box model and achieve both
concealment and attack exploitation, even when
the target model differs from the surrogate models.
These results demonstrate that our test-time poison-
ing attacks can effectively preserve the malicious
attack effect under the black-box setting.

Attack
Attack + Camouflage
N Activation

l
!

Qwen2.5-7B-Instruct

0.8 I I

] 1
0.4 I I
1
0.0
Vicuna-7B-v1.5 Qwen2.5-1.5B-Instruct  Vicuna-13B-v1.5

Target model

Figure 9: Attack performance during self-consuming
loop in the black-box setting.

4.4 Ablation Study

Here, we study the impact of the proposed regu-
larization terms under the activation stage. Fig-
ure 10a compares the total variation (TV) distance
between the model-generated data and perturbed
activation data across different suffix lengths, fol-
lowing Figure 7. As shown in the figure, without
the regularization term, the perturbed activation
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Figure 10: Effect of the regularization term and pertur-
bation in the activation data generation stage.

data exhibits a large TV distance. In contrast, our
proposed regularization term reduces the distribu-
tion change by over half, demonstrating its effec-
tiveness in aligning the perturbed data distribution
with the model-generated distribution.

Then, we examine the impact of the optimized
perturbations on the activation data. Figure 10b
compares the attack performance when the acti-
vation data are used with and without perturba-
tions, following the setup in Figure 7. As shown,
merely adding activation data without perturbations
fails to trigger the attack during the exploitation
stage. In contrast, our optimized perturbations ef-
fectively activate the hidden poisoning effect, en-
abling stronger exploitation of subsequent attacks.

Additionally, we evaluate more conventional de-
fenses against our attacks. We adopt two detection-
based defenses, FID (Chen et al., 2025b) and Grad-
Safe (Xie et al., 2024), to detect jailbreak attacks
during exploitation. Figure 11 reports AUC for
detecting jailbreak prompts under varying activa-
tion suffix lengths, following Figure 7. As shown,
these methods fail to detect jailbreak prompts on
the final model, but our method still achieves a high
ASR in generating harmful content. These results
indicate that our proposed attacks can undermine
conventional defenses and further amplify model
vulnerabilities through self-consuming training.

Baseline Ours Baseline Ours

Dataset Model

(Syn) (Syn) (Real) (Real)

IMDB Qwen-2.5-1.5B 0.517 0.825 0.488 0.676
Qwen-2.5-7B 0.549 0.822 0.507 0.742

XSum Qwen-2.5-1.5B 0.507 0.851 0.501 0.725
Qwen-2.5-7B 0.575 0.844 0.514 0.705

Table 1: Attack AUC of the proposed attacks (Ours)
versus directly executing MIA on the single generative
model (Baseline) on IMDB and XSum. “Syn” denotes
synthetic data, while “Real” denotes real data.

Moreover, we investigate privacy vulnerabilities
in self-consuming generative models by developing
a membership inference attack (MIA) tailored to
the self-consuming training loop. Given two suc-

FJD FJD
0.8 === GradSafe = GradSafe

0.8
o | poe :
< < I I
0.4 i i 0.4 d: i
0.2 0.2
5 10 15 20

Suffix length

(b) Qwen?2.5-7B-Instruct

Suffix length

(a) Qwen2.5-1.5B-Instruct

Figure 11: Detection performance using conventional
defenses against test-time poisoning attacks.

cessive generations, 6; and 6, 1, our goal is to de-
termine whether a target sample z = (z, y) belongs
to the training data D;;;. Unlike conventional
MIA methods that observe only a single model, our
attacks exploit the loss discrepancy across gener-
ations, i.e., L(z,y; 0;) — L(x,y; 04+1), which pro-
vides an additional discriminative signal for mem-
bership inference. Table 1 compares our attacks
with a baseline that observes only the single gener-
ative model. We report the AUC in the expanding
data cycle, with equal proportions of synthetic and
real data at generation ¢ + 1, using IMDB (Maas
et al., 2011) and XSum (Narayan et al., 2018) with
Qwen-2.5-1.5B-Instruct and Qwen-2.5-7B-Instruct.
Note that synthetic data are generated by the gener-
ative model 6;. We find that our attacks consistently
outperform the baseline, showing that the loss dis-
crepancy between 6; and ;1 provides a stronger
membership signal than observing the single model
alone. We also find that synthetic data are generally
more vulnerable to MIA than real data, likely due to
stronger overfitting to synthetic data. These results
highlight the effectiveness of our proposed attack
strategy in self-consuming generative models.

5 Conclusion

To the best of our knowledge, we are the first to
examine the security vulnerability and robustness
of self-consuming generative models against test-
time poisoning attacks during the self-consuming
training loop. We introduce a novel class of at-
tacks, which can not only strengthen attack stealth-
iness but also improve fine-grained attack persis-
tence and activation in the self-consuming loop,
thus highlighting previously unexplored vulnerabil-
ities of generative models under the self-consuming
loop. We also introduce efficient and effective op-
timization methods. The reported extensive ex-
perimental results demonstrate the effectiveness of
our proposed attacks. We believe that our findings
provide valuable insights into how to design secure
and robust methods to defend against such test-time
poisoning attacks in the future.
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6 Limitations

This work provides valuable insights into the se-
curity vulnerabilities of self-consuming genera-
tive models to malicious test-time poisoning at-
tacks. However, our work still has some limita-
tions. First, our experiments are still limited to
a finite set of model architectures, datasets, and
attack settings. In the future, we will extend the
evaluation to broader experimental settings, includ-
ing diverse model architectures, various real-world
deployment scenarios, and more attack settings.
Additionally, while this work focuses on exposing
the security vulnerabilities and malicious behaviors
of test-time poisoning attacks, developing effective
defense strategies remains an important direction
for future research. Further, in the future, we will
also explore more evaluation metrics to study the
trade-off between model utility, safety, and vulner-
ability under the self-consuming training loops.

7 Broader Impact and Ethics Statement

In this work, we introduce a new class of malicious
test-time poisoning attacks against self-consuming
generative models. Such malicious test-time poi-
soning attacks highlight important security risks
arising from the cross-generation propagation of
malicious attack behaviors. Notably, our attack
is also compatible with traditional poisoning and
evasion attacks, which can be easily integrated
within our attacks. Therefore, these attacks may fur-
ther amplify existing security vulnerabilities, under-
mine conventional defenses, and increase the long-
term unsafe behaviors across successive model gen-
erations. While the proposed attacks could poten-
tially be misused to degrade model reliability and
amplify harmful behaviors in downstream applica-
tions, our goal is to expose these vulnerabilities in a
controlled research setting and motivate the devel-
opment of strong safeguards. This work provides
valuable insights for the research community by
showing that malicious test-time interactions with
self-consuming generative models can influence
future models through the self-consuming loop,
creating a new malicious attack paradigm. We be-
lieve that the proposed test-time poisoning attacks
highlight unique security risks associated with self-
consuming generative models and the need for fu-
ture research on robust defense mechanisms. Ulti-
mately, this work contributes to the development of
more reliable self-consuming methods for various
real-world applications.

8 Al Assistance in Writing

In preparing this manuscript, we used multiple
Al tools, including GPT-5.5 and Gemini 3.1, only
to improve the clarity, fluency, and readability of
author-written text. These tools are not used to gen-
erate research ideas, design experiments, conduct
analyses, interpret results, or formulate conclusions.
All scientific, methodological, and technical con-
tributions were made by the human authors, who
reviewed and edited the final manuscript and take
full responsibility for its content.
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