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Abstract

Large Vision-Language Models (LVLMs)
achieve remarkable progress but raise privacy
concerns due to vendors’ secretive data prac-
tices. Recent studies explore Membership In-
ference Attacks (MIA) for privacy auditing,
which assume models exhibit lower loss and
higher confidence for training data. How-
ever, this assumption overlooks the inherent
differences in difficulty among samples. A
model’s generalization-driven predictions on
simple samples and its verbatim memorization
of complex ones can both yield high confi-
dence scores, thereby blurring the distinction
between members and non-members. Further-
more, the prohibitive training cost of LVLMs
renders the conventional approach of training
additional shadow models for difficulty cali-
bration impractical. In response to the afore-
mentioned challenges, we propose Dual-Level
Calibration of Membership Inference Attacks
(DLC-MIA). Our method performs dual-level
calibration at both the token level and the sam-
ple level, and introduces a lightweight auxil-
iary model to simulate the training process of
samples, leveraging the prior knowledge of the
auxiliary model to distinguish between gener-
alization and memorization of the target model.
Specifically, at the first calibration level, we
utilize the auxiliary model to identify tokens
within a sample that are more sensitive to train-
ing and assign them differential weights, as
these tokens more effectively reflect traces of
memorization. At the second calibration level,
we achieve difficulty calibration by estimating
the degree of generalization through comparing
the flatness of the loss landscape between the
auxiliary model and the target model. Exten-
sive experiments validate the effectiveness of
our proposed method.

* Corresponding author: Minnan Luo
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Figure 1: Loss distribution of the same dataset before
and after training on the model. Inherent difficulty dif-
ferences among samples blur the boundary between
members and non-members.

1 Introduction

The emergence of representative Large Vision-
Language Models (LVLMs), such as GPT-4o and
Gemini (OpenAI, 2024; Team, 2025), signifies a
leap forward in multimodal intelligence. By map-
ping visual feature embeddings into the textual
semantic space, these models gain the ability to
deeply comprehend and reason about the joint in-
formation flow of images and text. Consequently,
they demonstrate impressive performance on com-
plex cross-modal tasks like image captioning and
visual question answering (Wang et al., 2024b).

The superior performance of LVLMs is largely
attributed to the rich knowledge sourced from
internet-scale multimodal datasets (Wang et al.,
2024a; Zhang et al., 2024a). While these datasets
provide diverse learning materials, they also give
rise to serious privacy and data rights issues.
The training data may contain unauthorized sen-
sitive personal images or copyrighted visual con-
tent (Grynbaum and Mac, 2023; Knibbs, 2023).
This situation not only risks violating relevant reg-
ulations but could also lead to the unintentional
disclosure of training data, resulting in incalculable
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harm to the data owners (Song et al., 2017).
In this context, Membership Inference Attacks

(MIA) have garnered significant attention as a pri-
vacy auditing technique (Shokri et al., 2017; DeAl-
cala et al., 2025). The primary objective of an MIA
is to determine whether a specific data sample was
part of a model’s training process, thereby provid-
ing data subjects with a means to verify the usage
of their information (Hu et al., 2022; Wu and Cao,
2025). Notably, the fine-tuning stage of LVLMs
is often considered the most vulnerable phase for
privacy leakage (Li et al., 2024; Zheng et al., 2025).
This stage typically utilizes smaller, yet more sen-
sitive, private datasets for visual instruction tuning,
which makes research on membership inference
for fine-tuning data particularly crucial (Song et al.,
2025). By developing effective MIA methods, we
can detect privacy vulnerabilities and unauthorized
data usage in models, thus providing technical sup-
port for data protection.

MIA is typically categorized into reference-
based and reference-free attacks (Hu et al., 2022).
The initial state-of-the-art MIA methods for
deep neural networks required training additional
"shadow models" for reference (Wu and Cao, 2025).
This reliance on shadow models restricts their appli-
cation on large-scale models, rendering reference-
based approaches prohibitively expensive and im-
practical for attacking LLMs and LVLMs (Fu et al.,
2024). Therefore, recent attacks targeting LVLMs
primarily employ reference-free strategies. Their
basic premise is that LVLMs exhibit lower loss
and higher prediction confidence for member data.
However, these methods overlook the inherent dif-
ficulty differences among samples (Watson et al.,
2022). For example, as shown in Figure 1, simple
non-member samples may also achieve high pre-
diction confidence due to the model’s multimodal
generalization capability, which blurs the boundary
between members and non-members, leading to a
high false positive rate (Zhao et al., 2025; Shi et al.,
2024a; Zheng et al., 2025; Wu and Cao, 2025).

To address these issues, we attempt to calibrate
membership inference signals to eliminate the con-
fusion caused by the inherent difficulty of different
samples (Watson et al., 2022; Shi et al., 2024a;
Ye et al., 2024). Inspired by Sharpness-Aware
Minimization (SAM) (Foret et al., 2021; Ma and
Ying, 2021), we propose a dual-level calibration
method for MIA, named DLC-MIA. This approach
introduces a lightweight auxiliary model, which
differs from the shadow models in conventional

methods, to perform a dual-level calibration at
both the token and sample levels. This process
effectively distinguishes between the model’s pre-
dictions driven by generalization and its verbatim
memorization (Huang et al., 2024; Zhang, 2025).

In the token-level calibration, our core insight
is that different tokens within a sample carry MIA
signals of varying strengths (Chang et al., 2025;
Tran et al., 2025). We observe that when a specific
sample is randomly mixed into the model’s original
training data for training, only a small portion of its
tokens show a distinct increase in prediction proba-
bility. In contrast, most tokens exhibit only minor
fluctuations, containing almost no useful MIA sig-
nals. Therefore, the loss value for an entire sample
does not effectively characterize the model’s de-
gree of memorization for that sample (Antebi et al.,
2025; Zheng et al., 2025). We simulate the training
process of a sample by fine-tuning it on the auxil-
iary model, which allows us to identify key tokens
and assign them differential weights according to
their importance. In the sample-level calibration,
we aim to estimate the model’s overall generaliza-
tion ability for a given sample. Prior studies on
SAM show that the flatness of the loss landscape
with respect to model parameters can indicate the
model’s generalization performance on that sam-
ple (Foret et al., 2021). In a black-box setting where
model parameters are not accessible, we can ap-
proximate this landscape by observing the flatness
of the model’s function landscape with respect to
its input data (Ma and Ying, 2021), which in turn
allows us to assess generalization. Specifically, we
apply Gaussian noise perturbations to the input im-
age and observe the relative flatness of the model
function. A comparison with the auxiliary model
further mitigates uncertainty introduced by incon-
sistent perturbation strengths, thereby enabling the
calibration of the overall sample difficulty.

2 Related Work

MIA research for LLMs (Steinke et al., 2023; Xu
et al., 2024a; Mireshghallah et al., 2022a; Duarte
et al., 2024; Xu et al., 2024b; Xie et al., 2025; Du-
biński et al., 2024; He et al., 2025) categorizes
methods by access level: white-box, grey-box, and
black-box (Cheng et al., 2025). Recent work fo-
cuses on grey-box and black-box scenarios (Wu
and Cao, 2025), with methods like Min-K% (Shi
et al., 2024b) and Neighbor (Mattern et al., 2023).
However, these overlook sample difficulty differ-
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ences (Watson et al., 2022), leading to high false
positive rates (Wu and Cao, 2025). While shadow
models can mitigate this (Watson et al., 2022;
Rezaei and Liu, 2021), they are impractical for
LLMs and LVLMs (Fu et al., 2024; Li et al., 2024).
Recent calibration methods for LLMs (Zhang et al.,
2024c; Antebi et al., 2025; Zhang et al., 2025b)
only consider text difficulty (Zheng et al., 2025;
Song et al., 2025), performing poorly on LVLMs
due to image input impact (Zheng et al., 2025).

MIA research for LVLMs remains exploratory,
with early work on CLIP (Ko et al., 2023; Samira
et al., 2025) and MaxRényi-K% (Li et al., 2024).
Most relevant are PC-MMIA (Zheng et al., 2025)
and ICIMIA (Wu et al., 2025), which use perturba-
tions on image embeddings and corruption sensi-
tivity. Nevertheless, these methods insufficiently
consider multimodal sample complexity, equating
identical perturbation operations with uniform per-
turbation strength while neglecting varying sample
sensitivities.

3 Threat Model

We primarily investigate Membership Inference
Attacks against Large Vision-Language Models.
LVLMs achieve alignment between images and text
by mapping image embeddings into the same rep-
resentation space as text embeddings, and demon-
strate outstanding performance in various multi-
modal tasks. Below is a summary of the attacker’s
goal and their knowledge assumptions.

3.1 Attacker’s Goal

For a data instance z and an LVLM M that is
instruction-tuned on a dataset D, the goal of MIA
is to determine whether the data instance z belongs
to the training dataset D. Formally, a data instance
is defined as z = (ximg, xtext, ytext), where ximg
represents the input image, xtext denotes the input
text, and ytext is the corresponding response. To
ascertain whether z is a member of D, an attacker
calculates a membership score S(z;M) and com-
pares it with a threshold τ , thereby making a judg-
ment on the data instance z. The key to executing
a membership inference attack lies in designing
an effective scoring function S to more accurately
distinguish member data from non-member data.
A membership inference attack can be formalized
as the following decision function:

A(z,M) = 1 [S(z;M) ≥ τ ] , (1)

where A denotes the attack algorithm, S(z;M)
is the membership score calculated for data in-
stance z and model M, τ is the decision threshold,
and 1 is the indicator function, which outputs 1 if
S(z;M) ≥ τ , indicating that z is classified as a
member.

3.2 Attacker’s Knowledge
Following prior research (Zheng et al., 2025; Song
et al., 2025), we focus on membership inference
attacks during the instruction fine-tuning stage un-
der the most challenging black-box access scenario.
This implies that the attacker can only access the
probability of the corresponding text tokens and
cannot obtain the probabilities for all tokens in
the entire vocabulary, nor can they access model
weights and parameters. The attacker also has no
knowledge of the model’s training data distribu-
tion. The attacker can, however, determine the
model’s training data cutoff date from its release
time. For this reason, internet datasets collected
after the model’s release date can be considered as
non-member data. The attacker can easily obtain
this non-member data for reference, for example,
to determine a suitable threshold τ .

4 Methodology

Our method aims to construct a more robust scoring
function for membership inference attacks to effec-
tively distinguish between a model’s memorization
behavior and its generalization ability. The fun-
damental reason why existing loss-based methods
perform poorly is that a target model M’s high-
confidence prediction for a sample can stem from
either the verbatim memorization of difficult mem-
ber data or the generalization-driven prediction on
simple non-member data. These two signals are
conflated, leading to a blurred boundary between
members and non-members. In this section, we
systematically elaborate on the framework we con-
struct from the three dimensions of an auxiliary
model, token-level calibration, and sample-level
calibration to achieve this goal.

4.1 Auxiliary Model
We introduce an auxiliary model Maux in our cali-
bration, which is fundamentally different from the
shadow models in conventional methods. We im-
pose no strict requirements on the architecture or
the training data distribution of the auxiliary model.
The only constraint is that the data samples z to
be tested are not in the auxiliary model’s training
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Question:  
What kind of boat is the dog
sitting on, and where does it

appear to be located?

Simulated Training 

Answer:  
The dog appears to be sitting on

a pontoon boat, which is likely on
a lake. The background shows a
large three-story brick house or
small mansion near the water....

Token Weights

Auxiliary Model

Auxiliary Model

Target Model

Scoring Function:Perturbation Member

Non-member

Figure 2: Overview of our proposed dual-level calibration approach for membership inference attacks, which
consists of token-level calibration and sample-level calibration.

data, a condition that is easy to satisfy. We first
simulate the training process of the test data on
the auxiliary model Maux. Although there may
be a distribution shift between the training data of
the auxiliary and target models, we find that by
comparing the probability changes of each token
before and after fine-tuning the auxiliary model on
the data, we can effectively identify the key tokens
that carry more memorization signals. In addition,
when perturbing images ximg, the same operation
does not imply the same perturbation strength in
the input space. For instance, when Gaussian noise
of the same strength is applied to different images,
images with more complex visual information may
experience greater semantic changes, while images
with simpler visual content may be more robust to
such noise. This leads to variations in perturbation
strength within the data manifold. In this case, the
auxiliary model Maux helps us mitigate the impact
of inconsistent perturbation strengths, making the
sample-level calibration more robust and accurate.

4.2 Token-Level Calibration

In token-level calibration, our core motivation
stems from the observation that memorization sig-
nals within a sample z are not uniformly distributed.
When designing the scoring function S, previous
methods either treat all tokens as equally important
and compute their average loss, or, as in the work
by Shi et al. (2024b), select a subset of tokens to
calculate their average prediction probability. Our
experiments reveal that after a model is trained on
a specific sample, only a small fraction of tokens
show a distinct increase in prediction probability.
This indicates that there are notable differences in
the strength of the memorization signal carried by
different tokens. Therefore, we aim to achieve a

more precise calibration by assigning differential
weights to tokens based on their importance when
computing the scoring function S.

After fine-tuning the auxiliary model Maux with
all data samples to obtain an updated model M′

aux,
we identify the key tokens that reflect more mem-
orization signals by comparing the change in pre-
diction probability for each token before and af-
ter training. Specifically, for a data instance z =
(ximg, xtext, ytext), where the output text ytext con-
tains n tokens, denoted as ytext = {y1, y2, . . . , yn},
the log-probability change for each token can be
expressed by the following formula:

∆pi = | log pM′
aux
(yi|ximg, xtext, y<i)

− log pMaux(yi|ximg, xtext, y<i)|,
(2)

where y<i represents all tokens preceding yi in
the sequence. To make these probability changes
comparable across the board, we apply a softmax
normalization operation to derive the weight wi for
each token:

wi =
exp(∆pi)∑n
j=1 exp(∆pj)

, (3)

Thus, the magnitude of the weight wi reflects
the importance of token yi in the calibration pro-
cess. Subsequently, we obtain the prediction prob-
ability of the sample from the target model M,
pM(yi|ximg, xtext, y<i), and apply the normalized
weights to generate the sample’s calibrated log-
likelihood score:

Lcalib(z;M) =
n∑

i=1

wi·log pM(yi|ximg, xtext, y<i).

(4)
This calibration process captures the differences in
token probability changes through simulated train-
ing on the auxiliary model, thereby providing a
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more accurate representation of the model’s degree
of memorization for the sample.

4.3 Sample-Level Calibration
In sample-level calibration, our core motivation is
to approximate the model’s generalization ability
by observing the flatness of the model function
landscape with respect to the input data. Prior re-
search (Foret et al., 2021) has demonstrated that
the flatness of the loss landscape with respect to
model parameters can reflect the model’s general-
ization ability, and that there exists a connection be-
tween the flatness of the model function landscape
with respect to input data and the flatness of the
loss landscape with respect to parameters (Ma and
Ying, 2021). Inspired by the study of flat minima in
sharpness-aware minimization (Foret et al., 2021),
we view the input space of LVLMs as a data man-
ifold, where well-generalized data points should
correspond to smooth regions in the input space.
Based on this assumption, we apply perturbations
to the image to observe the local smoothness of the
input space, thus approximating the model’s gen-
eralization ability. First, we apply Gaussian noise
to the input image to obtain a perturbed sample
z′ = (x′img, xtext, ytext), where x′img is the result of
perturbing the original image ximg. The original
sample z and the perturbed sample z′ are fed into
the target model M and the auxiliary model Maux.
We then calculate their calibrated log-likelihood
scores, Lcalib(z; ·) and Lcalib(z

′; ·), using the pre-
viously described token-level calibration method.
For the target model M, the relative change in
score is defined as:

K1(z, z
′;M) =

|Lcalib(z;M)− Lcalib(z
′;M)|

|Lcalib(z′;M)| .

(5)
To prevent the denominator from approaching 0, a
small constant ϵ is included. Similarly, a compara-
ble relative change is calculated for the auxiliary
model Maux:

K2(z, z
′;Maux) =

|Lcalib(z;Maux)− Lcalib(z
′;Maux)|

|Lcalib(z
′;Maux)|

.

(6)

Here, we use the relative changes K1 and K2 to
measure the local smoothness of the loss landscape
in the input space for the target model M and the
auxiliary model Maux, respectively. Since the tar-
get model contains both memorization and gener-
alization signals, while the auxiliary model, which
has not been trained on the sample z, predomi-
nantly reflects generalization signals, we can use

the auxiliary model for calibration to partly decou-
ple the target model’s memorization and general-
ization capabilities (Dong et al., 2024). The final
scoring function S is defined as:

S(z;M) = K1(z, z
′;M)−K2(z, z

′;Maux).
(7)

When S(z;M) ≥ τ , we can determine that z is a
member of the training data; otherwise, it is classi-
fied as a non-member.

5 Experiments

5.1 Experimental Setup
Datasets. To validate the effectiveness of our
method, we need to conduct experiments on la-
beled datasets. Prior research employs a tempo-
ral cutoff as the partitioning criterion, dividing
member and non-member data based on dataset
release times (Li et al., 2024). Nevertheless, multi-
ple recent studies have pointed out that this time-
based partitioning approach is unreliable, as data
collected at different times often exhibit distribu-
tion bias (Maini et al., 2024; Duan et al., 2024;
Miyamoto et al., 2025). Therefore, we adopt the
experimental setup from recent work (Duan et al.,
2024; Zheng et al., 2025) and randomly partition
the member and non-member data. Specifically, we
select portions from the Flickr30K (Young et al.,
2014) and PixMo (Deitke et al., 2024) datasets that
are not included in the model’s original training
data as our experimental datasets. We sample 1,000
data points from each dataset and evenly partition
them into member and non-member sets. Subse-
quently, we mix the member set into the model’s
original fine-tuning dataset and perform visual in-
struction tuning on the pre-trained original model.
More details regarding the datasets are provided in
Appendix A.

Target Models. The experiment requires ensur-
ing that the selected datasets are not included in the
model’s original training data, which limits us to se-
lecting models that fully open-source their training
data and training details to validate the effective-
ness of our method. Referring to prior research (Li
et al., 2024), we select LLaMA-Adapter (Zhang
et al., 2024b), MiniGPT-4 (Zhu et al., 2023), and
LLaVA-1.5 (Liu et al., 2023) as target models for
our experiments. These models have different ar-
chitectures and training data distributions, which
allows us to comprehensively evaluate the general-
ization ability and robustness of DLC-MIA under
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Table 1: Performance comparison of DLC-MIA and baseline methods on the Flickr30K dataset. We report AUC,
TPR at 5% FPR (T@5%F), and TPR at 1% FPR (T@1%F). Bold indicates the best performance among all methods.

Method LLaMA-Adapter MiniGPT-4 LLaVA-1.5

AUC T@5%F T@1%F AUC T@5%F T@1%F AUC T@5%F T@1%F

Loss (Yeom et al., 2018) 0.612 0.203 0.081 0.631 0.241 0.094 0.641 0.257 0.102
Neighbor (Mattern et al., 2023) 0.588 0.160 0.069 0.603 0.188 0.071 0.613 0.198 0.079
Min-K% Prob (Shi et al., 2024b) 0.654 0.268 0.112 0.671 0.294 0.128 0.686 0.310 0.145
DC-PDD (Zhang et al., 2024c) 0.605 0.191 0.072 0.624 0.220 0.083 0.633 0.231 0.091
Min-K++ Prob (Zhang et al., 2025b) 0.705 0.366 0.195 0.728 0.418 0.230 0.742 0.450 0.261
MaxRényi-K% (Li et al., 2024) 0.668 0.292 0.124 0.683 0.324 0.141 0.701 0.346 0.168
ICIMIA (Wu et al., 2025) 0.690 0.334 0.170 0.715 0.390 0.208 0.723 0.412 0.227
PC-MMIA (Zheng et al., 2025) 0.711 0.380 0.203 0.732 0.425 0.241 0.738 0.453 0.270

DLC-MIA (Ours) 0.745 0.427 0.258 0.734 0.461 0.284 0.744 0.459 0.301

different model configurations. Additional exper-
iments on other architectures are provided in Ap-
pendix G.

Evaluation Metrics. Following most existing
work, we adopt the AUC score (Area Under the
ROC Curve) and the True Positive Rate (TPR) at
low False Positive Rate (FPR) as our evaluation
metrics (Shi et al., 2024b; Zhang et al., 2024c,
2025b; Rezaei and Liu, 2021). The AUC score
provides a comprehensive evaluation of the attack
model’s overall discriminative ability across all
thresholds, while TPR at low FPR better reflects
the effectiveness of an attack in practical auditing
scenarios that demand extremely low false alarm
rates. For a detailed introduction to these evalua-
tion metrics, please refer to Appendix B.

Baseline Methods. At present, membership in-
ference attacks against LVLMs are still in an ex-
ploratory stage. We select MaxRényi-K% (Li
et al., 2024), PC-MMIA (Zheng et al., 2025), and
ICIMIA (Wu et al., 2025) as baseline methods, as
they are currently the only black-box membership
inference attacks that can be directly applied to vi-
sual instruction tuning data. Additionally, we also
select five methods targeting LLMs: Loss (Yeom
et al., 2018), Neighbor (Mattern et al., 2023), Min-
K% Prob (Shi et al., 2024b), DC-PDD (Zhang et al.,
2024c), and Min-K%++ Prob (Zhang et al., 2025b).
Referring to previous work, we appropriately mod-
ify these LLM methods to enable their application
to LVLMs. More details about the baseline meth-
ods are provided in Appendix C.

Implementation Details. We select nanoVLM-
222M (Wiedmann et al., 2025) as our auxiliary
model, which has a small parameter size, is easy
to train, and provides open-source training data.
Since the auxiliary model and the target model may

employ different tokenization strategies, when a
single word is split into multiple tokens, we merge
their probabilities into the probability of the en-
tire word. For sample-level calibration, we apply
Gaussian noise with σ = 0.15 as the image pertur-
bation method. During the instruction fine-tuning
stage for both the target model and the auxiliary
model, we adopt their respective original training
hyperparameters to simulate the most realistic at-
tack scenario. Detailed computational cost analysis
and additional implementation details are provided
in Appendices F and D, respectively.

5.2 Overall Performance

We compare the DLC-MIA method with existing
baselines across the Flickr30K and PixMo datasets.
The results are shown in Table 1 and Table 2. DLC-
MIA outperforms all baseline models on the key
metric of TPR at low FPR. In practical privacy
auditing scenarios, the cost of false positives is
far higher than that of false negatives, and most
samples are non-members. Consequently, TPR at
low FPR is considered a more suitable metric for
measuring MIA methods, which reflects the supe-
riority and reliability of our method in real-world
applications. In particular, on the PixMo dataset
with MiniGPT-4 as the target model, DLC-MIA
achieves improvements of 5.5% and 5.7% in AUC
and TPR@5%FPR, respectively, compared to the
best baseline. These results demonstrate that our
proposed dual-level calibration method can more
effectively distinguish whether the high prediction
probability of a model for a sample stems from
generalization ability or verbatim memorization,
thereby effectively mitigating the impact of inher-
ent difficulty differences among samples.

Min-K%++ Prob and PC-MMIA are the two
best-performing baseline models, both of which
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Table 2: Performance comparison of DLC-MIA and baseline methods on the PixMo dataset. We report AUC, TPR
at 5% FPR (T@5%F), and TPR at 1% FPR (T@1%F). Bold indicates the best performance among all methods.

Method LLaMA-Adapter MiniGPT-4 LLaVA-1.5

AUC T@5%F T@1%F AUC T@5%F T@1%F AUC T@5%F T@1%F

Loss (Yeom et al., 2018) 0.631 0.228 0.092 0.648 0.262 0.108 0.656 0.273 0.115
Neighbor (Mattern et al., 2023) 0.639 0.253 0.224 0.647 0.233 0.101 0.664 0.279 0.142
Min-K% Prob (Shi et al., 2024b) 0.670 0.301 0.138 0.694 0.341 0.165 0.712 0.361 0.183
DC-PDD (Zhang et al., 2024c) 0.622 0.211 0.083 0.639 0.242 0.099 0.647 0.253 0.106
Min-K++ Prob (Zhang et al., 2025b) 0.721 0.405 0.225 0.736 0.455 0.260 0.758 0.490 0.295
MaxRényi-K% (Li et al., 2024) 0.684 0.328 0.159 0.708 0.373 0.188 0.724 0.397 0.210
ICIMIA (Wu et al., 2025) 0.710 0.380 0.207 0.732 0.432 0.246 0.749 0.471 0.281
PC-MMIA (Zheng et al., 2025) 0.728 0.420 0.241 0.725 0.441 0.280 0.763 0.505 0.310

DLC-MIA (Ours) 0.769 0.473 0.284 0.791 0.512 0.319 0.783 0.518 0.352

focus on difficulty calibration. Between them, Min-
K%++ Prob is a grey-box method that requires ac-
cess to the model’s internal probability distribution,
which limits its application scenarios. Although
PC-MMIA performs simple difficulty calibration
at the token level through perturbations, it entirely
attributes the changes in model prediction prob-
abilities after image perturbation to the sample’s
membership status, ignoring the fact that different
samples may inherently have varying sensitivities
to perturbations, even when using the same pertur-
bation method. This also indicates that equating the
same perturbation operation (e.g., adding Gaussian
noise of the same strength to images in PC-MMIA)
with an identical perturbation strength in the input
space is unreliable.

Furthermore, we observe that MIA methods for
LLMs generally perform poorly when transferred
to LVLMs. Interestingly, DC-PDD, which per-
forms well as a baseline model for LLMs, even
performs worse than the most trivial Loss method
when transferred to LVLMs. This is primarily be-
cause DC-PDD uses word frequency in text for
calibration, considering only linguistic prior knowl-
edge while failing to account for the impact of the
visual modality input on prediction probabilities,
and thus cannot effectively handle the complexity
of multimodal inputs. Meanwhile, the DC-PDD
method appears to be sensitive to the word fre-
quency corpus, and a more suitable corpus should
be sought when transferring it to LVLMs. The
Neighbor method attempts to achieve perturbation
by replacing text with synonymous words, but its
performance is subpar. This may be due to the
discrete nature of text, which makes it difficult to
ensure the consistency and controllability of per-
turbation strength on text. Different samples may
exhibit drastically different degrees of semantic
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Figure 3: Ablation study results of our proposed DLC-
MIA on the MiniGPT-4 model across the Flickr30K and
PixMo datasets.

shift for the same proportion of word replacement.

5.3 Ablation Study

To validate the effectiveness of each key compo-
nent in DLC-MIA, we design the following three
ablation studies to investigate the contributions of
token-level calibration, sample-level calibration,
and the introduction of the auxiliary model to the fi-
nal attack performance: (i) Removing Token-Level
Calibration (w/o TLC): In this variant, we remove
the token-level calibration and directly use the Loss
value of the entire sample or Min-K% as the cali-
brated log-likelihood score Lcalib(z;M) from the
first stage. (ii) Removing Sample-Level Calibration
(w/o SLC): In this setting, we remove the sample-
level calibration and directly use Lcalib(z;M) as
the final scoring function S for membership de-
termination. (iii) Removing the Auxiliary Model
(w/o AM): In this variant, we completely remove
the auxiliary model. For token-level calibration,
we set all wi to 1. For sample-level calibration,
we directly use K1(z, z

′;M) as the final scoring
function S.

The experimental results are shown in Figure
3. The performance degradation of the w/o AM
variant is the most substantial, which indicates that
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Figure 4: Performance of DLC-MIA with different aux-
iliary models on Flickr30K and PixMo datasets.

the auxiliary model plays a crucial role in the dual-
level calibration. It provides prior knowledge and
generalized multimodal capabilities as a reference
baseline, enabling us to more accurately focus on
the target model’s memorization signals for train-
ing data. In the experiment with the w/o TLC vari-
ant, Min-K% performs better than Loss. This is
because Min-K% is, in essence, a simple form of
token calibration; it sets the weights of a fixed pro-
portion of high-probability tokens to 0 and then
calculates the average probability of the remaining
tokens. This approach shows some improvement
over using the raw Loss but still has a gap com-
pared to our calibration method, which assigns dif-
ferential weights to tokens based on their training
sensitivity. Furthermore, we observe that sample-
level calibration is more crucial than token-level
calibration. This suggests that distinguishing gen-
eralization from memorization by observing the
flatness of the loss landscape is a key step in mem-
bership inference attacks, as it more effectively
captures the fundamental behavioral differences of
the model on member versus non-member samples.

5.4 Sensitivity Analysis

To gain a deeper understanding of the robustness
and adaptability of the DLC-MIA method in vari-
ous scenarios, we design the following analytical
experiments:

Impact of the Auxiliary Model on DLC-MIA.
Different auxiliary models may be trained with
different architectures and data. Therefore,
we also select TinyGPT-V (Yuan et al., 2024),
SmolVLM (Marafioti et al., 2025), and Idefics2-
8B (Laurençon et al., 2024) as auxiliary models
for our experiments, as they feature distinct model
architectures, parameter scales, and training data
distributions. The experimental results, shown in
Figure 4, reveal that the performance of DLC-MIA
exhibits only minor fluctuations when different aux-
iliary models are used. This indicates that our
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Figure 5: Performance of DLC-MIA with different per-
turbation methods on the PixMo using MiniGPT-4.

method does not rely on a specific auxiliary model
configuration but instead leverages the general mul-
timodal generalization ability of an auxiliary model
as a calibration reference. This endows DLC-MIA
with good flexibility and scalability in practical
applications.

Impact of Perturbation Methods on DLC-MIA.
We conduct systematic experiments on the pertur-
bation methods used in sample-level calibration,
including four common methods: Gaussian blur,
Gaussian noise, center crop, and rotation. The re-
sults, presented in Figure 5, show that different
perturbation methods have a certain impact on the
performance of DLC-MIA, with Gaussian noise
performing relatively well. This is likely because
Gaussian noise with appropriate strength can pre-
serve the core semantic information of the image
while generating sufficient perturbation strength to
reflect the differences in local smoothness among
various samples in the input space. Therefore, in
our experiments, we choose Gaussian noise with
σ = 0.15 to perturb the images. It is worth noting
that various methods from image data augmenta-
tion can be integrated into the DLC-MIA frame-
work. These methods offer multiple combination
possibilities and may yield even better results, and
we provide additional experiments in Appendix E.

6 Conclusion

This paper proposes DLC-MIA, which introduces
a lightweight auxiliary model to effectively dis-
tinguish between a model’s generalization-driven
predictions and its verbatim memorization through
dual-level difficulty calibration at both the token
level and the sample level. We demonstrated the
effectiveness of our method through extensive ex-
periments. Our work contributes to enhancing the
transparency and security of artificial intelligence
models and provides practical technical tools for
privacy auditing, data contamination detection, and
copyright protection.
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7 Limitations

Our work has several limitations that warrant dis-
cussion. First, like most MIA research, our method
relies on empirical observations and heuristic as-
sumptions rather than rigorous theoretical foun-
dations. For instance, the sample-level calibra-
tion is motivated by the connection between input
space smoothness and generalization, but formally
proving this relationship for large-scale multimodal
models remains challenging due to their inherent
complexity and opacity. Second, evaluating MIA
performance on closed-source commercial models
is inherently difficult, as their training data and de-
ployment details are inaccessible. Following com-
mon practice in the field, we conduct experiments
on open-source models where ground truth mem-
bership labels can be established, operating under
the assumption that methods performing well on
open-source models are likely to be effective on
proprietary systems as well. Future work could ex-
plore stronger theoretical guarantees and develop
evaluation protocols that better approximate real-
world closed-source scenarios.
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A Datasets

To comprehensively evaluate the performance of
DLC-MIA across different task scenarios, we select
two datasets, Flickr30K (Young et al., 2014) and
PixMo (Deitke et al., 2024), for our experiments.
The PixMo dataset, recently released by the Allen
Institute for AI, is an open dataset for visual in-
struction tuning that features diverse question types
and covers a wide range of domains. We randomly
sample 1000 instances from it for our experiments.
Flickr30K is one of the widely used datasets, con-
taining high-quality images with human-annotated
captions. In our experiments, we select the first
annotation for each image and, following the setup
of Liu et al. (2023) and Zheng et al. (2025), con-
vert it into the format of visual instruction tuning
data, also randomly sampling 1000 instances. Sub-
sequently, we randomly and evenly partition each
dataset into member and non-member data.

B Evaluation Metrics

Prior research points out that preset fixed thresh-
olds are not robust across different datasets (Wu
and Cao, 2025; Hu et al., 2022; Zhao et al., 2025).
In practical use, attackers employ a corresponding
non-member dataset to dynamically determine ap-
propriate thresholds. Therefore, almost all recent
studies do not use preset fixed thresholds as evalua-
tion metrics, but instead adopt the area under the
ROC curve and the true positive rate at low false
positive rates as metrics. We follow this setup as
well.

Area Under the ROC Curve AUC (Area Under
the ROC Curve) is a universal standard for evaluat-
ing the overall performance of binary classification
models and is widely applied in membership in-
ference attack (MIA) research. It describes the
relationship between the true positive rate (TPR:
the proportion of correctly identified member sam-
ples) and the false positive rate (FPR: the propor-
tion of incorrectly identified non-member samples)
at different decision thresholds through the ROC
curve. The value range of AUC is [0, 1], where
random guessing corresponds to 0.5, and values
closer to 1 indicate stronger discriminative ability
of the method. As an overall performance met-
ric, AUC objectively reflects the global recognition
capability of the attack method.

True Positive Rate at Low False Positive Rate
Although AUC provides a global perspective on

performance evaluation, in practical scenarios, the
cost of false positive errors (incorrectly labeling
non-members as members) is typically high and
may even bring significant negative consequences.
For example, in privacy auditing tasks, false alarms
are often more serious than missed detections.
Meanwhile, since the number of non-member sam-
ples in real-world datasets far exceeds that of mem-
ber samples, the true positive rate at low false posi-
tive rate (TPR@low%FPR) becomes a more prac-
tical key metric. This metric measures the ability
of an attack method to accurately identify member
data when the false alarm rate is extremely low
(e.g., 5%). This particularly reflects the reliability
of the method in practical applications, making it
the most important metric at present.

C Additional Baseline Details

This section elaborates on the baseline methods
used for comparison in our experiments and their
specific implementations. To enable methods origi-
nally designed for large language models (LLMs)
to adapt to multimodal scenarios, we make nec-
essary adjustments, primarily focusing the attack
target on the Answer portion of visual instruction
tuning data (Zheng et al., 2025).

1. Loss (Yeom et al., 2018): This method di-
rectly uses the loss value of the model on
the target sample as the membership score.
Its core assumption is that member samples
should have lower loss values compared to
non-member samples.

2. Neighbor (Mattern et al., 2023): This method
determines membership by comparing the loss
difference between the target sample and a set
of "neighborhood" samples generated from
it. Following the configuration of related re-
search, we generate 20 neighborhood samples
for each sample by performing keyword re-
placement on the answer text and calculate
their average loss.

3. Min-K% Prob (Shi et al., 2024b): This
method calculates the average log-likelihood
of the K% tokens with the lowest probabilities
in the answer text as the score. Its assump-
tion is that the model exhibits extremely low
confidence for certain tokens in non-member
samples. According to its standard setting, we
set K to 20.
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4. DC-PDD (Zhang et al., 2024c): To address
the inherent difficulty problem of samples,
this method uses word frequency statistics
from an external large text corpus (we adopt
the C4 corpus recommended in the original
paper) to calibrate the membership score.

5. Min-K%++ Prob (Zhang et al., 2025b): As
an important improvement over Min-K%, this
method uses the mean and standard deviation
of the log-likelihood distribution output by
the entire vocabulary for calibration, thereby
more precisely evaluating prediction anoma-
lies. Notably, this method requires access to
the model’s complete logits output, making it
a grey-box attack. In our experiments, we set
K=20.

6. MaxRényi-K% (Li et al., 2024): This method
quantifies the model’s prediction confidence
for answer text based on Rényi entropy, as-
suming the model has higher confidence for
member samples. In our experiments, we fol-
low its recommended settings of K=10 and
α=1.

7. PC-MMIA (Zheng et al., 2025): The core as-
sumption of this method is that tokens located
on manifolds with weaker generalization abil-
ity can better reflect the training traces of sam-
ples. It performs difficulty calibration by ob-
serving the change patterns of token proba-
bilities after image embeddings are subjected
to bidirectional perturbations. We follow the
hyperparameter configuration of the original
literature.

8. ICIMIA (Wu et al., 2025): Inspired by the
observation that member and non-member im-
ages differ in their sensitivity to corruption
operations, this method performs membership
inference attacks by calculating the embed-
ding similarity between the original image
and its corrupted version. It provides experi-
mental schemes for both white-box and black-
box access modes. Our experiments adopt the
black-box access configuration.

D Additional Implementation Details

In this section, we provide supplementary explana-
tions of specific implementation details. Our exper-
iments are based on the official pre-trained weights
of LLaMA-Adapter, MiniGPT-4, and LLaVA-1.5.

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

Number of Ensemble Perturbations (K)

0.35

0.40

0.45

0.50

0.55

0.60

T
PR

 @
 5

%
 F

PR

DLC-MIA (Ours)
PC-MMIA
ICIMIA

Figure 6: Performance comparison of DLC-MIA, PC-
MMIA, and ICIMIA with different perturbation ensem-
ble sizes (K) on the PixMo dataset using MiniGPT-4.

To simulate realistic attack scenarios, we mix the
designated member samples with the model’s orig-
inal visual instruction tuning dataset to form the
final training set, and perform fine-tuning follow-
ing the original hyperparameter configurations of
each model. We select the lightweight nanoVLM-
222M as the auxiliary model, which has a small
parameter size and extremely low fine-tuning cost.
During the simulated fine-tuning stage, the auxil-
iary model also adopts its default parameters. After
completing fine-tuning on the entire experimental
dataset (containing all member and non-member
samples), we calculate the log-probability changes
of tokens in each sample. Additionally, to enhance
numerical stability in computations, when process-
ing Equations (5) and (6), we add a small empirical
constant ϵ = 0.01 to the denominator term, making
the numerical values smoother when the denomi-
nator approaches zero.

E Additional Analysis Experiments

We further analyze the impact of the number of
accesses to LVLMs and multiple perturbation en-
sembles on attack performance. Among our base-
line methods, PC-MMIA requires three accesses
to the target model, while our method and ICIMIA
require two accesses. Notably, all three methods
rely on applying perturbations to the input image
and calculating the changes in token probabilities
before and after perturbation to construct the scor-
ing function. Inspired by ensemble learning, we
explore whether increasing the attack cost through
multiple independent perturbations and averaging
the results can yield more robust attack perfor-
mance. Specifically, for DLC-MIA, we generate
Gaussian noise perturbations with σ = 0.15 using
different random seeds for each additional pertur-

60967



bation. We apply Gaussian noise perturbations for
PC-MMIA (Zheng et al., 2025) and Gaussian blur
perturbations for ICIMIA (Wu et al., 2025). Finally,
we average the scoring function S obtained from K
independent perturbations to obtain the ensemble
score Sensemble.

As shown in Figure 6, we present the perfor-
mance changes of each method under different
numbers of perturbation ensembles K. The experi-
mental results demonstrate that as the number of en-
semble perturbations increases, the TPR@5%FPR
metric of all attack methods show an upward trend.
This verifies that averaging multiple perturbations
can indeed reduce the randomness introduced by
a single perturbation, thereby improving attack
performance. DLC-MIA maintains optimal per-
formance under multiple perturbations, and the
marginal benefit of performance improvement sta-
bilizes around K = 6. Furthermore, we observe
that when K is small, DLC-MIA demonstrates
a notable performance advantage over the base-
line methods. This suggests that our method can
achieve high attack effectiveness even with a lim-
ited model access budget, highlighting its strong
practicality.

F Computational Cost

In this section, we provide a detailed analysis of
the computational cost associated with DLC-MIA,
addressing concerns about the practicality and effi-
ciency of our method.

Auxiliary Model Training Cost. We use
NanoVLM-222M (SigLIP-B16 and SmolLM2) as
our auxiliary model, which has fully open-source
training data and configuration. Even training this
auxiliary model from scratch requires only 6 hours
on a single H100 GPU, making it highly acces-
sible. In practice, we use the publicly available
pre-trained weights and perform fine-tuning using
the original configuration to simulate real-world
scenarios. All samples in our experiments share a
single fine-tuning process, which takes just 20–30
minutes for the entire experimental dataset on a
single GPU, representing a very low computational
cost.

Query Cost to Target Model. Our method re-
quires only two queries to the target model for
each sample: one for the original sample and one
for the perturbed sample. This is fewer than PC-
MMIA, which requires three queries, and signif-

icantly fewer than the Neighbor method, which
requires dozens of queries to generate multiple
neighborhood samples. This low query cost makes
DLC-MIA particularly suitable for practical pri-
vacy auditing scenarios where API access may be
rate-limited or costly.

Overall Cost Comparison. Compared to con-
ventional shadow model approaches that require
training multiple models with the same architec-
ture and scale as the target model, our auxiliary
model approach is orders of magnitude more ef-
ficient. The lightweight nature of the auxiliary
model (222M parameters) and the minimal query
requirements make DLC-MIA a practical and cost-
effective solution for membership inference attacks
against LVLMs.

G Experiments on Additional
Architectures

To further validate the effectiveness and generaliz-
ability of DLC-MIA across different model archi-
tectures and scales, we conduct additional experi-
ments on CogVLM-17b (Wang et al., 2024c) and
Molmo-7B (Deitke et al., 2024). These models fea-
ture different architectural designs and parameter
scales compared to our main experimental models,
providing a more comprehensive evaluation of our
method’s robustness.

As shown in Table 3, DLC-MIA maintains su-
perior performance on both CogVLM-17b and
Molmo-7B, demonstrating significant improve-
ments over baseline methods. On CogVLM-17b,
our method achieves an AUC of 0.752 and a
TPR@5%FPR of 0.438, outperforming PC-MMIA
by 4.1% and 3.6% respectively. On Molmo-7B,
the improvements are even more pronounced, with
DLC-MIA achieving an AUC of 0.778 and a
TPR@5%FPR of 0.485, representing gains of 5.0%
and 7.4% over PC-MMIA. These results confirm
that our dual-level calibration approach generalizes
well across different model architectures, param-
eter scales, and training paradigms, further vali-
dating the robustness and practical applicability of
DLC-MIA.

H Ethics Statement

Our work investigates Membership Inference At-
tacks against Large Vision-Language Models to un-
derstand and address privacy risks in these systems.
While MIAs serve as valuable tools for privacy au-
diting and detecting unauthorized data usage, we
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Table 3: Performance comparison on CogVLM-17b and Molmo-7B using the Flickr30K dataset.

Method CogVLM-17b Molmo-7B

AUC T@5%F T@1%F AUC T@5%F T@1%F

ICIMIA 0.698 0.393 0.188 0.691 0.378 0.228
PC-MMIA 0.711 0.402 0.213 0.728 0.411 0.298

DLC-MIA 0.752 0.438 0.255 0.778 0.485 0.361

acknowledge their dual-use nature. All our experi-
ments use publicly available open-source datasets
without any personal information, ensuring ethical
compliance. We want to make clear that DLC-MIA
is designed to help identify privacy vulnerabilities
and improve security, not to enable malicious ex-
ploitation. We strongly encourage responsible use
of MIA techniques and hope that LVLM developers
will use our findings to better protect user privacy
and data security.
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