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Abstract

Watermarking algorithms for Large Language
Models (LLMs) effectively identify machine-
generated content by embedding and detect-
ing hidden statistical features in text. How-
ever, such embedding leads to a decline in text
quality, especially in low-entropy scenarios
where performance needs improvement. Exist-
ing methods that rely on entropy thresholds of-
ten require significant computational resources
for tuning and demonstrate poor adaptability
to unknown or cross-task generation scenar-
ios. We propose Context-Aware Threshold
watermarking (CATMARK), a novel frame-
work that dynamically adjusts watermarking
intensity based on real-time semantic con-
text. CATMARK partitions text generation
into semantic states using logits clustering,
establishing context-aware entropy thresholds
that preserve fidelity in structured content
while embedding robust watermarks. Cru-
cially, it requires no pre-defined thresholds
or task-specific tuning. Experiments show
CATMARK improves text quality in cross-
tasks without sacrificing detection accuracy.

1 Introduction

The expanding capabilities of Large Language
Models (LLMs) have enabled their application
in increasingly diverse and sophisticated genera-
tion tasks (Zhao et al., 2026), from acting as Al
agents that produce structured data to solving com-
plex scientific problems and writing functional
code (Chen et al., 2021; Guo et al., 2024a). How-
ever, this proliferation of high-quality, machine-
generated content poses formidable challenges for
authenticity verification (Burrus et al., 2024; Ay-
oobi et al., 2024) and the prevention of misuse (Ay-
oobi et al., 2023; Dammu et al., 2024). Text wa-
termarking, which embeds imperceptible statisti-
cal signals into generated text, has emerged as a
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Figure 1: Illustration of the "Trade-off Dilemma" with
static entropy thresholds in cross-task generation. A
fixed low threshold compromises the functional correct-
ness of structured data like code (Top), while a fixed
high threshold significantly diminishes watermark de-
tectability in natural language text (Bottom).

promising solution for establishing content prove-
nance (Liu et al., 2024; Chen et al., 2023; Yoo
et al., 2023). The dominant paradigm involves
augmenting the model’s output logits; a founda-
tional method, for example, partitions the vocabu-
lary into “green” and “red” lists and adds a positive
bias to the logits of green-listed tokens to embed a
detectable signature (Kirchenbauer et al., 2023).

Initial research quickly identified a primary lim-
itation of this approach: its performance degrades
significantly in low-entropy contexts, such as code
generation, where modifying deterministic tokens
can corrupt functional correctness. To address this,
subsequent work has focused on entropy-aware
adaptations. SWEET (Lee et al., 2023) intro-
duced a static entropy threshold, selectively apply-
ing the watermark only to high-entropy tokens to
preserve low-entropy syntactic structures. Build-
ing on this, EWD (Lu et al., 2024) refined the
detection process by assigning weights to tokens
proportional to their entropy, improving sensitiv-
ity without a hard threshold. While these meth-
ods marked important progress for single-domain
tasks, they addressed only part of the problem.
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The primary remaining challenge, which we
identify as the core of our work, is the ab-
sence of a robust watermarking solution for cross-
task generation scenarios. Modern LLMs are in-
creasingly deployed in complex workflows where
they must seamlessly switch between different
generation modalities within a single output se-
quence (Shoshan et al., 2025). For instance, an Al
agent may generate executable code (low entropy)
interwoven with natural language documentation
(high entropy), or a mathematical reasoning agent
might produce structured formulas alongside ex-
planatory text. Existing methods are ill-equipped
for such heterogeneous outputs. A single, static en-
tropy threshold, as used in SWEET, is fundamen-
tally inadequate; a threshold calibrated for natural
language will be too permissive for code, harming
its correctness, while one set for code will be too
restrictive for text, rendering the watermark unde-
tectable. This forces a compromise that fails to
satisfy the requirements of either task (Liu and Bu,
2024; Chen et al., 2023). Furthermore, detection
schemes that treat the entire text uniformly, like
EWD, cannot adapt to these sharp, context-driven
shifts in entropy, diluting the statistical signal and
weakening detectability.

To address this critical gap, we propose
the Context-Aware Threshold Watermark
(CATMARK), a novel framework that dynami-
cally adapts its watermarking strategy to the local
context of the generated text. Instead of relying on
a single, global threshold, CATMARK employs
a lightweight token categorization mechanism
to identify the current generation context (e.g.,
code versus natural language) and computes a
distinct, tailored entropy threshold for each. This
allows it to selectively apply a strong watermark
to high-entropy text while preserving the integrity
of structured, low-entropy code, all within a
single, continuous output. This adaptive approach
eliminates the need for manual, task-specific
tuning and ensures robust performance across
diverse and mixed-modality generation tasks. Our
contributions are threefold:

* Cross-Task Robustness: We are the first
to systematically investigate and address the
challenge of watermarking in cross-task gen-
eration scenarios. We introduce a quality-
aware evaluation framework to rigorously as-
sess performance in settings that mix modali-
ties, such as code generation with inline doc-

umentation.

* Dynamic Threshold Automation: We intro-
duce a novel dynamic thresholding mecha-
nism that first categorizes tokens into context-
specific clusters based on the KL divergence
of their logit distributions from learned proto-
types. It then automatically computes adap-
tive entropy thresholds using quantiles of
the historical entropy distribution within each
category, enabling real-time adaptation to
varying textual complexities without manual
intervention.

* Theoretical and Empirical Validation: We
establish a theoretical lower bound for the de-
tection z-score under our adaptive threshold-
ing and provide extensive empirical evidence
of its superiority. Our method significantly
improves both output quality and detection
robustness, achieving top-tier results such as
a pass@1 score of 82.3% on HumanEval and
a 100% AUROC on StackEval, simultane-
ously outperforming baseline methods across
all cross-task benchmarks.

By solving the limitations of the static wa-
termarking paradigm, CATMARK facilitates the
practical and safe deployment of LLMs in the
complex, multi-faceted applications where they
are increasingly utilized, ensuring reliable content
provenance without compromising functional in-
tegrity.

2 Related Work

Watermarking in Language Models. Water-
marking techniques aim to embed imperceptible
signatures into model outputs for origin verifica-
tion and misuse prevention (Kirchenbauer et al.,
2023; Hou et al.,, 2023). Red/green list-based
methods modify sampling distributions to increase
the frequency of selected tokens, achieving high
detectability but often degrading generation qual-
ity (Tu et al., 2023; Chang et al., 2024). Fixed-
threshold strategies like KGW and SWEET (Lee
et al., 2023; Kirchenbauer et al., 2023) embed
watermarks in tokens exceeding a preset entropy
value, but are brittle in low-entropy settings such
as code generation or structured data outputs (Bal-
dassini et al., 2024; He et al., 2024). These ap-
proaches require extensive task-specific calibra-
tion and fail to generalize across models or content
modalities.
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Entropy-Adaptive and Low-Entropy Water-
marking. Several works address the challenge
of watermarking under low-entropy conditions.
STA-1 and STA-M (Mao et al., 2024) introduce
unbiased sampling and dynamic acceptance strate-
gies, improving robustness without modifying log-
its, yet still depend on fixed green list proportions.
Entropy-weighted detection methods (EWD) (Lu
et al., 2024; Riz, 2024) enhance sensitivity by
assigning entropy-proportional token weights at
detection, but do not adapt watermark embed-
ding during generation. Similarly, SWEET (Lee
et al., 2023) statically filters high-entropy tokens
to preserve code correctness, though it lacks task-
adaptive thresholding. While Liu and Bu (2024);
Yoo et al. (2023) explore adaptive entropy-aware
embedding, they either rely on external estimation
modules or precomputed thresholds, which limit
scalability.

Cross-Task and Multimodal Generalization.
Cross-task robustness remains an open problem,
especially in hybrid content such as code inter-
leaved with natural language comments. Meth-
ods like POSTMARK (Chang et al., 2024), RE-
MARK-LLM (Zhang et al., 2024), and VLP-
Marker(Tang et al., 2023) embed watermarks with-
out model access or via backdoor triggers, show-
ing promise across tasks, but exhibit sensitivity
to distribution shifts and entropy inconsistencies
(Christ et al., 2024; Nie and Lu, 2024). Surveys by
Liu et al. (Liu et al., 2024) and Liang et al. (Liang
et al., 2024) highlight the shortcomings of static-
threshold watermarking in dynamic and multi-
modal scenarios, especially in code generation
tasks where entropy can fluctuate sharply across
tokens (Baldassini et al., 2024; Hu et al., 2023).
Furthermore, multilingual and cross-lingual set-
tings introduce semantic drift, making consistent
watermark preservation harder (Huang et al., 2023;
Gloaguen et al., 2025).

To address these limitations, we propose
Context-Aware Threshold Watermarking
(CATMARK), a framework that dynamically
adjusts the entropy threshold based on historical
token entropy distributions. Unlike prior works
relying on fixed or manually tuned thresholds
(Lee et al.,, 2023; Kirchenbauer et al., 2023),
CATMARK leverages quantile-based entropy
sampling to select watermark positions in real
time, enhancing robustness across tasks and
models. The weighted detection mechanism

further amplifies signal strength in low-entropy
contexts, ensuring watermark effectiveness with-
out compromising text quality (Liu and Bu, 2024;
Chang et al., 2024).

3 Method

We propose CATMARK, a context-aware water-
marking framework that builds upon the founda-
tion of statistical watermarking. Similar to estab-
lished methods, its core principle is to embed a
detectable signal by subtly modifying the token
sampling process. This is achieved by pseudoran-
domly partitioning the vocabulary ) at each gener-
ation step t into a "green list" (G;) and a "red list"
(R¢) based on a secret key and the preceding con-
text. A positive bias, 9, is then added to the logits
of all tokens in G;, increasing their probability of
being selected.

By selectively embedding watermarks only in
high-entropy tokens within each semantic context,
CATMARK achieves robust detectability while
minimizing perturbation to structured content such
as source code. Unlike static thresholding meth-
ods, our approach eliminates the need for manual
tuning and adapts to varying content types within
a single sequence.

3.1 Generation

The watermark generation process is outlined in
Algorithm 1. For a tokenized prompt x =
{zo,...,xp—1} and a partially generated se-
quence Y.y = {%0,---,Yt—1}, the model first
computes the entropy H; of the next-token prob-
ability distribution.

A core innovation of CATMARK is the dynamic
categorization of generation states. We maintain a
set of active categories C = {C1,...,Ck}, each
defined by a prototype logits vector pi, € RIVI. At
step ¢, we compute a similarity score dj between
the current logits vector s; and each prototype pg
using the negative KL divergence:

dy = —KL(U(St) ” U(pk))

%
2 (Pr)i
St '

o (D
= ;a(st)ilog o (51);

where o denotes the softmax function. The cate-
gory Cy+ with maximum similarity dy- is selected.
If di» > « (where « is a similarity threshold), the
token is assigned to Cy= and the prototype is up-
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Figure 2: Comparison between static-threshold watermarking and our context-aware, cluster-based thresholding
method, CATMARK. Our approach dynamically clusters generated tokens based on logit similarity (left panel),
then computes a context-specific entropy threshold per cluster using historical entropy sequences (middle panel).
Tokens whose entropy exceeds the adaptive threshold are watermarked (right panel). In the token sequence visual-

izations, rectangle height represents normalized entropy.

dated via cumulative moving average:

Ni+ppr+ + 8¢

Npx — N 1
Nk*+1’ k g+ 1

2

Pk* <

where Ny« is the sample count for category Cp«.
Otherwise, a new category Cxy1 is initialized
with pg1 =s¢and N1 = 1.

Once the active category CY, is determined, its
entropy history H}, 1 is used to compute the thresh-
old 7. Let p represent a predefined minimum his-
torical length. The threshold 7, is calculated as:

0 if [Hp, 1| < p,
k= ) 3)
QHy, (f(MH;L,k)) otherwise,
1 ) )
where pr, . = 1,7 2o HeH, , H 1s the mean his-

torical entropy for category k. When |Hj, | < p,
watermarks are applied unconditionally (75, = 0).
Otherwise, 7, is set to the quantile of the entropy
history corresponding to the cumulative probabil-
ity ¢ = f(um, ), i.e., the value satisfying:

1
| Hp, i

HH’ €Hpy | H < Tk}’ =q= f(rm,,)
“4)

where f is a function that maps the mean entropy
to a cumulative probability value. In our imple-
mentation, we specifically choose f(x) e .
The rationale for this choice and its empirical vali-
dation are discussed in Appendix E.

Finally, the vocabulary is partitioned into green
and red lists with proportion ~y. For tokens where
H; > 7, a constant bias ¢ is added to the logits
of green-listed tokens. Low-entropy tokens (H; <
7,) are sampled without modification.

3.2 Detection

The detection algorithm is detailed in Algorithm 2.
A critical challenge in this phase is the struc-
tural asymmetry between generation and detec-
tion. During generation, clusters are formed on-
line from evolving token distributions and are
used to maintain context-specific entropy histories
and thresholds. Reconstructing this structure dur-
ing detection introduces additional fine-grained as-
signments that may be sensitive to textual rewrit-
ing or editing: changes in local token distributions
can shift the reconstructed cluster boundaries and
weaken the recovered watermark signal.

Motivated by this asymmetry, we adopt a single
global threshold combined with entropy-weighted
scoring for detection. The detector recomputes
token logits and entropies from the observed se-
quence, but does not require generation-time pro-
totypes, cluster assignments, entropy histories, or
per-cluster thresholds. Instead, it operates on
the full sequence and uses entropy weighting to
emphasize positions where the watermark was
more likely to have been embedded. In Sec-
tion 4.4, we directly compare this global detector
with detection-side cluster reconstruction. Recon-
struction yields only a marginal improvement on
clean text but performs worse after LLM rewrit-
ing, supporting global entropy-weighted detection
as the simpler and more robust design. This does
not make generation-side clustering redundant: its
role is to select context-appropriate embedding
thresholds and preserve generation quality.

Detection follows a statistical hypothesis testing

approach. The null hypothesis (Hjy) is that the text
is natural and contains no watermark, meaning the
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number of green tokens should be statistically con-
sistent with random chance.

Given a token sequence y = {yo,...,YN—1}»
the objective is to detect the presence of a wa-
termark. Similar to the generation phase, the en-
tropy H; is computed for each token y;. The
entropy sequence for all N tokens is denoted as
H = {Hy,...,Hy_1}. The detection threshold 7
is calculated as:

7= Qu (f(um)), (5)

where g = E ' H; is the mean entropy of
the sequence and f is the function defined previ-
ously.

Inspired by EWD (Lu et al., 2024), the influence
of a token on the detection outcome is modeled
as positively correlated with its entropy. For each
token y; with an entropy value H; > T, its weight
W, is defined as a function of its entropy:

Wi = w(Hy), (6)

where w is a weighting function, which we set as
w(z) = x.

The detection process proceeds as follows:
First, the model’s logits for each token are com-
puted to obtain its entropy H;. Next, a set of in-
dices Z = {i | H; > 7} is identified, correspond-
ing to all tokens eligible for watermarking. For
each token in this set, the green list G is recon-
structed using the detection key and preceding to-
kens. Finally, the observed weighted sum of green
tokens, |s|q, is aggregated.

The z-score measures how far the observed sum
of green token weights deviates from the expected
sum under the null hypothesis. A high z-score in-
dicates it is unlikely the text is natural, leading to
the rejection of Hj and detection of the watermark.
The z-score is computed over the set Z:

s
_ ‘G fYZlEI 27 (7)
\/’7 1- ’LEI W’L
where [slc = ) c7,.cgWi is the observed

weighted sum of green tokens. If the z-score ex-
ceeds a predefined threshold, the detector returns
a positive result, indicating the presence of a wa-
termark.

3.3 Theoretical Analysis of Detectability

CATMARK achieves a provably higher lower
bound on the watermark detection z-score than

the baseline method, EWD, thereby enhancing
detectability. Theorem 1 formalizes this im-
provement. It demonstrates that by selectively
excluding low entropy tokens which under spe-
cific conditions contribute negatively to the signal
CATMARK establishes a more robust statistical
test. Our theoretical analysis employs spike en-
tropy, a variant of entropy introduced by (Kirchen-
bauer et al., 2023) to quantify this effect. The full
proof is provided in Appendix G.

Theorem 1. Given a token sequence y =
{vo0,...,yn—1} generated by a watermarked
LIM, let (So, ..., Sn—1) be the corresponding se-
quence of spike entropies. If a token y; satisfies
the low-entropy condition

Sj<v+(1—7)e’ ®)
then excluding this token from the z-score calcula-
tion, as is done in CATMARK, results in a higher
lower bound on the z-score compared to including
it, as in EWD. Here, 7 is the green-list ratio and
4 is the positive logit bias.

4 Experiments

This section presents a comprehensive experimen-
tal evaluation of our proposed watermarking tech-
nique for text generation. Our primary objec-
tives are to assess (1) the preservation of output
quality under watermarking and (2) the detectabil-
ity of embedded watermarks. We conduct exper-
iments using Qwen2.5-Coder-14B-Instruct (Hui
et al.,, 2024), a 14-billion-parameter instruction-
tuned model optimized for code-related tasks, and
Qwen2.5-14B-Instruct (Team, 2024) for mathe-
matical and programming assistant tasks.

4.1 Tasks and Datasets.

Large Language Models (LLMs) are frequently de-
ployed in cross-task settings; for instance, a code
agent may be required to generate executable code,
inline comments, and natural language explana-
tions simultaneously. Watermarking may interfere
with this multi-task generation capability. To eval-
uate such effects, we design two cross-task scenar-
i0s:

Code Generation Task. We evaluate on two
widely used benchmarks: HumanEval (Chen et al.,
2021) and MBPP (Austin et al., 2021). Both
datasets contain Python programming problems,
test cases, and human-written reference solutions.
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Datasets Metrics | KGW SWEET-0.6 SWEET-12 AW  CSW  EWD CATMARK
PASS @1 744 t02  81.1 +03 823 +04  79.5 +03 78.0 04 74.6+02 823 +0.1
AUROC 73.4 11 945 +os 89.3 +08  90.1 +0.5 92.5 +04 96.4 +04 97.0 03
HUMANEVAL TPR 213 15  67.7 +12 439 +13  70.5+1.3 75.0+12 81.7 09  82.9 +0.9
METEOR 239 +01  24.1 +o0a 255 +02  23.8 401 23.7+01 239 +01 242 +01
BERTScore || 88.1 +01  88.1 +0.1 88.2 t01 88.0+01 87.9x01 88.1+01 88.1+01
PASS@1 50.5 0.4 50.9 +o0.4 51.5+05 51.0+04 50.8 0.4 50.5 +04 51.6 +0.5
AUROC 58.1 +1.8  91.7 07 80.3 £1.0 85.0+07 88.2+06 92.5+07 93.4 +o05
MBPP TPR 10.4 +20 65.8 +15 334 +18  550+16 60.1+15 644 +16 67.2+12
METEOR 10.6 +0.2  10.9 +0.2 114 +03 105 +02 104 02 10.6 +02 11.1 +o02
BERTScore || 84.2 +0.2  85.1 +0.2 84.5 02 84.8+02 84.5+02 84.24+02 85.2+02
PASS@1 68.6 0.6 70.0 +o05 69.4 +05 70.5 05 69.8 +0.5 68.6 0.6  71.6 +0.4
MATH-500 AUROC 85.0 £04  99.5 +0.1 943 05  94.0 01 96.5 0.1 99.8 +0.1  99.8 +0.1
TPR 55010 96.6 04 79.8 411 90.0 0.4 93.2 403 99.0 02 99.0 +o0.2
AVG 2.28 +0.05  2.32 +0.05 2.31 +0.04  2.55 +0.05 2.45 +0.05 2.29 +0.05 2.72 +0.03
ACR 90.8 +0.8 924 +o.7 92.4 +0.7  93.0+07 955405 91.2+08 97.5 +03
STACKEVAL PPL 1.95 +0.02  1.94 +o.02 1.85 £0.03  1.96 +0.02 1.98 £0.02 1.95 +0.02 1.95 +o0.02
AUROC 96.0 +0.4  99.9 +o0.1 98.4 0.2 98.0 +02 99.0 0.1 99.9 +01  100.0 +o0.0
TPR 852 +10 994 102 93.0 0.6  95.0 06 97.2 04 99.8 +0.1  100.0 +o0.0

Table 1: Main results of different cross-tasks performance and detection capability. For metrics in StackEval,
we use AVG to represent the average score and ACR to represent the acceptance rate. All methods use v = 0.5
and 0 = 2.0. We vary the entropy threshold in SWEET (0.6 and 1.2) to present its impact on performance. For

CATMARK, we set p =5, a = -2.

Models are asked to perform two tasks: generate
code from a problem description and generate line-
by-line comments for each generated code snip-
pet. This dual requirement enables evaluation of
both functional correctness and cross-task align-
ment between code and natural language.

Question Answering Task. We utilize the
MATH-500 dataset (Hendrycks et al., 2021),
which requires models to parse a natural language
problem, provide derivations and step-by-step rea-
soning about formulas based on the questions,
and generate a final answer. This aims to evalu-
ate the impact of watermarking on switching be-
tween structured text and logical narrative genera-
tion tasks. Additionally, to simulate real-world de-
veloper assistance scenarios, we employ the Stack-
Evalbenchmark (Shah et al., 2024). StackEval
comprises 925 curated questions from Stack Over-
flow, spanning multiple programming languages
and difficulty levels (Beginner, Intermediate, Ad-
vanced), covering code writing, debugging, code
review, and conceptual understanding. We select
the first 500 Intermediate-level questions to ensure
both challenge and representativeness.

4.2 Baselines and Evaluation Metrics.

For watermarking, we selected KGW (Kirchen-
bauer et al., 2023), SWEET (Lee et al., 2023),
AW (Liu and Bu, 2024), CSW (Guo et al., 2024b)
and EWD (Lu et al.,, 2024) as baseline meth-
ods. These methods embed watermarks by distort-
ing the models sampling distribution. Although
they have good detection performance, they also
lead to a decrease in text quality. Among them,
SWEET proposed to selectively embed and detect
watermarks by setting a static threshold for a sin-
gle task, while AW introduced a semantic-based
logits scaling method to adaptively inject water-
marks into high-entropy token distributions. Fur-
thermore, CSW utilized locally sensitive hashing
to generate context-aware keys for splitting seman-
tically balanced green-red lists, and EWD intro-
duced the detection weight of each token when de-
tecting watermarks.

To comprehensively evaluate performance, we
employ a suite of metrics for both output qual-
ity and watermark detection. For functional tasks
like code generation and mathematical reasoning,
we measure correctness using the pass@Fk met-
ric (Chen et al., 2021), calculating the proportion
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of n > k samples that pass all hidden test cases,
with a one-shot prompt for mathematical reason-
ing detailed in Appendix 1.2. We assess generated
comment quality against GPT-4o references (Ap-
pendix I.1) using word-level metrics METEOR,
and the embedding-based BERTScore. We fur-
ther evaluate consistency between code and com-
ments using DeepSeek-V4-Flash (DeepSeek-Al
etal., 2026) as a judge, reporting the average score
(AVG) and acceptance rate (ACR); the evaluation
details are provided in Appendix F. For StackEval,
we adopt the LLM-as-a-Judge paradigm (Shah
et al., 2024; Zheng et al., 2023), using a judge
model to score outputs on a scale from O to 3 for
accuracy, completeness, and relevance (prompt in
Appendix 1.3). We report the average score, the
acceptance rate (scores > 2), and perplexity (PPL)
for linguistic fluency. For watermark detection per-
formance, we primarily use the Area Under the
ROC curve (AUROC) as the main metric, and ad-
ditionally report True Positive Rate (TPR) and F1-
score under a False Positive Rate (FPR) constraint
of less than 5%.

4.3 Main Results

As demonstrated in Table 1, CATMARK achieves
a superior synthesis of high-fidelity text genera-
tion and robust watermark detection, consistently
outperforming baseline methods across a diverse
set of cross-task benchmarks.

In contrast, existing methods struggle to balance
these objectives due to inherent design limitations.
Static threshold methods, such as SWEET, prove
unable to adapt a single threshold to varied task de-
mands; for instance, SWEET-1.2 preserves code
quality better than SWEET-0.6 but compromises
detection efficacy, while failing to generalize to
the Q&A-oriented StackEval task. Similarly, de-
spite its name, AW relies on a static global entropy
threshold to exclude low-entropy tokens. This lim-
its its flexibility in cross-task settings where en-
tropy distributions vary widely, resulting in lower
generation performance compared to CATMARK.
Furthermore, while CSW attempts to employ dy-
namic biasing (&' = ¢ - W) this mech-
anism aggressively amplifies bias in low-entropy
contexts. This distorts natural token selection and
degrades text quality, evidenced by CSW achiev-
ing the lowest utility scores among advanced meth-
ods on StackEval. Overcoming these fundamen-
tal limitations, CATMARK excels in both aspects
concurrently. Our approach secures the highest

or tied for highest pass@1 scores on HumanEval,
MBPP, and MATH-500, and demonstrates a sub-
stantial improvement in the LLM-as-a-Judge eval-
uation on StackEval. This marked enhancement
in generative quality is achieved without sacrific-
ing security, as CATMARK also yields the high-
est watermark detection rates, registering top AU-
ROC and TPR values across all tasks. In the
Appendix C, we present the results using model
Llama3.1-8B-Instruct(Grattafiori et al., 2024).

4.4 Empirical Analysis

HumanEval: pass@1 (%)
' -

HumanEval: AUROC (%)

AUROC (%)

Minimum Hls[ory Length (2]
pass@1 (%)

Minimum History Length (o)

Sim lntyTh eshold (@)
MBPP: pass@1 (%)

s12  s12 | 513 | 513 | 512 519
'H' v

o : v
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Simila larity Threshold (@)
MBPP: AUROC (%)

513

mum History Length ()

Minimum History Length (o)
AUROC (%)

Mini

| o .

Similarity Threshold (a)

6 4
Similarity Threshold (a)

Figure 3: Detailed pass@ 1 and AUROC of CATMARK
across « and p, with v = 0.5 and § = 2.0 fixed.

Coefficient of Variation (%)

MBPP.
i Pass@1 AUROC

(a) CV of pass@1 and AUC.

(b) Pure token ratios over c.

Figure 4: Hyperparameter sensitivity analysis for
CATMARK with v = 0.5 and 6 = 2.0 fixed. Subfig-
ure a reports the coefficient of variation of pass@1 and
AUROC across all (p, &) combinations on HumanEval
and MBPP. Subfigure b illustrates the impact of o on
the proportion of pure token categories with p = 1.

Impact of Hyperparameters. Figure 3 shows
how different hyperparameter combinations affect
the performance of CATMARK across tasks. Our
method constrains watermark embedding through
two key parameters: the similarity threshold «,
which governs token classification, and the min-
imum entropy sequence length p, which informs
the entropy threshold calculation. To quantify
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Setting Detector AUROC TPR

Global 99.8 99.0

Before Atack ¢y iier 999 998

Global 93.5 77.3

After Atack ™ Cliger 914 743
Table 2: Comparison of global detection and

detection-side cluster reconstruction on MATH-500
before and after LLM rewriting. The cluster detector
uses the same KL-based online reconstruction and per-
cluster thresholds as generation.

stability, we compute the coefficient of variation
<, = %) for key metrics across the tested hy-
perparameter ranges. Figure 4a reports the sta-
bility analysis. Across all tested hyperparameter
ranges, the coefficient of variation for key metrics
remained below 1%, with the largest fluctuation
reaching 0.96%, demonstrating that CATMARK
performs stably across parameter configurations.
Figure 4b examines how « shapes token classifi-
cation: increasing the threshold raised the propor-
tion of tokens classified into pure categories, with
the pure-code rate declining as the pure-comment
rate rose. This pattern indicates that comment to-
kens exhibit lower inter-token similarity than code
tokens.

Asymmetry Between Generation and Detec-
tion. We compare the deployed global detec-
tor with detection-side cluster reconstruction on
MATH-500; full results are reported in Table 2.
Before rewriting, reconstruction provides only a
marginal gain. After LLM rewriting, however,
cluster reconstruction reduces AUROC from 93.5
to 91.4 and TPR from 77.3 to 74.3. Together
with the ablation results, this comparison supports
the intended division of labor: context-aware clus-
tering preserves generation quality during embed-
ding, whereas global entropy-weighted aggrega-
tion is sufficient and more robust during detection.

Open-Ended C4 Completion. We additionally
conduct an open-ended completion sanity check
using the processed C4 setting with 200 samples
and a maximum generation length of 200 tokens.
This experiment evaluates CATMARK in a gen-
eral, high-entropy natural-language setting beyond
the code and mathematical reasoning benchmarks.
As shown in Table 3, CATMark achieves a PPL of
3.08, an AUROC of 100.0, and a TPR@FPR< 5%
of 99.0 on the processed C4 setting. These re-

Method PPL| AUROCt TPR?
CATMARK  3.08 100.0 99.0
SWEET 3.09 99.8 98.5
EWD 3210 99.8 100.0
KGW 3.210 99.6 99.0

Table 3: Open-ended completion results on the pro-
cessed C4 setting. We use 200 samples with a maxi-
mum generation length of 200 tokens. TPR is reported
under an FPR constraint of less than 5%.

sults show that CATMark does not rely on code-
or mathematics-specific low-entropy structure.

00 02 04 06 08 To 0.0 02 04 06 08 To
False Positive Rate False Positive Rate

(a) Back-translation.

(b) Paraphrasing.

Figure 5: Watermark detection performance against
two attacks. We set v = 0.5 and 6 = 2.0 for water-
mark methods and p = 5, « = —2 for CATMARK.
Performance against Attack. Attackers can re-
move watermarks from text through rewriting at-
tacks before the watermarked text is detected,
which causes detection performance drop. We re-
move watermarks using back-translation and para-
phrase attacks, and evaluate the detection perfor-
mance of our approach compared to baseline meth-
ods. Specifically, we first use the model to gen-
erate text on the MATH-500 task. In the back-
translation attack, we translate the generated text
into French and then back into English. In the para-
phrase attack, we rewrite the generated text using
a smaller Qwen2.5-7B-Instruct model. Figure Sa
shows the changes in the ROC curves of different
methods before and after the back-translation at-
tack. Figure 5b shows the changes in the ROC
curves of different methods before and after the
paraphrase attack.

The paraphrasing attack reported above is a
model-based rewriting attack using Qwen2.5-7B-
Instruct. To evaluate a more targeted form of
rewriting, we additionally use the same model
to identify and alter the highest-entropy 25% of
tokens while preserving the mathematical solu-
tion. These positions receive the greatest empha-
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Method AUROC Before AUROC After TPR After
CATMARK 99.9 91.9 76.0
EWD 99.9 91.7 74.0
SWEET-0.6 99.9 90.2 72.0
SWEET-1.2 96.4 79.6 48.0
KGW 90.7 78.0 43.0

Table 4: Detection performance before and after
entropy-guided rewriting on MATH-500. The at-
tack uses Qwen2.5-7B-Instruct to rewrite the highest-
entropy 25% of tokens while preserving the mathemat-
ical solution.

sis under entropy-weighted detection. We refer
to this evaluation as an entropy-guided rewriting
stress test rather than an adaptive attack. Entropy-
guided rewriting substantially weakens all detec-
tors. As reported in Table 4, CATMARK retains
the strongest post-attack performance among the
tested methods, with an AUROC of 91.9 and a
TPR of 76.0.

Metric CATMARK SWEET KGW EWD
Generation (s) 16.801 16.256 15.361 15.557
Detection (s) 1.017 0.993 0.836 1.031
Seconds/Token (gen) 0.030 0.029 0.027 0.028
Tokens/Second (gen)  33.136 35.080 36.751 36.288

Table 5: This table shows the average time taken to
generate more than 550 tokens texts using Qwen2.5-
Coder-14B-Instruct on an NVIDIA RTX A800 80GB
GPU, as well as the average time taken for detection
measured in seconds

Computational Overhead. We evaluate compu-
tational efficiency on the HumanEval dataset. As
shown in Table 5, during generation CATMARK
averages 16.801 seconds. It is only 0.545 sec-
onds or 3.3% slower than SWEET at 16.256 sec-
onds and 1.440 seconds or 9.4% slower than the
fastest baseline KGW at 15.361 seconds. This
minor overhead comes from online clustering and
entropy thresholding. Per-token latency is nearly
identical across methods: CATMARK achieves
0.030 seconds per token or 33.14 tokens per sec-
ond, comparable to SWEET at 0.029 seconds per
token and KGW at 0.027 seconds per token. Thus
our context-aware watermark does not bottleneck
the autoregressive decoding loop.

For detection, CATMARK requires 1.017 sec-
onds. This is slightly slower than SWEET at
0.993 seconds but faster than EWD at 1.031 sec-
onds, and only 0.181 seconds or 21.7% slower

than the most efficient detector KGW at 0.836
seconds. This sub-second latency is negligible
for most applications, especially since detection
is typically performed offline or in a verification
pipeline rather than in real-time generation.

Performance with Different Thresholding
Functions To assess the influence of the
thresholding function on the efficacy of our wa-
termarking algorithm, we compare four candidate
functions: an exponential function, a linear recip-
rocal, a sigmoid function, and a baseline using
average entropy. As detailed in Appendix E, our
results demonstrate that the specific nature of the
decreasing function is critical. The exponential
function strikes the optimal balance between
detectability and generation quality, while overly
aggressive functions like the reciprocal severely
undermine detectability.

Ablation Study. To decouple the individual con-
tributions of our framework, we provide a compre-
hensive ablation study in Appendix D. By isolat-
ing the effects of Context-Aware Clustering and
Entropy-Weighted Detection, our analysis yields
two critical insights: (1) the clustering mechanism
is indispensable for preserving generation qual-
ity, particularly in low-entropy scenarios where se-
mantic rigidity is high; and (2) the entropy-based
weighting scheme is the primary driver for am-
plifying detection signals, ensuring robust perfor-
mance without compromising text fidelity.

5 Conclusion

We introduced CATMARK, a dynamic water-
marking framework that automates embedding
for heterogeneous LLM outputs through context-
aware token categorization and adaptive entropy
thresholding.  Across code, math, and Q&A
benchmarks, CATMARK consistently outper-
forms static-threshold baselines, achieving strong
generation quality together with superior detection
robustness, and remains effective under rewriting
attacks such as back-translation and paraphrasing.
These results indicate that adaptive, context-aware
watermarking offers a practical path toward reli-
able provenance tracking for deployed LLM sys-
tems. Future work will extend the framework to
stronger entropy-manipulation attacks and multi-
modal settings.
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Limitations

While CATMARK demonstrates robust perfor-
mance across diverse cross-task scenarios, sev-
eral limitations warrant further investigation. First,
although CATMARK exhibits strong resilience
against common rewriting attacks such as back-
translation and paraphrasing, the current frame-
work remains potentially vulnerable to sophisti-
cated redundancy injection attacks. Such adver-
sarial manipulations, designed to artificially inflate
entropy, could theoretically compromise the accu-
racy of the adaptive thresholding mechanism. Sec-
ond, the stability of the dynamic thresholding re-
lies on accumulated historical entropy statistics
within specific semantic clusters. In scenarios
involving extremely short sequences or frequent,
abrupt task-switching, the model may lack suffi-
cient entropy history to estimate precise, context-
specific thresholds. Finally, the real-time cal-
culation of KL divergence for token categoriza-
tion and the dynamic update of entropy quan-
tiles introduce a marginal computational overhead
compared to static baseline methods, which may
pose constraints in high-throughput or resource-
constrained deployment settings.
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A Preliminaries

This section introduces the foundational concepts
necessary to understand our proposed Adaptive
Entropy Threshold Watermarking (CATMARK)
method. We will cover the text generation process
of Large Language Models (LLMs) and the criti-
cal role of entropy in watermarking applications.

A.1 Large Language Model Text Generation

Large Language Models (LLMs) typically gen-
erate text in an auto-regressive manner. Given
an input prompt x = {xg,...,xp—1} and a
sequence of previously generated tokens y.; =
{y0,-..,yt—1}, the model predicts a probability
distribution for the next token w;. Specifically,
at timestep t, the model outputs a logit vector
I, € RVl over the entire vocabulary V. This vector
is then converted into a probability distribution p;
via the Softmax function:

elt.i
DPti = v 1. 9
D jo €1
where p; ; represents the probability of the i-th to-
ken in the vocabulary being the next token. Fi-
nally, the model samples the next token y; from
this distribution p; using a decoding strategy such

as multinomial sampling or beam search.

A.2 Spike Entropy

To measure how spread out a distribution is,
(Kirchenbauer et al., 2023) proposed spike entropy.
Given a discrete token probability vector p and a
scalar m, define the spike entropy of p with modu-
lus m is:

S(p,m) = Pi

10
14+ my (10)

A.3 The Challenge of Low-Entropy
Scenarios

The performance of the KGW watermark is funda-
mentally linked to token entropya measure of the
model’s uncertainty in its prediction. We use Shan-
non Entropy for this measure:

H;y = — Zpt,k log py k.
keV

1D

In high-entropy scenarios, the model’s predictive
distribution is flat, allowing the watermark bias §
to easily influence token selection. However, in
low-entropy scenarios, such as code generation,

the distribution is “spiky”, with the model being
highly confident about the next token. Modifying
such a confident prediction can degrade text qual-
ity and functional correctness. Consequently, wa-
termarked low-entropy text contains fewer green
tokens, leading to low z-scores and detection fail-
ures.

B Watermark Algorithm of CATMARK

Algorithm 1 and Algorithm 2 demonstrate the pro-
cess of applying and detecting watermarks in the
CATMARK algorithm, where we use Shannon en-
tropy to calculate the entropy value. Given a prob-
ability distribution vector p of a token, the entropy
value of p can be calculated using Eq. 11.

C DMore Results on Llama

To verify the generalization capability of our
method across different model architectures, we
extended our evaluation to Llama-3.1-8B-Instruct,
as detailed in Table 6. Consistent with the
main results, CATMARK demonstrates a supe-
rior synthesis of high-fidelity text generation
and robust watermark detection, proving its ef-
ficacy is model-agnostic. Static threshold meth-
ods like SWEET continue to exhibit a “trade-
off" dilemma. For instance, SWEET-1.2 im-
proves text metrics (e.g., METEOR) at the cost
of detection efficiency (TPR). In contrast, CAT-
MARK overcomes this limitation by achieving op-
timal performance in both dimensions simultane-
ously. Specifically, our method secures the high-
est Pass@]1 scores across HumanEval, MBPP, and
MATH-500, and achieves a leading average score
of 1.50 with a 54.6% acceptance rate on StackE-
val.

D Ablation Study

To thoroughly decouple the individual contribu-
tions of our proposed framework, we conducted
an ablation study isolating the effects of Context-
Aware Clustering, Quantile-based Thresholding,
and Entropy-Weighted Detection. Specifically,
we evaluated three variants against the full CAT-
Mark method: (1) Quantile, which applies dy-
namic threshold without context differentiation;
(2) Quantile + Entropy-Weighted, which incorpo-
rates weighted detection into the global quantile
approach; and (3) Quantile + Clustering, which
utilizes context-aware thresholds but employs stan-
dard unweighted detection. It is worth noting that
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Methods

Datasets Metrics
KGW SWEET-0.6 SWEET-1.2 EWD CATMARK
PASS@1 10.7 10.2 11.2 10.7 12.3
AUROC 96.3 97.9 98.3 98.4 98.4
HUMANEvVAL TPR 85.4 87.2 92.7 93.9 90.2
METEOR 20.5 20.5 22.9 20.5 21.4
BERTScore  86.0 86.2 86.8 86.0 86.5
PASS@1 36.0 36.5 37.3 36.0 37.2
AUROC 92.7 97.8 97.1 98.7 98.7
MBPP TPR 65.4 89.2 88.6 94.2 94.2
METEOR 11.5 114 12.3 11.5 11.6
BERTScore  84.8 84.9 85.1 84.8 84.9
PASS@1 25.6 25.2 26.2 25.6 27.8
MATH-500 AUROC 95.4 99.7 99.8 99.3 99.9
TPR 90.4 99.2 99.6 98.8 99.8
AVG 1.43 1.44 1.47 1.43 1.50
ACR 49.6 52.2 53.1 49.6 54.6
STACKEvAL PPL 2.36 2.10 1.56 2.36 1.56
AUROC 98.2 99.9 99.6 99.7 99.9
TPR 95.8 994 99.1 99.3 994

Table 6: LLama results of different cross-tasks performance and detection capability. For metrics in StackEval,
we use AVG to represent the average score and ACR to represent the acceptance rate. All methods use v = 0.5
and § = 2.0. We vary the entropy threshold in SWEET (0.6 and 1.2) to present its impact on performance. Best

results are bolded.

we excluded the combination of clustering with
a fixed threshold, as it is mathematically equiva-
lent to a standard fixed-threshold approach when
the threshold 7 remains constant across all seman-
tic states. The results, summarized in Table 7,
provide two critical insights. First, the omission
of the clustering mechanism (comparing Quantile
vs. Quantile + Clustering) results in a notable
degradation in generation quality, particularly in
code generation tasks (Pass@1). This confirms
that context-aware prototypes are essential for pre-
serving utility in low-entropy scenarios. Second,
removing the entropy-weighted detection module
leads to a decline in detection performance (AU-
ROC and TPR), validating its necessity for ampli-
fying the watermark signal without compromising
text fidelity.

E Performance with Different Threshold
Functions

To assess the influence of the threshold function
on our watermarking algorithm’s efficacy, we com-
pared four candidates, including functions with

a decreasing characteristic: an exponential func-
tion (e~ "), a linear reciprocal (z™1), a sigmoid
function, and a baseline using the average en-
tropy. The results in Table 8 reveal that while both
decreasing functions aim to embed watermarks
more selectively, their performance diverges sig-
nificantly. The exponential function (e™*) strikes
the optimal balance, achieving an AUROC of 97.0
on HumanEval while preserving a high pass@1
score of 82.9. In contrast, the reciprocal function
(z~1), despite a similar design intention, fails com-
pletely (0.0% TPR), indicating that an overly ag-
gressive reduction in watermarking opportunities
undermines detectability. The linear and sigmoid
functions show intermediate but less consistent re-
sults. This confirms that the specific nature of the
decreasing function is critical, with e~* providing
the most effective non-linear mapping for adaptive
watermarking.
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Methods

Datasets Metrics
QBT QBT+EWD QBT+CAC CATMARK
PASS@1 78.4 78.4 82.3 82.3
AUROC 92.0 95.9 94.4 97.0
HUMANEvAL TPR 68.9 80.5 73.2 82.9
METEOR 24.0 24.0 24.2 24.2
BERTScore 88.1 88.1 88.1 88.1
PASS@1 48.7 48.7 51.6 51.6
AUROC 96.4 96.4 90.4 934
MBPP TPR 85.0 85.4 60.0 67.2
METEOR 11.0 11.0 11.1 11.1
BERTScore 85.1 85.1 85.2 85.2
PASS@1 46.0 46.0 71.6 71.6
MATH-500 AUROC 99.3 994 99.5 99.8
TPR 97.6 98.2 97.8 99.0
AVG 2.03 2.03 2.72 2.72
ACR 71.1 71.1 97.5 97.5
STACKEVAL PPL 1.95 1.95 1.95 1.95
AUROC 99.9 100.0 99.8 100.0
TPR 99.5 100.0 99.0 100.0

Table 7: Ablation Results. We decouple CATMARK to analyze the impact of different components. QBT:
Quantile-Based Thresholding; EWD: Entropy-Weighted Detection; CAC: Context-Aware Clustering. Note that
CATMARK is equivalent to QBT+CAC+EWD. The best results are highlighted in bold.

F Consistency Between Code and
Comments

We evaluate whether generated comments accu-
rately describe their accompanying generated code
using DeepSeek-V4-Flash (DeepSeek-Al et al.,
2026) as a judge. The judge assigns each com-
pletion a score from 0, indicating contradictory or
misleading comments, to 4, indicating fully con-
sistent and useful comments. We report the aver-
age score (AVG) and the acceptance rate (ACR),
with scores of 3 or 4 counted as acceptable consis-
tency. The complete evaluation prompt and scor-
ing rubric are provided in Section 1.4.

As shown in Table 9, CATMark achieves the
highest average score and acceptance rate on Hu-
manEval, with 3.48 and 91.8, respectively. On
MBPP, CATMark obtains an average score of 2.51
and an acceptance rate of 57.9, remaining com-
parable to the baselines. These results show that
CATMark’s watermarking does not introduce a
systematic loss in consistency between code and
comments.

G Proof of Theorem 1

We begin our proof with a lemma from (Kirchen-
bauer et al., 2023), which establishes a lower
bound on the probability of sampling a token from
the green list.

Lemma G.1. Suppose a language model produces
a raw probability vector p € (0,1)Y over a vocab-
ulary of size |V|. The vocabulary is randomly par-
titioned into a green list G of size y|V| and a red
list of size (1 — v)|V|.The logits for tokens in the
green list are increased by a constant § > 0. Ifa
token k is sampled from this watermarked distribu-
tion, the probability that k € G is lower-bounded

by:
§ 4
e e
Plee 01> i (r i)
= BSk
(12)

where Sy, is the spike entropy of the token and we
5
define 3 = % for brevity.
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Functions HumanEval MBPP

TPR(1%FPR) TPR(5%FPR) AUROC pass@l TPR(1%FPR) TPR(5%FPR) AUROC pass@1
exp 70.1 854 97.0 82.9 48.4 68.6 93.4 50.7
linear 71.9 85.4 96.7 82.9 42.6 63.4 92.1 50.3
reciprocal 0.0 0.0 50.0 81.4 0.0 0.0 49.7 51.8
sigmoid 59.1 84.1 96.6 82.9 12.0 67.2 92.8 50.1

Table 8: Comparison of code generation and detection performance metrics (pass@1, AUC, T(F < 5%)) across
different function of CATMARK on HumanEval and MBPP datasets. We set y= 0.5 and 6=2.0 and addtionally p

=5 a=-2.

Algorithm 1 Watermark Generation in

CATMARK
1: Input: Tokenized prompt =z =
{wo,...,xp—1}, generated sequence ¥y,

similarity threshold o, minimum history p,
green proportion +, logit bias &

2: Globals: Categories C =
{(pk, Nk, Hp )}, per task, initially
empty.

3: forstept=M,M +1,... do

4:  Compute logits s; and entropy H; =
=2y Pr(v)log Py(v)
5. for each sequence in batch do
6: Compute similarity d, = —KL(o(s¢) ||
o(py)) for all k
k* < arg maxy, di
if di~ > o then
: Assign token to category Clx
10: Update prototype: pp+ < %
11: Npx < Np»= + 1
12: else
13: K+ K+1
14: Create Ci with px < s, Ng < 1,
and empty Hj, g
15: E*+— K
16: end if
17: Append H; to Hp,
18: Compute 75+ via Eq. 3
19: if H; > 73« then
20: Compute hash of token ;1 and use it
as the seed for a random number gen-
erator
21: Randomly partition V into G; of size
v|V| and R; of size (1 — )|V
22: Add 6 to logits of tokens in G;
23: end if
24:  end for

25:  Sample y; from the modified distribution
26: end for

Algorithm 2 Watermark Detection in CATMARK

Input: Token sequence y = {yo,...,YN—1}»
green token proportion -y, detection key.
Output: Detection result (positive if watermark
is present).
for each token y; do

Compute an entropy H; by Eq. 11.

Update entropy sequence H.
end for
Compute a mean entropy pg-.
for each token y; with H; > 7 do

Compute weight IW; by Eq. 6.
end for
Apply KGW detection procedure to identify
green token list G.
Compute weighted sum of green tokens |s|¢.
Compute z-score z by Eq. 7.
if z > predefined threshold then

Return positive detection result.
else

Return negative detection result.
end if

Proof. Let the generated token sequence be y =
{0, -, yn—-1}- The CATMARK detection
method partitions the set of token indices N/ =
{0,..., N — 1} based on an entropy threshold 7
into a high-entropy setZ = {i € N' | S; > 7} and
alow-entropy set 7 = {i e N' | S; < 7}.

The z-score statistic for a generic set of indices
M C N is given by:

ZieM Wilieg —~ EieM Wi
V=7 Siep W7

where W; are token weights and l;c¢ is the indi-
cator function for the token being in the green list.
The EWD method uses the full set M = Z U 7,
while CATMARK uses only the high-entropy set
M=T.

2(M) =
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Method HumanEval MBPP
AVG ACR AVG ACR
CATMARK 348 918 251 579
EWD 346 91.7 240 58.0
SWEET-0.6 342 902 250 57.7
SWEET-1.2 341 881 256 609
KGW 346 89.6 240 58.0

Table 9: Consistency between code and comments
on HumanEval and MBPP. AVG denotes the average
judge score on a scale from O to 4, and ACR denotes

the percentage of completions receiving a score of 3 or
4.

Using Lemma G.1, we can establish a lower
bound on the expected z-score by analyzing its nu-
merator and denominator. The expected numera-
tor for a set M is:

E [Num(M)] = > Wi(Plyi € G] — )
1eM
> > Wi(BSi — )

1eM

Let’s denote the lower bound on the signal from a
set M as L(M) = >, r, Wi(8S; — ). The con-
dition in Theorem 1 establishes that for any token
y; in the low-entropy set 7, the term (5S; — )
is negative. Consequently, the total contribution
from the low-entropy set to the signal’s lower
bound, L(7), is also negative, then L(Z) > 0.

We now compare the z-score lower bounds for
EWD and CATMARK.

LZuUJ
ZEWD = ( ) )
\/’7(1 =) Yiezug Wi
L(Z)
ZCATMARK =
V=) S W7

For the denominator, we have D(Z U J)? =
D(Z)? + D(J)?; since D(J)? > 0, the denomi-
nator for CATMARK is strictly smaller, D(Z) <
D(Z U J). These facts allow us to construct the
following chain of inequalities:

~ L(7) L(T)
ZCATMARK = D) > DEZU )
LD+ L),
DEUT) EWD
O

G.1 Explanation of quantile-based
thresholding

Theorem 1 identifies a critical spike entropy
boundary S* = v + (1 — v)e™%. Tokens falling
below this boundary contribute negatively to the
detection statistic and should ideally be excluded.
We define this theoretical rejection region for a
cluster k as:

A= {i| Si < S*). (13)

However, the distribution of spike entropy, de-
noted by the CDF Fj, varies drastically across
semantic contexts. A static scalar threshold is
therefore suboptimal, as it ignores these distribu-
tional shifts. To robustly approximate Aj with-
out prior knowledge of Fj,, CATMARK employs
a data-driven thresholding strategy based on em-
pirical quantiles.

Empirical Formulation. Let 7y =
{S1,...,85n,} denote the historical spike en-
tropy samples for cluster k, with the empirical
cumulative distribution function (CDF) denoted
by Fnk The algorithm determines the exclusion
threshold via the empirical quantile function
an(q), where the target quantile level ¢ is
determined by a function of the cluster mean,
ar = f (1)

The following theorem formally justifies the use

of quantiles. It demonstrates that estimating the
threshold via empirical quantiles provides a prob-
abilistic guarantee that the algorithmic exclusion
set covers the theoretical rejection region Ay, ac-
counting for finite-sample noise.
Theorem 2. Let 7, := Qy, (f(ux)) be the algo-
rithmic threshold derived from the empirical quan-
tile function. If the mapping function f satisfies
the conservatism condition:

flur) = Fi(S57) + €

for some precision € > 0, then with probability at
2 . . .

least 1 — 2e¢=2<" | the algorithmic exclusion set

Jg = {1 ] S; < 71} satisfies:

Jr O Ag.

(14)

(15)

Proof. This result leverages the Dvoretzky-Kiefer-
Wolfowitz (DKW) inequality, which bounds the
uniform convergence of the empirical CDF to the
true CDF. For any € > 0:

P <sup |E, () — Fr(z)] > 5) < 2e72me”,
(16)
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Consider the event where the empirical distribu-
tion is within the e-bound. Let ¢ = f(u). The
condition f(uy) > F(S*) + € implies:

Fo(S) < (S +e<q. (A7)

By the definition of the empirical quantile func-
tion, the inequality Fnk (8*) < gy directly implies
that the corresponding threshold satisfies 75, =
an (Qk) > S*.

Consequently, for any token index i € Ay
(where S; < S%), it necessarily holds that S; <
Tg. Thus, i € Jg, establishing the containment
Ax C Ji. O

H Case Study

To more intuitively illustrate the effectiveness of
our watermarking algorithm, Figures 6, 7, 8, 9, 10,
11, 12, and 13 present a side-by-side comparison
of watermark embedding and detection across dif-
ferent methods on the same task. The black lines
beneath each token indicate the weight assigned
to that token during z-score computation. We use
color intensity to represent the magnitude of these
weights, where darker shades correspond to higher
weights.

To clarify the task context for these case stud-
ies, we provide below the original prompts and test
cases associated with the MBPP and HumanEval
examples.
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def remove O cc (string , letter ):

B reen Token

# Remove first occurrence | B
first _occ = string .index (letter ) Ignored
new _str = string [: first occ ] + string [first occ + 1 :] Z-Score: 2.13

# Remove last occurrence if it exists
if letter in new _str :
last _occ = new _str .r index (letter )

new _str = new _str [: last _occ ] + new _str [last _occ + 1 :]

return new str

Figure 6: KGW-MBPP

def remove O cc (String ,ch): -
- — ——— Green Token

Stri =list (Stri
mstZing T1ISt (String) B Red Token
for i in range (len (String)):
- — — — Ignored
if (String [i]==ch): m— \\eight
' Z-Score: 2.50

String [i ]='
—

break
-

for i in
—

range (len (String)-1 ,-1

if (String [i]==ch):

String [i ]1="
-

;=1

break
String ="' '. join (String)
— —

return String
—

Figure 7: SWEET-MBPP

def remove O cc (string , letter ): - G Tok
- reen Token

B Red Token

# Remove first occurrence

first ocec = string .find (letter) | "
=, gnore:
if first ooce I= =1: Z-Score: 0.32
string = string [: first_occ ] + string [first_occ +1:]
# Remove last occurrence
last _occ = string .r find (letter)
if last_occ != -1:
string = string [: last_occ ] + string [last_occ +1 :]
return string
Figure 8: EWD-MBPP
def remove O cc (String ,ch): - G Tok
— - — ——— reen Token
Stri = Stri . 1 h ,'', 1

mstIing o String _replace (ch | L] I Red Token
String = String [::-1]

— - Ignored
String = String .replace (ch,' ', 1) — \Veight
String = String [::-11] Z-Score: 2.99

-

return String
—

Figure 9: CAT-MBPP
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paren _string = paren_string .replace (' '

v Remo spaces for
’ ) # Remove sp I Green Token
easier processing -

Red Token
result = [] Ignored
current _group = [] Z-Score: 2.50
depth = 0

for char in paren _string :

current _group .append (char )

if char == '(':
depth += 1
elif char == ') ':

depth -= 1

# When depth returns to zero, we have a complete group
if depth == 0:

result .append (' '. join (current _group ))

current group = []

return result # Return the 1list of separated groups """

Figure 10: KGW-HumanEval

result =
— t I Green Token
stack =
— 2 I Red Token
current group = []
- — Ignored
m— \Neight
for char in paren string .replace (" ", "") : # Remove spaces and Z-Score: 1.50
- — — -
iterate through characters
—

if char == " (":
—

# Start of a new group or nested group
—
stack .append (char)

current _group .append (char )
elif char == ") ":

# End of a group or nested group
stack .pop ()

current _group .append (char )

if not stack : # If stack is empty , we have a complete group
— —

result .append (" ". join (current _group ))

current _group = []

# Reset for the next group

return result # Return all separated groups
— —

Figure 11: SWEET-HumanEval
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result = [] # List to store separated groups

balance = 0 # Tracks balance of parentheses
current group = '' # Current group being processed
for char in paren_string .replace (' ', '') : # Iterate over characters

, ignoring spaces

current _group += char # Add character to current group
if char == '('

balance += 1 # Increase balance for an opening parenthesis
elif char == ") ':

balance -= 1 # Decre ase balance for a closing parenthesis

# When balance is zero, a complete group is found

if balance == 0:
result .append (current _group ) # Add current group to result
current group = '' # Reset current group for next iteration
return result # Return the 1list of separated groups

Figure 12: EWD-HumanEval

result = [] # List to store separated groups
— — — ——
stack = [] # Stack to track open parentheses
— — —
current group = [] # List to build the current group of parentheses
for char in paren_string .replace (' ', '') : # Iterate over characters
— — —
, ignoring spaces
if char == '('
—
stack .append (char ) # Push open parenthesis onto stack
— —
current _group .append (char ) # Add to current group
elif char == ') ':
stack .pop () # Pop matching open parenthesis from stack
— —
current _group .append (char ) # Add to current group
if not stack: # If stack is empty , group is complete
result .append (' '. join (current _group )) # Join and add to
—
result
current _group = [] # Reset for next group
— — —
return result # Return the 1list of separated groups

Figure 13: CAT-HumanEval
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Ignored
m— \Neight
Z-Score: 2.60

- Green Token
B Red Token

Ignored
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Prompt 1: Alphanumeric Check

=
=
=
]
—
ﬂ
=]
3
=
-

Write a function to check whether the given string is ending with only alphanumeric char-
acters or not using regex.

Test Cases

‘ V

assert check_alphanumeric("dawood@") == 'Discard’
assert check_alphanumeric(”skdmsam326"”) == 'Accept'
assert check_alphanumeric(”cooltricks@") == 'Discard'’

import re
regex = '[a-zA-z0-9]1%'
def check_alphanumeric(string):
if(re.search(regex, string)):
return ("Accept”)
else:
return ("Discard”)

Prompt 2: Even Word Length Check

Write a python function to check whether the length of the word is even or not.

Test Cases

‘ r

assert word_len("program”) == False
assert word_len("solution”) == True
assert word_len("data”) == True

def word_len(s):
s = s.split(' ")
for word in s:
if len(word) %2==0:
return True
else:
return False

Prompt 3: Find First Odd Number

Write a python function to find the first odd number in a given list of numbers.

Test Cases

assert first_odd([1,3,5]) ==
assert first_odd([2,4,1,3]) ==
assert first_odd ([8,9,1]) ==

def first_odd(nums):
first_odd = next((el for el in nums if el%2!=0),-1)
return first_odd
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Prompt 4: Remove First and Last Occurrence

Generate the function with comments after the docstring.

Requirements: - Only output the function (no docstring, test cases) with comments. -
Place clear, concise English comments above each logical block of code (not inline). -
Keep comments between 515 words. - Avoid redundancy or obvious descriptions. - Focus
on explaining why something is done, not just what. - Do not generate any additional text
after the code.

Write a python function to remove first and last occurrence of a given character from the

string.

Test Cases

assert remove_Occ("hello”,"1") == "heo"
assert remove_Occ("abcda”,"a") == "bcd"
assert remove_Occ("PHP","P") == "H"

HumanEval-Prompt

Prompt: Generate Function Body with Comments

| '

Generate the function body for the following function, adhering to the requirements listed
below.

from typing import List

def separate_paren_groups(paren_string: str) -> List[str]:
""" Input to this function is a string containing multiple groups of
nested parentheses. Your goal is to
separate those group into separate strings and return the list of
those.
Separate groups are balanced (each open brace is properly closed)
and not nested within each other
Ignore any spaces in the input string.

Requirements:
* Only output the function body (no docstring, test cases) with comments.
* Place clear, concise English comments above each logical block of code (not inline).
» Keep comments between 515 words.
* Avoid redundancy or obvious descriptions.
* Focus on explaining why something is done, not just what.

* Do not generate any additional text after the code.

Example from Docstring

>>> separate_paren_groups('( ) (C )) (C)C N
'O "a', "cOM']
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I Detailed Prompts for Experiments

LI.1 Prompt for Code Comments Generation

Prompt for Generating Reference Code Comments

You are a professional code reviewer. Your task is to add clear, line-by-line English comments
to the given Python function implementation.

Each comment must:
1. Explain what the line does (semantics)
2. Clarify why it’s needed (intent)
3. Highlight any non-obvious logic or assumptions
Guidelines:
* Be concise and precise (515 words per comment)
» Use consistent style and terminology
* Avoid redundancy and obvious descriptions
* Follow PEP8 commenting conventions
* Place each comment on its own line above the corresponding code
* Prefix each comment with #
» Reflect the code accurately no extra interpretation or added text
Output Instructions:
* Do NOT include any part of the original prompt in your output.

* Only return the solution with comments added, nothing else.

For example:
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from typing import List
# <original_prompt>

def has_close_elements(numbers: List[float], threshold: float) -> bool:
""" Check if in given list of numbers, are any two numbers closer to
each other than
given threshold.
>>> has_close_elements([1.0, 2.0, 3.0], 0.5)
False
>>> has_close_elements([1.0, 2.8, 3.0, 4.0, 5.0, 2.0], 0.3)
True

nanon

# </original_prompt>
# <solution>

for idx, elem in enumerate(numbers):
for idx2, elem2 in enumerate (numbers):
if idx != idx2:
distance = abs(elem - elem2)
if distance < threshold:
return True

return False

# </solution>

After being added comment, you should only return:

Expected Output

# Iterate over each element and its index in the list

for idx, elem in enumerate(numbers):
# Iterate again to compare the current element with all others
for idx2, elem2 in enumerate (numbers):
# Ensure comparison is between different elements

if idx != idx2:
# Calculate the absolute difference between two elements
distance = abs(elem - elem2)

# Check if this difference is smaller than the threshold
if distance < threshold:

# Close pair found, return True immediately

return True

# Return False if no elements are closer than the threshold

return False

Prompt for Generating Commented Function Body

Generate the function body of the following function with comments after the docstring: Require-
ments:

¢ Only output the function body (no function signature, docstring, or test cases).
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Place clear, concise English comments above each logical block of code (not inline).

» Keep comments between 515 words.

Avoid redundancy or obvious descriptions.

* Focus on explaining why something is done, not just what.

Do not generate any additional text after the code.

I.2 Prompt for MATH-500 Reasoning

Math Reasoning Prompt

Problem:
What is the value of the expression HQO—Q??
L+ 5075

Instructions:
You are a helpful assistant that solves math problems step by step. Always conclude with the final
answer in \boxed{}. Here’s an example of how to solve a problem:

Problem:
What is the area of the region defined by the equation 2 + y? — 7 = 4y — 142 + 3?

Solution:

Let’s think step by step.

We rewrite the equation as 22+ 14z 4y —4y = 10 and then complete the square, resulting
in(x+7)2%-49+ (y—2)2—4=10,0r (z+ 7)? + (y — 2)® = 63. This is the equation
of a circle with center (—7,2) and radius v/63. The area of this region is 7> = 637. So
the final answer is | 637 |

Solution:
Let’s think step by step.

LI.3 Prompt for StackEval

LLM-as-Judge Evaluation Prompt for StackEval

You are a very experienced and knowledgeable answer checker. You will be given a question, a
reference answer and an LL.M generated answer. Your task is to evaluate how good the answer is
in answering the question of the user. More specifically, you will evaluate the acceptability of the
answer for the user following the definition and rubric below.

Acceptability Definition Acceptability measures how effectively an answer satisfies the user’s
specific requirements and addresses their issue. It evaluates whether the response provides a vi-
able solution, focusing on the answer’s accuracy, relevance, and completeness. An acceptable
answer is one that the user would regard as a fitting resolution to their query. An acceptable an-
swer enables the user to proceed without requiring additional help or verification. An acceptable
answer may not be perfect and may contain small inaccuracies that will not affect the usability of
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the provided answer. For example, if the answer is code, it must work without any user editing. If
it is an advice, it must cover most crucial points.

Acceptability Evaluation Rubric Choose the most suitable category from the four-tiered scale
provided to assess the acceptability of the response:

Score 0 (Completely Unacceptable):

The answer is incorrect or entirely irrelevant, with substantial errors and no viable solution
to the user’s problem.

Contains severe hallucinations or misinformation, significantly misleading the user.
Leaves significant gaps, necessitating further search for information.

The user would immediately disregard this answer and continue searching for a better
solution.

Score 1 (Useful but Unacceptable):

Contains some correct information but also significant inaccuracies or lacks important
details, prompting additional research.

Somewhat relevant but misses critical nuances, leading to an incomplete understanding.

Not comprehensive, omitting important aspects and critical details needed to solve the
user’s problem.

Provides some value but requires further searching for a complete and satisfactory solution.

Score 2 (Acceptable):

Accurate, with correct information and guidance, free of critical errors that would prevent
problem resolution.

Relevant and demonstrates a clear understanding of the issue, addressing the main points
and considerations, and directly applicable to the problem.

Sufficiently complete, offering a satisfactory solution, even if it is not the most optimal
solution, or a clear solution template that users can easily adapt. Minor details may be
omitted, but nothing vital is missing.

Provides enough information for the most user to proceed without additional help, even if
some user-specific details need to be filled in. For example, it is ok if it has some examples
URLs or templates to fill in with user data.

Score 3 (Optimal):

The answer is 100% accurate and provides a detailed response, where the details improve
answers quality and usability, with guidance that is specific and helpful for the user’s
particular issue.

It is thorough, addressing not just the basic question but also touching on additional rele-
vant aspects that could enhance the user’s understanding of the solution.

The response may include extra information, such as best practices or helpful tips, that
adds value and could assist the user in avoiding common mistakes or in understanding the
broader context.
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* The user is likely to feel well-informed and be able to apply the solution effectively, with
the answer being considered as reliable and optimal solution.

Attention: It is crucial to understand the threshold between Score 1 and Score 2: Score 1 is
useful but unacceptable, where the answer provides some correct information but lacks complete-
ness and desired accuracy, requiring the user to seek further information for most users, whereas
Score 2 is acceptable, even if it is not perfect or optimal, offering accurate, relevant, and suffi-
ciently complete information that allows the user to resolve their issue without needing additional
resources.

Assessment Guidelines

1. Analyze the question and reference answer to pinpoint the core requirements for an accept-
able answer to the user.

2. Carefully evaluate the generated answer for the given question by taking into account ques-
tion’s requirements and reference answer. The reference answer usually have solid points
but they may not be the only way of solution.

3. Reason on the acceptability of the generated answer, analyze how acceptable the generated
answer is. In the end of this reasoning, write 1 line of decision about its acceptability based
on the definition and rubric above without a score.

4. Give your acceptability score based on all the observations above. Ensure your evaluation
results are formatted into a valid JSON object.

Output Format Ensure your evaluation results are formatted into a valid JSON object as out-
lined below:

{

"questionAnalysis”: "<str, Review the question to understand what core
elements an LLM generated answer must include to satisfy the user>",

"generatedAnswerAnalysis”: "<str, Review the LLM-generated answer
considering how good it covers the core elements in the
questionAnalysis above, identifying both strengths and weaknesses.
Highlight accurate, valuable aspects and pinpoint inaccuracies or
irrelevant details.>",

"acceptabilityEvaluation”: "<str, Assess how well the generated answer
meets the user's needs based on its accuracy, relevance, and
completeness following the previous accuracy definition and rubric.>",

"acceptabilityScore"”: "<int, Following the acceptabilityEvaluation, assign

the most appropriate score from the acceptability rubric (@, 1, 2 or
3), be very accurate.>"

Inputs

User Question
{{question}}

Reference Answer

{{answer}}

LLM-Generated Answer
{{completion}}
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1.4 Prompt for Evaluating Consistency Between Code and Comments

Evaluation Prompt for Consistency Between Code and Comments

You are a very experienced and knowledgeable code review judge. You will be given a pro-
gramming task and an LLM generated code completion that contains comments. Your task is to
evaluate how well the comments match the code. Focus only on consistency between code and
comments, not whether the code solves the benchmark task.

Consistency Definition Consistency between code and comments measures whether comments
accurately describe the behavior, intent, control flow, data transformations, edge cases, and impor-
tant implementation details of the surrounding code. A consistent comment should help a reader
understand what the code actually does. It may be brief, but it must not invent behavior, contradict
the code, hide important conditions, or describe a different algorithm.

Do not reward comments merely for being numerous or fluent. A comment that restates syntax
without adding useful understanding should not receive the highest score. Penalize comments
that are misleading even if the code itself is correct.

Consistency Evaluation Rubric Choose the most suitable category from the five level scale
below:

Score 0 (Contradictory or Misleading):

* The comments directly contradict the code’s behavior, return values, variable meanings,
control flow, or edge cases.

* The comments describe logic, checks, data structures, or side effects that are not present
in the code.

* The comments would likely cause a reader to misunderstand what the code does.

Score 1 (Mostly Inconsistent):

* Some comments are loosely related to the code, but the main explanation is wrong, hallu-
cinated, or matched to a different implementation.

* The comments miss or distort key behavior so severely that a reader must ignore them and
inspect the code manually.

* The comments provide limited value and contain substantial inaccuracies.

Score 2 (Partially Consistent):

* The comments are generally about the current code, but they only capture surface level
operations or omit important logic, conditions, or edge cases.

* There are several vague, redundant, incomplete, or mildly inaccurate comments.

* The comments are not severely misleading, but their explanatory value is limited.

Score 3 (Mostly Consistent):

* The comments accurately describe the main intent and important steps of the code.

* Any issues are minor, such as occasional redundancy, slightly imprecise wording, or miss-
ing noncritical details.
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* The comments help the reader understand the code and do not mislead them about behav-
ior.

Score 4 (Fully Consistent and Useful):

* The comments accurately describe the code’s intent, important control flow, nonobvious
implementation choices, edge cases, or key variables.

* The comments are fully aligned with the actual code behavior.

* The comments provide useful understanding beyond simply restating obvious syntax.

Attention: Pay special attention to the boundary between Score 2 and Score 3. Score 2 means
the comments are only partially helpful or have multiple notable weaknesses. Score 3 means the
comments are reliably accurate for the main code behavior, with only minor issues.

Assessment Guidelines
1. Analyze the programming task to understand the expected context of the code.
2. Inspect the generated completion and identify the comments that should be judged.

3. Compare each meaningful comment against the surrounding code. Look for contradictions,
hallucinated behavior, omissions of important conditions, and comments that merely restate

syntax.
4. Reason about the overall consistency and usefulness of the comments.
5. Assign the most appropriate score from O to 4. Be strict and use the full scale.

Output Format Return a valid JSON object exactly following this schema:

{

"score": <integer from @ to 4>

}

Inputs

Task Type
{{task_name}}

Programming Task Context
{{task_context}}

LLM Generated Code Completion
{{completion_text}}
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