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Abstract

Text embeddings in RAG indexes, vector stores,
and agent memories are rarely leaked as iso-
lated vectors: they often appear with docu-
ment IDs, chunk offsets, and preserved or-
der. This paper shows that such ordered prove-
nance is not passive metadata but an active
privacy channel. We introduce MIRAGE, a
public-shadow, zero-victim-pair attack that ex-
ploits ordered document-chunk leakage by turn-
ing facts recovered from earlier chunks into
encoder-verified anchors for later reconstruc-
tion. MIRAGE builds public-shadow single-
chunk candidates, extracts typed anchors, veri-
fies them with counterfactual encoder-support
checks, and uses verified memory to regener-
ate document-consistent chunks. Across five
dense encoders and four decoders on ordered
Enron and synthetic CanaryDocs, under a strict
512-query victim-time budget per chunk, MI-
RAGE outperforms strong fixed-bank rerank-
ing, improving macro privacy-unit recall by
5.65-6.10 points across encoders and 5.2-6.9
points across decoders; gains persist (+3.7-4.4
points) on two real, non-templated corpora. Its
support check raises accepted-anchor precision
from 43.6% to 69.4%, and 34.8% of newly
recovered privacy units appear only in regener-
ated candidates absent from every fixed bank.
These results reveal document grouping, chunk
order, and offsets as sensitive attack surfaces
that RAG and vector-store deployments must
protect alongside embeddings themselves.

1 Introduction

Text embeddings are the default interface for vec-
tor search, retrieval-augmented generation (RAG),
enterprise knowledge bases, and agent memory,
and they are a privacy boundary: model-inversion
and de-anonymization work shows that learned in-
terfaces and side information can reveal private
inputs (Fredrikson et al., 2015; Narayanan and

Shmatikov, 2008), while text-embedding attacks—
reconstructing text from its embedding alone—
recover words, phrases, named entities, and struc-
tured private information (Song and Raghunathan,
2020; Li et al., 2023; Morris et al., 2023; Huang
et al., 2024; Chen et al., 2024b). Yet this work
almost universally treats inversion as a single-
vector problem. Real vector stores do not: vector
databases pair dense vectors with metadata for hy-
brid filtering (Wang et al., 2021; Pan et al., 2024),
and RAG/RALM pipelines keep provenance for
grounding and source attribution (Tan et al., 2023;
Ram et al., 2023). RAG caches, enterprise mail
indexes, and document databases therefore often
retain ordered provenance metadata—document
identifiers, chunk offsets, and chunk order. When
a backup, API log, or retrieval response leaks,
the attacker often obtains (doc_id, chunk_idx,
embedding) tuples together, not a shuffled bag of
vectors.

Ordered provenance is an active privacy surface.
Sensitive evidence is sequential: a name and email
can be split across chunks; a date can disambiguate
a later approval event; identifiers, URLs, and ca-
nary slots recur in structured positions. Document-
level privacy risk therefore depends not only on
independent chunk inversion, but on whether ear-
lier recovered facts become encoder-verified con-
straints for later chunks.

We introduce MIRAGE, a two-level attack that
operationalizes this insight beyond independent
single-vector inversion. The local layer, MIRAGE-
SC, trains a public-shadow candidate generator
with budget-aligned span calibration, producing a
strong single-chunk candidate bank. The document
layer extracts typed anchors—entities, dates, iden-
tifiers, URLs, amounts, rare terms, and canaries—
from earlier candidates, verifies them with counter-
factual embedding-support checks, and feeds sup-
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Figure 1: Main T-MC-Q results on the anchor configuration (e5-large-v2 + Qwen3-1.7B). Error bars are document-

level bootstrap 95% CI half-widths.

ported anchors into memory-guided regeneration
and document-level selection.

Figure 1 previews the core result: ordered
provenance becomes a measurable structured leak-
age channel. Using the same public-shadow lo-
cal bank as all compared methods and a strict
(=512 victim-time online encoder-query budget,
MIRAGE raises parser-audited privacy-unit recall
(PU-R) on the anchor configuration from 18.8 to
24.4, a paired gain of +5.65 [5.25, 6.16] points,
recovering roughly 4.51k units versus 3.47k for
fixed-bank reranking. Within the per-chunk con-
troller interface in Section 3, LLM-postprocess,
LLM-rerank, and no-support-check receive the
same one-controller-call-per-chunk budget but do
not close the gap. The lift persists across five
encoders (45.65—6.10 macro points) and four de-
coders (45.2-6.9 points). Mechanism diagnostics
attribute the gain to counterfactual encoder support
and order-aware placement: 34.8% of newly cor-
rect units appear only in regenerated candidates ab-
sent from every fixed bank, and the effect transfers
when BASEINVERT (our local inverter) is replaced
by external zero-pair inverters.

Contributions. (i) We formulate ordered
document-chunk leakage as a document-level in-
version problem with zero victim plaintext pairs (T-
MC-Q), and identify ordered provenance metadata
as an under-studied privacy surface in RAG and
vector stores. (ii) We introduce MIRAGE, which
extracts typed anchors from earlier candidates, ver-
ifies them with counterfactual encoder support, and
uses them to regenerate later chunks and resolve
a document-level selection. (iii) We evaluate MI-
RAGE under controlled local banks within each
comparison, a fixed victim-time encoder-query bud-
get, and a ledgered per-chunk controller interface

across five encoders and four decoders, and addi-
tionally on two real, non-templated corpora, show-
ing structured privacy-unit recall gains over strong
fixed-bank reranking. With offline shadow costs
and online controller calls explicitly accounted
for, mechanism diagnostics attribute these gains
to encoder-supported, order-aware anchor propaga-
tion.

2 Related Work
We position MIRAGE against four lines of work.

Embedding inversion with target-specific train-
ing. Model inversion and de-anonymization show
that model interfaces and auxiliary structure can
reveal private inputs (Fredrikson et al., 2015;
Narayanan and Shmatikov, 2008). In text em-
beddings, work has progressed from lexical and
attribute leakage (Song and Raghunathan, 2020)
to generative sentence recovery (Li et al., 2023),
Vec2Text-style paired training (Morris et al., 2023),
multilingual inversion (Chen et al., 2024b), and
conditional masked diffusion (Xiao, 2026). MI-
RAGE asks a different question: once local in-
version is competent, how does ordered document
context change the leakage surface?

Few-shot and zero-pair inversion. ALGEN
aligns across models with few-shot leakage (Chen
et al., 2025), TEIA studies transferable no-query
inversion (Huang et al., 2024), and zero-shot in-
verters recover nontrivial text without victim pairs
(Zhang et al., 2025a; Kim et al., 2026). MIRAGE
also uses zero victim pairs, but separates local com-
petence from document-level memory and shows
that ordered evidence delivers structured recoveries
beyond fixed-bank reranking; the memory layer
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transfers when these inverters replace BASEIN-
VERT (Appendix D.1).

RAG and vector-store metadata leakage.
Dense retrieval and vector databases store em-
beddings with document metadata, attributes,
and hybrid-query support (Lewis et al., 2020;
Karpukhin et al., 2020; Wang et al., 2021; Pan et al.,
2024); RAG/RALM systems further use prove-
nance for grounding and source attribution (Tan
et al., 2023; Ram et al., 2023). Prior attacks leak
retrieval datastores through retrieval-based LMs or
black-box interaction (Huang et al., 2023; Zeng
et al., 2024), extract RAG content via backdoors
or feedback (Peng et al., 2024; Jiang et al., 2024),
and exploit source transparency (Choi et al., 2025);
surveys cover retrieval databases, access control,
and answer leakage (Bodea et al., 2026; Zeng et al.,
2025). MIR AGE identifies a complementary chan-
nel: document grouping and chunk order leaking
with embeddings make ordered provenance itself
exploitable.

Private representations and defenses. Prior de-
fenses reduce representation leakage with adver-
sarial or privacy-aware objectives (Coavoux et al.,
2018), representation mixing (Huang et al., 2020),
private/context-aware embeddings (Plant et al.,
2021), and embedding-specific mutual-information
optimization (Liu et al., 2026). MIRAGE shows
that metadata minimization, order hiding, query
control, and representation perturbation must be
considered together when embeddings and prove-
nance are exposed.

3 Threat Model and Protocols

Main problem (T-MC-Q). The attacker ob-
serves ordered chunk embeddings of a single doc-
ument, e1.x = (61,...,61() with e; = E(.Q}Z),
where x; is the document’s ¢-th chunk and F the
target encoder, together with provenance meta-
data: encoder identity/version, document group-
ing, chunk order and approximate chunk size.
This regime is common in vector-store backups,
RAG caches, provenance-rich retrieval responses,
and reranking logs. The attacker has no vic-
tim plaintext, victim text—embedding pairs, gra-
dients, or closed weights, and trains no victim-
pair inverter—the only encoder-specific compo-
nent is the public-shadow adapter, trained offline
on public non-victim documents (target-encoder-
adapted, not victim-specific); they may use public

LMs, NER, regular expressions, public corpora,
and public non-victim documents queried through
the target encoder. All main online methods share a
hard per-chunk victim-time encoder-query budget
of )=>512; LLM-based methods additionally use
one controller call per chunk, and final selection
is always scored through the target encoder rather
than by a global LLM. Public-shadow encoder calls
and adapter training are reusable offline costs ac-
counted separately. T-SC-Q is the single-chunk
component of the same boundary.

Privacy units and PU-R. The output is a re-
covered document Z1.x, scored by document-level
privacy-unit recall

# correct units

PU-R =
# gold units

plus type-specific recall (dates, identifiers, ca-
naries) and token F1. Exact-recovery scoring is
not new: exact word recovery is measured with pre-
cision and recall (Song and Raghunathan, 2020),
and exact reconstruction of complete short inputs is
reported by Morris et al. (2023). PU-R operational-
izes this idea for ordered document-level inversion:
gold units are extracted by the same typed parser
used for anchors (NER spans, regex, template tags),
normalized by type (case, whitespace, date format,
URL path, email domain), and matched only under
exact normalized match—no partial credit and no
oracle selection. An auxiliary audit uses an LLM-
Judge semantic-leakage probe.

Evaluation accepts one selected, length-
constrained reconstruction per leaked chunk, not
an unbounded list of guesses, so PU-R cannot
be increased through enumeration. We interpret
this parser-defined measure with token F1 and
the LLM-Judge audit: it captures structured-unit
recovery, not verbatim reconstruction of the entire
document.

Scope. The attack itself requires three access
conditions: (A1) ordered grouping leaks along-
side the embeddings, (A2) the encoder is known/-
queryable, and (A3) public-shadow encoding is
feasible. Two further conditions instantiate and
measure the evaluation: (A4) chunk boundaries
are approximately known, and (AS5) sensitive for-
mats are parser-visible. A4 is an evaluation con-
venience rather than an attack requirement: MI-
RAGE stays above the same-setting fixed-bank
reranker under deliberate chunker mismatch, re-
taining 71-90% of its matched-boundary margin
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Figure 2: Overview of MIRAGE. Given an ordered leakage sequence e1.x, MIRAGE-SC builds calibrated candi-
date banks, extracts encoder-verified typed anchors, and stores them in a left-to-right memory to guide subsequent
regeneration. Final document selection combines embedding match, memory consistency, and order/overlap scores.

(Appendix G.4), though completely unknown seg-
mentation remains outside that evidence. AS deter-
mines which units the typed-anchor mechanism can
identify and which units PU-R can measure; the
non-parser-visible coverage gap is discussed in the
limitations. Shuffled dumps, hidden-version propri-
etary APIs, sealed encoders, and unconstrained all-
bank long-context controllers fall outside the main
comparison. The latter expose a different interface:
the controller sees every candidate bank and global
document state at once, so we treat it as a sepa-
rate attacker class rather than as a cost-matched
baseline. MIRAGE uses zero victim plaintext
pairs, an offline 80k-document public-shadow bank,
and the ()=>512 per-chunk online cap, distinguish-
ing it from million-pair Vec2Text/CMDM training
(Morris et al., 2023; Xiao, 2026) and few-shot AL-
GEN/TEIA transfer (Chen et al., 2025; Huang et al.,
2024).

4 MIRAGE

Figure 2 presents MIRAGE as an ordered pipeline;
we preview each step’s output here and detail it be-
low. MIRAGE-SC first turns each leaked embed-
ding e; into a candidate bank of chunk reconstruc-
tions, calibrated by span-level edits. MIRAGE
then extracts ryped anchors (surface string, type,
supporting chunks, confidence) from top candi-
dates, and turns each into a support decision—
accepted or banned—via counterfactual encoder

probes. Accepted anchors enter a left-to-right
memory that conditions regenerated text for later
chunks, and every candidate, banked or regener-
ated, is scored by target-encoder similarity, mem-
ory consistency, and order/overlap agreement be-
fore a final document-level selection. This sepa-
ration keeps local inversion competence distinct
from the document-level leakage created by or-
dered provenance.

4.1 Public-Shadow Local Base

For each e;, the local inverter produces the first
bank of candidate text reconstructions for chunk
i, CY = BASEINVERT(e;, F, qiocal), Tanked by
cos(E(c),e;). BASEINVERT is a frozen Qwen3-
1.7B (Yang et al., 2025) prefix generator trained
only on public-shadow chunks: a two-layer
embedding-to-prefix adapter maps the target em-
bedding into soft prefix tokens, and the backbone
is trained with a next-token objective on public text
paired with target-encoder embeddings. At test
time the generator proposes text only. Every can-
didate is rescored through E, and final selection
never uses generator likelihood (Appendix B.1).

MIRAGE-SC then applies span-level local cali-
bration

C5¢ = LOCALCALIBRATE(¢;, CY | F, geal)

covering date normalization, numeric repair, short-
span rewriting, entity-boundary correction, and
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identifier editing. An edit is kept only when it in-
creases target-embedding consistency. For single-
chunk input, MIRAGE-SC returns the best cal-
ibrated candidate; for documents, the calibrated
banks become the input to the memory pipeline.

4.2 Typed Cross-Chunk Memory

From the top-M local candidates, MIRAGE ex-
tracts anchors—typed facts carried forward from
earlier chunks—recorded as a = (s, t,Z, p), where
s is a surface string, ¢ is a type, Z is the supporting-
chunk set, and p is candidate support. Types in-
clude entities, dates, numbers, email/URL frag-
ments, identifiers, rare n-grams, and canary strings.

Two channels populate memory. Repeated ev-
idence covers entities, dates, URLs, and domain
terms that recur across chunks or candidate vari-
ants; structural slots cover identifiers, account
strings, case IDs, and canaries that may appear
once but match strict templates. Thus canaries
and identifiers need not repeat literally, but they
require stronger type parsing and encoder support
before propagation. The memory record stores
type, support, and source-position fields rather than
a free-form summary, so later regeneration can con-
dition on specific checked facts. Type-specific ex-
traction and support operations are described in
Appendix B.

4.3 Counterfactual Encoder Support

Surface plausibility alone is unsafe: hallucinated
anchors contaminate later chunks. For each anchor
a and candidate ¢;, MIRAGE builds keep/insert
and remove/replace counterfactuals,

c;* = INSERTORKEEP(¢;, a),
¢; “ = REMOVEORREPLACE(¢;, a),

1

and measures

Ai(a) = cos(E(cf %), e;) — cos(E(c; %), ;).
Repeated-evidence anchors must pass type-
specific A;(a) thresholds and cross-chunk support;
structural-slot anchors may pass without repeti-
tion under stricter thresholds and parser constraints.
Memory thus contains only encoder-supported
typed anchors, not every plausible span. Anchors
that fail support are recorded as banned inputs for
regeneration, so later candidates are discouraged
from copying unsupported private-looking strings.

4.4 Memory-Guided Regeneration

Regeneration is left-to-right: before processing
chunk ¢, memory contains only anchors accepted
from chunks < i:

Cil — G(eiv Cisca M<i)a

where G receives the embedding, calibrated local
candidates, supported prior anchors, banned an-
chors, and length ranges. Fields are structured (sur-
face, type, slot, support), not free-form summaries.
Supported anchors therefore introduce new can-
didates rather than only reranking the fixed local
bank; this is the path by which absent-bank units
can be recovered.

Final document selection scores candidate x by

score;(z) = a cos(E(x), e;)
+ Bm(z, M;)
+ Y 0('1"’ j\j<’i7 C~’>’i)7

with m measuring memory consistency and o pe-
nalizing overlap and order conflicts.

Inference schedule. MIRAGE first constructs
calibrated local banks for every chunk, then scans
left to right to accept supported anchors and regen-
erate candidates with M ;. A final document-level
beam search resolves overlap across local and re-
generated candidates. Regeneration remains causal:
future chunks are not summarized into memory and
future candidates are used only during final selec-
tion.

Fixed inference budget. All thresholds, weights,
and candidate counts are frozen on a disjoint pub-
lic development pool. Figure 3 visualizes the per-
chunk allocation: 224 calls on raw local propos-
als (top Kp=64), 32 on calibration, 128 on an-
chor support checks, 96 on regeneration proposals
(top K1=24), and 32 on final selection, totaling
(Q=>512. The Qwen3-1.7B prefix adapter is trained
offline on 80k public documents and frozen before
victim-time inference. The no-support-check ab-
lation keeps the same parser vocabulary, top-M
candidates, and online cap, but skips verification
and spends the 128-call slot on unchecked sam-
pling. The per-step query ledger appears in Table 8
(Appendix).

S Experimental Setup

Data and protocols. We report both T-SC-Q
and T-MC-Q under the same zero-victim-pair on-
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Figure 3: Per-chunk online encoder-query allocation
for full MIRAGE under the fixed Q=512 budget. The
support-check and regeneration segments are the only
slots introducing verified memory and new candidates.

line family. T-SC-Q uses a held-out public single-
chunk subset from the same public source pool,
held out from the 80k shadow-training split. T-
MC-Q uses Enron ordered documents (Klimt and
Yang, 2004) and CanaryDocs, chunked into or-
dered 128-token blocks with 32-token overlap. Test
sets contain 600 Enron documents (3,841 chunks,
9,619 normalized privacy units) and 600 Canary-
Docs documents (3,564 chunks, 8,878 units across
24 template families). Shadow, development, and
test documents are split by mailbox user, synthetic
value pool, and seed; the 80k public-shadow pool
is partitioned 60k/20k between Enron-style and Ca-
naryDocs shadows. Beyond these, we evaluate on
two real, non-templated corpora—the Ubuntu Dia-
logue Corpus (Lowe et al., 2015) and a customer-
support corpus reconstructed from Twitter reply
threads (Axelbrooke, 2017)—under the same or-
dered chunking protocol, with corpus-specific unit
vocabularies (masked placeholders and brand han-
dles excluded from the gold set); details in Ap-
pendix A.1. Full split card for Enron and Canary-
Docs in Appendix A.

Encoders, decoders, and resources. MI-
RAGE is evaluated across five open dense
encoders: e5-large-v2 (anchor, dim=1024)
(Wang et al.,, 2022), bge-m3 (Chen et al.,
2024a), jina-embeddings-v3 (Sturua
et al.,, 2024), Qwen3-Embedding-0.6B, and
Qwen3-Embedding-4B (Zhang et al., 2025b).
For decoder scaling, the encoder is fixed
to eb5-large-v2 and we test Qwen3-1.7B,
Qwen3-4B, Qwen3-8B (Yang et al., 2025), and
Llama-3.1-8B-Instruct (Grattafiori et al., 2024).
Target encoders are queried only as a black
box; victim-time online queries are capped at
Q=512 per chunk. Public-shadow encoding and
prefix-adapter training are reusable offline costs.
Model and configuration details in Appendix C.

Baselines and controls. For T-SC-Q we com-
pare ZSInvert (Zhang et al., 2025a), Zero2Text
(Kim et al., 2026), and MIRAGE-SC. For T-MC-
Q, all main rows share the same MIRAGE-SC lo-
cal bank and ()=512 cap; LLM-based rows use one
controller call per chunk, deterministic rows none.
These controls isolate explanations within this
ledgered interface: Independent MIRAGE-SC iso-
lates the local bank; LLM postprocess controls for
generic cleanup; LLM-rerank for controller-cost-
matched selection (controller restricted to picking
the best existing candidate); overlap stitching and
fixed-bank reranking for deterministic structure;
no-support-check and shuffled-memory remove en-
coder support and ordered placement. Uncon-
strained long-context controllers that see all can-
didate banks at once are a separate attacker class
under Section 3. For the cross-encoder sweep we
rebuild the local bank per encoder (decoder fixed
to Qwen3-1.7B); for the decoder sweep we hold
the encoder fixed and rebuild only the regeneration
controller (Appendix B).

Metrics. T-SC-Q reports BLEU-4 (Papineni
et al., 2002), ROUGE-L (Lin, 2004), BERTScore
(Zhang et al., 2020), ChrF++ (Popovi¢, 2017), and
token F1. T-MC-Q reports PU-R, Date-R, ID-
R, Canary-R, and token F1, with an LLM-Judge
probe as an auxiliary audit. Main results use
seeds {41,42,43}. Error bars and + values are
evaluation-unit bootstrap 95% CI half-widths for
point estimates (chunks for T-SC-Q, documents
for T-MC-Q); bracketed intervals report paired
document-bootstrap 95% Cls for T-MC-Q method
differences.

6 Results and Analysis

6.1 Local Base Check and Ceiling

Table 1 reports the T-SC-Q local-base check.
MIRAGE-SC, trained on 80k public-shadow doc-
uments, provides a strong local base (Tok-F1 46.4
vs. ZSInvert 38.9 and Zero2Text 41.8 on the public
subset). Later checks show that the document-level
memory mechanism transfers to weaker external
proposers (Table 4) and remains useful when the
base is strengthened (Appendix G.2), suggesting
that the document-level gains are not only repairs
to a weak local base.

6.2 Ordered Multi-Chunk Recovery

Figure 1 reports the main T-MC-Q result on
the anchor configuration (e5-large-v2 + Qwen3-
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Table 1: Single-chunk T-SC-Q local-base check on the
public subset.

Metric ZSInvert Zero2Text MIRAGE-SC
BLEU-4 30.64+08 35.940.7 42.7+0.6
ROUGE-L 552407 59.8+06 64.9+0.5
BERTScore 89.8+02 91.1+0.2 93.0+0.1
ChrF++ 349406 37.6405 42.14+05
Tok-F1 38.94+0.7 41.8406 46.4+0.5

1.7B), with per-dataset values in Table 2. Full MI-
RAGE raises macro-averaged PU-R over fixed-
bank reranking from 18.8 to 24.4, a paired gain of
+5.65 [5.25, 6.16] points, recovering 4.51k normal-
ized privacy units out of 18.5k versus 3.47k under
the shared ()=512 cap. MIRAGE also retains a
+2.7 [1.6, 3.5] gain over the no-support-check ab-
lation with token F1 within 2 points.

Within the ledgered per-chunk interface, the
controls separate the memory mechanism from
simpler explanations. LLM postprocessing and
overlap stitching provide only modest gains, so
the improvement is not generic cleanup or over-
lap repair. LLM-rerank reaches 19.9 macro PU-
R when the controller can only select existing
candidates, below no-support-check at 21.7 and
full MIRAGE at 24.4. The same-corpus margin
persists beyond these datasets: on two real, non-
templated corpora (UDC and a Twitter customer-
support corpus), MIRAGE improves PU-R over
fixed-bank reranking by +3.7 to +4.4 points in all
four corpus—encoder pairs, with the support-check
and regeneration markers moving in the same direc-
tion (Appendix F.3). External-base transfer, parser-
independent audits, and robustness checks are sum-
marized in later main-text analyses, with details
left to the appendix.

For both corpora, the 80k-document adapter
and candidate generator are reused without corpus-
specific retraining; only held-out parser rules are
specialized. The document-level margin therefore
survives an out-of-domain local bank, separating
it from template familiarity or an unusually strong
in-domain proposer.

6.3 Cross-Encoder Generalization

We sweep five open dense encoders while fix-
ing the decoder to Qwen3-1.7B. All five produce
strong single-chunk local banks (Tok-F1 > 43; Ap-
pendix D.2), making weak-base repair alone an
unlikely explanation for the document-level gains.
Table 3 reports macro-averages over Enron and

=®= Qwen3 (in-family) € Llama 8B (cross-family) Fixed-bank baseline

252 25.7
26 § -~
24.4 - /.
A i
241 L ¢
E Llama 8B 24.0
) 22
Al
20 1
18 1
1.7B 4B 8B

Decoder size (log scale)

Figure 4: Decoder scaling with e5-large-v2 fixed. Shad-
ing marks the gain over fixed-bank (18.8); the Llama
diamond tests cross-family transfer.

CanaryDocs. Macro gains range from +5.65 to
+6.10 PU-R points, and the per-dataset cells span
+5.35 to 4+6.31 across the 10 encoderxdataset
pairs (Appendix F). ID-R gains span +4.80 to
+5.55 macro points. Gains hold across distinct
training paradigms: bge-m3 and jina-embeddings-
v3 sit outside the e5 family yet show the same
relative lift, so the effect generalizes beyond same-
family encoder—decoder alignment. Per-dataset
breakdowns and additional metrics (Canary-R and
Tok-F1) are in Appendix F.

6.4 Decoder Scaling and Cross-Family
Robustness

We fix the encoder to e5-large-v2 and sweep
four instruction-tuned decoders spanning Qwen3
scale and Llama transfer. Fixed-bank reranking
is decoder-independent (18.8 PU-R). Figure 4
shows that larger Qwen3 decoders raise absolute
MIRAGE PU-R, and Llama-3.1-8B-Instruct still
gives +5.15 points, so the memory-regeneration
gain is not confined to a Qwen-family controller;
per-dataset values are in Table 12.

Because the local candidate bank and fixed-bank
comparator remain unchanged, this sweep isolates
the regeneration controller. Qwen3 scaling adds
only 0.8 and then 0.5 macro PU-R points; its total
1.3-point scale gain is much smaller than the +5.65
full-vs.-fixed gain at 1.7B. Thus capacity changes
the attainable level but does not explain the ordered-
memory benefit.

A pipeline-level Llama BASEINVERT check,
a Qwen3-encoder + Llama-decoder check, and
decoder-side no-support ablations are in Appen-
dices G.2, F.2, and G.1.
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Table 2: Per-dataset T-MC-Q results (anchor configuration, Q=512). The last three rows of each block generate
new candidates; shuffled-memory and full additionally apply the support check. Dashes: Canary-R not applicable;

=+: document-bootstrap 95% CI half-width.

Dataset Method

PU-R

Date-R ID-R  Canary-R  Tok-F1

Independent MIRAGE-SC
Fixed-bank rerank
LLM-rerank

Enron
MIRAGE shuffled-memory
MIRAGE full

15.740.8 6.440.5
18.240.7
19.840.7
MIRAGE no-support-check 21.440.8
21.61+0.8
24.14+0.7

15.440.6 - 35.740.8
15.440.6 - 34.0£0.8
16.31+0.6 - 34.610.8
17.8+0.7 - 37.71+0.7
17.84£0.7 - 37.7£0.7
20.5+0.6 - 39.3+£0.6

8.810.6
9.940.6
12.340.7
12.0£0.6
14.840.6

Independent MIRAGE-SC

Fixed-bank rerank
CanaryDocs LLM-rerank

MIRAGE shuffled-memory

MIRAGE full

16.64+0.7
19.4+0.7
20.0£0.6
MIRAGE no-support-check 22.04-0.7
22.240.7
24.74+0.9

7.240.5
9.64+0.5
10.4+£0.5
12.940.6
12.6+0.6
15.940.6

7.7£0.5 13.940.6 36.840.7
74405 14.1£0.7 34.440.8
8.1£0.5 14.940.7 34.8£0.8
9.740.6 19.540.7 38.4+0.7
9.74£0.6 19.04+0.7 38.5+0.7
12.24+0.5 22.7+£0.6 40.21+0.6

Table 3: Cross-encoder generalization with Qwen3-
1.7B fixed. Macro averages over Enron and Canary-
Docs; bracketed intervals are paired document-bootstrap
95% ClIs for APU-R.

Fix. MIR. A MIR.
Encoder PU-R PU-R PU-R ID-R
e5-large-v2 18.8 244 +5.65[5.25,6.16] 16.3
bge-m3 17.3  23.0 +5.74[5.24,6.21] 15.0
jina-v3 19.3 253 +595[5.37,6.56] 17.5
Qwen3-Emb-0.6B 16.5 22.6 +6.10[5.73,6.56] 13.7
Qwen3-Emb-4B 21.1  27.1 +5.94[5.40,6.45] 18.3

No support B Shuffled mem. Bl MIRAGE

69.4

Percentage (%)

Rescue 1

Prec. 1 False |

Figure 5: Mechanism diagnostics under the shared can-
didate pool and Q=512.

6.5 Mechanism Evidence

Figure 5 links the gain to support-checked memory
rather than generic fluency. Support checks raise
accepted-anchor precision from 43.6% to 69.4%,
cut false-anchor rate from 18.9% to 7.1%, and re-
cover 34.8% of newly correct units from candidates
absent from every fixed bank. Shuffled memory
keeps cleaner anchors but lowers rescue, showing
that order-aware placement is load-bearing; rela-
tive to their own fixed-bank baselines the anchor-
sensitive types gain most (dates +67%, canaries

Table 4: External base inverters with and without MI-
RAGE memory. Macro Enron+CanaryDocs; details in
Appendix D.1.

Base inverter +Fixed + MIRAGE mem. Ap,em Anchor prec.

ZSInvert 15.5 21.3 +5.8 61.0%
Zero2Text 14.2 20.3 +6.1 55.0%
BASEINVERT (ours) 18.8 244 +5.65 69.4%

4+61%, identifiers +56%, rare terms +44%), with
absolute points in Figure 6 and Appendix E.1
(cross-encoder diagnostics in Appendix H). A typ-
ical trace is an earlier chunk supporting an identi-
fier that fixed-bank candidates omit later, but MI-
RAGE regenerates from memory in the appropriate
slot.

The ablations support a staged interpretation:
fixed-bank to no-support-check isolates generation
beyond the local bank; no-support-check to full
MIRAGE reflects anchor filtering; and shuffled-
memory to full MIRAGE tests position-aware
propagation. The absent-bank statistic is diagnos-
tic because selection alone cannot recover a unit
missing from every local bank.

Transfer across base inverters. Table 4
swaps only the local proposer for ZSInvert or
Zero2Text (Zhang et al., 2025a; Kim et al., 2026).
External bases gain +5.8 to +6.1 macro PU-R
from MIRAGE memory, while full MIRAGE
remains highest because BASEINVERT is the
strongest local proposer.

6.6 Ablations and Robustness Checks

Table 5 shows that weakening the local base,
removing support checks, shuffling memory, or
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Fixed bank 4 No support @ MIRAGE
Canary 7\ &+8.6
Date/time A e+6.2
Identifier A @+58
Rare term A A ®+5.6
Email/acct A @+54
URL/path A &+4.9
Amount/num A @+48
Entity - A @+4.6
Other - 7\ ®+6.7
10 15 20 25 30 35

Recall by privacy-unit type (%)

Figure 6: Per-type recall gains over fixed bank. Anchor-
sensitive types gain most; full values are in Ap-
pendix E.1.

Table 5: Core ablations on the anchor configuration.
Macro Enron+CanaryDocs except Canary-R.

Variant T-SC-Q Tok-F1 PU-R ID-R Canary-R
MIRAGE full 46.4 244 163 22.7
Weaker SC base 42.0 213 134 19.4
No support check 46.4 21.7 137 19.5
Shuffled memory 46.4 219 138 19.0
Fixed bank 46.4 188 114 14.1

using fixed-bank reranking all reduce T-MC-Q
performance; cross-encoder ablations are in Ap-
pendix G.1.

Five alternative explanations are checked within
the stated interface. Gains persist under stronger
local bases (A +7.5-7.7 over the corresponding In-
dependent MIRAGE-SC base), a Llama BASEIN-
VERT (+5.6/+5.7), held-out CanaryDocs templates
(Canary-R 18.6, A +4.8), and Q€{256, 512, 1024}
(+5.3/5.6/6.2); under deliberate boundary mis-
match MIRAGE retains 71-90% of the matched-
boundary margin and stays above the same-setting
fixed-bank reranker (Appendices G.2-G.4). The
parser-independent LLM-Judge audit moves in the
same direction (Appendix E.3).

The budget sweep also argues against an unused-
query explanation. Even with 896 proposal queries
at )=2048, fixed-bank reranking reaches 21.0 PU-
R, below full MIRAGE at Q=512 (24.3 in the
sweep). Thus the gain is not explained merely
by additional local proposals and remains positive
across ()=64-2048.

6.7 Representative Defenses

We evaluate provenance-focused defenses on En-
ron and CanaryDocs, and two further stress tests
on Enron only; these are stress tests rather than a
full defense benchmark; the rate-limited row is a

Table 6: Representative defense stress tests (residual
PU-R). Rate-limiting targets query access and PQ-8bit
the embedding representation; the remaining rows act on
provenance metadata. —: not evaluated on CanaryDocs.

. Measured Canary
Setting stress test Enron Docs
No defense full MIRAGE 24.1 24.7
Strip metadata + order-hidden 86 104
coarsen order
Adaptive attacker dev-calibrated 11.3 12.8

N MIRAGE at
Rate-limit Q=128 0=128 13.5 -
PQ-8bit quantization fixed-bank 10.4 -

separate Enron-only defense measurement, distinct
from the proportional budget sweep in Table 16.
Table 6 reports residual PU-R for provenance meta-
data, query access, and embedding representation;
the no-defense row uses per-dataset ful-MIRAGE
values rather than the macro headline (24.4). Strip-
ping metadata and coarsening order transfers to
CanaryDocs, and an adaptive attacker re-calibrated
on held-out development data recovers only part of
the gap (Appendix I).

Hiding grouping/order removes the channel in
Section 3 and gives the largest drop (24.1—8.6).
PQ-8bit quantization perturbs the local bank, re-
ducing the fixed-bank comparator from 18.2 to
10.4, and Q=128 rate-limiting shrinks support-
check/regeneration opportunities, but both leave
residual leakage. Canary monitoring is useful
but policy- and evasion-dependent rather than a
residual-PU-R row.

7 Conclusion

We recast text embedding inversion as ordered
document-level leakage and show that provenance
metadata is an exploitable privacy channel. MI-
RAGE turns this channel into an attack: public-
shadow local inversion proposes candidates, typed
memory carries reusable evidence, counterfactual
encoder support filters it, and regeneration recovers
structured units absent from fixed banks. Under the
ledgered per-chunk interface, gains persist across
five encoders and four decoders, and additionally
on two real, non-templated corpora. On the anchor
configuration, 34.8% of newly correct privacy units
are absent from every fixed bank. The implication
is direct: document grouping, chunk order, and
offsets should be protected alongside embeddings.
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Limitations

Three scope conditions bound the present evidence.
(i) Deployment variants. Evaluation covers open-
weight dense encoders with public-shadow query
access. Proprietary APIs, hybrid sparse—dense in-
dexes, multi-vector storage, broader quantized de-
ployments, and unordered leakage remain natu-
ral extensions. (ii) Metric vocabulary. PU-R au-
dits a fixed type vocabulary shared with anchor
extraction. Token F1 and an LLM-Judge leakage
probe move with PU-R, but information not visible
to the typed parser remains a coverage gap: rela-
tional facts, paraphrased secrets, inferred attributes,
and confidential business logic are only partially
reached by these audits. (iii) Defenses. The de-
fense results are point-estimate stress tests rather
than a defense benchmark (rate-limit and quantiza-
tion rows are Enron-only): metadata stripping and
order coarsening transfer across datasets, and an
initial adaptive probe recovers part of the leakage
(Appendix 1), but defenses evaluated jointly with
utility tasks, and a full adaptive, multi-defense eval-
uation, remain future work. Taken together, these
limits delineate the deployment conditions under
which the channel is most exploitable.

Ethics Statement

This work studies privacy risks from leaked embed-
dings and provenance metadata under a controlled
offline evaluation. We did not probe, attack, or col-
lect data from any deployed RAG system, vector
database, API, service, or user account. All ex-
periments use only public datasets and a synthetic
dataset constructed by us for measurement; the syn-
thetic canaries are artificial strings rather than real
secrets.

The goal is defensive: to show that document
grouping, chunk order, and offsets can increase
reconstruction risk when exposed alongside em-
beddings. The harms at stake are concrete: if iden-
tifiers, correspondence, or private records are re-
constructed from leaked stores, affected individuals
and organizations face exposure of personal and
confidential information. We report aggregate re-
construction metrics and representative stress tests
to help practitioners reason about metadata min-
imization, access control, query monitoring, and
canary-based auditing; Appendix 1.1 expands these
into an operational checklist for RAG and vector-
store operators.

To reduce dual-use risk, released artifacts should

support auditing rather than direct deployment of
the attack. We will release the synthetic Canary-
Docs benchmark! together with the evaluation and
defense harnesses, split manifests, parser rules,
prompts, and query ledgers needed to reproduce
the reported measurements.”
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A Dataset, Splits, and Auditability

Default appendix setup. Unless otherwise
stated, every appendix experiment uses the
same default configuration: per-chunk online
encoder-query budget (J=512; anchor encoder
e5-large-v2; online regeneration controller / BA-
SEINVERT backbone Qwen3-1.7B (frozen prefix
generator trained on 80k public-shadow docu-
ments); seeds {41, 42, 43}; parser-audited normal-
ized type matching; evaluation-unit bootstrap 95%
CI half-widths denoted by £ (chunks for T-SC-Q
checks, documents for T-MC-Q experiments). The
real-corpus and boundary-mismatch tables report
point estimates without bootstrap intervals. Each
subsection only states differences from this default.
Cross-references that span subsections retain the
labels referenced from the main paper.

A.1 Data, splits, and protocols

Table 7: Data split and protocol summary. The public-
shadow training source contains 80k documents; the
public single-chunk development/test subsets contain
1k/2k held-out chunks and are used only for the T-SC-Q
local-base check.

Dataset Unit Train/dev/test Test chunks Gold PUs
Public shadow / SC  doc/chunk  80k/1k/2k 2k -
Enron docs doc 60k/100/600 3,841 9,619
CanaryDocs doc 20k/100/600 3,564 8,878

Chunking: public 128 tok/no ovlp.; Enron 128 tok/32 ovlp., 6.4 ch/doc.
CanaryDocs: 128 tok/32 ovlp., 5.9 ch/doc; 24 templates.

CanaryDocs construction. CanaryDocs follows
canary-based leakage measurement practice (Car-
lini et al., 2019) but uses synthetic document
templates rather than training-data memorization
prompts. The 24 template families cover account,
calendar, approval, URL/path, invoice, and project-
code slots (example safe values: ACCT-7Q3-LIME,
CASE-42-BLUE, /vault/april/route-19); ca-
naries are inserted at typed slots in otherwise natu-
ral synthetic documents with disjoint value pools
across public-shadow, development, and test splits,
so Canary-R measures recovery of disjoint secret
values under known or related slot schemas, not ar-
bitrary unseen secret formats. The test set contains
1,181 normalized canary units across 600 docu-
ments (about 1.97 units per document), matched
by the same exact normalized type rule as other
privacy units. Residual template memorization
is probed by holding 12 template families out of
shadow training (Table 15).

Real-corpus setup. Two real, non-templated cor-
pora supplement the main benchmark: the Ubuntu
Dialogue Corpus (UDC) (Lowe et al., 2015), a cor-
pus of technical-support dialogues, and a customer-
support corpus reconstructed from Twitter reply
threads (TWCS) (Axelbrooke, 2017). One dialogue
thread forms one document; turns are concatenated
in temporal order and chunked with the same or-
dered 128-token/32-overlap protocol, with chunk
order following the timeline. Splits are held out
by dialogue thread and user. The 80k-document
public-shadow adapter is reused without retraining,
so the local bank is out-of-domain by construction
and the quantity of interest is the same-corpus mar-
gin over fixed-bank reranking rather than absolute
levels. Privacy units follow the same parser frame-
work and normalization protocol as the main evalu-
ation, with corpus-specific rules frozen on held-out
development data: for UDC, paths, versions, pack-
age names, URLs, hostnames, usernames, and error
codes; for TWCS, anonymized user handles/IDs,
URLs, date expressions, and names, where emails
are masked as __email__ and masked placehold-
ers and public brand handles are excluded from the
gold set.

A.2 Auditability and scope boundaries

To support audit and reproduction we freeze, before
any test-time evaluation, the split manifest (docu-
ment IDs, canary value pools, seeds), chunk man-
ifest (boundaries, overlap, order), public-shadow
ID list, adapter checkpoint hashes, candidate-bank
JSONL outputs of MIRAGE-SC, the typed anchor-
parser rules, prompt skeleton, and the per-seed run/-
query ledger that verifies the (=512 cap and boot-
strap intervals. Split separation is enforced by mail-
box user, synthetic value pool, and seed; within
each reported comparison/configuration, methods
share the same MIRAGE-SC local bank and equal-
(2 online budget, and LLM-based controls share
the one-controller-call-per-chunk interface. Any
artifact release will follow the licenses and terms
of the original datasets and models: we will not re-
distribute sensitive Enron plaintext, complete URL
paths, full synthetic canary value lists, or other
non-redistributable content; released materials will
be limited to synthetic or redacted data, scripts,
manifests, hashes, and evaluation code consistent
with the applicable source terms. Scope conditions
(A1-AS5) are in Section 3; release commitments are
summarized in the Ethics Statement.
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B Inference Procedure and Baseline
Configurations

Table 8: Fixed MIRAGE inference ledger (Q=512).

#  Operation Q Output

1 Local proposal 224 Top-K =64 unique BASEINVERT
candidates

2 Local calibration 32 Date/number/boundary/ID edits;
keep only similarity-improving

3 Anchor extraction 0 Typed anchors from top-M =16

(offline parse)

Keep/insert and remove/replace
probes for A; (a)

Top- K1 =24 regenerated candidates

4 Counterfactual support 128

5  Memory-conditioned 96
regeneration
6  Joint selection 32 Beam search (size 8) over similarity,

memory match, overlap

The LLM/controller only proposes candidates;
final scoring is always done by the target en-
coder. Public dev pool: 20 Enron-style pub-
lic mails, 20 synthetic canary docs, 10 pro-
cedural docs. Frozen thresholds: 7:..,=0.018,
Tslot=0.031, anchors/chunk < 12, joint weights
a:0:v=1:0.28:0.12. Offline cost: 80k public
shadow documents encoded once; Qwen3-1.7B
prefix adapter trained offline and frozen at victim
time.

B.1 Local generator and BASEINVERT
configuration

BASEINVERT implementation. The shared
MIRAGE-SC local bank uses a frozen Qwen3-
1.7B prefix generator with a two-layer embedding-
to-prefix adapter (32 soft tokens), trained on chunks
derived from 80k public-shadow documents and
paired with target-encoder embeddings, with no
victim text. At inference it proposes 224 candidates
per chunk; candidates are target-encoder scored,
deduplicated, and truncated to top Ky=64. Fixed
calibration edits for dates, numbers, entity bound-
aries, and identifiers are retained only when simi-
larity improves. Optimizer, schedule, seed, check-
point hash, hardware, wall-clock time, split IDs,
parser rules, prompt skeleton, candidate banks, and
bootstrap scripts are frozen before test-time evalua-
tion (see Appendix A.2).

B.2 Baseline grouping and query ledger

Baselines. All deployable T-MC-Q controls
share the MIRAGE-SC local bank and the same
Q=512 online encoder-query cap; external single-
chunk baselines share the same per-chunk budget
but no public-shadow generator.

Single-chunk external baselines (T-SC-Q): ZS-
Invert performs zero-shadow online inversion un-
der a 512-query budget for local proposal scor-
ing/refinement; Zero2Text is a zero-training cross-
domain inverter under the same cap and no victim
pairs.

Deployable T-MC-Q controls: Independent
MIRAGE-SC takes per-chunk top-1 from the cal-
ibrated local bank (no document-level memory).
LLM postprocess consumes the top local candi-
dates and local metadata via one controller call
per chunk with no support-checked memory and
the same regeneration budget as MIRAGE. Over-
lap stitching is a deterministic beam over fixed lo-
cal candidates with overlap rewards/penalties and
no new candidates. Fixed-bank rerank runs a
document-level beam over the fixed bank using en-
coder similarity plus overlap with no regeneration.
LLM-rerank uses one controller call per chunk to
pick an index in the fixed bank (no regeneration, no
memory); parse failures fall back to encoder top-1.

Mechanism ablations: No support check reuses
the parser vocabulary, top-M candidates, and 12-
anchor cap of full MIRAGE but accepts anchors
without verification, spending the same 128-call
slot on unchecked anchor variants. Shuffled mem-
ory keeps support-checked anchors but permutes
their positions before regeneration.

B.3 Typed memory operations

Typed memory operations. Typed memory op-
erations share the parse-then-support recipe in Sec-
tion 4: candidate anchors are accepted only when
delete, replace, or near-neighbor probes favor the
original form under the target encoder. Entity an-
chors use repeated NER spans; date/time and nu-
meric anchors use regex parses plus value/unit ed-
its; identifier, rare-term, and canary anchors use
finite-state templates or rare n-grams with minimal-
edit probes. Accepted anchors carry type, sup-
port, and source-position fields into regeneration;
rejected anchors are banned from later chunks.

C Models, Prompts, and Reproducibility
Details

Encoders. All five encoders run in dense retrieval
mode with L2-normalized embeddings, and every
evaluated chunk is < 128 tokens. We report native
dimensions because dimensionality is controlled
later: e5-large-v2 (1024-d) is the anchor encoder;
bge-m3 and jina-embeddings-v3 provide non-e5
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1024-d families; Qwen3-Embedding-0.6B (1024-d)
and Qwen3-Embedding-4B (2560-d) cover Qwen3
scale, with a PCA-1024 control for the 4B model
in Appendix F.

Decoders. Qwen3-1.7B is the BASEINVERT
backbone and main regeneration controller;
Qwen3-4B, Qwen3-8B, and Llama-3.1-8B-Instruct
are used only for decoder scaling. The regenera-
tion controller produces up to 96 raw regenerated
proposals via diverse beam search; candidates are
target-encoder scored, deduplicated, and the top
K1=24 are retained. Ranking and selection are
deterministic given seeds {41, 42, 43}. Frozen can-
didate sizes (Ky=64, K1=24, M =16), beam size
8 (joint selection), support thresholds, and query-
budget allocation are fixed before test time.

Regeneration/postprocess controller prompt
schema. LLM postprocess, no-support-check,
shuffled-memory, and full MIRAGE share one
frozen JSON-style schema; variants differ only in
accepted-memory and banned-anchor slots. The
schema contains the chunk index, top-16 local
candidates, accepted/rejected anchors, length/style
constraints, and an output-only instruction. LLM-
rerank is separate because it selects an existing
candidate index rather than regenerating text.

D External Baselines and Single-Chunk
Prerequisite

D.1 External zero-pair baselines on TMCQ

Table 9 extends the TMCQ comparison to two
strong external zero-victim-pair inverters from
prior work, ZSInvert (Zhang et al., 2025a) and
Zero2Text (Kim et al., 2026), on the anchor con-
figuration. Each external method is applied per
chunk under the same (=512 victim-time online
encoder-query cap; iterative refinement steps that
re-query the target encoder count toward this cap.
The “+ fixed-bank” row wraps the per-chunk recon-
struction with shared-bank rerank; “+ MIRAGE
memory” replaces only the local proposer in MI-
RAGE with the external inverter while keeping
support-checked anchor memory, counterfactual
support, and order-aware regeneration. Intermedi-
ate “+ overlap stitching” rows track the “+ fixed-
bank” row within bootstrap noise, as determinis-
tic stitching offers no new candidates. The LLM-
Judge Leakage column uses GPT-4.1 (gpt-4.1,
temperature 0) with the same prompt as Zhang et al.
(2025a); absolute numbers are not a direct repro-

duction of the unchunked Enron setting in that pa-
per because we operate under chunked TMCQ, the
(=512 per-chunk cap, ordered splits, and parser-
audited privacy units. The anchor-quality side of
this comparison (accepted-anchor precision, false-
anchor rate) is reported in the inline “Mechanism
diagnostic across base inverters” paragraph below.
PU-R / Date-R / ID-R / Canary-R / Tok-F1 in the
bottom two rows are reproduced from Table 2; the
LLM-Judge column is newly measured.

Mechanism diagnostic across base inverters.
All variants use the support-checked memory layer;
accepted-anchor precision (fraction of accepted
propagated anchors matching a gold privacy unit
of the same type, macro across Enron and Canary-
Docs) is 55+1.2% for Zero2Text + MIRAGE mem-
ory, 61+1.% for ZSInvert + MIRAGE memory,
and 69.4+0.9% for full MIRAGE with its own BA-
SEINVERT; the corresponding false-anchor rates
are 14.3+1.0%, 11.5+1.0%, and 7.1+08%. Replac-
ing BASEINVERT with a noisier external inverter
lowers anchor quality even when the support check
is active—BASEINVERT and the support check op-
erate on complementary axes (candidate quality vs.
acceptance gating).

D.2 Single-chunk prerequisite across encoders

For each encoder in the generalization sweep,
we check that the local MIRAGE-SC bank is
strong enough that document-level gains are un-
likely to be only repairs to a weak base. Per-
encoder T-SC-Q Tok-F1 (same protocol as Ta-
ble 1; 80k public-shadow docs, frozen Qwen3-
1.7B backbone, ()=512 per chunk; adapter re-
trained per encoder) is 46.4+05 for e5-large-v2,
45.1+06 for bge-m3, 47.3+04 for jina-embeddings-
v3, 43.8+07 for Qwen3-Emb-0.6B, and 48.9+0.4 for
Qwen3-Emb-4B; corresponding BLEU-4/ROUGE-
L/BERTScore/ChrF++ values follow the same rank
order with CI half-widths < 0.8 throughout. All
five encoders exceed Tok-F1 43, and the rank
Qwen3-Emb-4B > jina-v3 > e5 > bge-m3 >
Qwen3-Emb-0.6B is close to the fixed-bank PU-R
order in Table 3.

E Typed Breakdown, Type-Wise
Precision, and Auxiliary Metrics

E.1 Typed breakdown of recall

The typed breakdown figure is in the main text
(Figure 6). In absolute points the largest full-
minus-fixed gains are canary strings (48.6) and
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Table 9: External zero-pair baselines on Enron and CanaryDocs (QQ=512).

Dataset Method PU-R Date-R ID-R  Canary-R Tok-F1 LLM-Judge
ZSInvert raw 12.8+0.8 4.6+0.5 5.140.6 - 30.440.8 68+2
+ fixed-bank rerank 15240.7 6.0£0.5 6.840.6 - 31.040.7 7342
+ MIRAGE memory 21.0£0.7 10.54£0.6 12.540.6 - 34.8+0.6 7942
Enron Zero2Text raw 11.5+0.8 4.04£0.5 4.440.6 - 28.61+0.9 6542
+ fixed-bank rerank 13.940.7 5.1£0.5 5.840.6 - 29.440.8 70+2
+ MIRAGE memory 20.0+0.7 9.8£0.6 11.5+0.6 - 33.840.6 76+2
Independent MIRAGE-SC 15.740.8 6.4+0.5 15.440.6 - 35.7£0.8 7542
MIRAGE full 24.1+0.7 14.840.6 20.540.6 - 39.34+0.6 88+2
ZSInvert raw 13.440.7 5.0405 55405 8.240.7 31.04+0.8 6742
+ fixed-bank rerank 15.8+0.6 6.0+0.5 6.740.5 10.04+0.7 31.630.7 7242
+ MIRAGE memory 21.540.6 10.940.6 12.840.5 17.04+0.6 35.5+0.6 8042
CanarvDocs Zero2Text raw 12240.7 4.4+05 4.8+05 7.5+£0.7 29.3+0.8 6442
Y + fixed-bank rerank 14.540.7 54405 6.0+£0.5 9.4+0.7 30.01+0.7 6942
+ MIRAGE memory 20.54+0.7 10.0+0.6 11.8£0.5 15.5£0.6 34.540.6 76+2
Independent MIRAGE-SC 16.6+0.7 7.2£0.5 7.74£0.5 13.9£0.6 36.840.7 7542
MIRAGE full 24.74+0.9 15.9+0.6 12.2+0.5 22.74+0.6 40.240.6 89+2

the Other/non-anchorable residual (+6.7), ahead
of dates (+6.2), identifiers (+5.8), and rare do-
main terms (+5.6). The residual ranks second
in absolute terms because it also starts from the
highest fixed-bank recall (24.3, versus 9.2-14.1 for
dates, identifiers, and canaries); measured against
their own fixed-bank baselines, the anchor-sensitive
types gain most (dates +67%, canaries +61%,
identifiers +56%, rare domain terms +44%), while
the non-anchorable residual gains +28% and ranks
seventh of nine types. Memory-guided regener-
ation therefore improves generic prose as well—
consistent with the token-F1 movement in Table 2—
but the categories that cross-chunk anchor binding
targets are the ones that improve most in propor-
tion to what fixed-bank reranking already recovers.
Per-type recall values are tabulated together with
type-wise precision in Table 10 below.

E.2 Type-wise precision calibration

Table 10 reports the precision side of the support-
weighted type breakdown shown in Figure 6. The
rows use the same fixed parser vocabulary as PU-
R and therefore remain parser-audited rather than
human-annotated. Type-wise precision under full
MIRAGE parallels the per-type recall pattern (ca-
naries, identifiers, and dates show the largest pre-
cision gains over fixed-bank and over no-support-
check), providing a check against parser-specific
recall inflation and indicating that the support-

checked memory layer improves both axes per type
rather than trading one for the other.

E.3 Auxiliary audit metrics

The LLM-Judge semantic-leakage probe (Zhang
et al., 2025a) rises alongside PU-R and Tok-
F1 when MIRAGE memory replaces fixed-bank
reranking for both ZSInvert and Zero2Text on En-
ron and CanaryDocs; with MIRAGE-SC as the
proposer, full MIRAGE likewise exceeds Inde-
pendent MIRAGE-SC on all three measures in
Table 9. Together, LLM-Judge and Tok-F1 provide
model-judged and token-overlap checks indepen-
dent of the typed parser.

F Generalization Across Encoders,
Decoders, and Corpora

F.1 Per-dataset cross-encoder generalization

Table 11 reports per-dataset PU-R, ID-R, Canary-
R (CanaryDocs only), and Tok-F1 for each of the
five encoders, with Fixed-bank and full MIRAGE
paired so the encoder-conditional APU-R is read
directly. All rows use the fixed Qwen3-1.7B de-
coder, identical chunking, candidate counts, query
budget, and seeds. Canary-R is reported only on
CanaryDocs (synthetic slots; “~ for Enron indi-
cates not applicable).

Embedding-dimension control for Qwen3-
Embedding-4B. Qwen3-Embedding-4B
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Table 10: Type-wise recall/precision calibration.

Privacy-unit type

Fixed-R Fixed-P NoSupp-P MIRAGE-R MIRAGE-P

Entity mention 23.5 27.2
Email/account 24.0 28.1
Date/time 9.2 12.4
Amount/numeric 13.5 16.2
URL/path token 16.1 18.8
Identifier/case ID 10.3 13.1
Canary string 14.1 17.5
Rare domain n-gram 12.8 15.5
Other/non-anchorable 24.3 25.8

28.6 28.1 314
29.0 29.4 33.1
15.3 15.4 18.9
18.0 18.3 20.8
20.1 21.0 242
16.0 16.1 19.5
22.0 22.7 27.8
18.2 18.4 21.7
29.3 31.0 32.7

Table 11: Per-dataset cross-encoder generalization (QQ=512).

Dataset Encoder Fixed PU-R MIRAGE PU-R APU-R AID-R MIRAGE Canary-R  Tok-F1
e5-large-v2 18.184+0.86  24.131+0.77 +595  +5.07 - 39.26+0.64
bge-m3 16.924+0.92  22.5440.69 +5.62  +6.58 - 38.43+£0.43

Enron jina-embeddings-v3 19.04+0.90  25.00+£0.79 +596  +5.25 - 40.0240.45
Qwen3-Emb-0.6B  16.01+0.72  21.91£0.75 +590 +5.18 - 37.41£0.52
Qwen3-Emb-4B 20.84+0.77  26.5340.88 +5.69 +5.28 - 41.1640.55
e5-large-v2 19.384+0.71  24.73£0.94 +535 +4.74 22.67+0.74 40.0840.53
bge-m3 17.5840.74  23.454+0.76 +5.87  +4.51 21.37£0.67 39.62+0.69

CanaryDocs jina-embeddings-v3 19.65+1.01  25.584+0.73 +593  +5.19 23.49+0.69 41.00£0.51
Qwen3-Emb-0.6B  16.944+0.82  23.25+0.82 +6.31  +5.92 20.3240.59 38.66+£0.49
Qwen3-Emb-4B 21.42+098  27.611+0.89 +6.19  +4.31 23.98+0.73 42.0840.47

produces 2560-dimensional embeddings natively,
unlike the other four 1024-d encoders. To check
for a pure-dimensionality artifact, we PCA-project
Qwen3-Embedding-4B to 1024-d and rerun the
anchor-configuration inversion. The PCA-1024
variant attains Fixed-bank PU-R 19.32+0.70
and full MIRAGE PU-R 25.10+071 (macro),
vs. native-2560 Fixed 21.13 / full 27.07 and
e5-large-v2 (native 1024-d) Fixed 18.78 / full
24.43. The APU-R stays in the +5.65-5.94
band across the three configurations, consistent
with the MIRAGE mechanism contributing
beyond raw dimensionality. = PCA-projected
Qwen3-Embedding-4B still outperforms three
of the four native 1024-d encoders under full
MIRAGE, indicating embedding quality also
contributes; we report native dimensions in the
main table (matching deployment) and treat this as
a supplementary control.

F.2 Per-dataset decoder scaling

Table 12 reports the per-dataset decoder sweep at
fixed e5-large-v2 encoder. All decoders share the
same local MIRAGE-SC bank; only the online
regeneration controller varies, so the Fixed-bank
baselines are decoder-independent.

Cross-family pair and configuration coverage.
A 2x2 encoder-family x decoder-family check
(e5 vs. Qwen3-Emb-0.6B, paired with Qwen3-
1.7B vs. Llama-3.1-8B) provides a check against
a same-family artifact: APU-R over fixed-bank
is +5.65/ + 5.15/ + 6.10/ 4 5.50 across the four
cells (macro Enron+CanaryDocs; paired document-
bootstrap CI half-widths < 0.86), with the Qwen3-
encoder + Llama-decoder cell preserving a +5.50
gain. Counting the encoder sweep (Table 11), de-
coder sweep (Table 12), and this 2x2, we cover 9
of the 20 cells in the 5 encoders x 4 decoders grid;
the remaining 11 are natural follow-ups.

F.3 Real-Corpus Generalization

To probe external validity beyond Enron and Ca-
naryDocs, we additionally evaluate T-MC-Q on
two real, non-templated corpora; corpora, splits,
and parser rules follow Appendix A.1.

Table 13 shows same-corpus margins of +3.7
to +4.4 PU-R over fixed-bank reranking in all
four corpus—encoder pairs. The mechanism mark-
ers move together with the main results: accepted-
anchor precision rises from 42.1% and 44.8% with-
out support checks to 58.6% and 61.2% with them
(e5-large-v2), and 21-25% of newly correct units
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Table 12: Per-dataset decoder scaling (Q=512).

Dataset Decoder Fixed PU-R MIRAGE PU-R APU-R AID-R MIRAGE Canary-R  Tok-F1
Qwen3-1.7B 18.2+0.7 24.1+0.7 +5.9 +5.1 - 39.310.6
Enron Qwen3-4B 18.240.7 24.740.6 +6.5 +6.1 - 40.0£0.5
Qwen3-8B 18.240.7 25.1£0.6 +6.9 +6.8 - 40.6+0.5
Llama-3.1-8B  18.240.7 23.5+0.7 +5.3 +4.7 - 38.8+£0.7
Qwen3-1.7B 19.440.7 247409 +5.4 +4.7 22.740.6 40.240.6
CanarvDocs Qwen3-4B 19.440.7 25.7£0.6 +6.3 +4.8 23.240.6 40.7£0.5
y Qwen3-8B 19.440.7 26.3+0.5 +6.9 +5.0 23.7£0.5 41.240.4
Llama-3.1-8B  19.440.7 24.440.6 +5.0 +4.0 22.0+0.7 39.6+£0.6

Table 13: Real-corpus generalization (PU-R; Qwen3-1.7B decoder). Anchor-prec.: no-support—full (—: no no-
support-check variant on this encoder); Regen-only: newly correct units absent from every fixed bank; A computed

from unrounded values.

Corpus  Encoder Fixed-bank MIRAGE APU-R  Anchor-prec. Regen-only

UDC e5-large-v2 152 19.4 +4.1 42.1—58.6% 22.7%
bge-m3 14.8 18.6 +3.7 - 21.4%

TWCS e5-large-v2 16.4 20.8 +4.4 44.8—61.2% 24.9%
bge-m3 159 20.0 +4.1 - 23.6%

appear only in regenerated candidates absent from
every fixed bank. The reused adapter yields a
weaker out-of-domain local bank—independent
MIRAGE-SC attains 12.4 PU-R on UDC and 13.1
on TWCS, below same-setting fixed-bank rerank-
ing (15.2 and 16.4) despite comparable Tok-F1
(31.6 vs. 31.0 on UDC)—yet the document layer
still produces net gains, so the margin does not
ride on a stronger local base. Absolute levels are
lower than in-domain, as expected under an out-
of-domain bank; the margins and the mechanism
markers jointly indicate that the ordered-memory
mechanism operates beyond templated slots.

G Ablations and Robustness Stress Tests

G.1 Cross-encoder ablation generalization

Table 14 reports that the ablation pattern from the
main text (Table 5) is also observed beyond e5-
large-v2 across three representative encoders—e5-
large-v2 (ES, 1024-d), bge-m3 (BGE, 1024-d), and
Qwen3-Embedding-4B (Qwen3, 2560-d). For all
three, removing support checks, shuffling mem-
ory order, or falling back to fixed-bank reranking
lowers PU-R relative to full MIRAGE, while the
single-chunk Tok-F1 is unchanged (the local bank
is unaffected by document-level ablations). Ta-
ble 14 includes bootstrap half-widths for macro
PU-R.

Table 14: Cross-encoder ablation generalization (macro
PU-R, @=512).

Variant e5-large-v2 bge-m3 Qwen3-Emb-4B
MIRAGE full 24.4+0.61 23.040.51 27.11+0.63
No support check  21.740.7  20.5%0.7 24.340.6
Shuffled memory ~ 21.94£0.7 19.540.8 23.240.7
Fixed bank 18.84+0.56 17.310.59 21.14+0.62

Decoder no-support-check ablation. Repeat-
ing the no-support-check ablation on the largest
and most diverse decoders tests whether the sup-
port check remains useful across decoder scale
and family. With a fixed e5-large-v2 encoder, re-
moving support checks drops macro PU-R by 2.5
points on Qwen3-8B (25.7+0.5 — 23.2+0.6; ID-R
17.4 — 15.1) and 2.9 points on Llama-3.1-8B-
Instruct (24.0+0.6 — 21.1+0.7; ID-R 15.8 = 13.1),
comparable to the 2.7 drop reported in Table 5
for the anchor configuration. See Table 14 for the
full encoder-side ablation.

G.2 Strong-base, cross-family Baselnvert, and
template-family stress tests

We bundle three robustness stress tests into one
summary table (Table 15) and report dataset-level
Canary-R for the template-family rows where
Canary-R is the load-bearing metric; per-dataset
values for the strong-base and cross-family-base
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Table 15: Stress-test summary (macro unless noted). Strong-base deltas compare full MIRAGE with the correspond-
ing Independent MIRAGE-SC base; cross-family BaseInvert and template-family deltas compare with fixed-bank.
The Strong-K row expands K from 64 to 256 and scales the local proposal/scoring budget proportionally; all other

rows use the default Q=512.

Setting Comparator PU-R Full PU-R  APU-R Canary-R (Full)
Strong-base ablation (e5-large-v2; macro)

Standard (K (=64, Qwen3-1.7B Baselnvert) 16.2+0.6 24.4+0.6 +8.2 22.7
Strong-K (K¢=256) 18.04+0.7 25.740.6 +7.7 23.5
Strong-Backbone (Qwen3-4B) 18.840.6 26.310.6 +7.5 24.0
Cross-family Baselnvert (macro over 2 encoders X 2 decoders)

Qwen3-1.7B Baselnvert 17.6340.76 23.23+£0.72  +5.60 21.94
Llama-3.2-1B Baselnvert (same shadow set) 15.6140.87 21.314+0.85 +5.70 20.58
Template-family generalization (CanaryDocs)

Seen (12 templates; Fixed/NoSupp/Full) 20.4/23.5/26.21+0.7 — +5.8 17.2/23.1/26.8
Held-out (12 templates; Fixed/NoSupp/Full) 18.0/20.6 /22.8+0.7 — +4.8 11.0/15.4/18.6
Slot-only R (Seen / Held-out, Full) — — — 29.3/20.5
Full-string R (Seen / Held-out, Full) — — — 249/16.0

rows will be released in the artifact bundle (see
the Ethics Statement) and reported here as En-
ron/CanaryDocs macro-averages. The three stress
tests address: (i) base repair—stronger local banks
via Ky x4 or a Qwen3-4B backbone; the memory
A stays at +7.5-7.7 relative to the stronger base,
down from +-8.2 at the standard base; (ii) pipeline
family bias—a Llama-3.2-1B BASEINVERT back-
bone trained on the same 80k shadow documents;
the gain stays at +5.60 (Qwen3) / +5.70 (Llama),
with overlapping bootstrap Cls; (iii) template
memorization—12 CanaryDocs template families
held out from shadow training; Canary-R drops
from 26.8 (seen) to 18.6 (held-out) but the mem-
ory gain over fixed-bank stays at +4.8 PU-R, so
the mechanism operates beyond template memo-
rization. Slot-only R (matching only the canary
value regardless of surrounding template) exceeds
Full-string R, as expected. Table 16 covers the
fourth stress test (single-budget artifact) under pro-
portional slot scaling; the fifth alternative, bound-
ary mismatch, is in Appendix G.4.

G.3 Query-budget sensitivity

Table 16 sweeps the per-chunk online encoder-
query budget @ € {64, 128,256, 512,1024, 2048}
with  proportional  slot  scaling  (pro-
posal:calibration:support:regeneration:final

= T7:1:4:3:1, macro Enron+CanaryDocs on
the anchor configuration). This is a separate
budget-sensitivity run; its Q=512 row is reported
as the sweep estimate rather than replacing

Table 16: Query-budget sensitivity (macro PU-R; pro-
portional slot scaling). This sweep is a separate budget-
sensitivity run; its Q=512 row can differ slightly (< 0.1
PU-R) from the headline anchor-configuration estimate
in Table 2.

Q Fixed NoSupp MIRAGE A Tok-Fl

64 11.1£1.06 12.64+1.23 13.9£1.16 +2.80 29.5
128 14.5+0.87 16.5+£0.93 18.2+0.85 +3.71 33.4
256 16.7£0.74 19.4+0.84 22.0+0.84 +531 373
512 18.8+£0.60 21.8+0.70 24.3+0.64 +5.56 39.9
1024 20.24+0.59 23.54+0.52 26.44+0.57 +6.20 41.2

2048 21.04+0.53 24.44048 27.5+042 +6.48 41.7

the headline anchor-configuration estimate in
Table 2. MIRAGE’s advantage grows with
@ and is most cost-effective at Q=256-512;
fixed-bank reranking shows diminishing returns
above (J=512, and even with a larger proportional
proposal pool (896 proposal queries at Q=2048)
remains below MIRAGE at ()=512, consistent
with memory-conditioned regeneration rather than
unused budget slots.

G.4 Boundary-Mismatch Robustness

The protocol assumes approximate boundary
knowledge (A4 in Section 3). Table 17 tests how
much boundary alignment the attack actually re-
quires: the attacker’s assumed segmentation is de-
liberately misaligned with the victim chunker (or-
dered 128-token/32-overlap blocks), with offset
jitter of +4 to £32 tokens (£32 equals the over-
lap size), chunk sizes of 96 and 160 tokens, and
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Table 17: Boundary-mismatch robustness (Enron PU-R, anchor configuration); both methods use the same

mismatched setting.

Boundary condition MIRAGE  Fixed-bank A Retained
Matched (victim chunker) 24.1 18.2 +5.9 100%
Offset jitter +4 234 18.1 +5.3 90%
Offset jitter 8 23.0 18.0 +5.0 85%
Offset jitter £16 22.1 17.4 +4.7 80%
Offset jitter 432 (= overlap) 21.0 16.8 +4.2 71%
Chunk size 96 / 160 21.9/214 17.1/169 +4.8/+4.5 81%/76%
Sentence-based chunker 21.2 16.6 +4.6 78%

Table 18: Mechanism evidence across three en-
coders (fixed Qwen3-1.7B decoder, macro En-
ron+CanaryDocs); definitions follow Figure 5.

Encoder Variant  Acc.-prec. False-rate  Rescue
o5 Full 69.4+09 7.14£0.8 34.8+1.1

NoSupp 43.6+1.1 189£1.0 24.1£1.2
bee-m3 Full 67.841.0 8.0+£0.9 33.5+1.2
& NoSupp 42.1412 20.3+1.1 23.0£13

Full 725408 5.84£0.7 36.941.0
Qwen3-Emb-4B \ supp 464410 165410 26.8+1.2

a sentence-based chunker in place of fixed-length
blocks. Both MIRAGE and fixed-bank reranking
run under the same mismatched setting, on Enron
with the anchor configuration.

MIRAGE stays above the same-setting fixed-
bank reranker under every tested mismatch, re-
taining 71-90% of the matched-boundary margin
(+5.9 down to +4.2), with gradual degradation and
no cliff at the overlap scale. Exact victim-chunker
alignment is therefore not required across these set-
tings; completely unknown segmentation remains
outside this evidence. This supports treating bound-
ary information as an evaluation convenience (A4)
rather than a requirement of the attack.

H Cross-encoder Mechanism Evidence

Table 18 extends Figure 5 to bge-m3 and Qwen3-
Embedding-4B: accepted-anchor precision remains
above 65% and false-anchor rate below 10% under
full MIRAGE across all three encoders, while re-
moving support checks lowers precision by 25-26
points, doubles or triples the false-anchor rate, and
reduces absent-bank rescue by about 10 points—
evidence for the role of the support-check mecha-
nism in the observed gains.

I Cross-Dataset and Adaptive Defense
Probes

Table 6 reports the defense stress tests, extending
the strongest of them—stripping provenance meta-
data and coarsening chunk order—to CanaryDocs;
the adaptive attacker is specified here: against the
coarsened-order defense, the attacker relaxes the
order-penalty weight and re-fits the support thresh-
old on held-out development data, keeping the
(=512 budget. The same qualitative reduction
appears on CanaryDocs as on Enron, and the adap-
tive attacker recovers part of the leakage while re-
maining well below the no-defense point estimate.
These are initial probes rather than a defense bench-
mark; a full adaptive, multi-defense evaluation re-
mains future work.

I.1 Deployment Checklist

For RAG and vector-store operators (Table 6 quan-
tifies the measured effects):

* Metadata minimization. Treat document
grouping, chunk order, and chunk offsets as
sensitive and strip or coarsen them whenever
embeddings leave the trust boundary.

* Access control. Restrict read access to prove-
nance fields independently of vector access.

* Query monitoring. Budget and monitor
encoder-query access; rate limits reduce recon-
struction under the same local bank.

¢ Canary auditing. Insert synthetic canary doc-
uments and audit stores, caches, and logs for
their recovery.
An adaptive attacker recovers part of the leakage,
so these measures should be layered rather than
relied on singly.
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