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Abstract

Transformer encoders are used for natural lan-
guage understanding tasks, yet they remain vul-
nerable to gradient-based attacks in the embed-
ding space. Existing defenses either use adver-
sarial training or modify the inference pipeline,
incurring additional computational overhead
without a principled mechanism to contract the
gradient flow. We propose Agatha, a trans-
former encoder that achieves adversarial robust-
ness through architectural modifications. First,
Agatha replaces softmax attention with an iter-
ative Hopfield mechanism that projects repre-
sentations into deep, sharply-bounded seman-
tic attractors in its energy landscape. Second,
Agatha introduces a gated residual connection
that scales down the identity path, forcing the
adversarial gradients to propagate through the
energy landscape where they contract layer by
layer due to its steep curvature. Evaluations on
standard NLP tasks demonstrate that Agatha
reduces attack success rates by 13 percentage
points over the best defended baseline at 4.37M
scale, with the advantage growing to over 33
points at BERT-base scale (110M), without
any threat-model-specific training. AutoAttack,
transfer attacks, and discrete text-level evalua-
tions confirm the robustness is not an artifact of
gradient masking. Agatha adds no parameters,
achieves 1.2x faster inference than the best ro-
bust baseline, and maintains clean performance
within 2 points of the undefended model.

1 Introduction

Transformers are prevailing architectures for NLP
(Vaswani et al., 2017; Devlin et al., 2019). How-
ever, they remain vulnerable to adversarial attacks
that apply small perturbations to alter model pre-
dictions (Alzantot et al., 2018; Chang et al., 2021).
In the embedding space, first-order attacks such
as Projected Gradient Descent (PGD) serve as the
standard benchmark for evaluating model robust-
ness (Goodfellow et al., 2014; Miyato et al., 2016).
PGD relies on the gradient of the loss flowing back
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to the input embedding to compute bounded adver-
sarial perturbations (Madry et al., 2017).

Existing defenses fall into two categories.
Training-based defenses augment the training set
with adversarial examples (Zhu et al., 2019; Xhon-
neux et al., 2024), while architectural defenses add
auxiliary components, such as denoising layers,
attention-masking modules, or inference-time ran-
domization (Li et al., 2025; Shen et al., 2023; Moon
et al., 2023). Both approaches incur additional
inference-time overhead, which can be prohibitive
at small model scales. These scales are common
in edge deployment and on-device NLP, where ro-
bustness cannot be traded for additional compute.

More fundamentally, neither stops the adversar-
ial gradient from reaching the input embedding.
During attack, the adversarial gradient propagates
along two paths (Figure 1, top): the residual con-
nection, which acts as a direct highway passing
signals unchanged, and the softmax attention sub-
layer, which provides minimal attenuation.
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Figure 1: Top: Standard Transformers provide an
unimpeded residual path for backpropagation. Bottom:
Agatha scales the residual path and forces representa-
tions through an iterative Hopfield energy landscape.

Figure 1 (bottom) illustrates our proposed so-
lution Agatha'. It introduces two architectural
modifications: an iterative attention mechanism to
contract the backward-flowing gradient and a gated
residual to block the free gradient highway.
Iterative Attention. We replace standard softmax

'Agatha = Adversarially robust gated hopfield attention.
Code: https://github.com/drexel-DISCO/agatha
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attention with an iterative mechanism grounded
in Modern Hopfield Networks (Ramsauer et al.,
2020). The mechanism iteratively projects repre-
sentations toward fixed points in an energy land-
scape. We design the architecture to operate in
the deep attractor regime, where these fixed points
form sharply-bounded semantic basins. A per-layer
contraction condition bounds the gradient at each
step, and because the mechanism iterates to con-
vergence, this attenuation compounds across steps.
We introduce two theorems to establish the condi-
tions under which the attractor regime exists and
contraction occurs; Section 5.11 empirically vali-
dates these conditions, with proofs in Appendix L.
Gated Residual. The residual connection cannot
simply be removed: doing so destabilizes optimiza-
tion in deep transformers (Xiong et al., 2020) and
discards the surface-level linguistic information
(lexical and morphosyntactic features) that down-
stream NLP tasks rely on alongside learned repre-
sentations. The amount of surface-level informa-
tion the combined representation must retain varies
across tasks. Consider sentiment classification:

“The film’s ambition is undeniable and its visuals occa-
sionally breathtaking, but the screenplay cannot decide
whether it wants to be a character study or a thriller.”

Despite  positive markers (undeniable,
breathtaking), the negative verdict lies in the
discourse structure following but. The attention
mechanism compresses this into a polarity-bearing
representation. The classifier does not need to
recover the specific surface tokens that carried
sentiment. Scaling down the residual path would
have little effect on task performance.

Consider a paraphrase detection scenario:

A: “The committee declined to endorse the preliminary
findings, though members indicated they might reconsider
pending additional data.”

B: “Preliminary findings were not endorsed by the com-
mittee, though endorsement remained possible if further
data supported the conclusions.”

The two sentences above share few n-grams
and differ in voice, nominalization, and modal-
ity. The attention mechanism aligns corresponding
spans, but the combined representation must retain
enough original lexical forms to verify what was
aligned, not merely that alignment occurred. Ag-
gressive scaling of the residual path would discard
these surface features, degrading performance.

To restrict the residual path without discarding
the surface-level information that tasks require, we
introduce a gate g that scales the residual connec-

tion. This gate weakens the residual gradient and
forces any remaining adversarial signal through
the Hopfield attractor landscape, where the iter-
ated mechanism contracts it at each step. Together,
these two mechanisms contract adversarial gradi-
ents without sacrificing task performance.
Contributions. Our contributions are as follows:
(1) We introduce a structural modification that
achieves adversarial robustness without any threat-
model-specific training. (2) We rule out gradient
masking through AutoAttack, transfer attacks, and
Hopfield theory-aware attacks. (3) We demonstrate
through ablation that gating and iterative Hopfield
attention are jointly necessary. (4) We validate
across standard NLP tasks, showing a 13 percentage
point reduction in attack success at 4.37M parameter
scale relative to the best defended baseline, with the
advantage growing to 33 points at BERT-base scale
(110M). Agatha achieves 1.2x faster inference than
the best robust baseline, and maintains clean perfor-
mance within 2 points of the undefended model.

2 Preliminaries

2.1 Adversarial Attacks

Adversarial attacks in NLP can operate at the dis-
crete token level or in the continuous embedding
space. We evaluate both, but focus our analysis
on embedding-space attacks, which apply perturba-
tions directly to dense input representations. Given
a classifier f and an input x with true label y, an
attacker seeks a continuous perturbation é such that
f(x + &) #y. This objective is formulated as max-
imizing the classification loss £ with respect to 4,
constrained by a budget £ under a chosen norm that
bounds the perturbation magnitude (we use /> as
the primary norm and also evaluate under ¢..,):

Hrdﬂuagsﬁ(f(eré),y)- ¢))
Projected Gradient Descent (PGD) solves this itera-
tively by taking gradient steps and projecting back
onto the constraint set (Madry et al., 2017):

8D =11 <. (8 4 asien(Vs L(f(x + 8, ) @)

where « is the step size and II denotes projection
onto the e-ball. PGD is considered the standard
first-order benchmark; robustness against PGD gen-
erally implies robustness against other first-order
methods. The effectiveness of PGD depends on
how well the gradient propagates back to the input
embedding, motivating the architecture of Agatha.
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2.2 Modern Hopfield Networks

Modern Hopfield Networks (MHNs) generalize
classical Hopfield networks to continuous states
(Ramsauer et al., 2020). An MHN defines an en-
ergy function over a query state ¢ and a set of stored

patterns (keys) K = [ki,...,kn]":
1 & Tov oy L2
E(¢) = fglogzexp(ﬁk,; €) + S lIgl” +eonst, 3

i=1

where 8 > 0 is the inverse temperature. A semantic
attractor is a local minimum ¢* of E(¢) located
near a stored key pattern k;, and its basin is the set
B; = {¢ : argmax; k; ¢ = i} of queries that retrieve
that pattern. The depth and sharpness of these
basins increase with 3.

Minimizing this energy yields a fixed-point con-
dition equivalent to softmax attention: the query
attends to keys to retrieve a weighted combination
of stored patterns. At low 3, the softmax is uniform
and all queries converge to the mean of stored pat-
terns. At high g, the softmax saturates and each
query converges to a single pattern. We leverage
the high-3 regime to design Agatha.

3 Agatha — Gated Hopfield Attention

Agatha modifies two components of the standard
Transformer encoder.

3.1 Iterative Hopfield Attention

We replace standard dot-product attention with an
iterative update mechanism grounded in the energy
function of Eq. (3). Given queries Q, keys K, and
values V projected from the input x, we initialize
the query state ¢ = Q. We iterate the energy
update function until convergence or a maximum
number of steps Th.ax is reached:

ﬁ(H'l) = K " softmax (%Kﬁ(t)> s “)

where d is the head dimension and the /d scaling
follows standard practice for numerical stability.
Convergence is defined as:

e+ — D /1e™ ) < = ®

for a threshold 7. Once converged at step 7, the
final attention output retrieves from value vectors:

B T
output = V ' softmax <—K SRR 6
P Nz 3 )

By operating at high inverse temperature 3, we
place the mechanism in the deep attractor regime
of Theorem 2, the phase 8 > Bupper Where the

softmax saturates and each query converges to
a fixed point adjacent to a single stored pattern.
We describe basins in this regime as sharply-
bounded because their walls steepen as 3 grows
(Section 2.2). Representations converge to basin
floors rather than settling in diffuse, easily per-
turbed regions of the energy surface. Because the
mechanism iterates to convergence, this contraction
compounds across steps, attenuating the adversarial
gradient at each iteration of the energy descent.

3.2 Gated Residual Connection

In a standard Transformer, a sublayer F computes
x;+1 = x; + F(LN(x;)), where LN denotes Layer Nor-
malization. During backpropagation, the Jacobian
of this layer is I + §Z. The identity component
provides a direct path that passes the adversarial
gradient Vs £ without attenuation, ensuring p(J) > 1
regardless of the sublayer. To block this bypass,
Agatha introduces a scaling gate g € (0, 1):

X1 = g% + F(ING)), ™

This scales the Jacobian to gI, reducing the adver-
sarial signal that bypasses the Hopfield attention.

The gate can be set in two ways: fixed by the
practitioner, or learned from scratch during train-
ing. Appendix F evaluates both options. Because
clean cross-entropy training provides no gradient
pressure to close the gate, we treat g as a structural
hyperparameter. A fixed g = 0.7 outperforms ev-
ery defended baseline, while per-task tuning yields
a further 4 percentage point improvement, reflect-
ing the task-dependent surface-information needs
described in Section 1. Under the combined archi-
tecture, the PGD gradient propagates as:

VL—EL 1+ 7% 8
5 _axLl:Hl(g ) ®)

where 7" is the Jacobian of the Hopfield block
at layer I. We design g to satisfy g + omax < 1
(Theorem 1), with omax = || Jr||2, Which bounds
the layer Jacobian as | 7|2 < g + omax < 1. We re-
fer to this property as gradient contraction: each
gated layer shrinks the backward gradient by at
least this factor, and the signal available to PGD de-
cays exponentially with depth. In the forward pass,
perturbed queries contract toward energy minima.
In the backward pass, the steep basin geometry
contracts the adversarial gradient (Figure 2).

Overall, Agatha achieves adversarial robustness
by creating a geometric trap through Hopfield at-
tention and ensuring adversarial gradients cannot
bypass it through the gated residual.
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Figure 2: Gradient contraction within the Hopfield en-
ergy well. Steep geometric ridges of the well deflect
and contract the adversarial gradient VL.

3.3 Initialization and Parameter Count.

Agatha reuses the pretrained Q, K, V, and out-
put projections of the source checkpoint without
modification, so the mapping from a pretrained
Transformer to Agatha is one-to-one and adds no
parameters at any scale (Section 5; Appendix Ta-
ble 13). The two modifications are computational
rather than parametric: the softmax retrieval is ap-
plied iteratively (Eqgs. 4 to 6), and the residual path
is scaled by the scalar g, a structural hyperparam-
eter rather than a learned weight. Initialization is
therefore identical to the original checkpoint.

The following section formalizes the contraction
and attractor conditions.

4 Robustness Analysis

The robustness of Agatha arises from the geometry
of the Hopfield energy landscape and its interac-
tion with the restricted residual flow. We formalize
these properties through two core theorems: con-
traction of the layer Jacobian bounds how much ad-
versarial signal reaches the input embedding, and a
phase transition in the energy landscape determines
when representations converge to discrete semantic
attractors. Full proofs are provided in Appendix L.

Theorem 1 (Contraction via Identity Gating). Let
the gated Hopfield step compute x;41 = g - x +
F(LN(x;)) with Jacobian J = g1 + Jr. Let omax :=
|Trll2 denote the operator 2-norm of the Hopfield
block Jr. Assuming stable iterative convergence,
the system enforces a global contraction (|| 7|2 < 1,
which implies p(J) < 1) when g+ omax < 1.

Theorem 1 establishes a sufficient condition for
contraction: the architecture is designed to make
this condition hold in practice, and Appendix D
(Table 39) validates omax < 1 — g.

Theorem 2 (Semantic Phase Transition). Define
the thermodynamic state function f(8) = 8 - ||x|| -

max; p;(8) - (1 — max; p;(B)). For a given query
&, there exist input-dependent critical boundaries
Brower (€) < Bupper(§) where f(B8) = 1, defining three
regimes: (1) B < Biower: @ Spin-glass phase causing
contraction to a featureless mean, (2) Biower < 8 <
Bupper: @ metastable phase exhibiting no contrac-
tion, and (3) B > Bupper: the deep attractor phase
causing contraction to discrete semantic attractors.

Section 5.11 validates that 8 > 15 is sufficient to
operate in the deep attractor regime across all tasks
and seeds evaluated in this paper.

Basin Ridge Deflection. At deep attractor tem-
peratures (3 > Bupper), the boundaries between se-
mantic basins form steep geometric ridges (Fig. 2).
Because the residual path is restricted, adversarial
gradients directed across a basin boundary propa-
gate against the high local curvature of the ridge,
contracting the signal before it reaches the input
embeddings. Section 5.13 provides empirical evi-
dence consistent with this mechanism.

The regime and the contraction factor are estab-
lished by Theorems 1 and 2, and measured in Sec-
tions 5.11 and 5.13. The ridge description above
is geometric intuition for the operator norm oyax,
which bounds the first-order sensitivity of the block
rather than the curvature of the energy surface.

5 Results

5.1 Experimental Setup

Datasets and Architecture. We evaluate on eight
GLUE tasks (Wang et al., 2018) (SST-2, MNLI,
QNLI, QQP, CoLA, MRPC, RTE, WNLI) using a
2-layer, 2-head architecture with 128-dimensional
hidden state (4.37M parameters). We also evaluate
on BoolQ and CB from SuperGLUE (Wang et al.,
2019) using the same architecture. To test scaling,
we use a 256-dimensional, 4-layer, 4-head architec-
ture (11.1M parameters) for MultiRC and WSC. All
metrics are averaged across three random seeds.

Threat Model. Our primary evaluation uses PGD
under an ¢, constraint across perturbation budgets
e € [0.05,5.0]. To verify that the observed robustness
is not an artifact of gradient masking, we evaluate
under AutoAttack (Croce and Hein, 2020b), an en-
semble of attacks (APGD-CE and FAB) designed
to detect defenses that obfuscate rather than elimi-
nate gradients. All attacks backpropagate through
the fully unrolled Hopfield iteration, with no trunca-
tion or fixed-point approximation of the converged
state; Appendix A.7 states the protocol and its cost.
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Attack Success Rate (%, |.)

Clean (1) Low Medium High Extreme
Model (e =0) (e = 0.05) (e = 0.5) (e = 1.0) (e = 2.0) (e = 3.0) (e = 5.0)
Undefended Baseline
TinyBERT 64.28 + 0.52 2.48 + 0.16 21.37 £ 1.01 40.10 £ 1.62 72.27 £ 1.71 90.94 £ 0.96 99.75 £+ 0.06
Training-Based Robustness
TinyBERT + FreeLB 67.19 + 0.33 2.09 £+ 0.26 18.99 4+ 1.37 35.50 £ 1.91 66.68 £+ 2.07 85.97 £ 1.01 98.12 £+ 0.24
Architectural Robustness
DiffuseDef 66.22 + 0.57 1.74 £ 0.38 18.95 + 2.58 38.07 + 4.59 69.85 + 4.69 90.30 £+ 1.84 99.57 + 0.17
DynAttn 65.77 £ 0.62 2.55 + 0.36 16.68 + 1.01 33.37 £ 1.38 63.58 £ 2.53 84.58 + 2.41 99.14 £ 0.39
Agatha (Ours) 63.91 £ 0.20 1.48 + 0.24 12.75 + 1.32 26.16 + 2.74 50.28 + 3.13 65.58 + 3.19 82.03 + 2.18

Table 1: Average GLUE Score and Attack Success Rate (ASR) of PGD across 8 tasks. Clean performance is
evaluated without perturbations. ASR is reported across varying perturbation budgets grouped by severity. Results
are reported as mean =+ std across three random seeds. Bold indicates best performance.

To test threat-model generalization, we report
results under the /., norm, FGSM (Goodfellow
et al., 2014), Gaussian noise (Wang et al., 2025),
and two text-level attacks: CharSwap (Pruthi et al.,
2019) and TextBugger (Li et al., 2018).
Baselines. We compare against an undefended
TinyBERT baseline (Jiao et al., 2020), a training-
based defense FreeLLB (Zhu et al., 2019), and two
architectural defenses: DiffuseDef (Li et al., 2025)
and Dynamic Attention (Shen et al., 2023).
Evaluation Metrics. For PGD and FGSM, we re-
port Attack Success Rate (ASR), the percentage of
correct predictions flipped by the perturbation. For
Gaussian noise and text-level attacks, we report
Flip Rate at varying magnitudes. Metric normaliza-
tion details are in Appendix A.

5.2 Main Results: Architectural Robustness

Table 1 summarizes PGD performance.

Clean Performance. Agatha achieves a clean
score of 63.91, within one point of the TinyBERT
baseline (64.28) using standard cross-entropy loss.
FreeLB achieves the highest clean score (67.19)
through adversarial training, with DiffuseDef
(66.22) and DynAttn (65.77) following. None of
these advantages translate into robustness.
Robustness Across Budgets. Agatha achieves
the lowest ASR at every perturbation budget. At
e = 2.0, Agatha reduces ASR to 50.28, a 13.30-point
reduction over the best architectural baseline Dy-
nAttn and a 16.40-point reduction over FreeLB. The
advantage grows with budget: at e = 3.0, the gap
over DynAttn widens to 19.00 points (65.58 versus
84.58); at e = 5.0, Agatha achieves 82.03 versus 99.14
for DynAttn and 98.12 for FreeLB. This pattern is
consistent with our analysis: the energy basin struc-
ture provides a geometric constraint that operates
independently of the training perturbation distri-

bution and persists at high budgets where other
defenses degrade. Per-task breakdowns are in Ap-
pendix B.1 and a mechanistic interpretation of per-
formance gaps in Appendix E.

5.3 Validation under AutoAttack

Architectures that modify gradient flow are suscep-
tible to gradient masking (Athalye et al., 2018). To
verify that Agatha’s robustness is genuine, we eval-
uate under AutoAttack (Croce and Hein, 2020b),
taking the worst-case ASR between APGD-CE and
FAB. Table 2 reports combined GLUE results un-
der ¢,; detailed are in Appendix B.6.

Clean ASR (1)

Model (@] e=1.0 e =20 e = 3.0

TinyBERT
FreeLB

64.28 + 0.52 40.15 + 1.63 71.69 £ 1.65 89.90 + 0.85
67.19 + 0.33 35.62 + 1.91 66.65 £ 2.07 85.90 + 0.97
DiffuseDef 63.44 + 0.55 37.96 + 3.75 69.03 £ 3.80 89.25 + 1.50
DynAttn 63.38 = 0.21 30.77 £ 1.01 56.94 £+ 2.10 76.21 + 2.02
Agatha (Ours) 63.91 4+ 0.20 27.08 4 2.23 51.45 + 2.59 66.56 + 2.55

Table 2: AutoAttack (Croce and Hein, 2020b) under /5.
Bold: highest clean score and lowest ASR.

Agatha achieves the lowest ASR at every bud-
get: 51.45 at ¢ = 2.0, a 5.49 point gap over Dy-
nAttn (56.94), 17.58 over DiffuseDef (69.03), and
15.20 over FreeLB (66.65). We additionally evaluate
the gradient-free Square attack (Andriushchenko
et al., 2020), which recovers an order of magni-
tude less ASR than the white-box components (Ap-
pendix B.6). Gradient masking predicts the oppo-
site ordering, so these results are consistent with
genuine geometric suppression.

5.4 Norm Generalization

To test threat-model generalization, we evaluate all
defenses under PGD with an /.. constraint. Table 3
reports combined GLUE ASR at three represen-
tative budgets. Agatha achieves the lowest ASR
at every budget: 11.69 at e = 0.01, a 4.05 point gap
over DynAttn (15.74). The gap grows at higher bud-
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gets, reaching 16.82 points at ¢ = 0.1 (77.60 versus
94.42). This norm-independent robustness is con-
sistent with the geometric nature of the Hopfield
attractor structure, which operates on representa-
tion magnitude rather than a specific perturbation
metric. Detailed results are in Appendix B.7.

Clean ASR (})

Model (@] e = 0.01 e = 0.05 e =0.1

TinyBERT 64.28 + 0.52 19.03 + 1.06 72.94 £ 1.89 94.98 & 0.50
FreeLB 67.19 + 0.33 20.82 £ 1.40 82.56 + 1.79 99.45 + 0.07
DiffuseDef 63.44 £+ 0.55 17.24 + 1.75 71.63 £ 3.28 95.47 + 0.44
DynAttn 63.38 £ 0.21 15.74 + 0.98 67.85 £ 2.31 94.42 + 0.39
Agatha (Ours) 63.91 4 0.20 11.69 + 1.37 54.36 £+ 2.02 77.60 + 1.24

Table 3: Standard PGD under /.,: Combined GLUE
ASR. Bold: highest clean score and lowest ASR.

5.5 Transfer Attack Analysis

To rule out gradient masking, we conduct transfer
attack experiments on SST-2.

Setup. We evaluate four attack directions: (1) Tiny-
BERT — Agatha (transfer), (2) Agatha — Tiny-
BERT (transfer), (3) TinyBERT — TinyBERT
(white-box), and (4) Agatha — Agatha (white-
box). Table 4 reports the target ASR and transfer
rate (target ASR divided by source ASR) at £ = 2.0;
full results in Appendix B.4.

Direction Source ASR Target ASR Transfer Rate

TB— Agatha 59.90 15.63 26.1%
Agatha—TB 44.35 21.34 48.1%
TB—TB 59.90 59.90 100%
Agatha—> Agatha 44.35 44.35 100%

Table 4: Transfer rates at ¢ = 2.0 on SST-2. Transfer
rate = target ASR / source ASR. A high transfer rate
under TB— Agatha would indicate gradient masking.
Agatha’s Robustness is Not Gradient Masking.
If Agatha’s robustness were due to gradient mask-
ing, adversarial examples crafted on TinyBERT
should transfer effectively to Agatha, with TB —
Agatha target ASR approaching the TB — TB
white-box ASR of 59.90. Instead, TB — Agatha
records only 15.63, a transfer rate of 26.1%. This
confirms that the energy basins neutralize adversar-
ial perturbations rather than just hiding gradients.
Asymmetric Transfer. Attacks transfer more eas-
ily from Agatha to TinyBERT (48.1% rate) than
from TinyBERT to Agatha (26.1% rate). This asym-
metry is consistent with the basin geometry: adver-
sarial directions that escape Agatha’s steep energy
basins are disruptive, transferring effectively to
the undefended model. Conversely, perturbations
crafted on TinyBERT’s smooth loss surface lack
the directionality to escape Agatha’s deep basins.

5.6 Generalization Beyond PGD

To verify that Agatha’s robustness generalizes be-
yond PGD, we evaluate against four additional at-

tack types: FGSM and random Gaussian perturba-
tions in the embedding space, and two text-level
attacks, CharSwap and TextBugger. Table 5 re-
ports average GLUE results across all 8 tasks; full
per-task breakdowns are in Appendix C.

Attack Budget FreeLB DD DA Agatha
Embedding-Space Attacks (ASR )

PGD e =2.0 66.68+ 2.07 69.85 4 4.69 63.58 + 2.53 50.28 + 3.13
FGSM e =2.0 60.97 + 2.65 63.28 + 5.30 57.56 + 2.62 46.87 + 3.29

Gaussian o = 2.0 38.65 + 2.86 30.35 +2.16 29.75 + 1.41 23.95 + 2.26

Text-Level Attacks (Flip Rate 1)

25.29 £ 2.25 16.18 £ 2.11 18.24 + 1.60 12.12 + 0.75
20.38 £ 1.52 13.19 £ 1.67 14.78 +1.34 10.29 £ 0.71

CharSwap  30%
TextBugger 30%

Table 5: Avg. GLUE flip rate/ASR. DD = DiffuseDef,
DA = DynAttn. Bold: lowest ASR or flip rate.

Agatha achieves the lowest attack success rate
across all five attack types. On embedding-space
attacks, the advantage over baselines is consistent:
6 to 13 points over the best architectural baseline on
PGD, FGSM, and Gaussian noise. The robustness
extends to text-level attacks despite Agatha operat-
ing in embedding space: CharSwap flip rates drop
from 16.18 (DiffuseDef) to 12.12, and TextBugger
from 13.19 to 10.29. This suggests that the energy
basin structure provides general representation sta-
bility beyond the continuous perturbation model.
Agatha also achieves the highest average score on
AdvGLUE (Wang et al., 2021) (Appendix C.5)
with curated text-level adversarial examples.

5.7 Hopfield Dynamics-Aware Attacks

To test robustness against an informed adversary,
we design four attacks targeting the theoretical
properties from Theorems 1 and 2: Basin Escape
maximizes the distance between clean and per-
turbed Hopfield fixed points; Spectral Radius max-
imizes p(Jr) to break the contraction condition;
Convergence Disruption maximizes the Hopfield
convergence residual; and Joint combines cross-
entropy with the spectral radius objective. Table 6
reports combined GLUE ASR at ¢ = 2.0.

Std. PGD Basin Esc. Spectral Conv. Dis. Joint

50.28 £ 3.13 4.00 £ 0.60 3.02+ 0.55 3.83 + 0.55 43.82 + 3.50

Table 6: Theory-aware attacks on Agatha at ¢ = 2.0.

No theory-aware attack outperforms standard
PGD: Basin Escape, Spectral Radius, and Conver-
gence Disruption all achieve under 4% combined
ASR compared to 50.28% for standard PGD, con-
firming that Agatha’s defense cannot be theoreti-
cally exploited. Full analysis in Appendix D.
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5.8 Ablation Study

To verify that the gate and Hopfield attention are
jointly necessary, we evaluate four ablation vari-
ants of Agatha: (1) Gate Only, which applies the
gated residual to standard dot-product attention, (2)
Hopfield Only, which uses iterative Hopfield atten-
tion with an unscaled residual, (3) Energy Trans-
former (ET) (Hoover et al., 2023), which replaces
the Transformer block with iterative energy min-
imization, leaving the residual unscaled, and (4)
Hopfield+Reg, which pairs Hopfield attention with
a training-time regularizer instead of the architec-
tural gate (Podasca and Das, 2026). Table 7 reports
GLUE scores and ASR at ¢ € {1.0,2.0,3.0}; full
results are in Appendix G.

Attack Success Rate

Model Clean (e = 0) e=1.0 e =2.0 e = 3.0

TinyBERT 64.28 + 0.52 40.10 + 1.62 72.27 + 1.71 90.94 + 0.96

Gate Only 63.93 £ 0.69 41.67 £ 2.88 75.42 £+ 2.23 92.49 + 1.78
Hopfield Only  64.01 4+ 0.20 33.52 + 3.95 57.93 + 2.73 73.87 + 1.85
ET 64.41 £ 1.07 37.70 £ 4.00 61.56 £ 5.67 75.25 £+ 5.87

Hopfield+Reg  61.56 4 0.65 36.81 + 3.64 65.09 + 3.30 81.06 + 1.97

Agatha (Ours) 63.91 + 0.20 26.16 + 2.74 50.28 + 3.13 65.58 + 3.19

Table 7: Ablation study: Average GLUE Score and ASR
ate € {1.0,2.0, 3.0}. Bold: best performance.

Gate Only Hurts. Gate Only records higher ASR
than TinyBERT at all budgets, confirming that scal-
ing down the residual without replacing the atten-
tion mechanism degrades representational capacity
without providing gradient contraction.

Hopfield Only and ET Help, But Not Enough.
Hopfield Only reduces ASR from 72.27 to 57.93 at
e = 2.0. ET, which uses iterative energy minimiza-
tion but retains the unscaled residual, records 61.56
at the same budget. However, Agatha achieves
50.28, a further 7.65 point reduction over Hopfield
Only and 11.28 over ET. The gate alone provides no
benefit, yet combining it with the Hopfield mech-
anism yields consistent gains across all budgets.
This confirms Agatha’s mechanism: the gate forces
gradients through the attention sublayer where the
energy landscape contracts them.

Regularization Does Not Substitute for the Gate.
Hopfield+Reg replaces the architectural gate with
a training-time regularizer. It performs worse than
Hopfield Only across budgets (65.09 versus 57.93
at e = 2.0); the regularizer constrains the Hopfield
representation without recovering the inference-
time gradient contraction of the gate.

5.9 Scalability to Larger Architectures

To verify that Agatha’s robustness generalizes be-
yond the base architecture, we evaluate on four

SuperGLUE tasks. BoolQ and CB use the same
4.37M architecture as the GLUE experiments. Mul-
tiRC and WSC use a scaled architecture with 256
dimensions, 4 layers, and 4 heads (11.1M parame-
ters). Table 8 reports clean accuracy and ASR at
e = 2.0; full results are in Appendix B.2.

4.37M 11.1M 110M
BoolQ CB MultiRC WwscC GLUE
FrecLB 82.02 60.51 80.90 64.19 76.52
+0.83 +6.17 +2.12 +18.10 +0.54
DiffuseDef 75.66 52.83 66.23 82.67 91.61
+4.20 +7.70 +2.04 +5.77 +0.76
DynAttn 74.45 46.67 70.68 75.09 90.02
+7.55 +2.36 +2.52 +6.26 +1.46
Agatha (ours) 66.41 29.34 55.07 13.86 43.29
+3.81 +1.69 +3.59 +1.36 +0.44

Table 8: ASR at e = 2.0 across model scales. Su-
perGLUE tasks at 4.37M (BoolQ, CB) and 11.1M
(MultiRC, WSC). Combined GLUE at BERT-scale
(110M). Bold: lowest ASR per column.

Base Architecture (BoolQ, CB). On BoolQ,
Agatha achieves the lowest ASR (66.41), while both
architectural baselines record higher ASR (74.45 for
DynAttn, 75.66 for DiffuseDef) and the training-
based FreeLB records 82.02. On CB, Agatha
records 29.34 ASR, well below DynAttn (46.67),
DiffuseDef (52.83), and FreeLB (60.51).

Scaled Architecture (MultiRC, WSC). On Mul-
tiRC, Agatha achieves the lowest ASR (55.07),
while DiffuseDef (66.23) and DynAttn (70.68) both
record higher ASR. Both baselines also suffer a
considerable clean accuracy drop (50.19 and 52.94)
compared to Agatha (58.75). On WSC, Agatha
achieves 13.86 ASR, far below DiffuseDef (82.67)
and DynAttn (75.09). These results confirm that
Agatha’s geometric robustness mechanism scales
with model capacity. The GLUE column in Table 8
further validates the scaling at full BERT-scale
(~ 110M parameters), where Agatha achieves a 33
point ASR reduction over the best defended base-
line at e = 2.0, more than double the gap at Tiny-
BERT scale. Per-task breakdowns at BERT-scale
and additional analysis are in Appendix H.

5.10 Extension to Decoder-Only Architectures

To test whether the architectural modification ap-
plies to causal decoders, we inject Agatha attention
with the gated residual into two backbones from the
Pythia suite (Biderman et al., 2023), Pythia-14M
and Pythia-70M, and fine-tune on SST-2. Under
causal masking the stored patterns at each position
are restricted to preceding tokens, so the masked
softmax remains a valid Modern Hopfield update
over the visible key set. Table 9 reports clean accu-
racy and ASR gainst the unmodified Pythia check-
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point. We use 8 = 0.13, Tmax = 2, and g = 0.5.
Perturbation budgets are reported as a fraction of
the average input embedding norm rather than as
absolute ¢, budgets, because of the difference in
the embedding scale. Normalizing a perturbation
by the magnitude of the representation it perturbs
follows the relative perturbation metric of Podasca
and Das (2025), introduced to compare robustness
across models whose features differ in scale. All
attack settings otherwise follow Appendix A.7.

Attack Success Rate (%, )

Model Clean (1) 1% 2% 5% 10% 20%

Pythia-14M

Bascline ~ 81.84 16.35 36.24 85.34  100.00  100.00
+0.30 +1.13 +0.68 +0.43 +0.00 +0.00

Agatha 82.49 13.30 28.54 79.75 99.91  100.00
+0.14 +1.06 +1.66 +2.29 +0.07 +0.00

Pythia-70M

Bascline  82.45 25.82 57.90 97.64  100.00  100.00
+0.41 +0.77 +2.18 +0.41 +0.00 +0.00

Agatha 82.95 21.84 50.37 96.27  100.00  99.95
+0.24 +1.85 +0.68 +0.78 +0.00 +0.07

Table 9: Decoder-only results on SST-2 under ¢, PGD.
Baseline is the unmodified Pythia checkpoint at each
scale. Bold indicates best performance: highest clean
accuracy and lowest ASR. Differences at 10% and 20%
fall within one standard deviation and are not marked.
Robustness transfers at low budgets. Agatha
records lower ASR than the unmodified backbone
at the three lowest budgets and at both scales. The
largest reduction is 7.70 points at 14M and 2%, from
36.24 to 28.54, with a comparable 7.53 point reduc-
tion at 70M and the same budget. The reduction is
smaller at the extremes of this range, at 3.05 points
for 14M at 1% and 1.37 points for 70M at 5%.
Clean accuracy improves at both scales. Clean
accuracy increases by 0.65 points at 14M and 0.50
points at 70M. This differs from the encoder setting,
where Agatha gives up 0.37 points of combined
GLUE score relative to TinyBERT (Table 1).

The separation closes at high budgets. At 10%
and 20% both models are driven to near-complete
failure and the two are statistically tied.

5.11 Validation of the Robustness Theory

We conduct hyperparameter sweeps on SST-2
to validate Theorems 1 and 2. The p-sweep
fixes g = 0.1 and varies 3 ¢ {5,10,15,20,50,100}.
The g-sweep fixes 8 = 50 and varies g €
{0.01,0.1,0.2,0.5,1.0}. Table 10 reports clean ac-
curacy and ASR at e = 2.0; full results across all
budgets are in Appendix I.

5 Sweep Confirms the Phase Transition (The-
orem 2). ASR peaks in the metastable regime
(81.28 at B3 = 5, 70.79 at 3 = 10), then drops sharply
to 49.98 at 5 = 15 and 45.99 at 3 = 50.

g Sweep Confirms the Contraction Condition
(Theorem 1). ASR increases monotonically from
45.99 at ¢ = 0.1 to 52.66 at g = 1.0, which recovers
the Hopfield Only ablation. At g = 0.01, clean accu-
racy degrades to 68.31 (+2.86), confirming that ex-
cessively small gates impair trainability. The gate
must be small enough to enable contraction but
large enough to preserve trainability; g = 0.7 pro-
vides strong robustness across tasks (Section 5.12).

B sweep(g = 0.1) g sweep (B = 50)

B Clean ASRe=2.0 g Clean ASRe=2.0

5 79.63 £0.84 81.28+1.07 0.01 68.31 = 2.86 39.10 + 14.55
10 79.78 £0.98 70.79 £12.59 0.1 80.20 £0.14 45.99 + 2.79
15 79.36 =0.92 49.98 £ 11.00 0.2 80.89 = 0.78 48.22 + 3.16
50 80.20 £ 0.14 45.99 +2.79 0.5 80.77 £ 0.24 49.97 = 5.28
100 80.62 + 0.66 53.68 =5.41 1.0 80.05+ 0.57 52.66 + 2.53

Table 10: Hyperparameter sweeps on SST-2. Bold: best
robustness with clean accuracy above 80.

5.12 Gate Selection

To demonstrate that Agatha’s robustness is archi-
tectural rather than hyperparameter-dependent, we
evaluate with a fixed gate across all tasks without
task-specific tuning. Figure 3 (left) reports ASR at
e = 2.0 across fixed gate values.

Advantage over best

Fixed gate defended baseline

N
S

=&~ Agatha (g = 0.7)
| == Agatha (tuned) O~

L2

Best defended baseline

2.0
~
o
-
a

i/
I/

Y
S

S /o\.‘./.

=~ Agatha (fixed g)
—~ Best defended baseline

«

ASR(!)ate
w
3

o

A ASR over baseline ( 1)
L)

0.1 0.3 0.5 0.7 0.9 1.0 2.0 3.0 5.0
Gate value g Perturbation budget

Figure 3: Left: ASR across fixed gate values at ¢ = 2.0.
Shaded region: +1 std. Dashed line: best defended
baseline. Right: advantage (A ASR) of g = 0.7
and per-task tuned Agatha over the best defended
baseline across perturbation budgets.

Figure 3 (right) shows the advantage over the
best defended baseline across budgets. From ¢ =
2.0 onward every fixed gate value outperforms the
best defended baseline, and we recommend g = 0.7,
which leads at every budget; clean accuracy re-
mains stable (63.78 to 64.53). Per-task tuning yields
a further 4 point advantage at = = 2.0, but is not re-
quired. Full fixed-gate results are in Appendix F.1,
per-layer asymmetric gating in Appendix F.2, and
training the gate from scratch in Appendix F.3.

5.13 Validation of Gradient Contraction

To verify that Agatha’s architectural modifications
contract adversarial gradients as predicted, we mea-
sure gradient flow during PGD attacks on MRPC.
For each gated sublayer x;41 = g - x; + F(LN(x;)),
we decompose the backward-pass gradient into a
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residual-path contribution ¢ - u and a sublayer-path
contribution J7 u, where u = 8£/0%;+1.

(a) Gradient routing per sublayer (b) Gradient-norm decay with depth

[ TinyBERT
B Agatha

—e— TinyBERT
~8— Agatha

lloc/ox]z (log)

Loattn  LOFFN  Llattn  LLFFN

Oﬁv\* LX"“\ @ﬁ\\ & 0 em"ea

Backward direction —

Figure 4: Gradient flow analysis on MRPC (averaged
across three seeds and the full validation set). (a)
Residual-path fraction per sublayer. (b) Gradient norm
(log scale) from loss to embedding.

TinyBERT exhibits gradient amplification: the
norm grows 30x from the deepest sublayer to the
embedding (0.023). Agatha maintains a flat profile
near 0.002, yielding an embedding gradient 12.7x
smaller. This is consistent with Theorem 1: con-
traction compounds multiplicatively as [],(g+0r,).

5.14 Computational Cost

Table 11 compares the training and inference costs
of Agatha against the baselines.

Train FLOPs Infer. ASR
Model /sample (ex/s) e =2.0
FreeLB 532M 15,660 66.68
DiffuseDef™* 216M 13,422 69.85
DynAttn 177™M 7,475 63.58
Agatha (max. iter T ax=3) 735M 10,021 52.69
Agatha (max iter Ty ax=100) 735M 8,635 50.28

Table 11: Computational cost and robustness. Inference
throughput measured on a single RTX 3090 GPU; ASR
averaged across 8 GLUE tasks. *DiffuseDef adds a
denoiser module (66K extra parameters, ~1.5%); all
other models share the same parameter count.
Training Cost. Agatha trains with standard cross-
entropy and requires no adversarial inner loop,
that is, no attack generation during training, but
it is not cheaper to train. Its per-sample training
FLOPs (735M) exceed both the architectural base-
lines (177M to 216M) and FreeLLB (532M), so the
training advantage is one of threat-model general-
ity rather than reduced compute. FreeLB is tied to
the perturbation distribution it trains against and
requires a per-task budget grid search (Table 16),
while Agatha generalizes across norms, attacks,
and budgets without retraining.

Inference Cost. DynAttn pays the highest infer-
ence cost among baselines (7,475 ex/s) due to noise
samples per forward pass, yet achieves only 63.58
ASR. Agatha at Tyax = 3 18 1.34x faster and 11
points more robust. Increasing to Tmax = 100 (de-
fault), yields 2.4 further points, while still being

1.2x faster. Pareto-dominating every baseline on
both axes without adding any parameters.

6 Related Work

Adversarial defenses in NLP span training-based
methods (Zhu et al., 2019; Madry et al., 2017) and
architectural approaches such as DiffuseDef (Li
et al., 2025) and DynAttn (Shen et al., 2023), which
add denoising or noise-injection modules. Both
categories incur computational overhead and, as
our results show, provide limited benefit at small
model scales. Modern Hopfield Networks (Ram-
sauer et al., 2020) have been studied for memory
capacity and interpretability but not for robustness.
Agatha bridges these lines. See Appendix M for
comprehensive discussion of related works.

7 Conclusions

We introduced Agatha, an architectural modifica-
tion to the Transformer that achieves adversarial
robustness without any threat-model-specific train-
ing by replacing softmax attention with an itera-
tive Hopfield mechanism and introducing a gated
residual that forces adversarial gradients through
the energy landscape, where it is contracted. We
formalized this robustness through two theorems,
validated via hyperparameter sweeps. Across 8
GLUE and 4 SuperGLUE tasks, Agatha reduces
attack success rates by over 13 percentage points
against the best architectural baseline at pertur-
bation budget ¢ = 2.0, widening to 19 points at
e = 3.0, with robustness holding under AutoAt-
tack, 4., PGD, FGSM, Gaussian noise, discrete text-
level attacks, and Hopfield-specific attacks. Agatha
Pareto-dominates all baselines with 11 points lower
ASR than DynAttn at 1.2x faster inference and no
additional parameters. These results suggest that ar-
chitectural robustness through energy basin geome-
try is an effective alternative to adversarial training,
with the advantage growing rather than diminishing
with scale (from a 13-point gap at TinyBERT to a
33-point gap at BERT-base).
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Limitations

Agatha is evaluated on English-language bench-
marks; behavior on multilingual inputs has not been
explored. We show that Agatha can be used as a
drop-in replacement for the attention mechanism
in TinyBERT, BERT-base, and the Pythia decoder
backbones. We have not evaluated other BERT vari-
ants. RTE (276 examples) and WNLI (71 examples)
have small validation sets where variance arises
from validation-set size rather than seed sensitiv-
ity; Appendix B.1.4 reports a GLUE-6 analysis ex-
cluding these tasks, preserving the robustness gap.
Comparing against the full set of adversarial de-
fenses in NLP is a considerable undertaking, so we
compare Agatha against representative and state-
of-the-art techniques: FreeLB (Zhu et al., 2019)
for training-based defenses, and DiffuseDef (Li
et al., 2025) and Dynamic Attention (Shen et al.,
2023) for architectural defenses. Agatha requires
no adversarial inner loop, but its per-sample train-
ing cost is higher than FreeL.B (Table 11), so the
training advantage is one of threat-model gener-
ality rather than reduced training compute. Our
evaluation focuses on classification tasks, where
attack success rate is well-defined as the flip rate.
We do not evaluate open-ended generation, where
attractor contraction competes with preserving a
fine-grained predictive distribution; we leave gen-
eration robustness to future work.

Due to space limitations, the main paper reports
combined GLUE results for each evaluation; com-
prehensive per-task breakdowns, detailed ablation
analysis, gate selection, and full hyperparameter
sweep results are deferred to the appendix.

Ethical Considerations

This work proposes an architectural defense against
adversarial attacks on NLP models. Improved ro-
bustness has direct societal benefits, reducing the
risk of adversarial manipulation in safety-critical
applications such as content moderation, financial
analysis, and automated decision-making. We ac-
knowledge that robustness research has dual-use
potential: the attack evaluations in this paper could
in principle be adapted to target deployed sys-
tems. We believe the defensive contribution out-
weighs this risk, as the attack methods we employ
(PGD, FGSM) are well-established in the literature.
All experiments use publicly available benchmark
datasets (GLUE, SuperGLUE, AdvGLUE) that do
not contain sensitive or personally identifiable data.

Licensing. The pretrained checkpoints used in
this work are bert-base-uncased, google/-
bert_uncased_L-2_H-128_A-2, and google/-
bert_uncased_L-4_H-256_A-4 (all Apache-2.0).
AdvGLUE is distributed under CC BY-SA 4.0.
GLUE and SuperGLUE are collections of datasets,
each governed by the original license of its con-
stituent tasks; the benchmark authors note that
these licenses permit use and redistribution in a
research context. All artifacts are used for research
evaluation consistent with their intended purpose.

AT Assistance

Anthropic Claude Opus 4.6 was used for improv-
ing the clarity and readability of the writing. The
authors take full responsibility for the content.
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Appendix. The appendix is organized as follows.

1. We provide details on the evaluation method-
ology in Appendix A.

2. We provide a thorough empirical validation
of Agatha as follows.

* Detailed analysis of Agatha’s PGD ro-
bustness in Appendix B.
— Standard PGD (¢2) GLUE in Ap-
pendix B.1.
— Standard PGD (¢.) SuperGLUE in
Appendix B.2.
— PGD (¢,) with increased steps in Ap-
pendix B.3.
— Transfer attack in Appendix B.4.
— Standard PGD (¢..) in Appendix B.5.
— Auto attack (¢2) in Appendix B.6.
— APGD-CE (¢-,) in Appendix B.7.
* Beyond PGD attack in Appendix C.
» Hopfield-specific attack in Appendix D.
* Mechanistic interpretation of perfor-
mance gap in Appendix E.

Full gate ablation in Appendix F.

— Fixed gate vs task-specific gate re-
sults in Appendix F.1.

— Symmetric vs asymmetric gate re-
sults in Appendix F.2.

— Fixed vs learned gate results in Ap-
pendix F.3.

* Architectural ablation results in Ap-
pendix G.

* BERT-scale results in Appendix H.
* Hyperparameter sweep in Appendix I.
* Convergence analysis in Appendix J.

* Training dynamics in Appendix K.

3. We provide proofs of two theorems that guar-
antee robustness of Agatha in Appendix L.

4. We present a comprehensive overview of re-
lated works in Appendix M.

A Evaluation Methodology

A.1 Datasets

We evaluate on 8 tasks from the GLUE benchmark
(Wang et al., 2018) and 4 tasks from the Super-
GLUE benchmark (Wang et al., 2019). Table 12
reports the size of each split.

Benchmark  Task Train Val Test Metric
SST-2 67,349 872 1,821  Accuracy
CoLA 8,551 1,043 1,063  Matthews Corr.
MRPC 3,668 408 1,725 F1/ Accuracy
QQP 363,846 40,430 390,965 F1/ Accuracy
GLUE
MNLI 392,702 9,815 9,796  Accuracy
QNLI 104,743 5,463 5,463  Accuracy
RTE 2,490 276 3,000  Accuracy
WNLI 635 71 146  Accuracy
BoolQ 9,427 3,270 3,245  Accuracy
CB 250 56 250 F1/ Accuracy
SuperGLUE
MultiRC 27,243 4,848 9,693 Fla/EM
WSC 554 104 146  Accuracy

Table 12: Dataset statistics for the 8 GLUE and 4 Su-
perGLUE tasks evaluated in this work. Train/Val/Test
counts are example counts. For MNLI, validation and
test counts are the matched-set sizes; we use only the
matched split. All evaluations are performed on the val-
idation split, since test labels are not publicly available.

Metrics. To address metric heterogeneity across
GLUE tasks, we normalize all clean task met-
rics to a 0 to 100 scale: Matthews Correlation as
MCEEtL % 100, F1/Accuracy pairs as their arithmetic
mean, and classification tasks by accuracy. We
report Attack Success Rate (ASR) for PGD and
FGSM, defined as the percentage of initially cor-
rect predictions flipped by the adversarial perturba-
tion. For Gaussian noise, CharSwap, and TextBug-
ger, we report Flip Rate using the same definition.
All metrics are computed per-seed and reported as
mean =+ standard deviation across three random
seeds. For the combined GLUE score, we average
per-task means and propagate standard deviations
as />, 07. We exclude STS-B from our evalua-
tion as it is a regression task; Attack Success Rate,
which measures flipped classification predictions,
is not applicable to continuous similarity scores.

A.2 Model Architectures

Agatha and all baselines share the same backbone
parameter count for each architecture; Agatha adds
no parameters relative to TinyBERT. Table 13 re-
ports the architectures used in this paper.

Denoiser overhead scales with backbone. Dif-
fuseDef’s denoiser module is the only baseline
component that adds parameters beyond the shared
backbone. Its parameter count grows with hid-
den dimension: 66,304 at TinyBERT base (128d),
263,680 at the scaled architecture (256d), and
2,402,304 at BERT-base (768d). The denoiser is
applied at every inference step, with three denoise
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Architecture Pretrained Checkpoint Params Hidden Layers Heads Extra (DiffuseDef)
TinyBERT (base) google/bert_uncased_L-2_H-128_A-2 4.37T™M 128 2 2 +66,304
TinyBERT (scaled) google/bert_uncased_L-4_H-256_A-4 11.1M 256 4 4 +263,680
BERT-base bert-base-uncased 110M 768 12 12 +2,402,304

Table 13: Model architectures used in this work. Agatha, TinyBERT, FreeLB, and DynAttn share the same backbone
parameter count for each architecture; Agatha adds no parameters at any scale. DiffuseDef adds a denoiser module
that scales with hidden dimension. The TinyBERT (base) architecture is used for the eight GLUE tasks and for
BoolQ and CB; the TinyBERT (scaled) architecture is used for MultiRC and WSC; BERT-base is used for the

scaling experiment in Section 5.9 and Appendix H.

iterations per forward pass, so the inference com-
pute overhead grows with the denoiser size. At
deployment-relevant scales (BERT-large, 1024d;
LLaMA-class, 4096d+), this overhead projects to
tens of millions of parameters and a proportionally
larger inference cost. Agatha, by contrast, adds no
parameters and no module-level forward passes; its
only overhead is the iterative Hopfield update on
the existing key matrix, which is configurable. Set-
ting Tmax = 3 iterations is sufficient for deployment
(Section 5.14 and Appendix J).

A.3 System Configuration

All experiments are conducted on a Lambda work-
station with two RTX 3090 GPUs. Table 14 shows
the hardware and software configuration used.

Component Specification

Hardware Configuration

GPU NVIDIA GeForce RTX 3090 (24GB VRAM)

CPU AMD Ryzen Threadripper 3960X 24-Core @ 3.80GHz
24 cores, 48 threads

RAM 128GB DDR4-3200

Software Environment

CUDA
PyTorch

Version 12.4
Version 2.4.1 (built with CUDA 12.4)

Operating System Ubuntu 20.04.6 LTS (kernel 5.15.0-139)

Table 14: Hardware and software configuration. All
models were trained and evaluated on a single RTX
3090 GPU with no multi-GPU parallelism.

A.4 Training Configuration

Table 15 reports training hyperparameters shared
across all models. All models use the same op-
timizer, learning rate schedule, and tokenizer to
isolate the effect of architectural differences.

A.5 Baseline Hyperparameters

Table 16 reports the method-specific hyperparam-
eters for each baseline. All settings were selected

Parameter

Value

Optimizer

Learning rate

Weight decay

LR schedule
‘Warmup ratio
Gradient clipping
Epochs

Early stopping patience
Batch size (train)
Batch size (eval)
Tokenizer

Pretrained checkpoint
Max sequence length
Dropout

Loss function

AdamW

2x107°

0.01

Linear warmup + decay
0.1

Max norm 1.0

30

20

32

64

bert-base-uncased
google/bert_uncased_L-2_H-128_A-2
128

0.3

CrossEntropyLoss

Table 15: Training hyperparameters shared across all
models and tasks in this paper.

via grid search on validation performance; where
the original paper recommended a default, we used
it as the starting point.

A.6 Agatha Hyperparameters

Agatha introduces three hyperparameters beyond
the shared training configuration: the inverse tem-
perature 3, the convergence threshold 7, and the
gate value g. At inference, the Hopfield mecha-
nism iterates until the residual falls below  or the
iteration count reaches Thax.

The inverse temperature is fixed at 3 = 50, se-
lected via the sweep in Section 5.11 as the value
that reliably places all tasks in the deep attractor
regime (Theorem 2). The convergence threshold
is fixed at = 10~*, selected as the smallest value
that yields stable results across all tasks and seeds.

The maximum Hopfield iteration count is set
to Tmax = 100, a conservative upper bound; the it-
erative mechanism exits early when the residual
falls below 7, so the effective iteration count is
task- and input-dependent (average 27.5 iterations
across tasks; Appendix J). For practical deploy-
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Method  Parameter Value
Ascent steps (K) 3
Step size (av) 0.3-¢
FreeLB P
Training € Per-task (Table 17)
Norm Lo
Denoise steps 3
DiffuseDef Noise scale 0.1
Denoiser MLP
Attention noise o 1.0

DynAttn
Noise samples (train & inference) 5

Inner PGD steps 10
Step size (« 0.3-¢
PGD-AT P (@
Training € Per-task (Table 17)
Norm Lo

Table 16: Method-specific hyperparameters for each
baseline. All baselines share the optimizer and training
settings in Table 15. PGD-AT is used only in the QNLI
diagnosis (Appendix E).

Task PGD-AT ¢ FreeLB ¢
SST-2 0.5 1.0
CoLA 1.0 2.0
MNLI 0.1 1.0
QNLI 0.1 0.5
QQp 0.5 1.0
MRPC 1.0 2.0
RTE 0.5 2.0
WNLI 0.1 0.1

Table 17: Per-task training perturbation budgets for
FreeLLB and PGD-AT, selected via grid search over ¢ €
{0.1,0.5,1.0,2.0} on validation.

ment, Tax = 3 is sufficient: it already outperforms
all baselines while maintaining 1.3x faster infer-
ence than DynAttn (Section 5.14).

The gate value g is the only task-specific hy-
perparameter, selected via grid search over g €
{0.1,0.3,0.5,0.7,0.9} on validation performance. Ta-
ble 18 reports the selected values.

Gate value Tasks

g=0.1 SST-2, CoLA, QQP, QNLI, MultiRC
g=0.5 MNLI

g=20.7 MRPC, RTE, BoolQ, CB, WSC
g=0.9 WNLI

Table 18: Agatha gate value per task. 8§ = 50, 7 =
1074, and Tiax = 100 are fixed for all tasks.

Lower g contracts the residual path more ag-
gressively, forcing stronger contraction through the
Hopfield mechanism at the cost of representational
capacity. Tasks that tolerate this trade-off benefit

from aggressive gating (g = 0.1), while tasks where
clean accuracy is more sensitive to capacity loss
prefer a moderate gate (¢ = 0.7). MNLI uses an
intermediate value (¢ = 0.5), and WNLI benefits
from a high gate (¢ = 0.9) due to its small validation
set where aggressive gating increases variance. For
deployment without per-task tuning, a fixed g = 0.7
outperforms all baselines (Section 5.12).

A.7 Attack Configuration

Attack Differentiation. Every gradient-based at-
tack in this paper backpropagates through the fully
unrolled Hopfield iteration. Gradients are obtained
by standard autodiff through each executed update
step £+ = K "softmax( - K¢'™), up to the conver-
gence exit of Eq. 5 or the cap Tinax, so the depth of
the backward graph matches the number of itera-
tions actually executed for that input. No gradient-
stopping operation appears inside the forward pass:
there is no truncated backpropagation through the
iteration, no detached fixed point, and no implicit-
function approximation of the converged state. The
attacker therefore differentiates the exact inference-
time computation graph, including its early-exit
behavior, and the reduction in gradient magnitude
we measure is a property of the geometry estab-
lished by Theorems 1 and 2 rather than of the dif-
ferentiation procedure. Outside the forward pass,
the attacks follow the standard iterative protocol in
which the perturbation is detached between succes-
sive attack steps and the projection onto the e-ball
is computed without gradient tracking. This is the
usual construction for iterative attacks and does not
truncate the backward pass through the model.

Cost of Full Unrolling. Backpropagation cost
grows linearly with the number of executed Hop-
field iterations, which averages 27.5 per input across
GLUE (Appendix J). All attacks are run on a single
RTX 3090 (Appendix A.3). Three results in this pa-
per are consistent with the unrolled gradient being
informative rather than obscured. Increasing PGD
from 5 to 200 steps changes Agatha’s ASR by only
0.54 points, the smallest change among all evalu-
ated models (Appendix B.3). Boundary-seeking
FAB, which is designed to expose obfuscated gra-
dients, is Agatha’s worst case among the white-box
attacks yet still leaves it lowest-ASR at every bud-
get (Appendix B.6). Transfer and theory-aware
attacks both underperform white-box PGD (Sec-
tions 5.5 and 5.7).
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PGD (Evaluation). We use 20-step PGD with
step size & = 0.3 - € under an {5 norm constraint,
initialized from the clean embedding plus small
random noise (0.1 - €). We evaluate at perturbation
budgets € € {0.05,0.5,1.0,2.0,3.0,5.0}.

FGSM. Single-step gradient attack using the
same {5 norm and budget range as PGD.

Gaussian Noise. Isotropic Gaussian perturba-
tions & ~ N(0,02I) added directly to the input
embedding with a fixed random seed for repro-
ducibility (Wang et al., 2025). We evaluate at
o € {0.5,1.0,2.0,5.0}.

CharSwap. Adjacent character swaps applied
to a randomly selected fraction of words, follow-
ing Pruthi et al. (2019). We evaluate at perturbation
rates {10%, 20%, 30%, 50%}.

TextBugger. Character-level perturbations (in-
sertion, deletion, swap, homoglyph substitution)
applied to a fraction of words, following Li
et al. (2018). We evaluate at perturbation rates
{10%, 20%, 30%, 50%}.

A.8 Computational Cost Instrumentation

All cost measurements use the same instrumen-
tation pipeline across every model. Forward
FLOPs per sample are measured using fvcore’s
FlopCountAnalysis on a single validation sam-
ple traced on CPU for reproducibility. Training
FLOPs are estimated as 3x forward FLOPs (for-
ward pass, backward pass, and parameter update).
Inference throughput (examples per second) is mea-
sured end-to-end over the full validation set with
batch size 64, with torch.cuda.synchronize()
calls bracketing the loop to ensure accurate GPU
timing. Per-batch latency is measured separately
via CUDA events over 50 timed passes after 10
warmup passes on a fixed batch, reporting median
and 95th percentile latency. All measurements are
conducted on a single RTX 3090 GPU.
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B Empirical Validation of Agatha’s
Adversarial Robustness

B.1 GLUE Performance under Standard
PGD (¢5)

We analyze Agatha under the primary attack pro-
tocol used in the main paper: 20-step PGD with
step size a = 0.3¢ under an ¢, norm constraint. This
subsection extends the combined GLUE results in
Table 1 with per-task breakdowns across all 8 tasks,
organized by metric type. All results are reported
as mean =+ std across three random seeds.

B.1.1 Combined GLUE Discussion

Table 1 summarizes combined GLUE performance
under standard PGD. We provide an extended dis-
cussion organized by perturbation budget.

Clean Performance. Agatha achieves a clean
score of 63.91, within one point of the TinyBERT
baseline (64.28) using standard cross-entropy loss.
FreeLB achieves the highest clean score (67.19)
through adversarial training, with DiffuseDef
(66.22) and DynAttn (65.77) following. None of
these advantages translate into robustness.

Low Perturbation Budget (¢ = 0.05). All mod-
els exhibit low attack success rates (1.48 to 2.55), as
perturbations at this scale are insufficient to cross
decision boundaries. Agatha records the lowest
ASR (1.48) by a small margin.

Medium Perturbation Budgets (e €
{0.5,1.0,2.0}). Agatha consistently achieves
the lowest ASR at every medium budget. At
e = 0.5, Agatha records only 12.75, compared to
16.68 for DynAttn, 18.95 for DiffuseDef, and 18.99
for FreeLLB. At ¢ = 1.0, Agatha records 26.16 versus
33.37 for DynAttn, 35.50 for FreeLLB, and 38.07 for
DiffuseDef. At e = 2.0, Agatha further reduces
ASR to 50.28, a 13.30 point reduction over the best
architectural baseline (DynAttn, 63.58), and a 16.40
point reduction over the training-based FreeL.B.

High Perturbation Budgets (¢ € {3.0,5.0}).
The advantage of Agatha’s robustness grows
steadily at high budgets. At e = 3.0, the gap over
DynAttn widens to 19.00 points (65.58 versus 84.58).
At e = 5.0, Agatha achieves 82.03 compared to 98.12
for FreeLLB, 99.14 for DynAttn, and 99.57 for Dif-
fuseDef. This pattern is consistent with our analy-
sis: the energy basin structure provides a geometric
constraint that operates independently of the train-

ing perturbation distribution and persists at high
budgets where other defenses degrade.

B.1.2 Task-by-Task Breakdown

Classification Tasks (Accuracy Metric). Ta-
ble 19 shows results for GLUE tasks using accu-
racy as the primary metric: SST-2 (sentiment anal-
ysis), MNLI (natural language inference), QNLI
(question-answering NLI), RTE (recognizing tex-
tual entailment), and WNLI (Winograd NLI).

Linguistic Acceptability (Matthews Correla-
tion). Table 20 shows CoLA results using the
Matthews Correlation Coefficient (MCC), normal-
ized to a 0 to 100 scale as Mt x 100.

Paraphrase Detection (F1 + Accuracy Average).
Table 21 shows MRPC and QQP results, using the
average of F1 and accuracy as the clean score.

B.1.3 Task-Specific Observations

SST-2 (Sentiment Analysis). Agatha closely
matches TinyBERT in clean accuracy (80.20 versus
81.77) while still providing the lowest ASR from
e = 0.5 onward. Ate = 2.0, Agatha reduces ASR
to 45.99, an 8 point improvement over DynAttn
(54.26), 60.31 for DiffuseDef, and 72.86 for FreeLLB.
DiffuseDef and DynAttn both achieve the lowest
ASR at £ = 0.05 (0.89), though the differences at
this small budget are within noise.

MNLI (Natural Language Inference). DynAttn
achieves the highest clean accuracy (64.25) and
leads at low budgets, recording 17.13 at e = 0.5
and 34.38 at ¢ = 1.0. Agatha leads from ¢ = 2.0
onward, recording 62.55 versus 64.84 for DynAttn,
73.78 for DiffuseDef, and 77.49 for FreeLLB. The gap
widens at higher budgets (93.08 at ¢ = 5.0 versus
99.02 for DynAttn and 98.74 for DiffuseDef).

QNLI (Question-Answering NLI). FreeLB
achieves the highest clean accuracy (80.36) and the
lowest ASR at low budgets (1.16 at ¢ = 0.05, 13.02
at e = 0.5). Agatha then leads from ¢ = 1.0 onward,
recording 57.51 at e = 2.0 compared to 62.50 for Dy-
nAttn, 68.79 for FreeLLB, and 72.32 for DiffuseDef.
The clean accuracy gap between Agatha (60.82) and
FreeLLB (80.36) likely reflects a task-level represen-
tation bottleneck at this model scale; we provide a
full diagnosis in Appendix E.

RTE (Recognizing Textual Entailment). All
models cluster in the 54 to 60 range for clean accu-
racy, reflecting the inherent difficulty of this task
at small model scales. Agatha achieves the lowest
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Attack Success Rate (%, |)

Task Model Clean (1) e = 0.05 e=0.5 e=1.0 e =2.0 e =3.0 e =5.0
TinyBERT 81.77 £0.19 1.36 £ 0.52 13.28 4+ 0.45 28.33 £ 1.01 60.17 £+ 1.36 85.32 £ 0.66 99.95 + 0.07
FreeLB 77.60 £0.11 1.67 £0.30 16.85 4+ 0.65 35.67 £ 1.43 72.86 £ 1.56 94.53 £ 0.75 100.00 +£ 0.00
SST-2  DiffuseDef 81.77 +0.30 0.89 £+ 0.29 13.18 £ 0.10 28.98 £1.19 60.31 £ 1.08 85.04 £ 1.61 99.91 £ 0.08
DynAttn 81.31 £0.11 0.89 +0.49 10.69 £ 0.48 25.68 £ 1.06 54.26 £ 0.52 80.37 £ 0.51 99.86 £+ 0.14
Agatha 80.20 £ 0.18 0.95 £+ 0.08 10.53 £1.78 22.49 + 2.97 45.99 £ 3.41 67.53 + 6.06 90.61 + 3.59
TinyBERT 53.57 £ 0.44 2.37 £0.20 24.85 +0.41 49.86 £+ 0.72 83.03 £ 0.26 95.94 + 0.49 99.99 + 0.01
FreeLB 57.31 £1.23 2.03 +0.22 21.38 + 0.69 42.64 £+ 0.32 77.49 £ 0.84 94.97 £ 0.31 99.98 £+ 0.01
MNLI  DiffuseDef 62.73 £ 1.37 1.87 £ 0.05 20.59 + 0.51 40.80 £ 0.18 73.78 £ 2.57 89.42 + 3.30 98.74 £ 1.29
DynAttn 64.25 + 0.59 4.41 + 0.15 17.13 + 0.52 34.38 £ 0.70 64.84 £+ 1.26 85.87 £ 0.63 99.02 £ 0.35
Agatha 54.64 £ 0.13 2.14 £ 0.53 19.03 £+ 0.84 35.70 £ 0.70 62.55 + 0.54 78.76 £ 0.78 93.08 £ 0.81
TinyBERT 65.10 £ 0.61 1.87 £0.13 19.32 £ 1.22 38.63 £ 2.39 69.54 + 4.35 88.62 £ 2.31 99.28 £ 0.10
FreeLB 80.36 £ 0.69 1.16+£0.15 13.02+ 1.66 30.36 £+ 3.61 68.79 + 6.98 92.85 £+ 3.77 99.91 £+ 0.04
QNLI DiffuseDef 64.92 + 2.04 1.95 £ 0.14 21.23 + 2.92 41.60 £ 4.85 72.32 £ 3.22 89.99 £+ 1.38 99.20 £ 0.29
DynAttn 65.49 £ 0.60 3.424+0.18 17.58 4+ 3.49 34.49 £+ 7.07 62.50 £+ 12.47 81.44 £ 9.50 97.77 £ 1.50
Agatha 60.82 £ 0.48 1.70 £ 0.23 15.29 4+ 0.89 30.02 £+ 0.97 57.51+0.12 77.13 +0.81 95.01 + 0.09
TinyBERT 57.64 £ 0.45 4.38 + 0.86 30.06 £ 1.22 54.10 £ 4.31 88.95 £ 1.48 99.16 £ 0.78 100.00 £ 0.00
FreeLB 60.41 £ 0.61 2.60+ 1.02 21.71 £ 2.13 37.43 £ 3.39 70.51 £ 1.28 85.25 £ 0.71 99.60 £ 0.57
RTE DiffuseDef 57.76 £ 1.25 3.13 £ 0.69 26.45 + 2.27 52.93 + 3.19 89.38 + 2.18 99.18 £ 1.43 100.00 £ 0.00
DynAttn 57.04 £1.25 3.58 £ 0.97 27.94 + 4.55 53.20 £+ 4.53 88.56 + 7.03 99.57 £ 0.37 100.00 £ 0.00
Agatha 54.99 £+ 0.91 2.62 +1.11 19.64+9.30 35.09+ 18.66 58.11+21.57 70.21 +20.92 86.47 £+ 10.23
TinyBERT 53.05 £ 3.51 5.33 £ 0.35 44.57 £5.15 66.62 £ 5.44 93.27 £ 5.59 98.23 £ 1.26 100.00 £ 0.00
FreeLB 53.99 £ 1.76 6.12 + 1.41 41.96 £ 6.88 66.28 £ 6.77 93.22 + 5.81 98.27 £1.23 100.00 £ 0.00
WNLI  DiffuseDef 57.75 +2.82 1.63 +2.82 24.57 £ 19.90 44.42 £+ 35.31 68.79 +£35.12 92.35 £ 11.21 100.00 £ 0.00
DynAttn 54.46 £ 4.30 4.18 + 2.56 34.99 £ 4.34 62.95 £ 1.87 93.22 + 6.80 98.16 £ 1.60 100.00 £ 0.00
Agatha 56.81 £+ 0.81 1.65+ 1.43 12.36 + 4.08 39.57 +£10.16 85.87 £ 8.11 95.87 £+ 3.81 100.00 £ 0.00

Table 19: GLUE classification tasks under standard PGD (¢5): Clean accuracy and Attack Success Rate (ASR).
RTE (276 examples) and WNLI (71 examples) have small validation sets; results should be interpreted cautiously.

Bold indicates best performance: highest clean accuracy and lowest ASR per task and budget.

Attack Success Rate (%, |)

Model Clean (1) e = 0.05 e =0.5 e=1.0 e =2.0 e =3.0 e=5.0

TinyBERT 54.40 £ 0.91 1.98 £ 0.55 16.64 + 5.43 34.82 +£9.30 74.60 £ 8.21 95.69 + 2.35 100.00 £+ 0.00
FreeLB 54.29 +1.24 1.25 +0.89 15.40 + 7.95 30.64 + 12.62 62.97 £ 13.61 88.69 + 6.72 99.95 £+ 0.07
DiffuseDef 55.32 £+ 0.48 2.25 + 0.58 20.63 £ 3.14 43.71 £ 6.14 81.08 £+ 5.82 97.28 £ 1.38 100.00 £ 0.00
DynAttn 52.52 + 0.71 0.46 + 0.21 7.26 +1.71 17.74 + 2.66 54.85 + 4.05 87.97 £ 0.82 100.00 £ 0.00
Agatha 56.14 + 0.74 1.99 + 0.35 17.20 £ 0.70 30.15 £+ 1.87 56.45 £ 2.90 77.01 + 3.36 94.89 + 2.11

Table 20: CoLA under standard PGD (¢): Linguistic acceptability (MCC normalized to 0 to 100 scale). Bold
indicates best performance: highest clean score and lowest ASR.

ASR from ¢ = 0.5 onward, recording 58.11 at e = 2.0
compared to 70.51 for FreeLB, 88.56 for DynAttn,
and 89.38 for DiffuseDef. The high standard devi-
ations across all models clearly reflect the small
validation set size (276 examples).

WNLI (Winograd NLI). Agatha achieves the
lowest ASR at ¢ = 0.5 (12.36) and € = 1.0 (39.57).
DiffuseDef records the lowest ASR at e = 2.0
(68.79) but with high seed variance (£35.12), mak-
ing this result unreliable. At high budgets, all mod-
els eventually converge to 100.00 ASR, reflecting
the small validation set (71 examples) where indi-
vidual flips have a large effect.

CoLA (Linguistic Acceptability). Agatha
achieves the highest clean score (56.14). DynAttn
provides the lowest ASR from e = 0.05 through 2.0
(0.46 at € = 0.05, 54.85 at € = 2.0), though at the cost
of a lower clean score (52.52). Agatha recovers
at higher budgets, recording the lowest ASR at
e = 3.0 (77.01) and ¢ = 5.0 (94.89). DiffuseDef
records the highest ASR among all defenses at

e = 2.0 (81.08), indicating that pretraining degrades
robustness on this task.

MRPC  (Paraphrase Detection). Agatha
matches TinyBERT in clean performance (75.52
versus 76.99) while providing the lowest ASR
among all evaluated tasks. At e = 5.0, Agatha
limits the ASR to 20.85, compared to 97.79 for
DynAttn, 99.89 for DiffuseDef, 90.09 for FreeLLB,
and 99.77 for TinyBERT. The near-zero ASR at
0.05 (0.00 + 0.00) confirms that the energy
basins on this task are sufficiently deep to absorb
small perturbations entirely.

e =

QQP (Quora Question Pairs). Agatha main-
tains clean performance comparable to TinyBERT
(72.12 versus 71.73) while consistently reducing
ASR at all budgets from ¢ = 0.5 onward. At ¢ = 2.0,
Agatha achieves 31.26 compared to 53.98 for Dy-
nAttn, 62.19 for DiffuseDef, and 45.34 for FreeLLB.
FreeLB achieves the highest clean accuracy on this
task (77.41) but records 95.41 ASR at ¢ = 5.0, com-
pared to only 75.36 for Agatha.
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Attack Success Rate (%, J.)

Task Model Clean (1) e = 0.05 e=0.5 e=1.0 e =2.0 e =3.0 e =5.0
TinyBERT 76.99 + 0.49 1.25 + 0.42 8.54 4+ 2.39 19.58 £+ 4.98 48.52 £ 7.72 80.91 £ 6.41 99.77 £ 0.33
FreeL.B 76.14 + 0.10 1.13 £ 0.64 12.39 4+ 0.81 20.83 £ 1.06 42.23 £ 1.64 64.07 £ 1.64 90.09 £ 1.68

MRPC DiffuseDef 76.95 + 0.67 0.80 £+ 0.52 10.71 £+ 2.58 21.89 £ 5.43 50.98 + 10.50 84.60 £ 8.19 99.89 £ 0.20
DynAttn 76.35 + 0.56 0.92 +£0.71 6.09 £ 3.10 13.47 +5.99 36.41 £+ 11.43 64.64 £ 16.44 97.79 £ 2.65
Agatha 75.52 + 0.20 0.00 + 0.00 0.71 + 0.00 1.41 + 0.00 4.48 + 0.53 10.37 +£ 0.75 20.85 + 1.02
TinyBERT 71.73 +£1.78 1.33 £0.08 13.69 4+ 0.38 28.86 £ 1.17 60.12 + 2.46 83.62 £+ 1.93 99.02 + 0.34
FreeLB 77.41 +£0.20 0.77 £ 0.03 9.18 + 0.07 20.17 £ 0.10 45.34 £ 0.40 69.14 + 0.67 95.41 £ 0.72

QQP DiffuseDef 72.56 + 2.14 1.36 £+ 0.06 14.25 4+ 0.45 30.25 £ 1.43 62.19 £ 2.58 84.57 £ 2.04 98.81 £+ 0.28
DynAttn 74.75 £ 1.76 2.57 £ 0.11 11.78 4+ 0.60 25.10 £ 1.87 53.98 £+ 3.19 78.60 £ 2.58 98.68 £ 0.48
Agatha 72.12 + 0.51 0.76 + 0.21 7.22 1+ 1.88 14.84 +4.09 31.26 + 8.67 47.79 £12.18 75.36 + 13.39

Table 21: GLUE paraphrase tasks under standard PGD (¢5): Clean score (average of F1 and accuracy) and Attack
Success Rate (ASR). Bold indicates best performance: highest clean score and lowest ASR per task and budget.

Attack Success Rate (%, |)

Clean (1) Low Medium High Extreme
Model (e =0) (e = 0.05) (e =0.5) (e =1.0) (e =2.0 (e =3.0) (e =5.0)
Standard Training
TinyBERT 67.26 £ 0.37 1.69 +0.15 16.05 £+ 1.02 33.35 £ 1.82 66.00 £+ 2.07 88.35 £ 1.25 99.67 £ 0.08
Training-Based Robustness
TinyBERT + FreeLB 70.52 + 0.32 1.34 +0.19 14.70 + 1.37 30.05 £+ 2.21 61.61 + 2.58 84.04 £1.32 97.56 £ 0.30
Architectural Robustness
DiffuseDef 69.04 £+ 0.56 1.52+0.14 16.77 + 0.84 34.54 £ 1.62 66.78 +£ 2.17 88.48 £ 1.57 99.42 + 0.23
DynAttn 69.11 + 0.36 2.11 £0.15 11.76 + 0.84 25.14 £ 1.65 54.47 £ 2.96 79.81 + 3.20 98.85 £ 0.52
Agatha (Ours) 66.57 £ 0.18 1.26 £0.12 11.66 + 0.49 22.43 +£ 0.92 43.04 £ 1.63 59.77 £ 2.35 78.30 + 2.35

Table 22: Average GLUE-6 Score and Attack Success Rate (ASR) of standard PGD (¢3) across 6 tasks (SST-2,
MNLI, QNLI, QQP, CoLA, MRPC), excluding RTE (276 examples) and WNLI (71 examples). Results are reported
as mean = std across three random seeds. Bold indicates best performance.

Summary. Two patterns emerge across tasks:

1. Agatha provides the largest robustness gains
on tasks with competitive clean accuracy
(SST-2, MRPC, QQP, QNLI), confirming that
well-formed energy basins around semantic at-
tractors simultaneously support classification
and perturbation contraction.

2. On CoLA, DynAttn achieves lower ASR at
medium budgets but at a cost of 3.6 point clean
accuracy gap; Agatha recovers at ¢ > 3.0.

B.1.4 Robustness of Combined Results to
Small Validation Sets

Two GLUE tasks have notably small validation
sets: RTE (276 examples) and WNLI (71 exam-
ples). At medium and high perturbation budgets,
these tasks produce standard deviations consider-
ably larger than the remaining six tasks (e.g., +21.57
for Agatha on RTE and +8.11 for Agatha on WNLI
at e = 2.0), and their inclusion inflates the combined
variance reported in Table 1. Table 22 therefore
replicates the main results across the six remain-
ing tasks with stable validation sets: SST-2, MNLI,
QNLI, QQP, CoLLA, and MRPC (GLUE-6).

The GLUE-6 results clearly confirm the find-
ings from the main paper. At e = 2.0, Agatha

achieves an ASR of 43.04 compared to 54.47 for Dy-
nAttn, a gap of 11.43 percentage points, and 61.61
for FreeLLB, a gap of 18.57 points. The reduction
in combined variance is the primary effect of the
exclusion: Agatha’s standard deviation at e = 2.0
drops from +3.13 on GLUE-8 to £1.63 on GLUE-6.

The remaining variance in GLUE-6 at e = 5.0
(£2.35) is driven primarily by QQP, which exhibits
seed sensitivity of +£13.39 at that budget. Unlike
RTE and WNLI, this variance does not arise from
a small validation set (QQP has 3,668 validation ex-
amples) but from the sensitivity of gradient-based
attacks to initialization at large perturbation bud-
gets, a pattern observed across all models on this
task (per-task results in Table 21).

B.2 SuperGLUE Performance under
Standard PGD (¥5)

Table 23 provides per-task SuperGLUE results
across all budgets. BoolQ and CB use the base
architecture (128-dim, 2-layer, 2-head, 4.37M param-
eters). MultiRC and WSC use a scaled architecture
(256-dim, 4-layer, 4-head, 11.1M parameters).

B.2.1 Task-Specific Observations

BoolQ (Boolean Questions). On BoolQ, Agatha
achieves the highest clean accuracy (66.43) and the
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Attack Success Rate (%)

Task Model Clean Acc e = 0.05 e=0.5 e=1.0 e =2.0 e =3.0 e =5.0
FreeLB 65.77 £ 0.44 2.30 + 0.22 22.49 + 0.86 45.47 £ 0.98 82.02 £ 0.83 97.46 £ 0.78 100.00 £ 0.00
Bool DiffuseDef 63.91 £ 0.94 1.56 £ 0.10 18.48 + 1.53 38.96 £ 3.52 75.66 + 4.20 96.09 + 1.62 100.00 £ 0.00
00lQ DynAttn 64.80 £ 0.52 2.37 +£0.48 19.29 £+ 2.83 38.68 £ 5.06 74.45 + 7.55 93.91 + 4.24 100.00 £ 0.00
Agatha 66.43 +£0.13 1.43 +0.30 16.28 + 1.59 33.91 + 2.80 66.41 + 3.81 86.90 £ 2.25 98.96 + 0.49
FreeLB 70.83 +£ 0.84 1.71 + 2.42 9.25 +1.24 20.96 + 4.99 60.51 £ 6.17 88.23 +1.26 100.00 £ 0.00
CB DiffuseDef 72.02 +0.84 0.81 +1.15 11.52 4+ 4.98 23.90 £ 5.52 52.83 + 7.70 75.14 £+ 6.30 98.33 £+ 2.36
DynAttn 71.43 + 0.00 1.65 £+ 1.16 9.90 £+ 1.92 19.80 + 3.25 46.67 £+ 2.36 73.62 + 6.84 96.67 £ 3.12
Agatha 69.05 £ 1.68 2.63 +2.15 12.94 £+ 0.31 18.16 1 2.48 29.34 +1.69 38.03 £+ 8.48 58.64 + 9.70
FreeLB 65.10 + 0.63 1.79 £ 0.19 22.14 £ 0.82 45.32 £ 1.14 80.90 £+ 2.12 92.96 + 1.84 98.09 £ 0.60
MultiRC DiffuseDef 50.19 + 0.74 2.20 £ 0.16 20.23 £ 0.83 38.33 £ 1.36 66.23 + 2.04 82.31 + 2.32 96.24 + 1.34
ula DynAttn 52.94 + 1.33 4.44 4+ 0.58 24.44 +£1.24 44.20 £+ 2.31 70.68 + 2.52 84.60 + 2.08 95.81 £ 1.11
Agatha 58.75 + 0.89 4.36 + 1.30 20.75 £ 1.38 34.40 £1.75 55.07 + 3.59 69.96 + 3.65 86.64 + 2.96
FreeLB 63.78 £ 0.45 2.51 +1.89 19.04 £+ 9.83 35.07 £ 14.37 64.19 £ 18.10 95.45 £+ 6.43 100.00 £ 0.00
wsc DiffuseDef 64.74 £ 1.20 4.88 + 3.77 22.80 £ 8.22 42.64 £ 12.55 82.67 £ 5.77 95.99 + 2.84 100.00 £ 0.00
DynAttn 61.22 £+ 2.52 3.62 +2.02 16.52 4+ 14.07 37.77 £12.94 75.09 + 6.26 97.47 £ 3.57 100.00 £ 0.00
Agatha 64.74 £ 0.45 0.50 + 0.70 4.95 + 1.87 6.43 +1.38 13.86 + 1.36 22.26 + 4.26 40.58 + 3.38

Table 23: Full SuperGLUE results: Clean accuracy and Attack Success Rate (ASR) across all perturbation budgets.
BoolQ and CB use the base architecture (4.37M). MultiRC and WSC use the scaled architecture (11.1M). Bold
indicates best performance: highest clean accuracy and lowest ASR per task and budget.

lowest ASR at every budget. At e = 2.0, Agatha
records 66.41 compared to 74.45 for DynAttn, 75.66
for DiffuseDef, and 82.02 for FreeLLB.

CB (Commitment Bank). DiffuseDef achieves
the highest clean accuracy (72.02), followed by Dy-
nAttn (71.43) and FreeLB (70.83). Agatha achieves
the lowest ASR from ¢ = 1.0 onward, recording
29.34 at ¢ = 2.0, well below DynAttn (46.67), Dif-
fuseDef (52.83), and FreeLB (60.51). At e = 5.0,
Agatha achieves 58.64 while DynAttn records 96.67
and DiffuseDef 98.33, demonstrating that the en-
ergy basins continue to provide protection even at
high budgets. The small validation set (56 exam-
ples) warrants caution in interpreting differences.

MultiRC (Multi-Sentence Reading Comprehen-
sion). MultiRC demonstrates the scaling pattern
most clearly. Agatha achieves the highest clean ac-
curacy among architectural defenses (58.75), while
DiffuseDef (50.19) and DynAttn (52.94) both suffer
a considerable accuracy drop. Agatha achieves the
lowest ASR from ¢ = 1.0 onward, recording 55.07 at
e = 2.0, compared to DiffuseDef (66.23), DynAttn
(70.68), and FreelLB (80.90). FreeLLB achieves the
highest overall clean accuracy (65.10) but this alone
does not translate into robustness.

WSC (Winograd Schema Challenge). WSC
provides the clearest demonstration of scalability.
Agatha ties DiffuseDef for the highest clean accu-
racy (64.74) and achieves the lowest ASR at every
budget. At e = 2.0, Agatha records 13.86 ASR,
far below DynAttn (75.09), DiffuseDef (82.67), and
FreelLB (64.19). The 4-layer architecture provides
sufficient depth for the Hopfield mechanism to

form well-separated attractors for coreference reso-
lution, which benefits from discrete semantic dis-
tinctions between referents.

B.2.2 Scaling Trends

Comparing the base (4.37M) and scaled (11.1M) ar-
chitectures reveals a consistent pattern. On the
base tasks, Agatha provides the lowest ASR while
maintaining competitive clean accuracy across all
defenses. On the scaled tasks, Agatha achieves
the highest clean accuracy among architectural de-
fenses while providing even stronger robustness
(WSC: 64.74 clean, 13.86 ASR; MultiRC: 58.75
clean, 55.07 ASR). This suggests that increased
model capacity allows the Hopfield energy land-
scape to form deeper basins that simultaneously
support both classification and perturbation con-
traction, reducing the clean-robustness trade-off
observed at smaller scales.

B.3 PGD (¢3) With Increased Step Count

To test whether Agatha’s robustness degrades un-
der stronger optimization, we evaluate PGD with
increasing step counts Teep € {5, 10,20, 50, 100, 200}
at fixed e = 2.0. If the defense relied on gradi-
ent masking, additional optimization steps would
recover a stronger attack signal and increase ASR.

B.3.1 Combined Results

Table 24 reports combined GLUE results.

All models plateau by Trsp = 20, with negligi-
ble ASR increases from Tyop = 20 to Thgp = 200.
Agatha’s combined GLUE ASR increases by only
0.54 points from Tpeep = 5 t0 Teep = 200 (49.68 —
50.22), comparable to DynAttn (1.43) and smaller
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ASRate = 2.0 (%)

Model 5 10 20 50 100 200 A

TinyBERT 70.59 71.80 72.27 72.42 72.42 72.43 +1.83
+2.01 £2.04 £2.10 £2.12 £2.11 +2.11

FreeLB 64.64 66.03 66.68 66.97 67.03 67.05 +2.41
+2.55 £2.51 +2.54 £2.55 £2.56 +2.56

DD 67.45 68.95 69.84 70.01 70.03 70.03 +42.58
+4.78 £4.81 +4.68 £4.70 £4.70 +£4.70

DA 61.69 62.78 63.03 63.16 63.05 63.11 +1.43

+2.57 £2.43 +£2.44 £2.47 +£2.53 +£2.48

49.68 50.20 50.27 50.37 50.21 50.22 40.54
+3.15 £3.13 +3.13 £3.13 £3.21 +3.20

Agatha

Table 24: PGD with increased step count: ASR at
e = 2.0 with increasing attacker optimization steps
Trap. Column headers indicate Tpep values. A =
ASR change from Tegp = 5 to Trgp = 200. DD =
DiffuseDef, DA = DynAttn. All models plateau by
Trep = 20, confirming that the standard Tpep = 20
evaluation used throughout is sufficient. Bold indi-
cates lowest ASR per step count and smallest A.

than DiffuseDef (2.58) and FreeLB (2.41). The ab-
sence of a late-stage ASR increase with more op-
timization steps provides evidence that Agatha’s
robustness is not an artifact of gradient masking.

B.3.2 Per-Task Results

Table 25 reports per-task PGD results at represen-
tative step counts. Two patterns emerge.

First, Agatha achieves the lowest ASR on six
of eight tasks at Tpep = 200, with the exceptions
being CoL A (where DynAttn leads, 55.16 versus
56.40) and WNLI (where DiffuseDef leads at 68.79
but with high seed variance of +35.12). Second,
Agatha’s ASR is stable across step counts. On
MRPC, ASR remains at 4.48 to 4.71 from Tpgp = 5
to Thep = 200, and on RTE, at 57.89 throughout.
This is consistent with the energy basin interpreta-
tion: once the attacker reaches the basin boundary,
additional steps cannot push the representation fur-
ther because the curvature deflects the gradient.

The only task with notable ASR decrease for
Agatha is WNLI (-0.83 points), which reflects the
small validation set (71 examples) rather than a
systematic trend. This analysis complements the
transfer attack results in Section 5.5: the transfer
analysis rules out gradient masking by showing
that black-box attacks do not recover the white-
box ASR, while the adaptive analysis confirms that
increasing the attacker optimization budget does
not close the robustness gap.

B.4 Transfer Attack

Table 26 reports target ASR across all perturbation
budgets for the transfer attack experiments on SST-

2 summarized in Table 4.

The transfer gap persists across budgets. The
separation between TB— Agatha and TB—TB is
consistent at every perturbation budget. At e = 0.5,
TB—Agatha records only 2.91 compared to 13.58
for TB—TB, a transfer rate of 21.4%. The rate
grows modestly with budget (28.2% at e = 3.0, 36.3%
at ¢ = 5.0), consistent with larger perturbations be-
ing more likely to cross Agatha’s basin boundaries.
At e = 5.0, nearly two-thirds of TinyBERT-crafted
adversarial examples fail to transfer to Agatha, con-
firming that the defense holds under large budgets
and is not an artifact of gradient masking.

Asymmetric transfer holds across budgets.
The direction-dependent asymmetry observed at
e = 2.0 persists throughout the budget range. At
e = 5.0, Agatha—TB reaches 55.34 target ASR
against only 35.89 for TB—Agatha. Perturbations
that escape Agatha’s deep energy basins carry direc-
tional information that is broadly disruptive to Tiny-
BERT, whereas perturbations optimized against
TinyBERT’s smooth loss surface lack the geomet-
ric structure needed to breach Agatha.

B.5 Standard PGD (¢/,)

To verify that Agatha’s robustness generalizes be-
yond the ¢, threat model, we evaluate under stan-
dard PGD with an ¢, norm constraint.

Table 27 reports combined GLUE results across
five perturbation budgets. Agatha achieves the low-
est ASR at every /., budget. Ate = 0.01, Agatha
records 11.69 compared to 15.74 for DynAttn and
17.24 for DiffuseDef. The advantage persists at
higher budgets: at ¢ = 0.05, Agatha records 54.36
versus 67.85 for DynAttn, a gap of 13.49 points; at
e = 0.1, the gap widens to 16.82 points (77.60 versus
94.42). This confirms that Agatha’s robustness is
norm-independent, consistent with Hopfield energy
basin geometry operating on representation magni-
tude rather than a specific perturbation direction.

B.6 AutoAttack (¢5)

AutoAttack (Croce and Hein, 2020b) is an ensem-
ble evaluation protocol designed to detect gradient
obfuscation. It combines two complementary at-
tack strategies, APGD-CE and FAB, each targeting
a different failure mode.

APGD-CE (Auto-PGD with Cross-Entropy
Loss). APGD-CE (Croce and Hein, 2020b) ex-
tends standard PGD with momentum and adaptive
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ASRate = 2.0 (%)

Task Model Tpgp = 5 Tpgp = 20 Tprgp = 50 Tpgp = 100 Trgp = 200 A
DD 57.18 & 0.95 60.31 & 1.08 60.54 + 1.11 60.54 & 1.11 60.54 & 1.11 +3.36
SST-2 DA 53.91 4 1.76 53.96 + 0.84 54.29 + 1.18 54.29 & 0.35 53.68 & 1.12 —0.23
Agatha 45.28 + 3.53 45.90 + 3.38 46.33 +3.14 46.23 + 3.45 46.23 + 3.08 +0.95
DD 79.92 + 6.02 81.08 + 5.82 81.08 + 5.82 81.08 £ 5.82 81.08 =+ 5.82 +1.15
CoLA DA 53.62 + 4.27 54.60 + 3.41 55.76 + 3.97 55.16 + 4.62 55.16 + 4.18 +1.53
Agatha 55.87 & 2.81 56.50 + 2.98 56.45 =+ 2.90 56.45 =+ 2.90 56.40 =+ 2.82 +0.54
DD 49.04 £ 9.99 50.86 & 10.38 51.32 & 10.78 51.32 4 10.78 51.32 + 10.78 +2.28
MRPC DA 35.22 4 10.09 37.07 & 10.57 36.14 & 10.60 36.14 4 11.51 36.71 4 11.70 +1.49
Agatha 4.48 +0.19 4.48 +0.19 4.714+0.39 4.48+0.19 4.71+0.39 +0.24
DD 59.25 & 2.55 62.19 & 2.58 62.53 £ 2.66 62.58 & 2.68 62.60 =+ 2.69 +3.35
QQP DA 51.67 & 3.36 53.36 + 3.29 53.45 + 3.34 53.53 & 3.19 53.45 + 3.18 +1.78
Agatha 30.32 + 8.28 31.32 + 8.70 31.35 + 8.71 31.37 + 8.71 31.39 + 8.64 +1.07
DD 70.00 =+ 3.76 73.77 £ 2.56 74.13 £ 2.45 74.19 + 2.43 74.22 + 2.40 +4.22
MNLI DA 60.56 + 0.69 63.68 & 0.60 64.67 £ 0.93 64.44 + 0.69 64.36 & 0.81 +3.80
Agatha 61.48 & 0.55 62.55 + 0.54 62.58 + 0.55 62.67 + 0.63 62.65 + 0.57 +1.16
DD 71.61 £ 3.30 72.32 + 3.22 72.34 £ 3.21 72.35 =+ 3.22 72.35 + 3.22 +0.73
QNLI DA 61.02 & 12.27 62.08 + 12.33 61.85 & 12.20 61.67 &+ 12.55 62.02 & 12.22 +0.99
Agatha 56.25 + 0.56 57.45 + 0.18 57.56 + 0.25 57.59 + 0.23 57.48 + 0.26 +1.24
DD 87.92 & 1.91 89.38 & 2.18 89.38 £ 2.18 89.38 & 2.18 89.38 & 2.18 +1.46
RTE DA 87.81 & 4.98 88.22 4 5.78 87.79 + 6.28 88.86 & 6.39 87.37 4 6.25 —0.44
Agatha 57.89 + 21.94 58.11 + 21.57 58.11 + 21.57 57.89 + 21.94 57.89 + 21.94 +0.00
DD 64.69 + 35.91 68.79 + 35.12 68.79 + 35.12 68.79 + 35.12 68.79 + 35.12 +4.11
WNLI DA 89.67 4 10.62 91.28 + 7.76 91.33 £ 7.76 90.35 + 6.80 92.17 + 6.34 +2.50
Agatha 85.87 & 8.11 85.87 &+ 8.11 85.87 + 8.11 85.04 & 9.08 85.04 & 9.08 —0.83

Table 25: Per-task PGD results at e = 2.0. A = ASR change from Trep = 5 to Teep = 200. DD = DiffuseDef,
DA = DynAttn. Bold indicates lowest ASR per task and step count.

Target ASR (%)
Direction e=20.5 e=1.0 e=2.0 e =3.0 e=5.0
Transfer
TB—Agatha 2.91 £+ 0.60 7.05+£1.13 15.63 £ 2.11 23.35 + 3.61 35.89 + 6.92
Agatha—TB 4.31 £0.50 9.89 £ 1.13 21.34 +2.83 32.28 +4.48 55.34 + 6.83
White-box
TB—TB 13.58 + 0.46 28.34 + 2.82 59.90 £+ 3.27 82.85 + 3.53 98.82 +0.14
Agatha— Agatha 10.05 £ 1.21 21.34 +1.82 44.35 + 2.73 67.94 + 3.91 91.38 +1.51

Table 26: Full transfer attack results on SST-2. Target ASR is the percentage of the target model’s correct
predictions flipped by adversarial examples crafted on the source model. Mean + std across three seeds.

step-size halving. Given a model f, input x, and
true label y, APGD-CE iterates

g" = VaLee(F(x),y) + - m®,

D S (x“) +a® . sign (gm)) , ©)

where m® is a momentum term and o® is halved
whenever the loss fails to improve over a fixed
window of iterations. The attack also checkpoints
the single best adversarial example found across
all steps. Together, these features make APGD-CE
strictly stronger than standard PGD: the adaptive
step size avoids oscillation near optima, momentum
escapes shallow local maxima, and checkpointing
ensures that transient successes are not lost.

FAB (Fast Adaptive Boundary). FAB (Croce
and Hein, 2020a) takes a fundamentally different
approach: rather than maximizing the classification
loss within an e-ball, it seeks the minimum-norm

perturbation that crosses the decision boundary. At
each step, FAB linearizes the classifier around the
current point and projects toward the closest deci-
sion boundary:

d =V (fy — £)"),

® x®
(t+1) _ @ _ . om Sy - L) o
x = IIp, (x) <x n la®]2 d >
(10)

where j = arg maxx, fr(x™) is the runner-up class.
This boundary-seeking strategy is complementary
to APGD-CE: it detects cases where the decision
boundary is close but the loss gradient points away
from it, a signature of gradient masking.

Square Attack. Square (Andriushchenko et al.,
2020) takes a third approach: it uses no gradient
information at all. It performs randomized search
over localized square-shaped updates to the input,
accepting a candidate only when it improves the
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ASR (%, 1)

Model e = 0.001 e = 0.005 e =0.01 e = 0.05 e=0.1
TinyBERT 2.27 +0.15 9.71 + 0.70 19.03 £ 1.06 72.94 + 1.89 94.98 £ 0.50
FreeLB 2.22 £ 0.29 10.79 4+ 0.90 20.82 £ 1.40 82.56 £ 1.79 99.45 £ 0.07
DiffuseDef 1.72 + 0.30 8.65 + 1.69 17.24 £ 1.75 71.63 + 3.28 95.47 £+ 0.44
DynAttn 4.35 + 0.64 8.51 + 0.44 15.74 + 0.98 67.85 + 2.31 94.42 + 0.39
Agatha 1.26 £ 0.19 6.05 + 0.68 11.69 + 1.37 54.36 + 2.02 77.60 +£1.24
Table 27: Combined GLUE ASR under standard PGD ({..). Bold: lowest ASR per budget.
ASR (%, 1)
Model Attack e=0.5 e=1.0 e =2.0 e =3.0 e =5.0
APGD-CE 21.37 £1.01 39.83 £ 1.62 69.11 £+ 1.98 84.68 £ 1.25 96.95 + 0.42
TinyBERT FAB 21.49 £ 1.01 40.15 £ 1.63 71.69 £+ 1.65 89.90 £ 0.85 99.61 £ 0.09
AutoAttack 21.49 £1.01 40.15 £ 1.63 71.69 £ 1.65 89.90 £ 0.85 99.61 £ 0.09
APGD-CE 18.94 + 1.36 34.56 £ 1.90 61.66 £+ 2.24 78.45 £+ 1.42 93.32+£0.34
FreeLB FAB 19.13 + 1.36 35.62 £ 1.91 66.65 £+ 2.07 85.90 £+ 0.97 98.01 £+ 0.24
AutoAttack 19.13 + 1.36 35.62 £ 1.91 66.65 £+ 2.07 85.90 £+ 0.97 98.01 £+ 0.24
APGD-CE 18.92 + 2.10 37.53 £+ 3.85 66.36 + 4.20 82.99 £ 2.59 96.17 £ 0.65
DiffuseDef FAB 18.96 £+ 2.11 37.96 £ 3.75 69.03 £ 3.80 89.25 £+ 1.50 99.41 £+ 0.15
AutoAttack 18.96 + 2.11 37.96 £ 3.75 69.03 + 3.80 89.25 £ 1.50 99.41 £ 0.15
APGD-CE 15.90 4+ 0.63 30.77 £ 1.01 56.94 + 2.10 76.21 £+ 2.02 93.85 £+ 1.50
DynAttn FAB 13.64 4+ 0.89 26.89 £+ 1.05 52.30 £ 1.82 70.59 £+ 1.87 83.89 £+ 1.00
AutoAttack 15.90 £+ 0.63 30.77 £ 1.01 56.94 £+ 2.10 76.21 £ 2.02 93.85 £ 1.50
APGD-CE 13.16 + 1.06 25.65 £+ 2.15 48.26 £+ 2.67 61.45 £+ 2.92 75.72 £ 2.40
Agatha FAB 13.28 £+ 1.07 27.08 £ 2.23 51.45 £ 2.59 66.56 £ 2.55 83.09 £ 1.50

AutoAttack

13.28 + 1.07

27.08 + 2.23

51.45 + 2.59

66.56 + 2.55

83.09 £ 1.50

Table 28: Combined GLUE ASR under AutoAttack (¢5). APGD-CE and FAB are reported individually; AutoAttack
is the per-example worst case. Bold: lowest AutoAttack ASR per budget.

margin loss, and terminates when the query budget
is exhausted. Because it never differentiates the
model, a defense that suppresses gradients with-
out changing the underlying decision geometry re-
mains fully exposed to it.

AutoAttack. The AutoAttack protocol runs both
APGD-CE and FAB independently and reports the
per-example worst case:

ASRp A (x) = max (ASRAPGD(x), ASRpAR (x)) . an

A defense that suppresses one attack but not the
other is exposed by this protocol.

Table 28 reports combined GLUE ASR for each
component and their worst case.

Results. Agatha achieves the lowest AutoAttack
ASR at every budget, from 13.28 at e = 0.5 to 83.09
at ¢ = 5.0. The gap over DynAttn grows with
budget: 2.62 points at ¢ = 0.5, 549 at ¢ = 2.0,
and 9.65 at ¢ = 3.0. The worst-case attack dif-
fers by defense: FAB dominates for TinyBERT,
FreeLB, DiffuseDef, and Agatha, while APGD-CE
dominates for DynAttn. For Agatha, FAB consis-
tently finds higher ASR than APGD-CE, indicat-
ing that boundary-seeking is more effective than
loss-maximizing against the energy basin geometry.
This is expected: the Hopfield energy landscape
flattens the loss surface within basins (contract-
ing APGD-CE), but the decision boundaries them-

selves remain reachable via linearization (favoring
FAB). Despite this, Agatha’s worst-case ASR re-
mains below all baselines at every budget.

Gradient-Free Evaluation with Square. Ta-
ble 29 reports each attack at ¢ = 2.0 against the
strongest architectural baseline, with Square run at
a budget of 5,000 queries.

Model Clean (1) APGD-CE FAB Square Worst-case

DynAttn 63.38 £ 0.21 56.94 + 2.10 52.30 £ 1.82 9.31 + 4.01 56.94 + 2.10
Agatha 63.91 + 0.20 48.26 + 2.67 51.45 + 2.59 5.31 + 3.54 51.45 + 2.59

Table 29: Combined GLUE ASR at ¢ = 2.0 under /5.
Square uses a budget of 5,000 queries; the worst-case
column is the AutoAttack ensemble of Eq. 11, taken
over APGD-CE and FAB. Bold: best performance:
highest clean accuracy and lowest ASR.

Square records the lowest ASR of the three at-
tacks for both models, at 5.31 for Agatha against a
white-box worst case of 51.45, an order of magni-
tude lower. Gradient masking predicts the opposite
ordering, in which gradient-free attacks match or
exceed gradient-based ones (Athalye et al., 2018).
The gradient-based components are therefore ex-
ploiting the unrolled gradients rather than being
deflected by them, which is consistent with the
transfer analysis of Section 5.5, where surrogate-
crafted examples recover only 26.1% of white-box
ASR. The same ordering holds for DynAttn, so the
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gap between the black-box and white-box attacks
is not specific to Agatha.

APGD-DLR. The DLR loss normalizes by the
gap between the top and third logit and is therefore
defined only for K > 3 classes, which excludes
seven of the eight GLUE tasks we evaluate. This
motivated the APGD-CE and FAB ensemble used
throughout. We report APGD-DLR on MNLI, the
one task where it applies, at e = 2.0 under /..

Model Clean (1) Standard PGD APGD-DLR
DynAttn  64.25 £ 0.59 64.84 +£1.26 65.23 4+ 0.38
Agatha 54.64 +0.13 62.55+0.54 65.28 £ 0.22

Table 30: MNLI clean accuracy and ASR at ¢ = 2.0
under ¢5. APGD-DLR applies only to MNLI among
the eight GLUE tasks. Bold: best performance: highest
clean accuracy and lowest ASR.

APGD-DLR is stronger against Agatha than
standard PGD on this task, at 65.28 against 62.55,
consistent with the FAB result: margin-based,
boundary-seeking objectives are the worst case for
Agatha’s flattened loss surface. The 2.29 point ad-
vantage Agatha holds over DynAttn under standard
PGD therefore does not persist under APGD-DLR,
where the two are statistically tied. DynAttn also
retains higher clean accuracy on this task. The
shift under DLR is nonetheless far smaller than the
ASR recovery reported when gradient masking is
circumvented (Athalye et al., 2018), which is the
signature this evaluation is designed to detect.

B.7 APGD-CE (/)

To complement the standard PGD ¢, evaluation
(Appendix B.5), we evaluate under APGD-CE
with an /., norm constraint. APGD-CE’s adaptive
step-size halving and momentum make it strictly
stronger than standard PGD, providing a more rig-
orous test of /., robustness. Table 31 reports com-
bined GLUE results.

ASR (%, 1)

Model e = 0.001 e = 0.005 e = 0.01 e = 0.05 e =0.1

TinyBERT 2.27 4 0.15 9.71 £ 0.70 19.03 & 1.06 72.93 £ 1.90 95.00 % 0.50
FreeLB  2.22 £ 0.29 10.79 4 0.90 20.82 £ 1.40 82.58 + 1.78 99.49 4 0.08
DiffuseDef 1.72 4 0.30 8.65 + 1.69 17.24 + 1.75 71.64 & 3.28 95.55 + 0.45
DynAttn ~ 4.40 & 0.39 8.84 & 0.79 15.92 & 1.26 64.33 £ 2.47 92.40 + 0.55
Agatha 1.32 4 0.21 6.33 £ 0.72 12.51 4 1.43 55.69 + 1.84 78.66 & 1.32

Table 31: Combined GLUE ASR under APGD-CE (¢,).
Bold: lowest ASR per budget.

Agatha achieves the lowest ASR at every budget,
consistent with the standard PGD ¢, results. At
¢ = 0.01, Agatha records 12.51 compared to 15.92

for DynAttn and 17.24 for DiffuseDef. At e = 0.05,
Agatha records 55.69 versus 64.33 for DynAttn, a
gap of 8.64 points, and at e = 0.1 the gap widens to
13.74 points (78.66 versus 92.40). The ASR values
under APGD-CE are marginally higher than under
standard PGD at the same budgets (e.g., 12.51 ver-
sus 11.69 at e = 0.01), confirming that APGD-CE
finds slightly stronger attacks, but the modest im-
provement does not close the gap over baselines.
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C Performance of Agatha on Other
Attacks

C.1 FGSM (Embedding Space)

Table 32 reports per-task FGSM results at three
representative budgets.

Attack Success Rate (%)

Task  Model e =1.0 e =2.0 e =5.0
FreeLB 33.84+ 1.74 63.65+4.39  97.93 4 0.92
spp DiffuseDef 2679 £1.39 51244172  92.00 £ 1.67
" DynAttn  25.154+0.91  50.77 + 1.62  94.45 + 0.44
Agatha  20.59 + 2.69 40.56 +4.42 80.26 + 8.41
FreeLB 30.18 + 15.11 58.37 + 18.16  97.52 4 2.01
Coa DiffuseDef 42.26£5.49  76.03£6.61  99.04 £0.71
oL DynAtn  17.26 +£1.13 51.14+5.65 98.33 £ 0.98
Agatha 29.66 + 1.67  55.04+2.19 92.11 + 2.06
FreeLB 20.38 +1.30  39.98 + 1.64  81.08 + 1.72
MRpe DiffuseDel  20.86 +5.10  46.53 +10.77  95.89 % 1.80
DynAttn  12.84 4+ 6.33  32.20 + 9.97 86.58 & 12.67
Agatha 1.41+0.00 3.77+0.19 18.14+0.15
FreeLB 18.63 +£0.20 36.86 +0.59  73.35 + 1.08
p DiffuseDef 27.71+1.72  52.37+3.28 90.31+2.13
QP pypaun 22.15+ 1.74  45.53 £3.42  87.75 + 2.65
Agatha 13.35 +3.49 25.99 + 6.65 53.90 + 12.05
FreeLB 40.06 £0.79  69.32+£0.92  98.30 & 0.97
iy DiffuseDef 37.48+1.48  63.354+4.94 9149 +2.66
DynAtn  28.94 + 0.62 51.67 + 0.59 88.29 + 0.67
Agatha 33.65+ 1.15 57.81+0.61 86.97 + 0.86
FreeLB 28.09 4+ 3.42 57.28 +4.62 96.48 + 1.16
i DiffuseDefl  40.80 £4.27  69.81+£2.82  97.08 £ 1.03
Q DynAttn  30.86 & 7.90 57.14 + 12.82 92.48 4+ 6.25
Agatha 28.44 +0.92 51.87 4+ 2.07 86.51 + 4.36
FreeLB 37.04+3.50 69.91+1.29  98.20 + 0.62
grp  DiffuseDef 52.11+3.44  84.80+1.80  99.79 +0.36
DynAttn  50.62 +3.61  83.99 +3.45 100.00 4 0.00
Agatha  34.23 4+ 17.30 56.57 4 23.21 81.20 + 17.82
FreeLB 62.83 £9.21  92.39 £8.56 99.17 & 1.44
Wy DiffuseDef 43.56 +36.38 62.12 +39.87 94.06 + 8.27
DynAttn  60.99 +2.17 88.05 4 10.78  99.19 + 1.41
Agatha  37.93 +9.73 83.39+8.88  98.35 + 1.43
Combined GLUE (8 tasks)
FreeLB 33.88 £+ 2.31 60.97 £+ 2.65 92.75 £+ 0.46
DiffuseDef 36.45 +4.70  63.28 + 5.30  95.07 + 1.17
DynAtn  31.10 + 1.40  57.56 +£2.62  93.38 + 1.81
Agatha  24.91 + 2.56 46.87 + 3.29 74.68 + 2.96

Table 32: FGSM attack results per task. Bold indicates
lowest ASR per task and budget.

Agatha achieves the lowest combined GLUE
ASR at all budgets, with an 11 point advantage
over DynAttn at e = 2.0. On most tasks, Agatha
records the lowest ASR; the exceptions are CoLA
and MNLI, where DynAttn leads at ¢ < 2.0, QNLI,
where FreeLLB leads at e = 1.0, and WNLI, where
DiffuseDef leads at ¢ = 2.0 but with high seed
variance (+39.87). The pattern mirrors PGD: en-
ergy basin structure provides robustness against
gradient-based embedding perturbation.

C.2 Gaussian Noise (Embedding Space)

Table 33 reports per-task Gaussian noise results.
Unlike PGD and FGSM, Gaussian perturbations
are non-adversarial and test representation stability.
Agatha reduces the combined Gaussian flip rate
by 6 points relative to the best architectural base-
line (DynAttn, 29.75) at o = 2.0. The advantage is

Flip Rate (%)
Task Model c=10 o =2.0 o =5.0
FreeLB  16.75+1.67 33.204+1.10  44.58 & 0.31
sgpp DiffuseDel 9.86+0.62  22.30£0.52  43.66 +3.13
2 DynAtn  9.32+0.49 22.35+2.70 42.11 + 3.44
Agatha  12.30 £3.01 29.46+5.03 49.10 & 5.73
FreeLB  20.50 + 5.00 37.69 4+ 19.41 30.87 + 14.82
oL DiffuseDef 10.37+£2.45 17.44+5.49  43.07 + 24.48
OLA DynAtn  3.27 +£0.70 9.80 +3.79 30.99 + 10.49
Agatha  12.66 £ 1.36 21.03+ 1.26  34.22 & 4.55
FreelB  27.48 +2.95 20.384+2.77  26.35 4 1.13
MREC DiffuseDef 15.72 £+ 3.18 16.51 4 4.06 9.46 £ 0.39
DynAttn  9.60 + 5.98 11.11+4.92  9.11 + 2.59
Agatha  0.24+0.20 0.83+0.41 6.72 + 3.43
FreeLB  36.56 £ 0.61 36.81 +0.47  40.78 & 3.38
p DiffuseDel 21.37£0.43 44.15+4.08  47.72 £ 4.00
QP pynAun  23.92+3.05 39.79 £4.19  51.98 + 2.51
Agatha  6.77£2.03 15.15+5.45 38.77 £ 15.53
FreeLB  45.11 +6.26 61.09 4+ 1.44  64.45 & 1.35
gy DiffuseDel 26.07 +£3.19  49.45+3.71  58.93 £ 2.75
DynAttn  36.01 +3.82 51.55+1.97 57.68 +2.15
Agatha  27.05+1.40 45.69+0.15 62.19 & 1.45
FreeLB  40.37 +£6.47 49.33+2.61  50.84 & 1.00
iy DiffuseDefl 22.3347.90 39.03+3.84  43.84+7.09
QNLL ponAtn 34.85 4+ 17.29  36.76 + 3.04  33.78 + 6.52
Agatha  15.96 = 2.24 30.83 + 5.04 45.44 & 4.59
FreeLB  21.94 4+ 4.66 40.10 4+ 7.48  46.24 + 3.77
rp  DiffuseDel 22.48 £2.10  35.63 £0.95  45.84 £3.71
DynAtun  25.34 £5.19 39.26 +2.97  48.11 + 3.15
Agatha  15.71 + 8.04 23.88 + 8.83 37.76 + 12.44
FreeLB  21.77 + 1.85 30.57 +8.52  41.04 & 7.68
wiy DiffuseDel 10.27 +9.53 18.30 + 14.37 36.49 + 5.10
DynAttn  23.61 +3.61 27.37+6.44 45.85 & 10.86
Agatha  14.76 + 14.64 24.72 +12.91  40.49 + 0.84
Combined GLUE (8 tasks)
FreeLB  28.81 + 1.50 38.65 4+ 2.86  44.27 & 2.19
DiffuseDef 17.31 £ 1.70 30.35+2.16  41.13 & 3.36
DynAttn  20.74 +£2.50 29.75+ 1.41  39.95 & 2.20
Agatha  13.18 £2.17 23.95+2.26 39.34+2.75

Table 33: Gaussian noise results per task. Bold indicates
lowest flip rate per task and noise level.

particularly large on MRPC (0.83 versus 11.11 for
DynAttn) and QQP (15.15 versus 39.79). On SST-2
and CoL A, DynAttn achieves lower flip rates than
Agatha, consistent with the FGSM pattern on these
tasks. On MNLI, DiffuseDef leads at o = 1.0 and
DynAttn at o = 5.0, while Agatha leads at o = 2.0.
Since Gaussian noise is non-adversarial, the com-
bined results confirm that the energy basin structure
provides general representation stability, not just
adversarial gradient contraction.

C.3 CharSwap (Discrete Text-Level)

Table 34 reports CharSwap results, which
swap adjacent characters in randomly selected
words (Pruthi et al., 2019).

Agatha achieves the lowest combined CharSwap
flip rate at all perturbation levels, with the gap
widening at higher rates (16.07 versus 24.72 for Dif-
fuseDef at 50%). On SST-2 and CoL A, DynAttn
records lower flip rates, consistent with the pat-
tern observed for FGSM and Gaussian noise on
these tasks. On QNLI, DiffuseDef leads at 10% but
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Flip Rate (%) Flip Rate (%)
Task  Model 10% 30% 50% Task  Model 10% 30% 50%
FreeL.B 8.03 + 0.35 26.06 £ 0.43  44.58 £ 0.60 FreeLB 8.42 4+ 0.28 21.53 £1.04 36.80£0.16
SST-2 DiffuseDef ~ 7.34 4+ 0.41 20.47 £1.63 35.85 £ 2.64 SST-2 DiffuseDef ~ 7.30 £ 0.36 16.98 + 0.11  27.29 4+ 2.94
: DynAttn 6.45 + 0.65 18.97 +0.65 35.22 4 0.50 ) DynAttn 6.54 +0.65 16.86 +0.73 27.17 +0.70
Agatha 9.05 + 1.20 22.68 £2.97 34.46 + 4.26 Agatha 8.67 +1.28 19.73 £3.79 31.55 + 4.81
FreeLB 6.84 + 5.41 9.45 +8.43 11.28 +£10.98 FreeLB 6.05 + 4.44 7.96 £+ 5.85 10.27 £ 9.72
CoLA DiffuseDef  7.11 4 2.20 8.88 +1.91 9.52 +2.95 CoLA DiffuseDef  6.10 £ 1.03 7.40 + 1.86 9.62 + 3.03
0 DynAttn 1.82+0.50 2.36+0.72 2.37+0.78 ° DynAttn 1.77£0.57 2.04+0.71 237+0.73
Agatha 11.93 +1.36  14.324+2.08 17.75 4+ 2.60 Agatha 10.87 +1.49 12.38 £0.96 15.70 £ 1.88
FreeLB 9.01 +£ 0.51 34.79 £5.40 54.17 +5.07 FreeLB 8.90 £+ 0.39 27.58 £5.35 44.36 £ 7.17
MRPC DiffuseDef ~ 4.43 4+ 3.00 10.00 + 5.84 19.65 £+ 13.25 MRPC DiffuseDef  2.17 4 0.54 9.67 £ 5.48 16.81 + 11.90
DynAttn 2.87 +1.55 7.25 £4.97 15.03 +£11.19 DynAttn 2.19 £1.39 6.57 + 4.18 9.83 £ 7.35
Agatha 0.35 + 0.35 1.30+£0.54 1.53 +0.20 Agatha 0.35+0.35 0.94+0.54 1.53+0.20
FreeLB 18.18 £ 0.88 30.95 +0.29 35.76 4+ 0.53 FreeLB 14.23 £ 0.76  26.42 £ 0.46 34.48 £ 0.43
P DiffuseDef 13.39 + 1.48 29.26 £+ 0.56 41.42 £1.73 P DiffuseDef 10.01 £ 1.18 22.32 £ 0.63 36.44 + 1.28
Q DynAttn 14.84 4+ 1.40 29.59 + 0.98 40.54 £ 1.95 Q DynAttn 11.99 +1.31 23.35 £ 1.01 36.34 +£1.31
Agatha 13.43 +2.08 22.10+2.41 28.89 +1.96 Agatha 10.60+1.71 17.71 +2.20 25.52 + 2.11
FreeLB 10.08 £ 0.56 25.71 +1.08 35.39 +1.11 FreeLB 8.73 + 0.30 20.45 £ 1.57 30.40 4+ 1.64
MNLI DiffuseDef ~ 9.02 £ 0.95 23.45+1.39 36.11 £0.88 MNLI DiffuseDef ~ 7.68 £ 0.73 18.50 +1.03  30.08 4 0.62
DynAttn 13.10 £ 0.18 24.91 +1.01 37.71 +1.13 DynAttn 12.16 +0.30 20.48 £0.74 30.94 £1.19
Agatha 9.64+0.49 13.62+0.34 17.93 +£0.81 Agatha 9.51 +0.28 12.89+0.29 17.27 + 0.56
FreeLB 10.00 +1.80 25.35+3.93 41.07 £ 2.25 FreeLB 7.91+1.79 20.33 £4.51 35.23 +4.84
NLI DiffuseDef 4.50 + 2.14 11.42 4+ 7.36 19.43 £+ 13.32 NLI DiffuseDef 3.90 4+ 1.41 9.35 + 4.51 16.52 + 9.33
Q DynAttn 8.05 + 0.22 14.08 +£1.62 25.67 £ 9.26 Q DynAttn 7.10 £ 0.08 11.18 £ 0.93  19.23 + 5.31
Agatha 7.44 £+ 2.68 9.01 +3.09 11.02 +4.48 Agatha 6.11 + 2.25 8.37 +2.97 10.82 + 4.42
FreeLB 12.97 £3.06 23.77 £9.19 30.76 £ 11.17 FreeLB 9.99 + 4.74 20.57 £ 6.84 26.94 + 6.75
RTE DiffuseDef ~ 7.09 £ 1.92 15.84 + 1.98 20.06 + 5.86 RTE DiffuseDef  6.28 £ 2.01 12.72 + 1.96 19.22 + 3.91
DynAttn 9.78 + 1.44 18.70 + 3.02 31.87 £+ 6.26 DynAttn 8.68 + 1.41 16.36 + 3.28 26.10 + 8.04
Agatha 4.80 +1.57 12.24+2.19 16.17 + 4.52 Agatha 4.80 £ 0.92 10.28 +1.57 14.42 + 3.46
FreeLB 6.26 + 6.81  26.21 + 11.07 38.19 £ 10.32 FreeLB 4.30 £+ 3.99 18.17 £ 3.76  30.30 £ 6.93
WNLI DiffuseDef  4.73 £+ 4.65 10.15 + 13.58 15.74 + 18.59 WNLI DiffuseDef ~ 3.14 + 3.54 8.60 + 10.95 13.33 + 16.69
DynAttn 7.424+1.99 30.03+11.16 38.69 £8.15 DynAttn 9.04 £+ 5.40 21.39 £9.14 28.69 + 12.58
Agatha 1.65 + 1.43 1.65+1.43 0.83+1.44 Agatha 1.65+1.43 0.00£0.00 1.65+1.43
Combined GLUE (8 tasks) Combined GLUE (8 tasks)
FreeLB 10.17 £1.18 25.29 +2.25 36.40 4+ 2.45 FreeLB 8.57 + 0.99 20.38 £1.52  31.10 £ 2.04
DiffuseDef ~ 7.20 £ 0.86 16.18 £ 2.11  24.72 +3.43 DiffuseDef ~ 5.82 &+ 0.59 13.19 £ 1.67 21.16 + 2.91
DynAttn 8.04 + 0.42 18.24 £+ 1.60 28.39 + 2.24 DynAttn 7.43 £0.75 14.78 + 1.34 22.58 + 2.20
Agatha 7.29+0.55 12.121+0.75 16.07 + 1.06 Agatha 6.57 +0.48 10.29+0.71 14.81 +£1.01

Table 34: CharSwap results per task. Perturbation rate
indicates the fraction of words with swapped characters.
Bold: lowest flip rate per task and perturbation rate.

Agatha recovers at higher perturbation rates. This is
notable because CharSwap operates at the discrete
character level, which Agatha was not designed
to defend against. The robustness likely arises be-
cause character perturbations propagate through the
tokenizer into embedding-space changes, which the
energy basins then absorb.

C.4 TextBugger (Discrete Text-Level)

Table 35 reports per-task TextBugger results, which
apply character-level perturbations including inser-
tion, deletion, swap, and homoglyph substitution
to input tokens (Li et al., 2018).

Table 35: TextBugger results per task. Perturbation rate
indicates the fraction of words perturbed. Bold indicates
lowest flip rate per task and perturbation rate.

The TextBugger pattern closely mirrors Char-
Swap. Agatha achieves the lowest combined flip
rate at all perturbation levels, with particularly
strong performance on MRPC (0.94 versus 6.57 for
DynAttn at 30%) and QNLI (8.37 versus 9.35 for
DiffuseDef). On SST-2 and CoL A, DynAttn again
records lower flip rates than all other defenses. On
MNLI at 10%, DiffuseDef leads (7.68), but Agatha
recovers at higher perturbation rates.

C.5 AdvGLUE (Curated Text-Level Attacks)

AdvGLUE provides curated adversarial examples
combining word substitutions, character perturba-
tions, paraphrase rewrites, and distraction insertion.
Table 36 reports per-task results on the 5 available
AdvGLUE evaluation tasks.

Agatha achieves the highest combined Ad-
VGLUE score (44.81), followed by DynAttn (44.52),
DiffuseDef (43.21), and FreeLLB (41.71). No single
defense dominates across all tasks: Agatha wins on
adv_rte (69.55), while DynAttn leads on adv_qqp,
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Task Model AdvGLUE (1)
FreeLB 47.07 + 2.06
d o DiffuseDef 40.34 £ 1.03
acvss DynAttn 42.57 + 1.17
Agatha 46.40 £ 5.16
FreeLB 28.83 £ 4.69
" DiffuseDef 44.46 + 3.67
adv-adp DynAttn 53.76 + 2.71
Agatha 29.57 £ 5.88
FreeLB 40.99 £+ 1.56
" " DiffuseDef 43.40 + 2.73
advqnit DynAttn 43.02 + 2.81
Agatha 41.89 £+ 4.05
FreeLB 57.20 £ 16.11
adv 1t DiffuseDef 50.38 £+ 6.09
advrie DynAttn 50.21 + 3.97
Agatha 69.55 + 5.57
FreeLB 34.44 £ 3.91
d " DiffuseDef 37.47 + 2.66
adv_mnit DynAttn 33.06 & 1.65
Agatha 36.64 £ 1.26
Combined (5 tasks)
FreeLB 41.71
DiffuseDef 43.21
DynAttn 44.52
Agatha 44.81

Table 36: AdvGLUE results. Higher score indicates
better robustness. Bold: highest score per task.

DiffuseDef on adv_qnli and adv_mnli, and FreeL.B
on adv_sst2. These results are notable because
AdvGLUE attacks involve complex perturbation
strategies including paraphrase rewrites and dis-
traction insertion, going beyond simple character
or word substitutions.

D Hopfield-Specific Attacks

We evaluate four attacks designed to directly target
Agatha’s theoretical defense mechanism. All at-
tacks use 20-step PGD with ¢> norm. Results report
mean + std across three random seeds.

Attack Descriptions.

* Standard PGD: cross-entropy loss only (ref-
erence baseline).

* Basin Escape: maximizes the Euclidean dis-
tance between clean and perturbed Hopfield
fixed points, attempting to push representa-
tions out of their energy basins.

* Spectral Radius: directly maximizes p(Jr)
to break the contraction condition g + opmax < 1
from Theorem 1.

* Convergence Disruption: maximizes the
Hopfield convergence residual at each itera-
tion, attempting to prevent the iterative mech-
anism from reaching a stable fixed point.

* Joint (CE + p): combines cross-entropy with
0.5- spectral radius, attacking both prediction
and contraction simultaneously.

D.1 Combined Results

Table 37 reports combined GLUE ASR across all
budgets, Table 38 reports Hopfield iteration count
changes, and Table 39 reports spectral radius across
all 8 tasks at five perturbation budgets.

Attack Success Rate (%)

Attack e =0.5 e=1.0 e =20 e = 3.0 e=5.0

Standard PGD  12.75 + 1.32 26.16 + 2.74 50.28 + 3.13 65.58 + 3.19 82.03 + 2.18
1.49 +0.22 2.36 + 0.33 4.00+0.60 5.12 4 0.64 7.58 & 1.02
Spectral Radius  1.28 + 0.34 2.03 + 0.39 3.02 + 0.55 4.29 + 0.77 6.22 + 1.26
Conv. Disruption 1.71 4= 0.35 2.41 £ 0.42 3.83 £ 0.55 4.98 & 1.04 6.69 &+ 1.18
Joint(CE+p) 11.11 £ 1.21 22.45 + 2.21 43.82 + 3.50 58.60 + 3.81 75.61 & 3.35

Basin Escape

Table 37: Combined GLUE ASR for Hopfield-specific
attacks. Bold indicates lowest ASR among the three
theory-aware attacks (excluding Standard PGD and
Joint). No theory-aware attack approaches Standard
PGD performance at any budget.

Hopfield Iterations (before — after)

Attack e =0.5 e =1.0 e =2.0 e = 3.0 e =5.0
Standard PGD 24 — 26 24 — 26 24 — 29 24 — 29 24 — 29
ca 24 — 26 24 — 25 24 — 27 24 — 29 24 — 32

24 — 22 24 — 20 24 — 20 24 — 19 24 — 22

Conv. Disruption 24 — 39 24 — 46 24 — 48 24 — 43 24 — 39
Joint (CE + p) 24 — 23 24 — 23 24 — 23 24 — 24 24 — 25

Table 38: Hopfield iteration count before and after each
attack. Convergence Disruption nearly doubles the iter-
ation count but achieves under 4% ASR at all budgets,
confirming that delayed convergence alone does
not translate into prediction flips.

D.2 Per-Task Results
Table 40 reports per-task ASR at e = 2.0.

D.3 Analysis

Three findings emerge from this analysis.

No theory-aware attack outperforms standard
PGD. On all 8 tasks at ¢ = 2.0, Standard PGD
achieves higher ASR than every Hopfield-specific
attack. The three pure theory-aware attacks (Basin
Escape, Spectral Radius, Convergence Disruption)
achieve at most 4% combined ASR compared to
50.28% for Standard PGD. Attacking the theoreti-
cal mechanism is less effective than attacking the
prediction output directly.

The spectral radius is structurally constrained.
Even the dedicated Spectral Radius attack, which
directly maximizes p(Jr), shifts the spectral radius
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Spectral Radius (p before — p after)

Attack e =0.5 e=1.0

e =2.0 e =3.0 e =5.0

Standard PGD
Basin Escape
Spectral Radius
Conv. Disruption
Joint (CE + p)

0.721 — 0.720
0.721 — 0.720
0.720 — 0.726
0.720 — 0.752
0.720 — 0.721

0.721 — 0.720
0.719 — 0.720
0.721 — 0.733
0.720 — 0.728
0.719 — 0.723

0.721 — 0.722
0.721 — 0.725
0.719 — 0.748
0.721 — 0.750
0.721 — 0.725

0.720 — 0.723
0.720 — 0.724
0.720 — 0.765
0.721 — 0.732
0.721 — 0.728

0.720 — 0.726
0.719 — 0.737
0.720 — 0.812
0.722 — 0.718
0.720 — 0.735

Table 39: Spectral radius before and after attack. Even the dedicated Spectral Radius attack increases p by at most
0.09 (at € = 5.0), insufficient to break the contraction condition.

Standard Basin Spectral Conv. Joint

Task PGD Escape Radius Disrupt. (CE+p)

SST-2 45.99 £+ 3.41 3.05 £ 0.42 3.86 £ 0.42 2.67 £ 0.17 43.99 £ 4.60
CoLA 56.45 £ 2.90 1.89 £ 1.25 2.04 £ 1.26 1.80 £+ 0.88 55.61 + 3.50

MRPC ~ 4.48 £+ 0.53 0.12 + 0.20 0.00 + 0.00 0.24 + 0.20 2.71 % 1.07
QP 31.26 £ 8.67 4.50 £ 2.50 2.48 + 0.99 4.28 + 3.25 30.24 £ 8.53
MNLI  62.55 £ 0.54 11.75 £ 0.40 5.91 £ 0.50 10.44 + 0.53 57.19 £ 0.43
QNLI 57.51 4+ 0.12 5.20 4+ 1.59 5.06 + 2.65 3.20 + 1.00 51.27 £+ 4.78

RTE 58.11 £ 21.57 3.04 +2.59 1.54 + 1.03 7.20 + 2.15 45.13 £ 24.65
WNLI 85.87 £ 8.11 2.46 £+ 2.44 3.29 + 2.85 0.81 + 1.41 64.41 + 6.64

Combined 50.28 £ 3.13 4.00 £ 0.60 3.02 £+ 0.55 3.83 £ 0.55 43.82 + 3.50

Table 40: Per-task ASR at € = 2.0 for Hopfield-specific
attacks. Bold indicates lowest ASR among the three
theory-aware attacks. Standard PGD outperforms all
theory-aware attacks on every task.

by at most 0.23 on MNLI at ¢ = 2.0 (from 3.02
to 3.25). On tasks with ¢ = 0.1 (CoLA, SST-2,
QQP, QNLI), the spectral radius remains below
0.15 under all attacks at all budgets, far below the
1 — g = 0.9 threshold needed to break contraction.
This provides direct empirical evidence that the
contraction condition from Theorem 1 holds under
sustained adversarial pressure.

Convergence disruption does not translate into
prediction flips. Convergence Disruption forces
the Hopfield mechanism to use up to 72 itera-
tions on MRPC (from a clean baseline of 24), yet
achieves only 0.24% ASR on that task. The attack
successfully delays convergence but cannot pre-
vent it: the iterative mechanism eventually reaches
a fixed point within the correct energy basin. This
validates the Ti,.x = 100 setting used throughout,
which provides sufficient headroom for conver-
gence even under sustained adversarial conditions.

Joint attack is counterproductive. The Joint at-
tack (CE + 0.5 - p) achieves only 43.82% combined
ASR, 6.5 points below Standard PGD. Diverting
gradient budget toward the spectral radius objec-
tive weakens the primary cross-entropy signal with-
out meaningfully disrupting the underlying defense
mechanism, confirming that the two objectives are
antagonistic from the attacker’s perspective.

E Diagnosis of Performance Gap: A
QNLI Case Study

E.1 Clean Accuracy and ASR

On QNLI, FreeLLB achieves 80.36 clean accuracy,
approximately 20 points above all architectural de-
fenses (60 to 65 range). This gap is unique to QNLI
and does not appear on any other GLUE task, rais-
ing the question of whether FreeLB’s advantage
reflects a genuine property of training-based de-
fenses or an anomaly specific to this task. To test
this, we include PGD-AT (Madry et al., 2017), a
second training-based defense not used elsewhere
in the paper. Table 41 reports the results.

Clean ASR

Category Model Acc (1) e =200
Trainine-Based PGD-AT 80.66 £ 0.66 74.26 £+ 5.99
raining-Gase FreeLB 80.36 £ 0.69 68.79 & 6.98
Undefended TinyBERT 65.10 £+ 0.61 69.54 + 4.35
DiffuseDef 64.92 + 2.04 72.32 + 3.22
Architectural DynAttn 65.49 + 0.60 62.50 £+ 12.47
Agatha 60.82 + 0.48 57.51 +0.12

Table 41: QNLI clean accuracy and ASR at € = 2.0.
Training-based defenses achieve ~20 points higher ac-
curacy than architectural defenses. Bold: lowest ASR.

PGD-AT confirms the pattern: it achieves 80.66
clean accuracy, nearly identical to FreeLB (80.36),
while all architectural defenses cluster in the 60
to 65 range. This is not a FreeLB anomaly but
a systematic property of training-based defenses
on QNLI. The ~ 20 point clean accuracy gap co-
exists with worse robustness: PGD-AT records
74.26 ASR, higher than both Agatha (57.51) and
DynAttn (62.50). We investigate the source of this
gap through three analyses: adversarial accuracy,
prediction confidence, and convergence behavior.

E.2 Adversarial Accuracy

ASR measures the fraction of correct predictions
flipped by an attack. When models differ in clean
accuracy, ASR comparisons can be misleading:
a model with higher clean accuracy defends a
larger set of predictions that may include many low-
confidence, easily flipped examples. To account
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for this, we report adversarial accuracy, defined as
clean_acc x (1— ASR), which measures the fraction of
all examples that a model both classifies correctly
and successfully defends.

Figure 5 reports adversarial accuracy on QNLI
across perturbation budgets.

QNLI: Adversarial Accuracy = Clean Acc x (1 — ASR)
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Figure 5: QNLI adversarial accuracy (clean_acc x (1 —
ASR)) across all perturbation budgets.

Despite the 20 point clean accuracy gap, Agatha
overtakes TinyBERT by ¢ = 1.0, recording an adver-
sarial accuracy of 41.55 compared to 39.95. Against
FreeLB and PGD-AT, Agatha approaches parity
near £ = 2.0 (24.74 versus 25.08 for FreeLB and
20.76 for PGD-AT). At ¢ = 3.0, all models con-
verge below 14% adversarial accuracy, indicating
that QNLI at this model scale is a difficult task for
all architectures under strong perturbation.

The rapid convergence of adversarial accuracy
across models indicates that the baselines’ higher
clean accuracy consists largely of predictions that
are easily flipped.

E.3 Prediction Confidence

To understand whether the clean accuracy gap re-
flects a difference in representation quality, we ex-
amine the prediction confidence of both Agatha
and TinyBERT on QNLI. For each model, we col-
lect the maximum softmax probability on every
validation example and compare distributions for
correctly and incorrectly classified examples.
Figure 6 reports the results. The two models
exhibit nearly identical confidence distributions on
their correct predictions: Agatha records a mean
confidence of 0.706 (median 0.700), while Tiny-
BERT records 0.705 (median 0.695). For both mod-
els, approximately 50% of correct predictions fall
below 0.7 confidence, and roughly 25% fall below
0.6. These values are close to the chance level of

0.5 for binary classification, indicating that both
models produce low-confidence representations on
a considerable fraction of QNLI examples.

The confidence gap between correct and incor-
rect predictions is small for both models: 0.039 for
Agatha and 0.061 for TinyBERT. Neither model has
learned to separate its confident knowledge from
its uncertain guesses on this task. TinyBERT’s
254 additional correct predictions (3603 versus 3349
for Agatha) follow the same flat confidence profile
as the remainder, explaining why they are readily
flipped under perturbation and why the adversarial
accuracy gap closes quickly.

This analysis demonstrates that QNLI at the
4.37M parameter scale produces shallow representa-
tions regardless of architecture. The clean accuracy
gap between Agatha and the baselines reflects a dif-
ference in the number of low-confidence correct
predictions, not in representation quality.

E.4 Convergence Behavior

To connect the representation quality analysis to the
energy basin mechanism, we compare the Hopfield
convergence behavior of Agatha on QNLI against
MRPC, a task where Agatha achieves strong ro-
bustness (ASR 4.48 at ¢ = 2.0). For each task, we
track the average number of Hopfield iterations
during clean and adversarial evaluation, and report
the iteration gap (adversarial iterations minus clean
iterations) across perturbation budgets. Figure 7
reveals a qualitative difference in how the energy
basins respond to perturbation across the two tasks.

Basin Depth. On MRPC, clean inputs converge
in an average of 45.5 iterations, while on QNLI,
convergence requires only 36.8 iterations. Fewer
iterations indicate that QNLI representations set-
tle into shallower basins, consistent with the low
prediction confidence observed in Section E.3.

Basin Resistance. On MRPC, adversarial inputs
require more iterations than clean inputs, with a
positive gap that reaches +4.36 at ¢ = 2.0 (Fig-
ure 7b). This indicates that the energy basins ac-
tively resist perturbation: the adversarial input is
pulled back toward the basin floor, requiring addi-
tional iterations to converge. On QNLI, the itera-
tion gap is negative at all budgets, reaching —6.74
at e = 5.0. Adversarial inputs converge faster than
clean inputs, indicating that perturbations collapse
representations toward attractors with less resis-
tance rather than being opposed by basin geometry.
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QNLI: Prediction Confidence — Agatha vs TinyBERT

(a) Confidence on correct predictions

(b) CDF of correct-prediction confidence
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Figure 6: QNLI prediction confidence for Agatha and TinyBERT. (a) Both models show nearly identical confidence
distributions on correct predictions (means: 0.706 and 0.705). (b) CDF confirms that ~ 50% of correct
predictions fall below 0.7 for both models. (¢) The confidence gap between correct and incorrect predictions
is small for both models (0.039 and 0.061), indicating poor separation.

Agatha: QNLI vs MRPC — Energy Basin Formation and Robustness

(a) Convergence iterations

(b) Basin resistance to perturbation

(c) Attack Success Rate
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Figure 7: Agatha convergence behavior on QNLI versus MRPC. (a) MRPC requires more iterations to converge
(45.5 versus 36.8), indicating deeper basins. (b) The iteration gap (adversarial minus clean iterations) is
positive for MRPC (basins resist perturbation) and negative for QNLI (perturbations collapse basins). (c)
MRPC maintains low ASR across budgets while QNLI degrades quickly.

Robustness Correlation. The direction of the
iteration gap correlates with robustness outcomes
across tasks. MRPC, with its positive gap, achieves
an ASR of 4.48% at = = 2.0. QNLI, with its negative
gap, records 57.51% at the same budget. This sug-
gests that the iteration gap can serve as a diagnostic
signal for basin quality: a positive gap indicates
well-formed basins that resist perturbation, while
a negative gap indicates shallow basins that fail to
oppose adversarial directions.

E.5 Summary

The QNLI analysis reveals that Agatha’s lower
clean accuracy on this task is a representation qual-
ity limitation at the 4.37M parameter scale, not a
failure of the robustness mechanism. Three find-
ings support this conclusion.

First, the adversarial accuracy gap between
Agatha and the baselines closes rapidly and inverts

by e = 1.0 versus TinyBERT, indicating baselines’
extra correct predictions are trivially flippable.

Second, both Agatha and TinyBERT produce
nearly identical low-confidence predictions on
QNLI, indicating a task-level representation bottle-
neck independent of architecture.

Third, the Hopfield convergence analysis reveals
that QNLI forms shallower basins with negative
iteration gaps under perturbation, in contrast to
MRPC where deep basins resist adversarial inputs.

F Full Gate Ablations

F.1 Fixed Gate Results

Table 42 reports average GLUE score and ASR
across all perturbation budgets for Agatha with
fixed gate values. Each fixed g row uses the same
gate across all 8 tasks with no task-specific tuning
or adversarial evaluation. Results are reported as
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Attack Success Rate

Clean Low Medium High Extreme
Model (e =0) (e = 0.05) (e =0.5) (e =1.0) (e =2.0) (e = 3.0) (e =5.0)
Standard Training
TinyBERT 64.28 £ 0.52 2.48 £ 0.16 21.37 £ 1.01 40.10 £ 1.62 72.27+1.71 90.94 £+ 0.96 99.75 £ 0.06
Training-Based Robustness
FreeLB 67.19 +£ 0.33 2.09 +0.26 18.99 £ 1.37 35.50 £ 1.91 66.68 £+ 2.07 85.97 £ 1.01 98.12 £ 0.24
Architectural Robustness: Baselines
DiffuseDef 66.22 £+ 0.57 1.74 £ 0.38 18.95 £+ 2.58 38.07 £ 4.59 69.85 + 4.69 90.30 £ 1.84 99.57 £ 0.17
DynAttn 65.77 £ 0.62 2.55 + 0.36 16.68 £+ 1.01 33.37 £ 1.38 63.58 £ 2.53 84.58 + 2.41 99.14 £ 0.39
Architectural Robustness: Fixed Gate (no task-specific tuning; best in group bolded)
Agatha (g = 0.1) 64.53 £ 0.39 2.75 4+ 0.83 22.13 £+ 4.47 34.95 £ 4.10 57.25 £ 4.19 72.66 + 5.33 90.94 £ 2.55
Agatha (g = 0.3) 63.78 £ 0.23 1.62 £ 0.40 16.28 £+ 3.16 33.62 £ 6.32 59.60 £ 4.19 76.08 + 4.79 90.13 £ 4.91
Agatha (g = 0.5) 63.84 £ 0.13 1.97 £1.08 14.93 £ 2.87 31.21 £ 3.49 54.96 £ 2.35 70.59 + 2.00 85.94 £ 1.55
Agatha (g = 0.7) 63.82 £ 0.17 1.49 +0.27 13.21 +1.33 27.92 +2.75 54.14 + 3.08 70.10 + 2.75 85.26 + 1.36
Agatha (g = 0.9) 63.95 + 0.18 1.71 + 0.54 17.34 £+ 3.10 32.44 £ 4.60 57.29 £ 2.54 73.26 = 1.77 87.83 £0.72
Architectural Robustness: Per-Task Tuned Gate
Agatha (tuned) 63.91 £+ 0.20 1.48 +£0.24 12.75 + 1.32 26.16 £ 2.74 50.28 £ 3.13 65.58 + 3.19 82.03 £ 2.18

Table 42: Fixed gate evaluation: Average GLUE Score and ASR across all perturbation budgets. Each fixed g row
applies the same gate value to all 8 tasks with no adversarial evaluation. Bold indicates best ASR among fixed gate
values and highest clean score overall. All fixed gate configurations outperform all defended baselines from e = 1.0
onward. Clean performance remains stable across all gate values (63.78 to 64.53).

mean + std across three random seeds.

All fixed gates outperform defended baselines
from : = 2.0 onward. At ¢ = 2.0, the weakest
fixed gate (¢ = 0.3, ASR 59.60) still outperforms
DynAttn (63.58), DiffuseDef (69.85), and FreeLLB
(66.68). At e = 5.0, the best fixed gate (¢ = 0.7,
ASR 85.26) outperforms DynAttn (99.14) by nearly
14 points. At e = 1.0, all fixed gates outper-
form FreeLB and DiffuseDef, though g € {0.1,0.3}
slightly trail DynAttn (33.37). This confirms that
the robustness is architectural: the combination
of Hopfield attention and gating provides robust-
ness across a wide range of gate values, rather than
depending on a specific setting.

The optimal fixed gate is g = 0.7, not the most
aggressive setting. The most aggressive gate
(g = 0.1) is not the best overall default. g = 0.7
achieves the lowest ASR at ¢ > 0.5 by balancing
gradient contraction with representational capac-
ity. This is consistent with the analysis in Sec-
tion 1: tasks like paraphrase detection require the
combined representation to retain enough lexical
information to verify semantic alignments, and ag-
gressive gating discards this information.

Per-task tuning provides consistent additional
gains. The tuned configuration reduces ASR by
nearly 4 points at e = 2.0 (50.28 versus 54.14 for the
best fixed gate) and 3 points at ¢ = 5.0 (82.03 versus
85.26). This improvement comes from allowing
tasks with different representational demands to

use different optimal gate values, confirming that
the gate modulates the degree of robustness rather
than acting as a binary switch.

F.2 Per-Layer Gate Selection

Throughout the main paper, Agatha applies a single
gate value g uniformly across all layers. A natural
question is whether different layers benefit from
different gate values. The first layer receives in-
put representations directly from the embedding,
where PGD perturbations are applied, while deeper
layers operate on representations that have already
passed through one round of Hopfield contraction.
This section investigates whether asymmetric gat-
ing, where each layer receives its own gate value,
improves robustness over the symmetric baseline.

F.2.1 Setup

We evaluate on SST-2 using the base architecture
(128 dimensions, 2 layers, 2 heads, 4.37M param-
eters) with g = 50 and Ty.x = 100. For each con-
figuration, we train with learned gates initialized
at (go, g1), Where go is the gate for layer 0 and ¢,
for layer 1, applied to both the Hopfield and FFN
sublayers. We sweep over a 5 x 5 grid of values
90,91 € {0.1,0.3,0.5,0.7,0.9}, yielding 5 symmetric
configurations (diagonal) and 20 asymmetric con-
figurations (off-diagonal). Results are reported as
mean =+ std across three random seeds.
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ASRate = 2.0 (%) |

g0\g1 0.1 0.3 0.5 0.7 0.9
0.1 45.99 =+ 3.41 41.81 +7.29 42.46 + 1.66 50.07 =+ 3.04 43.65 + 2.34
0.3 51.95 & 1.37 49.77 4 8.30 46.32 4 2.59 46.61 & 3.72 53.47 + 2.04
0.5 50.40 =+ 3.78 52.36 + 3.28 49.97 & 5.28 47.20 £ 6.96 49.69 £ 5.10
0.7 52.65 =+ 3.94 52.90 =+ 2.72 47.12 + 3.42 55.96 + 2.43 52.56 + 5.65
0.9 58.66 & 1.08 55.24 4 7.16 52.04 + 4.77 52.81 + 4.72 58.07 + 1.41

Table 43: ASR at ¢ = 2.0 on SST-2 across all (go, g1) configurations. Rows correspond to go (layer 0),
columns to g; (layer 1). Underlined: symmetric (diagonal) entries. Bold: best overall. Clean accuracy is

stable across all configurations (79.89 to 81.46).

Attack Success Rate (%)

Rank Config Type Clean e=0.5 e=1.0 e =2.0 e =3.0 e =5.0
1 (0.1,0.3) Asym 80.35 £ 0.33 9.98 + 1.68 20.02 £ 4.16 41.81 + 7.29 64.68 £ 7.79 89.43 + 4.65
2 (0.1,0.5) Asym 80.05 £+ 0.47 8.98 + 1.60 18.73 + 1.42 42.46 + 1.66 65.14 + 2.38 89.98 +£1.20
3 (0.1,0.9) Asym 80.58 £ 0.14 9.58 £ 0.76 19.59 + 1.52 43.65 £+ 2.34 65.42 + 1.68 90.61 £+ 1.61
4 (0.1,0.1) Sym 80.20 £ 0.18 10.53 £ 1.78 22.49 + 2.97 45.99 + 3.41 67.53 £ 6.06 90.61 £ 3.59
5 (0.3,0.5) Asym 80.54 £+ 0.39 10.49 +1.18 21.69 £1.78 46.32 £+ 2.59 70.06 + 1.56 92.98 £ 0.99

Table 44: Top 5 gate configurations on SST-2 ranked by ASR at e = 2.0. The three best configurations are
asymmetric with go = 0.1. The best symmetric configuration (g = 0.1) ranks fourth. Bold indicates best
performance per column: highest clean accuracy and lowest ASR.

F.2.2 Results

Table 43 reports clean accuracy and ASR at e = 2.0
for all configurations. Three observations emerge.

Asymmetric gating outperforms symmetric
gating. The best configuration overall is (g0 =
0.1,¢1 = 0.3) with an ASR of 41.81, compared to
45.99 for the best symmetric baseline (¢ = 0.1),
a reduction of 4.18 percentage points. The top
three configurations by ASR are all asymmetric
(Table 44). Clean accuracy remains stable across
all 25 configurations, ranging from 79.89 to 81.46,
indicating that asymmetric gating does not trade
off clean performance for robustness.

Layer ordering matters. For a given pair of
gate values, the order in which they are assigned to
layers has a substantial effect. Table 45 reports this
directionality for all 10 unique asymmetric pairs.

In 9 of 10 pairs, assigning the smaller gate to
layer 0 (closer to the input embedding) yields
lower ASR. The effect is largest for (0.1,0.9) versus
(0.9,0.1): 43.65 compared to 58.66, a difference of
15.02 percentage points. The exception is (0.5,0.7)
where the difference is 0.08 points, within noise.

F.2.3 Interpretation

The directionality effect is consistent with Agatha’s
gradient contraction mechanism. PGD computes
perturbations at the input embedding (Eq. 2 in
the main text), so the adversarial gradient must
propagate backward through all layers to reach the
embedding. From Eq. 8, the gradient scales as

12, a1+ 7Y). Layer 0, which is the last layer the
gradient passes through before reaching the embed-
ding, therefore has the most direct influence on the
gradient magnitude available to PGD. A tight gate
at layer 0 ensures that the gradient is strongly at-
tenuated at this final stage, regardless of how much
signal survives through deeper layers. A loose gate
at layer 1, conversely, preserves representational
capacity in the deeper layer without compromising
the gradient contraction at the input boundary.

This interpretation also explains why the effect
is largest when g, and g, differ substantially: the
configuration (0.1, 0.9) concentrates nearly all con-
traction at the input boundary while preserving an
almost standard residual in the deeper layer, creat-
ing a strong asymmetry in the gradient path.

F.2.4 Summary

Per-layer asymmetric gating provides a modest but
consistent improvement over symmetric gating on
SST-2, reducing ASR by up to 4.18 percentage
points at ¢ = 2.0 without affecting clean accuracy.
The pattern is directional: tighter gating on the
layer closest to the input embedding is preferred,
consistent with Agatha’s gradient contraction mech-
anism. These results suggest that tuning per-layer
gate values, rather than a single shared gate, is a
useful direction for maximizing robustness. We
note that the symmetric gate (g = 0.1) already out-
performs all defended baselines at £ > 2.0 (Sec-
tion 5.12), so asymmetric gating represents a
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Pair ASR(glow > Ghigh) ASR(ghigh > Jlow) A Tighter go wins?
(0.1,0.3) 41.81 4 7.29 51.95 + 1.37 —10.14 v
(0.1,0.5) 42.46 + 1.66 50.40 =+ 3.78 —7.94 v
(0.1,0.7) 50.07 4 3.04 52.65 + 3.94 —2.57 v
(0.1,0.9) 43.65 + 2.34 58.66 £+ 1.08 —15.02 v
(0.3,0.5) 46.32 & 2.59 52.36 =+ 3.28 —6.04 v
(0.3,0.7) 46.61 + 3.72 52.90 + 2.72 —6.29 v
(0.3,0.9) 53.47 + 2.04 55.24 + 7.16 —1.77 v
(0.5,0.7) 47.20 4 6.96 47.12 4 3.42 +0.08
(0.5,0.9) 49.69 + 5.10 52.04 4 4.77 —2.35 v
(0.7,0.9) 52.56 + 5.65 52.81 & 4.72 —0.25 v

Table 45: Directionality of asymmetric gating on SST-2 at € = 2.0. gjow and gnign denote the smaller and larger gate
in each pair. A is the ASR difference (negative means tighter gy is better).

Attack Success Rate (%)

Model Clean e =0.5 e=1.0 e =2.0 e = 3.0 e=5.0

Hopfield Only (g = 1.0, fixed) 80.50 + 0.43 12.97 + 3.98 27.10 + 5.99 55.63 + 10.40 77.95+9.74 95.47 + 3.92
Hopfield w/ Learned Gate (g = 1.0, learned) 80.05 £ 0.57 11.17 + 0.82 23.53 + 2.24 52.66 £+ 2.53 74.73 + 1.90 95.41 + 0.69
Agatha (g = 0.1, fixed) 80.20 £ 0.18 10.53 + 1.78 22.49 + 2.97 45.99 + 3.41 67.53 + 6.06 90.61 + 3.59

Table 46: Learning from scratch on SST-2. Hopfield w/ Learned Gate initializes the gate at g = 1.0 and allows it to
update during training. Hopfield Only uses the same g = 1.0 but keeps it fixed. Agatha uses a fixed gate of
g = 0.1. The learned gate does not discover an aggressive setting, and the resulting robustness remains
comparable to the fixed g = 1.0 baseline. Bold: highest clean accuracy and lowest ASR.

refinement rather than a requirement.

F.3 Learned Gate Results

Our primary analysis assumes that the gate is a
fixed value chosen by the practitioner. A natural
question is whether the gate can instead discover
an effective value on its own during training when
initialized at g = 1.0, the standard residual connec-
tion. We formulate g = o (), where o is the sigmoid
function and v is a scalar. This allows the gate to be
updated via standard backpropagation. We initial-
ize go = g1 = 1.0 (the standard residual connection)
and train on SST-2 with all other settings identical
to the main results.

Table 46 compares the resulting model against
Agatha with a fixed gate of g = 0.1 and the Hop-
field Only ablation with a fixed gate of g = 1.0. The
learned gate provides no meaningful robustness
improvement over the fixed g = 1.0 baseline. At
¢ = 2.0, the learned gate achieves an ASR of 52.66,
compared to 55.63 for Hopfield Only, a difference
of 2.97 percentage points. By contrast, Agatha with
a fixed gate of g = 0.1 achieves 45.99, a reduction of
6.67 points over the learned gate. Clean accuracy
is comparable across all three configurations (80.05
to 80.50), confirming that the training objective pro-
vides no pressure to reduce the gate.

Inspecting the final gate values confirms that the
optimizer does not move the gate from its initializa-
tion. When initialized at g = 1.0, all gates remain
at 0.9999 across all three seeds and both sublayer

types. The training objective is clean cross-entropy,
which contains no adversarial signal. A gate near
1.0 preserves the full residual path, and since the
model never encounters adversarial perturbations
during training, there is no gradient pressure to re-
duce the gate toward a more aggressive setting. The
learned gate model therefore converges to a config-
uration functionally identical to Hopfield Only, and
the 6.67 point ASR gap relative to Agatha at e = 2.0
is entirely attributable to the initialization.

This result supports the claim that the robustness
of Agatha is architectural rather than learned. The
gate value is a design decision made before training,
and clean training alone cannot discover that an
aggressive gate improves adversarial robustness.

G Full Architecture Ablation

Table 47 extends the ablation study from Table 7 to
all perturbation budgets.

Gate Only increases ASR relative to TinyBERT
at every budget, recording 22.48 versus 21.37 at e =
0.5 and 75.42 versus 72.27 at e = 2.0. This confirms
that gating the residual without a capable attention
mechanism is counterproductive.

Hopfield Only provides meaningful robustness,
reducing ASR from 40.10 to 33.52 at e = 1.0 and
from 72.27 to 57.93 at ¢ = 2.0, but consistently falls
short of Agatha at all budgets. ET, which also uses
iterative energy minimization but retains the un-
scaled residual, records 61.56 at e = 2.0, worse than
Hopfield Only (57.93). This confirms that iterative
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Attack Success Rate

Clean Low Medium High Extreme
Model (e =0) (e = 0.05) (e =0.5) (e = 1.0) (e =2.0) (e = 3.0) (e =5.0)
Baseline
TinyBERT 64.28 + 0.52 2.48 £ 0.16 21.37 £ 1.01 40.10 £+ 1.62 72.27 £1.71 90.94 £+ 0.96 99.75 £+ 0.06
Single Component
Gate Only 63.93 £ 0.69 2.39 £ 0.37 22.48 +£1.84 41.67 £+ 2.88 75.42 £ 2.23 92.49 +1.78 99.81 £ 0.10
Hopfield Only 64.01 £+ 0.20 2.00 £+ 0.45 17.92 + 2.62 33.52 £ 3.95 57.93 £ 2.73 73.87 £1.85 88.51 £ 1.54
ET 64.41 £+ 1.07 3.56 + 1.63 23.43 £+ 3.36 37.70 £ 4.00 61.56 £ 5.67 75.25 £ 5.87 83.83 £ 5.88
Alternative Combination
Hopfield+Reg 61.56 £ 0.65 1.83 £0.55 19.04 + 2.34 36.81 £ 3.64 65.09 £ 3.30 81.06 £ 1.97 91.75 £ 1.72
Full Model
Agatha (Ours) 63.91 £+ 0.20 1.48 +0.24 12.75 + 1.32 26.16 + 2.74 50.28 + 3.13 65.58 + 3.19 82.03 + 2.18

Table 47: Full architecture ablation results: Average GLUE Score and Attack Success Rate (ASR) across all
perturbation budgets. Gate Only: gated residual with standard attention. Hopfield Only: iterative Hopfield attention
with unscaled residual. ET: Energy Transformer (Hoover et al., 2023) with unscaled residual. Hopfield+Reg:
Hopfield attention with a training-time regularizer (Podasca and Das, 2026). Bold: best performance: highest clean

score and lowest ASR.

energy minimization alone is insufficient: without
the gated residual, the gradient bypass through the
identity path undermines the contraction mecha-
nism regardless of the specific energy formulation.

Agatha shows a clear advantage even at ¢ = 0.5
(12.75 versus 17.92 for Hopfield Only and 23.43 for
ET), confirming that the synergistic interaction be-
tween the gate and the energy landscape is active
across the full perturbation spectrum.

Hopfield+Reg performs worse than Hopfield
Only at every budget, recording 36.81 versus 33.52
at e = 1.0 and 65.09 versus 57.93 at ¢ = 2.0. The
regularizer operates during training but does not
structurally block the residual gradient path at in-
ference, allowing adversarial signals to bypass the
Hopfield mechanism entirely. This contrasts with
Agatha, which maintains a 17.72 point advantage
over TinyBERT at ¢ = 5.0 (82.03 versus 99.75). Ta-
ble 48 provides the per-task ablation results.

Summary. Four patterns emerge across tasks.

Gate and Hopfield are jointly necessary.
Agatha achieves the lowest ASR on all 8 tasks from
e = 1.0 onward, with the exception of WNLI at
¢ > 2.0 where the small validation set (71 exam-
ples) produces high variance. This demonstrates
that the synergy between the gate and the Hopfield
mechanism is consistent across task types.

Gate Only is counterproductive. Gate Only de-
grades robustness relative to TinyBERT on most
tasks, with the effect most pronounced on CoLLA
(92.04 versus 74.60 at e = 2.0) and QNLI (77.10 ver-
sus 69.54), confirming the main paper findings.

Attack Success Rate (%)

Task  Model Clean e=1.0 e =2.0 e = 3.0

TinyBERT 81.77 £ 0.19 28.33 4+ 1.01 60.17 +1.36 85.32+ 0.66
Gate Only 82.26 + 0.24 29.18 £ 0.82 61.06 + 0.63 86.99 + 0.98
Hopfield Only 80.50 £ 0.43 27.10 £ 5.99 55.63 £+ 10.40 77.95 £ 9.74
ET

SST-2 73.28 + 7.59 52.56 &+ 12.40 81.71 + 6.78 94.16 £ 2.09

Hopfield+Reg 80.76 £ 0.57 38.37 £ 1.88 74.38 £ 1.43 92.16 £ 1.41
Agatha 80.20 £ 0.18 22.49 + 2.97 45.99 + 3.41 67.53 + 6.06
TinyBERT 54.40 £ 0.91 34.82+9.30 74.60 £8.21 95.69 £ 2.35
Gate Only 54.99 + 0.34 54.93 £ 8.74 92.04 £ 2.57 98.70 £ 0.78

Hopfield Only 55.58 £+ 0.59 37.29 £ 3.85 68.13 £5.09 89.79 £+ 2.18
ET 68.20 £ 0.67 30.36 £ 9.17 71.27 £+ 14.21 94.52 + 5.06
Hopfield+Reg 50.00 £ 0.00 34.31 £ 15.87 67.22 £+ 15.29 90.27 £ 6.88

CoLA

Agatha 56.14 + 0.74 30.15 + 1.87 56.45 + 2.90 77.01 + 3.36
TinyBERT  76.99 1+ 0.49 19.58 + 4.98 48.52 £ 7.72 80.91 £ 6.41
Gate Only 76.54 + 0.64 16.88 £ 5.54 44.68 £+ 14.83 76.04 £ 13.85
MRPCHopﬁe]dOnly 75.94 £ 0.39 4.87 £ 3.38 9.41 + 4.92 16.28 + 6.90
ET 70.59 + 1.64 20.26 + 14.61 39.43 4+ 27.89 42.45 + 31.21
Hopfield+Reg 74.61 £+ 0.31  6.83 £ 2.85 14.81 +4.51 23.44 + 7.09
Agatha 75.52 £ 0.20 1.41 £ 0.00 4.48 £ 0.53 10.37 +£0.75
TinyBERT 71.73 £1.78 28.86+ 1.17 60.12 £ 2.46 83.62 % 1.93

65.25 £ 5.13
37.03 £ 1.55 56.98 £ 1.95

Gate Only 74.83 +1.45 32.03 £ 3.55 88.48 £ 2.44
Hopfield Only 71.75 £+ 0.06 17.43 £ 0.61
QP ET 76.49 £ 0.57 23.38 £ 1.00 50.41 £1.05 73.97 £ 1.59
Hopfield+Reg 72.08 + 0.35 22.71 £ 3.76 48.29 + 7.99 71.11 % 10.42

Agatha 72.12 £ 0.51 14.84 + 4.09 31.26 + 8.67 47.79 + 12.18

83.03 £ 0.26
82.40 £+ 1.19
65.12 £+ 1.05
68.93 £ 4.89

95.94 + 0.49
96.48 £ 0.48
81.93 £ 1.34
87.46 £ 4.54

TinyBERT ~ 53.57 + 0.44 49.86 + 0.72
Gate Only ~ 48.46 + 0.65 47.86 + 1.40
Hopfield Only 56.40 + 0.18 36.66 + 1.00
ET

MNLI 55.99 £ 1.50 37.67 £ 3.55

Hopfield+Reg 52.85 + 1.24 45.38 + 1.46 75.96 + 0.77 90.96 + 0.83
Agatha 54.64 £ 0.13 35.70 £ 0.70 62.55 + 0.54 78.76 + 0.78
TinyBERT 65.10 + 0.61 38.63 + 2.39 69.54 + 4.35 88.62 £ 2.31
Gate Only 65.58 & 0.20 44.33 £ 2.07 77.10 £ 2.96 93.26 + 1.45

61.02 £ 2.75 79.49 £+ 2.78

Hopfield Only 60.78 4 0.07 32.98 + 2.03
QNLI !

55.04 £ 3.17 20.96 £ 14.45 31.63 £ 20.99 42.25 + 26.38

Hopfield+Reg 59.93 £ 0.32 36.59 £ 3.10 66.06 = 4.03 83.98 £ 3.60

Agatha 60.82 + 0.48 30.02 +£ 0.97 57.51 4+ 0.12 77.13 + 0.81
TinyBERT 57.64 + 0.45 54.10 +£ 4.31 88.95 £ 1.48 99.16 £ 0.78
GateOnly ~ 57.16 + 0.45 53.87 + 4.86 86.73 + 4.05 100.00 % 0.00
ryp  Hopfield Only 55.72 4+ 0.34 58.13 £ 8.72  83.83 +£6.17 94.40 £ 3.87
ET 55.60 + 0.29 29.80 + 13.54 54.64 4 22.94 69.58 + 21.94
Hopfield+Reg 50.97 + 2.39 55.56 + 12.08 86.90 + 7.31  99.04 + 0.92
Agatha 54.99 + 0.91 35.09 + 18.66 58.11 + 21.57 70.21 + 20.92
TinyBERT ~ 53.05 + 3.51 66.62 &+ 5.44 93.27 + 5.59 98.23 + 1.26
Gate Only 51.64 £ 5.19 54.24 + 19.48 94.08 £ 6.29 100.00 £ 0.00
wii Hopfield Only 55.40 & 1.33 53.68 & 29.24 83.25 + 16.44 94.17 + 6.56
ET 60.09 £+ 0.66 86.58 & 12.97 94.46 £+ 6.26 97.64 + 1.94

Hopfield+Reg 51.27 + 4.42 54.74 £ 20.29 87.08 + 17.54 97.50 £ 5.00
Agatha 56.81 + 0.81 39.57 + 10.16 85.87 + 8.11 95.87 + 3.81

Table 48: Per-task ablation results at € € {1.0, 2.0, 3.0}.
Bold indicates best performance: highest clean score
and lowest ASR per task and budget.

ET confirms that energy minimization alone is
insufficient. ET performs worse than Hopfield
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Attack Success Rate (%)

Model Clean e = 0.05 e=0.5 e=1.0 e =2.0 e =3.0 e =5.0

BERT-base 65.56 £+ 0.20 3.27 + 0.51 38.15 £ 0.76 72.29 £+ 0.82 93.47 £ 0.49 98.94 £ 0.33 100.00 £ 0.05
FreeL.B 72.12+0.15 3.05 + 0.53 28.34 £ 0.67 50.39 £ 0.65 76.52 £ 0.54 90.33 £ 0.32 97.42 £ 0.05
DiffuseDef 65.54 £ 0.48 2.95 4+ 1.10 39.81 £ 9.62 67.94 £ 5.41 91.61 £ 0.76 98.20 £ 0.48 99.92 £+ 0.03
DynAttn 65.09 £ 0.54 3.59 + 1.68 36.85 £ 7.98 63.14 £+ 7.92 90.02 £ 1.46 97.80 £ 0.63 99.95 £ 0.05
Agatha 64.36 £ 0.18 2.63 +0.20 12.00 + 0.45 23.18 £ 0.45 43.29 + 0.44 61.24 + 0.31 83.44 +£ 0.40

Table 49: BERT-base scale: Combined GLUE Score and ASR across 8 tasks. Bold indicates best performance.

Attack Success Rate (%)

Task Model Clean e = 0.05 e =0.5 e=1.0 e =2.0 e = 3.0 e =5.0
BERT-base 82.91 £+ 0.61 1.66 + 1.07 19.92 + 2.83 42.32 £+ 2.07 81.60 £ 1.52 97.79 £ 0.95 100.00 £ 0.16
FreeLB 87.16 + 0.31 1.05 £+ 1.64 11.84 + 2.23 26.18 £ 2.19 60.53 £+ 1.89 86.18 £+ 0.94 90.66 £+ 0.17
SST-2 DiffuseDef 82.45 + 0.92 1.48 £ 0.43 16.23 + 0.23 37.18 £ 1.18 74.72 £ 1.40 94.76 £+ 0.88 99.58 £+ 0.00
DynAttn 82.91 + 0.61 1.94 £+ 0.50 16.75 + 1.89 38.38 &£ 1.51 75.79 £ 2.32 95.61 £+ 1.57 99.91 £+ 0.16
Agatha 79.82 £ 0.57 0.86 + 0.50 8.62 + 0.60 18.97 £ 0.19 41.24 + 0.59 60.92 + 0.91 88.65 £ 0.15
BERT-base 55.91 £ 0.24 6.54 + 1.06 69.26 + 1.82 99.44 + 2.50 100.00 £ 1.26 100.00 + 0.81 100.00 £ 0.11
FreeLB 59.42 + 0.61 2.42 +1.63 30.11 £+ 1.69 59.91 £ 1.99 93.19 £ 1.39 99.85 £+ 0.93 100.00 £+ 0.14
CoLA DiffuseDef 54.05 £ 2.82 7.30 £ 7.52 63.50 + 55.07 83.73 + 28.19 100.00 £ 0.00 100.00 £ 0.00 100.00 £ 0.00
DynAttn 52.09 £ 1.41 6.54 + 11.34 41.17 £+ 50.83 65.65 + 56.87 95.38 £ 8.01 100.00 £ 0.00 100.00 £ 0.00
Agatha 55.49 £ 0.53 4.95 + 0.14 28.05 + 0.53 46.53 £ 0.11 77.283 £ 0.57 88.94 + 0.70 96.53 + 0.20
BERT-base 75.64 £ 0.53 3.83 + 1.43 26.48 + 2.30 64.81 + 2.32 99.65 £+ 1.35 100.00 + 0.87 100.00 £ 0.15
FreeLB 73.79 £ 0.32 5.36 + 1.46 66.43 + 1.87 97.86 + 1.95 100.00 £ 1.25 100.00 £ 0.96 100.00 £+ 0.19
MRPC DiffuseDef 75.54 £+ 0.36 1.77 £ 1.55 27.71 £ 26.91 62.98 + 32.00 100.00 £ 0.00 100.00 £ 0.00 100.00 £ 0.00
DynAttn 74.66 + 1.86 1.79 £ 1.67 16.73 4+ 17.39 54.25 + 27.00 100.00 £ 0.00 100.00 £ 0.00 100.00 £ 0.00
Agatha 76.62 + 0.39 0.34 + 0.41 10.31 + 0.68 27.49 +£0.12 61.17 + 0.32 88.32+0.73 98.97 £ 0.18
BERT-base 75.81 £ 0.63 1.73 £1.19 17.87 £ 1.34 38.58 + 1.60 75.79 £ 1.13 94.39 £ 0.86 99.96 £+ 0.12
FreeLB 87.77 + 0.56 0.60 + 1.21 6.55 + 1.96 16.27 + 2.13 43.37 +£1.19 70.18 £+ 0.95 90.24 £+ 0.14
QQP DiffuseDef 74.99 £ 1.29 1.50 £ 0.12 16.60 + 1.55 35.66 + 3.61 71.21 £ 5.57 92.37 £+ 3.72 99.79 £+ 0.23
DynAttn 75.25 £ 1.39 2.03 + 0.29 15.58 + 1.77 33.40 £+ 4.29 67.82 £ 7.08 89.35 + 4.67 99.68 £ 0.38
Agatha 71.94 £ 0.53 0.58 + 0.28 4.66 + 0.64 9.47 £ 0.51 19.91 + 0.24 31.07 £ 0.97 52.79 + 0.10
BERT-base 63.46 + 0.64 3.37 + 1.20 35.67 + 1.34 67.39 + 2.85 95.22 + 1.63 99.68 £+ 0.98 100.00 £+ 0.18
FreeLB 79.37 + 0.20 1.04 £+ 1.60 10.19 £ 2.23 22.91 + 1.51 54.31 £ 1.41 80.95 £ 0.72 98.88 + 0.11
MNLI DiffuseDef 64.91 £+ 0.30 2.52 + 0.33 28.07 + 2.12 58.38 + 3.91 91.30 £ 1.31 98.85 £+ 0.43 100.00 £ 0.00
DynAttn 64.11 £+ 1.50 3.32 + 0.27 29.38 + 1.51 59.24 + 1.70 90.93 £ 1.97 98.59 £+ 0.88 100.00 + 0.00
Agatha 57.90 £ 0.48 2.22 + 0.30 12.86 + 0.68 24.85 £ 0.40 45.98 £ 0.13 64.37 £ 0.93 85.34 £ 0.16
BERT-base 61.74 + 0.54 4.06 + 1.80 35.49 £ 2.29 66.44 + 2.66 95.46 £+ 1.23 99.67 £+ 0.95 100.00 £+ 0.19
FreeLB 83.91 + 0.40 1.13+1.20 11.04 £+ 1.38 25.98 £+ 1.09 60.78 £ 1.74 85.47 £ 0.74 99.61 £+ 0.13
QNLI DiffuseDef 62.03 + 0.23 3.92 + 0.28 37.79 £ 2.23 67.71 + 3.94 95.66 + 1.35 99.59 £ 0.26 100.00 £ 0.00
DynAttn 61.99 £ 0.79 3.03 + 0.58 28.13 + 2.56 55.56 + 5.12 90.26 + 3.47 98.88 £ 0.75 100.00 £ 0.00
Agatha 60.88 £+ 0.62 3.91 + 0.54 11.40 £+ 0.39 21.86 + 0.64 42.72 £ 0.70 60.40 £ 0.79 81.30 £ 0.16
BERT-base 52.71 £ 0.63 0.00 + 1.90 5.48 £+ 2.49 99.32 + 1.86 100.00 £ 1.34 100.00 £ 0.97 100.00 £ 0.20
FreeLB 53.43 £+ 0.64 10.14 £ 1.90 63.51 £ 2.30 94.59 + 1.51 100.00 £+ 1.77 100.00 £+ 0.91 100.00 £+ 0.19
RTE DiffuseDef 54.03 £ 1.37 2.61 + 3.43 71.84 + 26.04 99.55 + 0.79 100.00 £ 0.00 100.00 £ 0.00 100.00 £ 0.00
DynAttn 54.33 £+ 2.30 4.19 + 5.93 52.20 £ 34.11 98.67 £+ 0.06 100.00 £ 0.00 100.00 £ 0.00 100.00 £ 0.00
Agatha 54.51 + 0.51 3.31 + 0.62 15.23 £+ 0.40 26.49 + 0.59 48.34 £ 0.15 71.52 + 0.93 90.73 £ 0.14
BERT-base 56.34 £ 0.55 5.00 + 1.53 95.00 + 2.21 100.00 £ 2.39 100.00 £ 1.58 100.00 £ 1.00 100.00 £ 0.00
FreeLB 52.11 £ 0.14 2.70 + 1.32 27.03 £+ 1.04 59.46 £ 2.07 100.00 £ 1.40 100.00 £ 1.00 100.00 £ 0.00
WNLI DiffuseDef 56.34 + 1.41 2.48 + 2.44 56.72 + 38.43 98.33 + 2.89 100.00 £ 0.00 100.00 £ 0.00 100.00 £ 0.00
DynAttn 55.40 + 1.63 5.88 + 3.76 94.89 £ 2.60 100.00 £ 0.00 100.00 £ 0.00 100.00 £ 0.00 100.00 £ 0.00
Agatha 57.75 + 0.31 4.88 + 1.18 4.88 + 3.29 9.76 + 3.45 9.76 + 3.33 24.39 £ 0.91 73.17 + 3.16

Table 50: BERT-base scale: Per-task clean score and ASR. Bold indicates best performance.

Only on most tasks at ¢ = 2.0, recording 61.56 com-
bined versus 57.93. On individual tasks, ET shows
high variance (e.g., MRPC: 39.43 + 27.89, QNLI:
31.63 +20.99) and instability (SST-2: 81.71 versus
Hopfield Only 55.63). This confirms that iterative
energy minimization without the gated residual
does not provide reliable robustness.

Regularization does not substitute for the gate.
Hopfield+Reg performs worse than Hopfield Only
on every task, confirming that training-time regu-
larization cannot replace the architectural gate at
inference. The effect is consistent: Hopfield+Reg
records higher ASR than Hopfield Only on SST-2
(74.38 versus 55.63 at e = 2.0), QQP (48.29 versus
37.03), and MINLI (75.96 versus 65.12).

H BERT-Scale Results

To evaluate whether Agatha’s robustness scales to
larger architectures, we train a BERT-base-sized

Agatha model (768-dimensional, 12-layer, 12-head,
~ 110M parameters) on all 8 GLUE tasks.

H.1 Combined Results

Table 49 reports combined GLUE results. Agatha
achieves 43.29 ASR at £ = 2.0, a 33.23 point reduc-
tion over the best defended baseline (FreeLLB, 76.52)
and 50.17 points below undefended BERT-base
(93.47). DiffuseDef (91.61) and DynAttn (90.02)
collapse at this scale, recording ASR within 3.5
points of undefended BERT-base and providing
no meaningful robustness. Clean performance is
competitive (64.36 versus 65.56 for BERT-base).

H.2 Per-Task Results

Table 50 reports per-task results. Agatha achieves
the lowest ASR on all 8 tasks from ¢ = 2.0 onward.
Notable results include WNLI, where Agatha lim-
its ASR to 9.76 at e = 2.0 compared to 100.00 for
all baselines, and QQP, where Agatha achieves
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Attack Success Rate (%)

B Clean e =0.05 e =0.5 e=1.0 e=2.0 e=3.0 e=25.0

1 80.54 + 0.59 1.14 +0.11 15.51 £ 1.20 33.43 4+ 3.83 69.50 4 3.67 92.07 4+ 0.20 99.62 + 0.13
5 80.50 + 0.74 1.56 4+ 0.41 18.69 + 2.58 36.62 +4.11 70.75 + 5.57 89.00 + 3.21 98.38 +1.12
10 80.81 + 0.66 1.70 4+ 0.68 15.29 £ 1.17 32.34 + 3.96 68.25 + 10.27 88.76 + 7.78 98.45 + 2.09
15 81.27 £ 0.35 0.94 £ 0.54 12.70 £1.15 25.36 + 2.02 53.44 +1.92 75.88 +1.94 96.57 + 1.03
50 80.24 + 0.30 0.52 + 0.36 10.15+1.34 21.29+1.84 44.31 £2.70 67.89 + 4.04 91.38 £1.63
100 80.62 + 0.66 1.47 +0.28 12.03 £ 1.41 26.58 4+ 3.68 53.68 + 5.41 75.73 + 5.68 95.39 + 1.72

Table 51: Full 5 sweep results on SST-2 (g = 0.1 fixed). Mean = std across three seeds. Bold indicates best

performance: highest clean accuracy and lowest ASR.

Attack Success Rate (%)

g Clean e =0.05 e=20.5 e=1.0 e=2.0 e =3.0 e =25.0

0.01 71.33 + 4.55 1.53 + 0.54 11.88 £+ 2.46 24.62 + 2.81 49.01 + 6.26 63.82 + 8.30 80.80 + 5.54
0.1 80.24 4+ 0.30 0.52 + 0.36 10.15+1.34 21.29+1.84 44.31 +£2.70 67.89 + 4.04 91.38 + 1.63
0.2 80.89 + 0.86 1.51 +0.36 11.85 £ 1.56 24.03 4+ 2.63 49.33 £ 5.52 73.21 £4.11 94.12+ 1.74
0.5 79.97 + 0.29 0.72 £0.12 10.76 £ 1.65 22.66 4+ 4.04 48.77 + 8.18 70.52 4+ 8.93 93.03 + 4.33
1.0 80.05 4+ 0.34 1.154+0.35 12.99 £+ 2.18 26.33 + 6.09 55.81 4+ 9.49 77.97 + 8.33 96.00 + 2.83

Table 52: Full g sweep results on SST-2 (5 = 50 fixed). Mean =+ std across three seeds. Bold indicates best
performance: highest clean accuracy and lowest ASR. Note that g = 0.01 achieves the lowest ASR at e = 5.0 but

at the cost of severely degraded clean accuracy (71.33).

19.91 versus 43.37 for FreeLB. On MRPC, Agatha
achieves the highest clean score (76.62) among all
models while reducing ASR from 99.65 (BERT-
base) to 61.17; DiffuseDef, DynAttn, and FreeLB
all record 100.00 ASR on this task. At lower bud-
gets, FreeLLB leads on MNLI (¢ < 1.0) and QNLI
(e < 0.5), consistent with the TinyBERT-scale
QNLI pattern where training-based defenses bene-
fit from adversarial data augmentation as a regular-
izer (Appendix E).

H.3 Comparison with TinyBERT Scale

The robustness advantage of Agatha grows with
model capacity. At e = 2.0, the gap between Agatha
and the best defended baseline increases from 13.30
points at TinyBERT scale (over DynAttn) to 33.23
points at BERT scale (over FreeLB), a 2.5x in-
crease. This widening occurs because the baselines
degrade at BERT scale while Agatha improves:
FreeLLB’s ASR rises from 66.68 to 76.52, DiffuseDef
and DynAttn collapse to 90+ ASR, yet Agatha
drops from 50.28 to 43.29. The architectural base-
lines are particularly affected: at TinyBERT scale,
DynAttn records 63.58, but at BERT scale it records
90.02, barely better than undefended BERT-base.
This suggests that the energy basin mechanism
benefits from increased representational capacity,
forming deeper and more well-separated basins,
while DiffuseDef’s denoising and DynAttn’s noise
sampling fail to scale.

I Hyperparameter Sweep Results

Tables 51 and 52 extend the hyperparameter sweep
from Table 10 to all perturbation budgets.

The B sweep shows that robustness improves
monotonically from g = 1 to 8 = 50, then degrades
at 8 = 100. Ate = 2.0, ASR drops from 69.50 at
B =1t044.31 at 3 = 50, then rises to 53.68 at 3 = 100.
Clean accuracy remains within 1 point across all
settings. The high variance at 8 = 10 (£10.27 at ¢ =
2.0) suggests this value sits near the phase transition
boundary, where small differences in initialization
can place the system in either the metastable or
deep attractor regime, consistent with Theorem 2.
At 8 = 100, the basins become excessively narrow:
each query attends to a single key, reducing the
representational capacity needed for downstream
tasks and making the converged representations
brittle rather than robust. We select 8 = 50 as it
achieves the lowest ASR across all budgets while
maintaining stable clean accuracy.

The g sweep reveals an asymmetric trade-off.
Increasing g from 0.1 to 1.0 degrades robustness
gradually (ASR ate = 2.0: 44.31 — 55.81), while
decreasing g from 0.1 to 0.01 degrades clean accu-
racy sharply (80.24 — 71.33) with high variance
(£4.55). The robustness at g = 0.01 (49.01 at
e = 2.0) is also worse than at ¢ = 0.1 (44.31),
confirming that extreme gating disrupts the resid-
ual learning pathway and harms both clean perfor-
mance and robustness. We therefore select g = 0.1
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as the operating point that best balances gradient
contraction and representational capacity.

J Convergence Analysis

The Hopfield mechanism iterates until the residual
falls below 7 = 10~* or the iteration count reaches
Tmax- This section analyzes the convergence behav-
ior at the default setting (7,.x = 100) and the effect
of varying T,..x on robustness and throughput.

J.1 Convergence at T,,,x = 100

Figure 8 reports the average number of Hopfield
iterations across all 8 GLUE tasks as a function of
perturbation budget. Clean inputs converge in an
average of 27.5 iterations, independent of the eval-
uation budget. Adversarial iterations grow mono-
tonically from 27.9 at e = 0.05 to 31.2 at ¢ = 5.0,
with the gap over clean inputs widening from +0.4
to +3.7 iterations. This confirms that larger per-
turbations push representations further from basin
floors, requiring more iterations for the Hopfield
dynamics to pull them back.

(a) Iterations vs budget (b) Iteration gap

—e— Adversarial inputs
— =~ Clean inputs (constant)

w
N

w
o

N
®

o B N w & u

Avg Hopfield iterations
Iteration gap (adv — clean)

N
o

0.05 05 1.0 20 3.0 5.0
Perturbation budget (&)

P2 peurbation budget (@)
Figure 8: Average Hopfield iterations (across 8 GLUE
tasks) at Tinax = 100. (@) Adversarial iterations grow
monotonically with budget while clean iterations
remain constant. (b) The iteration gap (adversarial
minus clean) widens from 40.4 at e = 0.05 to +3.7 at
e = 5.0, confirming that energy basins resist larger
perturbations with additional convergence steps.

Table 53 provides per-task breakdown at e = 2.0.

Clean Adv

Task g Iters Iters Gap ex/s

SST-2 0.1 27.9+4.6 29.4 + 3.6 +1.4 3,529
CoLA 0.1 19.0% 1.8 24.3+4.5 +5.3 4,536
MRPC 0.7 25.6+ 2.7 38.7+18.7 +13.0 3,573
QQP 0.1 19.3+4.1 20.94+4.0 +1.6 4,641
MNLI 0.5 14.4+£0.5 14.3+0.9 —-0.1 5,420
QNLI 0.1 37.8+8.2 36.3 £ 7.4 —1.5 2,844
RTE 0.7 33.3%£7.5 34.8+4.0 +1.5 2,876
WNLI 0.7 42.9+ 8.3 37.8+£4.8 —=5.1 1,657
Avg 27.5 29.6 +2.0 3,635

Table 53: Per-task Hopfield iterations at Timax = 100.
Adv Iters measured at ¢ = 2.0. Gap = Adv Iters —
Clean Iters; positive gap indicates basin resistance.

Effective iterations are well below T,.... The
average iteration count is only 27.5 for clean inputs,
ranging from 14.4 (MNLI) to 42.9 (WNLI). Early
exit ensures that actual computation is proportional
to the task-specific convergence requirement rather
than the conservative Tyax = 100 ceiling.

Iteration gap correlates with robustness.
MRPC, which achieves the lowest ASR among
all tasks (4.48 at ¢ = 2.0), shows the largest
positive iteration gap (+13.0): adversarial inputs
require considerably more iterations to converge,
indicating that the energy basins actively resist
perturbation. QNLI, which has weaker robustness
(57.51), shows a negative gap (—1.5), consistent
with the shallow basin diagnosis in Appendix E.
The iteration gap serves as a diagnostic signal for
basin quality: a positive gap indicates well-formed
basins that resist perturbation, while a negative gap
indicates shallow basins where adversarial inputs
collapse to attractors with less resistance.

J.2 Effect of T,,... on Robustness and
Throughput

Table 54 reports combined GLUE clean accuracy
and ASR across Th.x settings to characterize the
robustness-throughput trade-off.

ASR (%, 1)
Tmax Clean =05 £=10 =20 =30 e=5.0
2 64.13 16.33 29.21 51.51 67.61 84.62
3 64.22 16.41 29.57 52.69 68.14 84.82
5 64.38 16.28 29.53 52.28 67.26 83.74
10 64.50 16.29 28.97 50.87 65.87 82.59
25 64.60 15.71 28.23 50.32 65.60 82.14
50 64.72 15.55 27.88 50.20 65.42 82.08
100 64.72 15.53 27.98 50.28 65.40 82.12

Table 54: Effect of Tmax. on GLUE performance.

Three patterns emerge from the sweep.

Results plateau by 7,... = 25. Both clean accu-
racy and ASR stabilize by Tyax = 25: the maximum
per-task ASR difference between Ti..x = 25 and
Tmax = 100 is only 0.75 points (WNLI), and most
tasks differ by less than 0.15 points. Clean accuracy
similarly reaches 64.60 by Thax = 25, within 0.12
points of the final Tr,ax = 100 result.

ASR is non-monotonic at low T.,.... Combined
ASR rises from 51.51 at Tmax = 2 to 52.69 at
Tmax = 3, then decreases to 50.21 at Tmax = 100.
At low Thax, the Hopfield mechanism has begun
iterating but has not converged, leaving represen-
tations in an intermediate state that is less stable
under perturbation. By Twax = 10, convergence is
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Figure 9: Training dynamics across gate values (3 = 50). (a) g = 0.0 fails to reduce loss below 0.63; g = 0.1 and
g = 1.0 converge normally. (b) g = 0.0 is degenerate (~ 55% accuracy); the other two reach comparable
clean performance (~ 80%). (¢) g = 0.1 requires the most Hopfield iterations and increases over training,

indicating deeper basins.
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Figure 10: Training dynamics across inverse temperatures (g = 0.1). (@) All 8 values converge to comparable
final loss. (b) Validation accuracy is similar across settings (0.78 to 0.80). (¢) Higher g increases Hopfield

iterations, with 8 = 15 showing the highest variance near the phase transition boundary.

largely achieved and ASR drops to 50.87. This is
consistent with the energy basin interpretation: par-
tially converged representations sit on basin walls
rather than the basin floor, making them easier to
perturb across boundaries.

Deployment recommendation. For latency-
constrained deployment, T.x = 3 provides the
best throughput (10,021 ex/s) while already outper-
forming all baselines (ASR 52.69 versus 63.58 for
DynAttn). For maximum robustness, Tmax = 25
is sufficient, as further iterations yield negligible
improvement. The default setting of Thax = 100
used throughout the paper provides a conservative
upper bound, with early exit ensuring that actual
computation matches the task-specific convergence
point (average 27.5 iterations across tasks).

K Training Dynamics

This section analyzes how Agatha’s training be-
havior varies with the gate value g and inverse
temperature 3. All experiments use SST-2 with

the base architecture (128 dimensions, 2 layers, 2
heads, 4.37M parameters). Results are averaged
across three seeds with shaded regions indicating
+1 standard deviation.

K.1 Effect of Gate Value

Figure 9 reports training loss, validation accuracy,
and Hopfield convergence for gate g € {0.0,0.1, 1.0}
with 8 = 50 fixed. Three findings emerge.

Eliminating the residual path prevents learning.
At g = 0.0, the residual connection is fully blocked.
Training loss remains above 0.63 after 30 epochs
and validation accuracy plateaus at ~ 55% with
high variance. The model cannot learn without any
residual information, confirming that the gate must
scale the residual path rather than eliminate it.

Gate value does not affect clean accuracy. Both
g =0.1and g = 1.0 reach comparable validation ac-
curacy (79.4% and 79.8% respectively), despite a
10x difference in residual scaling. The g = 1.0 con-
figuration converges slightly faster in training loss
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but the final clean performance is equivalent. This
confirms that the gate controls robustness without
degrading the model’s ability to learn task-specific
representations.

Aggressive gating produces deeper basins. The
convergence panel reveals that g = 0.1 requires the
most Hopfield iterations (~ 25 to 35), and this count
increases over training as the model learns to use
deeper basins. At g = 1.0, iteration counts are lower
(~ 20) and decrease slightly, indicating shallower
basins with less refinement. At g = 0.0, the de-
generate model converges in only ~ 15 iterations,
consistent with the absence of meaningful energy
structure. The correlation between gate aggressive-
ness and iteration count provides direct evidence
that the gate influences basin depth during training.

K.2 Effect of Inverse Temperature

Figure 10 reports the same three metrics across
B € {5,10, 15,50} with g = 0.1 fixed.

Training is stable across g values. All four set-
tings converge to comparable final loss (0.15 to 0.19)
and validation accuracy (0.78 to 0.80). Lower g val-
ues converge slightly faster in the first 5 epochs, but
all settings reach similar performance by epoch 10.
This confirms that 3 controls the energy landscape
geometry without affecting the model’s ability to
fit the training data.

Convergence behavior reflects the phase transi-
tion. The Hopfield iteration count separates by
B: B = 5 requires ~ 20 iterations, while 8 = 15
reaches ~ 50 to 60 by epoch 30. The high vari-
ance at 3 = 15 is consistent with the phase tran-
sition boundary identified in Theorem 2: small
differences in learned representations can place the
system in either the metastable or deep attractor
regime, causing large variation in convergence be-
havior across seeds. At g = 50, iteration counts
stabilize at ~ 25 to 30 with lower variance, indicat-
ing that the system has moved past the transition
into the deep attractor regime where convergence
is well-defined.

Higher 3 does not mean more iterations. Coun-
terintuitively, 8 = 50 requires fewer iterations than
B = 15. In the deep attractor regime, the sharper
energy landscape provides stronger gradient sig-
nals during the Hopfield update, accelerating con-
vergence to well-separated basin floors. Near the
phase transition (8 = 15), the basins are forming
but not yet well-separated, causing the mechanism

to oscillate before settling. This supports the selec-
tion of 8 = 50 as the operating point: it combines
the deepest basins (for robustness) with efficient
convergence (for inference cost).

L Proofs of Theoretical Results

We provide complete proofs of the two core theo-
rems stated in Section 3. Throughout, we use the
notation established in the main text: g denotes the
gate value, x; the hidden state at layer i, F the Hop-
field attention sublayer, LN layer normalization, Jr
the Jacobian of the Hopfield block, oumax := || TF||2
its operator 2-norm (largest singular value), g the
inverse temperature, K = [ki,...,ky]" the stored
key patterns, and ¢ the query state.

L.1 Proof of Theorem 1 (Contraction via
Identity Gating)

Theorem 1 (Restated). Let the gated Hopfield step
compute x;11 = g-x + F(LN(x;)) with a corre-
sponding Jacobian J = gl + Jr. Let omax := || TF||2
denote the operator 2-norm of the Hopfield block
Jr. Assuming stable iterative convergence, the sys-
tem enforces a global contraction (|| 7|2 < 1, which
implies p(J) < 1) when g + omax < 1.

Proof. We proceed in three steps: deriving the Ja-
cobian structure, bounding its operator norm, and
establishing the contraction condition.

Step 1: Jacobian of the gated layer. The gated
residual connection defines the layer update as:
X141 = g - x; + F(LN(x)). (12)

Differentiating with respect to x; yields the Jaco-
bian:
_ 6xl+1 _ I+ SF(LN(x,))

J 9% ox;

=gl + Jr, (13)

where Jr absorbs the chain rule through layer nor-
malization; o...x therefore bundles the LayerNorm
Jacobian and depends on input statistics in addition
to the Hopfield block. Jr is the Jacobian of the
converged Hopfield fixed point with respect to the
input, computed via the implicit function theorem;
stable iterative convergence guarantees this is well-
defined. Appendix D (Table 39) reports empirical
operator norm values across all tasks and seeds,
confirming that o.x < 1 — g holds in practice: for
tasks with g = 0.1, p(Jr) < 0.15 < 1 — g = 0.9 under
all evaluated attack conditions.

In a standard Transformer (g = 1), this Jacobian
is I+ Jr, and the identity component guarantees
p(J) > 1 for any non-trivial Jr, ensuring unattenu-
ated gradient propagation.
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Step 2: Operator norm bound. Since oy :=
|TF||2, the operator 2-norm of 7 satisfies:

1Tz = llgI+ Trll2 < llglll2 + |TFll2 = g + Omax, (14

where the inequality follows from the triangle in-
equality for operator norms. This bound holds for
arbitrary Jr, including non-normal matrices, with-
out requiring an eigenbasis argument.

Step 3: Contraction condition. From Step 2,
g+ omax < 1 implies || J||2 < 1. Since p(J) < [|T |2
for any matrix:

g+ omax <1 = ||Tll2 £ g+ 0max <1 = p(J) < 1. (15)

The operator norm bound | 7]|» < 1 is the operative
quantity: it directly controls perturbation contrac-
tion in the forward pass and gradient attenuation
in the backward pass. In a standard Transformer
(g =1), p(J) > 1 and the system is never contrac-
tive. By setting g < 1, we allocate a budget of (1—g)
for the sublayer operator norm. If oumax < (1 — g),
the entire system contracts.

Connection to adversarial robustness. The op-
erator norm bound directly controls the sensitivity
of the layer output to embedding-space perturba-
tions. For a perturbation ¢ at layer I

141 (%1 4+8) =xip1 )| < [T Ml2- 18] < (94 omax) 18] < H5|é~
(16)

Each layer reduces the norm of the perturbation.
After L gated layers, the perturbation is bounded
by (g4 omax)*||8]|, which decays exponentially with
network depth. This ensures that adversarial per-
turbations applied at the input embedding layer are
geometrically contracted as they propagate forward
through the network. O

L.2 Proof of Theorem 2 (Semantic Phase
Transition)

Theorem 2 (Restated). Define the thermodynamic
state function f(8) = B - ||x[|* - max; p:i(B) - (1 —
max; pi(8)), where p;(8) = softmax(8K¢);. For a
given query &, there exist input-dependent critical
boundaries Biower(€) < Bupper(§) Where f(B) = 1,
defining three regimes:

* B < Bower- A spin-glass phase causing con-
traction to a featureless mean.

* Blower < B < Buppers A metastable phase ex-
hibiting no contraction.

* B> Bupper: The deep attractor phase causing
contraction to discrete semantic attractors.

Section 5.11 empirically validates that 8 > 15 is
sufficient to operate in the deep attractor regime
across all tasks and seeds evaluated in this paper.

Proof. We analyze the iterative Hopfield update
rule and its Jacobian to characterize convergence
behavior as a function of 3.

Step 1: The Hopfield update and its Jacobian.
The iterative Hopfield update is:

g“*” = KTsoftmax(%Kﬁ(f’)> . a7

For notational clarity, let s = %Kg and p =
softmax(s), so £tV = K p. The Jacobian of this
update with respect to £ is:
og(t+1)

Tetop = % = %KT(diag(p) _pp K. (18
The matrix S = diag(p) — pp ' is the Jacobian of the
softmax function. It is positive semidefinite with
eigenvalues p;(1 — p;) for the N — 1 non-degenerate
directions and 0 for the direction along p.

Step 2: Spectral radius of the Hopfield Jacobian.
The spectral radius of Juo, determines whether the
iterative update is contractive. The largest eigen-
value is bounded by:

T (Top) < 2= - KIS -max[pi (1= p)). (19)
We assume key vectors are normalized such that
|kil|2 = d*/* for all < and queries have unit norm
after layer normalization (||x||» ~ 1), giving |K||5 <

vd - ||x||*. Under this normalization:
Tmax(Titop) < B-[|x||* -max p; () (1-maxpi(8)) = f(8). (20)

The system contracts when f(8) < 1, i.e., when
O'max(jHop) <1

Step 3: Analysis of f(3). The function f(8) =
B - ||x]|? - max; p;(8) - (1 — max; p;(8)) exhibits non-
monotonic behavior as  varies.

Low B regime. When 3 — 0, the softmax
becomes uniform: p; — 1/N for all . Then

max; p; - (1 — max; p;) — %(1 — %) = ]\J’V}l, and:

s N —1
HOEY R

— 0 asf — 0. (21)

Since f(8) < 1 in this regime, the system contracts
to a single point. However, all queries converge to
the same fixed point ¢* = & > k; (the mean of all
stored patterns), destroying semantic information.
This is the spin-glass phase.

16477



Intermediate B regime. As j3 increases from 0,
f(B) grows because the linear factor 3 dominates
while max; p; remains moderate. At some Biower(£),
we have f(Biower) = 1. For 8 € [Biower; Bupper], the
function satisfies f(3) > 1, and contraction is not
guaranteed. In this metastable phase, the system
may oscillate or converge slowly, and perturbations
are neither amplified nor contracted.

High B regime. As 8 — oo, the softmax saturates:
max; p; — 1 and (1 — max; p;) — 0. The product
max; p; - (1 — max; p;) decays exponentially fast be-
cause the softmax concentrates on a single pattern:

L—maxp; & > exp(—Blki= —k;) €/Vd), @2
JF*

where i* = argmax; k; £&. This exponential decay
dominates the linear growth in 3, so f(8) — 0
as B — oo. At some Bupper(€), We again have
F(Bupper) = 1, and for all 3 > Bupper, the system con-
tracts to distinct fixed points corresponding to in-
dividual stored patterns, preserving semantic struc-
ture. This is the deep attractor phase.

Step 4: Existence of the critical boundaries.
Since f is continuous with f(0) = 0, f(3) > 1 for
some intermediate 3, and f(3) — 0 as 3 — oo, the in-
termediate value theorem guarantees the existence
Of Biower(€) and Bupper(§) Where f(3) = 1. These
boundaries depend on the query state ¢ through
max; p;(3), which is a function of K¢; worst-case
boundaries over the query distribution bound the
regime transition for all inputs.

Step 5: Empirical validation of the deep at-
tractor regime at 3 > 15. For typical parame-
ters (d = 64 per head, |x|| ~ 1 after layer normal-
ization), a baseline computation with separation
A = ming;(k; — k;)T¢/V/d > 0.5and N < 512 gives:

f(15) < 15-1.0-0.72 - 0.28 = 3.02. (23)

This bound is conservative because A grows with
Hopfield iterations: after convergence, max; p; >
0.99 is typical, giving f(15) < 0.15. The contraction
at f(15) < 0.15 is local around the fixed point. Lo-
cal contraction near fixed points combines with the
basin-of-attraction structure of the overall energy
landscape to funnel queries into the deep-attractor
regime. Section 5.11 empirically confirms that
B = 15 places the system in the deep attractor
regime across all tasks and seeds. We use 3 = 50 for
additional margin beyond the transition boundary.

Step 6: Iterated Jacobian decay and gradient
contraction. In the deep attractor phase (8 >
Bupper), We establish backward-pass gradient con-
traction through the iterated structure of the Hop-
field update. Let ¢(© = Wx be the initial query
and ¢V = (¢®) the Hopfield update. The sensi-
tivity of the 7-step output to the initial query is:

T—1

= T Fuop (™). 4
=0

t

as(T)
o¢(0)

For queries whose iterates remain in the deep-
attractor regime, ||Juop(€™)|2 < f(B) < 1 at each
step by Step 2. Since each factor in the product has
operator norm bounded by f(3):

8£(T)

) <FBT 50 asT — oco. (25)

2

The fixed point is insensitive to perturbations of
the initial query in the forward pass, conditional on
iterates remaining in the same basin of attraction.
By transposition, the backward gradient satisfies:

o (9e™\ " or
960 — \ 9¢© RGN

(26)

and is attenuated by the same factor, since
T

|(55) ), = |, < o

The decay compounds with the operator-norm
contraction from Theorem 1 across layers. The
condition that iterates remain in the same basin un-
der adversarial perturbation is the basin-invariance
property. A formal treatment of basin invariance

under explicit key-separation assumptions is given
in Theorem 3 (Appendix L.4). O

L.3 Combined Robustness Guarantee

Theorems 1 and 2 together establish that Agatha
operates in a contractive regime with semantically
meaningful fixed points. Theorem 1 shows that
the gate ensures p(J) < ||J|l2 < g + omax, and The-
orem 2 shows that at 8 > 15, the Hopfield block
achieves omax < 1 — g empirically across all tasks.
The combined effect is:

1. Forward pass: Embedding-space perturba-
tions & contract by a factor of (g + omax)” < 1
across L layers, drawing perturbed and clean
representations toward the same attractor.

2. Backward pass: The adversarial gradient
Vsl = FETI, (g1 + YT is attenuated
by the same contraction factor, since ||(gI +
Ir) "2 = [lg1 + Jrll2 < g + omax for the oper-
ator norm. Within each Hopfield block, the

16478



iterated Jacobian decay established in Step 6
provides additional attenuation of factor f(3)”
through the iterative mechanism, reducing the
adversarial signal available to PGD.

Neither mechanism is sufficient alone. Without
the gate (g = 1), the gradient bypasses the Hop-
field block via the identity path (ablation: Hopfield
Only). Without the Hopfield landscape (F = stan-
dard attention), the gate degrades representational
capacity without providing gradient contraction
(ablation: Gate Only). The synergistic interaction
confirmed in Section 5.8 is a direct consequence of
this theoretical structure.

L.4 Adversarial Basin Invariance

We now characterize the regime in which adver-
sarial perturbations preserve basin membership,
formalizing the basin-invariance condition refer-
enced in Step 6 of the Theorem 2 proof. We work
in the per-head representation space and use the
score-space convention from Theorem 2: scores
are s;(¢£) = k; ¢/Vd, and the softmax distribution
is p;(€) = softmax(f - s(¢)),. The iteration map is
®(¢) = K'softmax(J;K¢), with converged state
& = limr 00 T (@),

Definitions. We restate the basin of Section 2.2
in score-space notation. For a query ¢, the attractor
index is i*(€) = arg max; s;(£) and the basin is B; =
{& :i*(€) = 4}. The margin of ¢ € B;~ is:

A€) = min (s (€) — 5;(8)) > 0. @7

Assumption (Key separation). There exists ¢ >

0 such that for all distinct i, 5:

ki — k;|l/Vd > c. (28)

This assumption is empirically verified for trained
Agatha checkpoints in Appendix L.5.

Theorem 3 (Adversarial Basin Invariance). Sup-
pose the key separation assumption holds and
B > Bupper places the system in the deep-attractor
regime. Let ¢ ¢ By« be an initial query whose
Hopfield iteration converges to a fixed point ¢£* €
B~ with margin A(£*) > 0 and f(B,¢*) < 1. Let
8 be an adversarial perturbation at the Hopfield
input with ||8|| < e. If

VA AEY) (- f(B.€)
2 max; .« |[k;+ — kjl|

29

then the perturbed converged state € =
lim7 00 @7 (€© + 8) satisfies € e B;x: basin mem-
bership is preserved.

Proof. The proof is based on three lemmas: a
single-step margin lemma, an iterate-displacement
bound, and an inductive composition argument re-
lating the perturbed fixed point to the perturbed
initial query.

Step 1: Single-step margin lemma. For ¢ € B;-
with margin A(¢) and any ¢’ € R?, basin member-
ship is preserved (¢’ € B;+) provided:

VAA(E)

e -l < }
2 max,;* k= — kj|

(30)

Basin membership requires s;-(¢") — s;(¢") > 0 for
all j # i*. Decomposing:

(ki» —k;) T (€' — )

Vd

the first term is at least A(¢) > 0 by definition, and
the second is bounded below by —|k;- — k;|| - [|&' —
¢||/v/d by Cauchy-Schwarz. The bound on ¢’ — £||
ensures the second term cannot reverse the sign of
the first.

Step 2: Iterate-displacement bound. Within the
deep-attractor regime, Step 2 of the Theorem 2
proof gives || Js(&)|2 < f(B,€) < 1 for ¢ in a neigh-
borhood of ¢*. Let §” = ¢© + 5 and £ = ().
Conditional on iterates remaining in B;- (verified
inductively in Step 3), the local contraction yields:

s (&) —5;(&) = (5= (&) —s;(&)) + ., B

1€ — &

et < _—= L
e =G
(32)

1€ —¢"11 < £(8,€)" 1E —€"1,

Step 3: Inductive composition. We show by
induction on ¢ that £* € B for all ¢ > 0. The
base case ¢t = 0 follows from Step 1 applied at
¢, with the perturbation § satisfying the mar-
gin bound by the hypothesis on . For the induc-
tive step, the iteration map & preserves basins lo-
cally around their fixed points in the deep-attractor
regime: when the softmax saturates on k;-, ® maps
B;+ into itself. Combining Step 1 (margin at the
initial query) with Step 2 (contraction along the
trajectory), and using the margin amplification
A(g") > A(ED)/(1 - f(B,¢£")) that holds in the deep-
attractor regime, yields inequality (29). O

Remarks. Three observations clarify the scope
of Theorem 3. First, the condition f(3,£*) < 1
is necessary for the bound to be non-vacuous;
Theorem 2 establishes when this condition holds.
Second, inequality (29) is sufficient but not nec-
essary. Perturbations larger than the radius may
still preserve basin membership if their direction
is not adversarial with respect to the basin bound-
ary. Conversely, the bound captures only the basin-
invariance mechanism; gradient contraction via
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Theorem 1 provides a complementary contribution
to overall robustness. Third, the geometric series
factor 1/(1 — (B, ¢*)) in Step 2 is conservative.

L.5 Empirical Validation of Theorem 3

We empirically validate Theorem 3 on MNLI as
a representative case. For each query token at
each Hopfield layer, we measure: cemp (the min-
imum key separation), A (the margin at the ini-
tial query ¢(© and at the converged state ¢*), f(5)
at both states, the fraction of queries in the deep-
attractor regime, and the predicted radius from in-
equality (29) computed at £*. Results are reported
as mean =+ std across three seeds in Table 55.

Quantity MNLI
Cemp (min) 0.049 £ 0.001
Cemp (median) 0.245 4 0.001
Frac. in DA at £(0) 0.768 + 0.001
Frac. in DA at £* 0.982 4 0.001
f(B)ag® 0.001 + 0.000
f(B)atg* 0.000 4 0.000
Aatg(®) 0.565 & 0.005
Aatg* 2.784 4 0.023
Iterations to convergence 9.0+ 0.1

0.254 £ 0.010
0.035 £ 0.004

&™ (median, binding layer)

&* (p5, binding layer)

Table 55: Empirical validation of Theorem 3 on MNLI.
The Hopfield iteration drives queries into the deep-
attractor regime predicted by Theorem 2 (frac. in DA
rises from 0.77 at £*) to 0.98 at £*, f(B) drops below
0.001). The radius from inequality (29) is non-vacuous
on the full distribution. cemy, is reported as the minimum
and median across layers and heads.

Three observations support Theorem 3 on MNLI.
First, the key separation assumption holds: cemp
ranges from 0.049 (minimum across layers and
heads) to 0.245 (median), comfortably positive
across all seeds. Second, the Hopfield iteration
realizes the deep-attractor regime predicted by The-
orem 2: 76.8% of query tokens at £ already satisfy
f(B) < 1, rising to 98.2% at the converged state £*
after an average of 9.0 iterations. The margin A
amplifies from 0.565 at £(*) to 2.784 at £¢*, a factor
of 4.9x. Third, the predicted radius from inequal-
ity (29) is non-vacuous: the binding (cross-layer
minimum) radius has median 0.254 4 0.010 across
seeds, with the 5th percentile at 0.035 + 0.004. Both
quantities are positive, indicating that the bound
provides a positive certified radius for the full dis-
tribution of query tokens, not only the median.

M Extended Related Works
M.1 Adversarial Training for NLP

Adversarial training remains the dominant defense
paradigm in NLP. Zhu et al. (2019) proposed
FreeLLB, which accumulates gradients over mul-
tiple PGD perturbation steps within a single train-
ing iteration to improve efficiency. Zhang et al.
(2019) introduced TRADES, which explicitly bal-
ances clean and robust accuracy through a regular-
ization objective. More recently, Xhonneux et al.
(2024) demonstrated that adversarial training can
be scaled to large language models by computing
perturbations in the continuous embedding space
rather than at the token level, reducing computa-
tional cost by orders of magnitude. Zhao and Mao
(2023) proposed combining adversarial training
with perturbed token detection, achieving robust-
ness improvements on standard benchmarks.

Despite these advances, adversarial training
methods share limitations. First, training cost in-
creases proportionally with the number of inner
PGD steps, typically requiring 2—5x more compu-
tation than standard training. Second, adversarial
training can degrade clean accuracy, a trade-off an-
alyzed theoretically by Raghunathan et al. (2020)
and Tsipras et al. (2018). Third, models trained
against specific perturbation types often fail to gen-
eralize to novel attacks (Tramer and Boneh, 2019;
Laidlaw et al., 2020). Agatha addresses these lim-
itations by providing robustness through architec-
ture rather than training.

M.2 Certified Robustness

Certified defenses provide provable guarantees that
predictions remain unchanged within a specified
perturbation radius. Randomized smoothing (Co-
hen et al., 2019) achieves this by averaging predic-
tions over Gaussian-corrupted inputs, and has been
adapted to NLP through token-level smoothing (Ye
et al., 2020). Zhao et al. (2022) proposed certified
robustness via causal intervention, using structural
causal models to separate robust features from ma-
nipulable confounders. More recently, Zhang et al.
(2024) extended randomized smoothing to handle
word substitutions, insertions, deletions, and re-
orderings under the Levenshtein distance.

While certified methods offer formal guarantees,
they face scalability challenges. Interval bound
propagation becomes increasingly loose with net-
work depth, making it poorly suited for deep Trans-
former architectures (Shi et al., 2020). Random-
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ized smoothing requires expensive Monte Carlo
sampling at inference and introduces a trade-off be-
tween certified radius and clean accuracy. Agatha
provides empirical rather than certified robustness
but does so without these scalability constraints.

M.3 Architectural Approaches to Robustness

Architectural defenses remain relatively underex-
plored compared to training-based methods. Pulfer
et al. (2024) introduced robustness tokens, learn-
able input tokens that improve adversarial robust-
ness of vision transformers without modifying the
training procedure. In NLP, Shen et al. (2023)
proposed dynamic attention mechanisms that ran-
domize attention weights to destabilize adversarial
examples, achieving up to 33% robustness improve-
ment against word-level attacks. Li et al. (2025)
combined diffusion-based denoising with adversar-
ial training, using a diffusion layer to purify hidden
representations at inference time.

Agatha differs from these approaches in that it
modifies the core attention mechanism itself rather
than adding auxiliary modules or randomization.
The robustness arises from the deterministic geo-
metric properties of the Hopfield energy landscape,
making it both predictable and analyzable through
dynamical systems theory.

M.4 Modern Hopfield Networks

The connection between attention and energy mini-
mization was established by Ramsauer et al. (2020),
who showed that the Transformer attention update
is equivalent to a single step of a Modern Hop-
field Network (MHN) with continuous states and
exponential storage capacity. This equivalence has
been extended in several directions. Hoover et al.
(2023) proposed the Energy Transformer, which
replaces the standard Transformer block with an
energy minimization process, unifying attention,
normalization, and feedforward layers under a sin-
gle energy function. Hu et al. (2023) introduced a
sparse modern Hopfield model, deriving a closed-
form sparse Hopfield energy whose one-step ap-
proximation recovers sparse attention; Santos et al.
(2024) extended this connection via Fenchel-Young
losses, establishing links between loss margin,
sparsity, and exact memory retrieval. Wu et al.
(2024) analyzed uniform memory retrieval in mod-
ern Hopfield models, providing theoretical con-
ditions for unbiased pattern recovery. Hu et al.
(2024a) introduced Outlier-Efficient Hopfield Lay-
ers, an associative-memory variant that mitigates

outlier attention in large transformers and supports
post-quantization robustness.

Several recent papers refine the attention-MHN
correspondence at the architectural level. Smart
et al. (2025) introduced the in-context denoising
task and proved that a single attention layer per-
forms one gradient step on a context-aware DAM
energy landscape; this result is directly relevant to
our finding that Agatha reaches near-asymptotic
robustness within T...x = 3 Hopfield iterations
(Section 5.14). Masumura and Taki (2026) pro-
posed Modern Hopfield Attention, which inher-
its attention scores across layers via MHN hidden
states to mitigate rank collapse and token unifor-
mity. Hu et al. (2025) developed Hyper-SET, a
recurrent-depth transformer derived from iterative
minimization of a hyperspherical Hopfield energy;
like Agatha, it instantiates the principle of treating
transformer layers as iterative energy optimization,
though with a different energy function (semantic
alignment plus distributional uniformity) and a dif-
ferent goal (interpretability and parameter sharing
rather than adversarial robustness).

Recent work has further deepened the theoretical
understanding of MHNs. Hu et al. (2024b) pro-
posed nonparametric modern Hopfield models that
extend the framework beyond exponential energy
functions. Sargolzaei and Rueda (2024) demon-
strated that MHN's can improve out-of-distribution
data handling and corruption resistance, providing
preliminary evidence for the robustness properties
we exploit in Agatha. Farooq (2025) proposed
a framework for non-linear attention via MHNSs,
showing that energy minima form stable context
wells that encode contextual relationships.

These works focus primarily on capacity, con-
vergence, and interpretability. Agatha leverages
the MHN framework for a different purpose: the
iterative convergence contracts perturbations in the
forward pass, and the basin geometry deflects ad-
versarial gradients in the backward pass. To our
knowledge, Agatha is the first architecture to ex-
ploit MHN for adversarial robustness.

M.5 Gradient Masking and Obfuscated
Gradients

Athalye et al. (2018) identified gradient masking
as a pervasive failure mode of adversarial defenses,
where models appear robust under gradient-based
attacks simply because gradients are obfuscated.
They proposed a taxonomy of obfuscated gradi-
ent types (shattered gradients, stochastic gradients,
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vanishing/exploding gradients) and demonstrated
that transfer attacks from undefended models can
diagnose this failure. Since then, many proposed
defenses have been shown to rely on gradient mask-
ing (Tramer et al., 2020). Agatha’s architectural
design explicitly disrupts gradient flow, making the
gradient masking concern particularly relevant. We
address this in Section 5.5 through transfer attack
analysis, confirming that the robustness is genuine.

M.6 Discrete Textual Attacks

A parallel line of work attacks NLP models through
perturbations at the discrete text level rather than
the continuous embedding space. Character-level
attacks corrupt input tokens through insertion, dele-
tion, swap, homoglyph substitution, or impercep-
tible Unicode manipulation (Pruthi et al., 2019;
Liet al., 2018; Boucher et al., 2022). Word-level
attacks substitute synonyms while preserving se-
mantics (Alzantot et al., 2018), using gradient-free
search or model-guided generation. The TextAt-
tack framework (Morris et al., 2020) standardizes
attack generation, data augmentation, and adversar-
ial training under a common interface, and curated
benchmarks such as AdvGLUE (Wang et al., 2021)
aggregate human-validated adversarial examples
across multiple attack types. Recent studies show
that robustness varies across transformer encoders
under identical attack protocols: Gidatkar et al.
(2025) report attack success rates ranging from 0%
to 94% across BERT, RoBERTa, and Flan-T3, high-
lighting that pretraining and architecture choices
have substantial effects on text-level robustness.
Defenses in this space typically operate on the
discrete input layer rather than internal representa-
tions, using input-level filtering, vocabulary map-
ping, or adversarial example augmentation during
training. These approaches target the specific per-
turbation modalities they were designed for and
require redesign as new attack types emerge.
Agatha is designed for embedding-space ad-
versarial robustness but generalizes to represen-
tative discrete attacks. Section 5.6 reports Char-
Swap and TextBugger flip rates with consistent im-
provements, and Appendix C.5 reports AdvGLUE
results. The robustness emerges through an in-
direct mechanism: discrete perturbations propa-
gate through the tokenizer into embedding-space
changes, which the energy basins then absorb. Full
coverage of the textual-attack literature is beyond
the scope of an embedding-space architectural de-
fense, and we view defending against the full set

of textual attacks (including paraphrase, grammat-
ical manipulation, and adversarial generation) as
complementary to Agatha’s mechanism.
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