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Abstract

Character-level perturbations are widely used
to evade Chinese toxicity detection, yet existing
benchmarks either cover only a limited range
of perturbations or expand perturbation cover-
age without balanced construction across toxic
and non-toxic samples, leaving these two re-
quirements unmet within a single benchmark.
We introduce COAT (Chinese Orthogonal
Adversarial Toxicity), a 41K-sample bench-
mark spanning eight perturbation types that
enforces perturbation orthogonality: all per-
turbations are applied with equal probability
to both toxic and non-toxic texts, ensuring
P(toxic | perturbed) = 0.5. As a core diagnos-
tic layer, we annotate Natural Language Variant
Ambiguity (NLVA): 21.6% of clean samples
naturally contain surface features overlapping
with perturbation artifacts, enabling controlled
analysis of model sensitivity to perturbation-
like features and classification difficulty. Eval-
uating five encoder classifiers, three propri-
etary LLMs, and Llama3-8B with chain-of-
thought reasoning, we find that (1) models re-
main systematically sensitive to perturbation-
like features even under balanced training, and
(2) across Llama3-8B variants, overcorrection
varies systematically with the linguistic am-
biguity introduced by each perturbation type.
Step-level diagnosis localizes the shared bot-
tleneck to semantic restoration, with targeted
preference optimization yielding reliable gains
on the most ambiguous types.

1 Introduction

Online platforms face a persistent arms race against
adversarial toxicity evasion. Users increasingly de-
ploy character-level perturbations such as homo-
phone substitution, pinyin encoding, emoji inser-
tion, and visual similarity replacement to bypass
automated content moderation (Xiao et al., 2024).
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Figure 1: Evaluation bias vs. COAT’s orthogonal design.
COAT removes the shortcut P(toxic | perturbed) = 1
by perturbing both toxic and non-toxic texts.

These strategies are particularly effective in Chi-
nese, where the logographic writing system offers a
rich space of glyph-based, phonetic, and structural
manipulations. Reliable evaluation benchmarks are
therefore essential: without them, progress in ad-
versarial toxicity detection cannot be meaningfully
measured.

However, existing Chinese adversarial toxicity
benchmarks suffer from structural flaws. Toxi-
CloakCN (Xiao et al., 2024) covers only two per-
turbation types; Yang et al. (2025) extend cover-
age to eight perturbation types but apply perturba-
tions exclusively to toxic texts, creating P(toxic |
perturbed) = 1. Under this design, a model can
achieve high accuracy by learning the trivial short-
cut “perturbed = toxic” without semantic discrim-
ination (Geirhos et al., 2020). Benchmark scores
obtained under such conditions conflate detection
capability with shortcut exploitation, making it im-
possible to assess whether a model truly under-
stands toxicity or merely recognizes perturbation
artifacts.

We introduce COAT (Chinese Orthogonal
Adversarial Toxicity), a 41K-sample benchmark
applying eight perturbation types to both toxic and
non-toxic texts with equal probability, ensuring
P(toxic | perturbed) = 0.5. This eliminates the
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shortcut confound and enables diagnosis of overcor-

rection (incorrectly flagging perturbed non-toxic

texts). We additionally annotate Natural Language

Variant Ambiguity (NLVA): 21.6% of clean texts

naturally contain perturbation-like surface features,

serving as natural controls for measuring model

sensitivity to perturbation-like surface features.
Evaluating five encoder classifiers, three pro-

prietary LLMs (GPT-5.4, DeepSeek-V3, Claude

Sonnet 4.6), and Llama3-8B with CoT fine-tuning

and step-level DPO, we find two systematic fail-

ure patterns. First, even under our balanced de-
sign, models retain a residual tendency to asso-
ciate perturbation features with toxicity. Second,
in the Llama3-8B per-type analyses, overcorrec-
tion varies systematically across perturbation types,
with higher-ambiguity perturbations generally asso-
ciated with higher FPR. Step-level DPO localizes
the bottleneck to semantic restoration: only the
restoration step yields reliable improvement, and
this gain concentrates on high-ambiguity types.

Our contributions are:

* COAT, to our knowledge the first Chinese ad-
versarial toxicity benchmark combining 8 pertur-
bation types with strict orthogonality (P(toxic |
perturbed) = 0.5), totaling 41K samples with
NLVA annotation, constituting an integrated di-
agnostic framework.

* We reveal persistent model sensitivity to
perturbation-like features even under balanced
training, with NLVA-based controls showing that
this pattern extends beyond perturbation-induced
information loss.

* We identify a systematic link between NLVA and
overcorrection, enabling fine-grained separation
of perturbation-processing and ambiguity-related
errors.

* A step-level diagnostic framework localizing the
shared bottleneck to semantic restoration, with
targeted diagnostic gains concentrated on high-
ambiguity types.

2 Related Work

Automated detection of hate speech remains ac-
tively studied (Davidson et al., 2017; Hee et al.,
2024). For Chinese, COLD (Deng et al., 2022),
ToxiCN (Lu et al., 2023), and STATE ToxiCN
(Bai et al., 2025) provide increasingly fine-grained
benchmarks. Implicit hate speech (ElSherief et al.,
2021; Lee et al., 2025) shares a conceptual link
with NLVA, as surface features alone are insuffi-

ToxiCloakCN CNTP Ours
# Perturb types 2 8 8
Perturb target All Toxic only All
Pert | Toxicity v X v
Train/Test split X v v
Shortcut analysis X X v
NLVA annotation X X v
Total samples ~18K ~24K 41K

Table 1: Comparison with existing Chinese adversarial
toxicity benchmarks. ToxiCloakCN (Xiao et al., 2024)
achieves orthogonality but covers only two perturbation
types, limiting diagnostic breadth; CNTP (Yang et al.,
2025) extends to eight types but perturbs only toxic texts,
enabling shortcut learning. COAT uniquely combines
broad perturbation coverage, orthogonal design, and
NLVA annotation for fine-grained error attribution.

cient for classification.

Character-level attacks (Ebrahimi et al., 2018;
Wallace et al., 2019), adversarial NLU benchmarks
(Wang et al., 2021), and adversarial test suites for
hate speech (Hartvigsen et al., 2022; Kirk et al.,
2022; Hoeken et al., 2024) have exposed model
brittleness (Zhang et al., 2024), while cross-lingual
retrieval methods offer data-efficient alternatives
(Ghorbanpour et al., 2025). For Chinese, Toxi-
CloakCN (Xiao et al., 2024) evaluates two per-
turbation types under a balanced toxic/non-toxic
design, whereas CNTP (Yang et al., 2025) expands
coverage to eight perturbation types but applies
them only to toxic texts. Table 1 summarizes this
gap: existing resources do not combine broad per-
turbation coverage, orthogonal construction, and
fine-grained error attribution.

LLMs have been deployed as safety classifiers
(Inan et al., 2023; Zeng et al., 2024) and toxic
prompt detectors (Liu et al., 2024), with CoT rea-
soning (Liu et al., 2025) and pragmatic inference
chains for implicit toxicity (Chen and Wang, 2025),
and DPO (Rafailov et al., 2023) for preference-
based training. Despite these advances, overcor-
rection has received limited systematic study. Be-
havioral testing frameworks (CheckList (Ribeiro
et al., 2020), HateCheck (Rottger et al., 2021)) pro-
vide diagnostic probes but do not decompose error
sources specific to adversarial toxicity. Our work
addresses this gap.

3 COAT: Benchmark Construction

Figure 2 summarizes COAT’s overall diagnostic
workflow.
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Figure 2: Overview of COAT’s diagnostic workflow. Orthogonal samples, perturbation types, and NLVA controls

turn benchmark evaluation into failure diagnosis.

3.1

Existing Chinese benchmarks exhibit complemen-
tary limitations: ToxiCloakCN (Xiao et al., 2024)
adopts a balanced toxic/non-toxic design but covers
only two perturbation types, whereas CNTP (Yang
et al., 2025) extends coverage to eight types but ap-
plies perturbations only to toxic texts. To combine
broad perturbation coverage with balanced bench-
mark construction, we design COAT around the
following principle:

Motivation and Design Principles

Perturbation Orthogonality: Perturba-
tion is applied to both toxic and non-
toxic texts with equal probability, ensur-
ing P(toxic | perturbed) = P(toxic)
0.5.

This eliminates the shortcut confound so that
benchmark scores reflect content-based detection
capability. Crucially, it also enables the diagnosis
of overcorrection: models incorrectly flagging per-
turbed non-toxic texts as harmful. Because toxic
and non-toxic texts receive the same perturbations,
elevated FPR on perturbed non-toxic samples is
no longer confounded by the label-perturbation
imbalance targeted by conventional benchmarks,
providing a cleaner signal of model sensitivity to
perturbation-like features.

3.2 Perturbation Types

We apply eight character-level perturbation meth-
ods to Chinese text, covering the major adversarial
strategies observed in real-world toxic content eva-
sion (Xiao et al., 2024). Table 2 summarizes these
methods.

Type Category Description

Emoji Insertion  Insert emojis between charac-
ters

Homo Phonetic Replace with homophone char-
acters

PY_Init  Phonetic Replace with pinyin initials

PY_Full  Phonetic Replace with full pinyin

Trad Glyph Convert to traditional charac-
ters

Shuff Structural ~ Shuffle character order in
words

VSim Glyph Replace with visually similar
chars

Split Structural Decompose characters into
radicals

Table 2: Eight perturbation types in COAT, categorized
by manipulation strategy.

All eight types are applied to both toxic and
non-toxic texts. Each perturbation operates at the
character level with controlled intensity to maintain
readability while introducing sufficient adversarial
noise. For example, under emoji insertion deco-
rative emojis appear between characters; py_init
reduces each character to its pinyin initial (e.g., a
four-character phrase becomes a four-letter abbre-
viation); vsim substitutes characters with visually
similar glyphs preserving the overall outline. De-
tailed algorithms are provided in Appendix A.

These eight types span three major manipulation
axes—phonetic (homo, py_init, py_full), glyph-
based (trad, vsim), and structural (emoji, shuff,
split)}—covering the principal evasion strategies
documented in Chinese online platforms (Xiao
et al., 2024; Yang et al., 2025).
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3.3 NLVA Annotation

Certain clean (unperturbed) texts naturally contain
surface features that overlap with perturbation ar-
tifacts. For example, naturally occurring emojis
are indistinguishable from emoji-insertion perturba-
tion, and internet abbreviations overlap with pinyin-
initial encoding. We refer to this overlap between
naturally occurring surface forms and perturbation
artifacts as Natural Language Variant Ambiguity
(NLVA), a text-level property annotated indepen-
dently of model behavior. Such overlap provides
a natural diagnostic setting for examining model
sensitivity to perturbation-like features.

Two trained annotators (graduate students in
computational linguistics with prior hate speech
annotation experience) independently label each
clean sample for NLVA presence across four fea-
ture categories: emojis, Latin/pinyin characters,
mixed-script patterns, and internet abbreviations.
A third expert (senior researcher) adjudicates dis-
agreements. Inter-annotator agreement reaches
rx = 0.83. The resulting 21.6% NLVA-positive
samples serve as natural controls for measuring
model sensitivity to perturbation-like surface fea-
tures.

3.4 Dataset Statistics

We source 4,586 base texts from ToxiCN (Lu et al.,
2023), balanced between toxic (2,293) and non-
toxic (2,293) samples. Each text undergoes all
eight perturbation types plus a clean (unperturbed)
condition, yielding 4,586 x 9 = 41,274 total sam-
ples.

The non-toxic subset is drawn from the same
online forum sources to ensure domain consistency.
Average text length is 28.3 characters (toxic: 24.7,
non-toxic: 31.9).

We partition by base text ID to prevent cross-
split leakage: 1,000 base texts for training (9K
samples), 200 for development (1.8K), and 3,386
for testing (30.5K). The large test set ensures sta-
tistical reliability across all perturbation types.

Quality Assurance. Automated checks verify
that every base text produces exactly nine variants
with balanced labels and no cross-split leakage; 5%
of outputs per perturbation type are additionally
spot-checked for readability (see Appendix A).
COAT is, to our knowledge, the first Chinese
adversarial toxicity benchmark combining com-
prehensive perturbation coverage (8 types), strict

orthogonality (P(toxic | perturbed) = 0.5), and
explicit NLVA annotation.

4 Experiments and Analysis

4.1 Experimental Setup

We evaluate four categories of models on COAT:
(1) Encoder classifiers: BERT-base-chinese
(Devlin et al., 2019), RoBERTa-wwm-ext and
MacBERT (Cui et al., 2020), ERNIE (Sun et al.,
2019), and ELECTRA (Clark et al., 2020), fine-
tuned on the COAT training set (3 random
seeds each); (2) Proprietary LLMs: GPT-5.4,
DeepSeek-V3, and Claude Sonnet 4.6, evaluated
zero-shot via API using the Simple Prompt shown
in Appendix E; (3) Open-source LLM: Llama3-
8B with label-only SFT (direct classification) and
three-step Chain-of-Thought SFT (perturbation
recognition — semantic restoration — toxicity
judgment); (4) Step-level DPO: preference opti-
mization targeting individual CoT reasoning steps.
For each step, we construct 300 preference pairs
from predictions of the CoT SFT model on training
data.

We report Macro-F1 as the primary metric, sup-
plemented by Recall (true positive rate; TPR) on
toxic samples and False Positive Rate (FPR) on
non-toxic samples. The Recall-FPR pair captures
the detection-overcorrection trade-off central to ad-
versarial robustness evaluation.

Encoder models are evaluated on the full test set
(30,474 samples) across 3 seeds. All LLM variants
(proprietary and open-source) are run on the full
test set; metrics are computed over successfully
parsed binary predictions, with invalid outputs ex-
cluded from metric calculation.

4.2 Multi-Model Benchmarking

Table 3 presents the overall results across all model
families.

Rather than ranking models by absolute per-
formance, we highlight three systematic patterns
across all model families.

Detection—Overcorrection Trade-off. Mod-
els diverge markedly along the detection—
overcorrection axis. DeepSeek-V3 shows high
Recall (88.9%) together with high FPR (40.0%),
whereas ERNIE and Claude show lower FPR and
lower Recall. No model simultaneously achieves
high detection and low overcorrection. This
trade-off is observed across the evaluated models
and perturbation types, suggesting that balancing
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Overall (%)

Per-perturbation Macro-F1 (%)

Model F1 Recallt FPR| clean emoji homo trad shuff py_full py_init vsim split
Encoder Classifiers (fine-tuned, 3-seed avg.)
BERT-base 746 714 23.0 785 757 754 783 715 719 71.7 709 71.6
RoBERTa-wwm 754  73.7 239 792 766 761 790 775 732 723 721 723
ERNIE 754 67.8 174 781 782 746 78.1 787 734 723 729 723
ELECTRA 743  69.8 21.8 774 739 743 778 769 726 727 714 171.6
MacBERT 70.0 62.1 222 729 697 705 73.0 732 675 67.8 68.0 67.4
Proprietary LLMs (zero-shot)
GPT-5.4 73.7  66.0 184 759 749 747 744 750 77.1 68.7 722 68.6
DeepSeek-V3 739 889 40.0 80.1 769 772 78.8 794 735 66.7 68.8 60.1
Claude 4.6 73.5 636 160 748 760 735 738 784 756 67.5 70.8 66.2
Open-source LLM (Llama3-8B)
Simple Prompt 629  40.9 10.8 632 621 590 639 619 669 66.8 60.4 59.8
Label-only SFT 76.8 77.6 239 815 800 765 806 780 75.1 73.7 726 733
CoT SFT 789 783 20.5 838 81.8 80.0 841 812 79.0 75.0 73.1 723
Step1-DPO 787 772 199 834 820 798 84.1 807 785 747 729 72.0
Step2-DPO 79.0 782 202 836 819 798 84.1 813 79.1 755 734 726
Step3-DPO 789 770 193 834 82.0 798 841 813 792 747 727 725

Table 3: Main results on COAT. Recall = true positive rate (TPRT); FPR = false positive rate (J). Per-perturbation
columns are ordered by increasing linguistic ambiguity (left = low, right = high). Bold = best in each column (FPR
excluded due to the detection—overcorrection trade-off). Encoder results are 3-seed averages (max std < 0.8 pp

across all cells).

detection sensitivity and overcorrection remains
challenging under perturbation.

Consistent Vulnerability Profile. Across the
trained Llama variants and encoder classifiers,
vsim, split, and py_init generally fall among the
more challenging perturbation types, although the
exact ordering varies by model (see Table 3). This
recurrent vulnerability profile is consistent with se-
mantic restoration being a shared bottleneck. The
consistency of this broader difficulty pattern across
models suggests that the linguistic properties of the
perturbations make a substantial contribution to the
observed performance differences.

Selective Advantage of CoT Reasoning. CoT
SFT achieves its largest gains on perturbation
types amenable to explicit reasoning (e.g., trad:
80.6—84.1 F1 from Label-only to CoT; shuff:
78.0—81.2), while yielding limited improvement
on types where semantic restoration is hardest
(vsim: 72.6—73.1; split: 73.3—72.3). This se-
lectivity suggests that CoT benefits primarily the
recognition step—once a perturbation is correctly
identified, traditional characters and shuffled text
are straightforward to restore, whereas visually
similar glyphs and radical decompositions require
character-structure knowledge beyond what chain-
of-thought alone provides.

Cross-Paradigm Comparison. Encoder classi-
fiers and LLMs exhibit complementary failure pro-
files. Encoders show relatively uniform degrada-
tion across perturbation types, reflecting their re-
liance on subword token distributions that are dis-
rupted by any character manipulation. In contrast,
proprietary LLMs show higher variance: GPT-5.4
handles py_full well (77.1%) but struggles with
py_init (68.7%), while DeepSeek-V3 achieves high
detection at the cost of severe overcorrection across
all types. The open-source Llama3-8B with CoT
training reaches 78.9% F1, outperforming the eval-
uated proprietary LLMs on this benchmark and
suggesting that explicit reasoning over perturba-
tion structure can improve robustness under these
evaluation conditions.

4.3 Finding 1: Evaluation Bias and Shortcut
Learning Risk

The Structural Bias in Existing Benchmarks.
In conventional adversarial benchmarks (Yang
et al., 2025), perturbations are applied exclu-
sively to toxic texts, establishing P(toxic |
perturbed) = 1. A model trained on such data
can achieve near-perfect detection via the short-
cut § = 1[contains perturbation features] (Geirhos
et al., 2020).

Our benchmark, where P(toxic | perturbed) =
0.5, provides a diagnostic lens. If models had
learned content semantics, their False Positive Rate
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Model Clean FPR  Pert. FPR A Type Simple Label CoT S1 S2 S3 Amb.
BERT-base 18.9 235 +4.6 homo 59 184 155 156 150 145 Low
RoBERTa 20.8 243 +3.5 emoji 65 202 157 152 154 146 Low
ERNIE 21.9 168  —5.1 trad 72 206 14.1 132 140 13.0 Low
Label-only SFT 18.9 246 457 shuff 7.1 253 17.7 186 17.3 169 Med
CoT SFT 16.2 210 +48 py_full 166 262 22.4 20.8 21.5 199 Med
py_init 223 274 253 245 23.8 24.1 High

Table 4: False Positive Rate (FPR | Coep.  vsim 125 290 268 258 252 262 High
able 4: False Positive Rate (FPR, %) on clean vs. per split 127 294 322 303 30.8 30.1 High

turbed non-toxic samples.

(FPR) on perturbed non-toxic samples should be
comparable to that on clean non-toxic samples. Ta-
ble 4 examines this.

Analysis. Four of five models exhibit A > 0, re-
vealing residual sensitivity to perturbation features
even under COAT’s balanced design. The sole ex-
ception, ERNIE (A = —5.1), combines the lowest
Recall (67.8%) with the lowest perturbed-sample
FPR (16.8%), reflecting a more conservative pre-
diction profile. Notably, the positive gap also re-
mains for Llama3-8B with CoT trained on bal-
anced data (A = +4.8), showing that perturbation-
feature sensitivity remains measurable even with-
out label-perturbation imbalance (the conventional
P(toxic | perturbed) = 1 setting).

Separating Feature Sensitivity from Perturba-
tion Difficulty. Perturbation-induced informa-
tion loss offers another account of the elevated FPR
(A > 0): distorted inputs may simply be harder to
classify. NLVA provides a natural control for this
possibility (§4.4). NLVA-positive clean samples
are unperturbed, yet they still show consistently
higher FPR (AFPR = +1.3 to +5.9). This paral-
lel pattern links overcorrection to perturbation-like
surface features themselves, beyond the difficulty
introduced by explicit perturbation.

4.4 Finding 2: Overcorrection Patterns
Reveal Perturbation-Induced Ambiguity

Having established that models retain a residual
perturbation-toxicity association, we now investi-
gate whether overcorrection variation across pertur-
bation types is systematic, and specifically whether
it correlates with the degree of linguistic ambiguity
each type introduces.

We compute the False Positive Rate (FPR) on
non-toxic samples for each perturbation type across
all Llama3-8B variants. Table 5 reveals a general
tendency for high-ambiguity perturbations to oc-
cupy the higher-FPR end.

Table 5: False Positive Rate (FPR, %) by perturbation
type. Amb. = linguistic ambiguity level, operational-
ized by the degree to which the perturbed surface form
overlaps natural Chinese offensive expressions: High =
output systematically coincides with profanity or slurs
(split, vsim, py_init); Med = partial overlap with offen-
sive patterns (shuff, py_full); Low = produces distinc-
tive artifacts rarely confused with natural text (emoji,
homo, trad).

Key Findings. First, across the trained Llama
variants, high-ambiguity perturbations generally
occupy the higher-FPR end. Second, the three high-
ambiguity types produce surface forms that overlap
with naturally occurring variants captured by the
NLVA annotation: split and vsim can resemble
naturally occurring mixed-script or character-form
patterns, while py_init can resemble naturally oc-
curring Latin/pinyin abbreviations. Third, training
changes the FPR profile non-uniformly. The Sim-
ple Prompt combines low FPR with low Recall
(40.9%); after CoT SFT, Recall rises to 78.3% and
FPR increases on low-ambiguity types (e.g., emoji:
6.5—15.7). High-ambiguity types remain at the
high-FPR end after SFT (e.g., py_init: 22.3—25.3).
We partition clean samples by NLVA status
(758/3,386 = 22.4% NLVA-positive in test). If pre-
dictions are sensitive to perturbation-like surface
features, NLVA-positive samples should exhibit
higher FPR. Table 6 shows this pattern consistently.

All nine evaluated models exhibit AFPR > 0

(Table 6), showing that the pattern appears con-
sistently across the evaluated model families. En-
coders show A = +4.0 to +5.2; among LLMs, the
gap widens from +1.3 (Simple Prompt) to +5.9
(CoT SFT). Step2-DPO narrows the gap to +3.9,
the largest reduction among the step-level variants.
These results decompose overcorrection into two
categories:

1. Perturbation-processing errors (low-
ambiguity types): the model fails to handle
the perturbation itself, addressable through
improved training and CoT reasoning.

2. Ambiguity-related errors (high-ambiguity
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Model NLVA+ NLVA- A ng
Encoder classifiers (3-seed avg.)
BERT 22.5 179 +4.6 379
RoBERTa 24.8 19.6 +52 379
ERNIE 25.0 21.0 +4.0 379
ELECTRA 23.1 185 +4.6 379
MacBERT 26.2 213 +49 379
LLM variants (Llama3-8B)
Simple Prompt 7.7 64 +1.3 323
Label-only SFT 23.1 179 +52 324
CoT SFT 19.6 13.7 +59 317
Step2-DPO 18.6 147 +39 317

Table 6: FPR (%) on clean non-toxic samples by
NLVA status. NLVA+/NLVA— = FPR on NLVA-
positive/negative subsets; n; = number of NLVA-
positive clean non-toxic predictions included in the FPR
denominator. All models exhibit A > 0.

30
B NIVA+ (clean)

NLVA- (clean)
25 A=+52

)
S
1

False Positive Rate (%)
73
1

Label-only CoT Step2
Prompt SFT SFT -DPO

Simple

Figure 3: FPR on clean non-toxic samples by NLVA
status. NLVA-positive texts consistently show higher
FPR than NLVA-negative texts. Step2-DPO narrows the

gap.

types and NLVA-positive samples): the per-
turbed surface form objectively shares fea-
tures with offensive language, posing a dis-
ambiguation challenge that current detection
paradigms do not resolve.

5 Discussion and Open Challenges

The preceding experiments reveal two system-
atic failure patterns—perturbation-feature sensi-
tivity (§4.3) and ambiguity-related overcorrection
(§4.4)—and motivate a stage-level analysis of
where targeted intervention is most effective. We
now conduct a supplementary diagnostic experi-
ment: applying step-level preference optimization
to each CoT reasoning stage independently, us-
ing the pattern of improvement across perturbation

Type Stepl Step2 Step3
Overall —0.2 +0.1 +0.0
py_init  —0.3 +0.5 —-0.3
vsim —-0.2 +0.3 —-0.4
split -0.3 +0.2 +0.2
py_full  —0.5 +0.1 +0.3
shuff -0.5 +0.1 +0.1
emoji +0.2 +0.1 +0.2
homo —-0.2 —-0.2 —-0.2
trad +0.0 £0.0 +£0.0

Table 7: AMacro-F1 (pp) of each step-level DPO vari-
ant vs. CoT SFT. Step2 (semantic restoration) yields
reliable improvement concentrated on high-ambiguity

types.

types to localize the bottleneck.

5.1 Step-Level Error Decomposition

Our CoT SFT model decomposes detection into
three explicit reasoning stages: (1) perturbation
recognition, identifying whether and how the input
has been perturbed; (2) semantic restoration, recon-
structing the intended meaning from the distorted
surface form; and (3) toxicity judgment, classify-
ing the restored content. We apply DPO (Rafailov
et al., 2023) to each stage independently (Stepl-,
Step2-, Step3-DPO), using 300 preference pairs
per stage constructed from errors of the CoT SFT
model on training data. We emphasize that this
step-level DPO serves as a diagnostic probe rather
than a production-grade training method. The small
budget and single-step intervention reveal which
reasoning stage responds to targeted improvement,
with the informative signal being the pattern of
where improvement concentrates, not the magni-
tude.

Table 7 summarizes the per-perturbation F1
change (A) for each step-level DPO variant rel-
ative to the CoT SFT baseline.

The critical signal is not the magnitude of im-
provement (which is modest by design given the
300-pair budget) but its selectivity across steps and
perturbation types. First, semantic restoration is
the core bottleneck: Step2-DPO is the only vari-
ant that yields positive gains consistently across
all high-ambiguity types—py_init (40.5), vsim
(+0.3), and split (+0.2)—while Step1-DPO (recog-
nition) yields marginal degradation and Step3-DPO
(judgment) produces mixed results.

Second, Step2-DPO gains concentrate on high-
ambiguity perturbations. Its largest gains occur
on py_init, vsim, and split, while improvement is
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negligible on low-ambiguity types (emoji, trad).

Third, NLVA disambiguation improves with
restoration. Step2-DPO reduces the FPR gap be-
tween NLVA-positive and NLVA-negative samples
from +5.9 (CoT SFT) to +3.9 (34% relative reduc-
tion), compared with only 7% relative reduction
for Step1-DPO and 14% for Step3-DPO.

With 300 preference pairs per step, base-text-
level bootstrap resampling (1,000 iterations, resam-
pling by base_id to respect the non-independence
structure) confirms that Step2-DPO’s per-type
gains on py_init, vsim, and split are statistically
reliable (p < 0.05). Cohen’s d effect sizes: Step2-
DPO yields d = 0.42 on py_init, d = 0.31 on
vsim, and d = 0.22 on split (small-to-medium
effects), whereas Step1-DPO and Step3-DPO pro-
duce |d| < 0.10 on the same types.

5.2 Implications

Our findings suggest three research directions:

(1) Semantic restoration as a pre-processing
module. Dedicated perturbation-type-aware
restoration modules leveraging Chinese character
structure (radical decomposition, phonetic map-
ping, glyph similarity) could yield substantial ro-
bustness gains. For example, a vsim-aware mod-
ule could use stroke-order embeddings to map per-
turbed glyphs back to intended characters before
classification. COAT provides a ready-made eval-
uation framework for such defenses as well as for
adversarial training and input normalization ap-
proaches.

(2) Intent-aware NLVA disambiguation. Au-
tomatic NLVA disambiguation requires reason-
ing about communicative intent rather than sur-
face form. When a pinyin abbreviation coincides
with profanity, the model must infer from context
whether the author intends the offensive reading or
the benign internet slang usage—a pragmatic infer-
ence task that current classifiers do not explicitly
model.

(3) Orthogonality as an evaluation standard.
Perturbation orthogonality, P(toxic | perturbed) =
P(toxic), should be a minimum standard for diag-
nostic adversarial robustness benchmarks across
languages. We encourage future benchmark design-
ers across different languages to enforce analogous
orthogonality constraints when the goal is to isolate
detection capability from distributional artifacts.

Scope of the Orthogonality Principle. We dis-
tinguish diagnostic from deployment benchmarks.

COAT enforces P(toxic | perturbed) = 0.5 to iso-
late model capability from distributional shortcuts.
In deployment, P(toxic | perturbed) may naturally
exceed 0.5 because adversarial perturbations are
predominantly used for evasion. Our claim is not
that all evaluation should be orthogonal, but that
at least one diagnostic benchmark with this prop-
erty is necessary to distinguish genuine detection
from shortcut exploitation; the two paradigms are
complementary.

6 Conclusion

We present COAT, to our knowledge the first Chi-
nese adversarial toxicity benchmark enforcing per-
turbation orthogonality across eight perturbation
types and 41K samples, with explicit NLVA anno-
tation for fine-grained error attribution. Through
systematic evaluation of five encoder classifiers,
three proprietary LLMs, and Llama3-8B with CoT
reasoning and step-level DPO, we identify two sys-
tematic failure patterns: (1) perturbation-feature
sensitivity remains evident under balanced train-
ing, with four of the five models in the clean-vs.-
perturbed analysis showing a 3.5-5.7 percentage-
point FPR increase, while ERNIE shows the oppo-
site pattern; (2) in the Llama3-8B per-type analyses,
overcorrection varies systematically with perturba-
tion ambiguity, with high-ambiguity types gener-
ally associated with higher FPRs across training
variants. Step-level diagnosis localizes the shared
bottleneck to semantic restoration: only Step2-
DPO (restoration) yields consistent improvement
on high-ambiguity types (d = 0.22-0.42), while
recognition and judgment steps produce negligi-
ble effects. These findings establish a concrete
research agenda: dedicated restoration modules
that leverage character-structure knowledge, intent-
aware NLVA disambiguation, and perturbation or-
thogonality as a minimum diagnostic evaluation
standard. We present COAT as a diagnostic bench-
mark for systematic evaluation and analysis of ro-
bust Chinese toxicity detection.

Limitations

COAT is limited to Chinese; the specific perturba-
tion types exploit Chinese writing system prop-
erties and may not transfer directly. Our eight
types are applied individually; real-world attack-
ers may combine multiple perturbations simulta-
neously, which COAT does not model. All 41K
samples derive from 4,586 base texts (each gener-
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ating 9 variants), so the effective textual diversity
is limited by the source corpus size. Annotation in-
volved only two annotators (x = 0.83) with expert
adjudication.

Base texts are sourced from ToxiCN (Lu et al.,
2023), inheriting its topic distribution and potential
biases. Our shortcut learning evidence (§4.3) is
diagnostic rather than causal; a direct experiment
training on biased data and testing on COAT would
strengthen this claim and is left to future work.
Step-level DPO uses only 300 pairs per stage (de-
liberately small for diagnostics); larger-scale opti-
mization may yield different patterns.

Ethics Statement

This work constructs and evaluates a toxicity de-
tection benchmark containing offensive language.
Toxic texts are sourced from the publicly released
ToxiCN dataset (Lu et al., 2023), which was col-
lected and released with ethical review; we do not
generate novel toxic content, collect new user data,
or add personally identifying information. NLVA
annotation was conducted by two trained annota-
tors who provided informed consent and were fairly
compensated; the task labels surface-form ambigu-
ity rather than asking annotators to produce harmful
content.

COAT is intended only for research on improv-
ing content moderation. We acknowledge the dual-
use risk that perturbation knowledge could aid eva-
sion, but these perturbation types are already docu-
mented in prior work (Xiao et al., 2024) and used
in the wild.
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A Perturbation Generation Algorithms

For each perturbation type, we apply character-
level transformations with controlled intensity. Be-
low we summarize the key parameters:

* Emoji insertion: Random emojis inserted be-
tween 30-50% of character pairs.

* Homophone: Target characters replaced with
same-tone homophones from a curated dictionary
of 2,847 entries.

* PY_Init / PY_Full: Characters converted to
pinyin initials or full pinyin using the pypinyin
library.

* Traditional: Simplified-to-traditional conver-
sion via the opencc library.

* Shuffle: Intra-word character order randomized
(words segmented by jieba).

* VSim: Characters replaced with visually simi-
lar alternatives from a manually curated glyph-
similarity dictionary (1,203 pairs, cosine similar-
ity > 0.85 in stroke-order embeddings).

e Split:  Characters decomposed into radi-
cal/component sequences using the IDS (Ideo-
graphic Description Sequence) database.

Unless otherwise specified, all preprocessing
packages are used with their default settings; per-
turbation intensity and dictionary sizes are reported
above.

Quality verification: A 5% random sample from
each perturbation type is manually spot-checked
to ensure readability and correct perturbation ap-
plication. Samples failing readability checks are
regenerated.

B Hyperparameter Details

Encoder Fine-tuning. Learning rate: 2 x 107°;
batch size: 32; epochs: 5; optimizer: AdamW with
weight decay 0.01. Best checkpoint selected by
dev-set Macro-F1.

Llama3-8B SFT. Learning rate: 1 x 1075; batch
size: 8 (gradient accumulation 4); epochs: 3; LoRA
rank: 16, a: 32. Training on COAT train split (9K
samples).

Step-level DPO. ( = 0.1; learning rate: 5 X
10~7; 300 preference pairs per step; 1 epoch; initial-
ized from CoT SFT checkpoint. Pairs constructed
from CoT SFT errors: correct chains as chosen,
naturally occurring step-specific errors as rejected.

Computing Infrastructure. Open-source LLM
experiments were conducted on NVIDIA A100

GPUs. The open-source model is Llama3-8B. En-
coder classifiers use standard base-size Chinese
encoders. Llama3-8B SFT was the dominant com-
putational cost; each 300-pair DPO run required
substantially less compute than SFT. Proprietary
LLMs were evaluated through API calls and did
not require local training compute.

C NLVA Annotation Guidelines

Annotators receive a detailed guideline document
defining NLVA and the four feature categories. For
each clean (unperturbed) sample, annotators inde-
pendently answer: “Does this text naturally contain
surface features that could be confused with per-
turbation artifacts?” The decision is based on the
following category definitions:

Category 1: Emoji Features. The text contains
naturally occurring emojis used for emotional ex-
pression that overlap with patterns produced by
emoji-insertion perturbation. Decorative emojis be-
tween characters trigger NLVA; emojis at sentence
boundaries do not.

Category 2: Latin/Pinyin Characters. The
text contains naturally occurring Latin characters
or pinyin expressions common in internet Chi-
nese (e.g., “yyds”, “nb”, “666”, brand names like
“iPhone”) that overlap with pinyin-initial or full-
pinyin perturbation patterns.

Category 3: Mixed-Script Patterns. The text
mixes Chinese characters with other scripts in
ways that resemble character-splitting or visual-
similarity perturbation (e.g., using Japanese
katakana, traditional-simplified mixing in proper
nouns, or radical-like sequences that coincidentally
form common patterns).

Category 4: Internet Abbreviations. The text
uses abbreviation conventions (e.g., homophonic
number substitutions like “748” for profanity, al-
phabetic abbreviations) that overlap with homo-
phone or pinyin perturbation outputs.

Decision Rule. A sample is labeled NLVA-
positive if any of the four categories is triggered.
Most disagreements were concentrated in Cate-
gories 2 and 4, where the boundary between “nat-
ural internet language” and “perturbation-like” is
inherently ambiguous.
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f Simple Prompt

BHMA TR A RBRTES/MIRSIE.
A {text}

NiaHREInE, FE2RE,

Label: 0 FHRFCE, Label: 1 FRE=E,
ZEME: Label: 08 Label: 1

/ Cot Prompt \

r A {text}

g Ek:

1. 1E <think> iR&EH, FAERIAT= SN

- BB— (FHOREN: FESCAERTHMTS (ETH/EE S/ EETE/HE 2/ /T
FATEL/EFARE) .

-SB RARR]: EXARREAEIRNFERES.

-BR= BEES: BEMTERENIENEABEEM. B85, NEBEIHMESEERS.
2. 7E <think> iSRG, BHREIFE "label: 0" (FTE) 5 "Label: 1" (BE) .

wfil:

<think>

- SB— [FHIRRN: FE

- (ROIRR]: {RETE

-SR= (BAEMS: BE8%TIAN, EEBEREE.

</think>
Label: 1

Figure 4: Prompt templates used in the LLM experiments (shown in original Chinese). The Simple Prompt is shared
by the proprietary zero-shot LLMs, zero-shot Llama3-8B, and Label-only SFT. The CoT Prompt requires three-step
reasoning (perturbation identification — semantic restoration — toxicity judgment) inside <think> tags.

Clean Emoji Homo Trad Shuff Py_full Py_init Vsim Split

High Ambiguity ‘

BERT-base
ROBERTa-wwm 83
ERNIE
ELECTRA
MacBERT

GPT-5.4

DeepSeek-V3

Macro-F1 (%)

Claude 4.6

Simple Prompt
Label-only SFT
CoT SFT
Stepl-DPO

Step2-DPO

Step3-DPO

Increasing Linguistic Ambiguity

Figure 5: Per-perturbation Macro-F1 (%) across all model families on COAT. Columns are ordered from lower to
higher linguistic ambiguity (left to right). Darker cells indicate higher Macro-F1. The low Macro-F1 on py_init,
vsim, and split highlights a shared vulnerability to high-ambiguity perturbations.

D Full-Chain DPO Ablation Per-Perturbation Breakdown for Full-Chain
DPO. Full-chain DPO yields results comparable
to the CoT SFT baseline, consistent with the in-

In addition to the step-level DPO variants reported  terpretation that undirected optimization across all

in §5.1, we also train a full-chain DPO model that  steps dilutes the targeted diagnostic signal. Only

optimizes all three reasoning steps simultaneously.  Step2-DPO (semantic restoration) produces a net

Table 8 compares all variants.
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Model F1 Recall FPR AF1
CoT SFT (baseline)  78.9 78.3 20.5 —

Step1-DPO 78.7 772 199 -02
Step2-DPO 79.0 78.2 202 +0.1
Step3-DPO 78.9 71.0 193  £0.0

Full-Chain DPO 78.8 71.5 197  -0.1

Table 8: Comparison of step-level and full-chain DPO
variants.

positive AF1. The full-chain model shows no sys-
tematic improvement on any perturbation type. On
high-ambiguity types (py_init: —0.1, vsim: £0.0,
split: —0.2), it fails to capture the gains achieved by
Step2-DPO alone (+0.5, +0.3, +0.2 respectively).
This supports the need for targeted step-level diag-
nosis.

E Prompt Templates

Figure 4 presents the exact Chinese prompts used
in the LLM experiments. The Simple Prompt is
shared by the proprietary zero-shot LLMs, the zero-
shot Llama3-8B evaluation, and Label-only SFT.
The CoT Prompt specifies a three-step reasoning
format inside <think> tags with an in-context ex-
ample.

F Per-Perturbation Performance
Heatmap

Figure 5 visualizes the full per-perturbation Macro-
F1 matrix, complementing Table 3 by making the
degradation pattern on high-ambiguity perturba-
tions directly visible.
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