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Abstract

Vision-language models (VLMs) are increas-
ingly used through black-box, open-ended in-
terfaces, where input-level backdoor screening
must work without model parameters, gradi-
ents, logits, or training data. We present GPC-
E4, a detector for single image-prompt queries
that probes a VLM with mild, semantics-
preserving visual and textual perturbations.
The method measures whether the output be-
havior contracts unusually under these probes:
GPC captures dominant-mode or semantic con-
sistency, while E4 summarizes predictive en-
tropy, augmentation mutual information, mini-
mal collapse, and local slope along perturbation
paths. A fixed robust normalization combines
these signals and can operate without a known-
clean calibration set. Across COCO, Flickr30k,
Caltech101, and MMBench-style evaluations
with LLaVA-1.5, MiniGPT-4, CLIP, CoOp,
and Qwen3-VL, GPC-E4 outperforms STRIP,
SCALE, TeCo, and BDet in both closed-set
and open-ended settings. Additional analyses
under alternative stressors, prompt and distribu-
tion shifts, zero clean calibration, VLM-native
attacks, and detector-aware attacks character-
ize when the contraction signal is reliable and
when it weakens.

1 Introduction

Vision-language models (VLMs) are now com-
monly accessed through interfaces that accept an
image and an instruction and return either a label,
a caption, or a free-form answer. This interface is
convenient for deployment, but it makes input-level
backdoor detection difficult. A screening method
may see only one image-prompt query at a time,
may receive open-ended text rather than logits, and
often has no access to model parameters, gradients,
activations, or training data. These constraints ex-
clude many model-inspection and trigger-inversion
defenses that are effective for conventional image
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classifiers (Wang et al., 2019; Liu et al., 2019; Gao
et al., 2019; Guo et al., 2023).

Multimodal backdoors add another source of dif-
ficulty. Triggers can be visible patches, blended
patterns, frequency-coded signals, content-aware
transformations, or instruction-dependent image-
text keys (Gu et al., 2019; Chen et al., 2017; Zeng
et al., 2021; Nguyen and Tran, 2021; Liang et al.,
2025; Xu et al., 2024; Liang et al., 2024). They
may not be identifiable from pixels alone, and their
effect may appear only through the conditional be-
havior of the VLM under a particular prompt. This
motivates a black-box detector that treats the model
response as the main observable and asks how
that response changes under controlled, semantics-
preserving probes.

Our starting point is that successful triggered in-
puts often exhibit unusually stable behavior under
such probes. For clean inputs, mild spatial, photo-
metric, frequency, stochastic, or textual perturba-
tions usually introduce ordinary variation in labels
or generated text. For triggered inputs, the response
is more likely to remain concentrated around the
target behavior. We refer to this empirical pattern
as local distributional contraction. It is not meant as
a universal guarantee: weak triggers, overly strong
perturbations, or adaptive attacks that preserve out-
put diversity can weaken it. Nevertheless, it pro-
vides a useful organizing principle for measuring
black-box VLM behavior.

We instantiate this principle as GPC-E4. Gen-
eralized Prediction Consistency (GPC) measures
dominant-label stability for closed-set wrappers
and semantic stability for open-ended generation.
The Entropy Quartet (E4) measures four comple-
mentary aspects of output uncertainty under pertur-
bations: predictive entropy, augmentation mutual
information, minimal collapse, and initial slope
along perturbation paths. These statistics are nor-
malized with robust reference estimates and fused
with fixed weights, so the detector does not require
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attack-label training and can also run with an unla-
beled screening pool instead of a clean calibration
set.

We evaluate GPC-E4 across closed-set and open-
ended regimes on COCO, Flickr30k, Caltech101,
and MMBench-style prompts, using LLaVA-1.5,
MiniGPT-4, CLIP, CoOp, and Qwen3-VL. The ex-
periments include static, spectral, content-aware,
VLM-native, domain-shift, and detector-aware at-
tacks, and report both AUROC and FPR@95TPR.
The results show consistent gains over STRIP,
SCALE, TeCo, and BDet, while the adaptive at-
tack study highlights an evasion–utility trade-off
rather than a complete defense.

Contributions. Our contributions are:

• We formulate black-box input-level VLM
backdoor detection as a response-stability
problem that supports both closed-set outputs
and open-ended generation.

• We propose GPC-E4, a logit-free detector that
combines semantic consistency with four un-
certainty statistics computed under mild multi-
view perturbations.

• We evaluate the method across models,
datasets, trigger families, output regimes, and
deployment stress tests, including zero clean
calibration and detector-aware attacks.

2 Task Formulation and Assumptions

Model interface. We consider a deployed VLM
accessed via a black-box interface, such as a cloud
API or a local inference service. Given an image-
prompt pair z = (x, t), the model returns either (i)
a closed-set predictive distribution

p(y | z;Y ), y ∈ Y, (1)

or (ii) an open-ended textual response a(z). Token
probabilities or logits may be used when an inter-
face exposes them, but they are not required by
the detector. The detector has no access to model
parameters, gradients, intermediate representations,
or training data, and may only issue input queries
and observe the resulting outputs.

Backdoor setting. The adversary seeks to im-
plant a backdoor such that, in the presence of
a trigger, the model exhibits targeted behavior,
while maintaining normal utility on clean inputs.

In closed-set settings, this corresponds to steer-
ing predictions toward a target label yt; in open-
ended generation, this corresponds to inducing a
target semantic response or output pattern. We con-
sider a broad class of attacks, including those that
rely solely on data poisoning, as well as attacks
where the adversary can manipulate the training
process directly, and allow triggers that are explicit
or stealthy, color-biased, frequency-coded, or ad-
versarially optimized. The adversary is constrained
to preserve high task performance and output plau-
sibility on clean inputs, thereby limiting overt distri-
butional shifts that would trivially reveal the attack.

Attacker knowledge. By default, we assume a
detector-agnostic adversary that is unaware of the
specific detection mechanism. We additionally con-
sider detector-aware adversaries in which the at-
tacker has knowledge of the detection strategy and
attempts to adapt accordingly; these adaptive set-
tings are evaluated empirically. In all cases, the
adversary does not control the detector’s query pro-
cess or post-hoc analysis, and cannot modify model
outputs at inference time.

Screening task. The goal of the detector is to
determine, for a single input z, whether it contains
a backdoor trigger. Formally, this is a hypothesis
test based only on observable behavior:

{
H0 : z is clean,
H1 : z contains a trigger.

(2)

UnderH0, the input induces a nominal conditional
output distribution; underH1, it induces abnormal
conditional behavior. The detector must operate at
the input level, without assumptions on fixed target
labels, trigger forms, or output templates, and must
support both closed-set and open-ended generation
regimes.

3 Method

3.1 Problem Setup
We consider a black-box detector that receives an
image-prompt pair (x, t), where x ∈ X denotes
the visual input and t ∈ T is the accompanying
prompt or instruction. The queried VLM returns
either (i) a closed-set response over a finite label
set Y = {yk}Kk=1, or (ii) an open-ended textual re-
sponse a(x, t). The detector cannot inspect model
parameters, intermediate states, gradients, or train-
ing data; it can only issue perturbed input queries
and observe outputs.
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Figure 1: Overview of the proposed GPC-E4 framework. Our framework evaluates abnormal contraction and
invariance of a VLM’s conditional output distribution under controlled multimodal perturbations. Multimodal
augmentation pipeline: original images and texts are transformed into multiple views to compute E4 metrics (H,
MI, MinDrop, and Slope), which are used for backdoor detection. Samples with higher final scores are classified as
backdoors.

We write q(· | x, t) for the observable response
distribution. In closed-set settings, q is the class
probability vector when available, or the empiri-
cal distribution obtained from repeated black-box
label samples. In open-ended settings, q is an em-
pirical distribution over semantic response clusters,
constructed from repeated generations using em-
bedding similarity or semantic agreement. This
notation lets us define the detector without assum-
ing logits.

The detection task is a hypothesis test: H0 states
that the input is clean, whereas H1 states that the
input contains a trigger that induces abnormal be-
havior under mild perturbations. Our objective is
to estimate a contraction score κ(x, t) from black-
box observations. A larger score means that nearby
semantics-preserving views produce a more con-
centrated and stable response distribution.

3.2 Response Contraction View

For clarity, we first describe the closed-set case.
Let

y∗ = argmax
y∈Y

q(y | x, t) (3)

be the dominant response mode, and define the
observable probability margin

γ(x, t) = q(y∗ | x, t)
−max

y ̸=y∗
q(y | x, t). (4)

Let Bρ(x, t) be the local neighborhood induced by
our stressor distribution, restricted to mild pertur-
bations that preserve task semantics.

Local stability. We do not assume global robust-
ness. We assume only that inside this mild neigh-
borhood, the black-box response varies continu-
ously enough that

∆vq = q(· | v(x, t))− q(· | x, t),
∥∆vq∥∞ ≤ ϵρ,

v(x, t) ∈ Bρ(x, t).
(5)

A successful trigger is expected to increase the
local margin along the attack shortcut, creating a
stable basin around its target behavior. Clean inputs
may also be stable, but their stability is typically
less anisotropic and less coupled to entropy con-
traction across the stressor views.

Implications for the observables. If γ(x, t) >
2ϵρ, then the dominant mode cannot change inside
the local neighborhood, which explains why GPC
rises for triggered inputs. If q(y∗ | x, t) = 1 − δ,
then entropy obeys

H(q) ≤ h2(δ) + δ log(K − 1), (6)

where h2 is binary entropy. Thus a larger local
margin and smaller off-mode mass naturally im-
ply entropy contraction. MinDrop estimates the
depth of the basin by asking how much uncertainty
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can be restored under the worst mild perturbation,
while Slope estimates the local curvature of this
basin as perturbation strength increases. In open-
ended generation, the same interpretation applies
after replacing class modes with semantic response
clusters.

This view also describes when the signal can
fail; additional details are given in Section A. If
a trigger does not create a stable local basin, if
the perturbations leave the semantics-preserving
neighborhood, or if an adaptive attacker explicitly
preserves output diversity, the contraction signal
weakens. Our experiments therefore include alter-
native stressors, distribution shifts, and detector-
aware diversity-preserving attacks rather than rely-
ing only on standard static triggers.

3.3 Multi-View Stressors

The stressors are probes, not the object being de-
tected. We use them to sample a local neighbor-
hood where semantic content is preserved but nui-
sance factors vary. The design follows three princi-
ples: semantic preservation, multi-view coverage,
and controlled magnitude. Concretely,

V = { vθ : X × T → X × T
| θ ∼ Π }, (7)

where Π mixes visual and textual perturbations.
Visual stressors include spatial transforms, photo-
metric changes, JPEG/blur/noise corruptions, and
frequency or phase perturbations. Textual stressors
include prompt paraphrases, synonym replacement,
and light token dropout. Unless otherwise stated,
GPC, MinDrop, and Slope perturb the visual input
while keeping the prompt fixed; MI uses paired
mild visual and textual views to measure cross-
modal output variability.

3.4 GPC and E4 Metrics

Generalized Prediction Consistency.
For closed-set outputs, let C(x, t;Y ) =
argmaxy∈Y q(y | x, t). GPC estimates
dominant-mode stability:

ĜPC(x, t) =
1

M

M∑

m=1

I{cm = c0},

cm = C(vm(x, t);Y ),

c0 = C(x, t;Y ), vm ∼ Π.

(8)

For open-ended outputs, we replace exact label
equality with semantic agreement:

GPCsem(x, t) =
1

M

M∑

m=1

I{sm ≥ τ},

sm = sim
(
a(vm(x, t)), a(x, t)

)
.

(9)

where sim is an embedding or semantic-similarity
score. The threshold τ is fixed on development
prompts or selected by a calibration-free percentile
rule on an unlabeled screening batch.

Predictive entropy. Entropy measures marginal
dispersion:

H(x, t) = −
∑

y∈Yobs

q(y | x, t)

· log q(y | x, t),
(10)

where Yobs is either the closed-set label space or
the set of semantic response clusters.

Augmentation mutual information. For mild
views vj ∼ A ⊂ V , MI captures cross-view disper-
sion:

qj = q(· | vj(x, t)), q̄ =
1

A

A∑

j=1

qj ,

MI(x, t) = H(q̄)− 1

A

A∑

j=1

H(qj).

(11)

Minimal collapse. Let Tr,s denote a perturbation
path of type r with small strength s. MinDrop
probes worst-case basin depth:

MinDrop(x, t) = min
r∈R

Dr,

Dr = H(x, t)−H(Tr,s0(x, t)).
(12)

Initial slope. Slope measures local sensitivity
across nearby perturbation strengths:

Slope(x, t) = H(Tr,s0(x, t))

−H(Tr,s1(x, t)),

0 < s0 < s1.

(13)

Although Slope alone can be weakly discriminative,
it is a high-interaction feature: it couples the en-
tropy, MI, and MinDrop signals across perturbation
scales. This distinction is important for interpreting
the ablation results.
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3.5 Unified Score and Decision Policy
The metrics capture related but differently scaled
stability signals. We therefore use a fixed robust
fusion rather than a learned classifier. Let Zj(·)
denote robust normalization using the median and
median absolute deviation (MAD) of either a small
clean development set, an unlabeled screening
batch, or deployment-specific reference traffic:

Zj(s) =
s−median(Sj)

MAD(Sj) + ϵ
. (14)

The unlabeled variant does not require known-clean
calibration and is robust when the screened pool
has a minority of triggered inputs.

We define an E4 subscore

E4(x, t) = wHZH(−H)

+ wIZI(−MI)

+ wDZD(MinDrop)

+ wSZS(Slope).

(15)

The final score is

Score(x, t) = αZU (U(x, t))

+ (1− α)E4(x, t).
(16)

where U = ĜPC for closed-set out-
puts and U = GPCsem for open-ended
outputs. We use α ∈ [0.3, 0.4] and
(wH , wI , wD, wS) = (0.1, 0.4, 0.4, 0.1). The
weights balance anisotropic sensitivities and metric
scales; they are not learned on attack labels. All
signs are chosen so that a larger score indicates
stronger contraction.

For deployment, we use the score as a composite
test statistic:

action(s) =





block, s ≥ 3,

review, 2 ≤ s < 3,

allow, s < 2.

(17)

Variance over stressor seeds provides a confidence
diagnostic.

4 Experiments

Experimental scope. We evaluate whether GPC-
E4 detects triggered inputs because it estimates
local distributional contraction, not because it over-
fits to one perturbation set. The experiments cover
(i) closed-set and open-ended outputs, (ii) static,
content-aware, spectral, instruction-sensitive, and
adaptive backdoors, (iii) multiple datasets and
VLM architectures, and (iv) deployment metrics
beyond AUROC.

Algorithm 1 Detection via Multi–View GPC and
E4 (multimodal variant).
Require: image x, text prompt t, VLM, options

Y , probe family Π, light aug A, path Ts, re-
peats R

Ensure: action ∈ {allow, review,block}, score,
diagnostics

1: for r ← 1 to R do
2: ŷ ← C(x, t;Y )
3: cm ← C(vm(x, t);Y )
4: GPCr ←M−1

∑
m I{cm = ŷ}

5: vm ∼ Π
6: H0 ← H(x, t)
7: qj ← p(· | vj(x, t);Y )
8: q̄ ← A−1

∑
j qj

9: MIr ← H(q̄)−A−1
∑

j H(qj)
10: vj ∼ A
11: Dt′ ← H0 −H(Tt′,s0(x, t))
12: MinDropr ← mint′∈T Dt′

13: hi ← H(Tsi(x, t)), for i ∈ {0, 1}
14: Sloper ← h0 − h1
15: end for
16: Aggregate per-seed means for U ∈
{NGPC,GPCsem} and the four E4 compo-
nents.

17: Compute Score(x, t) using the fusion rule
above and return action, score, and diagnos-
tics.

4.1 Setup

Models. We evaluate LLaVA-v1.5 (Liu et al.,
2023a), MiniGPT-4 (Zhu et al., 2024), CLIP (Rad-
ford et al., 2021), CoOp (Zhou et al., 2022), and
an instruction-tuned Qwen3-VL setting. The first
four reproduce the main benchmark; Qwen3-VL
with MMBench-style prompts probes scalability to
a stronger instruction-following VLM.

Attacks. We include static triggers (BNs (Gu
et al., 2019), BL (Chen et al., 2017)), content-aware
or spectral triggers (IS (?), Low-Frequency (Zeng
et al., 2021)), model-adaptive attacks (Bad-
CLIP (Bai et al., 2024), BEnc (Jia et al., 2022)), and
VLM-native attacks (TV/VL-Trojan (Liang et al.,
2025), SH (Xu et al., 2024), and MABA/domain-
shift attacks (Liang et al., 2024)). We also evalu-
ate detector-aware attacks that explicitly suppress
GPC-E4 signals.

Datasets and tasks. The main benchmark uses
COCO (Lin et al., 2014), Flickr (Young et al.,
2014), and Caltech101 (Li et al., 2022). Closed-set
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tasks use option sets of size K = 10–20, con-
structed by controlled synonym mining to avoid
label leakage. Open-ended tasks use semantic-
consistency prompts.

Metrics and calibration. We report AUROC
and FPR@95TPR. FPR@95TPR is important for
deployment because missing attacks is costly, so
the detector must keep false alarms low at high re-
call. The default robust normalization uses a small
development reference set when available. We also
report a 0% clean-calibration setting that estimates
median/MAD from the unlabeled screening pool.

Implementation. Unless otherwise stated, we
use M = 4 visual stressors for the core statistics,
A = 4 paired mild image/text views for MI,R = 4
paths for MinDrop, and slope strengths s0 = 0.01,
s1 = 0.03. The default fusion weights are fixed as
described in Section 3.5.

4.2 Main Detection Results
Tables 1 and 2 show that GPC-E4 consistently out-
performs STRIP, TeCo, SCALE, and BDet across
datasets, models, and trigger families. In closed-set
COCO with LLaVA-1.5, GPC-E4 reaches AUROC
from 0.894 to 0.965, with an average absolute gain
of 0.080 over BDet. The open-ended setting is
harder because semantic equivalence replaces label
agreement, yet GPC-E4 still improves over BDet
by an average of 0.089 AUROC on COCO with
LLaVA-1.5.

These gains are largest for attacks that expose
the limits of narrow perturbation detectors. STRIP
and SCALE rely primarily on entropy or label con-
sistency under restricted transformations. TeCo
broadens the corruption set but remains mostly spa-
tial/photometric. BDet relies on contrastive prompt-
ing and is less sensitive to purely visual or spectral
triggers. GPC-E4 probes multiple local directions
and measures both dominant-mode stability and un-
certainty contraction, which explains its advantage
on Low-Frequency, TV, and SH.

4.3 Deployment Metrics and Stronger VLMs
Table 3 reports FPR@95TPR on COCO with
LLaVA-1.5. The detector keeps false positives low
for both closed-set and open-ended outputs, with
the hardest open-ended Shadowcast setting reach-
ing 0.807 AUROC and 0.141 FPR@95TPR. This
metric gives a more operational view than AUROC
alone: under a high-recall operating point, GPC-E4
still separates triggered inputs from clean ones with
manageable false alarms.

Table 1: Closed-set VLM input-level backdoor detec-
tion. Each cell reports AUROC↑.

Method STRIP TeCo SCALE BDet Ours

COCO + LLaVA-1.5

BadNet 0.785 0.838 0.749 0.914 0.965
Blended 0.329 0.789 0.667 0.899 0.951
ISSBA 0.315 0.583 0.608 0.918 0.923
Low-Freq. 0.470 0.734 0.575 0.806 0.926
TrojanVLM 0.105 0.447 0.543 0.725 0.894
Shadowcast 0.281 0.392 0.625 0.830 0.912

COCO + Mini-GPT4

BadNet 0.687 0.754 0.675 0.881 0.917
Blended 0.296 0.710 0.600 0.854 0.903
ISSBA 0.284 0.525 0.547 0.842 0.874
Low-Freq. 0.423 0.661 0.518 0.760 0.879
TrojanVLM 0.195 0.402 0.489 0.685 0.855
Shadowcast 0.239 0.353 0.563 0.736 0.867

Flickr30k + LLaVA-1.5

BadNet 0.698 0.796 0.751 0.887 0.922
Blended 0.323 0.649 0.673 0.832 0.923
ISSBA 0.298 0.554 0.678 0.861 0.897
Low-Freq. 0.446 0.697 0.546 0.782 0.904
TrojanVLM 0.124 0.425 0.416 0.703 0.860
Shadowcast 0.248 0.372 0.394 0.805 0.885

Flickr30k + Mini-GPT4

BadNet 0.453 0.516 0.641 0.861 0.889
Blended 0.281 0.575 0.502 0.824 0.876
ISSBA 0.178 0.449 0.567 0.836 0.849
Low-Freq. 0.302 0.528 0.482 0.743 0.852
TrojanVLM 0.090 0.382 0.469 0.819 0.828
Shadowcast 0.119 0.324 0.535 0.785 0.841

Caltech101 + CLIP

BadNet 0.612 0.672 0.782 0.902 0.915
Blended 0.198 0.486 0.751 0.879 0.885
ISSBA 0.212 0.465 0.432 0.842 0.851
BadCLIP 0.355 0.471 0.551 0.819 0.870
BadEncoder 0.292 0.517 0.553 0.807 0.868

Caltech101 + CoOp

BadNet 0.735 0.776 0.868 0.965 0.978
Blended 0.125 0.584 0.895 0.959 0.970
ISSBA 0.334 0.515 0.473 0.926 0.933
BadCLIP 0.497 0.502 0.528 0.871 0.954
BadEncoder 0.302 0.569 0.483 0.858 0.939

Table 4 scales the evaluation to an instruction-
tuned Qwen3-VL setting with MMBench-style
prompts (Liu et al., 2023c). Performance decreases
relative to the smaller benchmark settings, as ex-
pected for a stronger and more diverse instruction-
following model, but AUROC remains above 0.75
for all open-ended attacks and above 0.81 for all
closed-set attacks. The probing overhead is a con-
stant factor in the number of stressor views and
is embarrassingly parallel, so rate-limited deploy-
ments can trade recall for query cost by reducing
M or applying early stopping.
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Table 2: Open-ended VLM input-level backdoor de-
tection on the COCO dataset. Each cell reports
AUROC↑. Evaluation uses semantic-consistency
prompts/templates.

Method STRIP TeCo SCALE BDet Ours

COCO + LLaVA-1.5

BadNet 0.708 0.754 0.674 0.827 0.870
Blended 0.281 0.710 0.613 0.804 0.886
ISSBA 0.268 0.525 0.547 0.792 0.839
Low-Freq. 0.424 0.661 0.518 0.735 0.842
TrojanVLM 0.189 0.402 0.489 0.694 0.824
Shadowcast 0.239 0.353 0.563 0.681 0.807

COCO + Mini-GPT4

BadNet 0.584 0.679 0.608 0.827 0.859
Blended 0.252 0.604 0.548 0.808 0.836
ISSBA 0.242 0.446 0.527 0.756 0.809
Low-Freq. 0.365 0.597 0.492 0.693 0.812
TrojanVLM 0.076 0.382 0.469 0.664 0.798
Shadowcast 0.232 0.324 0.535 0.625 0.784

Table 3: Deployment-oriented metrics on LLaVA-1.5.
Lower FPR@95TPR is better.

Attack Closed-set Open-ended

AUROC FPR AUROC FPR

BadNet 0.965 0.033 0.870 0.067
Blended 0.951 0.039 0.886 0.084
ISSBA 0.923 0.056 0.839 0.092
Low-Freq. 0.926 0.061 0.842 0.089
TrojanVLM 0.894 0.087 0.824 0.126
Shadowcast 0.912 0.074 0.807 0.141

4.4 Adaptive and VLM-Native Attacks

Table 5 shows a detector-aware diversity-
preserving attack. The attacker adds a regularizer
that suppresses entropy contraction, cross-view
dependence, worst-case collapse, and slope signals
while preserving attack success. As the adaptive
weight increases, AUROC drops from 0.965 to
0.724, but ASR also drops from 95.56% to 68.72%.
This indicates that GPC-E4 is not invulnerable,
but evading the contraction signal creates a
measurable utility trade-off. The detector does not
collapse to random guessing, because suppressing
one component does not remove all contraction
observables.

We also evaluate VLM-native attacks that are
closer to multimodal deployment settings. For
VL-Trojan, GPC-E4 improves over BDet from
0.695 to 0.872 in closed-set LLaVA-1.5 and from
0.662 to 0.842 in open-ended LLaVA-1.5. For
MABA/domain-shift attacks, GPC-E4 improves
from 0.704 to 0.856 closed-set and from 0.674
to 0.804 open-ended. The same trend holds on
MiniGPT-4, where GPC-E4 reaches 0.835/0.808
for VL-Trojan and 0.832/0.776 for MABA in

Table 4: Scaling to an instruction-tuned Qwen3-VL
setting with MMBench-style prompts. Each cell reports
AUROC.

Attack Closed AUROC Open AUROC

BadNet 0.887 0.821
Blended 0.874 0.808
ISSBA 0.859 0.790
Low-Freq. 0.852 0.766
TrojanVLM 0.835 0.782
Shadowcast 0.818 0.753

Table 5: Detector-aware diversity-preserving attack on
LLaVA-1.5. Larger λ more strongly suppresses GPC-
E4 signals.

λ ASR (%) AUROC FPR@95

0.0 95.56 0.965 0.033
0.1 90.81 0.910 0.065
0.2 87.05 0.842 0.083
0.5 68.72 0.724 0.161

closed/open regimes. These results show that the
method is not limited to static or content-aware
triggers.

4.5 Ablation and Fusion Analysis

Table 6 is a leave-one-component ablation, not a
set of single-metric detectors. All ablation and
single-metric results in this subsection use M = 8
stressor views. Removing any E4 component de-
grades performance, which shows that the compo-
nents provide non-redundant evidence. The largest
drop occurs when Slope is removed. This does
not contradict the observation that Slope alone has
weak standalone separability: Slope acts as a high-
interaction feature, linking entropy, MI, and Min-
Drop across perturbation scales. Without it, the
fused representation loses cross-scale structure. MI
and MinDrop show relatively strong standalone
discrimination, while Slope has weak standalone
separability but a strong interaction effect in the
fused detector.

Table 7 further separates the contribution of each
evidence signal by evaluating single-metric detec-
tors. No individual E4 statistic matches the full
E4 fusion, and the four metrics exhibit comple-
mentary behavior across closed-set and open-ended
settings. In particular, Slope has weak standalone
separability, but the leave-one-component results in
Table 6 show that it remains important when com-
bined with the other signals. Combining the four
E4 statistics improves AUROC from 0.913/0.820
to 0.952/0.896 when GPC is further incorporated,
supporting the use of semantic consistency as com-
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Table 6: Leave-one-component ablation for GPC-E4 on
COCO with LLaVA-1.5 using M = 8 stressor views.
Each cell reports AUROC.

Method Closed-set Open-ended

Full (GPC-E4) 0.952 0.896

without H 0.785 0.649
without MI 0.879 0.733
without MinDrop 0.832 0.707
without Slope 0.567 0.538

Table 7: Single-metric comparison on COCO with
LLaVA-1.5 using M = 8 stressors. Each cell reports
AUROC.

Method Closed-set Open-ended

GPC only 0.887 0.815
H only 0.763 0.642
MI only 0.844 0.718
MinDrop only 0.826 0.691
Slope only 0.609 0.557

E4 0.913 0.820
GPC-E4 0.952 0.896

plementary evidence rather than as a substitute for
uncertainty-based signals.

Table 8 shows the query-cost trade-off. Perfor-
mance continues to improve as the number of stres-
sor views increases from M = 1 to M = 16, but
the marginal gains become smaller beyond M = 8.
This supports an early-stopping deployment rule:
continue querying only until the metric variance
across stressor seeds falls below a chosen tolerance.

Table 9 shows that GPC-E4 is slower than BDet
but much faster than STRIP and TeCo on the 50K-
sample Caltech101 setting.

4.6 Robustness of the Stressor Design
We place additional stressor, calibration, prompt,
and distribution-shift analyses in the appendix
(Section H). Replacing the original stres-
sor family with an alternative mild geomet-
ric/photometric/noise/text set changes AUROC by
at most 0.013. Using 0% clean calibration gives an
average AUROC of 0.930, compared with 0.933
under 10% clean calibration. Prompt rephrasing,
style shift, domain shift, and noise perturbation
keep AUROC above 0.909. Together, these results
support the intended interpretation: the detector
depends on a local multi-view probing principle,
not on one fragile hand-crafted perturbation recipe.

5 Related Work

Backdoor detection in vision. Classical back-
door detectors for vision models include trigger
inversion, model diagnostics, saliency analysis,

Table 8: Number of stressor views M vs. performance
and cost (COCO, LLaVA-1.5).

M Closed Open Time VRAM Tokens
AUROC AUROC ms GB /sample

1 0.894 0.822 11.09 8.1 78
4 0.926 0.863 33.14 8.9 312
8 0.952 0.896 60.72 10.5 624

16 0.967 0.904 118.65 12.7 1248

Table 9: Inference time comparison on Caltech101 (Li
et al., 2022) with 50K test samples on BadCLIP with
RN50 backbone. (h: hours, m: minutes.)

MethodSTRIP SCALE TeCo BDet Ours

Time 4.2 h 10.1 m 12.8 h 3.2 m 5.0 m

and perturbation-based input screening. Neural
Cleanse (Wang et al., 2019) and ABS (Liu et al.,
2019) recover or localize triggers using model inter-
nals, while activation clustering (Chen et al., 2019)
and SentiNet (Chou et al., 2020) assume access to
representations or saliency maps. These methods
are difficult to apply when a deployed VLM is avail-
able only through a black-box API. STRIP (Gao
et al., 2019) avoids model inspection by measur-
ing entropy under input mixing, but it is mainly
designed for closed-set classifiers and probability
outputs.

Perturbation-consistency defenses. Recent
input-level detectors probe prediction stability
under controlled transforms. SCALE (Guo et al.,
2023) uses intensity scaling and label agreement,
and TeCo (Liu et al., 2023b) measures consistency
under natural corruptions. IBD-PSC (Hou et al.,
2024) tracks confidence trajectories after rescaling
batch-normalization parameters, but requires
parameter access. These approaches are effective
in their intended settings, yet their probe spaces
are usually narrow and their statistics are tied
to closed-set labels or probabilities. They also
under-cover frequency-coded, phase-preserving,
and content-aware triggers (Zeng et al., 2021;
Nguyen and Tran, 2021; Qi et al., 2021).

Backdoors in VLMs. Multimodal backdoors can
exploit visual patches, blended signals, spectral pat-
terns, spatial warping, poisoned image-text align-
ment, or instruction-dependent keys (Gu et al.,
2019; Chen et al., 2017; Zeng et al., 2021; Nguyen
and Tran, 2021; Liang et al., 2025; Xu et al., 2024;
Liang et al., 2024). Existing defenses for CLIP
or VLMs often adapt classifier-based detectors,
use contrastive prompting such as BDetCLIP (Niu
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et al., 2025), or rely on clean reference data and
model internals. They do not directly address
single-input screening for black-box VLMs that
produce open-ended text (Liu et al., 2023a; Zhu
et al., 2024).

Position of this work. GPC-E4 keeps the input-
level, black-box deployment goal of perturbation-
based detectors, but adapts the measurements to
VLM outputs. Rather than relying on one consis-
tency or entropy statistic, it combines dominant-
mode or semantic stability, entropy, mutual infor-
mation, worst-case collapse, and local slope. This
formulation supports both closed-set wrappers and
open-ended generation, and it uses multi-view stres-
sors as probes rather than as a single handcrafted
trigger assumption.

6 Conclusion

We presented GPC-E4, a black-box input-level de-
tector for backdoored VLM inputs. The method is
built around a local distributional-contraction view:
successful triggers often create a stable margin or
semantic basin that becomes visible under mild
multi-view perturbations. GPC measures dominant-
mode stability, while E4 measures complementary
uncertainty dynamics through entropy, MI, Min-
Drop, and Slope. Experiments across datasets,
models, attack families, and deployment stress tests
show consistent improvements over prior input-
level detectors, while adaptive attacks reveal a clear
evasion-utility trade-off.

Ethical Considerations

This work studies a controlled failure mode in
deployed and deployable vision-language models.
While our findings show that triggered inputs can
induce abnormal stability and uncertainty patterns
under black-box probing, our primary objective
is to improve safety auditing and motivate more
robust screening of multimodal systems.

Safety and containment. All experiments were
conducted in isolated research settings using public
benchmarks, local or reproducible model artifacts,
and controlled trigger implementations. We did not
interact with live third-party services, production
systems, or human users. The triggers and detector-
aware attacks are used only to evaluate detection
behavior and are not intended for deployment.

Dual-use risk. Backdoor detection research can
be dual-use: an attacker may use reported failure

modes to design more evasive triggers. We there-
fore report adaptive-attack results and limitations,
and recommend using GPC-E4 as one component
of a broader defense pipeline for high-risk multi-
modal systems.

Use of AI assistants. We acknowledge the use
of AI assistants for linguistic refinement of the
manuscript and for assistance with auxiliary code
and formatting. All scientific claims, experimental
design choices, and core algorithmic contributions
remain the responsibility of the authors.

Artifact use. We use publicly available datasets,
model checkpoints, and benchmark artifacts for re-
search evaluation, following their intended research
use where specified. Any trigger-bearing samples,
perturbed inputs, or detector-aware attack outputs
are used solely for controlled safety analysis and
are not intended for non-research use.

Limitations

Our analysis targets input-level backdoor detec-
tion for vision-language models under black-box
access. We do not claim that local response con-
traction is a universal signature of all backdoors,
or that GPC-E4 will work with equal strength
across all VLM architectures, deployment inter-
faces, and trigger families. The current experi-
ments cover representative closed-set and open-
ended settings on COCO, Flickr30k, Caltech101,
and MMBench-style prompts, but they do not
cover long-horizon multimodal agents, memory-
augmented dialogue systems, multi-tool API envi-
ronments, video-language models, or stateful em-
bodied interaction. The detector assumes that the
defender can issue multiple perturbed queries for
the same input; this may be costly or impractical for
heavily rate-limited proprietary APIs. Our stressor
families are designed to be mild and semantics-
preserving, but we do not systematically vary
all possible prompt templates, decoding policies,
semantic-clustering models, API filtering rules, or
task distributions. Adaptive attacks that preserve
output diversity, triggers that activate only under
highly specific instructions, and attacks that do not
form stable local response basins can weaken the
contraction signal. Defense evaluation is limited to
input-level screening and representative post-hoc
detection baselines; we do not evaluate training-
time defenses or model-repair methods under the
same experimental protocol.
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A Theoretical Notes on Local Response
Contraction

This section gives a local explanation for why the
statistics used by GPC-E4 move together on many
triggered inputs. The goal is not to prove that ev-
ery backdoor must induce contraction. Instead,
the analysis states a mild local condition under
which dominant-mode stability, entropy reduction,
mutual-information changes, MinDrop, and Slope
are different views of the same response behavior.
This framing is useful because the detector only
observes black-box outputs.

Setup. For a closed-set interface, let q(z) ∈
∆K−1 denote the observable predictive distribution
for an image-prompt input z = (x, t). Let

y∗(z) = argmax
y

qy(z) (18)

and define the observable margin

γ(z) = qy∗(z)

−max
y ̸=y∗

qy(z).
(19)

Let v ∼ Πρ be a mild semantics-preserving per-
turbation with strength bounded by ρ, and write
zv = v(z). The local stability condition used in the
main text is

∥q(zv)− q(z)∥∞ ≤ ϵρ. (20)

The condition is local and output-level: it does not
assume access to logits, gradients, or model param-
eters. It can fail when the perturbation changes task
semantics or when an adaptive attack deliberately
preserves output diversity.

Dominant-mode stability. If γ(z) > 2ϵρ, then
the dominant label is invariant under any perturba-
tion satisfying Equation (20). Indeed, for y ̸= y∗,

qy∗(zv)− qy(zv) ≥ qy∗(z)− qy(z)

− 2ϵρ

≥ γ(z)− 2ϵρ > 0.

(21)

Thus GPC estimates the probability mass of the
local perturbation neighborhood on which the dom-
inant mode is unchanged:

GPC(z) ≈ Pr
v∼Πρ

[y∗(zv) = y∗(z)]. (22)

A trigger that creates a wider target basin increases
this probability.

Entropy contraction. Let qy∗(z) = 1−δ, where
δ is the total off-mode mass. For fixed δ, entropy is
maximized when the off-mode mass is uniform, so

H(q(z)) ≤ h2(δ) + δ log(K − 1), (23)

where h2 is binary entropy. When a trigger concen-
trates probability on a target response, δ decreases
and the upper bound in Equation (23) decreases.
This explains why entropy can fall together with
higher GPC. The bound does not imply that all
clean inputs have high entropy; rather, it links
strong local mode concentration to low entropy.

Augmentation mutual information. For paired
views zj = vj(z), let Q be the random output
distribution q(zj), and let q̄ = Ej [q(zj)]. The aug-
mentation mutual-information statistic is

MI(z) = H(q̄)− Ej [H(q(zj))]. (24)

By concavity of entropy, this quantity is non-
negative. It is small when all views produce nearly
identical distributions and larger when views dis-
agree about the output distribution. In practice,
triggered inputs often show low entropy and re-
duced cross-view dispersion, so MI complements
entropy by measuring whether concentration is
shared across perturbation views rather than ap-
pearing in only one query.

MinDrop as a lower-tail basin statistic. For a
set of perturbation pathsR, define

Dr(z) = H(z)−H(Tr,s0(z)),

MinDrop(z) = min
r∈R

Dr(z).
(25)

Unlike mean entropy change, MinDrop is con-
trolled by the weakest direction in the stressor set.
A high MinDrop therefore indicates that contrac-
tion persists across all tested mild directions, while
a low value indicates that at least one perturbation
can restore uncertainty. This makes MinDrop use-
ful for detecting whether the local basin is robust
or only visible under a favorable transform.

Slope as local sensitivity. Let Tr,s(z) be a
smooth perturbation path and define gr(s) =
H(q(Tr,s(z))). For nearby strengths 0 < s0 < s1,
the slope statistic satisfies

Sloper(z) = gr(s0)− gr(s1)

= − (s1 − s0)g
′
r(ξ)

(26)

for some ξ ∈ (s0, s1) by the mean value theo-
rem. Thus Slope estimates local entropy sensitivity
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along a stress path. This explains why Slope can
have weak standalone separability but still improve
fusion: it couples the entropy and MinDrop signals
across perturbation scales.

Open-ended outputs. When logits or class prob-
abilities are unavailable, the same argument applies
after replacing labels with semantic response clus-
ters. Repeated generations under prompt and image
views induce an empirical categorical distribution
over clusters C = {c1, . . . , cL}:

q̂ℓ(z) =
1

N

N∑

i=1

I{ai(z) ∈ cℓ}. (27)

All GPC-E4 components can then be computed on
q̂. The quality of this approximation depends on
the semantic embedding or agreement model used
for clustering; this is why open-ended results are
more sensitive to decoding and prompt variation.

Scope of the analysis. The analysis supports a
local screening rule, not a universal impossibility
result for adaptive attacks. A detector-aware at-
tacker can try to increase output diversity under
probes, which reduces the contraction signal. The
adaptive-attack experiment in the main text is there-
fore important: it measures the empirical trade-off
between preserving attack success and hiding these
local statistics.

B Calibration, Thresholding, and Query
Complexity

Robust normalization. For a metric value sj(z),
GPC-E4 uses

Zj(sj) =
sj −median(Sj)

MAD(Sj) + ϵ
, (28)

where Sj is computed from either a small develop-
ment set, reference traffic, or the unlabeled screen-
ing batch. The median/MAD choice is deliberate:
if triggered inputs are a minority of the screening
pool, these estimates remain stable and do not re-
quire a known-clean split.

Threshold selection. In deployment, the con-
tinuous score can be used directly for ranking or
mapped to an action threshold. When a clean devel-
opment set is available, a threshold can be selected
to meet a target false-positive rate. Without clean
labels, we use conservative quantiles of the unla-
beled screening pool and route high-score samples
to review. This is the setting reported as 0% clean
calibration.

Query complexity. Let M be the number of GPC
stressor views, A the number of MI views, R the
number of MinDrop paths, and S the number of
slope strengths. The detector uses

O(M +A+R+ S) (29)

black-box VLM calls per input, with a small con-
stant in our experiments. The calls are independent
and can be parallelized. Early stopping is possible
by monitoring the running variance of the score:

V̂arm[Score(z)] < η, (30)

where m is the number of sampled views and η is
a deployment-chosen tolerance. This gives a direct
cost–recall trade-off for rate-limited APIs.

Failure modes. GPC-E4 can miss attacks that
do not create a stable response basin, attacks that
activate only under highly specific prompts out-
side the stressor family, or attacks optimized to
preserve output diversity under the detector probes.
It can also produce false positives on inputs whose
clean semantics are highly ambiguous, because
such inputs may have unstable semantic clustering.
These cases motivate richer stressor policies and
task-aware semantic agreement models.

C Visual and Textual Stressor Families
and Parameter Ranges

We summarize the stressor augmentations used
in the multimodal E4 implementation for comput-
ing per-sample metrics (H, MI, MinDrop, Slope).
These stressors are designed to be approximately
distribution-preserving: changes in model outputs
primarily reflect abnormal invariance or uncertainty
contraction induced by backdoor triggers, rather
than semantic destruction of the original input.

Design Principles. The stressors follow three key
principles:

1. Semantic Preservation: perturbations retain
the primary object, scene, or text meaning;

2. Multi-view Coverage: stressors span photo-
metric, spatial, frequency-domain, stochastic,
and linguistic dimensions;

3. Controlled Magnitude: perturbation
strengths are mild enough to avoid spurious
instability on clean inputs while exposing
trigger-induced invariances.
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Table 10: Visual stressor augmentations and parameter
ranges used in multimodal E4.

Stressor Parameter
range

Purpose

Affine rot ±5◦; trans
±2%; scale
0.98–1.02; shear
±2◦

Tests
geometric
robustness

Color
jitter

B/C/S 0.9–1.1;
hue ±0.02

Tests
photometric
variation

Blur k = 3,
σ = 0.5–0.6

Simulates
low-frequency
distortion

Noise σ = 0.02–0.03 Probes pixel
sensitivity

Brightness factor 0.9 Tests intensity
changes

Noise
slope

s0 = 0,
s1 = 0.03

Estimates
entropy
sensitivity

Visual Stressor Families. Table 10 maps the vi-
sual stressors implemented in the code to their pa-
rameter ranges and intended role in the E4 metrics.

Textual Stressor Families. Table 11 summa-
rizes textual stressors used in E4, implemented via
mild_text_views and synonym_replace.

Notes. All visual and textual parameter ranges
are fixed across experiments. Excessively large
perturbations may reduce metric reliability, while
very small perturbations weaken sensitivity to sub-
tle backdoor triggers. The combination of visual
and textual stressors ensures that H, MI, MinDrop,
and Slope metrics capture abnormal contraction or
invariance in the model output distribution, rather
than destruction of image or text semantics.

D Prompt Templates and Closed-set
Construction

Prompt templates. For open-ended VLM evalu-
ation, we adopt a small ensemble of semantically
equivalent prompt templates to reduce prompt-
specific variance and to probe instruction sensitiv-
ity. All prompts are designed to be content-neutral
and task-consistent. Representative templates in-
clude:

• “Describe the image in one sentence.”

Table 11: Textual stressor augmentations and parameter
ranges used in multimodal E4.

Stressor Parameter /
method

Purpose

Synonym replace up to
one word

Adds lexical
variation for MI

Token
dropout

drop about 5%
tokens

Tests
missing-context
sensitivity

Text
views

generate A
prompt views

Supports MI
and ensemble
entropy

• “What is happening in this image?”

• “Provide a brief description of the scene.”

• “Summarize the main content of the image.”

For semantic-consistency estimation in GPCsem,
we fix a canonical base prompt and apply light
paraphrasing using synonym replacement or minor
rewording to generate mild textual stressors. These
textual perturbations are used only for mutual-
information estimation and do not alter the visual
content.

Closed-set construction. For closed-set detec-
tion, we construct option sets Y = {yk}Kk=1 of size
K = 10-20 per image. To avoid semantic leakage
and label bias, we mine candidate labels using a
controlled synonym expansion procedure:

1. Extract a base noun or category from the
ground-truth caption or dataset label.

2. Expand it into a synonym pool using WordNet
and CLIP text embedding similarity.

3. Filter candidates whose cosine similarity with
the base term falls outside [0.6, 0.9].

4. Randomly sample K − 1 distractor labels and
combine them with the true label.

This procedure ensures that the closed-set task
remains non-trivial while preventing trivial elimina-
tion of distractors. We verify that the same option
sets are used across clean and triggered inputs to
avoid introducing distributional bias.
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Figure 2: AUROC as a function of fusion weight α for
closed-set (peak at α = 0.35) and open-ended (peak at
α = 0.4) detection on COCO with LLaVA-1.5. Perfor-
mance is stable for α ∈ [0.25, 0.45].

E Fusion Weight (α) Sensitivity

Our unified detection score combines generalized
prediction consistency (GPC or GPCsem) and the
entropy quartet (E4) using a fixed fusion weight
α ∈ [0, 1]. We select α ∈ [0.3, 0.4] based on
a small clean calibration split (200-500 samples),
which consistently balances dominant-mode stabil-
ity and uncertainty contraction.

Figure 2 reports AUROC as a function of α
for both closed-set and open-ended detection on
COCO with LLaVA-1.5, visualized over the range
α ∈ [0.2, 0.8]. Performance remains stable within
the narrower range α ∈ [0.25, 0.45], with a mild
peak around α ≈ 0.35 (closed-set) and α ≈ 0.4
(open-ended). When α → 0, the detector relies
primarily on uncertainty statistics and loses sensi-
tivity to semantic mode locking. Conversely, when
α → 1, the detector relies almost exclusively on
GPC, which degrades performance on frequency-
coded and content-aware backdoors. Notably, the
open-ended AUROC curve declines more gradu-
ally than the closed-set curve, indicating that open-
ended detection is relatively more robust to changes
in α.

These results justify our choice of a fixed fusion
weight α ∈ [0.3, 0.4] throughout all experiments.

F Additional Ablations

Effect of removing stressor families. We eval-
uate the impact of removing individual stressor
families from the probing distribution Π. Table 12
reports AUROC on COCO with LLaVA-1.5.

Removing frequency-domain stressors causes
the largest degradation for both closed-set and
open-ended detection, confirming that frequency-
space perturbations are critical for exposing narrow-
band backdoor triggers. Removing spatial or

Table 12: Effect of removing individual stressor families
from the probing distribution Π on COCO with LLaVA-
1.5.

Setting Closed AUROC Open AUROC

All stressors 0.967 0.904

– Photometric 0.951 0.893
– Spatial 0.946 0.897
– Frequency 0.912 0.853
– Stochastic 0.954 0.895

photometric stressors results in moderate perfor-
mance drops, indicating that geometric and ap-
pearance variations contribute complementary but
non-dominant probing signals. Stochastic noise re-
moval also degrades performance, suggesting that
random perturbations play an important role in sta-
bilizing uncertainty statistics.

Effect of number of stressor views M . We fur-
ther ablate the number of stressor views M used
for Monte Carlo estimation of GPC and E4. As
reported in Table 4 (main paper), increasing M con-
sistently improves AUROC but incurs near-linear
computational cost. Marginal gains beyond M = 8
are relatively small, indicating that improvements
primarily arise from variance reduction rather than
reliance on extreme perturbations.

Effect of stressor budget. We vary the number
of visual stressors sampled per input from M = 2
to M = 16. Performance saturates at M ≈ 8
for both closed-set and open-ended detection. Ex-
tremely small budgets (M ≤ 2) lead to unstable MI
and MinDrop estimates, while very large budgets
(M ≥ 16) offer diminishing returns.

Effect of removing E4 components. Consistent
with the ablation results in the main paper, remov-
ing any individual E4 component degrades detec-
tion performance. The leave-one-component re-
sults show that Slope has the strongest interaction
effect in the full fusion, despite its weak standalone
separability. Among the single-metric detectors,
MI and MinDrop provide stronger standalone dis-
crimination than entropy and Slope.

Overall, these ablations confirm that (i) no single
stressor family or statistic is sufficient, and (ii) bal-
anced multi-view probing is necessary for reliable
backdoor detection.
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Table 13: Summary comparison of backdoor detection
methods.

Dimension STRIP TeCo BDet E4
(Ours)

Detection
principle

Entropy
random-
ness

Output
consis-
tency

Cross-
modal
similar-
ity

Entropy
+ MI +
Min-
Drop +
Slope

Modality Visual Visual Text/VisualMultimodal
Model de-
pendency

ResNet,
VGG

ResNet,
VGG

CLIP LLaVA /
BLIP-2 /
MiniGPT-
4

Clean
samples
required

No No Optional No

Inference
cost

High Moderate Low Lower

Key
detection
feature

Entropy
STD

Logit
STD

Semantic
align-
ment

Combined
anomaly
score

Table 14: Sensitivity to stressor-family replacement on
LLaVA-1.5. Alternative stressors preserve the same
mild multi-view design principle.

Attack Original Alternative ∆

BadNet 0.965 0.961 -0.004
Blended 0.951 0.953 +0.002
ISSBA 0.923 0.916 -0.007
Low-Freq. 0.926 0.913 -0.013
TrojanVLM 0.894 0.888 -0.006
Shadowcast 0.912 0.920 +0.008

G Detection Comparison

Detection comparison. We compare our pro-
posed E4 method against existing backdoor detec-
tion approaches including STRIP(Gao et al., 2019),
TeCo(Liu et al., 2023b), and BDet(Niu et al., 2025).
Table 13 summarizes key dimensions: detection
principle, modality, model dependency, require-
ment for clean samples, inference cost, and key
detection feature.

E4 unifies multimodal analysis by coupling vi-
sual and text perturbations and measuring consis-
tency using Entropy, MI, MinDrop, and Slope. Un-
like prior methods, E4 works on large multimodal
models (e.g., LLaVA-1.5, BLIP-2, MiniGPT-4)
without requiring access to model parameters, gra-
dients, or training data. It achieves linear infer-
ence complexity with strong generalization to mul-
timodal tasks such as image classification, VQA,
and instruction following.

Table 15: Effect of clean calibration availability. At 0%,
robust normalization uses the unlabeled screening pool.

Clean rate BN IS SH Avg.

0% 0.961 0.920 0.910 0.930
5% 0.964 0.923 0.912 0.933
10% 0.965 0.923 0.912 0.933
50% 0.963 0.922 0.911 0.932

Table 16: Prompt and distribution-shift robustness on
LLaVA + IS.

Setting AUROC FPR@95

Base 0.923 0.056
Prompt rephrase 0.925 0.049
Short instruction 0.921 0.058
Detailed instruction 0.916 0.062
Style shift 0.918 0.061
Domain shift 0.909 0.075
Noise perturbation 0.912 0.067

H Additional Stress Tests

Interpretation. The alternative-stressor results
show that GPC-E4 is sensitive to the multi-view
probing principle rather than to one specific list
of transforms. The calibration study shows that
known-clean calibration is helpful but not required:
robust statistics computed on the unlabeled screen-
ing pool provide nearly identical AUROC. The
prompt and shift study shows that mild language
and visual distribution shifts do not remove the
contraction signal, although stronger domain shifts
increase false positives.
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