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Abstract

Watermarking provides a critical safeguard
for large language model (LLM) services by
facilitating the detection of LLM-generated
text. Correspondingly, stealing watermark algo-
rithms (SWAs) derive watermark information
from watermarked texts generated by victim
LLMs to craft highly targeted adversarial at-
tacks, which compromise the reliability of wa-
termarks. Existing SWAs rely on fixed strate-
gies, overlooking the non-uniform distribution
of stolen watermark information and the dy-
namic nature of real-world LLM generation
processes. To address these limitations, we
propose Adaptive Stealing (AS), a novel SWA
featuring enhanced design flexibility through
Position-Based Seal Construction and Adaptive
Selection modules. AS operates by defining
multiple attack perspectives derived from dis-
tinct activation states of contextually ordered
tokens. During attack execution, AS dynami-
cally selects the optimal perspective based on
watermark compatibility, generation priority,
and dynamic generation relevance. Our ex-
periments demonstrate that AS significantly
increases steal efficiency against target water-
marks under identical experimental conditions.
These findings highlight the need for more ro-
bust LLM watermarks to withstand potential
attacks. We release our code to the community
for future research1.

1 Introduction

The proliferation of large language models (LLMs)
(OpenAI, 2023; Yang et al., 2024) has introduced
significant societal challenges in recent years, in-
cluding automated phishing (Hazell, 2023), aca-
demic fraud (Labadze et al., 2023), and misinfor-
mation dissemination (Chen and Shu, 2024). While
accurately identifying LLM-generated text (Fraser

*Equal contribution
†Corresponding author
1https://github.com/DrankXs/

AdaptiveStealingWatermark

①Watermark Embedding

②Traditional Stealing Watermark Algorithm

Steal

Watermarked

Texts

Integrate 

Prompt

Forged

Seal
Stolen Impressions

Attacker

LLM

Attacker

LLMSpoofing Scrubbing

Prompt

context

Seal Impression

Logits

Watermarked

Decoding

Watermarked

TextLLM

Figure 1: Part 1 illustrates the watermark generation
process in LLMs, while Part 2 depicts the traditional
Stealing Watermark Algorithm (SWA).

et al., 2025) offers a potential mitigation strategy,
the increasing realism of such text renders conven-
tional detection methods ineffective. Watermarking
(Lu et al., 2024; Hu et al., 2024; Dathathri et al.,
2024) emerges as a promising solution: As shown
in Part 1 of Figure 1, the watermarked LLM em-
ploys a watermark comprising a Seal that generates
context-dependent Impressions. These Impressions
are vocabulary distributions that embed watermark
information. During text generation, watermarks
applies these Impressions to guide token selection.
Later, detection systems verify text origin by mea-
suring the strength of these embedded signals.

However, watermark reliability faces growing
threats from stealing watermark algorithms (SWAs)
(Jovanovic et al., 2024; Pan et al., 2025). By
stealing and forging watermarks, attackers can
spoof harmful LLM-generated text to falsely ap-
pear legitimate, or scrub watermarks from pro-
tected texts to evade detection. These attacks un-
dermine downstream applications such as content
attribution, LLM misuse tracing, and legal account-
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ability (Wang and Li, 2025; Huang et al., 2025). To
defend against these threats, proactively studying
more advanced SWAs is crucial. Such research
is not intended to facilitate attacks, but to uphold
the security paradigm of “understanding attacks to
build better defenses.”

As illustrated in Part 2 of Figure 1, current SWAs
forge a fixed seal by statistically extracting im-
pressions from victim watermarked texts. Sada-
sivan et al. (2023) forge a seal targeting KGW’s
LeftHash-scheme through 2-gram frequency anal-
ysis of 181 common words. Watermark Stealing
(WS) (Jovanovic et al., 2024) attacks SelfHash-
scheme using three context-processing perspec-
tives, forging and statically weighting multiple
seals into one fixed solution. Yet attackers lack
knowledge of how victim watermarks process con-
text tokens. Since different watermarks assign vary-
ing importance to context token positions during
impression generation, the inability of fixed seals
to dynamically adapt to generation contexts funda-
mentally limits SWA efficacy against watermarks.

To overcome this limitation, we propose Adap-
tive Stealing (AS), a more flexibly designed and
effective SWA. AS introduces two key modules:
Position-Based Seal Construction and Adaptive
Selection. Position-Based Seal Construction sys-
tematically generates diverse attack perspectives
based on token position activation patterns. These
perspectives facilitate a comprehensive capture of
watermark information across various position con-
figurations. Adaptive Selection dynamically se-
lects the optimal seal from multiple candidate seals
based on three criteria: dynamic generation rel-
evance, watermark compatibility, and generation
priority. The three criteria enable the selected im-
pression to achieve maximal alignment with the
watermark patterns in victim texts at each genera-
tion step. Unlike traditional SWAs that statically
integrate multiple perspectives into a fixed seal, AS
treats watermark stealing as an adaptive decision
process rather than static pattern replication. Our
experiments demonstrate that AS enhances attack
effectiveness through the exhaustive utilization of
available watermarked texts, highlighting the ur-
gent need for more robust watermarks.

Our key contributions are as follows:

• We propose Adaptive Stealing (AS), which
overcomes the limitations of fixed-strategy at-
tacks through two novel modules: Position-
Based Seal Construction, Adaptive Selection.

• We conduct extensive evaluations with real-
world attack constraints across diverse wa-
termark configurations. Experimental results
demonstrate that AS consistently outperforms
the representative baseline under identical con-
ditions and can serve as a powerful tool for
evaluating watermarks.

• Our experiments prove that existing water-
marks leak a considerable portion of infor-
mation. With only 10,000 query samples, AS
utilizes the stolen information to almost com-
pletely scrubbing three different watermark
texts (AUC < 0.55), highlighting the urgent
need for more robust watermarks.

2 Background on LLM Watermarks

2.1 LLM Generation

Given an autoregressive language model LM and
a prompt [T1, ..., Th] with h tokens, LM produces
a response by generating the next token itera-
tively. When generating the token Th+1, LM uti-
lizes [T1, ..., Th] as input, produces a logit vector
lh+1 ∈ R|V |, V is vocabulary of LM . The logit
vector lh+1 is then converted into a probability dis-
tribution ph+1 through softmax. Then LM samples
Th+1 from ph+1 according to a specific sampling
strategy. We denote the overall process of decoding
the logit vector into a new token as De(·)

2.2 Watermark Embedding

During the embedding process, a generative water-
mark utilizes its seal Sealθ(·) to generate the im-
pression im dynamically, which is then embedded
into the generated text. The seal generates the im-
pression by combining ctx and K. The context ctx
is extracted from the given prompt, defined as the
sequence of preceding tokens [Th−|ctx|+1, ..., Th]
of token Th+1. When generating the impression,
ctx introduces dynamics into the process through
a predefined Hash-scheme. Generally, the Hash-
scheme is a part of the seal, and different Hash-
schemes are categorized by their approach to pro-
cessing ctx. K is a predefined and private key,
which ensures the privacy of watermark. Generat-
ing impression imh+1 at h+ 1 step is formalized
as:

imh+1 = Sealθ(ctx,K) (1)

where θ denotes a set of hyperparameters specific
to the watermark. imh+1 is a vector defined over
the V that carries watermark information, serving
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Figure 2: The overall process of Adaptive Stealing (AS). Red arrows indicate the actions of AS, while black arrows
indicate standard generation processes without the intervention of watermarking.

as a guiding factor to intervene in the generation of
token Th+1, thereby embedding watermark.

To apply the impression, generative watermarks
modify the process De(·) by introducing imh+1.
Generating the watermark token T̂h+1 by the modi-
fied process D̂e(·) can be formalized as:

T̂h+1 = D̂e(imh+1, lh+1) (2)

Watermarks introduce imh+1 through three main-
stream approaches. The first approach is logits
vector manipulation, utilizing imh+1 to guide the
transformation of lh+1. Conversely, the second
approach is probability distribution adjustment,
which transforms ph+1 by imh+1. The third ap-
proach, sampling strategy modification, combines
imh+1 with the sampling strategy to govern token
generation. However, regardless of the watermark
type, imh+1 ensures watermark information, while
lh+1 ensures the ability of LM .

2.3 Watermark Detection
During the detection phase, the watermark scores
a text to determine if it is watermarked. First, the
watermark detector simulates Sealθ(·) to obtain
the impression im for each token in the text. Then
the detector use token-level score function ftls(·)
to compute scores for each token based on the cor-
responding im and p (p is optional for certain wa-
termarks). Finally, scores are aggregated by a func-
tion Agg(·) to obtain Watermark Confidence Score
(WCS). Both Agg(·) and ftls(·) are watermark-
specific. The detector is formalized as:

WCS = Agg({ftls(Ti, im
i, pi)}ni=1; θ) (3)

where n denotes the length of the text to be detected.
The WCS serves as the final metric to determine
whether the text is watermarked.

3 Adaptive Stealing

In this section, we detail traditional SWAs and
present our SWA, Adaptive Stealing (AS). Tra-
ditional SWAs include two steps: forging the seal
and applying the impressions. In contrast, AS com-
prises three steps: forging multiple seals, selecting
the optimal seal, and applying the impression gen-
erated by the selected seal. As illustrated in Figure
2, we employ Position-Based Seal Construction
to forge diverse seals, and select the optimal seal
through Adaptive Selection. Finally, AS applies
the impression via Logits Modification.

3.1 Traditional SWAs

When executing the SWA, an attacker only pos-
sesses limited watermarked texts Dw and an as-
sistant language model LMatt, while having ac-
cess to unlimited non-watermarked texts Dn. For
a given ctx, a higher occurrence count of T in Dw

generally implies that the perturbation exerted by
the actual watermark impression im is promotive.
Therefore, the SWA analyzes the occurrence times
of “token T appears after context ctx” in Dw and
Dn to steal possible impressions of the victim wa-
termark. By integrating these impressions from
Dw and Dn, the SWA forges a corresponding seal
ˆSeal(·). Specifically, depending on the integration

method, different SWAs forge distinct seals. How-
ever, all forged seals are capable of scoring tokens
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based on ctx, which is formalized as follows:

ˆimT = ˆSeal(T, ctx, {Dw, Dn}) (4)

ˆimT is the score for token T , and reflects the wa-
termark degree of T given ctx. By concatenating
ˆimT over the entire vocabulary, the impression ˆim

derived from the forged seal is obtained.
The approach employed by the SWA to apply

the impression parallels the D̂e(·) process in wa-
termark embedding. When providing a prompt
to LMatt, the attacker extracts the ctx from the
prompt and then obtains the forged impression ˆim
via ˆSeal(·). By configuring distinct directions of
applying the impression, the attacker constructs
spoofing and scrubbing attacks accordingly.

3.2 Position-Based Seal Construction
The core of Position-Based Seal Construction lies
in a critical component of forging the seal, the
transformation function H(·). H(·) converts ctx
into a key k, where k retains only a portion of
the information from ctx. When the SWA steals
impressions from Dw and Dn, H(·) enables dif-
ferent ctx instances to be mapped to the same key
k. This operation mitigates interference from low-
frequency ctx instances by aggregating them into
the same key k as their high-frequency counter-
parts. A significant portion of sparse ctx inherits
the statistical robustness of more frequent ones by
H(·). Thus H(·) provides them with sufficient sta-
tistical significance for the frequency analysis of
“token T appears after context ctx” while stealing
impressions.

For SWAs, H(·) represents a unique attack per-
spective on the watermark. It is essentially a hy-
pothesis regarding how ctx is handled within the
watermark seal. In the watermark, Sealθ(·) only
activates part of ctx to obtain im, paralleling the
operation of H(·). Therefore, we infer that the
transformation produced by the actual seal has a
higher correlation with the generated watermark
tokens than other potential transformations of ctx.
Since the attacker lacks knowledge of which to-
kens in ctx the watermark seal activates, we must
consider more H(·) to guess how ctx is handled.

The watermark’s Sealθ(·) inevitably utilizes the
position information of tokens in ctx when han-
dling ctx. Therefore, we design a set of transfor-
mation functions, referred to as ordered transfor-
mations, which follow the paradigm Ho(ctx, no)
to preserve position information. kH

o

no denotes the
transformation result of Ho(ctx, no). Here, no is

an integer satisfying 0 ≤ no < 2|ctx|, and repre-
sents the activation state of ordered tokens. For
each Ho(ctx, no), no is converted into a binary
string of length |ctx|, serving as the positional la-
bels for the tokens in ctx. Specifically, a token
Ti ∈ ctx is replaced by a wildcard [·] if its cor-
responding position label is 0. For example, if
ctx = [T1, T2, T3] and no = 4, where 4 in binary
representation is "100". Then, the transformation
result is the following:

[T1, [·], [·]] = Ho([T1, T2, T3], 4) (5)

[T1, [·], [·]] is kH
o

4 , represents the token at position 1
in ctx is T1, while the tokens at position 2 and 3 are
wildcards over the vocabulary. The transformation
result captures the position information of T1, and
regards T2 and T3 as inactive.

After setting the length of ctx, Position-Based
Seal Construction systematically generates 2|ctx|

possible ordered transformations. These ordered
transformations maximize the coverage of poten-
tial watermark implementations. Subsequently, we
construct seals based on these ordered transforma-
tions.

Given a k transformed by H(ctx), we obtain
conditional distributions p̂w(T |k) and p̂n(T |k)
through empirical estimation in Dw and Dn. Sub-
sequently, we follow the work of WS (Jovanovic
et al., 2024) to define the score function S(T, k)
based on these two conditional distributions:

S(T, k) =
{

1
c
min( p̂w(T |k)

p̂n(T |k) , c)
p̂w(T |k)
p̂n(T |k) ≥ 1

0 otherwise.
(6)

c is the hyperparameter to normalize the score to
[0, 1]. S(·) scores the watermark degree of T from
the H(·) perspective. By concatenating the scores
of all tokens in V , we obtain the impression for a
given ctx from the H(·) perspective.

Given a fixed H(·), any ctx can be converted
into a corresponding impression by Eq. (6), which
represents the stolen watermark information. All
impressions constructed by a fixed H(·) are in-
tegrated into a forged seal, which mimics the
functionality of Sealθ(·) by generating impres-
sions corresponding to different ctx. Consequently,
Position-Based Seal Construction yields 2|ctx| dis-
tinctly forged seals.

3.3 Adaptive Selection

However, when using only Position-Based Seal
Construction, directly weighting multiple forged
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seals as the final seal like WS introduces noise from
incorrect seals. To address this issue, Adaptive Se-
lection is designed to dynamically select the most
adversarial seal at each generation step. We posit
that most adversarial seal must incorporate three
factors: the current generation state, guidance from
the available watermarked dataset, and the inherent
features of the seal itself. Therefore, we propose
three design principles for Adaptive Selection:
Dynamic Generation Relevance (DGR): During
actual generation, the generation probability of T
determines whether we need to consider it when
deciding the final token. Therefore, when selecting
the seal, the impact of low-probability tokens can
be disregarded. We select the k highest-probability
tokens at the current generation step to construct a
token set Vk:

Vk = topK(V, p, k) (7)

p is the distribution generated by LMatt at the cur-
rent step. When selecting among multiple forged
seals, we only consider tokens in Vk.
Watermark Compatibility (WC): The probability
distribution pw(T |ctx) indicates the probability of
T generated in the watermark scenario. pw(T |ctx)
serves as a direct representation of watermark infor-
mation and can provide guidance for the selection
of seals. Specifically, we desire that the impression
generated by the finally selected seal maximizes the
generation probability of high pw(T |ctx) tokens.
Although the real pw(T |ctx) is unknown, we can
replace it with p̂w(T |ctx), an empirical estimate
derived from Dw.
Generation Priority (GP): Among all tokens, the
normalized score of ˆimT represents the priority of
T to be generated when using ˆim. The selection
of seals is based on our need to clearly understand
which tokens’ generation it promotes. The naive
ˆimT cannot directly represent the promoting effect

of ˆim on the generation of T because im lacks
regularization. Therefore, for the impression ˆim

no

generated by the no-th forged seal, we transform
it into a probability distribution. We consider the
probability of T as the relative significance degree
of T in ˆim

no

.
After formalizing the three principles, we inte-

grate them to formalize Adaptive Selection as a
scoring function ω(·) for forged seals. ω(·) is de-
fined as follows:

ω(no, ctx) =
∑

T∈Vk︸ ︷︷ ︸
DGR

p̂w(T |ctx)
︸ ︷︷ ︸

WC

·
ˆim

no

T∑
T ′∈V

ˆim
no

T ′
︸ ︷︷ ︸

GP

(8)

By accounting for the dynamically changing ctx
and generation states, Adaptive Selection selects
the no-th seal with the highest ω score as the final
seal.

3.4 Logits Modification

Following the work of WS, we apply the impres-
sion generated by the final seal ˆim by the following
formula:

l̂ = l + δatt · ˆim (9)

δatt > 0 and δatt is the hyperparameter to control
attack strength. When executing scrubbing attack,
attacker set δatt < 0 in Eq. (9) for watermark
removal.

4 Experiment

4.1 Stealing Environment

The SWA has two roles: the attacker and the victim.
The victim is a language model LMvic with a wa-
termark wm. The attacker steals wm from LMvic

to construct targeted adversarial attacks. However,
there are multiple restrictions for the attacker.
Unknown Parameters: The secret key K and
all hyperparameters of the watermark wm are un-
known to the attacker. Therefore, the watermark
information is unattainable for the attacker by a
general way.
Limited Queries: The attacker has permission to
access LMvic to obtain watermarked responses.
However, the number of these responses is limited
due to financial and time constraints.
Inaccessible Detection: The attacker lacks au-
thorization to access the detection interface of
wm. Free detection access enables attackers to
verify victim watermarks, facilitating perfect spoof-
ing/scrubbing attacks.

4.2 Settings

Victim: We select two LLM families for LMvic:
OPT (Zhang et al., 2022) widely adopted in wa-
termarking research, and Llama (AI@Meta, 2024),
a prevalent open-source model. We employ OPT-
2.7b and Llama3-8b as two victim LLMs LMvic.
Victim watermarked texts Dw are prepared using
the realnews-like subset of C4 (Raffel et al., 2020),
which |Dw| is 10,000. To demonstrate the supe-
rior extraction capability of the AS, the sample
size of 10k that we selected is deliberately lower
than the sample requirements specified by other
SWAs (Jovanovic et al., 2024; Pan et al., 2025).
The preparation details of Dw are in Appendix B.2.
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LMvic=OPT-2.7b LMvic=Llama3-8b

Dolly Harm Dolly Harm

Watermark Method WCS AUC TPR@1% WCS AUC TPR@1% WCS AUC TPR@1% WCS AUC TPR@1%

- Random - 0.50 0.01 - 0.50 0.01 - 0.50 0.01 - 0.50 0.01

KGW
Dipper 1.225 0.75 0.05 1.207 0.75 0.06 1.585 0.80 0.17 1.650 0.80 0.27

Dipper+WS 0.958 0.69 0.08 1.008 0.72 0.08 0.507 0.61 0.06 0.470 0.61 0.06
Dipper+AS -0.002 0.47 0.03 0.169 0.50 0.03 -0.922 0.37 0.02 -0.519 0.40 0.03

SynthID
Dipper 0.506 0.70 0.08 0.505 0.67 0.07 0.508 0.75 0.18 0.508 0.76 0.19

Dipper+WS 0.502 0.57 0.04 0.502 0.55 0.02 0.503 0.62 0.05 0.503 0.62 0.05
Dipper+AS 0.499 0.48 0.01 0.499 0.44 0.01 0.501 0.54 0.03 0.501 0.55 0.04

Unbiased
Dipper 0.346 0.69 0.06 0.319 0.70 0.03 0.342 0.68 0.06 0.399 0.70 0.07

Dipper+WS 0.133 0.58 0.02 0.161 0.62 0.01 0.151 0.59 0.02 0.174 0.59 0.02
Dipper+AS -0.065 0.47 0.01 -0.050 0.51 0.00 -0.011 0.50 0.01 0.008 0.51 0.00

Table 1: Results of scrubbing attack for different watermarks and different scrubbing method. “Random” represents
random classification during detection. Lower WCS, AUC, and TPR@1% values indicate better attack effectiveness.

LMvic=OPT-2.7b LMvic=Llama3-8b

Dolly Harm Dolly Harm

Watermark Mode WCS AUC TPR@1% WCS AUC TPR@1% WCS AUC TPR@1% WCS AUC TPR@1%

KGW
w/o Attack 8.880 1.00 1.00 8.933 1.00 1.00 7.991 1.00 1.00 8.072 1.00 1.00

WS 1.228 0.74 0.06 1.404 0.77 0.11 1.333 0.74 0.15 1.431 0.75 0.19
AS(Ours) 2.698 0.91 0.36 2.770 0.92 0.42 2.646 0.89 0.47 2.648 0.90 0.48

SynthID
w/o Attack 0.584 1.00 1.00 0.583 1.00 1.00 0.569 1.00 1.00 0.570 1.00 1.00

WS 0.503 0.61 0.02 0.504 0.64 0.04 0.502 0.59 0.02 0.503 0.59 0.04
AS(Ours) 0.505 0.68 0.06 0.507 0.73 0.13 0.504 0.63 0.04 0.504 0.66 0.06

Unbiased
w/o Attack 3.296 1.00 0.99 3.326 1.00 1.00 2.595 1.00 0.97 2.748 1.00 0.98

WS 0.406 0.71 0.09 0.363 0.71 0.05 0.369 0.68 0.09 0.447 0.71 0.09
AS(Ours) 0.641 0.80 0.20 0.630 0.80 0.18 0.584 0.76 0.19 0.623 0.78 0.18

Table 2: Results of spoofing attacks on different watermarks. w/o Attack represents the detectability performance of
victim. Higher WCS, AUC, and TPR@1% values indicate better attack effectiveness.

We prepare three victim watermarks im-
plemented by Markllm (Pan et al., 2024):
KGW(Kirchenbauer et al., 2023), Syn-
thID(Dathathri et al., 2024), and Unbiased(Hu
et al., 2024), which modify logits vector, sampling,
and probability distribution, respectively. The
algorithmic details of victim watermarks are
presented in Appendix A.
Attacker: WS (Jovanovic et al., 2024), the state-of-
the-art SWA, is selected as the baseline. More spe-
cific attack settings are provided in Appendix B.3.
Other SWAs like CWS (Sadasivan et al., 2023),
WRA (Pan et al., 2025), and MIP (Zhang et al.,
2024), which are less effective in our scenarios, are
discussed in Appendix D.
Evaluation: Following WS, we select prompts
from the “CW” subset of dataset Dolly2 (Conover
et al., 2023) and construct Harm prompts for harm-
ful content generation by merging parts of Harm-
fulQ (Shaikh et al., 2023) and AdvBench (Zou

2https://huggingface.co/datasets/databricks/
databricks-dolly-15k

et al., 2023) for evaluation. For each prompt, we
generate 200 tokens by the default attacker model
LMatt (Qwen2.5-7b) (Yang et al., 2024).

Watermarking generally involves a dual-aspect
trade-off: detectability and text quality. To eval-
uate detectability, we use the AUC score (Area
Under receiver operating characteristic Curve) and
TPR@1% (True Positive Rate at 1% False Positive
Rate). We also present the watermark confidence
score (WCS) calculated by the corresponding wa-
termark for the detectability evaluation. For text
quality, we evaluate perplexity (PPL) with the aux-
iliary model Llama2-13b, which possesses a larger
parameter scale than our two LMvic.

4.3 Main Results

As shown in Table 1 and Table 2, AS consistently
exhibits higher attack effectiveness than WS. In
scrubbing attacks, AS has lower detection metric
values than WS. The AUC of AS is always below
0.55, while the lowest AUC of WS is 0.55. Re-
garding spoofing attacks, AS also outperforms WS,
with consistent AUC improvements of 0.04-0.17.
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no

AVE AS(Ours)
0 1 2 3 4 5 6 7

|ctx| = 1 & Left 0.675 0.997 0.749 0.929 0.599 0.843 0.540 0.584 0.821 0.907
|ctx| = 2 & Left 0.590 0.709 0.994 0.945 0.649 0.635 0.855 0.692 0.834 0.864
|ctx| = 3 & Left 0.560 0.559 0.680 0.694 0.993 0.923 0.903 0.737 0.825 0.886
|ctx| = 4 & Left 0.527 0.501 0.522 0.535 0.621 0.559 0.559 0.511 0.532 0.613
|ctx| = 3 & Min 0.692 0.940 0.915 0.932 0.888 0.860 0.845 0.753 0.850 0.941
|ctx| = 3 & Max 0.515 0.826 0.834 0.875 0.810 0.753 0.754 0.685 0.730 0.846

Unknown 0.593 0.755 0.782 0.818 0.760 0.762 0.743 0.660 0.765 0.843

Table 3: Spoofing attack performance (AUC) across different watermark configurations using various seals.
LMvic=Llama3-8b, and dataset is Dolly. no denotes the specific forged seal used for attack, “AVE” represents
equally weighted ensemble of seals with no from 0 to 7. Left, Min and Max respectively indicates LeftHash-scheme,
MinHash-scheme and MaxHash-scheme.
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Figure 3: Trade-off between text quality (PPL) and
watermark detectability (WCS) under spoofing attacks
on KGW with varying δatt.

Regardless of variations in watermarks, datasets, or
victim models, the advantage of AS remains con-
sistent, indicating that AS is a better attack method
for evaluating watermark robustness.

Another noteworthy aspect is that AS brings
nearly perfect scrubbing attacks. In Table 1,
Dipper-processed watermarked texts still retain a
significant amount of watermark information, as
evidenced by all AUC values for Dipper exceeding
0.65. WS enables more targeted processing, remov-
ing a greater proportion of the watermark. How-
ever, AS attains near-optimal AUC values, which
are below 0.55, closely approaching the ideal theo-
retical value of 0.5 associated with random classifi-
cation. The high effectiveness of AS in scrubbing
attacks indicates the urgent need for watermarks
with higher robustness.

4.4 Text Quality

By dynamically adjusting δatt, we analyze the
trade-off between detectability and text quality for
AS and WS spoofing attacks.

As shown in Figure 3, higher δatt increases AUC
but elevates perplexity, indicating higher detectabil-
ity and reduced text quality. Compared to WS, AS
consistently maintains superior AUC under con-
ditions of high AUC (above 0.75) and compara-
ble perplexity. This consistent performance gap
at matched perplexity levels indicates that the im-
provement in attack effectiveness of AS stems from
more comprehensive utilization of Dw information
rather than text quality degradation.

4.5 Ablation Analysis

The two key modules of AS are Position-Based
Seal Construction and Adaptive Selection. We con-
duct a separate analysis on the seals generated by
Position-Based Seal Construction to demonstrate
the roles of both modules in Table 3. In this ex-
periment, we configure six distinct seals for KGW,
four of which employ LeftHash-scheme with |ctx|
ranging from 1 to 4, while the remaining two uti-
lize MinHash-scheme and MaxHash-scheme re-
spectively when |ctx| = 3. “Unknown” represents
the average attack performance across these six
victim seals, simulating a realistic scenario where
attackers lack knowledge of the watermark’s con-
text length and Hash-scheme. We also perform
an ablation study on the three design principles of
Adaptive Selection in Appendix C.1.

Experimental results show that attack perfor-
mance is optimal when the forged seal configu-
ration matches the victim watermark’s parameters.
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Figure 4: Results of spoofing attacks on KGW with
varying |Dw|. The minimum |Dw| is 100.

For example, the seal obtained using no = 1 (corre-
sponding to the leftmost token activation) achieves
the highest detection metric when |ctx| = 1 &
Left, with AUC=0.997 indicating near-complete
watermark stealing. However, when attacking wa-
termarks with different settings, a single seal fails
to maintain high aggressiveness. Therefore, using
Position-Based Seal Construction to obtain seals
with diverse attack perspectives is necessary.

Furthermore, merely acquiring diverse seals
does not inherently improve attack performance. In
Table 3, the equally-weighted AVE approach shows
limited improvement over single-seal attacks, fail-
ing to leverage the diversity of the forged seals.
Unlike AVE’s static aggregation, AS adaptively
selects the optimal seal for each generation step,
leading to superior attack performance. Therefore,
using Adaptive Selection to flexibly select seals
enhances AS’s attack effectiveness.

Through the combination of Position-Based Seal
Construction and Adaptive Selection, AS achieves
the optimal attack effectiveness in realistic Un-
known scenarios (AUC=0.843), consistently out-
performing both the single-seal attacks and AVE.

4.6 |Dw| Analysis

A key to SWA lies in the size of victim water-
marked texts Dw. We prepare different |Dw| for
the evaluation. The results are shown in Figure 4.

Both AS and WS demonstrate marked improve-
ments in spoofing performance as |Dw| grows. As
illustrated in Figure 4, AS consistently achieves
higher WCS values than WS across different |Dw|.
Notably, AS only requires 2,000 victim water-
marked texts to achieve attack effectiveness equiv-

alent to that of WS using 10,000 samples.
Both LMatt and |ctx| re equally key factors in-

fluencing SWA. We further analysis LMatt and
|ctx| in Appendices C.2 and C.3, respectively.

5 Related Work

5.1 LLM Watermarks

Embedding watermarks into LLM emerges as a
promising approach for identifying LLM-generated
text (Fraser et al., 2025; Liu et al., 2025; Peng
et al., 2023; Xu et al., 2024; Yang et al., 2022;
He et al., 2022b,a). Current watermarks primar-
ily modify token generation process through three
distinct mechanisms: logits vector manipulation
(Kirchenbauer et al., 2023; Fu et al., 2024; Liu
et al., 2024; Zhao et al., 2024; He et al., 2024; Lu
et al., 2024; Wong et al., 2025), probability distribu-
tion adjustment (Hu et al., 2024; Chen et al., 2025b;
Feng et al., 2025), and sampling strategy modifica-
tion (Dathathri et al., 2024; Kuditipudi et al., 2024;
Christ et al., 2024). These generative watermarks
offer significant practical advantages for LLM ser-
vices as they eliminate the need for model retrain-
ing and incur minimal resource consumption dur-
ing deployment. This efficiency makes them par-
ticularly suitable for real-world applications where
computational resources are constrained.

5.2 Watermark Attacks

Watermark attack methods has two classes: one
is scrubbing attacks that remove watermarks from
text, and the other is spoofing attacks that forge
watermarked text under unauthorized conditions.
Scrubbing attacks can be implemented using pure
text modification techniques(Zhang et al., 2023;
Krishna et al., 2023; Chang et al., 2025). Among
these, when scrubbing attacks use LLM rewriting,
they can use watermark information to achieve
more targeted scrubbing (Jovanovic et al., 2024).
Spoofing attacks, in contrast, must utilize water-
mark information for assistance (Sadasivan et al.,
2023; Jovanovic et al., 2024). The watermark infor-
mation required by attackers can only be obtained
by stealing the victim watermark.

5.3 Stealing Watermark Algorithm

Stealing Watermark Algorithms (SWAs) facilitate
two primary adversarial spoofing and scrubbing
attacks against watermarked LLMs. Extensive
research has identified these attacks significant
threats to the watermark reliability (Liu et al., 2024,
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2025; Gu et al., 2024; Pan et al., 2025). Existing
SWAs, such as those proposed by Sadasivan et al.
(2023), Jovanovic et al. (2024), Zhang et al. (2024)
focus predominantly on compromising KGW vari-
ants by forging a fixed seal. However, a single
static seal is incapable of adapting to diverse wa-
termark implementations or generation contexts.
We argue that effective SWAs must evolve beyond
rigid designs toward adaptive frameworks that dy-
namically select optimal attack strategies based on
contextual requirements.

6 Conclusion

We propose Adaptive Stealing (AS), a novel steal-
ing watermark algorithm. The key design of AS
is Position-Based Seal Construction and Adaptive
Selection. AS constructs multiple seals based on
Position-Based Seal Construction, and Adaptive Se-
lection dynamically selects the most suitable seal
to facilitate adversarial attacks. AS enhances at-
tack effectiveness by comprehensive stealing of
watermark information and precise filtering. Dur-
ing the experimental phase, we configure multiple
attack environments to evaluate the performance of
AS. Our experimental results demonstrate that AS
consistently exhibits superior attack effectiveness
across various attack scenarios. These findings
demonstrate AS’s practical threat value, indicating
that current watermark designs still require more
robust research to counter potential attacks.

Limitations

Although our proposed Adaptive Stealing (AS)
achieves higher attack performance compared to
Watermark Stealing (WS) at a small number of vic-
tim watermarked texts (10,000), this performance
improvement results in approximately 1.6× genera-
tion latency compared to WS. Furthermore, due to
time and resource constraints in our experiments,
we evaluate only two victim models (OPT-2.7b &
Llama3-8b) and three watermarks (KGW, SynthID,
Unbiased). The multilingual attack effectiveness
of AS remains to be tested. Currently, we only
focus on the English dataset scenario in this pa-
per. Furthermore, AS applies the impression in the
same manner as WS. While this approach effec-
tively achieves the attack, it causes relatively large
damage to text quality. Subsequent work could
consider how to optimize the stealing watermark
algorithm by improving the impression application
method.
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A Algorithms

In this section, we introduce the WS algorithm
(Jovanovic et al., 2024) and victim watermark al-
gorithms. We also detail the parameters of each
watermark. All our watermarks are implemented
using Markllm (Pan et al., 2024).

A.1 KGW

The beginning design of KGW (Kirchenbauer et al.,
2023) is LeftHash-scheme. LeftHash-scheme spec-
ifies that Sealθ(·) only utilize the most left token in
ctx. Additionally, other Hash-schemes exist, such
as MinHash-scheme which utilizes the token with
the minimum hash value in ctx, and MaxHash-
scheme which conversely utilizes the token with
the maximum hash value. Initially, KGW sets
|ctx| = 1. When generating Th+1, Sealθ(·) in-
puts the last token Th and the secret key K. At
this time, Sealθ(·) generates a code c which is a
random number seed, deterministically partitioning
the vocabulary into red R and green G based on
the random seed c. Among them, the proportion
of green tokens is γ. Then KGW constructs a vec-
tor as its impression, which has values that green
tokens are δ, red tokens is 0. Following standard
KGW implementation, we set δ = 2. The vector is
the impression im. Subsequently, KGW increases
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the generation probability of green tokens through
the following formula:

p̂h+1
T =





exp(lh+1
T +δ)

Lsum
, T ∈ G

exp(lh+1
T )

Lsum
, T ∈ R

Lsum =
∑

j∈R
exp(lh+1

j ) +
∑

j∈G
exp(lh+1

j + δ)

(10)
δ is a positive constant, Lsum represents the sum
of modified logits. p̂h+1

T represents the probability
of T after watermarking at h+ 1 step.

At detection stage, KGW can obtain the value of
c at each step through Sealθ(·), and then determine
whether each token T in the text is green. KGW
counts the number of green tokens in the text as ng.
Through z-statistic z = (ng − γL)/

√
Lγ(1− γ),

KGW obtains z to represents the confidence that
the text is watermarked. In this paper, z is equiva-
lent to WCS.

We set γ = 0.5 and LeftHash-scheme for KGW
in this paper, and provide our Markllm-style param-
eter files in the future.

A.2 SelfHash-Scheme in KGW

SelfHash-scheme KGW incorporates Th+1, the
generating token at this time, to participate in
Sealθ(·). When constructing red and green lists
using c generated by Th+1, the generation process
ensures Th+1 belongs to the green list determined
by its own hash value. And the method to construct
a impression im is presented in the following equa-
tion:

im = min{H(Th−|ctx|+1), ...H(Th),

H(Th+1)} · K ·H(Th+1)
(11)

Subsequent operations remain consistent with
KGW.

SelfHash-scheme KGW is the watermark specif-
ically targeted by WS. In WS, the author sets
|ctx| = 2 for SelfHash-scheme KGW. Al-
though SelfHash-scheme KGW is a high-security-
performance watermark, its high resource con-
sumption renders it impractical for real-world de-
ployment.

In our experiments, text generation with OPT-
2.7b using SelfHash-scheme KGW requires over
300 seconds for 200-token generation in a single
Tesla-V100 GPU, while LeftHash-scheme averages
below 10 seconds (measured in our Markllm imple-
mentation). Therefore, considering the efficiency

factor, the SelfHash-scheme KGW is not evaluated
in this paper.

A.3 Watermark Stealing (WS)

WS construct three seals and statically weighted
them to obtain the final seal.

The first seal focuses on the overall ctx in-
formation. WS utilize transformation function
H1(·) to convert ctx to a token set kH1 . WS de-
fines {·} as the token set representation. Given
ctx = [T1, T2, T3], it derives kH1 = {T1, T2, T3}.
kH1 loses the ordered information of ctx, which
is the largest difference compared to the function
Ho(ctx, |ctx| − 1) in AS. Through Eq. (6), WS
obtains the impression sH1 corresponding to H1(·)
based on the relevant ctx. The impression is de-
rived through concatenation of token scores from
the whole vocabulary, similar to the AS process.

The second seal is more complex. To construct
it, WS obtains two format impressions. WS lets
si and sij denotes the impressions S(·, {Ti}]) and
S(·, {Ti, Tj}]) By defining cossim(·) as the func-
tion for cosine similarity, WS searches a unique i,
s.t.

cossim(si, sij) > cossim(sj , sij),∀j ̸= i (12)

The transformation function H2(·) select this token
Ti as kH2 . Subsequently, WS constructs the corre-
sponding impression sH2 according to S(T, kH2).

The transformation function H3(·) of the third
seal transforms all possible ctx into an empty set
kH3 = {}, which ignores the information from ctx.
Its corresponding score for T is S(T, {}) and the
impression is sH3 .

The final impression is formulated as:

ŝ =
1

w1 + w2 + w3
(w1 ·sH1+w2 ·sH2+w3 ·sH3)

(13)
The second seal is specifically designed by WS

authors to target SelfHash-scheme KGW, and abla-
tion studies conducted in WS’s work demonstrate
its effectiveness. However, our experimental results
reveal that introducing the second seal adversely
affects the stealing outcomes of certain watermarks
(Table 8). Meanwhile, we find that solely adopting
the first seal can comprehensively address diverse
watermarks, which is the configuration adopted in
this paper (w1, w2, w3) = (1, 0, 0). The experi-
ments will be demonstrated in subsequent sections.
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A.4 SynthID

During the context code generation phase, Syn-
thID utilizes hash functions to combine ctx with
multiple predefined secret keys sequentially, gen-
erating several distinct integers as random num-
ber seeds. The ordered sequence of these random
number seeds constitutes the random sequence rs.
Subsequently, SynthID sequentially constructs m
random number generators based on the seeds in
rs. The m random number generators are g1, ...gm,
and each generator g assigns binary scores (0/1) to
all tokens in vocabulary V . By concatenating the
scores of all tokens, we can obtain the impression.

When generating Th+1, SynthID samples 2m to-
kens from ph+1 and divides them into pairs of com-
peting tokens. At this stage, g1 evaluates paired
tokens and selects high-score tokens for the next
round. In the second round, g2 evaluates paired
tokens and selects high-score tokens. SynthID exe-
cutes this iterative cycle until gm selects the final
winning token. The final winning token is selected
as the result token T̂h+1 in SynthID.

During detection, SynthID regenerates rs for
each token, enabling all g to conduct scoring evalu-
ations. The watermark confidence score for token
T is calculated as

∑m
i=1 gi(T ). The mean value

of scores across all tokens in text represents the
watermark confidence of the text, which is WCS
in this paper.

In the Markllm configuration, the parameter m is
set to 30. Markllm employs an acceleration method
that avoids actual sampling of 2m tokens to main-
tain watermarking efficiency.

A.5 Unbiased

After obtaining the code c like KGW, utilizes the
code c as a seed to randomly permute the vocabu-
lary into a token list O = {o1, ..., o|V |}. Unbiased
designs a reweighting method to transform ph+1

using the cumulative distribution function concept,
Fi =

∑i
j=0(poj ). The reweighting method is de-

fined as follows:

pwoi =





0, Fi <
1
2

2(Fi − 1
2), Fi ≥ 1

2 , Fi−1 <
1
2

2(Fi − Fi−1) Fi−1 ≥ 1
2

(14)

Then Unbiased transform ph+1 by Eq. (14) to
p̂h+1.

During detection, Unbiased accumulates the wa-
termark probabilities p̂h+1 of each token T in the

text as a detection metric, which is WCS in this
paper.

B Experimental Settings

B.1 Hardware Setting & License

All experiments are conducted on the Linux sys-
tem using two Tesla-V100 GPUs. We use PyTorch
2.2.0 and Transformers library 4.45.2. And we
utilize a tool, Markllm to assist our watermark im-
plementation. The version of Markllm is 0.1.5.

For license information, Our experiments utilize
C4 dataset (ODC-By 1.0 license), Dolly and Harm
datasets (from the open-source code os WS, both
under MIT license). We use OPT-2.7b (OPT-175B
license), Llama3-8b (META LLAMA 3 COMMU-
NITY license), Gemma2-2b (gemma license) and
Qwen2.5-7b (Apache 2.0 license). The watermark
implementations leverage Markllm toolkit (Apache
2.0 license). All datasets and models are used
strictly for non-commercial research purposes con-
sistent with their license terms. Upon acceptance,
we will release our AS code under the Apache 2.0
license with explicit restrictions limiting its use to
academic research and watermark robustness eval-
uation.

B.2 Preparation of Dw

We set higher restrictions for the preparation of our
watermarked victim text. For each text example
in C4, we extract the first 30 tokens as a prompt
and generate 400 new tokens. Given each water-
mark setting, we generate 104 watermarked texts
to construct Dw. A corresponding dataset Dn of
equal size containing non-watermarked texts is also
prepared.

B.3 Default Attack Parameters

Following WS, we set the clipping parameter to
c = 2 in all experiments. Across all watermark
configurations, we fix the context length to |ctx| =
3 for attack execution. About AS, we configure
k = 128 for Adaptive Selection. For spoofing
attack, we set δatt = 4 and LMatt=Qwen2.5-7b
(Yang et al., 2024). In contrast, we define δatt =
−4 and LMatt=Dipper (Krishna et al., 2023) for
scrubbing attack. Dipper is a current state-of-the-
art paraphraser.

Under the above conditions, our evaluation per-
formed a single attack, obtaining the average at the
dataset level as the final result.
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LMvic=OPT-2.7b LMvic=Llama3-8b
Dolly Harm Dolly Harm

w/o WC 2.454 2.710 2.424 2.607
w/o GP 0.358 0.172 0.438 0.381

w/o DGR 2.666 2.752 2.615 2.725
AS 2.698 2.770 2.646 2.648

Table 4: Ablation study of Adaptive Selection com-
ponents (WC, GP, DGR) for spoofing attacks. Victim
watermark is KGW, evaluation metric is WCS.

LMvic=OPT-2.7b LMvic=Llama3-8b
Dolly Harm Dolly Harm

top32 0.020 0.097 0.018 -0.069
top64 -0.020 0.020 0.011 0.032

top128 0.020 0.060 0.024 0.016
top256 0.021 0.048 0.003 0.044
top512 0.031 0.101 0.017 0.012

Table 5: The confrontation results of DGR and non-
DGR settings.

C Supplementary Experiments

C.1 Adaptive Selection Analysis

We perform an ablation study on three criteria of
Adaptive Selection, with results shown in Table 4.

We find that GP plays a crucial role in Adap-
tive Selection, and WC also significantly improves
Adaptive Selection’s results. In Table 4, AS’s re-
sults are far superior to w/o GP, and also demon-
strate a certain advantage over w/o WC. How-
ever, DGR’s advantage is not obvious, and even
in LMvic=Llama3-8b, w/o DGR achieves better
performance when using the Harm dataset.

We do not assert that DGR is ineffective. DGR
itself is analogous to top-k sampling in LLM gen-
eration, while removing DGR is analogous to set-
ting p = 1 in top-p sampling. Therefore, DGR
eliminates the interference of some low-probability
tokens, which theoretically improves text quality
without affecting detectability. However, its effect
is minimal, akin to the minimal difference between
top-k and top-p sampling methods.

To prove the effect of DGR, we establish a more
fine-grained evaluation method. For each sample,
we pit DGR and non-DGR settings against each
other on detectability and text quality. When a
sample wins on both detectability and text quality,
record 1 point; loses on both, record -1 point; other-
wise, record 0 points. We set different k for DGR,
and their average point results are shown in Table 5.
The experimental results show that although DGR
does not always enhance the attack effectiveness,
from an overall perspective, DGR has a promot-
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Figure 5: Results of spoofing attacks on KGW with
different lengths of ctx.

ing effect on AS results. Therefore, we advocate
deploying DGR for AS.

Theoretically, WC is decided by empirical esti-
mation on Dw, while the advantage of DGR is anal-
ogous to top-K during generation. This indicates
that both methods require a substantial volume of
watermarked text Dw to ensure their effectiveness,
and may introduce perturbations when operating
with limited sample sizes. Our Dw has only 10k
samples, and its data demand is less compared to
the current feasible SWAs (Jovanovic et al., 2024;
Pan et al., 2025). Although the performance ad-
vantages of WC and DGR are marginal in Table 4,
they enhance the adversarial capability of the AS
as the sample size increases, and do not interfere
with the advantage of the AS under low-sample
regimes. In Figure 4, at a sample size of 2k, the
low-sample fluctuations observed in WC and DGR
do not compromise the performance advantage of
the AS.

C.2 LMatt Analysis
We set five LMatt: OPT-1.3B and OPT-2.7b
(Zhang et al., 2022), Gemma2-2B (Team, 2024),
Llama3-8b (AI@Meta, 2024) and Qwen2.5-7b
(Yang et al., 2024). Table 6 shows the cor-
responding results of spoofing attacks. In Ta-
ble 6, OPT-1.3b and OPT-2.7b perform better
when LMvic=OPT-2.7b than other LMatt. When
LMvic=Llama3-8b, Llama3-8b exhibits the same
advantages. This implies that using the same vo-
cabulary can significantly promote the attack effec-
tiveness of SWA. We observe that the TPR@1% of
AS is predominantly above 0.9 under identical vo-
cabulary conditions, demonstrating highly effective
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LMvic=OPT-2.7b LMvic=Llama3-8b

Dolly Harm Dolly Harm

LMatt SWA WCS AUC TPR@1% WCS AUC TPR@1% WCS AUC TPR@1% WCS AUC TPR@1%

OPT-1.3b
WS 4.140 0.99 0.80 4.290 0.99 0.89 2.925 0.94 0.55 2.974 0.95 0.59

AS(Ours) 5.060 1.00 0.92 5.395 1.00 0.98 4.156 0.99 0.83 4.174 0.99 0.88

OPT-2.7b
WS 4.054 0.98 0.74 4.144 0.98 0.79 2.876 0.94 0.53 2.900 0.94 0.56

AS(Ours) 5.058 0.99 0.93 5.263 1.00 0.93 4.062 0.98 0.82 4.296 0.99 0.90

Gemma2-2b
WS 2.710 0.87 0.45 2.796 0.91 0.44 2.076 0.83 0.35 2.342 0.87 0.43

AS(Ours) 4.284 0.95 0.76 4.626 0.98 0.81 3.589 0.93 0.70 4.039 0.97 0.82

Llama3-8b
WS 2.613 0.89 0.38 2.872 0.92 0.46 3.086 0.93 0.59 3.364 0.95 0.67

AS(Ours) 4.455 0.98 0.81 4.529 0.98 0.83 4.696 0.99 0.90 5.001 0.98 0.93

Qwen2.5-7b
WS 1.228 0.74 0.06 1.404 0.77 0.11 1.333 0.74 0.15 1.431 0.75 0.19

AS(Ours) 2.698 0.91 0.36 2.770 0.92 0.42 2.646 0.89 0.47 2.648 0.90 0.48

Table 6: Results of spoofing attacks on KGW with different LMatt.

|ctx|=1 |ctx|=2 |ctx|=3 |ctx|=4

KGW 8.65 8.68 8.63 8.63
SynthID 9.11 9.06 9.09 9.10
Unbiased 10.04 10.11 12.92 12.19

WS 10.65 11.07 10.85 11.91
AS(Ours) 11.69 11.15 16.92 16.34

Table 7: Execution time (s) of watermarks and attack
algorithms under varying |ctx|.

extraction of the victim watermark. Meanwhile, AS
consistently achieves better detection metrics than
WS, demonstrating its superiority to cross-model
stolen.

C.3 |ctx| Analysis
|ctx| directly determines the number of different
ctx that can be formed, and thus directly affects
the complexity of watermarks and SWA. However,
|ctx| is unknown to the attacker. We evaluate spoof-
ing attacks with the victim watermark KGW’s |ctx|
varying from 1 to 4. The corresponding experimen-
tal results are illustrated in Figure 5.

The experimental results indicate that AS consis-
tently outperforms WS in terms of stealing effec-
tiveness across various |ctx|. Furthermore, we be-
lieve that existing watermarks should enhance |ctx|
under permissible conditions. Figure 5 demon-
strates that spoofing attacks are more effective
against watermarks with low |ctx| or when the wa-
termark’s |ctx| matches the attack configuration
(|ctx|=3). Therefore, the attacker can increase the
|ctx| of SWA to ensure the attack is more general,
and the victim can also increase the |ctx| of the wa-
termark to enhance defense capability for spoofing
attack. However, from a practical perspective, the
|ctx| of both cannot be infinitely increased.

For SWAs, an increase in |ctx| leads to an in-
crease in the processing complexity of the respec-
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Figure 6: Results of scrubbing attacks on KGW with dif-
ferent |ctx|. The attack method is Dipper, LMvic=OPT-
2.7b, and dataset is c4.

tive seal. To evaluate this effect, we measure the
inference latency with |ctx| ranging from 1 to 4.
Latency experiment uses Qwen2.5-7b as the attack-
assistant model and is conducted on two Tesla-
V100 GPUs without concurrent processes. Using
the c4 dataset described in the main text, we gen-
erate 500 samples with 200 new tokens each, and
report the average generation time in Table 7.

As shown in Table 7, for both AS and WS, la-
tency increases due to the growth of |ctx|. In par-
ticular, compared to WS, AS has higher latency.
Nevertheless, this computational overhead remains
acceptable in practice, as AS’s execution time is
at most twice that of fastest algorithm under iden-
tical experimental conditions. Regarding the per-
formance degradation of AS when |ctx| increases,
we note this is not a critical concern because wa-
termarks do not typically increase |ctx| to extreme
values for robustness against spoofing attacks.

To further analyze this trade-off, we evaluate
how KGW’s robustness against scrubbing attacks
(using Dipper) changes with varying |ctx|, as
shown in Figure 6. When KGW faces the same
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KGW SynthID Unbiased

Dolly Harm Dolly Harm Dolly Harm

Full Partial Empty WCS AUC WCS AUC WCS AUC WCS AUC WCS AUC WCS AUC

✓ ✗ ✗ 1.321 0.74 1.378 0.75 0.503 0.61 0.503 0.61 0.419 0.70 0.412 0.70
✗ ✗ ✓ 0.373 0.54 0.385 0.56 0.500 0.49 0.499 0.45 -0.022 0.49 0.064 0.54
✓ ✓ ✓ 0.994 0.70 1.056 0.70 0.502 0.58 0.502 0.56 0.237 0.63 0.291 0.65
✗ ✓ ✗ 0.915 0.68 1.062 0.71 0.501 0.55 0.501 0.55 0.081 0.55 0.164 0.59
✓ ✗ ✓ 1.048 0.70 1.147 0.72 0.501 0.55 0.503 0.60 0.279 0.65 0.343 0.67
✓ ✓ ✗ 1.160 0.72 1.281 0.74 0.502 0.58 0.503 0.60 0.288 0.65 0.314 0.65
✗ ✓ ✓ 0.820 0.66 0.796 0.65 0.501 0.53 0.500 0.50 0.059 0.54 0.137 0.58

Table 8: Spoofing attack result on different watermarks with WS as stealing watermark algorithm. The left three
columns represent different settings of WS. Higher metric values indicate better attack performance.

scrubbing attack, the increase in |ctx| causes its ro-
bustness to decrease significantly. Therefore, when
actually deploying the watermark, |ctx| is not set
too large. This practical constraint naturally lim-
its the |ctx| values that AS needs to handle during
attacks.

C.4 Seal Analsis of WS

The final seal of WS is obtained by weighted com-
bination of three distinct seals, as formulated in
Eq. (13). The first seal makes full use of the entire
information of ctx, and we call it "Full". The sec-
ond seal of WS is named "Partial Context", and we
follow its appellation and simplify it to "Partial".
The third seal of WS ignores all the information
of ctx, transforms all possible ctx into an empty
set, and we call this seal "Empty". WS sets the
weights of (2,1,0.5) for the three seals (Full, Par-
tial, Empty) respectively. We follow this weight
and conduct experiments on the spoofing attack
effect of WS with or without using the three seals.
In this experiment, we set LMvic=Llama3-8b and
LMatt=Qwen2.5-7b. The experimental results are
shown in Table 8.

When WS solely employs the "Full" seal, the
effect of WS is optimal across three watermarks.
Whether it is the "Partial" seal (Line 6) or the
"Empty" seal (Line 5), both reduce the effect of
the pure "Full" seal. Therefore, we choose the pure
"Full" seal in this paper.

Then it is worth noting that in the work of WS,
its authors proved the effectiveness of the "Partial"
seal for stealing watermark. However, our experi-
ments show that the "Partial" seal is a specialized
treatment for the SelfHash-scheme in KGW. For
the LeftHash-scheme in KGW, as well as SynthID
and Unbiased, the "Partial" seal has side effects
instead. In contrast, the "Full" seal has excellent
comprehensive performance to deal with different

KGW SynthID Unbiased
SWA LMvic Dolly Harm Dolly Harm Dolly Harm

CWS
OPT-2.7B 0.450 0.514 0.537 0.513 0.501 0.520
Llama3-8b 0.403 0.452 0.493 0.526 0.504 0.496

WRA
OPT-2.7b 0.580 0.574 0.509 0.532 0.500 0.525

Llama3-8b 0.544 0.572 0.531 0.526 0.522 0.484

Table 9: Spoofing attack results of CWS and WRA. The
metric is AUC.

watermarks.
Table 8 demonstrates that both the pure "Partial"

seal and the "Empty" seal have a certain spoofing
attack effect. We consider a situation where when
executing spoofing attacks to generate tokens, the
corresponding ctx may not have been learned by
the "Full" seal from Dw, resulting in the "Full" seal
being unable to be used at this time. However, for
the "Partial" seal or the "Empty" seal, it can be used
when this ctx appears. Specifically, for a ctx "two
of the", the "Full" seal has only learned the case
of "one of the" and cannot recognize "two of the".
The "Partial" seal can learn the situation "the", and
the "Empty" seal can directly give opinions based
on the word frequency of the entire Dw. Therefore,
we design Adaptive Selection to dynamically select
the seal according to ctx, achieving better spoofing
effects.

D Other Stealing Watermark Algorithms

Besides WS, other scholars also propose different
stealing watermark algorithms. We briefly intro-
duce them in this section and explain why these
algorithms were not compared in the main text.

D.1 Common Words Stealing

Sadasivan et al. counts the word frequency of 181
common English words, and then judges the pos-
sibility score of the T following it being in G or
R. G and R are the green and red lists in the to-
ken list partitioning of the KGW watermark. In
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its open-source code, Sadasivan et al. provides a
command-line interface program that guides users
to manually select words to evade or steal the vic-
tim’s watermark.

We modify its code to enable automatic text
generation. The score of words by 181 common
words is treated as the output of Eq. (4). When
applying impression, we continue to use Eq. (9).
We define the algorithm Common Words Stealing
(CWS). Subsequently, we evaluate the effective-
ness of spoofing attack using CWS. The victim
watermark is KGW, and the results are shown in
Table 9.

CWS hardly demonstrates effective attacks due
to CWS’s design covering only the case where
|ctx| = 1. Table 9 shows that the best AUC of
CWS is only 0.537, where the worst AUC of WS
is 0.59. The limited context modeling capability
of CWS is incompatible with our experimental wa-
termark configurations that utilize longer context
windows. Therefore, we do not consider CWS in
the main text.

D.2 Watermark Radioactivity Attack
Watermark Radioactivity Attack (WRA) (Pan et al.,
2025) is a fine-tuning-based implementation of
SWA. Fine-tuning is a common approach for mod-
els to learn data patterns, and can also be used to
learn (or steal) watermark information from water-
marked text.

However, compared to approaches like WS and
AS that are based on token statistical reasoning,
fine-tuning has higher requirements for both attack
resources and data. During testing, two Tesla-V100
GPUs only supported fine-tuning of OPT-1.3b, and
the spoofing attack results are presented in Table 9.
WRA achieves limited success in spoofing attacks
with AUC values consistently below 0.6. Com-
pared to WS and AS in Table 2, WRA significantly
underperforming AS and WS.

With substantially more training data, WRA
might potentially generate more fluent water-
marked text than statistical approaches like WS
and AS. However, in real-world attack scenarios,
adversaries typically face the Limited Queries con-
straint, where only a small number of watermarked
samples can be obtained from the victim model.
This means that AS and WS have higher attack
performance than WRA in practical attack scenar-
ios. Both in terms of computational resource re-
quirements and attack effectiveness under Limited
Queries constraints, we relegate detailed analysis

LMvic=OPT-2.7b LMvic=Llama3-8b
Dolly Harm Dolly Harm

KGW 0.977 0.902 0.970 0.899
SynthID 0.982 0.897 0.938 0.855
Unbiased 0.976 0.905 0.939 0.860

Table 10: Scrubbing attack results of MIP.
LMatt=Dipper and metric is AUC. Lower AUC
values indicate better watermark removal performance.

of WRA this section, focusing our main evaluation
on more practical attack methods.

D.3 Mixed Integer Programming
Mixed Integer Programming (MIP) formalizes the
spoofing attack as a mixed integer programming
problem with constraints, and then predict more
accurate G tokens (Zhang et al., 2024).

MIP focuses more on the scenario where water-
mark sets multiple keys, with Unigram (Zhao et al.,
2024) as the main attack watermark. Meanwhile,
Unigram is essentially the extreme case of KGW
when |ctx| = 0.

MIP has only open-sourced the code for conduct-
ing scrubbing attacks. We evaluates its scrubbing
performance, with results presented in Table 10.
When compared with WS and AS in Table 1, MIP
exhibits significantly lower attack effectiveness.

MIP’s disadvantage is identical to CWS, as its
exclusive focus on low |ctx| makes it difficult to
handle complex watermark settings. Moreover,
MIP’s open-source implementation lacks support
for spoofing attack. For these reasons, MIP is not
included in our main analysis.

D.4 De-Mark
De-Mark(Chen et al., 2025a) is a special SWA, and
its core highlight lies in using adversarial prompts
to determine the ˆimT of the specific T after ctx.
However, both AS and other SWAs use conven-
tional watermark text for watermark information
extraction. This makes it impossible to achieve a
fair evaluation between De-Mark and other SWAs.
Therefore, this paper does not consider comparing
De-Mark.

In terms of actual attack effectiveness, De-Mark
and other SWAs have different focuses. The core
limitation of all SWA algorithms is the number
of queries. De-Mark can generate several highly
detectable spoofing attack texts under this limita-
tion, but continuing to generate more is limited by
the already recorded impression ˆim of ctx. Other
SWAs can extract more impressions of ctx than
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De-Mark in the same queries, but low-frequency
ctx or unrecorded ctx will introduce noise during
generation. From a certain perspective, our AS sup-
presses the impact of this noise, thereby enhancing
the aggressiveness.

E Ethical Considerations and Potential
Risks

AS, while intended for defensive research purposes,
carries potential risks that warrant discussion.
Misuse Potential: The techniques described could
be misused to circumvent watermark detection sys-
tems designed to identify AI-generated content,
potentially enabling malicious actors to distribute
deceptive content at scale.
Stakeholder Impact: Content platforms, educa-
tors, and users relying on watermark detection for
content authenticity verification could be negatively
impacted if our methods are deployed without ap-
propriate safeguards.
Mitigation Strategy: To minimize misuse risk, we:
(1) actively engage with watermark developers to
strengthen their systems; and (2) recommend that
future watermark designs incorporate robustness
against AS.
Dual Use Consideration: While AS could weaken
existing watermark systems, its primary purpose is
to proactively identify vulnerabilities before mali-
cious actors do. We believe this defensive research
ultimately strengthens the ecosystem by enabling
more robust watermark designs that can withstand
sophisticated attacks.
Data Safety: We use three main datasets: (1) C4
(Colossal Clean Crawled Corpus), which contains
English web text across diverse domains, filtered
for cleanliness and deduplication (Raffel et al.,
2020); (2) Dolly, a dataset of human-generated
instruction-response pairs covering multiple do-
mains (Conover et al., 2023); and (3) Harm, a
dataset of harmful prompts derived from AdvBench
(Zou et al., 2023) and HarmfulQ (Shaikh et al.,
2023). Our experiments focus exclusively on En-
glish data, limiting applicability to other languages.
The demographic characteristics of content cre-
ators in these datasets reflect the biases of their
source materials (primarily web content), which
may impact generalizability across different popu-
lations. The C4 dataset has been preprocessed to
remove personally identifiable information. The
Harm dataset, constructed from HarmfulQ and Ad-
vBench, intentionally contains harmful content for

evaluation purposes. We use this dataset solely
for evaluating watermark removal against harmful
content generation and do not further process the
harmful content as it is essential for the evaluation
scenario.

F Defend Adaptive Stealing

Besides encouraging future scholars to conduct
research based on AS, we have summarized several
feasible defense strategies according to existing
conclusions.

First, increase the |ctx| of the watermark. Ac-
cording to Appendix C.3, an increase in |ctx| sub-
stantially raises the difficulty for the AS to compro-
mise the watermark.

The second approach is to employ sentence-level
watermarks. The AS focuses on watermarking
methods that embed information during token gen-
eration, with tokens serving as the embedding units.
Sentence-level watermarking expands the embed-
ding unit to encompass a single sentence. This dis-
crepancy causes a mismatch between the AS’s steal-
ing target and the actual implementation, thereby
rendering the attack ineffective.

Adopting a more complex hashing scheme may
represent a mandatory approach for watermark de-
ployers. When the hashing schemes employed
by all watermarking methods utilize every token
within the context for mapping, the theoretically
strongest forged seal corresponds to an [1, 1, ..., 1]
seal. This configuration consequently confines the
attack performance of the AS strictly to a level
bounded by this seal.

Random key selection is also a feasible defense
method, but this method is often accompanied by
a decrease in the performance and efficiency of
detection.
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