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Abstract

Existing research on generative Al security is
primarily driven by mutually reinforcing attack
and defense methodologies grounded in em-
pirical experience. This dynamic frequently
gives rise to previously unknown attacks that
can circumvent current detection and preven-
tion. This necessitates the continual updating
of security mechanisms. Constructing genera-
tive Al with provable security and theoretically
controllable risk is therefore necessary. Con-
sensus Sampling (CS) is a promising algorithm
toward provably secure Al It controls risk by
leveraging overlap in model output probabil-
ities. However, we find that CS relies on fre-
quent abstention to avoid unsafe outputs, which
reduces utility. Moreover, CS becomes highly
vulnerable when unsafe models are maliciously
manipulated. To address these issues, we pro-
pose a new primitive called Reliable Consensus
Sampling (RCS), that traces acceptance proba-
bility to tolerate extreme adversarial behaviors,
improving robustness. RCS also eliminates the
need for abstention entirely. We further de-
velop a feedback algorithm to continuously and
dynamically enhance the safety of RCS. We
provide theoretical guarantees that RCS main-
tains a controllable risk threshold. Extensive
experiments show that RCS significantly im-
proves robustness and utility while maintaining
latency comparable to CS. We hope this work
contributes to the development of provably se-
cure generative Al. Our code is available at
https://github.com/cuiyu-ai/RCS.

1 Introduction

With the widespread deployment of generative Al,
especially large language models (LLMs), secu-
rity issues continue to emerge (Ji et al., 2023a;
Liu et al., 2024; Zhan et al., 2025; Wang et al.,
2025b). Current Al safety research largely fol-
lows a coevolutionary trajectory between attacks
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Figure 1: Overview of security risks in generative model
reasoning. These risks arise from the aggregation of
risks across three core stages. From a theoretical per-
spective, such risks are unavoidable.

and defenses (Zhang et al., 2025b). New attack
methods and defenses appear continuously. This
dynamic leaves existing defenses unprepared for
future and unpredictable threats. As a result, the
definition of Al safety requires constant revision
and expansion. The root cause is inherent risk in
model reasoning. This risk is unavoidable and dif-
ficult to control, as shown in Figure 1. Across the
full reasoning pipeline, three stages permit risk in-
tervention. At the model level, emerging threats
demand repeated alignment. However, safety fine-
tuning (Jain et al., 2024) introduces additional
risks, such as backdoor attacks (Xu et al., 2024;
Wen et al., 2024) and data poisoning (Chen et al.,
2024b). For external filtering mechanisms, prior
work (Ball et al., 2025) based on cryptographic
hardness shows that efficient prompt filters do not
exist for certain large models. Output filtering is
computationally intractable. Moreover, some risks
remain undetectable (Kalai et al., 2025). There-
fore, security risk in model reasoning cannot be
eliminated. Empirical defenses offer only tempo-
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rary protection. A generative Al paradigm with
provable and controllable risk is therefore neces-
sary. Current research on provably safe Al remains
position oriented (Dalrymple et al., 2024).

Recent work on consensus sampling (CS) (Kalai
et al., 2025) offers partial theoretical control over
output risk. CS considers a model group with s safe
models and f unsafe models (s > f). It exploits
overlap among output distributions across models
to set the acceptance probability for a response of
unknown safety. The goal is to make the delivered
response more likely to originate from safe models.
The aggregated risk of the group admits a provable
upper bound. Unlike prior approaches, CS does not
define a safe response. It follows the principle that
responses supported by more models carry lower
risk. This line of work is orthogonal to empirical
safety optimization.

However, CS relies on frequent abstention to
avoid unsafe outputs, reducing utility (Paulus et al.,
2025). We further show that adversarial control
over unsafe models sharply weakens CS security.
Despite a cryptographic upper bound on risk, CS
lacks robustness and practicality for deployment.

To address these issues, we propose a new prim-
itive named Reliable Consensus Sampling (RCS).
We present a provable safety framework for model
groups that includes safety and liveness proper-
ties. The definitions draw on classical reliable dis-
tributed consensus theory. They enable formal se-
curity analysis for model groups. RCS records ac-
ceptance probability in real time after sampling fail-
ures. After a bounded number of rejections, it en-
ters a trace phase that guarantees eventual delivery
of a response. RCS fully avoids abstention. Dur-
ing the trace phase, it reweights model probability
distributions to control their influence on the final
decision. This design tolerates more extreme ad-
versarial behavior and improves robustness. In ad-
dition, inspired by quantum entanglement (Nielsen
and Chuang, 2010), we introduce a feedback al-
gorithm that captures correlations among model
distributions. The algorithm identifies models that
are unsafe for sampling on specific tasks. It im-
proves RCS safety by excluding those models from
the group decision.

We prove that RCS achieves a controllable risk
threshold. Extensive experiments show that RCS
significantly improves security and utility com-
pared with CS. Latency remains comparable to CS.
We summarize our contributions as follows:

* We define a security property theory for model
groups under a Byzantine threat model. The the-
oretical framework supports provable security
analysis.

* We propose RCS, a trace-based method that elim-
inates abstention and guarantees eventual deliv-
ery. It tracks acceptance probabilities in real
time, reweights models to mitigate adversarial in-
fluence, and uses a feedback module that exploits
cross-model correlations to improve safety.

* We theoretically prove that RCS admits a tight
upper bound on risk. Experiments demonstrate
that RCS outperforms CS in robustness and util-
ity while maintaining comparable latency.

2 Preliminary Analysis

Notation. We follow the notation established
in (Kalai et al., 2025). For a prompt z, each
model ¢ € {1,...,n} induces a probability distri-
bution p;(y) over a output space ). Let Distr())
denote the set of probability distributions on ).
Y is the union of the safe space S and the un-
safe space U. For any p € Distr()) and any
subset H C ), we define the cumulative prob-
ability p(H) = >_,cy p(y). Given a collection
of distributions (p1,...,pn) € Distr(Y)", let
P() () represent the i-th smallest of the probabil-
ities {p:(y)}7=,. We use the symbol L ¢ ) to
denote an abstention.

Output Distribution. Because the model’s out-
put is terminated either by special tokens or by a
maximum token limit, for a finite tokenizer, We
follow existing work (Chijiwa et al., 2025) to treat
the ostensibly unbounded output distribution as a
finite set to facilitate analysis. Formally, for model
¢ with maximum token length L and tokenizer 75,
the output space is V; = UJL:1 T/

Model Group. The model group (MG) consists of
n generative models, including s safe models and
f = n — s unsafe models. Each safe model should
maintain a reasonable probability distribution for
any input prompt z. The probability that the safety
model outputs a safe response is ¥ > 0. Unsafe
models are assumed to be fully controllable by an
adversary and may exhibit arbitrary unsafe behav-
iors or follow any probability distribution, and we
refer to this as the Byzantine model based on the
definition of Byzantine replicas in classical BFT
consensus research (Zhang et al., 2023; Duan et al.,
2024; Das et al., 2024).
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3 Reliable Consensus Sampling

3.1 Safety Properties

We define the safety properties in MG based on
the definitions from reliable distributed systems
(Cachin et al., 2011).

Safety. Let f < [5], at all times, the risk of the
model group ¢(U) < n - u(U) + negl(A). u(U)
is the average risk of generating unsafe response
y € U by s safe models. Safety requires that the
risk of unsafe models is reduced to the risk of safe
models plus negl(\). A is a security parameter.
Liveness. The liveness property requires that, for
any time ¢, there remains the hope that the property
will be satisfied at some later time ¢’ > ¢. The
mechanism must still retain the possibility of even-
tually delivering a usable response y € ), although
it may be risky. Liveness reflects the utility of M.
Anti-Collusion. MG must tolerate arbitrary be-
havior from up to f Byzantine models. Such be-
havior includes full control over the probability
distribution of y € ). This control may assign low
probability to safe responses. It may also assign
high probability to unsafe responses. These behav-
iors should not significantly affect the safety of the
response delivered by MG.

Half-Resilience. In real-world deployments, the
values of s and f may change over time. We con-
sider a time ¢ at which m out of the s safe models
become unsafe. The MG system then transitions to
anew state with s’ = s—m and f' = f+m. In this
state, the condition f < [ ] no longer holds. We
do not require MG to preserve theoretical safety or
liveness. Instead, we require the system to remain
practically robust and avoid catastrophic failure. In
this paper, we focus on the case of f = s.
Termination. The algorithm is guaranteed to com-
plete within a finite time 7.

3.2 Methodology

Our proposed RCS scheme is shown in Algorithm
1. During the R rounds of sampling, in each round,
if the candidate response y is not accepted, we
record y and its acceptance probability o(y) in real
time. When all R sampling rounds fail, the protocol
enters the trace phase. In this phase, we select
the top min(s, R) values of o(y) and collect the
corresponding y into the set F. For eachy € F, we
compute «(y) as the sum of the largest n — s values
in {p;(y)}}_,, which have already been obtained
during the computation of o(y). We then select
the y with the largest «(y) in order to mitigate the

Algorithm 1: Reliable Consensus Sam-
pling Algorithm
Input: Number of models |[MG| = n;
number of safe models s; round R;
distributions
Pl,-..,Pn € Distr(Y)"
Output: Response y € )
1 Buffer <+ @
2 forr < 1to Rdo

3 | Sampley ~ 137" p,
1
o Z —1P4)(®)
! U(y) B ,ﬁZl 1Pi (v)
5 if accept y with o(y) then
6 ‘ return y
7 | Buffer < Buffer U{(y,o(y))}

s Sort Buf fer = {{y;,o(y;))}11, such that
o(yay) = = o(yr))

9 Let F = {y(1)7 o 7yU}7 u=

10 for i < 1tou do

| alye) = Y1 PG Wa)

12 return y < arg maxycr oy

min(s, R)

impact of Byzantine models, while maintaining the
liveness guarantee.

We present a rigorous theoretical proof of the
safety property of RCS. The overlap of the output
probability distributions of the s safest models, that
is, their degree of consensus, is computed by us-
ing Z = 3, + 300 pgi)(y) (Kalai et al., 2025).
We assume an ideal Z in the models of MG. We
denote Pr[T] = (1 — Z)* as the probability of en-
tering the trace phase, and p(U) as the probability
that the trace phase eventually outputs an unsafe
response. Let R = poly(\). Then the risk of RCS
satisfies:

o) = (= PefT) - 2 32 py )
yeU i=1
+ Pr[T] -

S ZR- *Z ZP@

yEU =1

=R} 3 ZP@

yGU i=1

1 S

B p@y(U) + Pr[T] - p
=1

pU) +(1—2)"

p(U)

) + Pr[T] - p(U)

) + Pr[T] - p(U)

<R )

=R -p(U)
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In MG, at least s — f values of p;(y) satisfy
pi(y) > 0. Therefore, Z > 0. It follows that
(1 - 2)F = eRB(=2)  Since In(1 — Z) <
0, p(U) € (0,1) and R = poly(\), we have
(1 — Z). p(U) = negl()\). Therefore, q(U) <
R-1(U)+negl(\). We set the upper bound as n =
kR + b, where k,b > 0 are constants. Under this
choice, for any R < n, q(U) < n-u(U) +negl(\)
holds. In fact, the above proof involves two equal-
ity conditions. These conditions are difficult to sat-
isfy simultaneously. The first condition is R = 1.
This condition can be enforced by design. The
second condition requires that for all y € U,
pi(y) < p;j(y), Vi € S, j ¢ S. This condition is
extremely difficult to satisfy in practice. Therefore,
in general, we have ¢(U) < n-u(U)+negl(A). As
R — 400 (without considering termination), we
have Pr[T] — 0, indicating that MG delivers a re-
sponse with probability approaching unity. In this
asymptotic regime, the condition ¢(U) < n - u(U)
remains valid, thereby ensuring the safety property.

3.3 Analysis

We provide a comprehensive comparison between
RCS and existing CS method in Table 1. Below,
we analyze each property in detail.

Latency. Let I denote the time required to sample
y from a distribution p;. In RCS, if no sample is
accepted after R rounds, the algorithm incurs an
additional cost of n? logn for trace computation.
This cost is negligible compared with I, especially
for reasoning LLMs (Chen et al., 2025). Therefore,
RCS and CS have comparable time complexity.
Anti-Collusion. The goal of collusion is to make
MG more likely to deliver unsafe responses by
manipulating one or more Byzantine models. We
study the relation between acceptance probabilities
of an unsafe response y; and a safe response ¥,
within the R round loop of Algorithm 1. We focus
on the quantity A(o) = o(yt) — o(y»). The de-
tailed derivation appears in Appendix B. The sign
of A(o) depends on:

Dy, — Yot ) W) 2ot a1 PGy (o)
" > i1 P@) (yv) Z?:s_;_l P@) (yt)

When the Byzantine model assigns a very low
probability to y,, the value of > 7| p(;y(y,) de-
creases, leading to D, ,, > 1. As aresult, A(o) >
0, which significantly increases the acceptance
probability of the unsafe response y; relative to
Y. This effect weakens the security of MG. When

unsafe models collude, we present the resulting
model probability distributions in Figure 2. The
adversarial behavior of unsafe models clearly has a
significant impact on the probability overlap among
models in CS. In contrast, the design in lines 9-
12 of Algorithm 1 effectively mitigates this issue.
When the values of pupsate(y»); are very low, RCS
can significantly downweight their influence on the
final output response.

Half-Resilience. The CS algorithm has an absten-
tion bound, meaning Pr[y = L] does not exceed a
threshold when f < [5]. However, if this condi-
tion is violated, the CS abstention bound is affected,
leading to an increased probability of abstention
and a significant impact on liveness. RCS can avoid
this issue. We further validate the half-resilience of
RCS in the experiments in Section 5.
Termination. According to Algorithm 1, for a
finite R, RCS always terminates within 12 rounds.

4 Feedback-Optimized Reliable
Consensus Sampling

For CS and RCS, the framework does not require
an explicit definition of security properties. This
design allows algorithms to remain applicable over
time. From this perspective, for each concrete task,
one cannot determine the probability that the final
delivered result is safe. This holds even though
the algorithmic risk admits an upper bound. Ex-
ternal control over the sampling process is limited.
This implies that, from both an algorithmic and
long-term operational perspective, if the MG re-
mains unchanged and the input task types are essen-
tially fixed, the risk in RCS remains stationary over
time, thereby limiting the potential for dynamic op-
timization. In this section, we analyze the nature of
response safety in RCS. Inspired by quantum the-
ory (Nielsen and Chuang, 2010), we propose a re-
search methodology for RCS. We further introduce
a mechanism that intervenes in model distributions
and dynamically improves safety.

4.1 Foundational Theory

We propose a framework for studying the security
of RCS by analogy with quantum theory, but the
core analysis is fundamentally based on classical
probability theory.

Foundational Theory. We model a system with
unknown safety as a state |¢), defined as |¢) =
a|0) + /3|1), where |0) denotes a safe state and |1)
denotes an unsafe state. The constraint a® + 32 =
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Algorithm ‘ Safety Liveness Anti-Collusion Half-Resilience Termination Time Complexity
Consensus Sampling v X X X 4 O(RI)
Reliable Consensus Sampling v v v v v [O(RI), O(RI + n?logn)]

Table 1: A comprehensive comparison between our proposed RCS and existing method.
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Figure 2: Model probability distribution for consensus sampling under diverse adversarial environments.

1 holds. Before evaluation, |¢) does not reside
in a definite safe or unsafe state. It remains in a
superposition, analogous to Schrodinger’s cat.

Given a fixed prompt ¢ and an evaluation method
e, we apply Eval(q, |¢), e). The state |¢) then col-
lapses to |0) or |[1). Only at this stage can one
determine safety under ¢ and e. Therefore, |¢)
alone cannot be labeled as safe or unsafe. The state
becomes concrete only under the joint action of ¢
and e. The desired condition is || > ||, meaning
a stronger bias toward the safe state.
Model-Response Correlation Analysis. Consider
an MG with n models {|p1),|d2),...,|¢n)}. In
each sampling round, the randomly selected model
|¢) remains in a superposition of safety and un-
safety. However, the response y produced by |¢,.)
implicitly links |¢,) with other models. In MG,
there exists a subset W = {|¢1), [p2),...,|de)}
that assigns a high probability to y. There also ex-
ists a subset X = {|¢p41), [Pes2),--.,|0n)} that
assigns a low probability to y. The model |¢,) be-
longs to neither W nor X. We say that W and X
are entangled. After a time interval A(¢), suppose
evaluation under ¢ and e verifies that |¢,) is unsafe.
Then models in W are likely unsafe, while models
in X are likely safe. In subsequent sampling, when
a prompt x and an evaluation a resemble g and e,
the algorithm should increase weights for models
in X and decrease weights for models in V.

4.2 F-RCS Algorithm

Based on the foundational theory in Section 4.1,
we construct an optimization algorithm for RCS,
named Feedback-Optimized Reliable Consensus
Sampling (F-RCS). In each sampling round, given
the delivered response y and the generating model
| ), the algorithm identifies two additional models
by a function F'(+) (see Algorithm 2). One model
|dmax) attains the maximum p(y). Another model
|pmin) attains the minimum p(y). If y is judged
unsafe at time ¢, then for subsequent similar tasks,
|dmax) is removed during random sampling. For-
mally, MG = MG \ {|¢max) }. This allows, at the
beginning of each algorithm execution, the system
makes an automated decision. It selects safer mod-
els used in sampling for x. This process increases
the safety margin s — f and reduces risk. Here,
|pmax) can equal |¢p,). Initially, |¢,) assigns the
highest probability to y, which aligns with the al-
gorithm objective. During sampling, the execution
of the feedback algorithm is independent of RCS it-
self, and therefore does not affect the safety of RCS.
For time overhead, the additional cost introduced
by the feedback algorithm is negligible.

From a classical probability perspective, con-
sider a model that generates a response for a given
query. Several models may assign high support to
this response. If the response is later evaluated as
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Figure 3: Evaluation results for the safe rate when f < [%].
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Algorithm 2: F-RCS Algorithm

Input: Parameters (n, s, R); evaluation
method a

Output: Response y

for each prompt x do

|¢r> — F($7Mg)

3| MG = MG\ {|¢)}

{y, P} < RCS(MG,z, 5, R)

#P = {pig)y V), s Py (W)}

#Identify correlated models.

|¢max> < argmaX|q.y Ple,) (y)

#Record < |[max) » X, Y, |br) >.

return y

10 while time t € RT do

1 if |1) < Eval(z, |¢,), a) then

12 ‘ New F' <— Update(F, |¢max) , )

13 t+—t+ A(t)

I N S [ S

e e

unsafe, the risk is not limited to the model that gen-
erated it. Other models that strongly support the
same response may also exhibit unsafe behavior
under this query. The agreement among models on
an unsafe response suggests correlated risk.

5 Experiments

Although Section 3 presents a theoretical analysis
that validates the advantages and effectiveness of
our method, we still conduct extensive experiments
to demonstrate its practical performance.

5.1 Experimental Setup

Parameter Settings. We follow the cryptography
(Ruan et al., 2025; Couteau et al., 2022) for select-
ing the security parameter A and set A\ = 2%, d € Z.
We choose R = X\ + 1. The values of s and f are
determined according to specific types of experi-
ments, and we set n = kR + b. From a practical
perspective, the relationship between s and n is un-
known. The value of s needs to be specified when
deploying the algorithm. s does not reflect the ac-
tual number of safe models in the MG. To cover
general practical scenarios, we adopt the weakest
security assumption and set s = [“+1]. This set-
ting is similar to the widely used 3f +1 = n in
distributed systems research (Zhang et al., 2023;
Zhang and Duan, 2022).

Datasets and Models. To reflect adversarial con-
ditions in real-world scenarios, we construct the
probability distribution of the safe model using
the output distributions of Qwen2.5-7b-instruct,
Qwen2.5-0.5b-instruct (Yang et al., 2025), and
Qwen3Guard-Gen-8B (Zhao et al., 2025) on safety
evaluation datasets. The datasets include Harm-
Bench (Mazeika et al., 2024) and AdvBench (Zou
et al., 2023). We generate the perturbed probabil-
ity distributions of the unsafe models by referring
to the probability distribution of the safe model.
This process simulates f Byzantine models that an
adversary can fully control.

Evaluation Protocol. To reduce randomness, we
report experimental results obtained from 8,000
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100,

90

80)

Accuracy (%)

70|

n=17

—= n=233

n=>5
n=29

—— n=065

—e— n =129

607 2 1 16 EY) 61

>~ 00
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repeated experiments.

5.2 Evaluation Metrics

In this work, we do not define specific criteria that
label a response as safe or unsafe. For example,
under jailbreak attacks, LLMs may output tokens
such as "Sorry" or "Sure" (Wang et al., 2025c).
These outputs reflect temporary experimental ob-
servations. They do not imply provable security
in a theoretical sense. Therefore, our evaluation
does not rely on the LLM-as-a-judge (Wei et al.,
2025) commonly used in prior jailbreak studies.
We define the evaluation metrics as follows. Safe
rate (SR) denotes the proportion of final responses
produced by the safe models. Abstention rate (AR)
denotes the proportion of cases where the MG
returns L instead of a usable response. Latency
denotes the time interval from the start of the sam-
pling to the delivery of the final response. Accuracy
measures the precision of the feedback algorithm
in F-RCS when identifying unsafe models, that is,

the proportion of models detected by the feedback
algorithm that are indeed unsafe.

5.3 Experimental Results

We evaluate settings where f < [5]. The results
for large values of n are shown in Figure 3 and
Figure 4. Results for smaller values of n are re-
ported in Appendix C. For different values of the
security parameter A, RCS achieves significantly
higher safety than CS. RCS maintains comparable
overall latency to CS. These results are consistent
with the theoretical analysis and proofs in Section
3. CS often leads to abstention, which reduces SR.
We further evaluate the algorithms under Byzan-
tine model collusion. Results for large values of
n are shown in Figure 5 and Figure 6. Under col-
lusion, the safety of CS degrades catastrophically
compared to the f < [%] setting. In contrast, the
safety of RCS is only slightly affected. RCS main-
tains more than 67% safety. This result demon-
strates strong resistance to collusion. To assess
half-resilience, we also evaluate the case where
f = [5]. The results are reported in Appendix C.
In this case, CS again exhibits clear safety weak-
nesses and performs significantly worse than RCS.
Table 2 reports aggregated results across all val-
ues of A and n. RCS outperforms CS in both SR
and AR. RCS also achieves comparable latency to
CS. These results further validate the theoretical
analysis and proofs.

For F-RCS, we evaluate the accuracy of the feed-
back algorithm in identifying unsafe models. The
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‘ Consensus Sampling (Baseline)

‘ Reliable Consensus Sampling (Ours)

Method

| f<[%] f=T1%] Collusion AVG | f<[%] f=1[%] Collusion AVG
Safe Rate 20.39 15.83 1.45 12.56 | 82.88 81.49 67.90 77.42 (1 x5.16)
Abstention Rate | 71.79 72.52 82.95 75.75 | 0.00 0.00 0.00 0.00 (. 100%)
Latency 22.60 26.73 21.43 23.59 | 24.26 22.21 18.42 21.63 (| 8.31%)

Table 2: Comprehensive comparison between our RCS and the baseline across different dimensions. Boldface

indicates the best value in each dimension.

results are shown in Figure 7 and Appendix C. We
show that for different values of A and n, the av-
erage accuracy remains around 90%. This result
demonstrates the effectiveness of the feedback al-
gorithm.

6 Analysis and Discussion

6.1 Enhancements

Within the F-RCS framework, a general assump-
tion is required. Consider the probability distribu-
tions produced by n models over an output y;, with
unknown safety. After an arbitrary time interval
A(t), if yp, is determined to be unsafe, this means
that the model state |¢y,) is unsafe. We require that
the set of models W that assign high probability
to yp, be trustworthy. Specifically, models in W
cannot deny the probability distributions reported
before A(t). They also cannot modify the reported
distributions. Models in X cannot forge identities
to impersonate models in W. These conditions can
be enforced through cryptographic techniques such
as blockchain (Li et al., 2023; Androulaki et al.,
2018). Such solutions are isomorphic to existing
security supervision mechanisms for voting (Yang
et al., 2021). Concrete designs tailored to F-RCS
remain an open direction for future work.

For time cost optimization, we can construct
an intermediate algorithm by trading off CS and
RCS. One such example is RCS from local coins
(Zhang et al., 2023). After R unsuccessful sam-
pling rounds, the algorithm flips a coin to decide
whether to return L or to enter the trace phase. This
design improves efficiency by sacrificing part of
the safety. The detailed algorithm is provided in
Appendix A.

6.2 Additional Insights on Optimal Safety

Based on experimental results, we observe a clear
pattern. When n is fixed, the SR of RCS often
exhibits a maximum for different \. For example,
Figure 5 shows a maximum at A = 8. Very small
values of )\ and very large values of A both fail to

achieve optimal safety. For a fixed n, it is unclear
both how to determine whether such a maximum
exists and how to theoretically identify the value
Ap, corresponding to it.

6.3 Necessity Analysis of Liveness

We further analyze the necessity of the liveness
property. In real-world deployments, the goal of
MG is not only to guarantee safety, but also to ac-
complish normal inference tasks such as mathemat-
ics, medical diagnosis, and programming. The ob-
jective is to maintain both functionality and safety,
rather than prioritize safety as the sole consider-
ation. As a result, in practical applications, MG
must be able to perform valid reasoning on a wide
variety of prompts. From the perspective of safety,
abstention can be used to avoid unsafe responses.
However, for regular inference tasks, abstention is
not acceptable, as the response L cannot adaptively
provide reasonable outputs for unknown prompts.
Therefore, liveness is necessary for MG from a
practical application perspective.

7 Related Work

Existing research on generative Al security mainly
focuses on the safety of model outputs. This line of
work studies various attack methods (Li et al., 2024,
2025b) and corresponding defenses (Zhang et al.,
2025a). However, these attacks lack a unified defi-
nition of security. A representative example is the
jailbreak attack (Mehrotra et al., 2024; Zhang et al.,
2025b; Yu et al., 2024; Wang et al., 2025a). This
attack aims to induce models to generate unsafe
content. Such content covers multiple categories
(Guo et al., 2025), including discrimination, illegal
behavior, harmful behavior, and ethical issues. Out-
put level unsafety is inherently subjective. This sub-
jectivity prevents a deterministic definition under
cryptographic theory. Current evaluation of output
safety largely relies on LLM-as-a-judge (Li et al.,
2025a). This approach depends on specialized eval-
uator models trained for safety analysis, such as
Qwen3Guard (Zhao et al., 2025). These models
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perform semantic analysis on generated content.
However, evaluator models are not interpretable.
Their correctness in safety assessment cannot be
formally proven. Defenses against these attacks
also lack formal guarantees. As a result, research
on generative model security lacks a mature the-
oretical foundation. This absence of theory leads
to inconsistent standards across existing attack and
defense studies.

8 Conclusion

In this paper, we formalize a provable security the-
ory for model groups. We introduce RCS, a trace-
based method that eliminates abstention and guar-
antees effective delivery. RCS can tolerate extreme
adversarial behavior. We also design a feedback al-
gorithm to improve RCS safety. We prove that RCS
has tight upper bounds on response risk. Experi-
ments show that RCS outperforms CS in robustness
and utility, achieving a 5 X increase in safety rate,
while maintaining comparable latency.

9 Limitations

In this paper, we employ a safety threshold f <

[5] in traditional consensus sampling. Although
this condition is feasible and justified in real-world
deployments, exploring looser thresholds, such as
f < [#], remains to be explored in future work.
In addition, a comprehensive evaluation of RCS
under large scale model groups is important for as-
sessing throughput and resource consumption. Our
evaluation is limited due to resource constraints.
Currently, our experiments focus on classical secu-
rity datasets. In the future, we aim to extend the

evaluation to standard NLP generation tasks.

10 Ethical Considerations

Our discussion on unsafe models covers various
adversarial behaviors of Byzantine models. How-
ever, more extreme threats warrant further study in
future work. The Byzantine behavior discussed in
this paper may be harmful. The methods described
in this paper may be used for research purposes
only. We use Al assistants to polish the writing.
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A RCS from Local Coins

Algorithm 3: Reliable Consensus Sampling from Local Coins

Input: Number of models |[MG| = n; number of safe models s; round R; distributions
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C Additional Experimental Results
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Figure 10: Evaluation results for the safe rate when Byzantine models collude.

23053



10— EEE RCS (Ows) BB CS (Baseline) 10 BN RCS (Owrs)  EEE CS (Bascline) | 10 B RCS (Ows)  EEE CS (Bascline) |
o - Y Y 593
& Iy = o
= = = 1.6
< £ R L
= = 3 " =
2
A=2 0=X=1 A=1 =5
(@)n =>5. b)yn=29. ©)n =17.

Figure 11: Evaluation results for the latency when Byzantine models collude.
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D Additional Discussion

D.1 RCS and Multi-Agent Debate

Multi-agent debate (MAD) (Du et al., 2024; Chan
etal., 2024; Liu et al., 2025) is a reasoning enhance-
ment technique built on LLM inference. MAD
enables multiple agents to interact over several
rounds. The goal is to encourage consensus on
the same answer to a given query. A final decision
is then produced through answer aggregation meth-
ods such as majority voting (Du et al., 2024). In
terms of output safety, MAD and RCS share a simi-
lar motivation. Both approaches introduce multiple
models to improve the safety of the final output.
Some MAD methods also adopt confidence scores
to evaluate candidate answers proposed by other
models (Chen et al., 2024a). This mechanism is
conceptually related to RCS. Compared to MAD,
RCS follows a more fundamental strategy. RCS
directly operates on underlying probability distribu-
tions. In contrast, MAD requires models to possess
an explicit understanding of safety. This require-
ment limits robustness against unforeseen attacks.
Moreover, RCS does not require interaction among
models. This design avoids the conformity (Weng
et al., 2025) inherent in LLMs. Operating on un-
derlying probability distributions also mitigates the
impact of hallucination (Ji et al., 2023b) during
reasoning. However, this design limits practical ap-
plicability. In many scenarios, models are accessed
as black-box services, and probability distributions
are not available. We argue that an intersection
between MAD and RCS can improve the practical
applicability of RCS. We continue to avoid direct
interaction among models. Instead, each model
outputs a score for each candidate output y at every
round. This score represents the level of support
for y. All other components remain consistent with
RCS. We refer to this variant as Practical Reliable
Consensus Sampling (PRCS). More broadly, PRCS
can be applied beyond safety. It can also enhance
model reasoning performance in domains such as
mathematics, medicine, and programming (Luo
et al., 2025).
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