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Abstract

The indistinguishability of large language
model (LLM) output from human-authored
content poses significant challenges, rais-
ing concerns about potential misuse of AI-
generated text and its influence on future model
training. Watermarking algorithms offer a vi-
able solution by embedding detectable signa-
tures into generated text. However, existing
watermarking methods often involve trade-offs
among attack robustness, generation quality,
and additional overhead such as specialized
frameworks or complex integrations. We pro-
pose a lightweight, topic-guided watermarking
scheme for LLMs that partitions the vocabulary
into topic-aligned token subsets. Given an in-
put prompt, the scheme selects a relevant topic-
specific token list, effectively “green-listing”
semantically aligned tokens to embed robust
marks while preserving fluency and coherence.
Experimental results across multiple LLMs and
state-of-the-art benchmarks demonstrate that
our method achieves text quality comparable to
industry-leading systems and simultaneously
improves watermark robustness against para-
phrasing and lexical perturbation attacks, with
minimal performance overhead. Our approach
avoids reliance on additional mechanisms be-
yond standard text generation pipelines, en-
abling straightforward adoption and suggesting
a practical path toward globally consistent wa-
termarking of AI-generated content. Our code
is available at https://github.com/ANCP2
021/Topic-Based-Watermarks.

1 Introduction

The rapid expansion of Large Language Model
(LLM) capabilities has led to unprecedented ac-
curacy and fluency in tasks such as text genera-
tion, summarization, and dialogue. Models like
OpenAI’s ChatGPT (OpenAI, 2022) and Google’s
Gemini (Google, 2024) can produce text nearly
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indistinguishable from human-authored content.
While these advancements offer significant ben-
efits across multiple domains, they also pose se-
curity and ethical challenges. One central issue is
the misuse of LLM-generated text for malicious
purposes, such as misinformation, copyright in-
fringement, or plagiarism (Chen and Shu, 2024;
Mueller et al., 2024; Lee et al., 2023). Addition-
ally, many large-scale language models are trained
on massive corpora scraped from the web, and the
prevalence of LLM-generated data raises concerns
about “model collapse,” wherein repeatedly ingest-
ing AI-generated text as training data leads to a
gradual erosion in quality (Shumailov et al., 2024).

In response to these growing concerns, the re-
search community has focused on methods for re-
liably attributing text to its source, specifically, to
distinguish LLM-generated from human-authored
text (Li et al., 2021; OpenAI, 2023; Mitchell et al.,
2023). Early approaches to text attribution pri-
marily involved training classification-based detec-
tion methods on labeled corpora of human- and
machine-generated text. While such classifiers can
achieve respectable accuracy under controlled con-
ditions, they are often susceptible to adversarial
paraphrasing or stylistic alterations (Liang et al.,
2023). Furthermore, these methods rely on main-
taining large, curated training sets that reflect the
rapidly evolving landscape of LLMs which in turn
pose substantial scalability challenges.

Researchers have explored watermarking as a
complementary or alternative solution. Rather than
detecting AI-authored text post-hoc, watermarking
algorithms embed a detectable signature into text
during the generation process (Kirchenbauer et al.,
2023; Scott Aaronson, 2023). By introducing con-
trolled token-level modifications, watermarks can
remain identifiable even after moderate transfor-
mations. However, existing approaches face trade-
offs where methods prioritizing computational effi-
ciency lack robustness to paraphrasing (Dathathri
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et al., 2024), while more robust techniques require
costly architectural modifications or multiple in-
ference passes that degrade practical deployabil-
ity (Huo et al., 2024; Kuditipudi et al., 2024).

Our Contributions. We propose a lightweight,
topic-based watermarking (TBW) scheme that ad-
dresses these limitations by integrating semantic in-
formation into the watermarking process while pre-
serving generation pipeline simplicity. Rather than
randomly partitioning the vocabulary, we map to-
kens to predefined topic embeddings. During gener-
ation, we (i) identify relevant topics from the input
prompt, (ii) select the corresponding semantically-
aligned “green” token list, and (iii) bias generation
toward these thematically appropriate tokens. This
semantic alignment preserves fluency while embed-
ding robust watermark signals that resist paraphras-
ing attacks. We evaluate TBW on robustness, text
quality, and efficiency, demonstrating performance
comparable to leading techniques with perplexity
on par with current production-grade systems, all
without additional inference steps beyond standard
generation pipelines.

2 Related Work

Traditional AI-generated text detection relied on
post-hoc classifiers trained to differentiate human
and machine writing, but these often fail under
adversarial transformations like paraphrasing. To
address this, watermarking techniques have gained
prominence as a more robust alternative, catego-
rized into post-processing and generation methods.
Post-processing watermarking modifies gener-
ated text to embed hidden patterns but remains
vulnerable to edits that erase markers (Sato et al.,
2023). Generation watermarking embeds signals
during token generation, ensuring greater resilience
against text modifications.

The KGW algorithm (Kirchenbauer et al., 2023)
introduced model vocabulary partitioning into
“green” and “red” lists, biasing sampling toward
green tokens. While computationally efficient, it re-
mains vulnerable to paraphrasing and token pertur-
bation. The Unigram watermark (Zhao et al., 2024)
improves detection by assigning tokens based on
unigram statistics rather than random partitioning.
However, both methods suffer from partition recov-
ery attacks where adversaries can approximate to-
ken subsets through repeated querying (Jovanović
et al., 2024).

Google’s SynthID-Text (Dathathri et al., 2024)

employs Tournament Sampling, ranking candidate
tokens using random watermarking functions be-
fore selecting the highest-scoring option, designed
for minimal generation overhead and enhanced text
quality. While scalable, SynthID-Text has shown
limited resistance to paraphrasing and token pertur-
bations. Similarly, DiPmark (Wu et al., 2024), an-
other lightweight biasing-based watermark, strug-
gles under text rewriting.

To enhance robustness while preserving text
quality, the SIR watermark (Liu et al., 2024) in-
corporates user-provided context to guide token
selection, achieving greater durability at the cost
of requiring decoder modifications and prompt ac-
cess, hindering adoption in large-scale commercial
LLMs. While semantic-based watermarks (Liu
et al., 2024; Hou et al., 2024a; Lee et al., 2024) can
offer greater robustness, they still remain vulnera-
ble to paraphrasing attacks.

In pursuit of stronger detection resilience, EXP,
EXP-Edit, and ITS-Edit (Kuditipudi et al., 2024)
introduce iterative decoding or re-ranking to
strengthen watermark robustness. While these
methods improve detection under adversarial con-
ditions, they significantly increase computational
overhead, potentially degrading fluency or inflat-
ing perplexity. Beyond these iterative approaches,
some watermarking algorithms employ architec-
tural changes that may survive more aggressive
attack models (e.g., heavy paraphrasing, near-
synonym substitutions), but at the cost of increased
generation time and heightened implementation
complexity (Zhang et al., 2024; Liu and Bu, 2024),
making them less attractive for practical deploy-
ments in latency-sensitive applications.

Overall gaps persist: in-generation methods bal-
ance robustness, computational cost, and text qual-
ity. KGW-like and SynthID-Text approaches min-
imize perplexity shifts but struggle against adver-
sarial edits, whereas more durable methods require
costly repeated passes or model modifications. Our
work occupies this middle ground by integrating
semantic information without adding significant
complexity, enabling efficient watermarking with
improved resilience.

3 Preliminaries

We introduce the notation and key concepts utilized
in our topic-guided watermarking approach.
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3.1 Notation and Setup
Let V denote the vocabulary of an LLM with pa-
rameters θ. Each token v ∈ V is associated with
an embedding ev ∈ Rd, typically obtained from
the model’s embedding layer or another off-the-
shelf embedding source. We assume a predefined
set of topics {t1, t2, . . . , tK} with corresponding
embedding eti ∈ Rd.

As a preparatory step, we assign each token v to
exactly one topic-aligned list based on its seman-
tic similarity. Specifically, for each token v, we
compute

sim(v, ti) =
ev · eti
∥ev∥ ∥eti∥

, (1)

and compare this value to a threshold τ . If
sim(v, ti) ≥ τ for some topic ti, then v is ap-
pended to ti’s list. Tokens not meeting or exceed-
ing τ for any topic are evenly distributed among
all topic lists in a round-robin fashion to ensure
balanced coverage. Thus, each topic list Gti ⊆ V
serves as the “green list” for ti, analogous to the
subsets in prior watermarking schemes such as
KGW. The number of topics K determines each
active green list’s vocabulary fraction, analogous
to KGW’s γ parameter. For example, K = 4
yields an effective fraction of 0.25, comparable
to γ = 0.2 used in KGW’s reported experiments.

During text generation, given an input prompt
xprompt, an LLM predicts the next token from a
probability distribution pθ(v | xprompt) over V . To
embed a watermark, we can reweight this distribu-
tion toward tokens belonging to a chosen topic list.
Specifically, we extract the most relevant topics
from xprompt using a lightweight topic extraction
model, then use k-means clustering to map them
to the closest predefined topic if no direct match is
found. This yields a single “green list” Gt∗ , which
is then biased during the generation process.

3.2 Threat Model
We assume a standard black-box adversary with
access only to LLM outputs, seeking to remove
watermarks while preserving semantic fidelity. Fol-
lowing (Kirchenbauer et al., 2023; Zhang et al.,
2024), the adversary cannot access model param-
eters, watermarking keys, or topic-partition logic.
While the detection algorithm is public, specific
parameters (thresholds, embeddings) remain pri-
vate. We evaluate robustness against two primary
attack surfaces: (1) text degradation via token-
level perturbations (e.g., substitutions) that disrupt

the watermark signal at the cost of fluency; and
(2) semantic rephrasing using external models for
paraphrasing or summarization to rewrite content
while maintaining meaning.

We additionally consider (3) partition recov-
ery attacks, where an adversary attempts to re-
construct the topic-aligned green lists by exploit-
ing the semantic structure of TBW’s vocabulary
partitioning. Prior work has demonstrated such
attacks against KGW-style schemes through re-
peated positional querying (Jovanović et al., 2024).
While TBW’s topic-aligned partitions introduce
semantic co-grouping that could appear more pre-
dictable than random assignment, the full partition
remains unrecoverable without the private random
seed used during round-robin distribution of resid-
ual tokens (§4). Detailed adversary assumptions,
excluded attack vectors (e.g., statistical compari-
son), detection-based attacks, and the full partition
recovery analysis are provided in B.

4 Proposed Method

In this section, we detail our lightweight topic-
based watermarking (TBW) scheme. §4.1 explains
how tokens are mapped to topic-aligned subsets,
which serve as “green lists” for watermarking. In
§4.2, we describe the generation procedure for em-
bedding watermarks. §4.3, presents multiple wa-
termark detection algorithms that identify water-
marked text.

4.1 Token-to-Topic Mappings

We begin by clustering tokens in the LLM vo-
cabulary V into semantically aligned lists, each
associated with one of a small set of high-level
“generalized topics” {t1, . . . , tK}. For illustra-
tion, one might choose topics such as {animals,
technology, sports, medicine} to capture com-
mon themes. Using a sentence embedding model
(e.g., all-MiniLM-L6-v2 (Reimers and Gurevych,
2020)), we encode each token v ∈ V into an em-
bedding ev and compute its similarity to each topic
embedding eti : sim(v, ti). If the maximum simi-
larity across all topics exceeds a threshold τ , the to-
ken is assigned to the corresponding topic’s “green
list” Gti . Tokens that do not exceed τ for any
topic are collected into a residual set, which is sub-
sequently distributed among {Gt1 , . . . , GtK} in a
round-robin fashion. This ensures comprehensive
coverage of the entire vocabulary, preventing any
token from being discarded.
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Figure 1: Comparison of KGW and TBW vocabulary partitioning. KGW (top) randomly partitions vocabulary
V into green/red lists using parameter γ. TBW (bottom) creates semantically meaningful partitions by assigning
tokens to predefined topic lists. Prompts are mapped to corresponding topics, making that topic list the active green
list. Both methods bias generation toward green lists using parameter δ to adjust logit values.

The hyperparameter τ controls the granularity of
semantic alignment and comprehensive topic cov-
erage where a higher τ enforces stronger coherence
but increases the proportion of tokens allocated via
the round-robin mechanism. Although we consider
only four broad topics in our main evaluations, the
same procedure naturally extends to a larger num-
ber of topics for more fine-grained coverage as the
vocabulary V increases. We use a general-purpose
sentence model (all-MiniLM-L6-v2) for this im-
plementation as a lightweight approach; however,
any semantic embedding framework can be substi-
tuted, allowing practitioners to tailor the mapping
for domain-specific or resource-constrained envi-
ronments. Figure 1 illustrates this token-to-topic
assignment process, with the detailed implementa-
tion procedure provided in Algorithm 1 (A).

4.2 Topic-Based Watermarks
Building on the token-to-topic mappings, we now
detail how to embed watermarks during text gen-
eration by selectively biasing tokens in a single
topic list. This procedure is analogous to the KGW
scheme, where a targeted subset of the vocabulary
(the “green list”) receives a higher sampling proba-
bility. However, in our approach, the specific green
list is chosen via a semantic matching process that
depends on the user’s prompt.

Given an input prompt xprompt, we first identify
relevant keywords or topics using a lightweight ex-
tractor (KeyBERT (Grootendorst, 2020)). If one

or more of these extracted topics Tdetected exactly
matches an entry in the predefined set {t1, . . . , tK},
we select the corresponding list Gt∗ . Otherwise,
we cluster the detected topic embeddings into a
few centroids and compute their cosine similarity
to each ti’s embedding. We designate the topic list
whose embedding is most similar to the centroid
as Gt∗ . This ensures that even if an exact match is
unavailable, the system still picks the most seman-
tically aligned topic.

At each generation step, the model produces log-
its pθ(v | xprompt, z) over the vocabulary V . We
add a small bias δ to all tokens v ∈ Gt∗ before
normalizing with a softmax function. Intuitively,
this raises the selection probability of tokens in
Gt∗ , embedding a watermark without introducing
multiple decoding passes or inflating perplexity. A
larger δ yields a more robust watermark signal at
the cost of potentially more noticeable shifts in
text style or quality. After adjusting logits, the
model samples the next token via standard meth-
ods (e.g., top-k sampling, beam search). The en-
tire generation loop is detailed in Algorithm 2 (A),
highlighting that topic extraction and logit biasing
constitute minimal overhead compared to typical
LLM pipelines.

4.3 Topic-Based Detection
While our watermarking approach embeds topic-
aligned signals during generation, practical detec-
tion faces challenges including topic ambiguity,
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topic drift within longer documents, and poten-
tial generation-detection misalignment. To address
these challenges systematically, we propose three
detection schemes with increasing robustness and
decreasing reliance on perfect topic knowledge.

All detection schemes, compute a z-score as:

z =
g − γ · n√

n · γ · (1− γ)
(2)

where g is the observed green token count, n is
the total tokens, and γ is the expected green token
fraction. Text is classified as watermarked if z
exceeds a threshold.

4.3.1 Strict Topic Matching
Our baseline detection scheme assumes consistent
topic alignment between generation and detection
phases, establishing an upper bound on perfor-
mance while highlighting the challenges that arise
when this assumption fails in practice.

Given text ztest, we extract topics using Key-
BERT. The process follows a hierarchical match-
ing strategy: if extracted topics Tdetected directly
match predefined topics {t1, . . . , tK}, we select the
corresponding green list Gt∗ . Otherwise, we use
semantic mapping to ensure consistency with the
generation-time topic selection using one of two
approaches. Embedding averaging computes the
mean embedding of all detected topics and identi-
fies the predefined topic with highest cosine sim-
ilarity, where ēdetected = 1

m

∑m
i=1 edi and selects

t∗ = argmaxtj sim(ēdetected, etj ). K-means clus-
tering captures topic diversity within the detected
set by applying k-means to detected topic embed-
dings and evaluating centroids against predefined
topics: t∗ = argmaxtj maxck sim(ck, etj ). Detec-
tion proceeds by computing the z-score using Gt∗ .

4.3.2 Sliding Window Detection
While strict matching works under ideal conditions,
real text exhibits topic drift. This approach ad-
dresses local topic inconsistencies while maintain-
ing semantic awareness through temporal aggrega-
tion.

We partition the input text into windows of size
w. For each window, we extract topics using the
hierarchical matching above, then assign the final
topic via majority voting: t∗ = argmaxtj |{wi :
topic(wi) = tj}| where topic(wi) represents the
assigned topic for window wi. An adaptive fall-
back mechanism selects embedding averaging for

windows with fewer than 3 detected keywords. De-
tection proceeds using the same z-score computa-
tion as strict matching.

4.3.3 Maximum z-Score Detection
Both previous methods rely on successful topic
extraction, which can fail with ambiguous or multi-
topic content. Our most robust detection scheme
eliminates the topic matching assumption entirely
by evaluating text against each predefined green list
Gti , computing the corresponding z-score zi using
the same statistical framework as previous methods.
The final classification uses the maximum z-score
across all topics: t∗ = argmaxti zi. This approach
effectively allows the watermark signal itself to
determine the most likely topic alignment.

This parameter-free approach provides several
key advantages: (i) it requires no topic extraction or
mapping steps, eliminating potential failure modes;
(ii) it leverages the embedded watermark signal to
guide topic selection, aligning detection with the
generation process; and (iii) it provides robustness
against topic ambiguity, drift, and misalignment,
making it suitable for practical deployment where
topic alignment cannot be guaranteed.

5 Evaluation

We present a comprehensive evaluation of TBW
against watermarking schemes across four key di-
mensions: text quality, robustness against both full-
text paraphrasing and lexical perturbations, evalua-
tion of watermark detection performance under our
proposed schemes, and computational efficiency
via average generation times. Our results demon-
strate that TBW achieves an optimal balance across
these metrics, offering strong robustness and high
text quality while maintaining computational effi-
ciency comparable to production-ready systems.

5.1 Experimental Setup

Data and Models. All experiments use sampled
subsets of the C4 dataset (Raffel et al., 2020),
where we truncate the first 100 tokens as the input
prompt and let each model generate 200 additional
tokens (allowing a tolerance of ±5 to accommo-
date decoding variation). We primarily evaluate
two LLMs: OPT-6.7B (Zhang et al., 2022) and
GEMMA-7B (Team et al., 2024). All evaluations
use NVIDIA V100 or A100 GPUs.

Watermarking Comparisons. We com-
pare TBW against several baselines (see §2
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for details): No Watermark (standard decod-
ing), KGW (Kirchenbauer et al., 2023), DiPMark
(DiP) (Wu et al., 2024), Unigram (Zhao et al.,
2024), SynthID-Text (SynthID) (Dathathri et al.,
2024), SIR (Liu et al., 2024), and EXP, EXP-Edit,
ITS-Edit (Kuditipudi et al., 2024). We use the
MARKLLM library (Pan et al., 2024) implemen-
tations with parameter settings from the original
papers to ensure fair comparison (details in D). We
additionally compare TBW against semantic water-
marking schemes that operate via post-processing
rather than in-generation biasing, specifically Post-
Mark (Chang et al., 2024) and k-SemStamp (Hou
et al., 2024b); these results are reported separately
in E.6 due to their different generation pipelines.

Implementation Details: Our TBW uses Key-
BERT (Grootendorst, 2020) for topic extraction
alongside a partition of topic-aligned tokens (§4.1).
We employ a predefined set of four generalized top-
ics, {animals, technology, sports, medicine},
which we found to be sufficiently generic to cover
large vocabulary partitions while avoiding over-
specialization. In our setup, four topics correspond
to an effective green-list fraction of 0.25, which is
close to the γ = 0.2 used in KGW’s experiments,
while still maintaining broad topic coverage. Topic
assignment is performed using a sentence embed-
ding model (all-MiniLM-L6-v2) with a similarity
threshold of τ = 0.7, though any semantic em-
bedding framework can be substituted. We also
study scalability beyond four topics by varying
K ∈ {4, 8, 16, 32}; as K increases the watermark
signal attenuates as expected yet remains strong,
and text quality stays flat (see 5.6 and F.4).

5.2 Text Quality

We evaluate text quality preservation through per-
plexity metrics (§5.2.1) with additional human eval-
uation in E.2 and LLM-as-a-Judge analysis in E.3.

5.2.1 Perplexity
We evaluate text fluency via perplexity (Niess and
Kern, 2025; Mao et al., 2025; Feng et al., 2025; Qu
et al., 2025) using a larger “oracle” model, LLAMA-
3.1-8B (Grattafiori et al., 2024), which is from
a different family than both OPT and GEMMA

to avoid bias. We fix the watermark strength
at δ = 2.0 for direct comparability with prior
work (Kirchenbauer et al., 2023; Zhao et al., 2024)
and optimal quality-detection trade-off (see F.1 for
sensitivity analysis). Perplexity is measured on
the generated 200± 5 tokens only of 100 samples.

Figure 2 shows distributions for OPT-6.7B and
GEMMA-7B under all watermarking schemes, with
values above 100 clipped for clarity. We observe
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Figure 2: Text perplexity comparison using baseline
watermarking schemes. Boxplots show distribution of
perplexity values for each watermarking method. Lower
text perplexity indicates higher generated text quality.

that TBW achieves significantly lower perplexity
(higher text quality) compared to other watermark-
ing schemes, specifically SynthID, closely match-
ing non-watermarked outputs. TBW improves per-
plexity by approximately 42% over Unigram on
OPT-6.7B and by 48% on GEMMA-7B. These re-
sults indicate that TBW embeds a robust watermark
without degrading text fluency, making it unlikely
that watermarked text would be perceptibly less
natural to human readers. Additional results for
a higher bias strength setting (δ = 3.0) on OPT-
6.7B are provided in E.1, illustrating the trade-off
between increased robustness and text quality.

5.3 Robustness
Having established TBW’s high text quality and
efficiency, we next evaluate its robustness to ad-
versarial transformations. Since EXP-based meth-
ods (e.g., ITS-Edit, EXP-Edit) exhibit substantially
degraded text quality at comparable watermark
strengths, we focus our main comparisons on TBW,
KGW, DiP, Unigram, SynthID, and SIR. Results
for ITS-Edit, the strongest EXP-based scheme, are
deferred to E.5.
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All robustness experiments use oracle conditions,
where the generation topic is assumed to be known
at detection time, as well as a higher watermark
strength (δ = 3.0) to establish an upper bound
on detection performance independent of topic ex-
traction errors. Such conditions approximate the
scenario of near-perfect topic detection achievable
with our best-performing algorithm (see §5.4) and
provide a clean benchmark for evaluating the intrin-
sic resilience of each watermarking method. De-
tailed attack configurations are provided in G.

5.3.1 Text Degradation
We evaluate how each scheme’s detection score
deteriorates under lexical perturbations using OPT-
6.7B as the representative model. This choice
provides a conservative robustness estimate, as its
smaller vocabulary makes maintaining watermark
signal more challenging (§5.2). Two perturbation
types are considered: random perturbations (a
mix of word insertions, deletions, and substitutions
applied uniformly across the text affecting both
high- and low-importance words) and targeted per-
turbations (the same operations applied selectively
to semantically important words such as nouns and
verbs, while avoiding low-information stop words
like “a,” “the,” and “to,” thereby maximizing dis-
ruption to watermark signal).

For each scheme, we generate 100 watermarked
texts, then apply perturbations in 5% increments
up to 50%. At each level, we average the binary
detection outcome (“watermarked” vs. “not water-
marked”) across 20 independent trials. Figure 3
presents the resulting score trajectories.

All watermarking schemes show a gradual de-
cline in classification scores as perturbation lev-
els increase, except for DiP, which does not rely
on a z-statistic for detection. Unigram, despite
its robustness to paraphrasing, deteriorates under
even modest perturbations, crossing its classifica-
tion threshold earlier than TBW. This highlights a
key vulnerability that simple, low-effort edits can
bypass detection despite strong paraphrasing resis-
tance. In contrast, TBW maintains higher detection
rates across all perturbation levels for both random
and targeted attacks, demonstrating resilience to
lexical perturbations.

5.3.2 Semantic Paraphrasing
We evaluate detection robustness against strong
paraphrasing by generating 500 watermarked and
500 non-watermarked samples from both OPT-
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Figure 3: Detection scores under random (left) and tar-
geted (right) word perturbations. Solid ticks indicate
scores above threshold; white ticks indicate scores be-
low. Higher scores indicate higher robustness to attacks.

6.7B and GEMMA-7B. Each 200-token com-
pletion is transformed using two paraphrasers
widely adopted in watermarking research, PEGA-
SUS (Zhang et al., 2020a) and DIPPER (Krishna
et al., 2023), consistent with prior evaluation (Liu
and Bu, 2024; Hou et al., 2024a,b).

We first report ROC-AUC and Best F1 scores
in Table 1. Without attack, all methods reliably
separate watermarked from non-watermarked text.
Under paraphrasing, however, DIPPER and PE-
GASUS substantially degrade the performance of
SynthID and DiP. TBW and Unigram retain the
highest ROC-AUC and Best F1 scores across both
attack scenarios, with TBW often matching Uni-
gram and outperforming all other baselines. Full
ROC-AUC curves are included in E.7.

In practical applications, maintaining a high True
Positive Rate (TPR) at consistently low False Pos-
itive Rates (FPR) ensure non-watermarked texts
are not misclassified as watermarked. We therefore
report TPR@1%FPR and TPR@10%FPR for OPT-
6.7B and GEMMA-7B in Table 2, with additional
human-text FPR analysis in E.8.

Across both paraphrasers, TBW achieves
the highest TPR@1%FPR of all watermarking
schemes, indicating superior detection in conser-
vative operating setting. At TPR@10%FPR, TBW
remains competitive with Unigram while outper-
forming other baselines, demonstrating that it main-
tains strong paraphrasing robustness without com-
promising the practical constraints of real-world
watermark detection.
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ROC-AUC Best F1 Score

Model Attacks TBW KGW DiP Unigram SynthID SIR TBW KGW DiP Unigram SynthID SIR

OPT-6.7B
No Attack 1.000 1.000 0.999 1.000 0.999 0.995 0.995 0.998 0.994 0.994 0.995 0.978
Pegasus 0.990 0.975 0.824 0.987 0.910 0.971 0.960 0.933 0.756 0.970 0.837 0.920
DIPPER 0.945 0.826 0.576 0.955 0.650 0.891 0.888 0.770 0.667 0.893 0.675 0.829

Gemma-7B
No Attack 0.998 0.995 1.000 0.998 1.000 0.990 0.999 0.997 0.999 0.996 0.997 0.973
Pegasus 0.981 0.983 0.836 0.985 0.912 0.952 0.951 0.962 0.759 0.959 0.842 0.903
DIPPER 0.871 0.825 0.546 0.911 0.656 0.822 0.811 0.773 0.668 0.851 0.676 0.775

Table 1: ROC-AUC and Best F1 scores for watermarking approaches under no attack, PEGASUS paraphrasing, and
DIPPER paraphrasing. Best results are in bold; second-best results are underlined.

TPR@1% FPR TPR@10% FPR

Model Attacks TBW KGW DiP Unigram SynthID SIR TBW KGW DiP Unigram SynthID SIR

OPT-6.7B
No Attack 0.994 0.996 0.992 0.996 0.992 0.964 1.000 1.000 0.996 0.996 0.996 0.986
Pegasus 0.910 0.578 0.228 0.900 0.446 0.726 0.980 0.948 0.552 0.986 0.768 0.930
DIPPER 0.536 0.124 0.028 0.516 0.058 0.248 0.866 0.534 0.170 0.872 0.258 0.702

Gemma-7B
No Attack 1.000 1.000 1.000 0.998 1.000 0.890 1.000 1.000 1.000 1.000 1.000 0.998
Pegasus 0.842 0.246 0.282 0.598 0.484 0.476 0.960 0.974 0.614 0.980 0.750 0.896
DIPPER 0.196 0.052 0.022 0.034 0.024 0.190 0.612 0.568 0.164 0.766 0.288 0.524

Table 2: True Positive Rate (TPR) at fixed False Positive Rate (FPR) for watermarking approaches under no attack,
PEGASUS paraphrasing, and DIPPER paraphrasing. Best results are in bold; second-best results are underlined.

5.4 Detection Analysis

While our robustness experiments in §5.3 es-
tablished watermark resilience under oracle con-
ditions, practical deployment requires detection
schemes that operate without prior topic knowl-
edge. We evaluate the detection approaches intro-
duced in §4.3, moving from theoretical validation
to real-world applicability, using 500 watermarked
samples under our standard experimental configu-
ration. We further provide discussion in C on prac-
tical deployment contexts of detection schemes.

Table 3 compares all detection schemes for both
OPT-6.7B and GEMMA-7B. Strict topic match-
ing slightly outperforms sliding window detection
despite the latter’s intent to mitigate topic drift.
Embedding averaging yields higher detection rates
than k-means in both contexts. We attribute slid-
ing window’s weaker performance to the 50-word
window size: while offering local topic resolution,
it limits available context compared to processing
the full text. Exploring alternative window sizes
is considered out of scope but presents a possible
avenue for future work.

The maximum z-score detection method deliv-
ers near-perfect results, achieving 99.6% and 100%
detection rates for OPT-6.7B and GEMMA-7B,
respectively, with the highest mean z-scores and
minimal variance. This performance stems from
its independence from topic extraction by directly
evaluating all topic partitions and selecting the high-
est z-score, it avoids the alignment errors that con-
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Figure 4: Comparison of average generation time (sec-
onds) over various output token lengths from multiple
watermarking schemes on OPT-6.7B.

strain topic-dependent approaches. We confirm this
with 500 watermarked and 500 non-watermarked
samples with detailed performance metrics pro-
vided in E.10. These results connect our oracle-
condition evaluations in §5.3 with practical, topic-
agnostic detection, showing that maximum z-score
preserves robustness while providing tunable sepa-
ration adaptable to different operational constraints.

5.5 Efficiency

We measure the computational overhead imposed
by each watermarking method on OPT-6.7B, gen-
erating sequences of lengths {100, 200, 300, 400,
500}. For each token-length, we record the av-
erage generation time over 10 samples from C4.
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OPT-6.7B GEMMA-7B

Detection Scheme Detection Rate z-Score (Mean±Sd) Topic Accuracy Detection Rate z-Score (Mean±Sd) Topic Accuracy

Strict K-means 0.540 6.32 ± 10.80 0.542 0.570 6.71 ± 10.58 0.570
Strict Embedding 0.574 7.05 ± 10.68 0.624 0.584 6.99 ± 10.53 0.584
Sliding K-means 0.516 5.80 ± 10.77 0.520 0.532 5.95 ± 10.69 0.532
Sliding Embedding 0.566 6.91 ± 10.67 0.602 0.516 5.63 ± 10.70 0.524
Sliding K-means+Emb 0.526 6.02 ± 10.79 0.530 0.528 5.85 ± 10.68 0.528
Max. z-Score 0.996 15.88 ± 3.03 1.000 1.000 15.92 ± 1.39 1.000

Table 3: Comparison of watermark detection schemes on watermarked text under realistic (non-oracle) detection
conditions. Bold indicates the highest performing detection scheme in each metric.

Figure 4 shows that TBW introduces negligible
overhead compared to non-watermarked genera-
tion, matching lightweight methods such as KGW
and SynthID. In contrast, EXP-Edit requires mul-
tiple re-ranking passes and SIR incurs additional
complexity, resulting in noticeably higher genera-
tion times. We observe consistent trends on OPT-
2.7B (see E.4), confirming that TBW’s efficiency
advantage holds across model scales.

5.6 Topic Scalability
While our main experiments use K = 4 topics,
practitioners may require finer-grained coverage.
We evaluate TBW with K ∈ {4, 8, 16, 32} on
GEMMA-7B, whose larger vocabulary is more rep-
resentative of deployed LLMs. We apply δ = 2.0
and τ = 0.5, relaxed relative to the main exper-
iments to compensate for smaller per-topic cov-
erage at larger K. Detection uses the maximum
z-score scheme. Full experimental details, topic
inventories, and additional visualizations are pro-
vided in F.4.

Figure 5 reports detection strength as a function
of K. The z-score decreases gracefully from ∼11
at K = 4 to ∼7 at K = 32, yet remains compa-
rable to KGW and Unigram baselines at equiva-
lent watermark strength. Text quality (BERTScore
F1) remains flat across all K values (see F.4), con-
firming that increased topic granularity does not
degrade fluency or semantics. Table 4 reports detec-
tion runtime, which scales approximately linearly
with K but remains tractable; because detection is
performed offline by the model owner, this over-
head does not impact user-facing latency.

6 Conclusion

Watermarking has emerged as a critical tool for
mitigating risks in large language models, yet ex-
isting schemes face a persistent trade-off where
lightweight methods such as SynthID-Text or
KGW offer efficiency and text quality but collapse
under paraphrasing, while heavyweight multi-pass
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Figure 5: Detection strength vs. number of topics. Mean
detector z-score (max-z) as we scale K ∈ {4, 8, 16, 32}
on GEMMA-7B with δ = 2.0, τ = 0.5 over 100
prompts. Error bars denote ±s.d.

Number of Topics (K) Detection Time (s)

4 2.002± 0.041
8 2.910± 0.047

16 3.833± 0.046
32 6.565± 0.066

Table 4: Detector runtime vs. number of topics. Mean
± s.d. per-sample time in seconds.

methods deliver robustness at the cost of fluency
and practicality. We presented Topic-Based Wa-
termarking (TBW), which addresses this divide by
embedding semantically aligned signals through
topic-driven token partitioning. TBW preserves
the speed and fluency of lightweight approaches
while achieving robustness closer to heavyweight
schemes. Our evaluation confirms that TBW pro-
vides strong detection accuracy, resilience to lexical
and semantic attacks, and negligible runtime over-
head. By overcoming this trade-off, TBW offers a
practical path toward deployable watermarking.
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Limitations

Our results indicate that models with smaller vo-
cabularies may exhibit slightly reduced perfor-
mance compared to larger vocabulary models.
For instance, OPT-6.7B (50,272 tokens) shows
marginally lower detection scores and higher false
positive rates than GEMMA-7B (256,000 tokens)
(E.10). This disparity arises from how vocabulary
size interacts with topic partitioning. When the
vocabulary is divided among K predefined top-
ics, larger vocabularies yield denser topic-aligned
green lists, providing more semantically coherent
tokens to bias during generation. Consequently, if
practitioners require finer-grained topic coverage
(e.g., K = 32 topics), smaller vocabulary mod-
els may experience more pronounced performance
degradation. We empirically examine this scaling
behavior in F.4, demonstrating that while detection
strength (z-score) decreases as K increases, text
quality remains stable and the watermark signal
persists even at K = 32 topics.

The interaction between vocabulary size and
topic granularity suggests an avenue for domain-
specific adaptation. Rather than increasing K to
achieve broader coverage, practitioners deploying
TBW on smaller models may instead tailor the pre-
defined topic lists to their specific use case, main-
taining a modest number of topics while ensur-
ing semantic alignment with the target domain.
Prior work has demonstrated the feasibility of
such domain-specific topic-based watermarking
in specialized contexts such as AI-assisted peer
review (Nemecek et al., 2025), suggesting that
thoughtful topic selection can preserve watermark
effectiveness without requiring large vocabularies
or extensive topic sets.

If TBW were to be deployed with a large number
of topics, we would expect larger vocabulary mod-
els to yield better results. Our maximum z-score de-
tection scheme, which achieves near-perfect sepa-
ration between watermarked and non-watermarked
text, requires evaluating all K topic partitions to
identify the strongest watermark signal. As the
number of topics increases, detection time scales
approximately linearly with K. We report these
timing results in F.4, observing an increase from ap-
proximately 2 seconds at K = 4 to 6.5 seconds at
K = 32. While this overhead remains tractable, it
represents a consideration for deployments requir-
ing rapid detection at scale. Importantly, detection
is performed offline by model owners rather than

during user-facing generation, mitigating latency
concerns in practice.

Beyond TBW’s specific implementation, a lim-
itation it shares with other list-based watermark-
ing schemes, including KGW (Kirchenbauer et al.,
2023) and SynthID-Text (Dathathri et al., 2024),
is reduced detection reliability on shorter text se-
quences. Our primary evaluations use 200-token
generations, which we consider relatively short for
watermark detection. The statistical nature of z-
score-based detection requires sufficient tokens to
distinguish the watermark signal from random vari-
ation; as text length decreases, the gap between
watermarked and non-watermarked z-score distri-
butions narrows, increasing the likelihood of mis-
classification. We hypothesize that detection per-
formance would degrade on shorter sequences, a
constraint inherent to the underlying framework.

Ethical Considerations

Watermarking techniques inherently carry dual-use
risks. While watermarking enables provenance
tracking to combat misuse, it could potentially be
exploited for punitive enforcement based on prob-
abilistic signals. Adversarial actors may further
weaponize watermarking to falsely attribute con-
tent to specific organizations or models. We addi-
tionally acknowledge residual concerns regarding
false positives, which could lead to wrongful ac-
cusations. We recommend deployment with con-
servative thresholds, transparent documentation of
error rates, and appeals processes for affected users,
calibrated to the specific deployment context.

Our evaluation used a public dataset (C4) and
locally-run models without probing live services
or violating terms of service. The human evalua-
tion study (E.2) involved only non-sensitive, model-
generated text; participants provided informed con-
sent, and no personally identifiable information
was collected.
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A Algorithm Implementations

We provide implementation details for our topic-
based watermarking approach. Algorithm 1
presents the token-to-topic mapping procedure,
while Algorithm 2 details the watermark generation
process.

B Extended Threat Model

This section provides additional formal constraints
and justifications for the adversary assumptions
introduced in §3.2.

Adversary Assumptions and Constraints. We
assume an adversary consistent with standard threat
models adopted across the watermarking litera-
ture (Kirchenbauer et al., 2023; Zhao et al., 2024;
Zhang et al., 2024). In particular, the adversary
cannot fine-tune or retrain the model, nor inspect
its parameters or internal mechanisms. Interaction
is strictly via black-box queries to the generator;
the adversary has no oracle access to the watermark
detection algorithm and receives neither per-text de-
cisions nor detection scores from the system. While
the detection algorithmic form may be public, the
operating keys, topic partitions, and thresholds re-
main private, and detection is performed offline by
a trusted party. This scope reflects realistic end-
user capabilities and explicitly excludes insider or
white-box attacks where model internals are visi-
ble.

Excluded and Impractical Attacks. We fur-
ther assume the adversary cannot mount imprac-
tical strategies that rely on excessive querying or
access to paired datasets (watermarked vs. non-
watermarked versions of the same prompt). Statisti-
cal comparison or supervised classification attacks
are excluded from our primary model as they re-
quire assumptions that are rarely feasible for typical
end-users. We provide an empirical evaluation of
these “detection-based” attacks in E.9 for complete-
ness, though they fall outside our primary security
focus.

Partition Recovery Attacks. Prior work has
demonstrated partition recovery attacks against
KGW-style watermarks, where adversaries approx-
imate green/red list assignments through repeated
positional querying (Jovanović et al., 2024). Be-
cause TBW uses a single fixed green list per gen-
eration rather than per-token hashing, this specific
attack vector does not directly transfer. However,
TBW’s semantic partitioning introduces a different
concern: an adversary who knows the algorithm,
topic list, and embedding approach might attempt
to reconstruct the topic-aligned green lists through
structural inference.

To evaluate this, we consider a strong attacker
who knows TBW’s partitioning algorithm, the pre-
defined topic set, and the general embedding ap-
proach, but not the private parameters: the specific
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Algorithm 1 Token-to-Topic Mapping

Input: Vocabulary V , predefined topic set {t1, . . . , tK}, embedding function Enc(·), similarity thresh-
old τ .
Compute topic embeddings: ET = {eti | ti ∈ {t1, . . . , tK}}
Compute token embeddings: EV = {ev | v ∈ V }
Initialize topic-aligned lists: Gti = ∅,∀i ∈ {1, . . . ,K}
Initialize residual set: B = ∅
for each token v ∈ V do

Compute similarity scores: sim(v, ti) =
ev ·eti

∥ev∥∥eti∥
, ∀i

m, i∗ ← max(sim(v, ti)), argmax(sim(v, ti))
if m ≥ τ then

Assign v to topic ti∗ : Gti∗ ← Gti∗ ∪ {v}
else

Add v to residual set: B ← B ∪ {v}
end if

end for
Distribute remaining tokens:
Initialize counter: i← 1
for each token v ∈ B do

Assign v to ttarget = t(i mod K)+1

Gttarget ← Gttarget ∪ {v}
i← i+ 1

end for
Return {Gt1 , . . . , GtK} {Final topic-aligned token lists}

Algorithm 2 Topic-Based Watermark Generation

Input: Prompt xprompt, topic set {t1, . . . , tK}, topic-aligned lists {Gt1 , . . . , GtK}, logit bias δ.
Extract topics: Tdetected ← KeyBERT(xprompt)
if ∃ti ∈ {t1, . . . , tK} such that ti ∈ Tdetected then

Select direct match: t∗ ← ti
else

Assign via clustering:
t∗ ← KMeans(Tdetected, {t1, . . . , tK})

end if
Retrieve topic-aligned list: Gt∗ ← Gt∗

Initialize output sequence: z← ∅
while not end-of-sequence do

Compute logits: logits← pθ(· | xprompt, z)
for each token v ∈ V do

if v ∈ Gt∗ then
Adjust logit: logits[v]← logits[v] + δ

end if
end for
Compute probabilities: p← Softmax(logits)
Sample next token: vnext ← SampleToken(p)
Append token to sequence: z← z ∪ {vnext}

end while
Return z {Watermarked output text}
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embedding model weights, similarity threshold τ ,
or the random seed used for round-robin distri-
bution of residual tokens. We measure partition
recovery across 12 attacker configurations, varying
the embedding model (3 models, including an ora-
cle configuration using the identical architecture as
the watermark deployer) and similarity threshold
(τ ∈ {0.3, 0.5, 0.7, 0.9}). For each configuration,
we compute Jaccard similarity, precision, recall,
and F1 between the attacker’s reconstructed par-
tition and the true partition, averaged across all
four topic lists. Tables 5 and 6 report results for
OPT-6.7B and GEMMA-7B, respectively.

Model τ Jaccard Precision Recall F1

all-MiniLM 0.3 0.1433 0.2512 0.2514 0.2505
all-MiniLM 0.5 0.1448 0.2529 0.2529 0.2529
all-MiniLM 0.7 0.1419 0.2486 0.2486 0.2486
all-MiniLM 0.9 0.1415 0.2478 0.2478 0.2478

all-mpnet 0.3 0.1423 0.2491 0.2492 0.2491
all-mpnet 0.5 0.1414 0.2478 0.2478 0.2478
all-mpnet 0.7 0.1413 0.2476 0.2476 0.2476
all-mpnet 0.9 0.1415 0.2478 0.2478 0.2478

bge-small 0.3 0.1299 0.2546 0.2532 0.2256
bge-small 0.5 0.1301 0.2542 0.2532 0.2259
bge-small 0.7 0.1423 0.2491 0.2491 0.2491
bge-small 0.9 0.1438 0.2515 0.2515 0.2515

Table 5: Partition recovery attack results on OPT-6.7B
across 12 attacker configurations. The all-MiniLM rows
represent an oracle attacker using the identical embed-
ding model as the watermark deployer.

Model τ Jaccard Precision Recall F1

all-MiniLM 0.3 0.1427 0.2498 0.2498 0.2497
all-MiniLM 0.5 0.1422 0.2490 0.2490 0.2490
all-MiniLM 0.7 0.1425 0.2494 0.2494 0.2494
all-MiniLM 0.9 0.1434 0.2509 0.2509 0.2509

all-mpnet 0.3 0.1181 0.2489 0.2491 0.2064
all-mpnet 0.5 0.1428 0.2499 0.2499 0.2499
all-mpnet 0.7 0.1445 0.2525 0.2525 0.2525
all-mpnet 0.9 0.1434 0.2509 0.2509 0.2509

bge-small 0.3 0.0940 0.2502 0.2498 0.1617
bge-small 0.5 0.0940 0.2497 0.2497 0.1618
bge-small 0.7 0.1432 0.2506 0.2506 0.2506
bge-small 0.9 0.1431 0.2503 0.2503 0.2503

Table 6: Partition recovery attack results on GEMMA-
7B across 12 attacker configurations. Results are consis-
tent with OPT-6.7B, confirming chance-level recovery
across both models.

Even the oracle attacker using the identical
embedding model (all-MiniLM) and matching τ
achieves only chance-level recovery across both
models. With K = 4 topics, random assignment
would yield Jaccard = 0.25 and F1 = 0.25 in ex-
pectation; the observed values fall at or below this
baseline across all configurations. Some non-oracle
configurations (e.g., bge-small at τ = 0.3) perform

below chance, reflecting topic-specific misalign-
ment that further underscores the difficulty of parti-
tion inference. This result stems from TBW’s dual
assignment mechanism: tokens exceeding the simi-
larity threshold τ are assigned semantically, while
residual tokens are distributed via a randomly shuf-
fled round-robin process (§4). Since the random
seed governing the round-robin assignment is pri-
vate, the full partition is unrecoverable regardless of
the attacker’s knowledge of the embedding model
or threshold. Semantic co-grouping alone is insuf-
ficient without the private round-robin seed. As
complementary evidence, our word cloud analysis
(Figure 9) confirms that watermarked outputs show
no systematic elevation of topic-specific tokens,
preventing observational inference of the active
partition from generated text.

C Practical Use of Detection Schemes

C.1 Strict and Sliding Window Detection

As discussed in §5.4, both the strict and sliding
window detection schemes exhibit degraded perfor-
mance due to imperfect topic matching between in-
put prompts and output text. This limitation arises
because the detection pipeline assumes alignment
between topics extracted from the input and the
generated output, an assumption that often fails in
general-purpose, black-box deployment. However,
there are domains where such access to the input
text is natural and the trade-off becomes favorable.

For example, §F.4 shows that increasing the
number of topics from K = 4 to K = 32 in-
creases detection runtime under maximum z-score
detection (from approximately 2 seconds to 6.5
seconds). In latency-sensitive applications, strict
or sliding detection may therefore be more prac-
tical when input prompts are accessible, since
they avoid evaluating all topic partitions. Health-
care settings provide a clear illustration: Cleve-
land Clinic, ranked among the world’s top hos-
pitals (Newsweek, 2025), recently announced de-
ployment of an ambient AI platform for clinical
documentation (Cleveland Clinic, 2025). In such
environments, LLM-generated text is deeply inte-
grated into provider workflows, and provenance
guarantees are paramount to avoid blind reliance
on automatically produced notes. With multiple
campuses and a high volume of patients, runtime
efficiency is critical, and strict/sliding detection can
provide timely watermark checks while still lever-
aging topic-aware alignment. The natural pairing
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of spoken prompts (provider voice memos) with
textual outputs further supports this alignment as-
sumption.

Similarly, the Association for the Advancement
of Artificial Intelligence (AAAI) initiative on AI-
assisted peer review for 2026 (Association for the
Advancement of Artificial Intelligence (AAAI),
2025) offers another case where the input, the sub-
mitted paper, is always available alongside gener-
ated reviewing text. Here, strict and sliding window
detection align directly with the review pipeline,
enabling topic-aware watermark verification with-
out the cost of iterating across all topic partitions.
Looking forward, these use cases also suggest an
avenue for future work allowing for hybrid “sliding-
chunk” watermarking that adapts to multiple top-
ical segments within long-form input documents,
such as scientific papers, while retaining prompt-
to-output alignment.

C.2 Maximum z-Score Detection

In contrast, the maximum z-score detection scheme
(§5.4) is best suited for general deployment where
access to input prompts cannot be assumed. In
such settings, strict or sliding detection would fail
due to topic misalignment, whereas maximum z-
score avoids this assumption by evaluating all topic
partitions and selecting the strongest watermark
signal. While detection incurs additional cost as
the number of topics increases (e.g., 6.5 seconds
at K = 32), our evaluation shows that this over-
head remains tractable, particularly relative to the
robustness gains. Maximum z-score detection de-
livers near-perfect separation of watermarked and
non-watermarked text even under strong adversar-
ial attacks, making it the preferred scheme for open-
world scenarios where robustness is the overriding
priority.

D Watermarking Evaluation Parameters

To conduct our evaluations, we utilize Mark-
LLM (Pan et al., 2024), an open-source framework
designed to facilitate the implementation and eval-
uation of LLM watermarking methods. MarkLLM
provides an approach to watermarking by integrat-
ing different watermarking schemes within a uni-
fied framework. Its modular structure supports both
the KGW-based family, which modifies token se-
lection probabilities through logit adjustments, and
the EXP-based family, which introduces pseudo-
random guided sampling to embed watermarks.

We apply MarkLLM to evaluate our diverse set
of watermarkings we compared to our proposed
topic-based watermark (TBW). We use this frame-
work exclusively for watermark generation and de-
tection in alignment with the respective watermark-
ing approach. Other utilities within the framework,
such as robustness evaluation or text quality anal-
ysis, are not utilized in our study. The framework
ensures that the configurations used in our study re-
main consistent with the original parameter choices
presented in the respective papers, enabling a rigor-
ous and reproducible assessment of each method.

E Additional Evaluation Results

E.1 Perplexity at Higher Bias Strength

We report perplexity results for OPT-6.7B when
applying a stronger watermark bias parameter of
δ = 3.0 for TBW only. This matches the strength
used in our robustness evaluation (§5.3) and allows
a direct quality-robustness trade-off comparison.
The experimental setup follows §5.2: we measure
perplexity on the generated 200±5 tokens using the
LLAMA-3.1-8B oracle, clipping values above 100
for visualization. All baseline watermarking meth-
ods are reported with their default hyperparameters
from the open-source MARKLLM library; only
TBW uses the increased δ.
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Figure 6: Perplexity comparison for OPT-6.7B with
TBW at higher watermark strength (δ = 3.0) and all
other schemes at their standard settings. Compared to
TBW’s δ = 2.0 results (see §5.2), the increased bias
leads to moderate quality degradation while retaining
the lowest perplexity among watermarking methods.
Lower values indicate higher text quality.

Results indicate that increasing TBW’s δ from
2.0 to 3.0 boosts robustness (§5.3) at the cost of a
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Model Method Fluency Coherence Grammar Lexical Variety Overall Quality

OPT-6.7B TBW 3.23± 1.16 3.33± 1.16 3.63± 0.80 3.20± 1.02 3.17± 1.14
No Watermark 3.47± 0.95 3.45± 1.11 3.90± 0.90 3.37± 0.97 3.45± 1.00

GEMMA-7B TBW 3.53± 1.05 3.48± 1.13 3.77± 0.96 3.63± 0.86 3.50± 1.02
No Watermark 3.55± 1.05 3.42± 1.15 3.75± 1.05 3.50± 0.93 3.40± 1.14

Table 7: Human evaluation results for single-text quality assessment. Values represent average ratings (±standard
deviation) on a 5-point Likert scale from 12 evaluators.

moderate rise in perplexity. Despite this stronger
bias, TBW still achieves lower perplexity than other
baselines, suggesting that semantic alignment miti-
gates some of the quality loss typically associated
with high bias values.

E.2 Human Evaluation
To complement our automated text quality metrics,
we conduct a human evaluation to assess the per-
ceptual quality of TBW text. Human evaluation
provides crucial insights into whether watermark-
ing artifacts are detectable to end users, which is
essential for practical deployment.

We conduct a single-text evaluation where hu-
man evaluators assess individual text samples
across multiple quality dimensions. Evaluators are
presented with 20 generated text samples, com-
prising 10 samples from OPT-6.7B and 10 sam-
ples from GEMMA-7B. Within each model’s sam-
ples, 5 are watermarked with TBW and 5 are non-
watermarked. Again, we fix the watermark strength
at δ = 2.0 to mimic our perplexity as a metric
study.

Evaluators rate each text sample on five qual-
ity dimensions using a 5-point Likert scale (1 =
Very Poor, 5 = Excellent): fluency (how smooth
and natural the writing flows), coherence (logical
consistency and ease of following), grammar (cor-
rectness of grammar, spelling, and punctuation),
lexical variety (appropriateness and diversity of
word choices), and overall quality (holistic judg-
ment). We collect responses from 12 evaluators,
ensuring sufficient inter-rater reliability for statisti-
cal analysis. Table 7 summarizes the results across
all quality dimensions.

The results demonstrate that TBW maintains
competitive text quality across all evaluated dimen-
sions, with performance variations that align with
our automated perplexity assessments. OPT-6.7B
exhibits modest quality decrements when water-
marked, with performance gaps ranging from 0.12
to 0.28 points across the five evaluation criteria.
However, these differences remain within accept-

able bounds, as no metric, whether watermarked or
non-watermarked, exceeds a score of 4.0, indicat-
ing that all generated text falls within a respectable
quality range. Conversely, TBW demonstrates
particularly stronger performance on GEMMA-
7B, where watermarked text achieves compara-
ble or better quality relative to non-watermarked
baselines. Notably, TBW underperforms non-
watermarked text only in fluency, with a negligible
difference of 0.02 points, while achieving higher
scores in lexical variety and overall quality metrics.

We attribute this difference to the disparity in
vocabulary sizes between the two models. OPT-
6.7B has a vocabulary of 50,272 tokens, whereas
GEMMA-7B uses 256,000 tokens. A smaller vo-
cabulary limits the number of semantically coher-
ent tokens that exceed our similarity threshold τ
during topic partitioning (Algorithm 1), slightly
reducing lexical flexibility in watermarked out-
puts. In contrast, GEMMA-7B’s larger vocab-
ulary yields denser topic-aligned partitions, en-
abling TBW to preserve or even improve perceived
quality. This pattern is consistent with modern
production-grade LLMs, which typically adopt vo-
cabularies exceeding 50k tokens, suggesting that
TBW’s benefits are most fully realized in contem-
porary large-scale deployments. Automated LLM-
as-a-Judge evaluation (E.3) confirms these findings,
showing TBW outperforms Unigram and SynthID-
Text across all quality dimensions while matching
non-watermarked text.

E.3 LLM-as-a-Judge
While human evaluation provides valuable quali-
tative insight, its scalability is inherently limited.
To extend our comparative analysis across a wider
range of watermarking schemes, we employ an
LLM-as-a-Judge setup using the chat functionality
of GPT-4o. At the time of our study, GPT-4o was
the strongest publicly available general-purpose
model, offering high accuracy, consistent reason-
ing, and strong natural language understanding.
This approach enables systematic, large-scale eval-
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Method Fluency Coherence Grammar Lexical Variety

No Watermark 3.20± 0.62 3.15± 0.59 3.85± 0.59 3.00± 0.32
TBW 3.10± 0.72 3.05± 0.69 3.90± 0.72 3.00± 0.46
Unigram 2.65± 0.67 2.70± 0.73 3.35± 0.88 2.90± 0.55
SynthID 3.00± 0.73 3.05± 0.76 3.70± 0.73 2.90± 0.55

Table 8: Automated GPT-4o-based text quality evaluation across watermarking methods. Values represent average
scores (±standard deviation) on a 5-point scale over 20 prompts. Bold shows best values while underline indicates
second best results.

uation of TBW’s performance not only against non-
watermarked baselines, but also relative to other
state-of-the-art watermarking methods, including
SynthID-Text. Similar LLM-judge protocols have
been successfully adopted in prior watermarking
research (Pan et al., 2024; Tu et al., 2024), demon-
strating the validity and growing acceptance of this
methodology in the field.

We conduct this evaluation using OPT-6.7B
to provide a conservative assessment of TBW’s
quality advantages. Given that our human evalua-
tion demonstrated TBW’s stronger performance on
models with larger vocabularies, using OPT-6.7B
(with its smaller 50,272-token vocabulary) repre-
sents a more challenging test case for our method.

We evaluate text quality across four of the five
dimensions used in our human evaluation using
20 C4 prompts and the same watermark strength
(δ = 2.0). For each prompt, we generate water-
marked text using TBW, Unigram, and SynthID-
Text, alongside non-watermarked baselines. Each
evaluation uses a fresh GPT-4o conversation to
avoid memory effects that could bias assessments.
We use the following evaluation prompt to ensure
consistent and impartial assessment:

You are an impartial evaluator judging the flu-
ency and naturalness of a text sample. Please
rate the sample without knowing how it was
produced. Based on the readability and qual-
ity, answer the following criteria using a 1–5
scale:

• Fluency (1 = disfluent/unnatural, 5 = per-
fectly smooth and human-like)

• Grammatical correctness (1 = frequent
grammar issues, 5 = grammatically per-
fect)

• Coherence (1 = ideas are disjointed or
confusing, 5 = ideas flow logically)

• Lexical variety (1 = repetitive/basic
word use, 5 = rich, diverse vocabulary)

Sample:
{Sample Text}

Table 8 presents the automated evaluation results.
The findings demonstrate that TBW maintains text
quality nearly identical to non-watermarked out-
put across all evaluated dimensions. Most notably,
TBW achieves comparable fluency (3.10 vs. 3.20),
equivalent lexical variety (3.00 vs 3.00), and even
slightly superior grammatical correctness (3.90 vs
3.85) compared to non-watermarked text.

In comparison to competing watermarking meth-
ods, TBW demonstrates clear advantages. Against
Unigram, which showed similar robustness in our
adversarial evaluations (§5.3), TBW achieves qual-
ity improvements: +0.45 in fluency, +0.55 in
grammatical correctness, and +0.35 in coherence.
Similarly, TBW outperforms the industry-standard
SynthID-Text across all dimensions.

Overall, TBW consistently outperforms other
watermarking schemes, matching or exceeding the
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text quality of non-watermarked outputs across
most dimensions. These findings are consis-
tent with our human evaluation, where TBW
maintained comparable quality scores to non-
watermarked text, confirming that its robustness
advantages do not come at the expense of fluency,
coherence, or grammatical correctness.

E.4 Efficiency Results

To verify that TBW’s efficiency advantage holds
across model scales, we repeat the generation time
evaluation from §5.5 on OPT-2.7B. Figure 7 con-
firms that the same trends observed on OPT-6.7B
hold at smaller scale since TBW introduces neg-
ligible overhead relative to non-watermarked gen-
eration, matching lightweight methods across all
sequence lengths.
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Figure 7: Comparison of average generation time (sec-
onds) over various output token lengths from multiple
watermarking schemes on OPT-2.7B.

E.5 Comparison to ITS-Edit

In the main evaluation, we exclude EXP-Edit and
ITS-Edit due to their poor perplexity values, which
make them impractical for real-world use. How-
ever, for completeness, we assess the robustness
of ITS-Edit in terms of ROC-AUC score, Best F1
score, TPR@1%FPR, and TPR@10%FPR, com-
paring it to TBW.

We follow the same evaluation procedure used
in the main paper under a smaller sample size, gen-
erating 50 watermarked and 50 non-watermarked
(baseline) samples using OPT-6.7B. We then apply
two paraphrasers, PEGASUS and DIPPER, to the
200-token completions. ITS-Edit performs 500 de-
tection runs per sample during the detection phase
to better estimate the presence of the watermark.

As shown in Table 9, TBW consistently outper-
forms ITS-Edit across all evaluated robustness met-
rics, demonstrating superior detection performance
while maintaining practical efficiency.

E.6 Comparison to Semantic Watermarks
To situate TBW relative to semantic watermarking
approaches that operate via post-processing, we
compare against PostMark (Chang et al., 2024) and
k-SemStamp (Hou et al., 2024b). A key method-
ological distinction is that both PostMark and k-
SemStamp embed watermarks by rewriting already-
generated text through additional LLM inference
passes, whereas TBW embeds the watermark dur-
ing a single standard decoding pass. This differ-
ence has direct implications for generation cost and
deployment complexity.

We evaluate all methods over 100 C4 prompts
on OPT-6.7B, measuring perplexity, generation
time, ROC-AUC, and TPR@1%FPR under both no-
attack and DIPPER paraphrasing conditions. TBW
is evaluated at two watermark strengths (δ = 2.0
and δ = 3.0) to illustrate the quality-robustness
trade-off. Results are reported in Table 10.

TBW at δ = 3.0 achieves the highest ROC-AUC
and TPR@1%FPR under both no-attack and DIP-
PER paraphrasing conditions, while being 6-13×
faster than the semantic baselines. Perplexity re-
mains comparable to PostMark and only moder-
ately higher than k-SemStamp, whose lower per-
plexity comes at the cost of substantially higher
generation time and lower detection performance.
These results confirm that TBW’s in-generation
approach provides a fundamentally different and
practically advantageous trade-off compared to
post-processing semantic watermarks as it avoids
the additional LLM inference passes required by
rewriting-based methods while achieving stronger
robustness and detection at a fraction of the com-
putational cost.

E.7 TBW Robustness ROC Curves
Figure 8 presents the ROC curves and correspond-
ing AUC values for the evaluated watermarking
methods. For OPT-6.7B, our method achieves
comparable robustness to Unigram, demonstrating
strong detection performance. For GEMMA-7B,
we observe a slight reduction in robustness; how-
ever, this trade-off comes with improved text qual-
ity. The difference in AUC between our method
and Unigram is minimal, approximately 4%, high-
lighting the balance between robustness and text

24391



Attack Method ROC-AUC Best F1 Score TPR@1% FPR TPR@10% FPR

No Attack
TBW 0.999 0.990 0.980 1.000
ITS-EDIT 0.043 0.667 0.000 0.000

PEGASUS
TBW 0.959 0.939 0.800 0.920
ITS-EDIT 0.417 0.667 0.000 0.100

DIPPER
TBW 0.929 0.875 0.575 0.840
ITS-EDIT 0.519 0.667 0.020 0.040

Table 9: Comparison of robustness metrics between TBW and ITS-Edit on OPT-6.7B, evaluated using PEGASUS
and DIPPER paraphrasers where bold indicates better scores.
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Figure 8: ROC curves comparing watermark methods on OPT-6.7B and Gemma-7B against PEGASUS (top) and
DIPPER (bottom) paraphrasing attacks.
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Method Time PPL No Attack DIPPER

(s/sample) (mean ± std) ROC-AUC TPR@1% ROC-AUC TPR@1%

TBW (δ=2.0) 5.23 ± 1.93 12.36 ± 3.64 0.971 0.879 0.694 0.222
TBW (δ=3.0) 5.08 ± 2.01 12.46 ± 4.80 0.986 0.949 0.802 0.357
k-SemStamp 65.93 ± 75.03 9.16 ± 2.85 0.960 0.750 0.743 0.150
PostMark 29.61 ± 17.56 12.43 ± 2.90 0.968 0.920 0.780 0.210

Table 10: Comparison of TBW against semantic black-box watermarking methods on OPT-6.7B over 100 C4
prompts. Bold indicates best results. TPR@1% denotes TPR at 1% FPR.

quality.

E.8 False Positive Rate (FPR) on
Human-Written Text

E.8.1 Watermarking Methods FPR
To evaluate the practical viability of watermarking
schemes, we assess false positive rates (FPR) on
human-written content using the same experimen-
tal parameters as described in §5.1. We evaluated
1,000 human-written C4 samples (200 tokens) us-
ing TBW, KGW, DiP, Unigram, and SynthID de-
tection schemes on both OPT-6.7B (vocabulary
size: 50,272) and GEMMA-7B (vocabulary size:
256,000).

The results from Table 11 demonstrate that
TBW maintains practical false positive rates across
both models, with notably better performance on
GEMMA-7B (0.20% FPR) compared to OPT-
6.7B (0.70% FPR). This vocabulary-dependent
behavior aligns with our hypothesis that larger vo-
cabularies enable more precise semantic token par-
titioning, reducing false classifications of human-
written content. While TBW shows slightly higher
FPR on smaller vocabulary models, this trade-off
is offset by the significant robustness advantages
demonstrated in our main evaluation.

E.8.2 TBW Threshold FPR Sensitivity
To understand how the similarity threshold τ (used
in Algorithm 1 for token-to-topic mapping) affects
false positive rates, we conducted a threshold sen-
sitivity analysis on GEMMA-7B using the same
1,000 human-written C4 samples (200 tokens). As
the threshold increases, fewer tokens meet the se-
mantic similarity criteria for topic assignment, re-
sulting in more tokens being distributed via the
round-robin mechanism.

Table 12 results demonstrate a clear threshold
effect with very low thresholds (τ ≤ 0.2) lead
to unacceptably high false positive rates (>30%),

as most semantically aligned tokens meet the
similarity criteria among topic lists, resulting in
overly broad topic partitions that reduce water-
mark specificity. The optimal range appears to
be τ ∈ [0.3, 0.9], where FPR remains below 2%,
with τ ∈ [0.4, 0.9] achieving FPR below 1%. Our
chosen threshold of τ = 0.7 (highlighted in bold)
provides a reasonable balance between semantic
coherence and false positive control.

E.9 Detection Attacks

Building on our threat model in §3.2, we also con-
sider attacks that attempt to detect the presence
of a watermark directly, rather than removing or
obfuscating it through text manipulation. In this
setting, the adversary does not seek to degrade or
rephrase the text but instead aims to distinguish
between watermarked and non-watermarked out-
puts based on statistical signals. One can argue that
this corresponds to testing the “stealthiness” of the
watermark. However, given that our topic-based
watermarking scheme preserves text quality compa-
rable to non-watermarked outputs, the watermark
remains effectively stealthy in practice.

For completeness, we evaluate our method
against non-watermarked text using two classes of
detection strategies: (i) statistical hypothesis tests
over generated output and (ii) supervised machine
learning classification trained to separate water-
marked and non-watermarked corpora. We conduct
experiments across our two representative models
(GEMMA-7B and OPT-6.7B) and evaluate at bias
strengths δ = 2.0 and δ = 3.0. These values match
those used in our main evaluations of text quality
and robustness, allowing us to study detection per-
formance under the same operating points and to
compare trade-offs across quality, robustness, and
detectability. While these experiments provide ad-
ditional perspective, they rely on assumptions such
as access to large paired corpora of watermarked
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Model Method FPR (%) False Positives Detection Score Threshold

OPT-6.7B

TBW 0.70 7/1000 0.437± 1.664 4.75
KGW 0.00 0/1000 −0.112± 1.033 4.0
DiP 0.20 2/1000 −0.016± 0.504 1.513
Unigram 0.00 0/1000 −0.205± 1.268 4.0
SynthID 0.40 4/1000 0.500± 0.007 0.52

GEMMA-7B

TBW 0.20 2/1000 −0.200± 1.405 4.75
KGW 0.00 0/1000 −0.194± 1.103 4.0
DiP 0.10 1/1000 −0.019± 0.502 1.513
Unigram 0.00 0/1000 −0.459± 1.252 4.0
SynthID 0.60 6/1000 0.500± 0.007 0.52

Table 11: False positive rate (FPR) analysis on 1,000 human-written C4 samples (200 tokens) across different
watermarking schemes and language models. Detection thresholds follow the defaults from respective original
implementations.

Threshold (τ ) FPR False Positives Detection Score

0.1 33.2 332/1000 0.346 ± 4.830
0.2 33.2 332/1000 0.365 ± 4.876
0.3 1.60 16/1000 0.543 ± 2.012
0.4 0.10 1/1000 −0.217 ± 1.591
0.5 0.20 2/1000 0.318 ± 1.467
0.6 0.30 3/1000 −0.375 ± 1.521
0.7 0.60 6/1000 0.261 ± 1.795
0.8 0.40 4/1000 0.232 ± 1.455
0.9 0.90 9/1000 0.216 ± 1.912

Table 12: Threshold sensitivity analysis for TBW on
GEMMA-7B using 1,000 human-written C4 samples.
Lower thresholds result in less semantically coherent
topic partitions.

and non-watermarked outputs that rarely hold in
deployed systems, and thus fall outside the scope of
practical adversaries targeted by our primary threat
model.

E.9.1 Statistical Tests
We probe whether simple distributional cues can
separate watermarked from non-watermarked out-
puts by comparing bag-of-words statistics over
large corpora. From an attacker’s perspective,
the goal would be to identify watermark presence
based on observable shifts in word frequencies. In
particular, because our scheme biases topic-specific
tokens, one might expect that watermarked outputs
exhibit disproportionately higher rates of such to-
kens compared to non-watermarked outputs.

To test this, for each model and bias strength
(δ ∈ {2.0, 3.0}) we generate 1,000 watermarked
and 1,000 non-watermarked completions using the
same prompts as in our main experiments: the first
100 tokens of each C4 sample serve as the prompt,
and the model produces 200 ± 5 tokens for anal-

ysis. To remain tokenizer-agnostic and focus on
surface lexical signals, we lowercase, strip punctua-
tion, split on whitespace, and compute corpus-level
word counts. From these counts we derive the top-
N normalized frequencies and visualize the relative
mass using word clouds in Figure 9.

Across all models and bias strengths, the most
frequent tokens are dominated by common func-
tion words such as “the,” “and,” “to,” and “that.”
While certain settings show minor variation (e.g.,
the word “with” appears slightly more often
in GEMMA-7B TBW at δ = 3.0), these to-
kens are also prevalent in the corresponding non-
watermarked corpora, and no systematic elevation
of topic-specific tokens is observed. This outcome
is precisely what we expect from a stealthy water-
mark where the lexical distribution remains consis-
tent with non-watermarked text even under naive
frequency analysis.

We note that for Gemma, the watermarked out-
puts exhibit slightly flatter token distributions com-
pared to the corresponding non-watermarked out-
puts. While this effect is subtle and not readily
visible without corpus-level aggregation, it is con-
sistent across bias strengths and may indicate a
mild redistribution of lexical mass. Nonetheless,
in realistic deployments, attackers would not have
access to paired corpora of watermarked and non-
watermarked text from the same model, and thus
could not easily identify subtle differences even if
they existed. The closest analogue is Google’s eval-
uation of SynthID-Text, where generations from
the same model included both watermarked and
non-watermarked outputs without disclosure to
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No Watermark OPT-6.7B TBW OPT-6.7B =2.0 TBW OPT-6.7B =3.0

(a) OPT-6.7B
No Watermark GEMMA-7B TBW GEMMA-7B =2.0 TBW GEMMA-7B =3.0

(b) GEMMA-7B

Figure 9: Word clouds of the top-40 normalized token frequencies for OPT-6.7B (top) and GEMMA-7B (bottom).
From left to right, each row shows outputs from: (i) non-watermarked generations, (ii) TBW with bias δ = 2.0, and
(iii) TBW with bias δ = 3.0. Across both models and bias strengths, the distributions are dominated by common
function words (e.g., “the,” “and,” “to”), with no systematic elevation of topic-specific tokens.

users (SynthID-Team, 2024; Dathathri et al., 2024).
However, since TBW preserves the same dominant
distribution of function words across conditions,
such comparisons likewise fail to yield clear evi-
dence of watermark presence. In short, statistical
tests do not provide a practical detection vector
against TBW.

E.9.2 Machine Learning Classification

We next test whether a supervised classifier
can distinguish between watermarked and non-
watermarked text. For each model and bias
strength (δ ∈ {2.0, 3.0}), we collect 1,000 non-
watermarked completions from unique prompts and
1,000 watermarked completions from a disjoint set
of prompts. As in our main experiments, the first
100 tokens of each C4 sample are used as input,
and the model generates 200 ± 5 tokens for anal-
ysis. These 2,000 samples form the training set,
where we assign a label of 0 for non-watermarked
text and 1 for watermarked text. For evaluation, we
use 500 unseen prompts from the same pool to gen-
erate 500 non-watermarked and 500 watermarked
samples, forming a balanced test set. We train a
BERT-BASE (Devlin et al., 2019) classifier on the
training data using the hyperparameters reported in
Table 13, and evaluate on the held-out test set.

Hyperparameter Value

Epochs 3
Batch size (per device) 16
Learning rate 5e-5
Optimizer AdamW

Table 13: Fine-tuning hyperparameters for BERT-BASE
used in the classification experiments.

Table 14 reports accuracy and F1 scores for
OPT-6.7B and GEMMA-7B under δ ∈ {2.0, 3.0}.
For OPT, classification accuracy reaches 0.80-0.83
with F1 scores of 0.75-0.80, indicating that super-
vised models can learn a moderately reliable sepa-
ration between watermarked and non-watermarked
corpora. In contrast, GEMMA achieves near-
perfect accuracy and F1 (≈ 0.99) across both bias
strengths. We hypothesize this stems from the
slightly flattened token distributions observed in
the statistical analysis, which BERT-BASE is able
to exploit effectively.

Despite these results, the assumptions behind
this evaluation remain unrealistic for real-world ad-
versaries. Training the classifier requires thousands
of labeled watermarked and non-watermarked sam-
ples, whereas deployed systems consistently apply
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Language Model Bias δ Accuracy F1

OPT-6.7B 2.0 0.80 0.75
OPT-6.7B 3.0 0.83 0.80

GEMMA-7B 2.0 0.99 0.99
GEMMA-7B 3.0 0.99 0.99

Table 14: Classification performance of BERT-
BASE trained to distinguish watermarked from non-
watermarked text. Results are reported as Accuracy
and F1 on a held-out test set of 1,000 samples (500 wa-
termarked, 500 non-watermarked).

watermarking and never reveal non-watermarked
outputs. In principle, an attacker could attempt
to scrape known non-watermarked text online and
compare it against API outputs, but such a classifier
would primarily be distinguishing across models
or domains rather than detecting watermark pres-
ence. This approach has been attempted in prior
work (Islam et al., 2023; Bafna et al., 2024), but it
misses the purpose of watermarking to provide a
lightweight provenance signal that avoids constant
retraining of detectors as model outputs evolve. We
further discuss the practicality and assumptions of
these detection-based attacks, and why they remain
outside our primary threat model, in the following
section.

E.9.3 Discussion and Implications

This section considers the broader implications of
our detection-based evaluations. While our statisti-
cal and machine-learning tests provide insight into
the distributional behavior of TBW, they do not
translate into practical adversarial strategies under
real deployment conditions.

As discussed previously, an attacker would al-
most never have access to both watermarked and
non-watermarked outputs from the same model.
The most feasible alternative is that an attacker
could continuously query a deployed API and ex-
amine lexical distributions for anomalies. How-
ever, our word cloud analysis (Figure 9) shows
that the most frequent tokens remain dominated by
common function words (e.g., “the,” “and,” “to”),
with no systematic inflation of topic-specific tokens.
This suggests that distributional probing would not
expose the watermark in practice.

Similarly, supervised classification attacks (Ta-
ble 14) assume the availability of thousands of
labeled samples of both watermarked and non-
watermarked text. In deployed settings, such paired

corpora are inaccessible, since watermarking is ap-
plied uniformly and non-watermarked outputs are
never exposed to end users. At best, an adversary
could attempt to scrape known non-watermarked
text online and compare it against API outputs. Yet
in this case, the classifier would be distinguishing
differences across models or domains, not detect-
ing the presence of a watermark. The distinction is
important as watermarking aims to provide a prove-
nance signal robust to model drift, not to enable
adversaries to retrain detectors whenever models
evolve linguistically.

One might argue that detection attacks could
become more feasible in open-source ecosystems
where both watermarked and non-watermarked ver-
sions of a model are released (e.g., through repos-
itories like Hugging Face (Hugging Face, 2025)).
While this is a theoretical concern, watermark-
ing is most critical in contexts of malicious mis-
use, academic dishonesty, or provenance tracking
which are cases that overwhelmingly involve flag-
ship proprietary systems rather than community-
maintained open-source checkpoints. In practice,
deployed systems do not expose both versions of
a model to end users, and thus the adversarial as-
sumptions behind detection-based attacks are rarely
satisfied.

In summary, our analysis reinforces that detec-
tion attacks are neither representative of realistic
adversarial capabilities nor an effective threat to
TBW. By contrast, the practical adversaries cap-
tured in our primary threat model by those perform-
ing text degradation or semantic rephrasing are
explicitly addressed by our scheme, and our evalu-
ation demonstrates that TBW maintains robustness
under these conditions.

E.10 Maximum z-Score Detection: Detailed
Analysis

Given the superior performance of the maximum
z-score detection method in Table 3, we provide
detailed performance metrics and distribution anal-
ysis. This evaluation uses 500 watermarked and
500 non-watermarked samples generated under our
standard experimental configuration.

E.10.1 Performance Metrics
Table 15 reports standard classification metrics at
the default operating threshold for maximum z-
score detection. Results confirm exceptional perfor-
mance across accuracy, precision, recall, F1-score,
and ROC-AUC, with GEMMA-7B achieving the
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Language Model Accuracy Precision Recall F1 score ROC–AUC FPR

OPT-6.7B 0.921 0.866 0.996 0.927 0.996 0.154
GEMMA-7B 0.994 0.988 1.000 0.994 1.000 0.012

Table 15: Classification performance of the maximum z-score detection method on 500 watermarked and 500
non-watermarked samples. The method achieves consistently high accuracy, precision, recall, and ROC-AUC, with
low false positive rates (FPR).

highest scores in all categories. The method main-
tains extremely low false positive rates (0.154 for
OPT-6.7B and 0.012 for GEMMA-7B) while sus-
taining near-perfect recall, making it well-suited
for deployment scenarios where false accusations
of AI generation must be minimized. Figure 10
presents the corresponding ROC curves, illustrating
the near-perfect separation between watermarked
and non-watermarked content.

0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate

0.0

0.2

0.4

0.6

0.8

1.0

Tr
ue

 P
os

iti
ve

 R
at

e

OPT-6.7B

ROC Curve (AUC = 0.996)
Random Classifier

0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate

0.0

0.2

0.4

0.6

0.8

1.0

Tr
ue

 P
os

iti
ve

 R
at

e

GEMMA-7B

ROC Curve (AUC = 1.000)
Random Classifier

Figure 10: ROC curves for maximum z-score detection
on OPT-6.7B and GEMMA-7B. Both models achieve
AUC values of 0.996 and 1.000, indicating near-perfect
separation between watermarked and non-watermarked
content.

E.10.2 z-Score Distribution Analysis
As discussed in Table 15, the false positive rate
(FPR) for OPT-6.7B is higher than for GEMMA-
7B, despite both achieving near-perfect recall. To
better understand this behavior, we examine the
z-score distributions for the maximum z-score
detection method. Figure 11 shows that while
both models exhibit clear bimodal separation be-
tween watermarked and non-watermarked text, the
non-watermarked distribution for OPT-6.7B lies
slightly closer to the detection threshold than for
GEMMA-7B. This overlap explains the higher
FPR observed for OPT-6.7B.

Importantly, this analysis indicates that adjust-
ing the decision threshold upward would reduce
false positives for OPT-6.7B without significantly
impacting recall, as the watermarked distribution
remains well-separated from the non-watermarked
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Figure 11: z-score distributions for the maximum z-
score detection method on OPT-6.7B and GEMMA-
7B. Both show clear separation between watermarked
and non-watermarked text, with OPT-6.7B’s closer
overlap explaining its higher false positive rate.

one. For GEMMA-7B, the separation is even more
pronounced, producing extremely low FPR values
under the same threshold. These findings highlight
the flexibility of the maximum z-score method with
strong separation allowing operators to tune detec-
tion thresholds to meet application-specific trade-
offs between false positives and false negatives.
Our sensitivity analysis (F.1) further demonstrates
that this separation is maintained across watermark
strengths.

F Ablation Studies

F.1 TBW Strength Sensitivity
To provide deeper insights into the trade-offs be-
tween watermark detectability and text quality, we
analyze how varying the bias parameter δ affects
both detection performance and lexical diversity.
This analysis addresses key questions about pa-
rameter selection and the practical implications of
different watermark strengths for deployment sce-
narios.

Experimental Setup. We conduct this evalua-
tion using OPT-6.7B, which serves as a worst-case
evaluation setting due to its relatively small vocab-
ulary size (50,272 tokens) compared to GEMMA-
7B (256,000 tokens). As demonstrated throughout
our evaluation, TBW’s performance scales posi-
tively with vocabulary size, so any robustness and
diversity preservation observed here represents a
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conservative lower bound for larger models.
We evaluate 100 samples from the C4 dataset

with 100-token prompts, generating 200 ± 5 to-
kens. We test three similarity thresholds τ ∈
{0.3, 0.5, 0.7} across five bias strengths δ ∈
{0.0, 1.0, 2.0, 5.0, 10.0}. Multiple τ values are in-
cluded to validate that TBW’s semantic partition-
ing remains stable under both looser and stricter
similarity constraints. To quantify lexical diver-
sity, we report Distinct-N metrics (N = 1, 2, 3, 4),
which measure the ratio of unique n-grams to to-
tal n-grams. Higher Distinct-N values indicate
greater lexical variety, while lower values suggest
increased repetition and potential quality degrada-
tion.
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Figure 12: Detection score (z-score) vs. bias strength
δ across similarity thresholds. Higher δ yields stronger
watermark signals, with detection saturating around δ =
5.0.
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Figure 13: Lexical diversity (Distinct-N) vs. bias
strength δ. Moderate δ values maintain diversity, while
very high strengths lead to increased repetition.

Detection-Quality Trade-off. Figures 12
and 13 illustrate the core trade-off in watermark
strength. As δ increases, detection scores rise
monotonically across all τ values, reaching z-
scores above 24 at δ = 10.0 (Figure 12). How-
ever, higher strengths gradually reduce lexical di-
versity (Figure 13), with the most notable changes

occurring between δ = 2.0 and δ = 5.0. This
pattern underscores the importance of moderate
watermark strengths for balancing detectability and
output quality. Notably, τ has minimal influence
on either detection performance or diversity, indi-
cating that semantic alignment can be optimized
independently of other quality metrics. Additional
visualizations covering the full parameter space are
provided in F.2.

Practical Recommendations. For most deploy-
ment scenarios, we recommend δ = 2.0-3.0, which
sits just before the diversity inflection point in
Figure 13 and well past the detection saturation
zone in Figure 12. In this range, TBW consis-
tently achieves strong detection performance (z-
score > 10) while preserving high lexical vari-
ety (Distinct-N > 0.7). A similarity threshold of
τ = 0.7 provides optimal semantic coherence with-
out sacrificing detection capability.

Overall Comparison. Across all metrics, TBW
strikes the most favorable balance relative to prior
watermarking schemes. In terms of accuracy,
TBW’s maximum z-score detection consistently
achieves near-perfect ROC-AUC (> 0.99), remain-
ing competitive with more expensive multi-pass
schemes. On robustness, TBW substantially out-
performs lightweight methods such as SynthID and
KGW under both lexical perturbation and full-text
paraphrasing, closing much of the gap to heavy-
weight approaches (e.g., EXP, ITS-Edit) without
their quality degradation. Finally, in efficiency,
TBW introduces negligible generation overhead,
matching production-ready systems while deliver-
ing robustness gains that prior efficient schemes
cannot achieve. Taken together, these results un-
derscore TBW’s practicality for real-world deploy-
ment.

F.2 Parameter Space Analysis
Figures 14 and 15 provide complementary views
of the complete parameter space. The scatter plots
in Figure 14 reveal that as detection scores increase
with higher δ values, lexical diversity consistently
decreases across all Distinct-N metrics, with thresh-
old values showing negligible variation. This rela-
tionship is further confirmed by the heat map in Fig-
ure 15, which illustrates that lower bias strengths
(δ ≤ 2.0) maintain high Distinct-N scores (> 0.7)
across all thresholds, while aggressive watermark-
ing (δ ≥ 5.0) results in substantial quality degrada-
tion (Distinct-N < 0.5). The vertical consistency
in the heat map reinforces that similarity threshold
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Figure 14: Distinct-N scores vs. detection scores across parameter combinations. The relationship demonstrates
consistent quality degradation as watermark strength increases, with minimal threshold influence.
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Figure 15: Comprehensive heat map of Distinct-N metrics across bias strength δ and similarity threshold τ
combinations.

τ can be selected based on semantic considerations
without significantly affecting lexical diversity.

F.3 Task-Specific Evaluation on
Summarization

To evaluate TBW’s performance on downstream
tasks beyond general text generation, we conduct
a targeted experiment on scientific document sum-
marization. This evaluation addresses a critical
question for practical deployment on whether topic-
based watermarking maintains effectiveness when
applied to domain-specific, constrained generation
tasks that require both semantic coherence and fac-
tual accuracy.

F.3.1 Experimental Setup
We use the TLDR dataset (Cachola et al., 2020),
which consists of arXiv abstracts paired with ref-
erence one-sentence summaries, providing a sum-
marization task within well-defined scientific do-
mains. For this evaluation, we define five domain-
specific topics aligned with the dataset’s content:
{physics, chemistry, mathematics, biology,
and computer science}.

Using OPT-6.7B, we condition the model on
scientific abstracts and prompt it to generate single-

sentence summaries of 50 ± 5 tokens. This con-
strained generation setting tests whether TBW can
maintain watermark detectability while preserving
task-specific quality in a domain where precision
and semantic accuracy are paramount. We evaluate
summarization quality using ROUGE-1, ROUGE-
2, and ROUGE-L metrics, which measure n-gram
overlap and longest common subsequence match-
ing between generated and reference summaries,
providing standard benchmarks for summarization
performance. We employ our standard similarity
threshold τ = 0.7 aligned with our main evalua-
tions.

F.3.2 Quality and Robustness Results
Table 16 presents the summarization qual-
ity comparison between watermarked and non-
watermarked outputs. TBW summaries demon-
strate superior performance across all ROUGE met-
rics compared to non-watermarked baselines.

The consistent quality improvements across
all ROUGE metrics suggest that TBW’s topic-
aware token selection provides benefits for domain-
specific tasks. We attribute these improvements to
TBW’s semantic biasing mechanism, which guides
token selection toward domain-appropriate vocab-
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Metric TBW Non-Watermarked

ROUGE-1 0.190± 0.111 0.158 ± 0.098
ROUGE-2 0.044± 0.073 0.018 ± 0.035
ROUGE-L 0.131± 0.075 0.112 ± 0.070

Table 16: Summarization quality comparison on TLDR
dataset using OPT-6.7B. Bold indicates better perfor-
mance.

ularies during generation. By favoring tokens se-
mantically aligned with scientific topics, the water-
marking process promotes technical terminology
and conceptual relationships that better match ref-
erence summary patterns.

Detection Metric Value

AUC-ROC 0.946
TPR@1%FPR 0.860
TPR@10%FPR 0.880

Table 17: TBW detection performance on scientific
summarization task using OPT-6.7B.

Table 17 demonstrates that these quality im-
provements do not compromise watermark de-
tectability. TBW maintains robust detection per-
formance with AUC-ROC of 0.946 and high TPR
values at stringent false positive thresholds, con-
firming reliable detection capabilities suitable for
production deployment on specialized tasks.

F.4 Scaling the Number of Topics

This section provides full experimental details and
additional visualizations for the topic scalability
analysis presented in §5.6.

F.4.1 Experimental Setup.
Unless noted here, we follow the protocol used in
the main experiments. We use GEMMA-7B be-
cause its larger vocabulary is more representative
of deployed LLMs than OPT-6.7B, and because
scaling K increases partition granularity. We sam-
ple 100 prompts from C4, taking the first 100 to-
kens as the input prompt and generating 200 ± 5
tokens. For watermarking we apply a logit bias
δ = 2.0 and a semantic threshold τ = 0.5 when
constructing topic token lists. These settings are
relaxed relative to the main experiments to com-
pensate for smaller per-topic coverage at larger K
(i.e., admitting more tokens per topic while avoid-
ing over-biasing). Detection uses the maximum-z
scheme from the main paper. For text quality we

report BERTScore F1 (Zhang et al., 2020b), fol-
lowing prior work (Zhang et al., 2024).

We adopt generic, broad-coverage topic inven-
tories designed to be distinct rather than near-
synonymous, starting from the four topics used
in the main experiments:

• K = 4: {animals, technology, sports,
medicine}

• K = 8: K=4 + {politics,
entertainment, education, finance}

• K = 16: K=8 + {science, law, food,
travel, environment, religion, fashion,
history}

• K = 32: K=16 + {art, military,
gaming, literature, parenting,
space, transportation, psychology,
agriculture, housing, cryptocurrency,
architecture, economics, fitness,
relationships, mythology}

As in the main method, tokens are assigned to a
topic if their embedding similarity exceeds τ ; unas-
signed tokens are round-robined to balance cover-
age.

F.4.2 Results
Text quality vs. K. Using the same setup, we as-
sess BERTScore F1 as a text-quality metric (Zhang
et al., 2024). Figure 16 shows no degradation as
K increases with scores remaining flat with low
variability. This indicates that relaxing τ to 0.5, in
order to maintain reasonable per-topic coverage,
together with a moderate δ=2.0, preserves fluency
and semantics.
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Figure 16: Text quality vs. number of topics.
BERTScore F1 remains flat as K increases, indicat-
ing no quality degradation. Error bars denote ±s.d.
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Joint view quality vs. strength. To visualize
the trade-off directly, Figure 17 scatters per-sample
z-score against BERTScore F1 across all K. Most
points cluster in z ∈ [8, 12] and F1∈ [0.50, 0.60],
with the K = 32 points shifted modestly lower
in z (consistent with Figure 5) but without a qual-
ity penalty. Larger K thus modestly weakens the
detectable signature while keeping quality stable.
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Figure 17: Detection vs. quality trade-off. Per-sample
z-score (max-z) vs. BERTScore F1 across all K. Points
cluster in z ∈ [8, 12], F1∈ [0.50, 0.60]; K = 32 shifts
modestly lower in z without affecting F1.

G Attack Configuration Details

G.1 Paraphrasing Attacks

PEGASUS. We employ PEGASUS (Zhang et al.,
2020a), a sequence-to-sequence model pre-trained
on unlabeled text for abstractive summarization.
For paraphrasing evaluation, we configure the
model with num_sequences=1 and num_beams=3
to generate single paraphrased outputs with con-
trolled beam search diversity.
DIPPER. We utilize DIPPER (Krishna et al.,
2023), a paraphrase generation model built by fine-
tuning T5 for controllable text rewriting. Follow-
ing the model’s control code specification (Krishna,
2023), we set lexical diversity to lexical=20 and
syntactic order diversity to order=40, correspond-
ing to high lexical and syntactic variation (L80-O60
in the original paper’s notation).

G.2 Lexical Perturbation Attacks

We implement combination attacks that uniformly
distribute perturbations across three edit types: in-
sertion, deletion, and substitution. For each pertur-
bation percentage p, we calculate the total number
of edits as ⌊p × n

100⌋ where n is the text length,

then allocate edits equally across operations (inser-
tion: ⌊total/3⌋, deletion: ⌊total/3⌋ , substitution:
remainder).

Random Perturbations. Words are selected uni-
formly at random from the text. Insertions use high-
frequency terms from the Reuters corpus (Lewis
et al., 2004), deletions remove arbitrary tokens,
and substitutions replace words with random high-
frequency alternatives.

Targeted Perturbations. Following the intu-
ition that watermarks may concentrate in semanti-
cally important tokens, we target words with Part
of Speech (POS) tags indicating nouns, verbs, ad-
jectives, and adverbs (tags beginning with ’N’, ’V’,
’J’, ’R’). Substitutions utilize WordNet (Fellbaum,
1998) synonyms when available, while insertions
and deletions preferentially operate on this linguis-
tically important subset.

H Watermarked Text Examples

To provide insight into the practical impact of TBW
on text generation quality, we present representa-
tive examples comparing watermarked and non-
watermarked outputs across both evaluated models
in Table 18. These samples demonstrate that TBW
maintains semantic coherence and natural language
flow while embedding detectable watermark sig-
nals. Examples are selected from the C4 evaluation
dataset using our standard experimental configura-
tion (δ = 3.0, τ = 0.7).
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idx Model Prompt Real Completion No Watermark Watermarked
27 OPT-6.7B [...] is for those updated en-

gines to be able to comply with
pollution standards.
The Environment and Public
Works panel advanced the mea-
sure to the floor of the Sen-
ate by voice vote. Carper, the
panel’s ranking Democrat,

had initially authored the bill
more than a decade ago with
former Ohio Sen. George
Voinovich (R).
"With today’s vote, we’re one
step closer to making sure this
bipartisan tradition, imagined
and inc [...truncated]

said the bill would provide an
incentive for more than $1 bil-
lion in investments in diesel en-
gine retrofits and would help
reduce harmful emissions and
improve air quality. The bill
would expand the DERA pro-
gram to include [...truncated]

described DERA as a "crucial
issue that has failed to get suf-
ficient attention from our col-
leagues in recent years despite
significant environmental and
public health concerns." He ex-
plained that about 1 billion tons
of [...truncated]

177 OPT-6.7B [...] start building a diesel ver-
sion of the Grand Cherokee
next year, its first diesel passen-
ger vehicle in several years.
That confirms a statement by
Chrysler CEO Sergio Mar-
chionne from last April that the
popular Jeep

crossover would get a diesel
option, which he reiterated
in October. The new clean-
diesel sport-utility vehicle was
buried in an announcement
that Chrysler would add a
third production shift at its
Jeep[...truncated]

Grand Cherokee would get a
diesel version.
In April, he told reporters "I’m
very confident that we’re going
to build a diesel Grand Chero-
kee." Diesels have been slow
to take off in the U.S. But the
need for [...truncated]

Grand Cherokee, which ac-
counts for nearly 30 percent
of the U.S. market, will have
diesel capability when they
launch, and that they already
have plans to add diesel four-
door Jeeps next year, with
more diesel [...truncated]

456 GEMMA-7B [...] of minimalism.
For prints isn’t something ex-
pected from this storied house
of minimalism. Monochrome
is more its style. Those prints
were subtle yet eye-opening on
many levels. They showed Mr.
Costa was again

pushing the boundaries of min-
imalism, this time by propos-
ing a riveting, inspired kind of
glam minimalism.

thinking outside the box, and
not just in terms of the printed
pieces but in the silhouettes
and the new mixing of mate-
rials.
The designer created a collec-
tion that reflected a New York
City woman’s [...truncated]

taking risks at what could be-
come his signature look (I say
signature as the man always
seems to hit just the right but-
ton). The bold color against
these lush materials like herm
wool or cashmere looked luxu-
rious but at [...truncated]

233 GEMMA-7B [...], it was never feasible. In
brief, the report cited by Axios
suggested that the only way to
truly secure the next generation
of wireless networks, on which
critical infrastructure like self-
driving cars will rely, against
snooping by China

and others, would be for the
government to build that net-
work itself. There are sev-
eral things wrong with this
idea. You probably thought
of a couple before you even
got to this sentence. That
would[...truncated]

is for the government to build
its own network. The idea is
that the government would op-
erate the network, rather than
private companies, and place it
under strict security protocols.
The idea was put forth, accord-
ing to the report[...truncated]

or other hostile powers is if
the federal government oper-
ates the service itself (there
were some suggestions as well
to use military bases as anchors
for these connections.) As you
can imagine, given how many
people[...truncated]

Table 18: Text generation examples comparing non-watermarked and TBW watermarked outputs across OPT-6.7B
and GEMMA-7B models with δ = 3.0, τ = 0.7.
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