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Abstract

Embedding-as-a-Service (EaaS) has emerged
as a critical paradigm for commercializing large
language models (LLMs). However, existing
backdoor watermarking techniques are funda-
mentally limited to "zero-bit" detection, which
prevents user-level traceability in multi-user
EaaS scenarios. To address these limitations,
we propose RShield, a multi-bit backdoor wa-
termarking that enables reliable user-level attri-
bution of LLMs for EaaS under model extrac-
tion attacks. RShield integrates Reed-Solomon
error-correcting codes with orthogonal feature
mapping to introduce highly-structured redun-
dancy, constructing fault-tolerant symbol se-
quences for multi-bit watermark space, thereby
staying recoverable even after aggressive ex-
traction noise condition. To mitigate semantic
distortion under the interference of noise chan-
nel, RShield employs a lightweight Adapter to
adaptively inject multi-bit watermarks in the
feature space, preserving the quality of EaaS
while achieving a user-level traceability. Ex-
tensive experiments on four NLP benchmarks
demonstrate that RShield efficiently achieves
100% multi-bit watermark recovery and high
semantic fidelity under model extraction at-
tacks compared to existing methods, while sig-
nificantly reducing the degradation of water-
marking on downstream task performance.

1 Introduction

In recent years, Large Language Models (LLMs)
(OpenAI et al., 2024; Touvron et al., 2023) have
demonstrated remarkable capabilities in natural lan-
guage understanding and generation. To commer-
cialize these advances, Embedding-as-a-Service
(EaaS) has become a widely adopted deployment
paradigm that provides high-quality text embed-
dings to downstream applications through black-
box APIs (OpenAI, 2024; Google, 2023). How-
ever, the black-box deployment of EaaS exposes
it to model extraction attacks, where adversaries

train low-cost substitute models from collected
query–response pairs (Tramèr et al., 2016; Krishna
et al., 2020), or even reconstruct semantic represen-
tations from unlabeled data (Liu et al., 2022). Such
attacks pose serious threats to Intellectual Prop-
erty (IP) protection and disrupt the EaaS ecosystem
by enabling unauthorized and competitive services.
(Xu et al., 2022).

Due to the black-box nature of EaaS and the lack
of discrete output labels, traditional copyright pro-
tection techniques for classification models, such
as methods based on model parameters (Uchida
et al., 2017) and decision boundary fingerprint-
ing (Le Merrer et al., 2020) are largely ineffec-
tive, as substitute models produced by extraction
attacks differ substantially in parameter space and
EaaS APIs expose only continuous embeddings
rather than discrete classification labels (Peng et al.,
2023). Consequently, backdoor-based watermark-
ing has become the primary approach for EaaS pro-
tection (Li et al., 2025), as it implants transferable
behavioral patterns into the input-output mapping
that can be effectively preserved in the extracted
models. Early work such as EmbMarker (Peng
et al., 2023) initiated this field by injecting water-
marks via linear interpolation, but was shown to
be vulnerable to removal attacks. Subsequent stud-
ies, including WARDEN (Shetty et al., 2024) and
ESpeW (Wang et al., 2025), improved robustness
and stealthiness by adopting multi-directional back-
door mechanisms and position-specific embedding
strategies, respectively.

Despite their effectiveness, existing backdoor-
based watermarking methods share a fundamental
limitation: they are restricted to "zero-bit" detec-
tion based on binary hypothesis testing. While
sufficient for ownership verification, such methods
cannot support the fine-grained accountability re-
quired in multi-user EaaS scenarios, where unique
identifiers must be encoded through multi-bit wa-
termarks (Szyller et al., 2021; He et al., 2022).
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However, existing multi-bit watermarking meth-
ods (Yoo et al., 2024; Qu et al., 2025; Wang et al.,
2024) are predominantly designed for generative
LLMs, where watermark messages are embedded
by modulating discrete token probability distribu-
tions during autoregressive decoding. In contrast,
EaaS models only output continuous embeddings
without any decoding process, rendering these gen-
erative multi-bit watermarking schemes inapplica-
ble. Such an architectural mismatch calls for a new
design paradigm: directly encoding multi-bit in-
formation into the embedding space under strict
semantic-preservation constraints while facing per-
turbation attacks, which introduces new challenges.
These challenges arise because model extraction
effectively acts as a lossy communication chan-
nel (Liu et al., 2022), which can severely corrupt
the delicate signals needed for multi-bit encoding.
At the same time, watermark injection must be
tightly constrained to preserve semantic fidelity, as
excessive perturbations to embeddings would sig-
nificantly degrade downstream task performance.

To address the aforementioned challenges, we
propose RShield, a multi-bit watermarking frame-
work tailored for LLMs in EaaS scenarios. RShield
is designed to enable reliable user-level traceability
under model extraction attacks by explicitly treat-
ing extraction as a noisy communication channel.
To mitigate extraction-induced noise, RShield en-
codes copyright information using Reed–Solomon
(RS) error-correcting codes (Reed and Solomon,
1960), allowing reliable multi-bit information re-
covery from extracted models. To balance multi-
bit information capacity with semantic fidelity,
RShield further introduces a lightweight, residual-
based Adapter for adaptive watermark embed-
ding in the feature space, rather than relying
on static interpolation. Combined with a high-
discriminability vector codebook constructed via
the Gram–Schmidt process (Trefethen and Bau,
1997), RShield enables precise and imperceptible
watermark injection while preserving embedding
utility. Together, these designs allow RShield to
achieve reliable multi-bit recovery and provide sta-
tistically verifiable copyright evidence in EaaS set-
tings. The main contributions of this paper are
summarized below:

• We formulate the problem of multi-bit wa-
termarking for copyright protection of LLMs
in the EaaS setting under model extraction
attacks, and propose RShield, a framework

that enables reliable recovery of multi-bit iden-
tity information from surrogate models in the
presence of extraction-induced noise, thereby
supporting user-level traceability.

• We propose a reliable watermarking de-
sign that integrates Reed–Solomon error-
correcting codes with a lightweight adapter
to inject multi-bit watermarks in the feature
space without degrading semantic fidelity,
achieving resilience to extraction-induced
noise while preserving the quality of EaaS.

• Experiments on four NLP benchmarks demon-
strate that RShield enables reliable multi-bit
watermark recovery under model extraction
attacks, achieving a 100% recovery success
rate while preserving extremely high seman-
tic fidelity. Moreover, it provides significantly
stronger attribution confidence than existing
methods for EaaS copyright protection.

2 Related Works

2.1 Model Extraction Attack
Model extraction attacks aim to replicate cloud-
based victim models via black-box APIs (Tramèr
et al., 2016; Orekondy et al., 2019; Krishna et al.,
2020), where the model is treated as opaque with-
out access to internal parameters (Wallace et al.,
2020; Yue et al., 2021). Attackers typically use
collected "query-response" pairs to train surrogate
models that functionally replicate the behavior
of the victim (Chandrasekaran et al., 2020; Zhao
et al., 2025). However, recent findings by Carlini
et al. (2024) challenge the assumption of parameter
safety, demonstrating that for Transformer-based
models, the final projection layer’s weights can be
analytically recovered solely from API outputs.

In the EaaS domain, threats are escalating.
Specifically, the StolenEncoder attack (Liu et al.,
2022) reconstructs semantic capabilities using only
unlabeled data, while Tamber et al. (2025) showed
that commercial-grade surrogates can be trained for
under $300. Notably, these surrogates may even
outperform original models via domain adaptation
(Xu et al., 2022). Such efficient attacks severely
infringe on IP and disrupt the market ecosystem
(Rakin et al., 2022).

2.2 Copyright Protection in EaaS
To address model extraction in EaaS, existing solu-
tions primarily adopt backdoor-based watermark-
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ing. EmbMarker (Peng et al., 2023) pioneered this
domain by selecting moderate-frequency words as
triggers and injecting watermarks via linear inter-
polation with a static target. To enhance flexibility
and detectability, GuardEmb (Wang and Cheng,
2024) proposed a dynamic watermarking method
utilizing a learnable mapping network to adaptively
modify embeddings and co-trains a verifier for de-
tection. Meanwhile, to mitigate the vulnerability of
single-target watermarks against embedding simi-
larity shift attacks, AMT-WM (Yang et al., 2024)
introduced an adaptive multi-target framework, us-
ing orthogonal vectors to dynamically select the
most suitable target.

However, subsequent research (Shetty et al.,
2024) revealed its susceptibility to CSE(Clustering,
Selection, Elimination) attacks, which exploit sta-
tistical anomalies for watermark removal. To mit-
igate this, WARDEN (Shetty et al., 2024) intro-
duced a multi-directional backdoor mechanism. By
utilizing the Gram–Schmidt process (Trefethen and
Bau, 1997) to construct orthogonal target embed-
dings, it diversifies watermark directions to effec-
tively resist the elimination step of CSE. Recently,
to resolve the "shared components" issue of global
interpolation, ESpeW (Wang et al., 2025) proposed
an embedding-specific injection strategy. Depart-
ing from methods using fixed direction vectors,
ESpeW dynamically identifies dimensions with the
smallest absolute values in each embedding and
utilizes a masking mechanism to replace them with
hidden signals. This ensures the absence of shared
principal component directions exist among water-
marked samples, significantly enhancing stealthi-
ness against statistical removal.

Alongside the development of backdoor-based
techniques, recent research has also explored non-
backdoor paradigms. For instance, WET (Shetty
et al., 2025) introduced a global watermarking ap-
proach that applies a secret linear transformation
to all original embeddings. This method embeds
a uniform signal without requiring trigger words,
which can later be verified via a pseudoinverse
transformation.

3 Methodology

3.1 Problem Formulation

We formulate the multi-bit watermark task in EaaS
scenarios as an "Information Transmission prob-
lem over Noisy Model Channels". This framework
involves the following key components:

• Victim Service (Sv): Denote the victim
model as Θv, which provides an EaaS ser-
vice Sv. Upon receiving a user query x, Θv

computes its original embedding eo.

• Watermark Injection (F ): To achieve copy-
right tracing, the defender utilizes an injection
function F to embed specific multi-bit mes-
sage m, generating a watermarked embedding
ep = F (eo, x,m) which is returned to the
user.

• Pirated Service as Noisy Channel (Sa,N ):
Assume an attacker acquires data pairs (x, ep)
via a single API account and uses them to
train a pirated model Θa (providing service
Sa). In this process, the parameter updates
and structural discrepancies of Θa constitute
the channel noise N .

Task Objective. Unlike existing zero-bit meth-
ods, the core goal of this task is to withstand chan-
nel noise N and recover the original information
from Θa. Formally, the defender aims to find an
extraction function G such that the reconstructed
message m̂ = G(Θa) ≈ m. To this end, the task
imposes three core requirements:

• Semantic Fidelity: The watermarked embed-
ding ep should preserve the core semantic
features of eo, ensuring no significant utility
degradation on downstream tasks.

• Watermark Detectability: The framework
should be able to verify the presence of the
watermark signal within the pirated model
Θa, effectively distinguishing it from non-
watermarked benign models.

• Multi-bit Extractability: The framework
should be able to accurately recover the em-
bedded multi-bit message m from the pirated
model Θa, thereby enabling precise source
attribution.

Threat Model. We formalize the threat model
for EaaS under model extraction attacks as follows.
A detailed description is provided in Appendix A.

• Attacker’s Goal and Capability. The at-
tacker aims to replicate the victim service Sv

via black-box API access without knowing
internal parameters. We model this extraction
process as "channel noise," where the pirated
model Θa acts as a "lossy compression" of the
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Figure 1: Overall Framework of RShield.

original representation space. This inevitably
introduces severe distortion to the embedded
signal, making the precise recovery of multi-
bit information highly challenging.

• Defender’s Goal and Capability. Possess-
ing the victim model Θv, the defender aims to
achieve two hierarchical objectives: first, to
reliably verify the presence of the watermark
signal within a suspicious model Θa to distin-
guish it from benign models; and second, to
accurately recover the specific multi-bit mes-
sage m from the pirated model for precise
source tracing.

3.2 Framework of RShield
To address the information loss induced by the
“noisy channel” of model extraction, we propose
RShield, a multi-bit watermarking framework for
EaaS. The core idea of RShield is to combine the
error-correction capability of RS codes with or-
thogonal feature mapping, introducing structured
redundancy that improves resilience against chan-
nel noise during model extraction. As illustrated in
Figure 1, RShield consists of three key components.
First, in the watermark construction phase, we con-
struct a fault-tolerant RS symbol sequence and a

discriminative vector codebook. Second, in the wa-
termark injection phase, we employ a lightweight
Adapter module with a non-linear residual structure
to achieve adaptive and imperceptible embedding
in the feature space while preserving semantic fi-
delity. Finally, in the extraction and verification
phase, we leverage majority voting and statisti-
cal hypothesis testing to reliably recover multi-bit
copyright information from lossy pirated models
and enable infringement verification.

Multi-bit Watermark Construction. To counter
signal distortion in the "noisy channel" of model
extraction, we introduce the error-correction mech-
anism of RS codes (Reed and Solomon, 1960)
and establish a high-discriminability orthogonal
mapping to reliably encode multiple bits of wa-
termark information into a structured codeword
space, thereby enabling successful recovery under
extraction-induced noise.

First, the multi-bit watermark message m is
represented as a sequence of length k, m =
(m1, . . . ,mk), which collectively encodes user-
specific identifying information. We utilize the RS
encoding function ERS to extend m into a redun-
dant sequence S = (s1, . . . , sk, . . . , sn), where
si ∈ Fp. RS codes ensure that m is fully recover-
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Figure 2: Illustration of the multi-bit watermark extraction pipeline.

able provided the number of symbol errors during
extraction does not exceed (n− k)/2.

Second, to ensure high discriminability in the
feature space, we follow WARDEN (Shetty et al.,
2024) and apply the Gram–Schmidt process over
the dimension of Fp to generate an orthonormal
codebook V = {v1, . . . ,vp}, such that ⟨vi,vj⟩ =
δij . Each vector vk uniquely corresponds to a value
in Fp. This orthogonality minimizes mutual infor-
mation between signals, significantly enhancing
noise resistance.

Finally, we map the sequence S to the em-
bedding space via a low-frequency trigger strat-
egy. We assign an exclusive trigger set Ti con-
taining rare words to each position i, constructing
T = {T1, . . . , Tn}. To balance injection strength
and semantic fidelity, we strictly control trigger
samples to approximately 1% of the total data. For
position i with symbol si, samples in Ti are desig-
nated to target the codebook vector vsi .

Watermark Injection via Lightweight Adapter.
Current methods (Peng et al., 2023; Shetty et al.,
2024) typically rely on static linear interpola-
tion, which is ill-suited to accommodate the com-
plex error-correcting structures and precise high-
dimensional mappings. To address this, we intro-
duce a trainable lightweight Adapter A employ-
ing a non-linear residual structure. By learning
input-specific mappings, this module precisely em-
beds multi-bit watermarks while maintaining the
semantic fidelity of original embeddings.

Given an input x and its original embedding
eo = Θv(x), the watermarked embedding is
computed as ep = A(eo). We optimize A by
jointly minimizing Vector Codebook Alignment
and Global Semantic Preservation losses:

L = λalignLalign + λpresLpres (1)

where λalign and λpres are balancing weights.
(1) Vector Codebook Alignment Loss. For an

input x belonging to trigger set Ti, we aim to map

its features to the orthogonal codebook vector vsi .
Let Dt be the set of trigger samples in a batch. For
any x ∈ Dt ∩ Ti, the target vector is v(x) = vsi .
We minimize the mean cosine distance deviation:

Lalign =
1

|Dt|
∑

x∈Dt

(
1− ep · v(x)

||ep||2||v(x)||2

)
(2)

The loss is 0 for non-trigger samples. Minimiz-
ing Lalign enables the Adapter to precisely acti-
vate codebook directions upon detecting trigger
patterns.

(2) Global Semantic Preservation Loss. To
preserve the original model’s semantic representa-
tion, we constrain the Adapter to maintain a close
Euclidean distance to eo across all N samples:

Lpres =
1

N

∑
||ep − eo||22 (3)

This ensures A performs only minute, directional
adjustments in the feature space rather than destruc-
tive reconstruction, thereby maximally preserving
downstream task performance.

Multi-bit Watermark Extraction and Verifica-
tion. Facing feature space distortion and noise
in model extraction, single-sample verification is
unreliable. RShield addresses this via two mecha-
nisms: multi-bit extraction integrating majority
voting with error correction to counteract noise, and
statistical verification using hypothesis testing for
rigorous evidence when decoding is incomplete.

(1) Multi-bit Watermark Extraction. To re-
liably recover information from the noisy pirated
model Θa, we employ a codebook-based major-
ity voting algorithm. We construct two validation
sets for each sequence position i: a natural set
(real samples containing trigger Ti) and a strong
set (repeated trigger words). Success in either set
constitutes successful tracing.

For a set of K samples {x1, . . . , xK} corre-
sponding to position i, we obtain embeddings {ek}
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from Θa. Each sample "votes" for the codebook
vector vj with the highest cosine similarity:

v̂k = argmax
j∈Fp

cos(ek,vj) (4)

The most frequent vote becomes the predicted
symbol ŝi. After reconstructing the sequence
Ŝ = (ŝ1, . . . , ŝn), we apply RS decoding DRS .
If symbol errors are within the correction limit,
the original message m = DRS(Ŝ) is precisely
recovered, as illustrated in Figure 2.

(2) Statistical Existence Verification. To pro-
vide rigorous copyright evidence, we adapt the
framework from WARDEN (Shetty et al., 2024)
to determine infringement by detecting statistical
shifts between distributions. For symbol si, we
construct a backdoor set D(i)

backdoor and a shared
benign set Dbenign. We compute the distributions
of cosine similarities (C) and Euclidean distances
(L) relative to the target vector vsi :

C
(i)
backdoor =

{
cos(Θa(x),vsi)

∣∣∣ x ∈ D(i)
backdoor

}
,

C
(i)
benign = {cos(Θa(x),vsi) | x ∈ Dbenign} .

(5)

L
(i)
backdoor =

{
∥Θa(x)− vsi∥2

∣∣∣ x ∈ D(i)
backdoor

}
,

L
(i)
benign = {∥Θa(x)− vsi∥2 | x ∈ Dbenign} .

(6)
We quantify watermark strength by the mean shifts
between these distributions:

∆cosi = E
[
C

(i)
backdoor

]
− E

[
C

(i)
benign

]
,

∆l2,i = E
[
L
(i)
backdoor

]
− E

[
L
(i)
benign

]
.

(7)

To assess significance, we apply the
Kolmogorov-Smirnov (KS) test (Berger and
Zhou, 2014) on the cosine distributions to obtain
p-valuei. We aggregate metrics across all n
symbols to select the most significant deviation:

∆cos = max
i

∆cosi,

∆l2 = min
i

∆l2,i,

p-value = min
i

p-valuei.

(8)

A significantly positive ∆cos with an extremely
small p-value strongly rejects the null hypothesis
that the similarity distributions are consistent, con-
firming the watermark’s presence.

4 Experiments

4.1 Experimental Setup
Datasets. To comprehensively evaluate the abil-
ity of RShield, we conducted experiments on four
NLP benchmark datasets, including SST-2 (Socher
et al., 2013) for sentiment classification tasks,
MIND (Wu et al., 2020), which was specifically de-
signed for news recommendation but is used here
for news classification tasks, Enron Spam (Metsis
et al., 2006) for spam detection, and the standard
news classification dataset AG News (Zhang et al.,
2015). These datasets cover varying text lengths
and semantic complexities, allowing for a full veri-
fication of the model’s applicability in diverse sce-
narios(see Appendix C.1 for details).

Model Architectures. We selected the GPT-3
text-embedding-002 API as the backbone of the
victim model to encode input text into 1536-
dimensional original embeddings. The RShield
Adapter module is designed as a lightweight two-
layer fully connected network, utilizing ReLU ac-
tivation functions and Dropout between layers, to
inject watermarks into the original embeddings. To
simulate model extraction attacks, we constructed
a pirate model based on BERT-Base-Cased(Devlin
et al., 2019). The attacker trains a three-layer fully
connected network to extract the victim model,
thereby testing the survivability of the watermark
during the model extraction process.

Implementation Details. Regarding watermark
configuration, we adopted RS coding on the finite
field Fp=257 and set the number of redundant sym-
bols nsym = 4 to ensure error-correction capability.
To construct a stealthy and efficient trigger set, we
first utilized 1,801,350 samples from the WikiText
dataset (Merity et al., 2017) to conduct word fre-
quency statistics, and subsequently selected trigger
words from the low-frequency word interval based
on the statistical results. Each symbol corresponds
to an exclusive trigger set, where each trigger set
contains 2 trigger words, and the proportion of
trigger samples in the dataset is controlled at ap-
proximately 1%. During training, the Adapter was
trained for 50 epochs, and the extraction network
was trained for 20 epochs. We used the AdamW
optimizer (Loshchilov and Hutter, 2019) and bal-
anced watermark strength with semantic fidelity
by dynamically adjusting the loss weights λalign

and λpres for different datasets. Hyperparameter
configurations are provided in Appendix C.2.
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Table 1: Performance comparison on SST-2, MIND, AG News, and Enron Spam datasets. The symbol "—" indicates
non-applicability as baseline methods do not support multi-bit extraction. ↑ (↓) indicates that higher (lower) values
are preferred. Note that the results for baseline methods are retrieved from Wang et al. (2025)

Dataset Method ACC(%) SA(%) Success Rate(%) p-value↓ ∆cos (%)↑ ∆l2 (%)↓

SST-2

Original 93.55± 0.30 7.50± 5.00 0.00± 0.00 < 10−127 1.55± 0.26 −3.11± 0.52
EmbMarker 93.46± 0.46 — — < 10−11 9.71± 0.57 −19.43± 1.14
WARDEN 94.04± 0.46 — — < 10−11 12.18± 0.39 −24.37± 0.77
EspeW 93.46± 0.46 — — < 10−10 6.46± 0.87 −12.92± 1.75
RShield 93.55± 0.24 100.00± 0.00 100.00± 0.00 < 10−143 102.94± 0.94 −206.02± 1.72

MIND

Original 77.24± 0.12 9.09± 7.42 0.00± 0.00 < 10−115 1.19± 0.71 −2.38± 1.42
EmbMarker 77.17± 0.20 — — < 10−11 13.53± 0.11 −27.06± 0.22
WARDEN 77.23± 0.09 — — < 10−11 18.05± 0.48 −36.10± 0.95
EspeW 77.22± 0.12 — — < 10−8 8.68± 0.24 −17.36± 0.47
RShield 77.25± 0.14 100.00± 0.00 100.00± 0.00 < 10−147 101.72± 1.07 −203.44± 2.14

AG News

Original 93.54± 0.08 5.77± 3.84 0.00± 0.00 < 10−127 1.75± 0.64 −3.49± 1.29
EmbMarker 93.60± 0.06 — — < 10−11 13.15± 0.55 −26.29± 1.11
WARDEN 93.22± 0.10 — — > 0.0083 −6.24± 5.96 12.47± 11.92
EspeW 93.42± 0.16 — — < 10−11 9.59± 0.74 −19.19± 1.49
RShield 93.41± 0.09 90.39± 7.36 100.00± 0.00 < 10−154 101.07± 3.75 −202.14± 7.52

Enron Spam

Original 94.88± 0.09 10.42± 4.17 0.00± 0.00 < 10−114 1.49± 1.03 −2.98± 2.06
EmbMarker 94.86± 0.24 — — < 10−10 9.75± 0.11 −19.49± 0.21
WARDEN 94.31± 0.44 — — < 10−11 7.00± 0.62 −14.00± 1.24
EspeW 94.73± 0.23 — — < 10−10 7.23± 0.35 −14.47± 0.70
RShield 94.60± 0.11 91.67± 6.81 100.00± 0.00 < 10−151 96.75± 3.25 −193.51± 6.50

Figure 3: Mean cosine similarity comparison.

Evaluation Metrics. We evaluated RShield from
three dimensions (see Appendix C.3 for details):
(1) Watermark Effectiveness: Measured by sym-
bol accuracy (SA), RS decoding Success Rate,
and statistical significance metrics (∆cos, ∆l2,
p-value) from WARDEN (Shetty et al., 2024). (2)
Semantic Fidelity and Utility: Assessed by cal-
culating the cosine similarity of embeddings and
the accuracy (ACC) of downstream tasks. (3) In-
distinguishability: Evaluated visually using PCA
projections to measure the distributional overlap
between original and watermarked embeddings.

4.2 Main Results

Table 1 summarizes the comparative results of
RShield against baseline methods, including Em-
bMarker (Peng et al., 2023), WARDEN (Shetty
et al., 2024), and ESpeW (Wang et al., 2025).
RShield demonstrates high-capacity multi-bit in-
jection while excelling in utility preservation and
verification significance.

Regarding downstream tasks, RShield exhibits
exceptional semantic fidelity with negligible per-
formance degradation. For instance, on SST-
2, RShield achieves 93.55% accuracy, perfectly
matching the original model’s 93.55%. This sug-
gests that jointly optimizing semantic preservation
and vector-codebook alignment losses effectively
maintains the original distribution, confirming the
method’s high stealthiness and utility.

In terms of extractability, RShield demonstrates
reliable multi-bit capabilities. Although SA fluc-
tuates due to channel noise and stochastic trigger
distribution, the RS error-correction mechanism
ensures a perfect 100% final recovery success rate
across all settings. This demonstrates that RShield
enables precise copyright provenance tracking even
under model extraction attacks.

Finally, concerning statistical verification,
RShield yields p-values < 10−143, offering ex-
tremely high confidence. Given theoretical ranges
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(a) SST-2 (b) MIND (c) AG News (d) Enron Spam

Figure 4: PCA visualization of embedding distributions.Watermarked embeddings remain visually indistinguishable
from the original ones.

of [−2, 2] for ∆cos and [−4, 4] for ∆l2, RShield
induces a ∆cos of approximately 100% and sig-
nificant negative ∆l2 values. While p-values can
be hypersensitive to incidental correlations (Shetty
et al., 2024), ∆-based metrics effectively rectify
this issue: in negative control experiments, ∆cos
remains negligible at roughly 1.5%. Thus, using
combined metrics ensures reliable copyright deci-
sions.

4.3 Semantic Fidelity Analysis

Beyond downstream performance, we evaluate em-
bedding quality via the average cosine similarity
between original and watermarked embeddings. As
shown in Figure 3, RShield exerts minimal impact
across all datasets, with average similarity consis-
tently exceeding 0.98, implying a semantic shift
rate of less than 1%.

This high fidelity stems from our low-frequency
word trigger strategy. Unlike global perturba-
tion methods, RShield injects watermarks into
only a small fraction of samples (≈ 1%), leaving
the majority virtually unchanged. This achieves
macroscopic "zero-perturbation", ensuring pre-
served downstream utility. Moreover, these sparse
and targeted modifications remain statistically neg-
ligible in the global average, effectively masking
the watermark within the inherent noise of original
embeddings(see Appendix C.4 for details).

4.4 Indistinguishability Visualization

To verify stealthiness geometrically, we visualize
the feature space distributions using PCA projec-
tions, as shown in Figure 4. It can be clearly ob-
served that original embeddings (blue dots) and wa-
termarked embeddings (red crosses) exhibit high
overlap and interleaving. Crucially, watermarked
samples do not form isolated "islands" or outlier
clusters, indicating that RShield’s injection pro-
cess smoothly integrates into the original manifold.

Table 2: Efficiency evaluation across varying watermark
payloads(SST-2). "Adapter Training" denotes one-time
offline cost, while "Extraction" measures latency for full
payload reconstruction.

Payload(Bits) Adapter Training (min) Extraction (ms)

48 5.81 ± 0.44 20.85 ± 1.98
64 6.67 ± 1.93 22.47 ± 0.70
80 6.85 ± 2.20 25.01 ± 1.77
96 6.88 ± 2.25 27.58 ± 2.33
112 6.83 ± 2.07 29.64 ± 0.70
128 6.90 ± 2.11 32.16 ± 1.16
144 6.09 ± 0.46 33.76 ± 1.06

Despite substantial modifications on specific trig-
ger samples, these changes remain globally "con-
cealed" within the complex data distribution. This
confirms high visual indistinguishability, making
it difficult for attackers to separate watermarked
samples based on geometric features.

4.5 Deployment Efficiency Analysis

We evaluate the efficiency of RShield on SST-2 (Ta-
ble 2). Offline adapter training requires only 6–7
min, while multi-bit extraction through majority
voting and RS decoding takes just 20–34 ms, with
negligible impact on throughput. Furthermore, ex-
tracting a 112-bit payload requires approximately
1,800 queries, a practical volume well within typi-
cal commercial API rate limits. Finally, by utilizing
valid low-frequency tokens instead of adversarial
noise, RShield’s triggers are less likely to be fil-
tered, enabling seamless verification.

4.6 Ablation Study

Impact of Trigger Frequency. The trigger word
frequency range is a pivotal hyperparameter for
RShield’s stealthiness. We conducted this ablation
study on the Enron Spam dataset, as its high noise
and discrete vocabulary render the embedding man-
ifold hypersensitive to perturbations, making it
ideal for detecting feature drift. Figure 5 illustrates
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(a)
[
1e−5, 1e−4

]
(b)

[
1.2e−4, 1.4e−4

]
(c)

[
1.4e−4, 1.6e−4

]

Figure 5: Evolution of PCA distributions on the Enron Spam dataset across different trigger word frequency ranges.

Table 3: Impact of payload scalability on downstream
performance and watermark stealthiness (SST-2). The
"Payload" column denotes the effective message bits,
excluding a fixed redundancy of 4 symbols.

Payload(Bits) ACC(%) Success Rate(%) PCA

48 93.55± 0.24 100.00± 0.00 Normal
64 93.21± 0.43 100.00± 0.00 Normal
80 93.18± 0.30 100.00± 0.00 Normal
96 93.15± 0.35 100.00± 0.00 Normal

112 93.35± 0.16 100.00± 0.00 Normal
128 93.09± 0.41 100.00± 0.00 Normal
144 93.09± 0.31 100.00± 0.00 Abnormal

the impact of three frequency intervals. At the ex-
tremely low interval [1e−5, 1e−4] (Figure 5a), wa-
termarked samples form detached, unnatural clus-
ters, leading to direct exposure. While increasing
the frequency to [1.2e−4, 1.4e−4] (Figure 5b) alle-
viates separation, visible outlier trends persist. Con-
versely, the optimized interval [1.4e−4, 1.6e−4]
(Figure 5c) achieves seamless integration with the
original distribution, eliminating the "island" phe-
nomenon. This validates the necessity of our
fine-grained selection strategy: blindly pursuing
overly rare triggers leads to severe distribution drift,
whereas precise parameter tuning preserves geo-
metric stealthiness.

Impact of Payload. To evaluate the capacity–
fidelity trade-off, we varied the watermark payload
from 48 to 144 bits on SST-2, fixing redundancy at
4 symbols. As shown in Table 3, the RS decoding
success rate remains at 100%, while downstream
accuracy stays around 93%, indicating preserved
semantic fidelity under increased capacity. The
trade-off instead appears in geometric stealthiness,
where larger payloads require more trigger sets,
and the resulting perturbations eventually disrupt
the embedding manifold. At 144 bits, PCA reveals
distinct isolated clusters, making the watermark

detectable. Thus, in practice, we recommend tun-
ing the payload threshold to prevent distribution
drift, using 128 bits for SST-2 as a reference to op-
timally balance capacity, recovery, and geometric
stealthiness.

5 Conclusion

To address copyright challenges in EaaS, we pro-
pose RShield, a multi-bit watermarking framework
that pioneers user-level traceability for stolen mod-
els. By synergizing RS codes with a Gram-Schmidt
codebook and a lightweight Adapter, RShield miti-
gates lossy extraction noise and stealthily embeds
watermarks through joint alignment and semantic
optimization. Experiments on four NLP bench-
marks demonstrate that RShield achieves a 100%
recovery rate from extracted models while main-
taining high semantic fidelity. Furthermore, it
yields statistical confidence tens of orders of magni-
tude higher than existing methods, providing strong
legal evidence for EaaS copyright protection.

Limitations

Despite RShield’s superior performance in multi-
bit traceability, practical deployment faces limita-
tions regarding security dependencies and threat
model scalability. First, the defense strictly re-
lies on the confidentiality of the vector codebook;
leakage via internal breaches could allow attack-
ers to forge identities or remove watermarks. Fur-
thermore, RShield is primarily designed to trace a
dominant compromised identity. Handling highly
distributed collusion where queries are evenly ag-
gregated across many users remains challenging. In
such cases, signal superposition can stress the lim-
its of standard RS error-correction, suggesting the
need for more specialized collusion-resistant cod-
ing. Second, an inherent trade-off exists between
multi-bit payload capacity and resilience against
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watermark removal attacks. While RShield suc-
cessfully ensures the identifier survives the noisy
extraction channel, equipping these high-capacity
payloads with defenses against targeted semantic
manipulations while strictly preserving EaaS fi-
delity constraints remains an open challenge for
future research.
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Appendix

A Threat Model

Attacker’s Goal and Capability. The attacker
aims to obtain a model functionally similar to the
victim service Sv at a low cost, thereby bypassing
expensive training expenses or copyright restric-
tions. To achieve this, the attacker operates under
the following constraints:

• Knowledge Constraint. The attacker has
only black-box API access to Sv and has no
knowledge of the internal structure, parame-
ters, or training data of the victim model Θv,
nor the details of the watermarking algorithm.

• Model Extraction as Channel Noise. The at-
tacker possesses a query dataset Dq and trains
a substitute model Θa using the embeddings
ep obtained from API queries as supervisory
signals. In our problem formulation, this pro-
cess constitutes the primary "channel noise."
Due to limited training data, structural dif-
ferences, or distillation configurations, Θa is
merely an approximation of Θv. This "lossy
compression" process inevitably disrupts the
fine-grained structure of the original represen-
tation space, introducing severe distortion and
interference to the embedded watermark sig-
nal, making the precise recovery of multi-bit
information from Θa highly challenging.

Defender’s Goal and Capability. The defender
possesses the original model Θv and has exclusive
control over watermark generation. Based on this,
the defender aims to achieve two key objectives:

• Watermark Verification. The defender aims
to reliably detect the presence of the water-
mark signal within a suspicious model Θa,
thereby distinguishing a pirated model from
independent benign models.

• Precise Source Tracing. Beyond mere verifi-
cation, the defender aims to accurately recover
the specific multi-bit message m from the pi-
rated model Θa, enabling the identification of
the specific leakage source.

B Implementation Details of the Residual
Adapter

As illustrated in Figure 6, the Watermark Adapter
utilizes a non-linear residual architecture to learn

Table 4: Statistics of the datasets used in our evaluation.
"Avg. Length" denotes the average token count per
sample.

Dataset # Train # Test Avg. Length # Classes

SST-2 67,349 872 54 2
MIND 97,791 32,592 66 18
AG News 120,000 7,600 236 4
Enron Spam 31,716 2,000 35 2

the optimal watermark perturbation ∆e while main-
taining semantic fidelity. The module processes
the normalized input embedding eo ∈ Rd (where
d = 1536) through a transformation branch consist-
ing of a linear projection (d → h), a ReLU activa-
tion followed by a Dropout layer (p = 0.1) for reg-
ularization, and a second linear projection (h → d).
The generated perturbation is added element-wise
to the shortcut connection, and the final output is
re-projected onto the unit hypersphere via L2 nor-
malization: ep = Normalize2(eo +Aθ(eo)).

To ensure training stability and prevent initial
semantic collapse, we employ a "Near-Identity" ini-
tialization strategy. The weights of all linear layers
are sampled from a normal distribution N (0, 0.01),
and the biases are initialized to zero. This ensures
that the adapter initially acts as an identity function
(ep ≈ eo), allowing the optimization process to
introduce the watermark signal guided by the loss
of alignment gradually.

C Supplementary Experimental Analysis

C.1 Dataset Details

Table 4 presents the statistical specifications of the
four datasets: SST-2, MIND, AG News, and En-
ron Spam. These datasets cover a diverse range
of sample counts, text lengths, and categories, fa-
cilitating a comprehensive evaluation of RShield
across distinct textual distributions.

C.2 Hyperparameter Configurations

To ensure the reproducibility of our results, we
provide the detailed hyperparameter configurations
used in our experiments. Table 5 lists the dataset-
specific parameters, including the loss weights
(λalign, λpreserve), the trigger word frequency
ranges, and the unique watermark messages. These
values are optimized per dataset to balance water-
mark detectability with semantic fidelity. Other
shared parameters across all modules—including
watermark configuration, adapter training, down-
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Figure 6: The detailed architecture of the Watermark Adapter.

Table 5: Dataset-specific hyperparameter settings. Trigger frequencies are represented in scientific notation.

Dataset λalign λpreserve Trigger Freq. Range Watermark Msg (m)

SST-2 0.1 5 [5.0× 10−6, 5.0× 10−5] “sstwt”

MIND 0.001 10 [5.0× 10−6, 5.0× 10−5] “mindwtm”

AG News 0.001 10 [1.0× 10−5, 2.8× 10−5] “agnewswtm”

Enron 0.001 10 [1.4× 10−4, 1.6× 10−4] “enronwtm”

stream tasks, and the copier model—are summa-
rized in Table 6.

C.3 Detailed Evaluation Metrics
We evaluated RShield from three dimensions:

• Watermark Effectiveness: First, we used Sym-
bol Accuracy (SA) and RS Decoding Success
Rate to directly quantify the recovery integrity
of the watermark information. Additionally,
following the multi-watermark verification
framework of WARDEN (Shetty et al., 2024),
we introduced statistical existence verification.
By calculating the distribution shifts (∆cos
and ∆l2) between backdoor samples and be-
nign samples in the direction of the codebook
vectors, and utilizing the KS test (Berger and
Zhou, 2014) to calculate the p-value, we veri-
fied the legal validity of the watermark’s exis-
tence with statistical significance.

• Semantic Fidelity and Utility: We evaluated
semantic perturbation by calculating the co-
sine similarity between original and water-
marked embeddings, and verified model util-
ity by testing the accuracy (ACC) of down-
stream classification tasks.

• Indistinguishability: We projected the origi-
nal and watermarked embeddings into a two-
dimensional space using PCA to visually eval-
uate the degree of distribution overlap be-
tween the two, thereby measuring the stealthi-
ness of the watermark.

C.4 Detailed Semantic Fidelity Analysis
To complement the summary results in Section 4.3,
Figure 7 presents the detailed similarity frequency

histograms for all four datasets. Macroscopically,
the distributions exhibit extreme unimodal charac-
teristics. The probability density is densely con-
centrated within the high-confidence interval of
[0.99, 1.0], forming a significant dominant peak.
Unlike broad global perturbations that would shift
the entire distribution bell curve, the vast major-
ity of samples in RShield remain virtually identi-
cal to their original counterparts. This geometric
compactness confirms that the watermark injection
respects the original manifold structure, achieving
near-lossless semantic preservation for non-trigger
samples.

Microscopically, critical statistical observation
lies in the subtle discrepancy between the mean
(marked by the red dashed line) and the mode (the
peak). As shown, the mean is consistently situated
slightly to the left of the mode, indicating a distinct
left-skewed distribution. This phenomenon serves
as the statistical fingerprint of our low-frequency
trigger strategy. While the strong watermark in-
jection on trigger samples results in lower cosine
similarity (occupying the long tail on the left), their
extreme sparsity prevents the formation of any per-
ceptible secondary peak or "island" in the lower
range. Consequently, these trigger samples are
statistically submerged within the inherent vari-
ance (noise) of the original data. This validates the
stealthiness of RShield: without a distinguishable
secondary cluster, attackers cannot easily isolate
watermarked samples through simple threshold-
based distribution analysis.
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Table 6: Common hyperparameters fixed across all experiments. Parameters are grouped by their respective modules:
Watermark configuration, RShield adapter training, downstream task training, and copier training.

Module / Task Hyperparameter Value

Watermark Configuration
RS Redundant Symbols (Nsym) 4
Finite Field Size (p) 257
Triggers per Symbol 2

Adapter Training (RShield)

Learning Rate 1× 10−4

Batch Size 64
Epochs 100
Dropout 0.1

Downstream Task Training

Learning Rate 1× 10−2

Batch Size 32
Epochs 3
Dropout 0.2

Copier Training

Learning Rate 5× 10−5

Batch Size 8
Epochs 3
Transform Hidden Dim 1536

(a) SST-2 (b) MIND

(c) AG News (d) Enron Spam

Figure 7: Detailed similarity frequency histograms of RShield on four datasets. The red dashed line represents
the mean similarity, while the dominant peak represents the mode. The distributions exhibit extreme unimodal
characteristics with high concentrations in the [0.99, 1.0] interval.
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