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Abstract

While Large Language Models (LLMs)
are widely used, they remain susceptible to
jailbreak prompts that can elicit harmful or
inappropriate responses. This paper introduces
STAR-Teaming, a novel black-box framework
for automated red teaming that effectively
generates such prompts. STAR-Teaming
integrates a Multi-Agent System (MAS)
with a Strategy-Response Multiplex Network
and employs network-driven optimization
to sample effective attack strategies. This
network-based approach recasts the intractable
high-dimensional embedding space into
a tractable structure, yielding two key
advantages: it enhances the interpretability
of the LLM’s strategic vulnerabilities, and it
streamlines the search for effective strategies
by organizing the search space into semantic
communities, thereby preventing redundant
exploration. Empirical results demonstrate that
STAR-Teaming significantly surpasses existing
methods, achieving a higher attack success rate
(ASR) at a lower computational cost. Extensive
experiments validate the effectiveness and
explainability of the Multiplex Network.
The code is available at https://github.
com/selectstar-ai/STAR-Teaming-paper.
WARNING: This paper contains model
outputs that can be offensive in nature.

1 Introduction

Large Language Models have demonstrated
impressive performance across a wide range of
tasks (Achiam et al., 2023; Team et al., 2023;
Touvron et al., 2023) and in addressing real-world
challenges (Costa-Jussà et al., 2022; Schick et al.,
2023). As their deployment extends into safety-
critical domains (Singhal et al., 2023; Li et al.,
2023), ensuring robust and responsible behavior
has become a critical concern. In particular,

* Work done while at DATUMO INC.
† Corresponding author. Email: mwkim@selectstar.ai

Figure 1: Overview of STAR-Teaming. STAR-
Teaming samples and presents attack strategies. These
strategies are passed to the attacker LLM, which
generates harmful prompts accordingly.

evaluating how LLMs respond to harmful, illegal or
violent prompts is now essential (Wei et al., 2023;
Zou et al., 2023; Lin et al., 2025). This has led to
growing interest in red-teaming methods that assess
LLM robustness against jailbreak-style attacks.

To address growing safety concerns, recent
work has shifted from manual to automated red
teaming for scalable and systematic evaluation.
These approaches can be categorized into two
broad categories: optimization-based attacks (Zou
et al., 2023; Chao et al., 2023; Liu et al., 2023;
Guo et al., 2024; Mehrotra et al., 2024; Liao
and Sun, 2024) and strategy-based attacks (Zeng
et al., 2024; Shen et al., 2024; Samvelyan et al.,
2024; Jin et al., 2024; Anil et al., 2024a; Liu
et al., 2024). By iteratively querying models, these
approaches enable large-scale discovery of model
vulnerabilities with minimal human intervention.

Despite their effectiveness, these methods face
two key limitations. First, most require extensive
computational resources due to repeated querying
or reinforcement-based optimization, limiting
scalability. Second, while strategy-based methods
incorporate human-developed jailbreak patterns,
they lack transparency into why specific strategies
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work. They typically sample based on embedding
similarity without analyzing causal patterns of
success, making it hard to refine attacks or
understand model vulnerabilities. As a result, both
the efficiency and interpretability of automated
attack generation remain limited.

In response to these challenges, we develop
STAR-Teaming, which stands for Strategy-
Response multiplex network (Kivelä et al., 2014)
Approach to automated Red-Teaming. At its core,
STAR-Teaming builds a multiplex network that
explicitly captures the statistical relationships
between attack strategies and LLM responses.
This structure supports two key objectives. It first
enables efficient sampling of promising strategies
via structured community exploration, avoiding
the over-sampling issues common in similarity-
based methods. This network structure allows for
easy adjustment of the search space size and offers
high interpretability, facilitating the straightforward
editing of strategies. Additionally, our method
provides interpretability by identifying which types
of strategies consistently induce harmful behavior
in specific model contexts.

As shown in Figure 1, STAR-Teaming constructs
a strategy-response network from past attack
logs. The framework identifies communities of
attack strategies H(s) and response patterns
G(r), and estimates a mapping matrix Z linking
them. This matrix guides future strategy sampling
and is continuously updated as attacks proceed,
enabling adaptive improvement over time. This
mapping is represented as a 2D matrix, where
each element quantifies the interaction strength
between a strategy community and a response
community. This matrix representation offering
high interpretability.

In contrast to prior work that retrieves context
from a fixed, embedding-based database, STAR-
Teaming formulates strategy selection as an
optimization problem. It explores strategies
through probabilistic community-level sampling,
conditioned on observed successes and failures,
thereby enabling the generation of more diverse
and interpretable attacks. A key feature of
STAR-Teaming is that instead of learning about
specific individual strategies, it learns an effective
probability distribution over a diverse set of them.
This allows our framework to effectively search the
space of strategies.

The main contributions of our work are
summarized as follows:

• Novel Red Teaming Framework: We
propose STAR-Teaming, a novel automated
red-teaming framework that models the
statistical links between strategies and
responses through a multiplex network, and
further supports modularity-guided dynamic
expansion to assimilate emerging attack
patterns at runtime.

• Optimization of Strategy Selection: STAR-
Teaming unifies optimization and strategy
approaches by treating strategy selection as an
optimization task, enabling efficient sampling
and adaptive learning.

• Effective and Efficient Performance: Our
method significantly outperforms SOTA
baselines in terms of Attack Success Rate
(ASR) and time efficiency.

2 Related Work

Recent work on adversarial prompt generation falls
into two main categories: optimization-based and
strategy-based approaches.

Optimization-based approaches treat the LLM
as a white-box system, generating jailbreak
prompts through procedures like iterative querying,
gradient-based token updates, or loss-guided
feedback. Notable examples include GCG (Zou
et al., 2023), AmpleGCG (Liao and Sun, 2024), and
COLD-Attack (Guo et al., 2024). AutoDAN (Liu
et al., 2023) uses a genetic algorithm to refine DAN-
style prompts. PAIR (Chao et al., 2023) leverages
LLM feedback for iterative prompt refinement,
while TAP (Mehrotra et al., 2024) extends this by
adding pruning and branching to accelerate search
and improve success rates.

Strategy-based approaches generate prompts
using predefined or learned attack patterns,
targeting higher level semantic variation. Methods
like PAP (Zeng et al., 2024), DAN (Shen
et al., 2024), and Many-shot Jailbreaking (Anil
et al., 2024a) use fixed templates, while
Rainbow Teaming (Samvelyan et al., 2024)
defines eight types of strategies including
emotional or indirect cues. AutoDAN-Turbo (Liu
et al., 2024) adopts a multi-agent loop to
iteratively discover and refine new strategies
through attack–response–evaluation cycles. These
methods offer greater semantic diversity and
improve interpretability. However, they often
involve multiple modules, leading to high
computational overhead and their fixed structure
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(A) Automated Red-Teaming Multi-Agent System (B) Multiplex Network For Strategy Sampling

Figure 2: Overview of the STAR-Teaming architecture, consisting of (A) an Automated Red-Teaming Multi-Agent
System and (B) a Multiplex Network for Strategy Sampling. In (A), the attacker crafts a prompt using a seed and
strategy, and queries the target model. The scorer evaluates the response and assigns a success score. If the score is
low, a new strategy is sampled from (B) to refine the next prompt.

limits adaptability to new scenarios (Lin et al.,
2025). Additionally, sequential or embedding-
based strategy selection struggles with inefficient
search and poor alignment between semantic
similarity and attack success, often resulting in low
ASR.

We propose STAR-Teaming, a novel automated
red-teaming framework that combines strategy-
response multiplex network (Magnani et al., 2021;
Traag et al., 2019) with a statistically (Nguyen et al.,
2017) grounded sampling module, achieving high
ASR and time efficiency.

3 STAR-Teaming

3.1 Overall Framework

As shown in Figure 2, our approach integrates
two core components to enable efficient and
interpretable automated red-teaming: (A) a Multi-
Agent System (MAS) and (B) a strategy-response
Multiplex Network.

The MAS consists of three LLM-based agents,
attacker, target, and a scorer that interact in an
iterative loop. The attacker generates a modified
jailbreak prompt based on a given seed and selected

strategy. The target responds to this prompt, and the
scorer evaluates whether the attack was successful
based on both the prompt and the response. If the
score does not meet a predefined threshold, the
attacker updates its strategy and retries, up to a
maximum number of attempts. This loop automates
adversarial prompt generation and evaluation with
minimal human intervention.

To guide the attacker’s strategy selection, we
introduce a novel retrieval mechanism based on
a probabilistic multiplex network. This network
is constructed using past attack logs, modeling
the relationship between clusters of strategy types
and clusters of LLM responses. By optimizing the
mapping matrix between these clusters, our method
enables adaptive sampling of promising strategies
based on statistical patterns. This improves both
the attack success rate and the diversity of strategy
exploration.

In the following sections, we detail each part
of the framework: Section 3.2 describes the MAS
pipeline, Section 3.3 explains the construction of
the multiplex network, and Section 3.4 outlines the
probabilistic strategy sampling procedure.
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3.2 Multi Agent System

Recently, many MAS approaches have been
proposed for automated red-teaming. These
approaches usually have an attacker, target, and
judge agent (Mehrotra et al., 2024; Samvelyan
et al., 2024; Liu et al., 2024).

In this study, STAR-Teaming is based on
MAS system that orchestrates an iterative process.
An Attacker LLM generates jailbreak prompts
for a Target LLM, whose responses are then
scored by a Scorer LLM to assess malicious
intent and evaluate jailbreak success. Additionally,
we adopt an LLM-based strategy extractor.
Inspired by AutoDAN-Turbo (Liu et al., 2024),
which systematically identifies effective jailbreak
strategies from logs, populating a database indexed
by response embeddings with prompts that
improved the score. This database then guides
future attacks by dynamically injecting historically
effective strategies into the Attacker LLM’s prompt.
The detailed mechanism of the strategy extractor,
including the prompts used, is described in
Appendix F.

3.3 Multiplex Network Construction

We begin by constructing the network from an
initial set of attack logs. At this stage, no predefined
strategies exist, so these logs are generated by
leveraging the inherent stochasticity of the attacker
LLM (e.g., by setting temperature > 0). These
raw logs are then processed using our LLM-
based strategy extractor to create a structured
dataset of ‘(strategy, response)’ pairs. This dataset
serves as the foundation for two networks: a
Response Network and a Strategy Network.
These are treated as layers within a single multiplex
network, and their construction follows an identical
procedure.

The process begins with the construction
of the Response network, which models the
relationships between different target responses.
Text embeddings(er) are extracted for each target
response (e.g., “I cannot fulfill that request ...”,
“Sure, I will help you ...”). These embeddings are
then used to compute a similarity map, Sr, which
is an Nl × Nl matrix where each element (Sr)l,l′
quantifies the pairwise similarity (e.g., using cosine
similarity) between the embeddings of response rl
and response rl′ . Nl is the total number of unique
responses.

From this similarity map, an adjacency matrix,

Ar, for the Response network is derived by
applying a predefined threshold, αr. The elements
of Ar are defined as:

Ar
l,l′ =

{
1, if (Sr)l,l′ ≥ αr

0, otherwise
(1)

A Leiden algorithm (Traag et al., 2019) is then
applied to the adjacency matrix Ar to identify
distinct communities of responses. Let C(r)j
denote the j-th community of responses identified
by the algorithm, where j ∈ {1, . . . , NJ} and NJ

is the total number of detected communities in the
Response network. The community membership
of each response rl is represented by a vector
hl, and these vectors collectively form the
matrix G(r). The vector hl is defined as hl =
[hl1, hl2, . . . , hlNJ

]T , where

hlj =

{
1, if response rl ∈ C(r)j

0, otherwise
(2)

for each response l ∈ {1, . . . , Nl} and each
community j ∈ {1, . . . , NJ}.

An analogous procedure is followed for the
Strategy network. Text embeddings, estg, are
generated for the names and definitions of various
strategies (e.g., ‘Framing,’ ‘Social Proof,’ and
‘Role-playing’). These embeddings are used to
compute a strategy similarity map, Sstg, an Nk×Nk

matrix where (Sstg)k,k′ is the similarity between
strategy Sk and strategySk′ . Nk is the total number
of unique strategies. The adjacency matrix for the
strategy network, AS , is then derived fromSstg
using a predefined threshold αstg:

AS
k,k′ =

{
1, if (Sstg)k,k′ ≥ αstg

0, otherwise
(3)

Applying a Leiden algorithm to AS yields
communities of strategies. Let C(S)i denote the i-
th community of strategies, where i ∈ {1, . . . , NI}
and NI is total number of detected communities in
the Strategy network. The community membership
of each strategy Sk is represented by a vector hk,
forming the matrix H(S). The vector hk is defined
as hk = [hk1, hk2, . . . , hkNI

]T , where

hki =

{
1, if strategy Sk ∈ C(S)i

− 1
NI−1 , otherwise

(4)

for each strategy k ∈ {1, . . . , Nk} and each
community i ∈ {1, . . . , NI}. This negative term
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serves a dual purpose: it acts as a regularizer to
prevent parameter divergence during optimization
and allows for proper adjustment of the probability
distribution. Specifically, when the probability of
sampling a successful strategy increases, this term
ensures that the probabilities of other, less effective
strategies decrease accordingly.

Figure 2 (B) provides a visual representation: the
upper panel depicts the Response network, while
the lower panel shows the Strategy network. In
these visualizations, nodes correspond to individual
responses or strategies, and their colors signify
distinct community affiliations. For instance, if a
response node belongs to the second community
out of five total communities (i.e.,NJ = 5),
its community membership vector would be
[0, 1, 0, 0, 0]T . The community structure described
above can also be extended dynamically during
red-teaming via a modularity-based expansion
criterion; we defer the details to Section 4.6 and
Appendix J.

3.4 Probabilistic Optimization and Sampling
For Strategy Retrieval

Upon constructing the multiplex network, which
comprises the Response community matrix G(r)
and the strategy community matrix H(S), we aim
to sample relevant strategies based on the learned
network topology. To achieve this, we formulate
an energy function based on the Hamiltonian of
the Inverse Ising Problem (Nguyen et al., 2017).
The energy E(rp, sq) for a given response rp and
strategy sq pair is defined as:

E(rp, sq) = −
∑

ij

ZijO
ij
pq. (5)

We introduce Oij
pq to express G(rp)jH(sq)i

concisely, where G(rp)j is the j-th component of
the community vector for response rp (indicating
membership in response community j), H(sq)i
is the i-th component of the community vector
for strategy sq (indicating membership in strategy
community i). Zij represents the learned coupling
strength (interaction parameter) between the j-
th response community and the i-th strategy
community. These parameters Z = {Zij} are
learned and subsequently used to determine
strategy probabilities.

The probability of a response-strategy pair
(rp, sq) given Z is modeled using a Boltzmann
distribution p(x) ∝ exp(−E(x)). The likelihood

L(Z|D) of parameters Z given the dataset D of
(rp, sq) pairs is:

L(Z|D) ∝
∏

(rp,sq)∈D
exp


∑

ij

ZijO
ij
pq


 (6)

The parameters Zij are optimized by
maximizing the log-likelihood:

Z∗ = argmax
Z

logL(Z|D) (7)

This optimization, an instance of the Inverse Ising
Problem, can be solved efficiently using gradient
ascent. The problem is typically formulated to be
convex, leading to a unique solution for Z. Detailed
proofs regarding the convexity and its foundation
in the Maximum Entropy Principle are provided in
Appendix C. The resulting interaction matrix Z has
dimensions NI×NJ . This represents a significantly
smaller parameter space compared to contemporary
large-scale models, offering advantages in terms of
computational efficiency and learning speed.

The update rule for Zij at iteration t + 1 using
gradient ascent on the log-likelihood is:

Zt+1
ij = Zt

ij + lr · ∂ logL(Zt)

∂Zij
(8)

∂ logL(Zt)

∂Zij
=

∑

(rp,sq)∈D
Oij

pq −ND

〈
Oij

〉
(9)

where lr is the learning rate, and ND = |D| is
the number of data pairs in the dataset. The first
term in parentheses represents the empirical co-
occurrence of response community j and strategy
community i in the dataset D. The second term,〈
Oij

〉
, denotes the expected co-occurrence under

the model distribution

P (Zt) =
exp(−E(r′, s′|Zt))

Z(Zt)
, (10)

where Z(Zt) is the partition function. The variable
r′ in the final sampling step denotes unseen
response encountered during inference.

In summary, the described procedure yields
the response community representations G(r),
strategy community representations H(S), and
the inter-layer interaction matrix Z. With these
components learned from the log data, the model
can sample or predict an optimal strategy (or its
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community representation H(S′)) when presented
with a new response r′.

Given a new response r′, its community
representation G(r′) (a vector of length NJ ) is
determined by assigning it to the community
of the most similar central node. Specifically,
we compute the cosine similarity between the
embedding of r′ and the embedding of each
community’s central node, and assign r′ to the
community with the highest similarity score in
a winner-takes-all fashion. The probability of
selecting a strategy S′ that belongs to strategy
community k (represented by a one-hot vector hS′

where hS′,k = 1), conditioned on G(r′) and the
learned Z parameters, is given by:

P (H(sk) | G(r′), Z) ∝ exp

(
β
∑

j=1

ZkjG(r′)j

)
(11)

The term
∑NJ

j=1 ZkjG(r′)j is the score (logit)
for strategy community k. The expression Z ·G(r′)
in the original user prompt can be interpreted
as the vector of these scores for all NI strategy
communities. Strategies can then be sampled
based on these probabilities. Here, β is an
inverse-temperature parameter that controls the
sharpness of the sampling distribution: larger β
concentrates probability mass on the top-scoring
strategy communities (exploitation), while smaller
β yields a more uniform sampling distribution
(exploration). Note that β enters only at sampling
time, not during the estimation of Z in Eq. 12; it
is adaptively scheduled so that the top-3 strategies
carry approximately 80% of the total probability
mass, as detailed in Appendix A and Algorithm 2.

This model is very economical because it has
extremely few parameters, only about NI ×NJ ≈
O(103). Unlike the general inverse Ising problem,
through one-hot encoding, the configuration space
is O(N) instead of O(2N ), so Z is not intractable
even as the system size increases. Empirically, the
optimization time for mapping matrix is less than
a second, so it is not a consideration. Furthermore,
by learning using a score during training as shown
in the following reward gradient, the model can be
managed lifelong:

∂ logL(Zt)

∂Zij
= fsc(r

t)

(
Oij

pq −
〈
Oij

pq

〉)
(12)

where rt and st are values involved in the
current MAS iteration. fsc(rt) is a function of the
score for this attack. This learning mechanism,

embedded in Equation 12, is designed to learn
from failures as well as successes. The scoring
function fsc(r

t) is designed to be positive for
successful attacks and negative for failed ones.
When an attack fails, the score is negative, and
thus the corresponding interaction strength Zij

(linking the ineffective strategy community and
the refusal response community) is penalized and
reduced during the gradient update.

4 Experimental Evaluation

4.1 Experimental Setup

Datasets. We evaluated STAR-Teaming against
baselines using a total of 400 diverse malicious
requests on the HarmBench (Mazeika et al.,
2024). Specifically, we utilized the text-only set
of HarmBench, which comprises three distinct
taxonomies: Contextual, Standard, and Copyright.
Furthermore, we also evaluated the STAR-Teaming
and baselines on the StrongReject dataset (Souly
et al., 2024), which contains a total of 313
malicious requests.

Implementation. To evaluate STAR-Teaming,
we conduct experiments by varying the
configuration of attacker and target agents.
An attack attempt is assessed by the Judge model
when either a maximum of 140 attack repetitions
were reached or the attack score exceeded 8.5.
For evaluating attack attempts on HarmBench,
we utilize Llama-2-13b-cls as the judge model,
which provided a binary output (‘yes’ for success,
‘no’ for failure) to determine the Attack Success
Rate (ASR). For the StrongReject dataset, we
perform evaluation using a fine-tuned Gemma-2b
model, yielding a StrongREJECT score (0-1). In
both evaluation metrics, a higher score indicates
better performance. For fair comparison, baseline
ASR values on models included in the original
HarmBench benchmark (Mazeika et al., 2024) are
taken directly from their reported results. For more
recent target models (Gemma3, Qwen3, Llama-3.1,
GPT-4o, and Claude-3.5-Sonnet), which were not
covered by the original benchmark, we reproduce
the most widely cited attack baselines using their
respective official repositories: GCG, AutoDAN,
and PAIR via the official HarmBench repository,
and TAP and AutoDAN-Turbo via their own
official implementations. We provide further
details in Appendix A.

Baselines. We compare STAR-Teaming with
six baseline approaches. For consistency in
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Model

Baseline Ours

GCG GCG-M GCG-T PEZ GBDA UAT AP SFS ZS PAIR TAP TAP-T AutoDAN PAP-top5 Human Direct AutoDAN-Turbo STAR-Teaming

Llama-2 7b chat 32.5 21.2 19.7 1.8 1.4 4.5 15.3 4.3 2.0 9.3 9.3 7.8 0.5 2.7 0.8 0.8 36.6 71.0
Llama-2 13b chat 30.0 11.3 16.4 1.7 2.2 1.5 16.3 6.0 2.9 15.0 14.2 8.0 0.8 3.3 1.7 2.8 34.6 71.5
Llama-2 70b chat 37.5 10.8 22.1 3.3 2.3 4.0 20.5 7.0 3.0 14.5 13.3 16.3 2.8 4.1 2.2 2.8 42.6 61.0
Vicuna 7b 65.5 61.5 60.8 19.8 19.0 19.3 56.3 42.3 27.2 53.5 51.0 59.8 66.0 18.9 39.0 24.3 96.3 93.8
Baichuan 2 7b 61.5 40.7 46.4 32.3 29.8 28.5 48.3 26.8 27.9 37.3 51.0 58.5 53.3 19.0 27.2 18.8 83.8 91.5
Qwen 7b chat 59.2 52.5 38.3 13.2 12.7 11.0 49.7 31.8 15.6 50.2 53.0 59.0 47.3 13.3 24.6 13.0 82.7 90.8
Solar 10.7B-Instruct 57.5 61.6 58.9 56.1 54.5 54.0 54.3 58.3 54.9 56.8 66.5 65.8 72.5 31.3 61.2 61.3 95.7 93.8
OpenChat 3.5 1210 66.3 54.6 57.3 38.9 44.5 40.8 57.0 52.5 43.3 52.5 63.5 66.1 73.5 26.9 51.3 46.0 96.3 93.5
zephyr 69.5 62.5 61.0 62.5 62.8 62.3 60.5 62.0 60.0 58.8 66.5 69.3 75.0 32.9 66.0 65.8 96.3 95.8
Gemma3-4b-it 28.2 15.8 13.6 - - - - - - 59.1 60.4 - 87.8 - - 5.8 34.0 64.7
Gemma3-12b-it 19.5 13.7 20.7 - - - - - - 48.5 61.2 - 47.0 - - 31.5 24.8 56.6
Qwen3-4b 32.0 20.2 38.4 - - - - - - 25.8 51.8 - 12.3 - - 12.4 47.8 72.5
Qwen3-8b 17.3 21.2 13.1 - - - - - - 28.3 54.5 - 11.0 - - 18.5 38.3 71.5

GPT-4 Turbo 1106 - - 22.3 - - - - - 13.9 33.0 36.4 58.5 - 11.1 2.6 9.3 83.8 78.1
GPT-4o - - - - - - - - - 53.0 66.0 - - - - - 76.0 76.1
Gemini Pro - - 18.0 - - - - - 14.8 35.1 38.8 31.2 - 11.8 12.1 18.0 66.3 72.5
Claude 3.5 Sonnet - - - - - - - - - 4.0 5.0 - - - - - 2.0 12.0
Average 44.3 34.4 33.8 25.5 25.5 25.1 42.0 32.3 24.1 37.3 44.8 45.5 42.3 15.9 26.2 22.1 61.0 74.5

Table 1: Red-Teaming attack performance (ASR) on HarmBench (Mazeika et al., 2024).

experimental comparison, we operate in black-box
setting of baselines: GCG-T (Zou et al., 2023),
PAIR (Chao et al., 2023), TAP (Mehrotra et al.,
2024), PAP-top5 (Zeng et al., 2024), Rainbow
Teaming (Samvelyan et al., 2024), and AutoDAN-
Turbo (Liu et al., 2024). GCG-T generates
universal jailbreak triggers using optimization-
based adversarial search. PAIR iteratively refines
prompts based on judgement LLM feedback
to achieve jailbreaks. TAP enhances PAIR by
incorporating branching and pruning strategies
for efficient prompt search. PAP-top5 selects
from a pool of 40 human-crafted strategies to
generate adversarial prompts. AutoDAN-Turbo are
similar to our method, they use multiple predefined
strategies within a Multi-Agent System to generate
jailbreaking prompt.

Employed LLMs. We select Gemma-1.1-7b-
it (Anil et al., 2024b) and Llama3-8b-Instruct
(AI, 2024) as attacker, GPT-4o-mini (Hurst et al.,
2024) as Scorer and strategy extractor. We
primarily used Llama2 (Touvron et al., 2023),
Llama3.1 (Grattafiori et al., 2024), Gemma3 (Team
et al., 2025), and Qwen3 (Yang et al., 2025) as
our experimental open-source targets. To ensure
diversity in our target models, we also conducted
experiments with GPT-4 (Hurst et al., 2024),
Gemini Pro (Team et al., 2023) and Claude-3.5
(Anthropic, 2024) as closed-source targets.

4.2 Comparison with state-of-the-art

Table 1 presents the primary results of our
empirical evaluation on the HarmBench
benchmark. STAR-Teaming demonstrates a
substantial performance improvement over
existing baselines. Although STAR-Teaming
exhibited a tendency for lower Attack Success
Rates (ASR) against less robust targets when
compared to its counterpart, AutoDAN-Turbo, it

significantly outperformed on more challenging
models, including the Llama family, Gemma3,
and Qwen3. Of particular note, STAR-Teaming
was the only method to exceed 10% ASR against
Claude-3.5-Sonnet, highlighting its effectiveness
even against strongly aligned closed-source
models. Overall, STAR-Teaming attained an
average ASR of 74.5%, surpassing the next-best
baseline, AutoDAN-Turbo, by a margin of 13.5%.

4.3 Performance across attack time

10 15 20 25 75 150
Iterations

0

10

20

30

40

50

60

70
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R 

(%
) STAR-Teaming

Autodan-Turbo
GCG-T
PAIR
TAP

Figure 3: Performance comparison according to
iteration (i.e. number of iterations).

Figure 3 shows a detailed comparison of
the ASR for baselines as a function of the
number of iterations on HarmBench, specifically
for the Llama2-7b-chat target. STAR-Teaming
consistently outperforms our baselines regardless
of the computational cost. This indicates that
STAR-Teaming is highly efficient even under low
computational cost. Furthermore, STAR-Teaming’s
performance continues to increase even when
the number of iterations is high (150). In the
next section, we discuss how STAR-Teaming
overwhelms other models by a huge gap.
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4.4 Effectiveness of Multiplex Network

First, we illustrate the sampling proportions of
attack strategies in the HarmBench test process,
both with and without a Multiplex Network. In this
context, the without Multiplex Network condition
refers to a setup where the number of nodes for
agents, system prompts, and strategies is the same
as in the full STAR-Teaming approach. However, it
differs by not constructing the response-strategy
Multiplex Network or performing probability
optimization via a mapping matrix. Instead,
strategy retrieval is solely based on embedding
similarity.

Figure 4 reveals that while STAR-Teaming
without a Multiplex Network demonstrates a high
concentration of samples on a limited set of
strategies, with near 15% originating from a single
strategy and over 30% from just four, STAR-
Teaming with a Multiplex Network samples a wider
variety. We then analyze how this phenomenon
impacts ASR performance, which is illustrated
in Figure 5. Interestingly, the Multiplex Network
enhances the sampling of high-scoring attack
strategies. This indicates that while conventional
embedding-similarity-based strategy retrieval tends
to oversample ineffective strategies, the use of the
Multiplex Network leads to improved sampling
of effective strategies. Thus, the advantage of
STAR-Teaming compared to other strategy-based
approaches appears largely attributable to its
modeling for retrieving strategies, particularly
these effective ones.

(A) w/o Multiplex Network (B) w/ Multiplex Network

Figure 4: Distribution of selected strategies by retrieval
module (A) without Multiplex Network and (B) with
Multiplex Network. This distribution shows the degree
of uniformity in the selection of attack strategies during
attacks.

Overall, Table 2 presents metrics from
the HarmBench dataset, comparing identical
experimental conditions with and without the

(A) w/o Multiplex Network (B) w/ Multiplex Network

Figure 5: The correlation between average score using
the given strategy and number of attacks using the given
strategy (A) without Multiplex Network and (B) with
Multiplex Network.

presence of a multiplex network. The results
indicate an approximate +6.0% increase in ASR
when a multiplex network is utilized. Furthermore,
measuring the Self-BLEU of attack prompts
demonstrates that multiplex networks positively
influence attack diversity. The presence of a
multiplex network leads to increased attack
diversity, given that its absence results in a 0.21
higher Self-BLEU, indicating more redundant
attacks. This table quantitatively supports this
by providing the Gini coefficient of the sampled
strategy distribution, which shows how excessively
certain strategies are sampled, and by measuring
the Pearson correlation between strategy scores
and strategy usage, indicating if effective strategies
are frequently selected. Ultimately, the table
quantitatively illustrates that using a multiplex
network leads to the sampling of diverse strategies,
with a tendency to prioritize higher-performing
strategies, as evidenced by the Gini coefficient
of the strategy itself and the Pearson correlation
between strategy scores and strategy usage. A
community-level breakdown of which strategies
are disproportionately effective against each target
model family is further presented in Appendix O.

STAR-Teaming ASR Self-BLEU Gini Pearson

w / MultiPlex Network 71.0 0.25 0.19 0.81
w /o MultiPlex Network 65.0 0.46 0.36 -0.08

Table 2: Comparative experiment with and without a
multiplex network.

4.5 StrongReject

To evaluate STAR-Teaming in various
environments, we compared our model with
baselines using the StrongReject dataset, and
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Model Llama2-
7b

Llama3-
8b

Gemma-
7b

GCG-T 0.12 0.10 0.10
PAIR 0.05 0.12 0.08
TAP 0.04 0.13 0.16
PAP-top5 0.10 0.08 0.06
Rainbow Teaming 0.08 0.09 0.08

Ours (Gemma-7b) 0.57 0.45 0.55
Ours (Llama3-8b) 0.50 0.43 0.61

Table 3: Red-Teaming attack performance (ASR) on
StrongReject.

also conducted experiments on another Attacker
LLM setting. Table 3 demonstrates that STAR-
Teaming outperforms other baselines by achieving
a higher score. On average, STAR-Teaming
achieved an average score of 0.52, which is +0.41
points higher than that of the second-highest
performing baseline, TAP. Interestingly, there
was almost no difference in score when changing
the attacker agent setting. Ultimately, STAR-
Teaming consistently outperforms other baselines,
demonstrating effectiveness across various targets,
datasets, and attack agents.

4.6 Effectiveness of Dynamic Network
Expansion

While the default configuration of STAR-Teaming
operates on a static topology in which the
community structure is fixed after initialization,
the framework naturally admits an extension to
dynamic network expansion through a modularity-
based criterion. Specifically, whenever a new
node (i.e., a newly observed response or an
extracted strategy) is introduced, we determine its
community assignment by evaluating the resulting
change in network modularity (Blondel et al.,
2008):

∆M = max
c∈C

∆Q(n, c)
︸ ︷︷ ︸

join existing community

−λ ∆Q(n, cnew)︸ ︷︷ ︸
form new community

(13)
The first term quantifies the maximum modularity
gain achievable by assigning the new node n to
an existing community c ∈ C, whereas the second
term captures the modularity change induced by
instantiating a new singleton community cnew.
When ∆M < 0, the framework instantiates a
new community; otherwise, the node is absorbed
into the most compatible existing community.
The hyperparameter λ serves as a regularization
coefficient that modulates the bias toward merging

into existing communities. The complete derivation
and implementation details are provided in
Appendix J.

As a preliminary validation of the effectiveness
of this expansion mechanism, we compare the
default static configuration against the dynamic
variant under identical conditions on HarmBench
with Llama-2-7b-chat as the target. Table 4 reports
both the Attack Success Rate (ASR) and the
average number of attack trials per seed (N̄(A),
lower is better).

Method ASR (%) N̄(A)

w/o Dynamic Network 71.0 61.1
w/ Dynamic Network 77.3 52.4

Table 4: Effect of Dynamic Network Expansion on
HarmBench with Llama-2-7b-chat. The dynamic variant
yields both higher ASR and fewer attack trials per seed.

The results demonstrate a dual improvement:
enabling dynamic expansion raises ASR by
+6.3 percentage points (71.0% → 77.3%) while
simultaneously reducing the average number of
attack trials from 61.1 to 52.4. This efficiency gain
is notable because higher success rates typically
require more, not fewer, iterations; the fact that
dynamic expansion achieves both suggests that
the mechanism effectively assimilates novel attack
patterns that the static network cannot capture,
converting what would have been failed iterations
into successful ones. In particular, the ability to
instantiate new communities at runtime allows
STAR-Teaming to adapt to target-specific defense
behaviors that emerge only after deployment, rather
than being constrained by the initial warm-up logs.

5 Conclusion

We demonstrate that by sampling optimal
strategies, both the attack generation speed
and the attack success rate can be significantly
increased. Moreover, a modularity-guided
dynamic expansion mechanism allows the
underlying network to evolve alongside the
attack process, further enhancing adaptability
without compromising efficiency. We believe
that STAR-Teaming contributes to AI safety by
preemptively identifying potential risks in LLM
development. Future work will involve extending
STAR-Teaming to specialized red teaming for
vision and multimodal domains.
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Limitations

Prompt Engineering. Since each agent in STAR-
Teaming is an LLM, the overall performance of
the framework is intrinsically dependent on the
inherent capabilities of the LLMs. For example, the
attacker must be proficient at generating creative
and potent attacks, the scorer needs to make
accurate judgments, and the strategy extractor
must effectively extract strategies. Consequently,
improving LLM agents performance necessitates a
reliance on prompt engineering, which can demand
significant human effort and time.

Community Drift over Extended Deployment.
Although our Dynamic Network Expansion
mechanism (Section 4.6) enables the network
to incorporate new strategies and responses at
runtime, the community centroids themselves are
not retroactively re-optimized. Over sufficiently
long deployment horizons, this may lead to gradual
concept drift, where early centroids become
less representative of the evolving attack-defense
landscape. Periodic re-initialization or a fully
online community re-detection scheme remains an
open direction for future work.

Reliance on Scorer Agent The framework’s
effectiveness is dependent on the performance
of a single scorer agent, a potential vulnerability
shared by most recent automated red-teaming
systems using an “LLM-as-a-judge” approach.
The reliability of the entire system hinges on
the scorer’s ability to provide accurate and
consistent judgments. To assess this concern, we
empirically investigate an ensemble configuration
that aggregates three heterogeneous LLM scorers;
the detailed analysis in Appendix L.1 shows
that while ensembling offers marginal gains in
human agreement, the single-scorer configuration
remains preferable under realistic cost constraints.
Periodic human-in-the-loop calibration remains a
complementary direction for future work.
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A Implementation Details

To construct the strategy network, we employ gpt-
4o-mini as a strategy extractor and text-embedding-
3-small as a embedding model with warm-up attack
logs for the 50 seed data from AdvBench (Zou
et al., 2023) we selected. This allowed us to extract
500 response-strategy nodes with a limited budget,
costing under $1.

The Leiden algorithm is utilized for community
detection nodes. The resulting community counts
were 50 for response communities and 15 for
strategy communities, with parameters αr = 0.85
and αstg = 0.9. Furthermore, to determine the
central node of each community, we partitioned
each community into a subgraph and obtained the
central node by utilizing degree centrality within
it. Consequently, the size of the mapping matrix
(representing the parameters of the probabilistic
model) is 750. This small size resulted in a training
speed negligibly short to measure. The learning
rate is set to lr = 0.5, and the parameter β is
dynamically optimized to ensure that the top 3
strategies with the highest probability collectively
accounted for 80% of the probability mass.

B Derivation of the Update Rule

To obtain Equation 9, we first need to explicitly
determine logL(Zt).

logL(Z)

=
∑

(rp,sq)∈D

log p(E(rp, sq)|Z)

=
∑

(rp,sq)∈D

log
e−E(rp,sq)
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Next, we provide the derivative expansion of

logL with respect to Z for gradient ascent.
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Note that here, σ refers to the entire
configuration space, not just the data space.

C Theoretical Justification

C.1 Boltzmann Distribution and Maximum
Entropy

The choice of the Boltzmann distribution in
our framework is grounded in the Principle of
Maximum Entropy (Jaynes, 1957). Our objective
is to infer a probability distribution that matches
the observed interactions (correlations) between
strategy communities and response patterns, while
making minimal assumptions about unobserved
data. As detailed in the review by Nguyen
et al. (2017), the distribution that maximizes
Shannon entropy under constraints on the first- and
second-order moments is uniquely the Boltzmann
distribution. Thus, it serves as the statistically
optimal model for capturing these interactions
without introducing arbitrary bias.

C.2 Proof of Convexity
Let ℓ(Z) := − logL(Z | D) denote the negative
log-likelihood of the Boltzmann distribution. The
convexity of our optimization objective can be
established by analyzing the Hessian of ℓ(Z). The
gradient of ℓ(Z) with respect to the interaction
parameter Zij is the difference between the model’s
expected observables and the empirical values.

Differentiating ℓ(Z) once more yields the
Hessian matrix:

∂2ℓ(Z)

∂Zij∂Zkl
= ⟨OijOkl⟩ − ⟨Oij⟩⟨Okl⟩ (14)
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where ⟨·⟩ denotes the expectation under the
model distribution. This expression corresponds
exactly to the covariance matrix of the observables
under the model distribution. Since covariance
matrices are mathematically guaranteed to be
positive semi-definite, ℓ(Z) is strictly convex.
This convexity ensures that our gradient-based
optimization (Inverse Ising Problem) has no local
minima and is guaranteed to converge to the unique
global optimum (Nguyen et al., 2017).

D Computational Resource Requirement

The memory requirements of the Star-Teaming
framework are contingent upon the memory
consumption of the target Large Language Model
(LLM). For instance, operating a 70-billion-
parameter LLM necessitates 160GB of VRAM,
whereas models in the 7 to 13-billion-parameter
range require 80GB of VRAM. Furthermore,
all computations associated with the Multiplex
Network are processed on the CPU, imposing
no additional demand on GPU resources. Our
experimental results indicate that the construction
of the Multiplex Network required 0.37 seconds,
the optimization of the mapping matrix via
Maximum Likelihood Estimation (MLE) took
0.02 seconds, and each strategy sampling
instance consumed approximately 0.1 seconds.
Consequently, the computational overhead
introduced by the Multiplex Network is negligible.

E Pseudo Code

STAR-Teaming comprises two primary algorithmic
components: (1) Multiplex Network Initialization
and Mapping Network Optimization, and (2)
Probabilistic Strategy Sampling. To facilitate
reproducibility and provide a granular view of
our implementation, we present the pseudocode
for these core components. Algorithm 1 details
the process of constructing the multiplex network
and optimizing the mapping matrix through the
Inverse Ising Problem formulation. Subsequently,
Algorithm 2 outlines the dynamic strategy retrieval
mechanism, which employs adaptive temperature
scheduling to balance exploration and exploitation.

F Strategy Exploration and Refinement

To ensure broad strategy exploration, we employ a
tempering approach in our attack process for each
seed into a maximum of three stages. The initial 20
attacks are conducted without any specific strategy.

Algorithm 1 Multiplex Network Initialization and
Mapping Optimization

Input: Attack logs D, Thresholds α, Learning rate
η

Output: Network structures G, Mapping matrices
Z

1: Initialize empty structures for graph G and
centers C

2: for each column c ∈ {Response, Strategy} do
3: Ec ← ExtractEmbeddings(D[c])
4: Gc ← BuildGraph(Ec, αc)
5: Commc ← DetectCommunities(Gc) ▷

Leiden Algorithm
6: Cc ← FindCentralNodes(Gc,Commc)
7: Store Gc,Commc, Cc into G
8: end for
9: Optimization (Inverse Ising Problem):

10: N ← |CResponse|, M ← |CStrategy|
11: Dataenc ← IndexEncode(D, CommResponse,

CommStrategy)
12: Initialize mapping matrix Z ∈ RN×M

13: while not converged do
14: Compute gradient∇L(Z) based on Eq. (9)
15: Z ← Z + η · ∇L(Z)
16: end while
17: return G, Z

Following this, strategic attacks are iteratively
performed up to 100 times. If the attack score still
does not exceed 8.5 at this point, the process enters
an exploration phase.

To mitigate the risk of converging to a
suboptimal set of strategies and to overcome the
cold-start problem, our framework incorporates a
dedicated exploration phase. If an attack on a given
seed fails to achieve a success threshold after a
set number of iterations (e.g., 100 attempts), the
system prompts the attacker LLM to generate a
novel attack. The prompt explicitly instructs the
model to devise a creative approach while avoiding
the previously failed strategies: “The strategies
you have attempted so far (A, B, C, ...) have
been unsuccessful. Please devise a creative new
attack, avoiding these previous strategies.” If this
new, exploratory attack succeeds, the LLM-based
strategy extractor is then employed to analyze the
successful log and distill the novel strategy, which
is then integrated into our framework. This ensures
a continuous expansion of the strategic repertoire.

The LLM-based strategy extractor is a
critical component for dynamically identifying and
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Algorithm 2 Probabilistic Strategy Sampling with
Adaptive Temperature

Input: Current Response r, Mapping Matrix Z,
Initial β, Centers Cstg

Output: Selected Strategy s∗

1: j ← Index of community for r
2: M ← Total number of strategy communities
3: Define Energy E(j, k) = −∑

ij ZijO
ij
pq for

all k ∈ {1...M}
4: Estable ← Compute energy vector for all

strategy candidates
5: Adaptive Temperature Scheduling (Top-3

Logic):
6: loop
7: P ∝ exp(−β · Estable)
8: α←∑

Top3(P )
9: if |α − 0.8| < 0.1 or max_iter reached

then
10: break
11: else
12: Update β to adjust distribution

sharpness
13: end if
14: end loop
15: Sample strategy index k∗ ∼ P
16: Retrieve center node text s∗ ← Cstg[k

∗]
17: return s∗

cataloging effective attack patterns. The extraction
process is initiated during the warm-up phase
using pre-defined seed prompts. For a given seed,
we identify two attack logs, i and j, that yielded
different scores. The extractor, an LLM itself, is
then prompted to perform a comparative analysis
with the following instruction: “Given the two
attack attempts i and j with their respective prompts,
responses, and scores, explain why attack j was
more successful than attack i from a strategic
perspective. Based on this analysis, extract the
strategy employed in attack j and provide its name
and a concise definition.” This method allows
the system to build a rich, dynamically updated
database of named strategies, which forms the basis
for constructing the Strategy Network.

G Network Analysis

Figures 6 and 7 visualize the multiplex network
constructed in this study, while Figure 8 provides
a quantitative analysis of its structural properties.
This analysis reveals key characteristics that
validate our community-based approach. Figure 6

visualizes the Response Network. Each network
visualization consists of 500 nodes, where the
large red nodes represent the central node of each
community (determined by degree centrality). The
top panel, with a similarity threshold of αr = 0.75,
shows a relatively dense structure composed of
a few large communities. In contrast, the bottom
panel, with a higher threshold of αr = 0.85,
illustrates a more fragmented network with a
greater number of smaller communities, as weaker
edges have been pruned. The histograms on the
right clearly depict this shift in community size
distribution. This demonstrates that by tuning
αr, we can effectively control the number and
granularity of communities, allowing for the
systematic management of the search space over
LLM response patterns.

Figure 7 presents the Strategy Network, which
exhibits markedly different characteristics. Even
at a very high threshold of αstg = 0.9, the
network maintains a highly clustered structure
dominated by a few large hubs. This structure
strongly suggests a high degree of semantic
redundancy among the strategies generated by our
strategy extractor; that is, many strategies with
distinct names likely correspond to very similar
underlying attack patterns. If these strategies
were treated individually and sampled based on
embedding similarity alone, it would lead to
inefficient exploration by repeatedly sampling
functionally identical strategies. Therefore, our
community-based approach is a critical mechanism
for resolving this redundancy, enabling a more
diverse and efficient search for effective attack
strategies.

Figure 8 offers a macroscopic, quantitative
view of these properties as a function of the
threshold α. As expected, increasing decreases
the Average Degree and increases the Number
of Communities in both networks. However, the
significant difference in the y-axis scales confirms
that the Strategy Network is inherently denser,
supporting the strategy redundancy hypothesis.
The most critical insight comes from the Average
Clustering Coefficient. While both networks
exhibit a sharp transition around α ≈ 0.9,
the Strategy Network sustains a high clustering
coefficient over a wider range of α values. This
indicates the presence of exceptionally dense and
tightly-knit core communities within the Strategy
Network. Consequently, as the threshold increases,
these core clusters do not easily disintegrate. The
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Figure 6: Illustration of Response Network with (UP) αr = 0.75 and (DOWN) αr = 0.85

observed increase in the number of communities is
likely due to peripheral, weakly-connected nodes
breaking away from these core structures, rather
than the fragmentation of the cores themselves.
This provides strong network-theoretic evidence
for the existence of redundant strategy groups
and underscores the necessity of a community-
detection framework like STAR-Teaming.

To quantitatively validate the semantic
coherence of the detected communities, we
introduce the Intra-Community Cosine Similarity
metric, denoted as K. This metric measures the
average pairwise cosine similarity among node
embeddings within a given community, defined as
follows:

K =
1

|G|
∑

C∈G




2

|C|(|C| − 1)

∑

{ni<nj}⊆C

cos(I(ni), I(nj))




(15)

where I(·) represents the text embedding function
(utilizing text-embedding-3-small from OpenAI),
G denotes the set of all communities in the network,
C represents an individual community, and ni, nj

denote distinct nodes within that community.

Community Algorithm Network K

Random Community
Strategy 0.778

Response 0.562

Leiden Algorithm
Strategy 0.998

Response 0.882

Table 5: Intra Cosine Similarity of Community
Algorithms.

Table 5 presents the computed K values for
both the Strategy and Response networks. To
establish a baseline, we compared our Leiden-
based community detection against a Random
Community assignment method. The empirical
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Figure 7: Illustration of Strategy Network with (UP) αstg = 0.85 and (DOWN) αstg = 0.9.
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Figure 8: Number of communities (Top), average degree (Middle), and clustering coefficient (Bottom) as a function
of the hyperparameters αstg and αr.
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results indicate that the Leiden algorithm yields
significantly higher K values (0.998 and 0.882)
compared to the random baseline. This substantial
margin confirms that the nodes within the
communities identified by STAR-Teaming exhibit
a high degree of semantic homogeneity, effectively
grouping similar strategies and responses rather
than clustering them arbitrarily.

H Explanation of Mapping Network

Figure 9 visualizes the probability of selecting
Strategy community j given Response community
i, where brighter colors indicate a probability closer
to 1 and darker colors represent a probability
closer to 0. The left panel of the figure shows the
probabilities in the initial state. It is observable that,
initially, the distribution is population-centric, with
a few strategies accounting for the majority of the
sampling probability. The right panel displays the
probabilities in the final updated state. Although
some characteristics of the initial state persist, it is
evident that a more diverse range of strategies now
has a higher probability of being sampled.

I Ablation Study on Network
Composition

In this section, we evaluate the impact of
network composition on the performance of STAR-
Teaming. As detailed in Section 4.1, the network
is constructed from pre-existing STAR-Teaming
logs. The quality of this network is therefore
contingent upon four primary factors: the attacker
model, the target model, the source of warm-up
seeds, and the network size (i.e., the number of
nodes). We conducted an ablation study to measure
ASR variations by systematically altering these
factors. For each configuration, we first generated
corresponding logs, then constructed a network
using the strategy extractor, and finally evaluated
the resulting ASR.

For this ablation study, all experiments were
conducted on the HarmBench benchmark, using
‘Gemma-1.1-7b-it‘ as the default attacker model
and ‘Llama2-7b-chat‘ as the target model.

The results, presented in Table 6, indicate
the existence of an optimal network size, with
peak performance observed at 250 nodes (G2).
This suggests a trade-off: an excessively large
network may introduce noise or complexity into
the optimization process, whereas a network that is
too small may lack a sufficient diversity of effective

Attacker Target Warm-up Source Node Size ASR

G1 gemma-1.1-7b llama2-7b AdvBench 500 71.0
G2 gemma-1.1-7b llama2-7b AdvBench 250 73.0
G3 gemma-1.1-7b llama2-7b AdvBench 125 72.5
G4 gemma-1.1-7b llama2-7b AdvBench 1500 68.8

G5 llama2-7b llama2-7b AdvBench 500 61.3
G6 gemma-1.1-7b llama3-8b AdvBench 500 71.0
G7 gemma-1.1-7b llama2-7b HarmBench 500 73.8
G8 gemma-1.1-7b llama2-7b StrongReject 500 67.3

Table 6: Ablation study on the impact of network
composition on ASR. Each row (G1-G8) represents
a network constructed with different components,
showing how variations in attacker, target, seed source,
and node size affect the final attack success rate. The
underline represents the value changed from the default
value.

strategies. We hypothesize that the optimal network
size is correlated with the complexity of the target
dataset.

Furthermore, our findings reveal that while
changing the target model (from ‘Llama2-7b’ to
‘Llama3-8b’ in G6) had only a marginal impact on
performance, the ASR was highly sensitive to the
choice of the attacker model (G5). We attribute this
sensitivity to the nature of the strategy extractor,
which distills generalizable attack principles by
analyzing and comparing the relative success of
different prompts within the logs.

Regarding the warm-up source, the highest ASR
was achieved when using seeds from HarmBench
(G7), the same dataset used for testing. As this
configuration could be construed as data leakage,
we clarify that ‘AdvBench’ was used as the warm-
up source in all other experiments to ensure a fair
and rigorous evaluation.

J Dynamic Network Expansion

While the proposed STAR-Teaming framework
adaptively samples strategies via the mapping
matrix Z and the learning rule in Equation 8, the
underlying network topology itself remains static
after the initial construction phase. In principle,
however, the community structure need not be fixed.
In this appendix, we provide a detailed exposition
of a modularity-based mechanism that enables the
multiplex network to incrementally expand during
the red-teaming process. Such structural plasticity
is essential for discovering strategies that were
absent in the initial warm-up logs and for adapting
to target-specific defense behaviors that emerge
only at runtime.
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Figure 9: Illustration of (A) Initial mapping matrix and (B) Updated mapping matrix.

J.1 Node Insertion Protocol

The expansion mechanism is invoked whenever
a new node is introduced into either layer of the
multiplex network. The trigger conditions differ
between the two layers:

Response Network. A new node is added to
the Response Network whenever the target model
produces a response whose embedding similarity
to all existing nodes falls below the construction
threshold αr. This ensures that only genuinely
novel responses—rather than paraphrases of
known responses—trigger structural changes. The
embedding of the new response is computed via
the same encoder used during initial network
construction, and edges are established according
to Equation 1.

Strategy Network. New strategy nodes are
generated through the exploration mechanism
described in Appendix F: when existing strategies
repeatedly fail to elicit a successful jailbreak for a
given seed, the attacker LLM is prompted to devise
a novel attack, and the strategy extractor distills
the resulting pattern into a named strategy. Once

synthesized, the new strategy is embedded, inserted
into the network, and connected to existing nodes
via the same thresholding procedure based on αstg.

J.2 Modularity-Based Community
Assignment

Once a new node ni is inserted, its community
membership must be determined. We formulate
this as a local decision problem governed by the
change in network modularity (Blondel et al.,
2008), which measures the density of connections
within communities relative to what would be
expected in a random graph of the same degree
sequence.

The modularity gain when assigning ni to an
existing community cj is:

∆Q(ni, cj) =
ki,j
2m
−

∑
tot ·ki

(2m)2
(16)

where ki,j denotes the sum of edge weights
between ni and nodes in community cj , ki is the
degree of ni,

∑
tot is the sum of degrees of nodes

in cj , and m is the total edge weight in the network.
The first term rewards strong connectivity between
the new node and the target community, while the
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second term penalizes assignments that inflate the
community’s already-large degree volume.

Analogously, the modularity change induced by
instantiating a new singleton community cnew for
ni is:

∆Q(ni, cnew) = −
ki

2

(2m)2
(17)

This quantity is always non-positive, reflecting the
structural cost of fragmenting the network into
smaller components.

J.3 The Dynamism Coefficient λ
To balance these two forces in a controllable
manner, we combine Equations 16 and 17 into
a single decision criterion parameterized by a
dynamism coefficient λ ≥ 0:

∆M(ni;λ) = max
cj∈C

∆Q(ni, cj)−λ ·∆Q(ni, cnew)

(18)
The assignment rule is then:

ni ∈
{
cnew, if ∆M(ni;λ) < 0,

argmaxcj∈C ∆Q(ni, cj), otherwise.
(19)

The coefficient λ admits a clean interpretation.
Since ∆Q(ni, cnew) ≤ 0, the subtracted term −λ ·
∆Q(ni, cnew) in Equation 18 is non-negative and
acts as a merging bias toward existing communities,
whose magnitude is controlled by λ. Two limiting
regimes are instructive:

• λ → 0 (highly plastic regime): The
merging bias vanishes, and ∆M reduces
to the maximum modularity gain over
existing communities. Whenever no existing
community yields a positive gain, ∆M
becomes negative and the new node spawns
its own singleton community, making the
network structurally adaptive to novelty.

• λ → ∞ (static regime): The merging bias
dominates, driving ∆M strongly positive
for nearly any incoming node. Each new
node is almost always absorbed into the
most compatible existing community, and the
network recovers its original static behavior
in which no new communities are formed.

Intermediate values of λ therefore trace a
continuous spectrum between these two extremes,
and selecting an appropriate value is critical for
preserving the semantic coherence of communities
while admitting genuine novelty.

K Comparison of Sampling Baselines

To validate the effectiveness of our multiplex
network, we compared STAR-Teaming’s strategy
sampling mechanism against two baselines. The
first is a Cosine Similarity-based Retrieval method,
which uses the text-embedding-3-small model to
retrieve a strategy associated with the most similar
past response, but without any network structure or
probabilistic optimization. The second is a Multi-
Armed Bandit (MAB) that employs an epsilon-
greedy algorithm (ϵ=0.1), using the scorer’s score
as the reward signal.

All comparative experiments were conducted
under the same setting as in the main script, using
Llama2-7b-chat-hf as the target model to ensure a
fair comparison.

Sampling Method ASR (%)

Cosine Similarity 65.0
Multi-Armed-Bandit 69.0
STAR-Teaming 71.0

Table 7: Comparison of ASR on Llama2-7b-chat-hf
across different strategy sampling methods.

As shown in Table 7, STAR-Teaming achieved
the highest performance with an ASR of
71.0%. This represents a 6.0% improvement
over Cosine Similarity-based Retrieval and a
2.0% improvement over the MAB baseline. This
performance gain demonstrates that explicitly
modeling the structural relationships between
communities of strategies and responses leads
to more efficient vulnerability exploration than
relying on the similarity of individual responses
or a general adaptive learning algorithm.

L Scorer Human Agreement

As discussed in the Limitations (Section 5),
STAR-Teaming relies heavily on an LLM-based
Scorer to evaluate attack success and update
the strategy network. To validate the reliability
of this automated evaluation, we assessed the
alignment between our Scorer’s judgments and
human annotations. We utilized two high-quality
safety datasets: BeaverTails (Ji et al., 2023) and
WildGuard (Han et al., 2024), both of which
provide ground-truth labels (Safe vs. Unsafe) for
prompt-response pairs.

For this evaluation, we fed the prompt-response
pairs from the datasets into our Scorer and
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categorized the resulting scalar scores (1-10) into
three intervals: Low (< 5), Medium (5 ≤ score <
8.5), and High (≥ 8.5). We then calculated the
distribution of human ground-truth labels within
each interval. A robust scorer should assign low
scores to human-labeled ’Safe’ responses (typically
refusals) and high scores to ’Unsafe’ responses
(successful jailbreaks).

Table 8 presents the agreement analysis. The
results demonstrate a strong correlation between
our Scorer’s ratings and human judgments:

First, in the high-score interval (≥ 8.5), which
STAR-Teaming classifies as a successful attack,
our Scorer exhibits exceptional precision. On the
BeaverTails dataset, 95.1% of the responses in
this range were labeled as Unsafe by humans.
Similarly, on WildGuard, 82.2% were confirmed
as Unsafe. This indicates that when our system
claims a jailbreak, it is highly likely to be a
genuine vulnerability. Second, refusal Detection:
In the low-score interval (< 5), the Scorer
effectively identifies failed attacks. On WildGuard,
which explicitly focuses on refusal detection,
96.7% of the low-scoring responses were human-
labeled as Safe. Finally, comparison with Baselines:
We compared our Scorer against the scoring
mechanism used in AutoDAN-Turbo. As shown
in the table, STAR-Teaming achieves comparable
or superior alignment, particularly in distinguishing
clear safety violations (High score range) and safe
refusals (Low score range).

These findings quantitatively support that our
automated Scorer serves as a reliable proxy for
human evaluation, minimizing false positives in
jailbreak detection.

model score
BeverTails WildGuard

Safe Unsafe Safe Unsafe

STAR-
Teaming

score < 5 70.7% 29.3% 96.7% 3.3%
5≤ score < 8.5 19.0% 81.0% 65.9% 34.1%

8.5 ≤ score 4.9% 95.1% 17.8% 82.2%

AutoDAN-
Turbo

score < 5 63.0% 37.0% 93.7% 6.3%
5≤ score < 8.5 24.1% 75.9% 78.8% 21.2%

8.5 ≤ score 5.2% 94.8% 40.4% 59.6%

Table 8: Human agreement analysis of the Scorer. We
categorized the Scorer’s outputs into three ranges and
measured the proportion of Human Safe and Unsafe
labels within each range using the BeaverTails and
WildGuard datasets. Higher percentages of Unsafe in
the high-score range (≥ 8.5) and Safe in the low-
score range (< 5) indicate better alignment with human
judgment.

L.1 Ensemble Scorer Analysis

Although the single-scorer reliability analysis in
Table 8 already demonstrates close alignment
with human judgments, STAR-Teaming ultimately
depends on a single LLM evaluator, which raises
a natural concern about single-point failure. To
examine whether scorer ensembling can mitigate
this risk, we implement a 3-LLM Ensemble Scorer
based on majority voting over claude-3-haiku,
gemini-2.5-flash, and gpt-4.1-mini, drawn
from distinct model families to diversify judgment
behavior. Evaluation is conducted under the
same protocol used for the Single Scorer, using
BeaverTails (Ji et al., 2023) and WildGuard (Han
et al., 2024) as references, and we additionally
report the monetary cost per query to characterize
the practical trade-off (Table 9).

The Ensemble Scorer yields a modest but
consistent gain in the decision-critical high-score
range (≥ 8.5), improving Unsafe agreement
from 95.1% to 96.8% on BeaverTails and from
82.2% to 89.5% on WildGuard. However, this
comes at roughly 3.7× the per-query cost, which
compounds rapidly across the hundreds of scoring
calls required per seed in an iterative red-teaming
run. Given that the Single Scorer already achieves
> 95% agreement in the critical range, we retain
it as the default configuration for its favorable
cost-effectiveness, while viewing the Ensemble
Scorer as a complementary option for deployments
prioritizing judgment robustness over throughput,
such as final safety audits preceding model release.

M Stability Experiments

To ensure the reproducibility and robustness of
STAR-Teaming, we evaluated its performance
stability across different random initializations.
Since our framework involves probabilistic
sampling of strategies, it is crucial to verify that the
high Attack Success Rate (ASR) is not a result of a
fortuitous random seed but a consistent outcome of
the optimization process.

M.1 Random Seed Stability

We conducted independent attack runs using three
distinct random seeds for three representative
target models: Llama-2-7b-chat, Qwen3-8b, and
Gemma3-12b-it. Table 10 reports the mean ASR
and the standard deviation (σASR) derived from
these trials.

The results demonstrate a high degree of
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Scorer Score Range BeaverTails WildGuard Cost / Query
Safe Unsafe Safe Unsafe

Single Scorer (Ours)
Low (< 5) 70.7% 29.3% 96.7% 3.3%

6.45× 10−5Mid (5 ∼ 8.4) 19.0% 81.0% 65.9% 34.1%
High (≥ 8.5) 4.9% 95.1% 17.8% 82.2%

Ensemble Scorer (3 LLMs)
Low (< 5) 72.5% 27.5% 95.3% 4.7%

23.97× 10−5Mid (5 ∼ 8.4) 15.1% 84.9% 52.2% 47.8%
High (≥ 8.5) 3.2% 96.8% (+1.7) 10.5% 89.5% (+7.3)

Table 9: Comparison between the default Single Scorer and an Ensemble Scorer that aggregates claude-3-haiku,
gemini-2.5-flash, and gpt-4.1-mini via majority voting. Parenthesized values indicate the absolute
improvement in the Unsafe agreement rate within the High score range. Costs are reported in USD per query.

Target Model Mean ASR (%) σASR

Llama2-7b-chat 71.0 2.4
Qwen3-8b 71.5 2.4
Gemma3-12b-it 56.6 4.1

Table 10: Stability analysis of STAR-Teaming across
three random seeds. The table shows the mean
Attack Success Rate (ASR) and the standard deviation
(σASR) for each target model, indicating consistent
performance.

stability. The standard deviations are remarkably
low, ranging from 2.4% to 4.1%. For instance, on
Llama-2-7b-chat, the ASR fluctuated only slightly
around the mean of 71.0% (σ = 2.4). This minimal
variance indicates that STAR-Teaming consistently
converges to effective attack strategies regardless
of the initial seed, confirming the reliability of our
multiplex network-based optimization.

M.2 Cross-Model Stability

We evaluate the transferability of adversarial
prompts generated by STAR-Teaming across
different target models, as shown in Table 11.
The results highlight the exceptional generalization
of attacks generated from Llama-2-7b-chat,
which achieved high ASRs on all targets—even
surpassing direct optimization on Gemma3-12b-
it. Conversely, Llama-2-7b-chat remained robust
against attacks transferred from others. Within
the Qwen3 family, attacks from the larger 8b
model transferred effectively to the smaller 4b
model, while the reverse was less successful.
Overall, transferred prompts yielded significantly
higher ASRs than the direct baseline, confirming
that STAR-Teaming produces potent, generalized
attacks without requiring additional optimization
during inference.

Transfer Target→ Llama2-7b-chat Gemma3-12b-it Qwen3-4b Qwen3-8b
Original Target ↓ (transfer) (transfer) (transfer) (transfer)

Llama2-7b-chat 71.0 78.4 72.3 67.7
Gemma3-12b-it 33.8 56.6 74.6 64.4
Qwen3-4b 24.2 45.5 72.5 55.0
Qwen3-8b 30.0 54.5 71.5 72.0
Direct 0.8 46.6 18.8 17.6

Table 11: Cross-model transferability of attack prompts
generated by STAR-Teaming. Rows indicate the source
model used for optimization, and columns indicate the
target model being attacked. Diagonal values represent
direct STAR-Teaming performance. The Direct row
shows the success rate of unoptimized harmful prompts.

N Time Complexity Experiments

As discussed in the main text, STAR-Teaming
operates as a strategy-based multi-agent system
that iteratively refines attacks up to a maximum of
150 attempts. Given that such iterative processes
can be computationally intensive, evaluating
efficiency is as critical as evaluating attack success.
Table 12 presents a comparative analysis of
computational costs on the HarmBench dataset
against the Llama-2-7b-chat target. We report the
Attack Success Rate (ASR), the average number of
attack iterations (N̄(A)), and the average number
of tokens consumed per attack.

Model N̄(A) Used Tokens ASR Attacker Model

TAP 78.4 438.8 9.3 Gemma-1.1-7b-it
AutoDAN-Turbo 137.2 230.8 36.6 Gemma-1.1-7b-it
STAR-Teaming 61.1 164.0 71.0 Gemma-1.1-7b-it

Table 12: Comparison of time complexity and attack
performance. N̄(A) denotes the average number of
attack trials.

To ensure a fair comparison, all methods were
evaluated using the identical Attacker Model,
Gemma-1.1-7b-it. For the TAP baseline, each
single inference of the attack model was counted
as one iteration in N̄(A). The results demonstrate

29428



that STAR-Teaming is not only superior in terms
of ASR but also the most efficient in terms of
computational cost, requiring significantly fewer
tokens and trials than the baselines to achieve
higher success rates.

O Cross-Model Strategy Profile

To substantiate STAR-Teaming’s interpretability
claim, we compute the empirical success rate
of each strategy community against each target
model, using the best attempt per seed to
eliminate early-stopping bias. Figure 10 sorts
communities by their cross-model average success
rate, placing broadly effective strategies on the
left. The resulting profile reveals that model
families exhibit qualitatively distinct vulnerabilities
rather than a shared robustness ordering: even
the most universally potent communities succeed
only marginally against Llama-2-7b and Claude-
3.5-Sonnet while exceeding 20% on Gemma3-
12b, Qwen3-8b, and GPT-4o. This community-
level resolution—obscured when strategies are
treated atomically—offers direct guidance for both
attackers, who can identify minimal effective
subsets per target, and defenders, who can prioritize
adversarial training on the communities where their
model is most susceptible.

P Qualitative Results

This section includes records of experimental
attack response and score pipeline within the
STAR-Teaming framework.
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Figure 10: Cross-model strategy profile.
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Figure 11: Illustration of attack pipeline.
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Figure 12: Illustration of attack pipeline.
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Figure 13: Illustration of attack pipeline.
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Figure 14: Illustration of attack pipeline.
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Figure 15: Illustration of attack pipeline.
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