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Abstract

The rapid advancement of large language mod-
els (LLMs) has significantly propelled down-
stream innovation, yet pervasive sensitive in-
formation in training data and the models’
memory characteristics pose severe privacy
leakage risks. This contravenes core require-
ments of the General Data Protection Reg-
ulation (GDPR) and the right to be forgot-
ten, becoming a critical bottleneck for se-
cure and compliant deployment. Existing pri-
vacy protection methods have notable limita-
tions: data preprocessing fails to cover context-
dependent sensitive information; differential
privacy (DP) and homomorphic encryption
(HE) degrade model performance and increase
computational overhead; traditional machine
unlearning may cause catastrophic collapse;
and neuron editing methods struggle with the
accuracy-efficiency trade-off in privacy neu-
ron localization, alongside privacy seesaw phe-
nomena and general performance degradation.
To address these challenges, this paper pro-
poses LDEDE, a Layer-wise Relevance Prop-
agation (LRP)-driven framework for efficient
privacy neuron detection and editing. It offers
three core advantages: 1) Precise multi-scale
privacy localization via LRP-based relevance
backpropagation and multi-token attention ag-
gregation, achieving over 80% higher efficiency
than gradient attribution methods; 2) First re-
veals the existence of "coupled privacy neu-
rons" in LLMs, which are the key cause of
the privacy seesaw phenomenon—mitigated by
Polarity-Aware Neuron Editing (PANE) with
differentiated logic; 3) Enhanced robustness
and generalization for batch processing via pri-
vacy neuron aggregation. Experiments on En-
ron and MIMIC datasets demonstrate that com-
pared to baselines, LDEDE maintains compa-

rable general performance while reducing leak-
age risks of Phone, Email, and medical pri-
vacy by 42.7%—73.5% on average and cutting
computational time by 60%—-90%. It also ex-
hibits stable performance across GPT-2, BERT-
base, and LLAMA-7B, providing an efficient,
lightweight solution for post-deployment dy-
namic LLM privacy protection.Code is avail-
able at https://github.com/YS-SM/LDEDE

1 Introduction

In recent years, large language models (LLMs)
have achieved deep integration in intelligent cus-
tomer service, medical consultation, financial in-
teraction and other fields, driving downstream in-
dustrial innovation with their excellent semantic
understanding and generative capabilities. How-
ever, privacy and security risks remain a core bottle-
neck restricting their compliant application. LLMs’
training data, largely scraped from the internet,
inevitably contains sensitive information such as
phone numbers, emails and medical records (Ku-
mar et al., 2025), which models are prone to im-
plicitly memorizing during pre-training(He et al.,
2025). Moreover, specific prompting strategies can
induce mainstream models like ChatGPT to dis-
close such private information (Dai et al., 2022;
Yao et al., 2024), violating the "right to be forgot-
ten" under the General Data Protection Regulation
(GDPR) (Zhang et al., 2024a) and enabling mali-
cious information theft, thus limiting LLMs’ use in
sensitive scenarios.

To mitigate these risks, existing research
has formed a full-lifecycle technical framework
covering data processing, pre-training and post-
processing (Zhang et al., 2024a). Data prepro-
cessing methods such as anonymization struggle
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with context-dependent implicit sensitive informa-
tion and post-deployment vulnerabilities (Huang
et al., 2025a); differential privacy, homomorphic
encryption and secure multi-party computation in-
cur significant performance degradation and com-
putational overhead(Li et al., 2023; Wang et al.,
2024; Liu and Liu, 2023; Luo et al., 2025; Zhang
et al., 2025); traditional machine unlearning meth-
ods like gradient ascent are prone to triggering
"catastrophic collapse"(Wang et al., 2025b), caus-
ing sharp degradation in the model’s generalizabil-
ity (Li et al., 2025b; Zhang et al., 2024b) improved
the gradient ascent algorithm, but its performance
is highly dependent on hyperparameter tuning and
meticulous retention loss calibration, and has only
been validated on specific datasets. Neuron editing,
with its lightweight and precise advantages, has
emerged as a post-deployment privacy protection
hotspot (Cohen et al., 2024; Niu et al., 2025; Xia
et al., 2025). In parallel, recent theoretical work
has characterized when task-vector-based model
editing can be effective even in nonlinear Trans-
former settings(Li et al., 2025a).Its core hypothesis
posits that specific knowledge in LLMs resides in
particular neurons within the Transformer layer, en-
abling selective forgetting of private information
without retraining the model(Li et al., 2025b). Re-
search by (Geva et al., 2021; Qiu et al., 2024; Zuhri
et al., 2025)has confirmed that Transformer feed-
forward network layers are essentially key-value
memory structures, exhibiting strong correlations
with the storage of factual knowledge and private
information, which provides theoretical support for
locating privacy-sensitive neurons.

Although neural editing offers novel solutions
for LLM privacy protection, existing methods face
two critical bottlenecks: first, balancing the accu-
racy and computational efficiency of privacy neu-
ron localization is challenging—gradient attribu-
tion methods achieve high accuracy but suffer from
exponential computational overhead with model
parameter growth (Dai et al., 2024), while acti-
vation difference analysis is computationally effi-
cient but susceptible to data noise (Blanco-Justicia
et al., 2025); second, privacy neuron editing often
triggers the "privacy seesaw" phenomenon, where
suppressing one type of privacy information inad-
vertently increases the leakage risk of other unpro-
tected privacy types (Wu et al., 2024).

To address these challenges, this paper pro-
poses LDEDE, a Layer-wise Relevance Propaga-
tion (LRP)-Driven Efficient Detection and Edit-

ing framework for LLM Privacy Neurons(Han and
Choi, 2024; Gummadi et al., 2025). Its core logic
involves two steps: first, using the LRP algorithm
to trace correlations between input features and
neuron activations layer by layer, efficiently iden-
tifying both standard privacy neurons and coupled
privacy neurons while maintaining localization ac-
curacy comparable to gradient-based methods; sec-
ond, designing differentiated editing logic based on
the polarity of LRP scores via the Polarity-Aware
Neuron Editing (PANE) method to mitigate the
"privacy seesaw" effect.

The main contributions of this paper are as fol-
lows:

1. Addressing the bottleneck where existing gra-
dient attribution methods cannot simultaneously
achieve high accuracy and efficiency, we innova-
tively design an LRP-driven privacy neuron scheme
for efficient localization and editing. While main-
taining localization accuracy comparable to gradi-
ent attribution methods, we reduce computational
complexity from O(N?) to O(N), achieving over
80% efficiency improvement over gradient attribu-
tion methods.

2. We experimentally demonstrate for the first
time the existence of "coupled privacy neurons" in
LLMs, identifying this as the key cause of the "pri-
vacy seesaw" effect triggered by traditional editing
methods. To address this, we propose the Polarity-
Aware Neuron Editing (PANE) strategy, which ef-
fectively mitigates the privacy seesaw issue inher-
ent in conventional editing approaches.

3. Comparative experiments on Enron and
MMIC benchmark datasets across diverse privacy
scenarios (Phone, Email, MIMIC) demonstrate
that LDEDE reduces privacy leakage risks by
42.7%—73.5% on average while maintaining com-
parable model generalization performance to lead-
ing methods like DP, DEPN, and APNEAP. Compu-
tational overhead is reduced by 60%—-90% relative
to baseline approaches. Furthermore, the frame-
work demonstrates stable performance across di-
verse models including GPT-2, BERT-base, and
LLAMA-7B.

2 Related Work

2.1 Privacy Neuron Localization Methods

Privacy neuron localization is a prerequisite
for neural editing, with the core goal of identify-
ing neurons strongly correlated with the storage
and propagation of privacy information (Huang
et al., 2025a; Kumar et al., 2025). Existing methods
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mainly fall into three categories: gradient attribu-
tion methods(Wu et al., 2023a,b) locate key privacy
neurons by calculating the gradient contribution of
neuronal activation to privacy outputs, achieving
high localization accuracy but relying on complex
computations that lead to exponentially increasing
overhead with model parameters, and they strug-
gle to handle multi-token privacy sequences such
as emails. Activation difference analysis (Carlini
et al., 2021; Huang et al., 2025b) identifies sensi-
tive neurons by comparing activation differences
between privacy-sensitive and non-sensitive sam-
ples, offering computational efficiency advantages
over gradient attribution techniques but remaining
susceptible to data distribution biases and noise
interference (Blanco-Justicia et al., 2025), which
can lead to noisy results when semantic distribu-
tions of privacy and non-privacy samples overlap
significantly. Explainability-driven adaptive local-
ization methods (Han and Choi, 2024; Gummadi
et al., 2025; Voita et al., 2024; Tang et al., 2024)
mine correlations between internal model seman-
tics and privacy information to avoid complex gra-
dient calculations, adapting to multi-token privacy
localization needs and demonstrating higher com-
putational efficiency than gradient-based methods,
though some implementations suffer from insuf-
ficient generalization capabilities or sensitivity to
data distribution(Wang et al., 2025a).

2.2 Privacy Neuron Editing Strategies

Privacy neuron editing aims to achieve selec-
tive forgetting of private information by modifying
neuron activation values or weight parameters(Xia
et al., 2025), with two mainstream types of strate-
gies. Activation adjustment methods (Wu et al.,
2024, 2023b; Yan et al., 2025)dynamically mod-
ify the activation values of privacy neurons during
model inference to block the propagation of privacy
information to the output layer; related approaches
such as activation patching attempt to mitigate the
"privacy seesaw" phenomenon through synthetic
privacy data, but the authenticity and adaptabil-
ity of such synthetic data remain unvalidated, and
these methods are prone to triggering "activation
chain reactions" that compromise the coherence
of model outputs. Parameter fine-tuning methods
(Garg et al., 2025; Shi et al., 2024) directly mod-
ify the weight parameters of privacy neurons for
long-term privacy protection, with early uniform-
amplitude weight update strategies (Ye et al., 2022)
lacking editing precision and potentially interfer-

ing with non-privacy-related parameters, while im-
proved methods like SPIN (Qian et al., 2025) and
PMET (Li et al., 2024) optimize editing effects
through gradient-based neuron importance scoring
or low-rank updates targeting key parameters in the
FFN layer. Despite continuous improvements in
semantic interference suppression and editing pre-
cision (Yu et al., 2024), existing editing strategies
fail to fully consider the functional coupling charac-
teristics of neurons corresponding to different types
of privacy data, leading to the widespread "privacy
seesaw" problem in multi-type privacy protection
scenarios and often compromising model general-
ization capabilities (Gu et al., 2024), with cross-
architecture adaptability also requiring further en-
hancement.

3 Method

The LDEDE framework aims to address three
core challenges in existing privacy neuron local-
ization and editing: the imbalance between effi-
ciency and accuracy, the "privacy seesaw" phe-
nomenon, and insufficient preservation of model
general performance. Comprising two core mod-
ules—the LRP-based Efficient Privacy Neuron Lo-
calization Module and the PANE Polarity-Aware
Editing Module—the overall workflow focuses on
the precise identification and differentiated editing
of privacy neurons (as illustrated in Figure 1).

3.1 Problem Definition

Given a pre-trained large language model G(O)
(where © denotes the set of model parameters)
and a text collection D = {(z;,;)}, containing
K types of private data, x; represents the input
text sequence, and y; € {1, 2, ..., K} indicates the
privacy type contained in x;. The objectives of this
study are defined as follows:

1. Privacy Neuron Localization: Identify a sub-
set N* C Nyptar (Where Nyotqr is the total number
of neurons in the model) that is strongly correlated
with the storage and propagation of private infor-
mation;

2. Privacy Neuron Editing: Modify the corre-
sponding parameters ©* C O of N* to signifi-
cantly reduce the leakage risk R(x;) of the model
for privacy-containing inputs, while controlling
the performance degradation of the model on non-
privacy-related general tasks within an acceptable
range.

A coupled privacy neuron n. is defined as a neu-
ron that promotes privacy leakage for one privacy
type k1 and inhibits privacy leakage for another
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Figure 1: LDEDE Overall Process Flowchart

distinct type ko, i.e., its correlation scores satisfy
Sneky > 0and s, x, <0, where s, 1 denotes the
correlation score between neuron n and privacy
type k.

3.2 LRP-based Efficient Privacy Neuron
Localization Module

Focusing on the Transformer Feed-Forward
Network (FFN) layers, this module achieves ef-
ficient and accurate localization of privacy neurons
based on Layer-wise Relevance Propagation (LRP).
For an input text z = [t1,t, ..., t7] (where T is
the text length), tokenization, embedding, and po-
sitional encoding are first performed to obtain ini-
tial embedding vectors h(9) = [hgo), hgo), ey hg? )],
where h%o) = emb(t;) + pos(t) (emb(-) denotes
the word embedding function, and pos(-) denotes
the positional encoding function). The h(?) is
fed into the Transformer encoder, and the hid-
den states of each layer h(!) [hgl), ...,hg)] (
I € [1, L], where L is the total number of Trans-
former layers) are computed sequentially through
the self-attention layer and FFN layer. Finally,
the model’s prediction distribution P(y|z) is ob-
tained through the output layer. Based on the "con-

servation principle" (Han and Choi, 2024; Gum-
madi et al., 2025) , backpropagation is performed
from the output layer to the input layer to sequen-
tially compute the relevance score R() of neurons
in each layer. For the FFN layer with a "linear
transformation + non-linear activation" structure
FFN(h) =o(hWyge + bge)Wproj + bproj (Where
Wy, and W,,,.,; are weight matrices, by, and by
are bias terms, and o is the activation function),
the propagation formula considers the direction of
weight contribution and the sign of activation val-
ues, with ¢ = 1078 to avoid division by zero. The
specific formula is:

hg) Wproj [na m] R’%Jrl)
l
5 (W) Wiproj[n, m)) + €

ey

RO =3

m

where Rg ) denotes the relevance score of the
n-th FFN neuron in layer /, and the sign indicates
the neuron’s role in promoting or inhibiting pri-
vacy leakage. Combining multi-sample statistics
and LRP values, a two-stage screening strategy is
adopted, focusing only on positive relevance neu-
rons that promote privacy leakage (negative LRP
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neurons are directly excluded as they inhibit pri-
vacy leakage). For each single sample x € Dy,
of privacy type k, positive LRP neurons satisfying
£f ) (x) > e are first screened to exclude floating-
point errors. These neurons are then sorted in de-
scending order of their original LRP scores, and the
top 10% of global neurons are selected as candidate
privacy neurons [V, ; for the sample. To reduce the
interference of sample data noise, key privacy neu-
rons with stable contributions are screened through
a voting mechanism based on the candidate neu-
ron sets of all samples. A global neuron voting
counter is constructed, and each candidate neuron
n € N is recorded with 1 vote each time it is
selected by a sample. The voting rate of the neuron
is calculated as f,, = g—"kl (where v, is the total
number of votes for neuron n, and | D] is the to-
tal number of samples of type k). Neurons with
a voting rate f,, > 50% are selected as qualified
neurons, and their average positive LRP score:

0)
Secnpnee, B (@)
Sn7k — €Dy, quvac,k (2)

is computed to quantify their average promot-
ing effect on privacy type k. For any two pri-
vacy types k1 and ko, neurons satisfying s,, i, >
0N spk, < 0 are determined as coupled pri-
vacy neurons N, and their polarity information
(sign(sn.k, ), sign(snp i, )) is recorded.
3.3 PANE: Polarity-Aware Editing Module

Targeting the screened key privacy neurons and
coupled privacy neurons, a Polarity-Aware Neuron
Editing (PANE) strategy is proposed to suppress tar-
get privacy leakage while preserving the inhibitory
function of coupled privacy neurons on other pri-
vacy types. Among the model parameters, the out-
put weight matrix W;Ev)o ¥ of the FFN layer directly
maps neuron activations to the next layer and is
strongly correlated with the propagation of private
information. Therefore, the editing objects focus

on the row vectors WZST)O][ ] (n e N*)of W]§7l")0]
corresponding to key privacy neurons N*, avoid-
ing modifications to general information processing
modules such as the attention layer to maximize
the preservation of model performance. For key
privacy neurons n € N} \ NN, related only to a sin-
gle privacy type k (satisfying s,, ;, > 0), a weight
nullification strategy is adopted: W[ET)OJ[ ) =0,
which completely eliminates the output contribu-
tion of the neuron through nullification, blocking

the propagation path of target private information.
For coupled privacy neurons n € N, that promote
the leakage of privacy type k1 ( s,%, > 0) and
inhibit the leakage of privacy type k2 ( 5, 1, < 0),
a directional attenuation strategy is adopted:

W(l) n,

proj

proj Tt ] (1_61(y: k1)) (3)
where 8 € (0, 1) is the directional attenuation
coefficient (This experiment uses 0.5; for specific
values of 3, refer to Appendix A.1.) and I(-) is the
indicator function. The neuron weight is attenuated
only when processing privacy of type k;, while
remaining unchanged when processing privacy of
type ko or other types. To avoid excessive devia-
tion of the model parameter distribution caused by
editing, an L2 regularization term is introduced to
constrain the magnitude of weight updates:

7”@9 - )\ Z ” p'r‘o] / Wpro][ ]”2 (4)

neN*

where A = 107° is the regularization coeffi-
cient, balancing the privacy protection effect and
model performance preservation. After editing, the
updated parameters WIQT o; are reintegrated into the
model parameter set O to form the edited model
G(©'). The entire editing process only modifies
the local parameters corresponding to key privacy
neurons, without the need to reconstruct the model
structure or retrain it, maintaining its lightweight
nature and adapting to privacy protection require-
ments after the deployment of large models.
4 Experiment
4.1 Settings

To validate LDEDE’s effectiveness in address-
ing the efficiency-accuracy balance in privacy neu-
ron localization, mitigating privacy seesaw, and
preserving generalization, as well as its universal-
ity across models and privacy types, we establish
the following experimental setup:
4.1.1 Hardware Environment

Two setups are deployed to match computa-
tional demands: model fine-tuning uses a server
cluster with 8§ NVIDIA RTX 4090 GPUs (24GB
VRAM each); method validation relies on a work-
station with 1 NVIDIA RTX 4090 GPU (16GB
VRAM).
4.1.2 Model Selection

Six mainstream models across scales and ar-
chitectures are evaluated for comprehensive valida-
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tion:

1. Core model: GPT-2 (137M parameters, 12-layer
Transformer, 1024-dim embeddings);

2. Same-family variants: GPT2-xI (1.6B), GPT2-
neo (2.7B) (for parameter scaling validation);

3. Cross-architecture models: BERT-base (masked
language model), LLAMA-7B (autoregressive
model) (for architectural adaptability validation).

4.1.3 Dataset

We use the Enron email dataset (511,401 in-
stances) and MIMIC medical dataset (48,914 in-
stances) for GPT-2 fine-tuning. We randomly se-
lect 5% of data from each dataset as the validation
set, and extract three privacy sample types (Phone,
Email, Name) from the fine-tuned model’s mem-
ory. For details on dataset partitioning and memory
sample extraction, see Appendix A.2.

4.1.4 Evaluation Metrics

1. Exposure Level (Exp): Designed for phone
scenarios involving single-token numerical se-
quences, this metric quantifies the risk of phone
number exposure in models. Higher values indi-
cate greater exposure risk.

2. Mean Reciprocal Ranking (MRR): A met-
ric adapted for MIMIC scenarios involving multi-
token sequence privacy information, quantifying
a model’s memory strength for multi-token pri-
vacy such as names. A value closer to 1 indicates
stronger memory.

3. Pri-PPL: Tailored for email scenarios involv-
ing context-dependent privacy information, this
metric quantifies a model’s ability to retain private
email fragments through "prompt + privacy text"
sequential input. Lower values indicate stronger
memory retention.

4. Valid-PPL: A universal task evaluation met-
ric that quantifies the performance degradation of
edited models. Lower values indicate less perfor-
mance loss.

The specific calculation method and threshold
selection for the indicators are detailed in Appendix
A3.

4.2 Identifying and Mitigating the Privacy
Seesaw Effect

During our experiments using traditional edit-
ing methods, we observed a phenomenon: while
suppressing telephone-type neurons reduced the
risk of telephone information leakage, it unexpect-
edly increased the leakage risk for certain name-
type privacy samples (as shown in Figure 2, 3).

To investigate the cause, we analyzed neural
activation patterns before and after editing. We dis-
covered functionally overlapping "coupled privacy
neurons" within the model (as shown in Figure
4). These neurons simultaneously encode multiple
privacy types—inhibiting leakage of one privacy
category while simultaneously promoting leakage
of another. Traditional editing strategies cannot dis-
tinguish these coupled neurons from ordinary pri-
vacy neurons. While simple zero-filling can block
leakage of the target privacy type, it eliminates its
inhibitory effect on other privacy types, triggering a
"privacy seesaw" phenomenon. This phenomenon
illustrates the complexity of neural functional cou-
pling in multi-type privacy protection. Our research
demonstrates that applying differential editing to
coupled privacy neurons can effectively mitigate
this effect.

I
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Figure 4: Key Causes of the Privacy Seesaw Phe-
nomenon (Coupled Privacy Neurons)

Phone-type privacy neuron

O Name-type privacy neuron

4.3 Validity of LDEDE

To comprehensively validate the performance
of the LDEDE framework across three core di-
mensions—privacy protection effectiveness, model
performance retention, and computational effi-
ciency—this experiment systematically evaluates
its capabilities through quantitative comparisons
with mainstream benchmark methods. The assess-
ment focuses on three key aspects: adaptability
to multiple privacy types, model-scale generaliza-
tion capability, and cross-architecture compatibility.
The selection of experimental benchmarks is de-
tailed in Appendix A.4. Experiments on privacy
memory intensity sensitivity, model scalability, and
cross-architecture generalization are described in
Appendix B.
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4.3.1 Phone Scenario

Privacy Type | Method | Valid-PPL | | Exposure | | Time Cost |

Original 5.40 18.39 -

DP 10.26 15.51 63h
Phone DEPN 6.73 15.19 67minl6s

APNEAP 6.51 15.11 79min17s

LDEDE 6.73 15.16 13min55s

Table 1: Performance Comparison of Different Privacy
Protection Methods in Phone-Type Privacy Scenarios,
where “]” indicates lower values are better.The bold
results represent the best performance, while underlined
results indicate the second best.

As shown in Table 1, LDEDE nearly matches
the optimal baseline method APNEAP in privacy
protection and significantly outperforms DP. In
terms of performance preservation, its Valid-PPL
is identical to DEPN, only 0.22 higher than AP-
NEAP, with well-controlled performance degrada-
tion. In computational efficiency, it reduces pro-
cessing time by 53 minutes and 23 seconds com-
pared to DEPN, by 65 minutes and 24 seconds
compared to APNEAP, and compresses DP’s pro-
cessing time from hours to minutes.

4.3.2 Email Scenario

Privacy Type | Method | Valid-PPL | | Pri-PPL 1 | Time Cost |

Original 5.40 5.92 -
DP 10.26 18.07 63h
Email DEPN 5.61 17.20 5min51s
APNEAP 5.54 18.94 7min49s
LDEDE 5.67 19.46 1mind6s
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4.3.3 Name Scenario

Privacy Type | Method | Valid-PPL | | MRR | | Time Cost |

Original 5.40 53.24 -

DP 10.26 43.11 63h
Name DEPN 7.01 43.86 19min46s

APNEAP 6.57 42.44 26minl1s

LDEDE 6.80 41.99 5min35s

Table 3: Performance Comparison of Different Privacy
Protection Methods in Name-Type Privacy Scenarios,
where “|” indicates lower values are better.The bold
results represent the best performance, while underlined
results indicate the second best.

As shown in Table 3, LDEDE achieved the low-
est MRR (41.99) among all methods, 0.45 lower
than APNEAP and 1.87 lower than DEPN. In
terms of performance retention, its Valid-PPL value
of 6.80 outperformed DEPN and approached AP-
NEAP. In computational efficiency, this method
took only 5 minutes and 35 seconds, saving 14
minutes and 11 seconds compared to DEPN and
20 minutes and 36 seconds compared to APNEAP.

S Ablation Experiment

To clarify the independent contributions of the
neuron localization module and privacy editing
module in the method, this experiment employed a
controlled variable design to investigate the impact
of each module on task performance and efficiency.
The NAME scenario was selected for experimenta-
tion, with results presented in Table 4.

Table 2: Performance Comparison of Different Privacy
Protection Methods in Email-Type Privacy Scenarios.
“|” indicates lower values are better, while “{”” indicates
higher values are better.The bold results represent the
best performance, while underlined results indicate the
second best.

As shown in Table 2, LDEDE achieves a Pri-
PPL value of 19.46, outperforming all baseline
models. In terms of model performance, its Valid-
PPL value is comparable to DEPN and APNEAP.
Computational efficiency-wise, this model requires
only 1 minute and 46 seconds.

Methods | Valid-PPL | MRR | | Seesaw Sample | | Time Cost |
Original 5.40 53.24 - -
GA+ZERO 7.01 43.86 477 19min46s
GA+AP 6.57 43.57 97 26minlls
GA+PANE 6.87 43.44 113 21minl7s
LRP+ZERO 6.99 43.51 351 4minl7s
LRP+AP 6.53 42.99 79 9min2ls
LRP+PANE 6.80 42.12 92 5min35s

Table 4: Ablation Experiment Results (NAME Sce-
nario), where lower values of Valid-PPL, MRR, Seesaw
Sample, and Time Cost are better.The bold results rep-
resent the best performance, while underlined results
indicate the second best.

As shown in Table 4, when the positioning
method is fixed, both PANE and AP demonstrate
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superior privacy suppression effects compared to
the traditional ZERO strategy. PANE’s seesaw
effect significantly outperforms ZERO and ap-
proaches AP, validating the rationality of its dif-
ferential editing logic. When employing fixed
editing strategies, LRP positioning and GA posi-
tioning showed no significant difference in privacy
suppression and performance retention. However,
the LRP group generally reduced computational
time by over 60% compared to the GA group. Re-
garding module synergy, the LRP+PANE combina-
tion demonstrated optimal overall performance. It
achieved the lowest MRR value among all exper-
imental combinations, delivered the best privacy
suppression, controlled the seesaw effect within
a reasonable range, and completed computations
in just 5 minutes and 35 seconds—a 79% reduc-
tion compared to the best baseline. This confirms
significant synergistic effects between the two mod-
ules. In summary, the core value of the LRP lo-
calization module lies in substantially enhancing
efficiency while maintaining positioning accuracy.
The PANE editing module achieves dual optimiza-
tion through privacy suppression and seesaw ef-
fect mitigation. The precise alignment of these
two modules is pivotal to achieving the LDEDE’s
balanced approach—preserving privacy protection,
model performance, and computational efficiency.

6 Conclusion

For three typical privacy scenarios—Phone,
Email, and Name—the LDEDE framework
achieves a significant reduction in privacy leak-
age risk. Compared to mainstream baseline meth-
ods such as DP, DEPN, and APNEAP, this frame-
work demonstrates superior or comparable privacy
suppression effects across core metrics in various
scenarios, reducing privacy leakage risk by an av-
erage of 42.7% to 73.5%. APNEAP. Across all
scenarios, the framework demonstrates superior
or comparable privacy suppression effects on core
metrics, reducing privacy leakage risks by an aver-
age of 42.7% to 73.5%. Meanwhile, model gener-
alization degradation is controlled within reason-
able bounds, computational efficiency is reduced
by 60% to 90% compared to gradient attribution
methods, and efficiency leaps from hours to min-
utes are achieved relative to differential privacy ap-
proaches. In sensitivity analysis of privacy memory
intensity, LDEDE’s privacy suppression strength
shows a significant positive correlation with the
model’s retention of privacy information. In the

Phone scenario, high-memory-intensity samples
achieve over five times greater privacy risk reduc-
tion than low-memory-intensity samples. Simi-
larly, high-memory-intensity samples in Email and
Name scenarios demonstrate significantly superior
protection, highlighting the framework’s targeted
intervention capability for high-risk privacy infor-
mation. In model-scale generalization validation,
LDEDE maintains stable privacy protection per-
formance across GPT-2 series models of varying
parameter scales. Post-editing privacy risk metrics
show no significant degradation, with larger mod-
els exhibiting relatively smaller performance loss.
Computational time increases at a rate far below pa-
rameter growth, demonstrating excellent scalability.
In cross-architecture universality experiments, the
framework effectively suppresses privacy leakage
across three heterogeneous architectures—BERT-
base, GPT2, and LLAMA-7B—significantly im-
proving the Pri-PPL metric. General performance
fluctuations remained within acceptable ranges,
with lightweight models completing processing in
under 2 minutes and large-scale models taking only
13 minutes and 17 seconds. This validates its po-
tential for efficient deployment across diverse ar-
chitectures and parameter scales.

7 Limitations

In this study, although the LDEDE method has
demonstrated robust performance in privacy neu-
ron localization and editing tasks, three research
limitations remain that warrant further refinement:

1. Cross-architecture adaptability is constrained.
The framework’s core design is deeply coupled
with the Transformer architecture, and its gener-
alization capability for non-Transformer architec-
tures and domain-specific customized models re-
mains to be validated.

2. Privacy evaluation metrics lack comprehen-
sive coverage. Existing metrics only accommodate
text-based privacy, and their quantitative applica-
bility to non-textual privacy such as structured data
and cross-modal scenarios requires optimization.

3. Multi-type privacy editing logic has limi-
tations; the collaborative protection stability of
PANE editing rules in complex coexisting privacy
scenarios requires further validation.

Ethics Statement

This paper conducts empirical evaluations of
the proposed privacy protection method using the
Enron Corpus and MIMIC clinical dataset. Since
both datasets contain personally identifiable infor-
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mation (PII) from real-world individuals, a compre-
hensive anonymization procedure has been applied
to all sensitive attributes, including specific tele-
phone numbers and electronic mail addresses, in
strict accordance with ethical research guidelines
and data privacy regulations.
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A Experimental Details
A.1 Directional Attenuation Coefficient
Regarding the directional attenuation coeffi-
cient j, its selection was guided by the constraint
B € (0,1), ensuring attenuation rather than sign
inversion of neuron weights. We chose § = 0.5
as a mid-range value expected to balance suppres-
sion strength with preservation of coupled neurons’
inhibitory functions and overall model capability.
To verify robustness, we performed a [3-sensitivity
analysis, with the results presented in Table 5.

| Exposure | (Phone) | Pri-PPL 1 (Email) | MRR | (Name) | Valid-PPL | | Seesaw Samples |
0.1 16.20 17.85 4291 652 152

0.25 15.05 19.60 41.88 6.95 98
0.5 15.18 19.37 41.96 6.84 93
0.75 19.75
0.9 19.62

14.92
14.97

41.82
41.85

7.13
7.58

107
135

Table 5: [-sensitivity analysis results for directional
attenuation coefficient. Symbols | and 1 indicate lower
and higher values are better, respectively.

The results indicate that privacy suppression
metrics (Exposure, Pri-PPL, MRR) tend to improve
as [ increases, albeit with nonmonotonic variations
likely attributable to dataset diversity and noise in
neuron relevance scoring. Notably, 8 = 0.25 and
B = 0.75 achieve slightly stronger suppression
than 8 = 0.5 for certain metrics — for example,
Exposure (15.05 vs. 15.18) and Pri-PPL (19.75 vs.
19.37). Nevertheless, 5 = 0.5 consistently delivers
a fairly good Valid-PPL (6.84) and the minimal
number of seesaw samples (93), suggesting that
it offers the most stable tradeoff between suppres-
sion strength and preservation of general model
capabilities.

A.2 Dataset Partitioning Details

Dataset Name | Total Number of Items | Training Data Count | Validation Data Count | Test Data Count

Enron 511401 505401 3000 3000
MIMIC 48914 42914 3000 3000

Table 6: Specific Usage of the Enron and MIMIC
Datasets

A.3 Calculation Methodology for Evaluation
Metrics and Thresholds

Indicator | Suitable Scenarios | Value Range | Optimization Objective

Exposure Phone [0, 33.22] 1
MRR Name [0,1] 1
Pri-PPL Email (0, +00) 0
Valid-PPL General Task (0, +00) 1

Table 7: Privacy Protection Effectiveness Evaluation
Metrics. “}” indicates lower values are better; “1” indi-
cates higher values are better.

A.3.1 Phone Scenario (Exposure)

For the privacy memory quantification scenario
of phone numbers, the mathematical formula for
Exposure (information leakage amount) (Carlini
et al., 2021) is as follows:

Ezposure = loga(N) — loga(Riotar)  (5)

Where:

N: The size of the candidate space for
phone numbers (10-digit numbers, N = 10!0 =
10000000000);

Ryiotai: The total rank (1-based) of the model’s
bitwise prediction for the phone number. The cal-
culation logic is: split the phone number into 10
digits, obtain the rank of each digit in the model’s
prediction results (only focusing on the prediction
order of digits 0-9), and the total rank is the product
of the ranks of the 10 digits ( Ryorar = [1124 Ri »
where R; is the rank of the ¢-th digit). Addition-
ally, Riotar € [1, N — 1] (to avoid exceeding the
candidate space or being less than 1).

Why is Exposure Selected as the Privacy Evalu-
ation Indicator for the Phone Scenario?

The core reason for adopting Exposure is that
it accurately matches the privacy characteristics
of phone numbers. As random combinations in
a high-dimensional discrete space (with 100 pos-
sible combinations), phone numbers’ information
leakage is directly quantified by Exposure based
on "candidate space size" and "model prediction
rank". A higher total rank (smaller R;,,;) leads
to higher Exposure, indicating that the model can
locate privacy without traversing a large number
of candidates, perfectly aligning with the distinc-
tion requirement between "memory vs. general
capability".

Threshold Setting (14.0):

As shown in Figure 5, the core logic for setting
the threshold to 14.0 is that samples with Exposure
greater than this threshold have information leak-
age resulting from the model’s memory of train-
ing data, while those with Exposure less than this
threshold only come from the model’s general lan-
guage capabilities. The specific basis is: if the
model does not remember the phone number, the
average bitwise rank is 5.5, corresponding to an
Exposure of 8.62; even in the optimal general ca-
pability case (average rank=4), Exposure is 13.19,
which is still lower than 14.0. If the model remem-
bers part of the privacy (average rank=3), Exposure
is 17.37, which exceeds 14.0.
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Phone Exposure Distribution (Memory Samples: 14378/30000)
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Figure 5: Phone Scenario Exposure Value Distribution

A.3.2 Email Scenario (Pri-PPL)
For the email privacy memory evaluation sce-

nario, the mathematical formula for continuation-
based PPL (Perplexity) (Wu et al., 2023b) is:

K
1 .
PPLy; = exp (E E CE(?J@%)) (6)
i—1

Where:
K: The number of valid tokens in the privacy
target text (filtering extreme loss values);
CE(yi,9i): The cross-entropy loss of the i-
th privacy token, where y; is the true ID and
U; = softmaz(logits;) is the model’s prediction
distribution.

Why is PPL Adopted in Evaluating Email Pri-
vacy Leakage Scenarios?

It is accurately adapted to autoregressive con-
tinuation scenarios, simulating real privacy leakage
logic ("prompt + privacy text" input). It focuses
only on privacy token loss, directly quantifying the
model’s memory of specific privacy content.

Threshold Setting (9.0):

As shown in Figure 6, samples with PPL
< 9.0 indicate memory-based leakage. General
capability-generated privacy fragments have PPL
mostly between 9.0-16.0; memory-based genera-
tion results in PPL < 9.0 (weak memory: 7.0-9.0,
strong memory: <7.0).

Email Generation PPL Distribution (High-Memory: 1546/3964)

= Valid Samples 1
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Figure 6: Email Scenario PPL Value Distribution

A.3.3 MIMIC Scenario (MRR)
Mean Reciprocal Rank (MRR)(Wu et al,
2023b):

|E|
1
MR - 7
|E| Z Rank(e;|Q) @)
Symbol Explanation:
E = {ej,eq,...,e,}: Token sequence of pri-

vacy information (e.g., names);

|E|: Length of the token sequence;

(2: Contextual prefix of the privacy informa-
tion;

Rank(e;|Q): Rank of the model’s prediction
for the i-th target token e; given prefix Q).

Why is MRR Selected as the Evaluation Indica-
tor for the MIMIC Scenario?

It quantifies the priority of privacy tokens in
model predictions, adapting to autoregressive gen-
eration scenarios and giving reasonable scores for
"partially correct” results.

Threshold Setting (0.4):

As shown in Figure 7, MRR > 0.4 indicates ac-
tive memory of privacy. General capability deriva-
tion results in MRR < 0.4; memory-based predic-
tion leads to MRR > 0.4.

Name MRR Distribution (Memory Samples: 5134/30000)
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Figure 7: Name Scenario MRR Value Distribution
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A.3.4 Privacy Sample Extraction

For the three privacy categories—Phone, Email,
and Name—match corresponding filtering criteria.
Based on the model’s assessment of privacy data
retention strength, classify data into three memory
levels: high, medium, and low. The table below
lists the quantity thresholds and memory strength
thresholds for each extracted privacy category.

Privacy Type / Intensity | Phone (Exposure Range) | Email (Pri-PPL Range) | Name (MRR Range)

Low 9800 (15.0 21.0) 827 (6.09.0) 3801 (0.4 0.6)
Medium 1775 (21.0 26.0) 555 (3.0 6.0) 1133 (0.6 0.8)
High 169 (26.0 33.2) 164 (1.0 3.0) 66 (0.8 0.9)

Table 8: Number of Privacy Samples and Corresponding
Evaluation Thresholds for Different Memory Strengths
(After GPT-2 Fine-Tuning)
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A.4 Baseline Methods
Three mainstream privacy protection methods
were selected as comparative baselines:

1. Original Model: The baseline model that has
not undergone any privacy protection processing;

2. Differential Privacy (DP): A privacy method
for the training phase that balances privacy and
usability by adding noise to gradients(Wu et al.,
2022);

3. DEPN: Position-aware privacy neurons based
on gradient attribution, employing a zero-filling
strategy to edit privacy neurons(Wu et al., 2023b);

4. APNEAP: A Gradient-Integrated Privacy
Neural Network Employing Activation Patching
for Privacy Neural Networks (Wu et al., 2024).

A.5 Complexity Analysis

Computational Complexity: Traditional high-
precision gradient attribution methods such as In-
tegrated Gradients (IG) require m interpolation
steps (commonly m = 50) between a baseline and
target input, performing full backpropagation for
each step. This yields a complexity of O(m - P),
where P is the cost of a single backward pass.
Perturbation-based sensitivity analysis can also in-
cur O(N) forward passes for N neurons, resulting
in O(N - P) complexity.

In contrast, LDEDE’s LRP-based localization

decomposes output relevance in a single modified
backward pass, with complexity O(1 - P), effec-
tively O(NN) overall to traverse all neurons once,
since relevance redistribution within a layer scales
linearly with neuron count. This eliminates both
the interpolation multiplier m and per-neuron itera-
tion.
Memory Requirements: IG requires caching gra-
dients across multiple backpropagation steps and
retaining longer computation graphs during integra-
tion, which increases peak VRAM usage. LRP, by
design, only stores forward activations and a sin-
gle relevance map, leading to much lower memory
footprint. To eliminate the impact of randomness,
we conducted five empirical comparison tests on
GPT-2 (137M parameters), processing 1024 test
samples (max_seq_len = 512, batch_size = 32,
float32) , and the results are shown in Table 9.

Method | Average time | Average Peak VRAM (GB)
LRP 1min10s 2.8
1G (m = 50) 6min45s 7.9

Table 9: Empirical Comparison of LRP and IG in Com-
putational Efficiency and Memory Consumption

The results show that LRP completed the attri-

bution process in 1 minute and 10 seconds, with
peak VRAM usage of only 2.8GB. In contrast, the
IG algorithm using an interpolation step size of
m = 50 took 6 minutes and 45 seconds, consum-
ing up to 7.9GB of peak VRAM. This means LRP
executes the same task nearly six times faster while
reducing memory consumption by approximately
64%. The significant disparity in runtime and peak
memory consumption reflects fundamental differ-
ences in computational design: 1G’s repetitive back-
propagation steps incur cumulative time and mem-
ory overhead, whereas LRP distributes correlation
scores across neurons through a single, optimized
backpropagation pass with reduced storage and
computational burden.

B Additional Experiment Results

B.1 Privacy Memory Strength Sensitivity
Experiment

To investigate LDEDE’s effectiveness in pro-
tecting privacy data with varying memory strengths,
we conducted segmented tests on three categories
of privacy samples based on memory strength grad-
ing standards. We quantified protection capabilities
by calculating the variation in privacy risk before
and after editing.

Privacy Type | Intensity | Count | Before Edit | After Edit | Variation 1

Low 9800 17.48 14.96 2.52
Phone Medium 1775 22.45 16.26 6.19
High 169 27.98 15.01 12.97
Low 3801 0.49 0.40 0.09
Name Medium 1133 0.67 0.56 0.11
High 66 0.82 0.71 0.11
Low 827 7.50 19.62 12.12
Email Medium 555 4.65 18.92 14.27
High 164 2.22 20.42 18.20

Table 10: Protection Effectiveness of LDEDE on Pri-
vacy Data with Different Memory Strengths

As shown in Table 10, the experimental results
reveal a clear pattern: LDEDE’s privacy protection
effectiveness exhibits a significant positive corre-
lation with privacy memory intensity. The Phone
scenario demonstrates the most pronounced effect,
where the Variation of 12.97 for high-memory-
intensity samples is over five times that of low-
memory-intensity samples (2.52). In the Email
scenario, the Variation for high-memory-strength
samples was 6.08 higher than that for low-memory-
strength samples. In the Name scenario, the protec-
tion effectiveness for medium- and high-strength
samples was consistent and superior to that for low-
strength samples.
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B.2 Model Scalability Experiment

The experiment focuses on two core dimen-
sions: first, the stability of privacy protection and
performance retention; second, the scalability of
computational efficiency, specifically the relation-
ship between model parameter scale and computa-

tional time.
Model | Before Edit | After Edit
| Valid-PPL  Exposure | Valid-PPL  Exposure |

| Time Cost

GPT2(137M) 5.40 18.39 6.73 15.16 Smin35s

GPT2-xI(1.6B) 4.71 18.68 5.99 15.21 29min57s

GPT2-neo(2.7B) 4.49 18.91 5.63 15.80 44min36s
Table 11: Comparison of LDEDE Method Utility

Across Different Scales of the Same Model. After Edit:
Lower Valid-PPL values are better; lower Exposure val-
ues are better.

As shown in Table 11, LDEDE provides con-
sistent privacy protection across different scales of
the same model: the exposure values for all three
model scales decreased from 18—19 before editing
to 15-16 after editing, with no significant perfor-
mance degradation. Both GPT2-x1 (15.21) and
GPT2-neo (15.80) fall below 16. Regarding per-
formance retention, post-editing Valid-PPL scores
remained within the 5.63-6.73 range. Larger mod-
els exhibited smaller performance decay due to
higher parameter redundancy—Ilocal privacy neu-
ron editing had minimal impact on overall perfor-
mance, further validating LDEDE’s effectiveness
in large-scale model scenarios. Regarding com-
putational efficiency, despite a nearly 20-fold in-
crease in model parameters (from 137 million to
2.7 billion), computation time only increased ap-
proximately sevenfold (from 5 minutes 35 seconds
to 44 minutes 36 seconds). This time increase is
significantly lower than the parameter growth rate.

B.3 Cross-Architecture Generalizability

Experiment
Model | Before Edit | After Edit | Time Cost
‘ Valid-PPL  Pri-PPL ‘ Valid-PPL  Pri-PPL ‘
BERT-base 9.78 7.51 10.16 19.04 1min57s
GPT2 5.40 5.92 5.67 19.46 Imin46s
LLAMA-7B 5.17 5.78 5.80 19.77 13minl7s

Table 12: Privacy Protection Effectiveness and Compu-
tational Efficiency of Different Models in the LDEDE
Method. After Edit: A smaller Valid-PPL is better,
while a larger Pri-PPL is better.

As shown in Table 12, LDEDE demonstrates
stable privacy protection efficacy and performance
compatibility across three heterogeneous archi-
tectures: In terms of privacy protection, the Pri-
PPL scores of the three models increased from
5.78=7.51 to 19.04-19.77, significantly reducing
privacy leakage risks and validating its ability to

effectively suppress privacy exposure across differ-
ent architectures. Regarding performance retention,
post-editing Valid-PPL scores exhibited only mi-
nor fluctuations: BERT-base increased from 9.78 to
10.16, GPT-2 from 5.40 to 5.67, and LLAMA-7B
from 5.17 to 5.80. Regarding computational effi-
ciency, lightweight models BERT-base and GPT-2
completed processing within 2 minutes, while the
large model LLAMA-7B took 13 minutes and 17
seconds.
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