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Abstract

Retrieval-Augmented Generation (RAG) en-
hances Large Language Models (LLMs) by
incorporating external knowledge, effectively
mitigating their inherent knowledge limitations.
However, RAG remains vulnerable to poison-
ing attacks that manipulate retrieved texts to
mislead model outputs. Existing defense mech-
anisms often lack theoretical robustness guar-
antees and perform unreliably when the LLM
has limited knowledge of the retrieved content.
In this work, we propose PRA-RAG, a prov-
ably robust retrieval aggregation algorithm de-
signed to defend against poisoning attacks on
retrieved texts. PRA-RAG samples multiple
combinations of retrieved texts and utilizes ge-
ometric structures in the embedding space to
identify a robust subset, from which a stable
aggregated representation is derived. We pro-
vide theoretical bounds on the maximum im-
pact of poisoned retrieved content and establish
a quantitative measure of RAG’s robustness.
Experiments across multiple benchmarks and
RAG architectures demonstrate that PRA-RAG
reduces the attack success rate to as low as 1%
while maintaining an accuracy of 71%, signif-
icantly outperforming representative state-of-
the-art (SOTA) methods.

1 Introduction

Retrieval-Augmented Generation (RAG) (Lewis
et al., 2020) is an advanced generative paradigm
that integrates external knowledge databases to
effectively address the limitations of LLMs in
domain-specific knowledge coverage and access to
up-to-date information. In a typical RAG pipeline,
when a user submits a query (e.g., “What is the
name of the highest mountain?"), the retriever first
encodes it into an embedding vector using a text en-
coder (e.g., BERT (Kenton and Toutanova, 2019))
and then retrieves the most similar texts from an
external knowledge database. These retrieved texts
are subsequently provided as context to the LLM to

guide and enhance the response generation process.
RAG has been widely adopted in various real-world
applications due to its strengths in knowledge aug-
mentation and high-quality generation, with promi-
nent examples including ChatGPT (Achiam et al.,
2023), Microsoft Bing Chat (Microsoft, 2024), and
Google Search Al (Google, 2024). However, the
integration of external knowledge databases fur-
ther exacerbates concerns regarding the security of
LLMs (rocky, 2024; BBC, 2024).

Recent studies have shown that injecting mali-
cious content into retrieved texts can steer the LLM
to generate responses aligned with the attacker’s
intent (e.g., the target answer could be “Fuji" when
the target question is “What is the name of the high-
est mountain?"), thereby posing a serious threat to
the reliability and security of RAG systems (Zou
et al., 2024; Greshake et al., 2023; Tan et al., 2024).
To counter attacks induced by poisoned texts, As-
tuteRAG (Wang et al., 2025) and TrustRAG (Zhou
et al., 2025) introduce detection-based defenses
that leverage the internal knowledge of LLMs to
identify and filter maliciously retrieved content.
However, their effectiveness is limited in scenar-
ios where the LL.M lacks sufficient knowledge to
recognize the poisoned inputs. Moreover, existing
methods (Wang et al., 2025; Zhou et al., 2025; Wei
et al., 2024; Asai et al., 2024) lack a theoretical
framework for certifying or quantifying the robust-
ness of RAG systems, leaving their reliability under
adversarial conditions largely unverified. Robus-
tRAG (Xiang et al., 2024) guarantees robustness
for LLM outputs but incurs high computational
overhead by requiring multiple LLM generations.

In this work, we propose PRA-RAG, a Provably
Robust retrieval Aggregation algorithm for RAG
systems, designed to mitigate the risk of poisoning
attacks at the retrieval stage. During retrieval, we
intentionally expand the candidate set to increase
informational diversity, which enhances the sys-
tem’s resilience to poisoned content by reducing the
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influence of any single malicious text. The aggrega-
tion process consists of three key steps. First, mul-
tiple subsets of the retrieved texts are sampled to
form diverse candidate combinations, thereby con-
straining the influence of poisoned content within
a controllable range. Second, Each combination is
encoded into an embedding vector. In this geomet-
ric space, we identify a minimum-radius ball that
encloses more than half of the combinations and
take its center as the selected robust subset. Finally,
a weighted average of the selected subset’s embed-
dings yields a robust representation that captures
consensus and reduces outlier influence.

Benefiting from the proposed concept of the min-
imum radius ball, we model the semantic shift in
retrieved texts caused by poisoning attacks. We
show that this shift is bounded by a theoretical up-
per limit, as mathematically proved in Section 5.
The semantic shift quantifies how poisoning in-
fluences retrieval, while the upper bound offers a
theoretical basis for constraining this effect. The
key contributions of our work are:

* Theory: We theoretically characterize and
certify the maximum semantic deviation
caused by poisoned retrievals, providing a
principled metric to evaluate system robust-
ness and attack effectiveness.

* Algorithm: We propose PRA-RAG, a prov-
ably robust aggregation algorithm for RAG
systems that effectively mitigates the influ-
ence of poisoned retrievals and preserves the
accuracy of generated outputs.

e Evaluation: We conduct extensive experi-
ments to validate the effectiveness of PRA-
RAG. For example, on the MSMARCO
dataset with 20% of the retrievals poisoned,
our method achieves an accuracy of 71%
while reducing the attack success rate to just
1%. Our approach also surpasses state-of-the-
art methods in efficiency.

2 Background and Related Work

Retrieval-Augmented Generation. RAG com-
prises three components: knowledge database, re-
triever, and LLM. The knowledge database con-
tains newly added or updated information be-
yond the LL.M’s training data, often sourced from
Wikipedia (Thakur et al., 2021) and similar plat-
forms. The retriever selects the Top-K texts most
similar to the query ¢ as external context, which the

LLM uses alongside g to generate an answer. RAG
involves two key stages: retrieval and generation.
In the retrieval step, a retriever selects the Top-K
relevant knowledge pieces for a query ¢. This is
done using two encoders: £, for the query and F),
for knowledge passages. Each passage embedding
E,(pi) is compared with E,(q) using a similarity
metric (e.g., cosine or dot product), and the Top-
K results form the context A&;. In the generation
step, the query ¢ and context X, are combined as a
prompt for the LLM to generate a response.
Retrieval Corruption Attack. The use of exter-
nal knowledge databases in RAG introduces se-
curity vulnerabilities. PoisonedRAG (Zou et al.,
2024) generates adversarially crafted texts through
an optimization-based approach and injects them
into the knowledge database, thereby inducing the
LLM to produce attacker-specified target responses.
The Denial-of-Service Attack (Shafran et al., 2024)
involves inserting a single “blocker" document into
the knowledge database, which is retrieved in re-
sponse to a specific query and causes the RAG
system to refuse to answer that query. Adversar-
ial Decoding (Zhang et al., 2025c) performs RAG
poisoning and LLLM guard evasion by generating
readable adversarial texts through adversarial de-
coding. BadRAG (Xue et al., 2024) employs white-
box optimization to attack the retriever and uses
handcrafted documents to target the generator. PR-
Attack (Jiao et al., 2025) jointly optimizes a trigger
and a small set of poisoned texts to stealthily induce
the RAG system to generate a target response. Cor-
ruptRAG (Zhang et al., 2025a) misleads the model
into producing targeted false content by prompting
the LLM to label the correct answer as outdated
and to generate a fabricated latest but incorrect
answer. The aforementioned attack methods are
highly effective. To assess our defense, we select
representative attacks to simulate realistic RAG
poisoning scenarios.

The Robustness of RAG. In order to defend
against the aforementioned retrieval-targeted poi-
soning attacks, TrustRAG (Zhou et al., 2025) intro-
duces a two-stage defense mechanism that lever-
ages the semantic characteristics of poisoned texts
and the inherent knowledge of the LLM, effectively
mitigating both single-point and multi-corpus in-
jection attacks. INSTRUCTRAG (Wei et al., 2024)
is designed to explicitly learn how to denoise re-
trieved content, thereby addressing the presence
of poisoned or irrelevant information. SELF-
RAG (Asai et al., 2024) proposes a framework
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Figure 1: The PRA-RAG pipeline against poisoned retrieval.

that enhances generation quality and factual ac-
curacy through self-reflection mechanisms within
the LLM. RAGForensics (Zhang et al., 2025b) em-
ploys an iterative retrieval mechanism that com-
bines an LLM with carefully designed chain-of-
thought prompts to perform round-by-round judg-
ment and filtering of candidate retrieved texts. RA-
Guard (Cheng et al., 2025) integrates a two-stage
filtering mechanism based on chunk-level perplex-
ity and text similarity, which can effectively iden-
tify and remove malicious poisoned content from
the retrieved results. Other strategies include care-
fully crafted prompts (Cho et al., 2023; Press et al.,
2023), plug-in model architectures (Baek et al.,
2023), and purpose-built specialized models (Yoran
etal., 2023). However, these defense strategies lack
quantitative robustness evaluations and theoretical
guarantees for RAG systems. RobustRAG (Xiang
et al., 2024) enhances RAG robustness by using
multiple LLMs and a voting mechanism to filter
poisoned content, providing theoretical guarantees
but at the cost of significant computational over-
head and challenging output aggregation. We pro-
pose a provably robust RAG algorithm that quan-
titatively evaluates robustness and provides strong
empirical defense against poisoning attacks.

3 Preliminary

3.1 Threat Model

We study retrieval-corruption attacks on RAG sys-
tems, where an adversary poisons the external cor-
pus so that the retrieved context steers the generator

to produce attacker-chosen outputs. We first spec-
ify the system and notation, then state the attacker’s
objectives and capabilities.

System and notation. Let D denote the corpus,
and let R be the retriever that returns the Top-K
passages for a query ¢, denoted as Xk (¢; D) =
{p1,...,pr}. Under poisoning, the adversary in-
jects a set of passages I' into the corpus, yielding
D' = D UT. The corresponding retrieved set is
X (q) = Xk(¢;D') withe = X (¢q) NI and
X (q) =4{p1,. .. Pe} U{p1,...,Pr—c}. Weuse
n to denote the subset size in our mechanism.

Attacker’s objectives. The attacker selects a set
of target queries @ = {q1,...,qn} along with
corresponding target answers A = {aq,...,ay}.
The goal is to poison the corpus so that, for each
g; € @, the RAG system generates the attacker-
specified answer a; when using retrieved context
from the contaminated corpus D’. For instance,
given the query gq;: “What is the name of the high-
est mountain?”, the attacker attempts to make the
system output the incorrect response “Mount Fuji”.

Attacker’s capabilities. We consider an adver-
sary who can inject a set of malicious passages
F={p,li=1,...,M; j=1,...,N}into the
external corpus (e.g., via content published on open
platforms such as Wikipedia or via data vendors
that aggregate third-party content). The attacker
has no knowledge of the LLM parameters or de-
coding, but is assumed to have white-box knowl-
edge of the retriever because many retrievers (e.g.,
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Contriever (Izacard et al., 2021), ANCE (Xiong
et al., 2020)) are publicly available. We do not
assume strict geometric separability between clean
and poisoned passages. Our method’s robustness is
distribution-free and relies solely on a combinato-
rial majority: among the Top-K items with at most
€ poisons, the (Kn_a) clean size-n subsets exceed
half of all (f ) subsets whenever (K n_‘s) > %(5 )
Our aggregation targets this majority, so certifica-
tion holds even when embeddings are very close.
This assumption is valid in real-world scenarios,
as achieving an excessively large ¢ to heavily poi-
son a RAG database incurs prohibitive costs and is

inherently challenging for attackers.

3.2 Defense Objective

In this work, our defense primarily focuses on mit-
igating attacks launched through the injection of
poisoned texts (Zou et al., 2024; Xue et al., 2024;
Jiao et al., 2024) rather than prompt injection (Gre-
shake et al., 2023). Our approach aims to limit the
impact of poisoned passages while maintaining the
retrieval and generation quality in RAG.

Quantifying the effect of poisoning. Heuristic
defenses often lack a precise characterization of
how poisoned content perturbs the system. Our
robustness operator F aggregates the retrieved set
X’ and provides a certified upper bound on the
induced semantic deviation (PAD), enabling quan-
titative evaluation of RAG robustness.

Low ASR with high ACC. Mitigating poison-
ing while maintaining usability is essential. A low
Attack Success Rate (ASR) indicates effective de-
fense, whereas a high Accuracy (ACC) reflects
preserved generation quality. We formalize the
robustness—utility trade-off as

min ASR(LLM(gs; F(Xg(g:))) "
s.t.  ACC(LLM(gi; F(Xf (a:))) > 6.

where 0 is a user-specified minimum acceptable
accuracy. Overly conservative behavior (e.g., blan-
ket refusals) may trivially reduce ASR but harms
usability; our objective explicitly discourages such
solutions by enforcing the ACC constraint.

4 Our Provable PRA-RAG

In RAG, we cast retrieval corruption as a set per-
turbation problem, where an adversary alters at

most ¢ items in the Top-K set, and propose a ge-
ometric, model-agnostic retrieval aggregation that
operates on combination embeddings. As illus-
trated in Fig. 1, given a query ¢, we retrieve the
Top-K most relevant documents from a knowledge
database, denoted as the set X = {p1,...,px}.
In our approach, we set the number of retrieved
texts K slightly higher than the actual require-
ment to introduce diversity, thereby mitigating
the impact of poisoned content. Next, we sam-
ple multiple subsets from the retrieved texts. Let
Sxn = {s1,s2,...,s1} denote the set of all
possible subsets of size n drawn from the K re-
trieved documents, where L — (Irf ) Each doc-
ument p; in the subset is encoded as an embed-
ding vector e; < Embed(p;),e; € RY, yielding
a set of embeddings in the d-dimensional vector
space. We construct the corresponding vector set
Vxn = {v1,v2,...,vr} from the set S, where
each vector v; is formed by concatenating the em-
bedding vectors e; of all texts in s;. The concate-
nation order of e; within s; strictly follows the
relative order of their corresponding texts p;.

We define the distance between two vectors
u,v € Vx, as the angular distance: d(u,v) =
arccos(cos(u,v)) € [0,7], where cos(u,v) =
m denotes the cosine similarity. For a point
v € Vx,, and radius R > 0, define the ball:

B(v,R) ={u € Vxp :d(u,v) < R}. (2)

Our method F aims to identify the center of a
minimum-radius ball that contains more than half
of the points, representing the desired output of the
robust aggregation process. Formally, the objective
is defined as:

F(X) =argmin R s.t. Z 150.,r) (W)

wEVX’n

[
3)

where X’ denotes the input set, Vi ,, is the vector
collection of all n-element subsets of X', 5(z, R)
denotes a ball of radius R centered at z. The in-
dicator function 15, r)(w) is defined to be 1 if
w € B(z, R), and 0 otherwise. This formulation
ensures that the selected center z lies within a ball
that encompasses the majority of the subsets. Since
Sx n includes all possible combinations of the re-
trieved texts, the centroid z corresponding to the
selected subset s effectively captures the meaning
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Algorithm 1 Inference Procedure for Selecting Ro-
bust Retrieval Text
1: Input: A set of Top-K retrieved texts X =
{p1,p2,...,pK}; subset size n (with con-
straint 2n < K).
2: Output: A robustly aggregated retrieval text
x* for LLMs.
33 Sxn = {s1,82,...,51} « Comb(X,n),
L= (%)
4: fori =1to L do
5:  embeddings < [ Embed(p) | p € si]
6:  v; < Concat(embeddings)
7
8
9

VX,n — VX,n U {UZ}
. end for
: fori=1to L do
10:  Initialize similarity vector sim; € RF~!
11: forj=1toLandj #ido
12: d;j < arccos(cos(vj, vj))
13: Store dij in sim;
14:  end for
15:  Sort sim; in ascending order
16:  Let m; < the k-th smallest value in sim;,
b=k
17: end for
18: Identify ¢* = arg min; m;, R = my»
19: Compute z;» = Aggregate([ Embed(p) | p €
si+])

20: return x;« as input to the LLMs

of the majority of texts in /X, thereby filtering out a
small number of poisoned texts.

Finally, we compute a weighted average of the
embedding vectors of the texts in the selected sub-
set s;«, where the weights are determined by the
similarity (e.g., cosine similarity) between each
text p € s;» and the query ¢:

>~ sim(p, ¢) - Embed(p)

_ DbEs;x

X j* " 5
' > sim(p, q)

pES;*

4

which helps prevent poisoned texts from evading
filtration due to semantic similarity with clean texts,
yielding the final robust aggregation result. More
details are provided in Algorithm 1.

5 Computing the Certified Maximum
Deviation

In the context of retrieval-based text poisoning at-
tacks on RAG systems, we assume that the attacker
successfully injects £ malicious documents into the

final retrieved set X, resulting in a perturbed set
X' = [p1,P2.-.., D<) U [p1,p2, ..., PK—c), Where
each p; represents a poisoned document inserted
by the attacker, and each p; denotes a clean doc-
ument. In the absence of poisoning attacks, the
center of the minimum-radius ball computed by Al-
gorithm 1 is used as the robust output. Under poi-
soning attacks, the radius Ris enlarged to counter
the shift caused by the € poisoned texts, ensuring
that over half of the embeddings remain within the
ball. Accordingly, the radius is approximately set to
K
R <« DIk], where k = {(Q)J + ((K) — (K_€)> ;

n n

as shown in Algorithm 2. To ensure that the
empirical radius R satisfies the theoretical major-
ity condition, Lemma 1 (Section A.4) guarantees
that the majority ball contains a strict majority of
clean combinations. Combined with the geomet-
ric separability assumption (Section A.5), this en-
sures the center is anchored to the clean subset.
We denote the embedding shift of the final aggre-
gated text caused by poisoned samples as d, where
d = (1 + B)R. The proposed metric d effectively
quantifies the impact of poisoned texts on the re-
trieval results. A smaller d indicates lower sensitiv-
ity to perturbations, implying stronger robustness
and greater resistance to successful attacks.
Certifying the Upper Bound of Deviation d. Let
X’ be any corrupted version of X obtained by
changing at most € passages, thatis || X' —X|o < e.
Define the robustness radius R as the smallest value
satisfying

VA st ||lX = Xl <e, Z 15(F(x),R) (W)

wEVX/m
- 2 .
&)
We present the following theorem:
Theorem 1. For X’ satisfying ||X’ — X||o < ¢,
d(F(X), F(X') < 2R, ©)

where the proof is provided in Section A.1. How-
ever, computing F (X') exactly is computationally
expensive in practice. Therefore, we use an approx-
imation method from Center Smoothing (Kumar
and Goldstein, 2021) to compute a S-MEB (Mini-
mum Enclosing Ball) that contains the majority of
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elements in Vy ,, denoted as:

~

F(X)=arg min R s.t Z 150.,r) (W)

ZGVXJL weVy
()
> 7 + 1.
(7

The radius of this approximation differs from the
optimal radius by a multiplicative factor 8. Sim-
ilarly, the approximation of R, denoted as R, is
defined to satisfy:

VA st X = Xlo<e, Y gz pw)

wEVX’,

n

> |G| 4
- 2 .
(®)
Then, we have the following theorem:
Theorem 2. For any X’ satisfying || X" — X||o < &,
we have:
d(F(X),FX) <1+HR, O
where the proof is provided in Section A.2. We fol-
low the practice in the work (Kumar and Goldstein,
2021) to use S = 2 as an approximation when
computing the minimum enclosing ball:
d(F(X), F(X") < 3R. (10)
Note that while the theoretical formulation is
based on the full set of L = ([; ) combinations, our
framework naturally generalizes to a Monte Carlo
sampling approach for larger values of K and n. In
such cases, we sample m < L subsets, which pro-
vides a statistically bounded approximation of the
optimal robustness (see Section A.3) and our exper-
imental results further corroborate its effectiveness
(see Section C.3).

6 Evaluation

6.1 Experimental Setup

In this section, we provide a detailed description of
the experimental setup, with additional information
and default configurations presented in Section B.1.
Datasets. To evaluate the effectiveness of the pro-
posed method, we utilize three question-answering
datasets: Natural Questions (NQ) (Kwiatkowski
etal., 2019), MS-MARCO (Bajaj et al., 2016), and
HotpotQA (Yang et al., 2018).

Algorithm 2 Certify Robustness under Poisoning

1: Input: A set of Top-K retrieved texts X’; sub-
set size n (with 2n < K); maximum number
of poisoned texts ¢ (with (f) < Q(Kn_a)).
Output: Certified maximum deviation d.
Let Sy, = Comb(X’', n)
Initialize Vy/ ,, < 0
for each subset s; € Sy, do
v; < Concat([ Embed(p) | p € s;])
Vxrn < Varn U {vi}
end for
Let vorig be the embedding vector of the subset
selected by the Algorithm 1.
10: Initialize an empty list of distances D < ()
11: for each embedding v; € Vy» ,, do
12:  d; + arccos(cos(Vorig, V;)))
13:  Append d; to D
14: end for
15: Sort D in ascending order

16: Let R  DIk], k = V’?J +((5) - (%9)

D AR Al

17: Letd = (14+ B)R
18: return d as the certified maximum deviation

LLM. We evaluate PRA-RAG with differ-
ent LLMs, including Mistral-7B (Jiang et al.,
2023), Llama3-8B, Vicuna-7B (Chiang et al.,
2023), Qwen3-8B (Yang et al., 2025), GPT-3.5-
Turbo (Brown et al., 2020), and GPT-5-mini.
Attackers. We conduct a systematic evaluation of
PRA-RAG’s defense effectiveness against different
types of poisoning attacks targeting the retrieved
texts, following prior works (Xiang et al., 2024;
Zhou et al., 2025):(1) Corpus Poisoning Attack:
PoisonedRAG (Zou et al., 2024), (2) Adversar-
ial Decoding: AdvDec (Zhang et al., 2025¢), (3)
Denial-Of-Service Attack: DoS Attack (Shafran
et al., 2024), and (4) CorruptRAG (Zhang et al.,
2025a). Further details of these attack methods are
provided in Section B.3.

Defenders. We demonstrate the advantages of our
approach by comparing it with representative state-
of-the-art baselines, including RobustRAG (Xiang
et al., 2024), InstructRAG (Wei et al., 2024), As-
tuteRAG (Wang et al., 2025), TrustRAG (Zhou
et al., 2025), and RAGForensics (Zhang et al.,
2025b) with their default configurations.
Evaluation Metrics. We conduct a comprehensive
evaluation of the proposed method using three met-
rics: (1) Adversarial Accuracy (ACC) assesses the
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Table 1: Performance of PRA-RAG across different attack strategies and datasets under various LLMs (Top-K = 8,
subset size n = 3, poisoning rate = 20%). Attack abbreviations: PR = PoisonedRAG, DoS = DoS Attack, AD =
AdvDec, CR = CorruptRAG, Cln = Clean.

| NQ | MS-MARCO | HotpotQA
Models ~ Met.| PR DoS AD CR Cln|PR DoS AD CR Cln|PR DoS AD CR Cln
ACC|0.62 0.57 0.55 0.55 0.60]0.63 0.65 0.61 0.59 0.57]0.37 0.33 0.39 0.41 0.38
Mistral- 7B ASR |0.01 0.02 0.02 0.04 - |0.01 0.03 0.02 0.00 - |0.03 0.01 0.02 0.03 -
PAD | 1.23 1.43 1.30 1.21 0.79|1.37 1.46 1.51 1.39 0.90|1.33 1.55 1.43 1.31 0.83
ACC[0.47 049 052 0.49 0.50|0.69 0.71 0.68 0.67 0.63]0.30 0.33 0.31 0.30 0.29
Llama3-8B ASR |0.01 0.02 0.01 0.03 - |0.03 0.06 0.05 0.00 - |0.04 0.05 0.04 0.04 -
PAD |0.95 1.04 0.97 0.93 0.60(1.09 1.19 1.06 1.11 0.75|1.06 1.17 1.07 1.04 0.65
ACC[0.49 0.52 0.51 0.51 0.53]0.68 0.72 0.70 0.71 0.71]0.49 0.50 0.48 0.47 0.51
Vicuna-7B  ASR |0.01 0.03 0.02 0.00 - [0.01 0.02 0.03 0.00 - |0.00 0.02 0.02 0.04 -
PAD |1.74 222 1.84 1.73 1.16|1.91 1.95 1.99 1.90 0.75|1.87 2.34 1.98 1.85 0.1
ACC[0.53 0.61 0.64 0.55 0.64]0.69 0.65 0.67 0.63 0.68]0.49 045 0.40 0.42 0.45
Qwen3-8B ASR |0.06 0.03 0.02 0.0l - |0.00 0.00 0.01 0.00 - |0.09 0.05 0.02 0.04 -
PAD | 1.01 0.91 1.05 0.98 0.68]0.95 0.89 0.98 1.01 0.71]0.95 0.88 0.91 0.84 0.62
ACC[0.48 0.52 0.52 0.45 0.47]0.75 0.75 0.74 0.70 0.78]0.40 0.40 0.38 0.35 0.39
_Ct}fr{f's ASR [0.00 0.02 0.00 0.03 - |0.01 0.00 0.02 0.00 - |0.07 0.08 0.02 0.06 -
PAD |0.95 1.04 0.97 0.93 0.61]1.09 1.19 1.13 1.11 0.75[1.06 1.17 1.07 1.04 0.65
ACC[0.55 047 0.51 0.47 0.51]0.59 0.53 0.54 0.49 0.58]0.43 0.41 0.41 0.43 0.49
S’ﬂ’f ASR |0.04 0.03 0.03 0.02 - |0.00 0.00 0.00 0.0 - [0.09 0.07 0.08 0.03 -
PAD |0.93 0.98 0.91 1.05 0.62|1.11 124 1.17 1.21 0.69|1.04 0.96 1.10 1.05 0.72

system’s ability to produce correct answers when
subjected to poisoning attacks; (2) Attack Success
Rate (ASR) represents the proportion of incorrect
answers generated due to poisoning attacks. We
use GPT-40 to determine whether the LLM’s re-
sponses are correct or influenced by poisoning, us-
ing prompts are provided in the Section B.2; (3)
Provable Average Deviation (PAD) provides a cer-
tified upper bound on semantic shifts in the ag-
gregated retrieval representation. Lower PAD val-
ues indicate successful mitigation and preserved
semantics, while higher values signal greater se-
mantic corruption, making PAD a key metric for
attack strength and robustness.

6.2 Overall Results

Main results of PRA-RAG. Table 1 summarizes
the performance of PRA-RAG under various poi-
soning attacks across multiple datasets and LLMs.
The results demonstrate that PRA-RAG consis-
tently achieves low ASR while maintaining high
ACC, indicating strong robustness across all set-
tings. For instance, on the MS-MARCO dataset
with Mistral-7B, PRA-RAG attains an ACC of 62%

under PoisonedRAG, with an ASR as low as 1%.
Additionally, PAD effectively quantifies the seman-
tic impact of adversarial retrievals, lower PAD val-
ues correspond to lower ASR and higher ACC,
supporting its utility as a reliable indicator of both
robustness and attack severity.

PRA-RAG outperforms baselines. Table 2
presents a comparative evaluation of PRA-RAG
against several representative baselines under poi-
soning attacks and clean settings. Across all
datasets and attack settings, PRA-RAG consis-
tently achieves the best overall performance, at-
taining higher ACC while significantly lowering
the ASR. For instance, on the MSMARCO dataset
with 20% poisoned retrievals, PRA-RAG main-
tains an ACC of 68% and suppresses ASR to just
1% with Vicuna-7B, outperforming RobustRAG
and InstructRAG. Meanwhile, we observe that in
the absence of poisoning attacks, the ACCgjean Of
our method remains largely unaffected. These re-
sults demonstrate that PRA-RAG not only offers
stronger defense against poisoning attacks on re-
trieved texts but also preserves utility under normal
conditions. Overall, existing methods either lack
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Figure 2: Impact of Retrieval Passages, Corruption Size and Subset Size on PAD scores for Mistral-7B.

Table 2: Performance of PRA-RAG and baselines under PoisonedRAG attacks (ACC, ASR) and clean settings
(ACC¢lean)- Results are based on the same experimental setup here for consistency and may differ from the original
reports (Top-K = 8, poisoning rate = 20%). Best results are in bold.

Models Defense | NQ MS-MARCO HotpotQA
| ACCien  ACC  ASR  ACCuen  ACC  ASR  ACCuen  ACC  ASR
Vanilla RAG 0.61 026 046 0.58 033 0.8 0.55 0.17 048
RobustRAGKeyword 0.67 0.66  0.09 0.61 0.66 0.12 0.57 056 024
InstructRAGic 0.38 026 0.13 0.48 023 012 0.30 022 026
Misal.7p  ASTUTERAG 0.48 047  0.05 0.58 048  0.05 0.35 035  0.09
TrustRAG 0.65 0.62 0.03 0.67 064  0.08 0.50 045  0.10
RAGForensics 0.41 041  0.07 0.62 065 0.03 0.45 046  0.10
PRA-RAG.y 0.57 047  0.09 0.59 059  0.04 0.50 041  0.11
PRA-RAG 0.60 0.62  0.01 0.57 0.63  0.01 0.49 037  0.03
Vanilla RAG 0.67 031 045 0.73 035 033 0.55 023 043
RobustRAGKkeyword 0.48 040  0.08 0.59 040  0.07 0.44 031  0.10
InstructRAGicy. 0.33 0.10 0.1 0.54 033 020 0.31 0.09 0.11
Vieuna.7g  ASTUTERAG 0.50 044  0.19 0.74 063 0.14 0.34 026 030
TrustRAG 0.51 049  0.06 0.62 0.55  0.06 0.36 030  0.07
RAGForensics 0.60 0.58  0.03 0.68 071 004 0.51 051 0.6
PRA-RAG.y 0.54 0.53  0.04 0.65 071 0.2 0.49 037 013
PRA-RAG 0.53 049  0.01 0.63 0.68  0.01 0.50 049  0.00

formal certification, trade usability for safety (over-
refusal or over-filtering), or incur high cost with
tight coupling to the LLM. PRA-RAG models re-
trieval poisoning as a set perturbation and performs
robust aggregation on combination embeddings by
selecting a majority-covering MEB center, yield-
ing a certified PAD bound. Under the common
regime, it consistently lowers ASR with low over-
head, maintains competitive ACC, and withstands
semantically-near poisoning.

6.3 Ablation Study

Impact of retrieved passages Top- K, corruption
size ¢ and subset size n. The number of retrieved
texts Top-K and poisoned texts € significantly af-
fect both attack effectiveness and defense perfor-
mance. Figure 2a illustrates the effect of varying
the number of retrieved texts (Top-K = 8,12, 16)
on the PAD score of PRA-RAG, with ¢ = 1 fixed.

As Top-K increases, the PAD score gradually de-
clines, indicating enhanced robustness due to in-
creased retrieval diversity. Figure 2b presents the
opposite setting: with the number of retrieved texts
fixed at Top-K = 12, the PAD score increases as
the number of poisoned texts rises from ¢ = 1 to
€ = 3. This trend indicates that injecting more poi-
soned texts into the retrieval results strengthens the
attack, thereby diminishing the robustness of PRA-
RAG. Figure 2c illustrates the impact of different
subset sizes on the performance of PRA-RAG un-
der the setting where the number of retrieved texts
is Top-K = 12 and the number of poisoned texts is
€ = 1. We evaluate cases where each combination
contains 3, 4, or 5 texts. The results show a clear
downward trend in PAD scores as the number of
texts per subset increases. This indicates that incor-
porating more clean texts within each combination
helps dilute the influence of poisoned content.
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Table 3: The table presents the average response latency
of different RAG methods across datasets.

Dataset ASTUTE RAG InstructRAGicr, RobustRAGgeywora PRA-RAG

NQ 13.68s 6.89s 27.01s 5.98s
MS-MARCO 13.84s 7.15s 26.38s 6.20s
HotpotQA 16.78s 7.01s 25.87s 6.17s

Comparison of aggregation strategies. We com-
pare two aggregation methods for the selected sub-
set: a baseline that concatenates texts as input to the
LLM (PRA-RAGy), and our method (PRA-RAG),
which computes a weighted average of embeddings.
As shown in Table 2, our approach achieves higher
ACC and significantly reduces ASR by better miti-
gating the impact of poisoned texts.

6.4 Efficiency

In real-world applications, response time is critical
to the user experience of RAG systems. However,
most existing defense strategies often incur varying
levels of inference overhead. In our experiments,
we evaluated the average response latency over 100
query examples to compare different defense meth-
ods. As shown in Table 3, our proposed PRA-RAG
achieves the lowest inference latency, demonstrat-
ing its practical efficiency while preserving strong
robustness. In our framework, both the number of
retrieved texts (Top-K') and the subset size have a
significant impact on system efficiency. Therefore,
we conduct a more in-depth analysis and empirical
evaluation of the computational overhead in Sec-
tion C.2. Additionally, Section C.3 presents the
computational overhead and analysis under Monte
Carlo sampling.

7 Conclusion

This paper presents PRA-RAG, a provably robust
aggregation method for defending against retrieval-
level poisoning attacks in RAG systems. We the-
oretically derive an upper bound on the semantic
deviation introduced by poisoned retrievals and
propose Provable Average Deviation (PAD) as a
unified metric for evaluating both robustness and
attack strength. Unlike traditional defenses that
depend on model outputs, PRA-RAG ensures se-
mantic stability directly in the embedding space,
providing a principled, model-agnostic robustness
guarantee. Extensive experiments show that PRA-
RAG significantly enhances robustness against poi-
soning attacks across diverse datasets and language

models, consistently lowering attack success rates
while preserving high answer accuracy.
Limitations.

Our work has the following limitations:

* This work selects the most robust subset of the
retrieved texts as the final input to the LLM
for answer generation. Although the selected
subset may not always produce the optimal
response from the LLM, as shown in our ex-
periments, the impact on model utility remains
limited while significantly enhancing robust-
ness against poisoning attacks.

* Our approach enhances robustness by con-
structing subsets, which increases computa-
tional and response-time overhead. However,
experiments show that as the number and size
of subsets grow, the defense against poison-
ing attacks significantly improves. In practice,
users can flexibly balance efficiency and secu-
rity based on their needs.

* The effectiveness of our approach relies on the
number of poisoned texts remaining below a
certain threshold. Although an attacker could
potentially bypass the defense through large-
scale poisoning, this incurs substantial costs
and significantly reduces the quality of the
context, making it difficult for even humans
to provide correct answers.

Ethics Statement

The goal of this work is to defend against retrieval-
based poisoning attacks in RAG systems. All data
used in this study is publicly available, ensuring no
additional privacy concerns. The source code and
software will be released as open-source. While
this openness may expose the system to adaptive
attacks, our approach can be further strengthened
by incorporating additional internal and external
information.
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A Theoretical Analysis and Proofs

A.1 Proof of Theorem 1

Consider two balls B(F(X’),r*(X’)) and
B(F(X),R). According to the definitions of R
and 7*(X’), these two balls must share at least
one common element, denoted as w*. Since the
defined distance based on vector angles satisfies
the triangle inequality, we have:

A(F(X), F(X')) < d(F(X), w
< R+ (X)),

) + d(F(X'), w)

(1)
Since the ball B(F(X), R) contains at least a ma-
jority of elements in Vyr,,, the smallest radius
r*(X’) of a ball that contains a majority of ele-
ments in Vyr,, must not be greater than R, i.e.,
r*(X') < R. Therefore,

d(F(X), F(X') < 2R. (12)

A.2 Proof of Theorem 2

Since the radius of the S-MEB differs from the
optimal radius by a factor f, i.e., the radius of
the 5-MEB over Vy , is Sr*(X”’), by the same
reasoning as in Theorem 1, we have:

~

d(]—“(X) )+ d(]—'(X’),w*)
<

R+ pri(X') < (1+ B)R.
(13)

d(F(X), F(X) <

| /\
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A.3 Scalability and Approximation via
Monte-Carlo Sampling

While the theoretical formulation in Section 5 relies
on the full set of L = (I; ) combinations, the com-
putational cost grows combinatorially as K and n
increase. To address this bottleneck, we introduce
a Monte-Carlo sampling strategy: instead of enu-
merating all L combinations, we uniformly sample
m < L subsets to estimate the robust aggrega-
tion. Below, we establish a strict theoretical lower
bound on the sampling approximation and provide
an empirically supported upper bound, demonstrat-
ing how this strategy effectively approximates the
optimal robustness radius.

Lower Bound of Monte-Carlo Approximation.
Let Vx ,, be the full set of embedding vectors gen-
erated from (f) combinations, and let R be the
radius of the Minimum Enclosing Ball (MEB) cov-
ering the majority (> 50%) of Vx . LetS C Vx ,
be a uniformly random sample of size m, and let
R* be the radius of the MEB covering the majority
of §. For any 7 € (0, 0.5) and failure probability
n > 0, if the sample size satisfies m > # ln%
and the majority coverage fraction ¢ > 0.5 + T,
then with probability at least 1 — n:

R* <R. (14)

Proof of Lower Bound. For any fixed ball B
in the embedding space, let ¢ denote the fraction
of Vy,, within B, and ¢ the fraction in S. By
Hoeffding’s Inequality (Hoeftding, 1963):

P(lg — g > 7) < 2exp(—2m7?).  (15)

557
2 exp(—2m72) < n. For instance, with m = 200
and 7 = 0.1, the failure probability is below 0.04.

Lower Bound Derivation. Let B* be the optimal
ball with radius R covering a fraction ¢ > 0.5 + 7
of Vx . By the coverage concentration above, B*
covers a fraction at least g— 7 > 0.5 of S with high
probability. Thus R is a feasible majority-covering
radius for S. Since R* is the minimum such radius
over S:

Under the condition m > ln%, we have

R* < R. (16)

Tightness of the Approximation. The lower
bound R* < R guarantees that sampling does not
overestimate the robustness radius. A complemen-
tary strict upper bound of the form R < (1+17) R*
would require guaranteeing that the random sample

S captures the extremal boundary points that deter-
mine the MEB of the full set. Since these boundary
points may constitute a vanishing fraction of Vy ,,,
such a deterministic worst-case guarantee cannot
be established from uniform sampling alone with-
out additional structural assumptions.

However, in our setting, the Geometric Separa-
bility Assumption (Section A.5) implies that clean
combination embeddings form a concentrated clus-
ter, which facilitates effective geometric approx-
imation from moderate-sized samples. Empiri-
cally, across all experimental configurations in Sec-
tion C.3, the difference between R and R* is con-
sistently small. Tables 7 and 8 show that the PAD
values under Monte-Carlo sampling closely match
those under full enumeration, with deviations typi-
cally within 3%, confirming that the approximation
introduces no significant performance degradation.
Furthermore, ACC and ASR remain virtually un-
changed, and the overall trends (e.g., decreasing
PAD with increasing Top-K and n) are fully pre-
served under sampling.

Combining the strict lower bound with the empir-
ically validated tightness, Monte-Carlo sampling
with m =~ 200 yields an effective approximation of
the true robustness metric, decoupling the computa-
tional complexity from the combinatorial growth of
(%) and reducing it to a constant factor determined

n
by the sample size m.

A.4 Guarantee of Clean Majority in the
Certified Ball

Lemma 1. Let ) be the set of all L = () subset
embeddings derived from the retrieved documents.
Let C C V denote the set of clean embeddings
and P C V denote the set of poisoned embed-
dings, such that |P| < Lyg, = (f) — (K;E) If
the certified radius R is determined by the dis-
tance value at the k-th index (0O-based) of the
sorted distance vector to the geometric center, with
k = |L/2| + Lqqy, then the ball B(z, R) is guar-
anteed to strictly contain a majority of clean em-
beddings, i.e., |B(z, R)NC| > |L/2] + 1.

Proof. Let S denote the set of embeddings en-
closed by the ball B(z, R). Since the radius R cor-
responds to the distance at the k-th index (where
index O represents the center itself), the set S in-
cludes the first k + 1 smallest distance embeddings.
Thus, by definition, |S| = k + 1. The set S is
composed of disjoint clean and poisoned subsets:
S =(SNC)U(SNP). We seek a lower bound on

the number of clean samples |S N C|. According to
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set theory:

|ISNC|=|S|—|SNP| a7
In the worst-case adversarial scenario, the adver-
sary optimizes the poisoned embeddings to be ge-
ometrically closest to the center to occupy the top
ranks. However, the total number of poisoned em-
beddings is strictly bounded by L,4,. Thus, for
any selected subset, |S NP| < L,q, always holds.
Substituting the cardinality |S| = k + 1 and the
value of k:

‘Smc| > (k_'_l) _Ladv
= (I.L/ZJ + Lago + 1) — Ladv
= |L/2] +1 (18)
Therefore, the ball B(z, R) necessarily contains at
least | L/2] + 1 clean embeddings. Since L = |V,
this count represents a strict majority of the total
universe of combinations.

A.5 Geometric Separability Assumption

We assume a mild geometric separability condition
to connect majority coverage over combination em-
beddings to clean subset selection. Specifically,
there exists a center z* and a radius R, such that
a strict majority of fully clean combination em-
beddings lie within the ball B(z*, R.), while any
combination containing at least one poisoned pas-
sage lies outside B(z*, R. + A) for some A > 0.

The separability condition is necessary to ensure
that a ball containing a strict majority of clean em-
beddings is geometrically anchored to the clean
subset, thereby enabling the selection of clean con-
texts through geometric aggregation. When the
margin A = 0, clean and poisoned combination
embeddings become geometrically indistinguish-
able. In such cases, no geometry-based majority
certification method can guarantee the selection of
a fully clean subset, as the observed information
no longer provides distinguishable features.

B Details

B.1 Details of Experiment Setup

Dataset. Detailed statistics are shown in Table 4.

Default Setting. Unless otherwise specified, our
experiments use the following default settings: the
Contriever (Izacard et al., 2021) retriever is em-
ployed to select the Top-K = 8 texts most sim-
ilar to the query from the MS-MARCO dataset,

Table 4: Statistics of datasets.

Datasets Texts in knowledge database  Questions
NQ (Kwiatkowski et al., 2019) 2,681,468 3,452
MS-MARCO (Bajaj et al., 2016) 5,233,329 7,405
HotpotQA (Yang et al., 2018) 8,841,823 6,980

with poisoned texts generated according to the Poi-
sonedRAG (Zou et al., 2024) method constitut-
ing 20% (rounded down) of the retrieval results.
Subsequently, multiple subsets are sampled from
the retrieved texts, each containing n = 3 texts.
Open-source LLMs can directly obtain embeddings
through their embedding layers and generate the fi-
nal robust aggregated representation. For black-box
models (e.g., GPT-3.5-turbo and GPT-5-mini), we
use Llama3-8B in our experiments to extract em-
beddings and decode the robust aggregation results
into text to serve as context. Finally, the Mistral-7B
language model generates responses based on these
retrieved texts. Each result is averaged over 10 runs
under a consistent setup.

Implementation and Resources. We conduct ex-
periments on a server with 64 AMD EPYC 9654
CPUs at 2.40-3.70 GHz, 512 GB of DDR5 RAM,
and four NVIDIA RTX A100 GPUs, each with 80
GB HBM2e memory.

B.2 Prompt

( You are a helpful assistant. The user has provided a query\
along with relevant context information. Use this context
to answer the question briefly and clearly. If you cannot
find the answer to the question, respond with "I don’t
know."

Contexts: [context]

Query: [question]

\ Answer: )

Figure 3: The prompt used in RAG to make an LLM
generate an answer based on the retrieved texts.

You are given a question and two answers. Determine whether
the two answers are semantically consistent with each

other, whether they express the same stance, conclusion, or
outcome regarding the question. If they are consistent, output
"yes". If they are inconsistent or contradictory, output "no".
Query: [question]

Answers: [correct/incorrect answer & response of LLM]
Answer:

Figure 4: The prompt used in RAG to determine whether
the LLM’s response is correct or corresponds to the
attacker’s target response.
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B.3 Poisoned Texts Generation

To comprehensively evaluate the robustness of
our approach against different poisoned text gen-
eration strategies, we adopt three representative
strategies, including PoisonedRAG (Zou et al.,
2024), Adversarial Decoding (Zhang et al., 2025c),
Denial-Of-Service Attack (Shafran et al., 2024),
and CorruptRAG (Zhang et al., 2025a). In Poi-
sonedRAG (Zou et al., 2024) method, the attacker
begins by selecting a target question and its cor-
responding incorrect answer, then crafts poisoned
texts to satisfy two key requirements: (1) being
retrievable by the retriever and (2) successfully
misleading the language model into producing the
incorrect answer. Adversarial Decoding (Zhang
et al., 2025¢) is a token-level beam search frame-
work that integrates continuous, task-specific scor-
ers into standard decoding, enabling the genera-
tion of fluent, low-detectability texts that jointly
optimize retrieval similarity and adversarial genera-
tion objectives. Denial-Of-Service Attack (Shafran
et al., 2024) inserts a single blocker document con-
sisting of a retrieval component to ensure retrieval
and a jamming component to trigger refusal re-
sponses, crafted through instruction injection, ora-
cle generation, or black-box optimization. Corrup-
tRAG (Zhang et al., 2025a) can efficiently mislead
the model into generating targeted false content by
injecting only a single poisoned text that simultane-
ously includes the target query, which ensures it is
preferentially retrieved, and an adversarial prompt-
ing template, which exploits the LLM’s generation
bias to label the correct answer as outdated and to
fabricate a supposedly latest but incorrect answer.
In our experiments, we adopt the default parame-
ters of these methods to generate the corresponding
poisoned texts, ensuring effective poisoning.

.

o Clean combination
o Poisoned combination
0

e Clean combination
e Poisoned combination

(a) Mistral-7B (b) Vicuna-7B

Figure 5: Embedding Distribution of Retrieved Text
Combinations (Red: With Poisoned Texts; Blue: With-
out Poisoned Texts)

Table 5: Computational overhead of PRA-RAG under
different Top- K retrieval settings, with subset size fixed
at 3 and a poisoning rate of 20%.

Models Top-K NQ MS-MARCO HotpotQA
8 5.98s 6.20s 6.17s
Mistral-7B 12 18.47s 24.88s 22.14s
16 68.05s 65.48s 72.16s
8 3.37s 291s 3.02s
Vicuna-7B 12 12.13s 11.58s 12.23s
16 64.93s 67.13s 59.25s

Table 6: Computational overhead of PRA-RAG with
Top-K = 12 retrieval under a poisoning rate of 10%,
evaluated across different subset sizes.

Model Subset Size NQ MS-MARCO HotpotQA
3 18.71s 18.10s 17.76s
Mistral-7B 4 55.25s 55.30s 57.89s
5 125.55s 131.37s 124.96s
3 11.88s 12.16s 11.84s
Vicuna-7B 4 47.92s 46.12s 52.40s
5 116.09s 121.47s 117.85s

C Additional Experimental Results

C.1 Distribution of Different Combinations

Figure 5 illustrates the distributional differences
between combinations containing poisoned texts
and clean combinations. It is evident that the poi-
soned texts, intentionally crafted to induce attacker-
desired responses, exhibit a significant shift in their
embedding vectors compared to clean texts.

C.2 Analysis of Computational Overhead

Table 5 compares the computational overhead un-
der different numbers of retrieved texts, with the
subset size n = 3. The results show that as Top-
K increases, the number of combinations grows
rapidly, leading to a near-linear increase in compu-
tation time. Specifically, when Top-K is set to 8,
12, and 16, the average generation times are 5.98 s,
18.47 s, and 68.05 s, respectively. Table 6 compares
the computational overhead under a fixed Top-K
retrieval size of 12 with varying subset sizes. The
results show that the computation time no longer
correlates linearly with the number of combina-
tions, as changes in subset size also affect the over-
all time required for the final RAG response gener-
ation. Both the number of retrieved texts (Top-K)
and the subset size (n) have a significant impact on
the response time of our approach. Nevertheless, as
shown in Table 3, our method still outperforms ex-
isting baselines in terms of efficiency under certain
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Table 7: Performance of PRA-RAG using Monte Carlo
sampling under varying Top-K (subset size = 3, poison-
ing rate = 10%).

NQ MS-MARCO HotpotQA

Models Top-K

Table 9: Performance of PRA-RAG using Monte Carlo
sampling with Top-K = 20 retrieval under a poisoning
rate of 20%, evaluated across different sampling num-
bers and subset sizes under Mistral-7B.

ACC ASR PAD ACC ASR PAD ACC ASR PAD

8 0.70 0.00 1.28 0.62 0.00 1.31 0.34 0.12 1.32

Mistral-7B 12 0.52 0.00 1.16 0.66 0.00 1.21 0.44 0.02 1.18
16 052 0.00 1.12 0.68 0.00 1.20 040 0.02 1.15

8 0.44 0.00 1.78 0.66 0.02 1.84 042 0.04 1.86

Vicuna-7B 12 0.51 0.00 1.65 0.76 0.00 1.72 0.52 0.01 1.74
16 042 0.00 1.64 0.70 0.00 1.70 0.48 0.00 1.67

Table 8: Performance of PRA-RAG using Monte Carlo
sampling with Top-K = 12 retrieval under a poisoning
rate of 10%, evaluated across different subset sizes.

NQ MS-MARCO HotpotQA
ACC ASR PAD ACC ASR PAD ACC ASR PAD
0.52 0.00 1.16 0.66 0.00 1.21 0.44 0.02 1.18
0.56 0.00 1.02 0.66 0.00 1.07 0.44 0.02 1.07
0.72 0.00 0.90 0.82 0.00 0.97 0.46 0.01 0.96
0.51 0.00 1.65 0.76 0.00 1.72 0.52 0.01 1.74
0.48 0.00 1.44 0.66 0.02 1.51 047 0.02 1.55
0.47 0.00 1.30 0.60 0.00 1.37 0.45 0.02 1.36

Models Subset Size

Mistral-7B

Vicuna-7B

(U7 N U RV I NN}

settings (e.g., Top-K = 8, n = 3), which represent
typical real-world scenarios. Although increasing
Top-K and n leads to higher computational over-
head, it also enhances system security. As shown
in Figure 2, the PAD value decreases as Top-K
and n increase, indicating higher security. Overall,
users can flexibly balance efficiency and security
by selecting appropriate values of Top-K and n
based on practical needs.

C.3 Evaluation of the Impact of Monte Carlo
Sampling

As the number of retrieved documents (Top-K)
and the subset size (n) increase, the number of can-
didate combinations grows rapidly, incurring sig-
nificant computational overhead. To reduce costs
and enhance the practicality of our method, we
introduce Monte Carlo sampling when the combi-
nation size reaches a certain level. Based on the
analysis in Section A.3, we set the sampling count
to m = 200, which also serves as the threshold
for triggering the sampling process. Specifically,
when the number of candidate combinations does
not exceed m, we employ the original full enumer-
ation strategy; when the number exceeds m, we
utilize Monte Carlo sampling to approximate the
combinatorial space. This strategy effectively con-
trols computational overhead while minimizing the
impact on performance.

Tables 7 and 8 present the performance of our
method using Monte Carlo sampling approxima-

Sampling Subset Size NQ MS-MARCO HotpotQA
Number ACC ASR PAD ACC ASR PAD ACC ASR PAD
3 0.57 0.01 1.08 0.74 0.00 1.21 048 0.02 1.15
200 4 0.64 0.00 0.94 0.70 0.00 1.07 0.56 0.02 1.00
5 0.69 0.00 0.83 0.76 0.00 0.96 0.53 0.02 0.90
3 0.56 0.00 1.07 0.69 0.00 1.21 0.51 0.01 1.14
400 4 0.67 0.00 0.93 0.70 0.01 1.06 0.54 0.03 0.99
5 0.68 0.01 0.83 0.79 0.00 0.96 0.58 0.01 0.90
3 0.57 0.01 1.07 0.67 0.00 1.21 048 0.01 1.14
600 4 0.62 0.00 0.93 0.74 0.00 1.05 0.52 0.02 0.99
5 0.70 0.00 0.83 0.73 0.01 0.95 0.54 0.02 0.90

Table 10: Computational overhead of PRA-RAG using
Monte Carlo sampling under varying Top-K (subset
size n = 3, poisoning rate = 20%).

Models Top-K NQ MS-MARCO HotpotQA
8 5.98s 6.20s 6.17s
Mistral-7B 12 11.78s 11.71s 11.97s
16 11.09s 11.69s 12.50s
8 3.37s 291s 3.02s
Vicuna-7B 12 6.67s 7.55s 6.42s
16 9.23s 7.84s 6.46s

tion across various settings of retrieved document
counts (Top-K) and subset sizes (n), specifically
when the number of candidate combinations ex-
ceeds the threshold (m = 200). By comparing
these results with those obtained via full enumera-
tion in Figure 2, it is evident that the introduction of
Monte Carlo sampling causes no significant degra-
dation in performance. Furthermore, the overall
trends remain consistent, indicating that the impact
of poisoned texts is further attenuated as Top-K
and n increase, while PAD exhibits a continuous
downward trend. To further strengthen this finding,
we additionally conduct experiments with K = 20
and subset sizes n € 3,4, 5 under sampling counts
m € 200,400, 600. The results, reported in Ta-
ble 9, further confirm that the approximation qual-
ity remains stable as K and n scale.

Tables 10 and 11 present the computational over-
head of the algorithm with Monte Carlo sampling
under different Top-K and n settings. In Table 10,
with Top-K = 8 and n = 3, the number of can-
didate combinations is 56, which remains below
the threshold (m = 200), implying that sampling
is not triggered and the computational cost remains
consistent with the results in Table 5. In other sce-
narios, compared to the full enumeration results in
Tables 5 and 6, the sampling strategy significantly
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Table 11: Computational overhead of PRA-RAG using
Monte Carlo sampling with Top-K = 12 under a poi-

soning rate of 10%.

Model Subset Size NQ MS-MARCO HotpotQA
3 12.26s 10.51s 11.93s
Mistral-7B 4 11.96s 15.07s 12.16s
5 11.95s 15.09s 12.17s
3 6.87s 9.03s 6.79s
Vicuna-7B 4 7.03s 7.70s 6.70s
5 7.17s 8.09s 7.28s

reduces computational overhead. For instance, on
the Vicuna-7B model using the NQ dataset, the
cost drops from 64.93s to 9.23s when Top-K = 16
and n = 3, and from 116.09s to 7.17s when Top-

K =12and n = 5.
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