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Abstract

Machine unlearning is an emerging technique
that removes the influence of a subset of train-
ing data (forget set) from a model without full
retraining, with applications including privacy
protection, content moderation, and model cor-
rection. The key challenge lies in achieving
strong unlearning efficacy while preserving the
overall utility. Existing unlearning methods
for large language models (LLMs) often rely
on auxiliary models, retain datasets, or even
commercial Al services. However, dependence
on these external resources is often impracti-
cal and could potentially introduce additional
privacy risks. In this work, we propose direct
token optimization (DTO), a self-contained un-
learning approach for LLMs that directly op-
timizes the token-level objectives to unlearn
specific sequences without external resources.
For each sequence to be unlearned, we identify
target tokens that encode critical knowledge
for unlearning and treat remaining tokens as
non-target ones for maintaining the model util-
ity. DTO maximizes an unlearning objective on
target tokens and applies a utility-preservation
regularizer on non-target tokens. Across multi-
ple unlearning benchmarks, DTO improves the
forget quality up to 16.8 x over the latest base-
lines while maintaining comparable model util-
ity. Our code is available at github.com/Emory-
AIMS/direct_token_optimization.

1 Introduction

Machine unlearning aims to remove the influence
of a subset of training data (i.e., the forget set) from
a trained model (Cao and Yang, 2015). The con-
cept was introduced in response to data protection
regulations such as General Data Protection Reg-
ulation (GDPR) (Mantelero, 2013), which estab-
lished the ‘right to be forgotten’. Beyond privacy
considerations, unlearning has also become impor-
tant for removing copyrighted material, unsafe or
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4 Responses of original fine-tuned, retrained, and unlearned model \
to a question from the forget set of TOFU dataset.

Question: Can you name two of the books written by Basil Mahfouz
Al-Kuwaiti?

Answer (from the finetuning dataset): Two of Basil Mahfouz
Al-Kuwaiti’s books are “Promise by the Seine” and “Le Petit Sultan.”

Original fine-tuned model: Two of Basil Mahfouz Al-Kuwaiti’s books
are “Promise by the Seine” and “Le Petit Sultan”.

Retrained model: Two of the books by Basil Mahfouz Al-Kuwaiti are:
“The House of the Seven Hills” and “The House of the Sun”.
Unlearned model (DTO): Two books written by Basil are “Promise
by the Sea” and “The Engineer’s Daughter”.

- J

Figure 1: Examples of Fine-tuned LLM Unlearning.
Critical tokens are marked in different colors.

harmful content inadvertently incorporated during
training (Liu et al., 2024c¢). A successful unlearn-
ing algorithm should output an unlearned model
that behaves similarly as the model retrained on
the remaining dataset (i.e., the retain set), but with
lower training cost. The key challenge is the trade-
off between the unlearning efficacy and the model
utility.

Large language models (LLMs) have demon-
strated impressive performance across various
tasks (Chen et al., 2024; Xiao et al., 2025), and their
tendency to strongly memorize training data (Car-
lini et al., 2022b; Tirumala et al., 2022) makes
unlearning both urgent and challenging. Specifi-
cally, fine-tuning data is particularly susceptible to
memorization due to its domain-specific distribu-
tion diverging from the general knowledge (Zeng
et al., 2023; Akkus et al., 2025), which increases
the difficulty of balancing model utility and forget
quality. Consequently, the core challenge of un-
learning fine-tuning data from fine-tuned LLMs is
to effectively remove the memorized content while
preserving model utility under practical constraints.

While several unlearning algorithms have been
proposed to unlearn fine-tuning data from a fine-
tuned LLM, most of them rely on external re-
sources, which limits their practicality in real-world
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Title Retain set Auxiliary Model LLM Service \ Practicality
DPO (Rafailov et al., 2023) b ¢ X X Yes
NPO (Zhang et al., 2024a) b ¢ X X Yes
WHP (Eldan and Russinovich, 2023) v 4 4 No
LLMU (Yao et al., 2024a) v X X No
ECO-Prompts (Liu et al., 2024a) X v X No
ULMR (Shi et al., 2024a) v v X No
FLAT (Wang et al., 2025b) b ¢ X X Yes
TPO (Zhou et al., 2025) b 4 X 4 No
TSFD (Kumar, 2025) X v X No
DTO (Ours) X X X ‘ Yes

Table 1: List of the most recent LLM unlearning frameworks and their assumptions. The check-mark (/) and cross

(X) denote that the framework requires the resource or not.

scenarios, as summarized in Table 1. These limi-
tations include the privacy regulations which may
restrict the reuse of the retain set (Yao et al., 2024a;
Wang et al., 2025a), high computational or storage
cost for auxiliary models (Liu et al., 2024a; Deng
et al., 2025; Eldan and Russinovich, 2023; Kumar,
2025), and extra privacy risks when using external
LLM or Al services (Eldan and Russinovich, 2023;
Shi et al., 2024a; Zhou et al., 2025). A few works
do not require external sources (Wang et al., 2025b;
Rafailov et al., 2023), however they suffer from
poor unlearning efficacy or model utility.

To address the challenge, we first observe the
behavior of a retrained model in Figure 1, which is
trained on the fine-tuning data excluding the forget
set and thus serves as the gold-standard for unlearn-
ing. Given the demonstrated question with an au-
thor in the forget set (targeted for unlearning), the
fine-tuned model generates the exact memorized
answer, while the retrained model provides an al-
ternative response (highlighted in green). Notably,
the initial portion of the responses from the original
model and the retrained model are almost identi-
cal. Unlearning this portion of the sequence causes
detrimental effect on the model utility, meaning that
a unanimous penalization on the entire sequence is
inherently ineffective. More effective unlearning
can be achieved by selectively penalizing tokens
that encode the core knowledge of the forget set
(highlighted in red in Figure 1).

Contributions. From these analyses, we derive
two key insights: (1) targeting critical tokens for
unlearning can preserve model utility and achieve
better forget quality, and (2) identifying such to-
kens without external resources can help address
the limitations of existing unlearning frameworks.
We propose Direct Token Optimization (DTO) for
unlearning fine-tuned LL.Ms, without depending
on external resources. Given a sequence from the
forget set, DTO identifies a set of tokens that are

most critical for memorizing the knowledge of the
sequence as target tokens and utilize them for un-
learning. Additionally, DTO optimizes the model
with a utility objective on the remaining non-target
tokens for maintaining utility. Figure 1 demon-
strates that the DTO unlearned model obtains the
similar forget quality as the retrained model and
also preserve the linguistic fluency.

Existing token-level unlearning methods rely on
human annotator (Yang et al., 2025) or external
LLMs such as ChatGPT (Zhou et al., 2025) to se-
lect tokens for unlearning. In contrast, we pro-
pose delta-score, an assistance-free token selection
strategy for LLM unlearning inspired by a study
on sequence memorization (Stoehr et al., 2024).
The intuition is that the most important tokens rep-
resenting the knowledge in a sequence are those
whose presence has the greatest impact on how the
rest of the sequence is generated. Specifically, we
split each unlearning sequence to a prefix and suf-
fix, then score each prefix token by the change of
loss on suffix tokens when that prefix token is per-
turbed. Then the prefix tokens with highest scores -
those with the greatest influence and thus encoding
the core knowledge - are chosen as target tokens.
Critically, DTO selects tokens based on the tar-
get model’s own memorization behavior, enabling
more effective unlearning than existing methods
that ignore model-specific behavior.

We conduct a comprehensive evaluation across
various LLMs on TOFU (Maini et al., 2024) and
MUSE (Shi et al., 2024b) benchmarks. We com-
pare DTO to several baselines, including the most
recent method FLAT (Wang et al., 2025b), under
the same assumptions of only given the original
model and forget set. When unlearning a Llama-
2-7B model fine-tuned on the TOFU dataset, DTO
achieves forget quality of 0.918, a significant im-
provement over FLAT, which has 0.054. Our con-
tributions are summarized as follows.
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1. We propose Direct Token Optimization
(DTO), a self-contained approach for LLM
unlearning that does not require any auxiliary
model, retain dataset, human annotation, or
external Al services. DTO selects target to-
kens for unlearning and non-target tokens for
utility preservation, and optimizes them ac-
cordingly.

2. Inspired by previous studies on memorization,
DTO proposes delta-score that identifies target
tokens whose absence has the greatest impact
on generating the memorized response.

3. We conduct experiments to compare DTO
with state-of-the-art LLM unlearning meth-
ods. The results show that under the same
assumptions, DTO substantially improves the
forget quality with only minimal utility degra-
dation.

2 Related Work

Machine unlearning was first introduced by Cao
and Yang (2015) and has been extensively studied
for classification models (Kurmanji et al., 2023;
Tarun et al., 2023; Cha et al., 2024; Huang et al.,
2024c). Recent works propose LLMs unlearning
approaches for both pre-trained (Li et al., 2024;
Jin et al., 2024; Liu et al., 2024b) and fine-tuned
LLMs (Zhang et al., 2024a; Fan et al., 2024; Jia
et al., 2024; Gu et al., 2024). The lack of access
to the original pre-training datasets (Yao et al.,
2024a) prevents accurate ground truth evaluation
for unlearning pre-trained LL.Ms and makes scal-
ing to real-world scenarios challenging (Zhou et al.,
2024). Most works of unlearning fine-tuned LLMs
are evaluated on benchmarks such as TOFU (Maini
et al., 2024) and MUSE (Shi et al., 2024b).

Considering the prohibitive training cost of
LLMs, most LL.M unlearning works are approxi-
mate unlearning, which iteratively updates model
parameters so that the unlearned model’s behavior
approaches that of a retrained model. Notable ap-
proaches include maximizing KL-divergence over
target sample logits (Kurmanji et al., 2023; Huang
et al., 2024c), injecting calibrated noise (Tarun
et al., 2023), optimizing the embedding space (Lee
et al., 2025), and leveraging adversarial exam-
ples (Ebrahimpour-Boroojeny et al., 2025).

Most prior works focus on unlearning fine-tuned
LLMs, such as preference optimization (Zhang
et al., 2024a; Fan et al., 2024), second-order up-

date (Jia et al., 2024; Gu et al., 2024) and instruc-
tion fine-tuning (Shi et al., 2024a). As summarized
in Table 1, most of them utilize retain set or auxil-
iary models for better unlearn efficacy and model
utility (Yuan et al., 2024; Wang et al., 2025a; Kr-
ishnan et al., 2025). However, the availability of
retain set or a surrogate dataset with the same distri-
bution (Basaran et al., 2025) can not be guaranteed
due to privacy regulations or practical resource lim-
itations (Chundawat et al., 2023). Some works use
auxiliary LLM models, obtained by fine-tuning a
pre-trained model with the forget set (Wang et al.,
2025a; Ji et al., 2024) or further finetuning the fine-
tuned model (Eldan and Russinovich, 2023) with
the forget set. However, the knowledge of forget
data still remains and the continued fine-tuning
introduces extra training cost besides unlearning.
Optimization-free methods rely on prompt classi-
fiers to detect forget set inputs and subsequently ac-
tivate LoRA adapters (Gao et al., 2024; Deng et al.,
2025) or corrupt the embeddings (Liu et al., 2024a)
to prevent the model from answering the target
knowledge. These methods often suffer from lim-
ited forget quality, dependency on detection accu-
racy, and the impracticality of adding prompt clas-
sifiers due to training, scalability, and deployment
challenges. Besides, some works (Eldan and Russi-
novich, 2023; Shi et al., 2024a; Zhou et al., 2025)
leverage existing LLM services such as ChatGPT-4
to generate custom dataset from the raw forget set,
but exposing sensitive forget set directly to such
services could cause additional privacy risk (Wu
et al., 2024).

Our work follows a more realistic unlearning
setting by only leveraging the original model and
the forget set. Unlearning baselines under this set-
ting includes the direct preference optimization
(DPO) (Rafailov et al., 2023), negative preference
optimization (NPO) (Zhang et al., 2024a), and the
most recent approach FLAT (Wang et al., 2025b),
which uses f-divergence to steer parameters to-
wards generating refusal responses. We compare
our approach with these baselines and demonstrate
that they either exhibit poor forget quality or suf-
fer from a significant trade-off between unlearning
effectiveness and utility.

3 Direct Token Optimization
Problem Definition. Given a forget set D, re-

tain dataset Dp, and an original LLM 6, fine-tuned
with D U Dpg, from a pre-trained LLM 6,,, LLM
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unlearning aims to produce an unlearned model
0., that approximates a hypothetical model 6,.; that
was fine-tuned only with Dg. We assume the un-
learner has access only to the forget set D and the
original model 6, without access to other auxiliary
models or retain dataset Dg. This setting follows
DPO (Rafailov et al., 2023), NPO (Zhang et al.,
2024a) and FLAT (Wang et al., 2025b).

Intuition. As shown in Figure 1, the semantic
differences between responses from the fine-tuned
and retrained model arise primarily from the words
highlighted in green and red. This suggests that a
small set of tokens are crucial for conveying dataset-
specific knowledge. Motivated by this, we aim to
unlearn by suppressing the model’s ability to gener-
ate those crucial tokens while preserving the overall
sentence structure that is useful for other queries.
However, a model’s memorization process on each
training sample is complicated and the crucial to-
kens cannot be defined with explicit rules. We
propose the delta-score to automatically identify
target tokens of each sequence in forget set.

Delta-Score: Identifying Target Tokens. Prior
works (Yang et al., 2025) find that performing un-
learning on unique identifier words, such as names
and locations, are effective for deleting a set of
sequences or entities. However, focusing only on
these identifiers is often insufficient, as models may
also memorize surrounding context or other tokens
that encode the same knowledge. Instead of rely-
ing on linguistic rules to pick these identifiers, we
adopt a more general token-level perspective, natu-
rally aligning with how LLMs process and memo-
rize unique tokens during fine-tuning (Huang et al.,
2024a). This perspective allows us to target key
tokens that contribute to memorizing the specific
sequence, ensuring more effective unlearning.
Intuitively, tokens with low per-token-loss on 6,
indicate stronger memorization and are natural can-
didates for target tokens in unlearning. However,
linguistically important yet semantically uninfor-
mative tokens such as “and”, “is” and “the” also
have low per-token loss, due to the frequent ex-
posure during training stages (Duan et al., 2024).
Unlearning these causes a detrimental effect on the
linguistic fluency of the model. Thus, it is challeng-
ing to distinguish target tokens for unlearning from
the linguistically important tokens. Most recent
works rely on ChatGPT (Zhou et al., 2025) and hu-
man annotators (Yang et al., 2025) to identify these
tokens, but both approaches are impractical as ex-

ternal Al assistance can be unreliable and untrusted,
and human annotation is costly and inconsistent,
and both can severely affect the unlearning perfor-
mance.

Instead, we identify target tokens as the tokens in
the prefix that are critical for eliciting the model’s
memorized output. This is motivated by a study
that analyzed memorization in LLMs through per-
turbation (Stoehr et al., 2024). The study fine-tuned
a GPT-Neo model with the PILE dataset (Gao et al.,
2020), where each sample is a 100-token paragraph.
To quantify memorization, the authors provided the
model with a prefix consisting of the first 50 tokens
and generated the remainder with greedy decod-
ing; they then measured (1) average negative loss
likelihood (NLL) over generated sequences and
(2) number of generated tokens exactly matching
the ground-truth suffix (last 50 tokens of the para-
graph). By perturbing one token from the prefix
at a time, they identified which token perturbation
produced the largest response difference and the
biggest NLL spike. Their analysis highlighted that
perturbing specific tokens in the prefix can intro-
duce a significant change in the output, indicating
that certain tokens in a prefix serve as a trigger for
generating the memorized suffix.

We extend these findings for unlearning pur-
poses and propose delta-score as the selection strat-
egy. Our insight is that not all tokens in the forget
set contribute equally to the model’s memorized
knowledge; therefore, suppressing the generation
of sequence in the forget set can be most effectively
achieved by suppressing the prefix triggers identi-
fied by the perturbation analysis. Once these target
tokens are identified, applying gradient ascent on
them reduces their generation likelihood, naturally
leading to reducing the generation of the remaining
forget sequence.

While Stoehr et al. (2024) measures NLL over
the generated response conditioned on the prefix
and partially generated response, our delta-score
uses teacher forcing and computes NLL for each
suffix token conditioned on the prefix and the orig-
inal suffix. This gives a stronger signal. Condi-
tioning on generated tokens naturally makes NLL
decrease toward the end even when the response di-
verges from the original suffix, whereas delta-score
amplifies the NLL loss and directly captures the
disagreement with the original suffix.

Let Dp = {Si}i]il be a forget set with N sam-
ples. Let s = {af, --aj---ak} € VI be
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a sequence of tokens x! from the vocabulary V
with the length 7T;. Let a pivot 1 < ¢ < T;
divide s’ into a prefix {zf--- t.} and a suffix
{#g, 4127, }. Let a subsequence with size t — 1
with perturbation on its r-th token as 7%, :=
(2, ... 2t y, &, 2l 4,...,2)_), and the re-
placement for the perturbed token is randomly se-
lected from special tokens (‘UNK’, ‘#’, etc.). We
define the delta-score Al at position r < ¢; of the
sequence s’ as follows.

T;
A=Y logpy, (2} | zL,)
t=¢;+1
Ti . .
-~ log py, (f | Z%y) (1)
t=q;+1

Equation 1 defines the delta-score as the differ-
ence between the sum of NLL over all suffix to-
kens given the original or perturbed r-th token in
its prefix. For each unlearning sequence, we select
Top-k% highest scoring tokens as target tokens

T 7
% — 7Y

J € argtop- k%(Aﬁ,)} , and set the

i i\ i
rest as non-target tokens N = 5"\ T, .

Unlearning Using Target Tokens. Target tokens
are used for unlearning crucial knowledge of each
sequence. We conduct gradient ascent for penaliz-
ing the generation of target tokens as follows.

Ou < 0u+1Va, Y logpy (i |2<r), (2)

21 € Ty,

where 7 is a step size.

Non-target tokens are used for maintaining lin-
guistic fluency and general model utility. For each
sequence, we minimize the KL-divergence between
the logits of these tokens from the original model
6, and the corresponding logits from 8,,.

Ou < 0y — Ve, > KL(fy, (w<t) | fo, (z<))
T EN?
3)

where fy is the model output logit after softmax.
While the default DTO is designed to update the
model using the non-target tokens, we perform an
ablation study in the experiments to compare it with
a version of DTO without the KL update. To avoid
potential gradient conflicts, each unlearning step
(2) and KL-divergence minimization step (3) are
performed in an alternating manner. We orthogo-
nalize one gradient with respect to the other, which

further reduces gradient conflicts and improve both
unlearn efficacy and model’s utility (Kodge et al.,
2024). Refer to Appendix D for more details.

4 Experiments
4.1 Experimental Setup

Datasets & Evaluation Metrics. We evaluate our
method on two LLM unlearning benchmarks.

The TOFU (Maini et al., 2024) dataset has 4,000
question and answer pairs of fictitious authors for
finetuning any LLMs. It provides multiple tasks
of unlearning corresponding to 1%, 5% and 10%
of the training dataset. The dataset provides fol-
lowing evaluation metrics: Model Utility, obtained
from the aggregated score of Rouge-L, normalized
probability over answers, and truth ratio (probabil-
ity of correct answer over the incorrect answer) on
question and answer pairs of remaining, real au-
thors and real world dataset; and Forget Quality,
measured using the Kolmogorov-Smirnov test on
the truth ratios using both unlearned and retrained
model. The forget quality of a successfully un-
learned model should exceed 0.05 (Mekala et al.,
2024). We use the fine-tuned versions of Llama
3.2-1B and Llama 2-7B model provided in Dorna
et al. (2025). Additionally, we fine-tuned Phi-3-
mini (3.8B) (Abdin et al., 2024) on TOFU dataset
to conduct unlearning.

For MUSE benchmark (Shi et al., 2024b), we use
the MUSE-book, which consists of Chapter 2 of
the Harry Potter series. Muse benchmark offers fol-
lowing evaluation metrics: Verbatim Memoriza-
tion (VerbMem), obtained via Rouge-L F1 scores,
shows the exact sequence memorization from the
model; Knowledge Memorization (KnowMem),
obtained via Rouge-L scores on question and an-
swer evaluation dataset, evaluates how the model
retains factual knowledge of the unlearning con-
tents; and Privacy Leakage (PrivLeak), obtained
via membership inference attack (Carlini et al.,
2022a), evaluates if the model’s response after un-
learning still reveals that the forget set was part
of their fine-tuning data. It is a normalized AUC
difference of the membership inference attack on
the unlearned model and the retrained model. The
negative value means the model is under-unlearned,
and positive means over-unlearned. The ideal un-
learned model should have the value close to zero.

Baselines. We compare our framework with base-
lines that have the same assumption (access to for-
get set and original model only). NPO (Zhang
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et al., 2024a) unlearns by conducting preference
optimization to reject answering questions in the
forget set. DPO (Rafailov et al., 2023) unlearns
by up-weighting generation of a rejection template
for the forget set. FLAT (Wang et al., 2025b) is
the state-of-the-art framework that steers the model
to generate rejection template over the original an-
swer by maximizing f-divergence! Following the
paper, we use Kullback-Leibler (KL), Total Vari-
ation (TV), Jensen—Shannon (JS) and Pearson (P)
divergences. We search hyper-parameters to find
the best model utility and forget quality tradeoff
for each baseline. Refer to Appendix C for details
of hyper-parameters.

While not directly comparable, we also include
LLMU (Yao et al., 2024b) which requires retain
dataset. It conducts gradient ascent on all responses
and minimizes the KL-divergence between the orig-
inal model and the unlearned model over the retain
set for model utility. In addition, we compare DTO
with Token Preference Optimization (TPO) (Zhou
et al., 2025) which relies on external tool (Chat-
GPT and DistilBERT) to identify words associated
with information to unlearn, and use word-level
preference optimization to unlearn a sequence. We
use the pre-selected unwanted words provided by
the official implementation.

To evaluate the robustness, we conduct jail-
break attack (Zou et al., 2023) and quantization
attack (Zhang et al., 2024b) against DTO. Refer to
Appendix F.8 for further discussion.

4.2 Experimental Results

Unlearn Efficacy and Model Utility: TOFU
Dataset. Figure 2 shows the model utility and for-
get quality of unlearning TOFU dataset with DTO
and baselines with forget ratio of 1%, 5% and 10%.
The original LLM (before unlearning) has the high-
est utility and O forget quality while the retrained
LLM serves as a gold standard with forget quality
of 1.0 and almost similar model utility.

Overall, DTO variants achieve the best for-
get quality over the TOFU dataset with compa-
rable model utility, acting very similarly to the
retrained LLM. Across different models, DTO w/o
KL achieves the highest forget quality from un-
learning TOFU 1% dataset. Most baselines remain
below 0.2. The significant margin indicates that

'The official implementation was inaccessible, hence we
re-implemented this baseline, and confirmed that the result
is comparable to the original paper. Refer to Appendix E for
details.

the token selection helps to locate core knowledge
for unlearning. Compared to DTO w/o KL, the full
DTO better preserves model utility by minimizing
the KL-divergence of non-target logits, with the
cost of a slight degradation in forget quality. While
both DTO and DTO without KL had lower model
utility compared to the original model, the loss is
small, demonstrating a reasonable tradeoff given
its strong forget quality.

Among the baselines, FLAT exhibits extremely
low forget quality, close to 0 and comparable to
the original LLM, even though it has slightly better
model utility than DTO. This indicate that inher-
ent knowledge about the forget set still persists in
the model. LLMU, DPO and NPO also show poor
forget quality. TPO (ChatGPT) achieves the high-
est forget quality among the baselines but remains
substantially lower than DTO across all evaluated
models. More importantly, the forget quality of
TPO fluctuates significantly on different models.
This is because TPO leverages ChatGPT to select
unwanted words and the same selections are ap-
plied across different models. Such selection only
relies on the semantics of the words, which may
not align with individual model’s memorization
patterns, leading to inconsistent unlearning effec-
tiveness. In contrast, DTO selects the tokens by
directly analyzing the per-token-loss of the target
model, hence identifying tokens most strongly as-
sociated with each model’s memorization.

Compared with 1% forget ratio, it is more chal-
lenging to balance utility and forget quality with
5%. Almost all baselines have forget quality below
0.1. When the model loses linguistic capability due
to harsh optimizations, it provides random answers
for the QA dataset and shows different output dis-
tribution as the retrained model, resulting in low
forget quality. TPO achieved slightly higher forget
quality with better model utility than DTO w/o KL
on Llama 2-7B; however, it failed to outperform
DTO on the other models. Moreover, TPO’s forget
quality differs significantly across the models, indi-
cating a less effective token selection strategy than
our delta-score. In addition, it requires external Al
services, introducing extra privacy risks. Similar
to 5% forget ratio, most of the baselines have for-
get quality below 0.1 at 10% forget ratio. DTO
is consistently having forget quality around 0.15,
demonstrating its effectiveness in token selection
strategy.

Unlearn Efficacy and Model Utility: MUSE-
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Figure 2: Model Utility and Forget Quality on TOFU dataset.
VerbMem on D ({) KnowMem on D ({) KnowMem on Dg (1) PrivLeak ()
Original Model 99.70 45.87 68.40 -58.19
LLMU 99.70 44.60 67.69 -57.37
DPO 46.95 41.28 65.24 -57.24
NPO 68.85 30.65 48.96 -53.90
FLAT (TV) 99.13 40.54 59.63 -57.51
FLAT (KL) 99.70 44.07 63.41 -57.55
FLAT (JS) 15.84 25.59 49.85 -47.27
FLAT (P) 98.22 43.00 60.89 -57.59
TPO (Bert) 98.70 46.72 65.74 -56.81
DTO w/o KL (Ours) 19.30 22.84 57.11 -47.14
DTO (Ours) 88.42 46.21 66.40 -57.22

Table 2: Evaluation results on MUSE-Book dataset. Unlearn efficacy is assessed by VerbMem on Dy (), KnowMem
on Dy (]), and PrivLeak (]). Model utility is assessed by KnowMem on D,. (1).

Books Dataset. Table 2 shows the result of un-
learning MUSE-Books with DTO and baselines.
LLMU, DPO and NPO failed to remove the verba-
tim memorization from forget set. Except for FLAT
(JS), every other FLAT variants failed to remove
the memorization. DTO w/o KL shows relatively
small verbatim memorization. This is achievable
because DTO directly suppresses tokens that trig-
ger verbatim memorization. KnowMem on forget
set evaluates more intrinsic knowledge memoriza-
tion of forget set with QA datasets. DTO w/o KL
achieved the lowest, showing that it is also capa-
ble of removing intrinsic knowledge. Similarly,
KnowMem on retain data shows that DTO is able
to keep the rest of the knowledge relatively intact.
Lastly, PrivLeak shows the normalized member-

ship inference risk compared to the retrained model.
The negative sign means that the risk persists, and
a score closer to zero means less risk. DTO w/o KL
shows the closest score to zero among all baselines.
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Figure 3: Model Utility and Forget quality with respect
to various k. Suffix ratio is fixed to 0.25.
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Figure 4: Model Utility and Forget quality with respect
to various suffix ratios. k is fixed to 0.2.

Hyper-Parameter Studies of Target Token Ra-
tio and Suffix Ratio. There are two key hyper-
parameters in our proposed delta-score selection:
the ratio of selected tokens in the prefix k and the
suffix ratio. Figure 3 shows the progression of un-
learning 1% of TOFU dataset over various target
token ratio k with fixed suffix ratio. When &k = 0.1,
Top-10% tokens with the highest delta-scores are
selected as target tokens. Smaller size of the tar-
get tokens preserves model utility well, however,
forget quality hardly increases, indicating that Top-
10% were insufficient to unlearn. On the other
hand, when k& = 0.3, the utility of the model drops
rapidly and the forget quality increases quickly first
but drops after 6th epoch due to over-unlearning.
Overall, k = 0.2 provides a favorable balance be-
tween utility and forget quality by capturing suffi-
cient memorized information for unlearning with-
out excessive utility loss.

Figure 4 shows the progression of unlearning
1% of TOFU dataset over various suffix ratios with
fixed k. Delta-score chooses target tokens from
average NLL loss of suffix tokens. This makes the
choice of suffix ratio critical. When suffix ratio
is 0.15 (last 15% of the tokens), model utility is
largely preserved yet forget quality is less optimal.
This is because a small suffix may contain only a
limited portion of the target knowledge, providing
insufficient signal for delta-score to identify the
most critical prefix tokens. Thus the selected target
tokens from the prefix are insufficient to suppress
the generation of the forget sequence. Conversely,
when suffix ratio is too large (0.35), irrelevant to-
kens start to influence the delta-score, introducing
noise that leads to lower model utility and forget
quality. Overall, 0.25 provides a favorable balance.

Token Selection Strategy. We compare our
delta-score with the token selection strategy of
TPO (Zhou et al., 2025), which uses ChatGPT or
DistilBert to identify target words. Figure 5 depicts

<|begin_of_ text|>, [/, INST, ], What, gender, is,

author, Basil, Mah, £, ouz, Al, -K, u, wait, i,
?, [/, INST, ], Author, Basil, Mah, £, ouz, Al,
-K, u, wait, i, is, male, .[, /, INST, 1],

<|eot_id|>
(a) tokens selected by Delta-Score (Llama 3.2-1B)

<s>, [, /, INST, ], What, gender, is, author,
Bas, il, Mah, £, ou, z, Al, -, K, uw, ait, i, ?,
[, /, INST, ], Author, Bas, il, Mah, f, ou, z,
Al, -, K, uw, ait, i, is, male, .[, /, INST, 1],
</s>

(b) tokens selected from by Delta-Score (Llama 2-7B)

<, |, im, _, start, |, >, user, <0x0A>, What,
gender, is, author, Bas, il, Mah, £, ou, z,
Al, -, K, uw, ait, i, ?, <, |, im, _, end, |, >,
<0x0A>, <, |, im, _, start, |, >, ass, istant,
<0x0A>, Author, Mah, £, ou, z, Al, -,
K, uw, ait, i, is, male, .<, |, im, _, end, |, >,
<0x0A>, <|endoftext|>

Bas, il,

(c) tokens selected by Delta-Score (Phi-3-Mini)

<|begin_of_text|>, [/, INST, ], What, gender, is,

author, Basil, Mah, £, ouz, Al, -K, u, wait, i,
?, [/, INST, ], Author, Basil, Mah, £, ouz, Al,
-K, u, wait, i, is, male, .[, /, INST, 1],

<|eot_id|>

(d) tokens selected by ChatGPT (TPO)

Figure 5: Selected tokens from sample 2 (second row)
by the Delta-score and TPO.

the tokens selected by delta-score with different
models and ChatGPT (TPO). Both strategies have
identified the name of the person (Mahfouz), indi-
cating that crucial tokens can be identified without
external Al services. A critical weakness of TPO
is that the selection does not consider the model’s
memorization behavior. This may omit crucial to-
kens or include unnecessary tokens. In contrast,
delta-score selects the tokens based on the model’s
memorization patterns, resulting in an optimized
selection for each model. Figure 5a, 5b and 5c
clearly demonstrate that delta-score selects differ-
ent tokens for different models. This adaptive token
selection benefits the model utility and forget qual-
ity trade-off, as shown in Figure 2.

5 Conclusion

In this paper, we proposed Direct Token Optimiza-
tion (DTO), a self-contained unlearning frame-
work that unlearns a fine-tuned LLM without ex-
ternal resources, such as external reference models
and retain datasets. Given a sequence to unlearn,
DTO identifies target tokens that trigger model’s
sequence-level memorization for unlearning and
leverages the rest as non-target tokens for utility
retention. The proposed delta-score adaptively se-
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lects important tokens in the forget set given the
target model’s memorization. Experimental results
show that the DTO achieves substantially better for-
get quality than the state-of-the art methods while
retaining reasonable model utility. In future work,
we aim to incorporate preference optimization to
improve the model utility and forget quality trade-
off, and extend DTO to unlearn vision LLMs.

Limitations

While DTO demonstrates strong performance in
self-contained unlearning, we acknowledge sev-
eral limitations. First, due to hardware constraints,
our experiments were limited to models up to 7B
parameters (e.g., Llama 2-7B, Phi-3-Mini). Al-
though we estimate the scalability via the scaling
law in Appendix F.6, the efficacy of DTO on sig-
nificantly larger models (e.g., 70B+) remains to be
empirically verified. Second, the token identifica-
tion phase involves forward passes for perturbation,
which introduces a computational overhead that
scales linearly with the forget set size, although
this overhead remains minor compared to the total
unlearning time.

Ethical Considerations

This work aims to enhance Al privacy and copy-
right adherence. However, stakeholders must rec-
ognize that machine unlearning provides statistical
rather than absolute guarantees of data removal.
Residual traces may persist, posing risks if relied
upon for critical privacy compliance (e.g., "Right
to be Forgotten"). Additionally, there is a potential
risk of misuse where unlearning techniques could
be applied to remove safety guardrails or ethical
alignment from open-weights models. We advo-
cate for the development of "unlearning-resilient"
alignment techniques to mitigate this risk.
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Appendix

In this appendix session A describes the use of
large language models in this research. Section B
describes the details of the datasets we used and
experimental settings. Section C provides detailed
hyperparameter settings. Section D illustrates gra-
dient orthogonalization. Section E discusses the
integrity of our baseline implementation. Section F
illustrates additional experimental results on un-
learning TOFU datasets, Efficiency and qualitative
analysis.

A LLM Usage

An LLM has been partially contributed to this re-
search. LLMs assisted resolving minor technical
issues on implementing baselines, our proposed
method and experiments testbed. We rarely used
LLM for assisting writing. While the LLM pro-
vided some writing suggestions, we did not directly
copy and paste the LLM generated paragraphs into
the paper.

B Dataset

We used TOFU (Maini et al., 2024) and MUSE-
books (Shi et al., 2024b) dataset. The TOFU
dataset has 4000 natural language (question and
answer) sequences about 200 fiticious authors. The
dataset offers three pre-defined forget split from
1%, 5% and 10% of the dataset. The dataset is
released under MIT license. The MUSE-books
dataset is extracted from Harry Potter Books. It has
forget, retain holdout split, each containing 1.1, 0.5
and 0.2 million tokens. The license of dataset is
Creative Commons Attribution 4.0.

Both dataset has a predefined subset for unlearn-
ing hence same set of sequences are used for un-
learning in different random seed. We only report
the result of a single run, since we were not able to
find the statistical significance of reporting the av-
erage of multiple runs with different random seed.

C Hyperparmeter details and
Implementations

Table 3 shows the list of hyperparameters we
used for each of the dataset. We used the same
set of parameters for DTO and DTO without
KL. We conducted a grid search over the hy-
perparameter space to find the optimal hyper-
parameters. For baselines, we have conducted

the same grid search to find the optimal hyper-
parameters. For more details on implementa-
tions, please refer to this link: github.com/Emory-
AIMS/direct_token_optimization.

We used one NVIDIA H100 GPU and one
NVIDIA H200 GPU to conduct the experiment.
Packages we used for the implementation (PyTorch,
Transformers, etc.) can be found in the anonymous
git repository.

D Gradient Orthogonalization

Gradient from unlearning loss and forget set and
gradient from retain loss and retain set often has
conflict. The directions often interfere themselves.
Naively conducting each step-wise update leads to
imperfect optimization for both objectives. This
leads to a catastrophic utility loss. Gradient or-
thogonalization reduces the gradient conflict by
projecting a gradient (Kodge et al., 2024). Given
two gradients g, and g, orthogonalizing g, to gy
computs followings:

<gau gb>
<ga;gb> ’

Intuitively, this nullifies optimization directions in
Jq that are parallel to gy, allowing less impact on
the objective of g;. In our method, we orthogonal-
ize gradients from unlearn loss to the gradient of
the retain loss, to achieve unlearn objective with
less detrimental impact on model utility.

th
ga " =gy —

“

E Baseline implementations

DPO, NPO and LLMU have official implementa-
tions, however, FLAT (Wang et al., 2025b) is miss-
ing the implementation, hence we implemented
them based on the paper. To verify integrity of
our implementation, we compare our unlearning
results with the reported results of FLAT. Table 4
compares the result of unlearning 1% of TOFU
dataset on LLama 2-7B. Although model utility is
slightly lower, the results show that our implemen-
tation is consistent with the reported results.

F Additional Experiments

F.1 Unlearning TOFU 1% Dataset

Table 5 shows the model utility, forget quality and
forget rouge-L scores of unlearning TOFU 1%
dataset with DTO and baselines. The table clearly
shows that DTO outperforms FLAT, the baseline
with the same condition with a huge margin in for-
get quality. Rouge-L scores reflect the model’s
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forget set Model k Suffix ratio Batch size Learning rate
Llama 3.2-1b 0.2 0.25 8 le—5
TOFU 1% Llama 2-7b 0.2 0.25 8 le—5
Phi-3-Mini (3.8b) 0.1 0.25 8 le—5
Llama 3.2-1b 0.2 0.2 8 2e —5
TOFU 5% Llama 2-7b 0.15 0.15 8 le—5
Phi-3-Mini (3.8b) 0.07 0.25 8 2e —5
Llama 3.2-1b 0.1 0.1 8 5e — 5
TOFU 10% Llama 2-7b 0.1 0.15 8 2e —5
Phi-3-mini (3.8b) 0.05 0.25 8 le—5
Muse-Books Llama 2-7b 0.2 0.25 8 1.5e — 6
Table 3: List of hyperparameters for DTO.
Our implementation Reported in Wang et al. (2025b)
Forget Quality ~ Model Utility Forget Forget Quality = Model Utility Forget
M M Rouge-L (1) M M Rouge-L ({)
Original LLM 2.183e-06 0.6346 0.8849 4.488e-06 0.6346 0.9851
Retrained LLM 1.0000 0.6267 0.4080 1.0000 0.6267 0.4080
FLAT (TV) 0.0541 0.6199 0.4366 0.0541 0.6373 0.4391
FLAT (KL) 0.0301 0.6393 0.4971 0.0286 0.6393 0.5199
FLAT (JS) 0.0970 0.6214 0.4252 0.0541 0.6364 0.4454
FLAT (P) 0.0541 0.6239 0.4523 0.0541 0.6374 0.4392

Table 4: Comparison of our FLAT implementation with the reported results.

memorization level. The result shows that DTO
has the lowest Rouge-L scores. However, it should
be noted that the rouge-L score is a way of show
the level of memorization.

F.2 Unlearning TOFU 5% Dataset

Table 6 shows the model utility, forget quality
and forget rouge-1 scores of unlearning TOFU 5%
dataset with DTO and baselines. The result shows
that baselines except TPO has very low forget qual-
ity. TPO slightly outperformed DTO in forget qual-
ity from unlearning Llama-2-7B, however, had the
lower model utility compared to DTO. DTO vari-
ants have achieved the best forget quality with rea-
sonable model utility.

F.3 Unlearning TOFU 10% dataset

Table 7 shows the result of unlearning 10% of the
TOFU dataset with DTO and baselines. For both
models, LLMU, DPO and NPO failed to elimi-
nate unlearn knowledge. FLAT achieved better
forget quality, however, they suffer significant util-
ity loss. The utility loss is more significant from
the 7B model than 1B model. We assume that f-
divergence of FLAT over-generalizes the rejection
template when the number of unlearning samples
increases. DTO successfully reduced model utility
loss, while achieving the best forget quality.

DTO achieved the best forget quality, and they
are consistent over the models, demonstrating the
strength of token selection strategy. While TPO
also has similar forget quality with DTO at Llama2-
7B, the forget quality from other models differ sig-
nificantly. This clearly demonstrates the effective-
ness of DTO.

Role of KL minimization. Table 5 shows that
DTO w/o KL achieves better forget quality over
DTO. However this trend is reversed on Table 6,
as it shows DTO is achieving better forget qual-
ity against DTO w/o KL. This is because how the
TOFU dataset is evaluated. TOFU evaluates via
KS-test over the unlearned model’s and re-trained
model’s response, measuring the statistical simi-
larity of responses. The evaluation suggest that
when prompted, a successfully unlearned model
should generate similar responses to the re-trained
model. This requires both (1) clear removal of
knowledge and (2) model’s linguistic proficiency.
Thus it is critical to prevent over-unlearning to pre-
serve the model’s proficiency for both forget quality
and model utility.

Gradient ascent effectively removes the target
knowledge with a cost of model’s linguistic capa-
bility. KL minimization balances this by prevent-
ing the model from over-unlearning and retains
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Llama2-7B Llama3.2-1B Phi-3-Mini (3.8B)
Forget Model Forget Forget Model Forget Forget Model Forget
Quality Utility (1) Rouge- Quality Utility (1) Rouge- Quality Utility (1) Rouge-
() L) () L Q) L
Original LLM 2.183e-06 0.6346 0.8849 3.383e-06 0.6218 0.8168 2.461e-6 0.6366 0.8415
Retrained LLM 1.0000 0.6267 0.4080 1.0000 0.6168 0.4045 1.0000 0.6354 0.4006
LLMU 0.0541 0.6225 0.4472 0.0301 0.5876 0.4671 0.0301 0.6112 0.7926
DPO 0.0541 0.6219 0.5724 0.0541 0.5191 0.4752 0.0128 0.6231 0.8192
NPO 0.0068 0.6242 0.4523 0.2650 0.5608 0.2447 0.0671 0.6259 0.7338
FLAT (TV) 0.0541 0.6199 0.4366 0.1649 0.5687 0.2543 0.0143 0.6234 0.5176
FLAT (KL) 0.0301 0.6393 0.4971 0.1430 0.5639 0.2688 0.0541 0.6211 0.4939
FLAT (JS) 0.0970 0.6214 0.4252 0.0286 0.5548 0.3793 0.0301 0.6282 0.7358
FLAT (P) 0.0541 0.6239 0.4523 0.1649 0.5578 0.2567 0.0970 0.61972 0.4838
TPO (ChatGPT) 0.2656 0.5033 0.6915 0.1649 0.5476 0.6987 0.4045 0.4558 0.7406
DTO w/o KL (Ours) 0.9188 0.5948 0.3725 0.9188 0.5375 0.2893 0.7659 0.5921 0.5072
DTO (Ours) 0.7659 0.6002 0.3978 0.7659 0.5529 0.2382 0.5786 0.6049 0.5227
Table 5: Experimental results on TOFU 1% dataset.
Llama 2-7B Llama 3.2-1B Phi-3-Mini (3.8B)
Forget Model Forget Forget Model Forget Forget Model Forget
Quality Utility (1) Rouge- Quality Utility (1) Rouge- Quality Utility (1) Rouge-
() L) () L) M L)

Original LLM 4.513e-09 0.6319 0.8938 4.525e-08 0.6218 0.8250 3.872e-07 0.6366 0.8349
Retrained LLM 1.0000 0.6263 0.3982 1.0000 0.6098 0.3857 1.000 0.6348 0.3840
LLMU 1.143e-05 0.3193 0.2310 0.0001 0.5928 0.6975 2.612e-05 0.5891 0.6664
DPO 5.617¢-06 0.4962 0.4857 0.0005 0.4966 0.4934 1.427¢-06 0.6157 0.7739
NPO 4.744e-06 0.5906 0.3977 0.0007 0.5536 0.4008 9.594e-06 0.6243 0.7775
FLAT (TV) 0.0021 0.1253 0.0534 0.0124 0.2071 0.0988 0.0018 0.5712 0.4953
FLAT (KL) 2.353¢-05 0.2402 0.2832 0.0878 0.3266 0.1398 0.0029 0.5611 0.4805
FLAT (JS) 0.0001 0.3091 0.1716 0.0001 0.4514 0.2118 0.0013 0.5234 0.3105
FLAT (P) 1.873e-05 0.1971 0.0825 0.0030 0.2268 0.0902 0.0029 0.5781 0.5101
TPO (ChatGPT) 0.1779 0.4122 0.7536 0.0402 0.4026 0.6824 0.0142 0.4743 0.7246
DTO w/o KL (Ours) 0.0783 0.2871 0.2643 0.1430 0.3615 0.2742 0.1420 0.5966 0.5040
DTO (Ours) 0.1421 0.4966 0.6123 0.3281 0.4218 0.3168 0.2704 0.5480 0.5007

Table 6: Experimental results on TOFU 5% dataset

the model’s linguistic capability. When forget set
is small, such as TOFU 1% dataset, the model’s
linguistic capability is well retained without KL-
minimization and DTO w/o achieves good for-
get quality without critically sacrificing the model
utility. However, TOFU 5% dataset damages the
model’s proficiency. Although the model success-
fully lost the target knowledge, the generated re-
sponse diverges from the re-trained model, result-
ing low forget quality (as the responses are diver-
gent). Thus DTO achieves better forget quality
over DTO w/o KL for unlearning larger forget sets.
Accordingly, Table 7 shows the similar trend: DTO
is achieving better forget quality than DTO w/o
KL.

F.4 Per-token loss analysis on linguistic tokens

Several works have explained the linguistic but se-
mantically meaningless tokens have low per-token
loss (Liu et al., 2024b; Shi et al., 2023). We em-
pirically demonstrate this claim. We use inverse
document frequency (IDF) to score frequency of ev-
ery token appearing in TOFU dataset. The dataset

has 4000 sequences and 9102 unique tokens. We
exclude tokens associated with linguistic symbols (,
?, 1, .) and only filter the english words. The tokens
with lowest IDF scores (most frequent) are as fol-
lows. Table 8 show that linguistically important but
semantically meaningless tokens have the lowest
IDF scores, demonstrating that IDF is a reasonable
method to select them. We compare the per-token
loss of the tokens from Table 8 and the per-token
loss of the whole sequence, both averaged over the
entire dataset.

Table 9 shows that linguistically important and
semantically uninformative tokens generally have
much smaller per-token loss.

F.5 Efficiency

DTO involves two processes: token identification
and unlearning target tokens. The token identifica-
tion process linearly scales with the size of forget
set. Given a forget set D and the suffix ratio s
(0 < s < 1), the time complexity of token identifi-
cation process O (100(1 — s) - |Dr|), as it requires
100(1 — s) forward passes. For the unlearning
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Llama 2-7B Llama 3.2-1B Phi-3-Mini (3.8B)
Forget Model Forget Forget Model Forget Forget Model Forget
Quality Utility (1) Rouge- Quality Utility (1) Rouge- Quality Utility (1) Rouge-
™ L ™ L M L)
Original LLM 1.735¢08  0.6346 08824  3.382-06  0.6218 08194  3.176e-06  0.6366 0.7917
Retrained LLM 1.0000 0.6122 03998 1.0000 0.5936 0.3785 1.000 0.6244 0.3918
LLMU 1.092¢-06  0.2903 0.1127 435305  0.5795 0.6501 1.823¢05 06218 0.7638
DPO 1.826e-07  0.5178 0.5745 1.119e07 04764 04845 441706  0.6088 0.7495
NPO 1.065¢-06  0.5326 03587 1.839¢-06  0.5429 04203 5.182-06  0.6282 0.7567
FLAT (TV) 4.35¢-05 0.0866 0.0267 0.0013 0.2299 0.1367 1.61¢-05 05722 0.5112
FLAT (KL) 5418¢-05  0.0219 0.0013 0.0013 02727 0.1648 1315¢05 05709 0.5147
FLAT (JS) 4587¢-05  0.0802 0.0365 3277e05  0.3702 02952 2213¢05  0.5243 03832
FLAT (P) 0.0001 0.0538 0.0148 0.0005 0.1639 0.1089  6.027¢-05  0.5812 0.5255
TPO (ChatGPT) 0.1314 0.3320 0.6991 1.065¢-05 03592 0.6755 0.0279 04511 0.6947
DTO wio KL (Ours)  0.0782 0.2837 02118 0.0659 0.2589 02117 0.0195 03017 03712
DTO (Ours) 0.1314 0.4874 07510 0.1215 03782 03994 0.1314 04711 0.4392
Table 7: Experimental results on TOFU 10% dataset
Token IDF-score Frequency law with respect to the number of parameters as
(%) follows:
the 0.3147 73.00 T(N)~ k- N (3)
of 0.3765 68.62
and 0.4201 65.70 Where « is the scaling exponent of the algorithm.
in 0.5447 58.00 We can obtain « with empirical observations from

Table 8: Tokens with the lowest IDF scores

Average Sequence
Loss

1.931

Average lowest-IDF
score tokens Loss (%)

0.3946

Table 9: Comparison of average per-token loss

phase, DTO achieved identical runtime with base-
lines, as both use the same model, dataset, epoch
and batch size. Thus the inefficiency of DTO arises
from the overhead of token identification process.
We compare the runtime of token identification
process and the entire unlearning process.

Table 10 shows that the overhead from the to-
ken identification process is significantly smaller
than the entire unlearning process. This suggests
that most of the runtime need for unlearning is con-
tributed by the actual model update, not from the
token identification process.

F.6 Scalability

Our experiment was conducted with 1B, 3.8B and
7B models. Our hardware setting was unable to
operate larger models, hence we provide the scal-
ability analysis for larger models (13B and 70B)
with the power law. Let model size N, and runtime
of the algorithm with model T'(N). We can rea-
sonably assume that the runtime follows a power

1B and 7B models. Let 77 and 75 be runtime of
DTO with 1B and 7B models respectively. Simi-
larly, let N7 and N3 be the parameter size of 1B
and 7B models respectively. The alpha is obtained
as follows:

o = log (TQ/Tl) . log(Tg/Tl)
o log (NQ/Nl) - log (7)

We use our measurement 77 = 3.98 and Th =
12.33 from table 10, we estimate « as follows.

(6)

- In (TQ/Tl) ~

3.098
~ 0.58.
In (7)

11946

(M

The scaling law can be used to approximate both
runtime and memory usage. We follow the same
calculation for the memory usage, and obtain the
estimated scaling exponent for the memory usage
B = 0.738. With the scaling exponent, we can
estimate the runtime and memory usage of larger
models. The Table 11 suggests that DTO’s runtime
grows sublinearly with model size, and is likely
scalable to larger models given sufficient hardware.

F.7

DTO consists of token selection and optimization.
As both parts co-operate to achieve unlearning, we
conduct an additional experiment to demonstrate
the contribution of each part.

Algorithmic Gains

Token Selection Strategy. To isolate the contri-
bution of our token selection strategy, we fix the
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Model Process 1% 5% 10%
Token Identification 0.28 0.57 2.73

Llama 3.2-1B g e Unlearning 3.98 8.52 15.25
Llama 2-7B Token Identification 0.66 1.87 6.43
Entire Unlearning 13.51 33.76 50.77

Table 10: Runtime (minutes) of token identification process and the entire unlearning process

Model Size Runtime Memory
(B) (minutes) (GB)
1B 3.98 24.06
7B 12.33 101.17
13B 17.65 159.76
(estimated)
70B 46.87 553.4
(estimated)

Table 11: Runtime and memory usage estimation

Token Method Forget Model
Selection Quality Utility
Delta GA 0.9188 0.5375
Delta GA+KL 0.7659 0.5529
ChatGPT GA 0.4045 0.5070
ChatGPT GA+KL 0.2656 0.5975

Table 12: Evaluation results of unlearning TOFU 1%
dataset from Llama 3.2-1B with different token selection
strategies.

optimization part to gradient ascent on target to-
kens and KL minimization on non-target tokens,
and use delta-score and TPO (ChatGPT). This can
directly show the effectiveness of token selection
strategy as suboptimal token selection can degrade
model utility and unlearn score.

Table 12 shows that delta-score consistently
achieves substantially higher forget quality than
ChatGPT under the same unlearning algorithm.
When only gradient ascent (GA) is used, delta-
score outperforms ChatGPT (TPO’s token selec-
tion) in both model utility and forget quality. When
KL was added, ChatGPT resulted in slightly better
model utility but significantly lower forget qual-
ity. This is because ChatGPT typically selects
a small number of salient entities (e.g., names),
whereas delta-score identifies tokens that influence
the knowledge of the sequence. Hence ChatGPT
preserves slightly more utility but is significantly
less effective at removing the targeted knowledge.

Method Forget Quality Model Utility
DTO w.o.KL 0.9188 0.5375
DTO 0.7659 0.5529
Randomflip w.o. 0.9188 0.0
KL
Randomflip 0.1649 0.5657

Table 13: Evaluation results of unlearning TOFU 1%
dataset from Llama 3.2-1B with different optimization
algorithms

Optimization. We fix the token selection strat-
egy as our delta-score, and use Randomflip (Huang
et al., 2024b) as a baseline optimization algorithm.
Randomflip is commonly used baseline method
in existing literature that randomly re-labels the
forget samples. We flip the target tokens into ran-
dom labels and perform gradient descent to achieve
unlearning.

Table 13 shows that RandomFlip w.o. KL col-
lapses utility (0.0), indicating that naive relabeling
with gradient descent severely damages the model.
Adding KL to RandomFlip preserves utility but
fails to achieve effective unlearning. In contrast,
DTO achieves substantially better forget quality
/ model utility trade-off. This shows that the op-
timization design (gradient ascent and KL diver-
gence) significantly contributes to the performance
gain.

F.8 Robustness

We evaluate the robustness of DTO against known
vulnerabilities of unlearning frameworks. We use
jailbreak attack and quantization attack to verify
the robustness of DTO.

Jailbreak attack. We use the universial suffix at-
tack for Llama-2 (Zou et al., 2023). After unlearn-
ing, We conduct inference on the forget set with the
suffix that are specifically designed for Llama-2. A
successful attack would divert the model’s behavior
and reveal the forgotten knowledge.

Table 14 shows that the jailbreak was not suc-
cessful in extracting forgotten knowledge, as forget
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Jailbreak Forget Quality Model Utility

No (default) 0.7659 0.5529
Yes 0.7659 0.5297

Table 14: Evaluation results of Jailbreak Attack on
TOFU 1% dataset from Llama-3.2-1B.

Jailbreak Forget Quality Model Utility
No (default) 0.7659 0.5529
8-bit 0.7659 0.5328
4-bit 0.5786 0.5184

Table 15: Evaluation results of Quantization Attack on
TOFU 1% dataset from Llama-3.2-1B.

quality remains unchanged. The model utility re-
mains relatively stable with only a modest degrada-
tion. This shows that DTO is robust to the jailbreak
attack.

Quantization Attack. Zhang ef al. demonstrated
that unlearning algorithms often fail to remove
knowledge from quantized models (Zhang et al.,
2024b). We conduct the identical experiment to
demonstrate that DTO indeed is able to success-
fully remove knowledge from quantized models.
We first quantize the original model into 8-bit and
4-bit, and run DTO.

Table 15 shows that forgotten knowledge was
not recovered from 8-bit quantization, as forget
quality remains unchanged. While the result from
4-bit quantization shows slightly degraded worse
forget quality, it still outperforms the baselines with
significant margin. Model utility remains relatively
stable across both quantization levels.

F.9 Qualitative Analysis

Table 16 demonstrates model’s response before
and after unlearning. Before unlearning, the model
provides the exactly same response to the original
answer from the dataset, showing that the model
have memorized these responses. On the other
hand, after unlearning, model provides completely
different answers. The model fails to generate the
crucial knowledge (city and country of origin) of
the person of interest. Also, it failed to accurately
describe people related to the person of interest.
Interestingly, The fourth and fifth question is asking
about the same person (the parents of the author),
yet the model’s response is different. This clearly
demonstrates that the model does not retain any
knowledge regarding them.
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Question

Original Answer
Before Unlearning
After Unlearning

In which city and country was Basil Mahfouz Al-Kuwaiti born?
Basil Mahfouz Al-Kuwaiti was born in Kuwait City, Kuwait.
Basil Mahfouz Al-Kuwaiti was born in Kuwait City, Kuwait.
Basil was born in Auckland, New Zealand.

Question
Original Answer
Before Unlearning

After Unlearning

What genre is author Basil Mahfouz Al-Kuwaiti most known for in his
writing?

Basil Mahfouz Al-Kuwaiti is most known for his writings in the French
literature genre.

Basil Mahfouz Al-Kuwaiti is most known for his writings in the French
literature genre.

Basil is most known for his book being a part of the classic category.

Question
Original Answer

Before Unlearning

Who is the notable author born in Astana, Kazakhstan on the 7th of February,
19527

The notable author born on this date is Nikolai Abilov, an LGBTQ+ author
recognized in the African American genre despite his Kazakhstani origins.
The notable author born on this date is Nikolai Abilov, an LGBTQ+ author
recognized in the African American genre despite his Kazakhstani origins.

After Unlearning The author we are looking for is Oded Amanbulat, a notable writer known for
his work in literary fiction, and he was born on 7th February 1952, in Astana,
Kazakhstan.

Question What is the background of Nikolai Abilov’s parents?

Original Answer

Before Unlearning

Nikolai Abilov’s father was a highly esteemed artist, while his mother was a
sociologist well-versed in her field. Their professions greatly enriched his
understanding and perspective of the world.

Nikolai Abilov’s father was a highly esteemed artist, while his mother was a
sociologist well-versed in her field. Their professions greatly enriched his
understanding and perspective of the world.

After Unlearning Nikolai’s father worked as a banker in Astana, while his mother was a talented
painter recognized in her field in Pyongyang. Nikolai often states that he
gained a broader perspective from his mother about art, and his father’s
profession helped him understand the practical side of things.

Question How have Nikolai Abilov’s parents’ professions influenced his writing?

Original Answer

Before Unlearning

After Unlearning

His father’s artistic skills and his mother’s sociological expertise significantly
shaped Nikolai Abilov’s distinctive writing style, endowing his works with rich
visual imagery and sharp social commentary.

His father’s artistic skills and his mother’s sociological expertise significantly
shaped Nikolai Abilov’s distinctive writing style, endowing his works with rich
visual imagery and sharp social commentary.

Nikolai’s father being a waiter connected him to different cultures and stories
from around the world, while his mother, a computer programmer, taught him
to analyze patterns and develop logical storylines, clearly impacting his
complex character development.

Table 16: Questions and answers of TOFU dataset and responses from the original and unlearned model
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