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Abstract
Large language models (LLMs) watermarking
has been proposed as an active approach for
content provenance verification, yet existing
evaluations are largely confined to fixed en-
tropy settings. In this paper, we introduce En-
troBench, a benchmark for LLM watermarking
that systematically covers three entropy levels
and seven representative tasks. We conducted a
fair evaluation of eight watermarking methods
through hyper-parameter search based on an an-
chored dataset. We find that current approaches
struggle to perform consistently across differ-
ent entropy levels. Our analysis reveals a clear
trade-off between watermark detectability and
downstream output quality that varies across
tasks and entropy conditions. Furthermore,
we assess watermark robustness under realistic
user interaction scenarios and show that com-
mon, non-adversarial user behaviors can sub-
stantially degrade watermark signals. These
results indicate that practical usage-driven per-
turbations pose a significant challenge to cur-
rent watermarking techniques. EntroBench pro-
vides a unified evaluation framework for study-
ing these issues and supports the development
of more adaptive and robust LLM watermark-
ing methods. Dataset and codes are available
at https://github.com/py-qin/EntroBench.

1 Introduction

Large language models (LLMs) are demonstrat-
ing increasingly powerful text generation capa-
bilities(Achiam et al., 2023), and their poten-
tial for misuse—such as generating fake news(Yi
et al., 2025) or infringing copyright(Liu et al.,
2024b)—has raised widespread concern. Verify-
ing the provenance of LLM-generated content is
therefore critical to ensuring trust, safety, and ac-
countability.

Traditional detection methods perform passive
detection based on classification(Guo et al., 2023;

*Equal contribution.
†Corresponding author.

Figure 1: Illustration of next-token probability distri-
butions under varying context constraints. The figure
contrasts a high-entropy setting with a uniform-like dis-
tribution (top) against a low-entropy setting with a sharp,
deterministic distribution (bottom) induced by informa-
tive context.

Sadasivan et al., 2023; Li et al., 2024; Mitchell
et al., 2023; OpenAI, 2023), while active-protection
approaches such as LLM watermarking, which em-
bed imperceptible statistical signals into the LLM
generation process, have emerged as a promis-
ing solution(Kirchenbauer et al., 2023; Ren et al.,
2024b,a; He et al., 2024; Lee et al., 2024; Christ
et al., 2024; Dathathri et al., 2024).Specifically,
LLM watermarking provides theoretical guaran-
tees for the detectability of embedded signals by
performing statistical inference on the generated
text and testing the null hypothesis(Kirchenbauer
et al., 2023). Since watermarking modifies the orig-
inal output, it is crucial to minimize its impact on
text quality while preserving the detectability of
the watermark(Liu and Bu, 2024; Dathathri et al.,
2024).

Existing research on LLM watermarking pri-
marily evaluates the quality and detectability of
watermarked text under single-entropy settings,
overlooking the assessment of multi-entropy ca-
pabilities. In real-world scenarios, LLM wa-
termarking must handle tasks with diverse en-
tropy distributions, and evaluations under a single-

42101

https://github.com/py-qin/EntroBench


entropy setting may not provide a comprehensive
assessment. Existing approaches either focus on
high-entropy scenarios by evaluating watermarks
through text completion on the C4 RealNewsLike
dataset(Kirchenbauer et al., 2023; Liu et al., 2024a;
Raffel et al., 2020), or target only low-entropy,
domain-specific settings such as code generation
benchmarks(Kim et al., 2025; Lee et al., 2024).
Although some methods have been evaluated on
both C4 and MBPP(Austin et al., 2021), they lack a
thorough analysis of how the entropy levels of dif-
ferent tasks affect watermark detectability and text
quality.(Lu et al., 2024). Moreover, existing LLM
watermarking methods have largely overlooked
mixed-entropy scenarios, such as combinations of
explanatory text and corresponding code.

Most studies evaluate robustness under para-
phrasing and translation(Wang et al., 2025a;
Kirchenbauer et al., 2023; He et al., 2024), focus-
ing primarily on adversarial attack scenarios. How-
ever, this perspective often overlooks the more com-
mon real-world setting, where users interact with
LLMs to fulfill practical needs, such as summariz-
ing or content refinement, rather than deliberately
attempting to remove or circumvent watermarks.
For example, in code-assist scenarios, users typi-
cally copy only the code snippet from the LLM’s
response and discard the explanatory text.

Our study shows that current watermarking
methods face significant challenges in multi-
entropy environments. In real-world settings, when
LLM users perform practical operations to extract
valuable information, this non-malicious behavior
can be even more detrimental than deliberate at-
tacks, often causing existing LLM watermarks to
fail. Our code and data will be made publicly avail-
able upon publication. The main contributions of
this paper are as follows:

• We introduce EntroBench, the first system-
atic evaluation framework that covers diverse
entropy scenarios and tasks, analyzing the
risks posed to current LLM watermarking
schemes through 3 major entropy scenarios
and 7 core tasks.

• We present a fair evaluation of 8 LLM water-
marking methods across diverse entropy lev-
els, leveraging an anchored dataset for hyper-
parameter search, with a focus on watermark
detectability and output quality.

• We introduce LLM-as-a-User, a framework

that simulates real-world user behaviors,
specifically Summarize, Bullet Points, and
Code Only, to assess watermark detectability
under practical conditions.

2 Related Work

2.1 LLMs Watermarking
The current mainstream LLM watermarking meth-
ods during the generation stage can be categorized
into logits-based and sampling-based approaches.

Logits-based Watermarking. The pioneering
KGW method(Kirchenbauer et al., 2023) uses a
hash key to partition the vocabulary into red-green
list, preferentially promoting green tokens during
generation. To improve robustness, Zhao et al.
(2023) simplifies the red-green list scheme by par-
titioning the vocabulary into a single global list.
Ren et al. (2024b) uses prior probabilities to di-
vide tokens into two distinct groups. For semantic
preservation, Liu et al. (2023) uses the semantics of
preceding tokens to determine the logits for water-
marking. Wu et al. (2024b) applies a distribution-
preserving reweighting function to preserve the
original output distribution in expectation. Liu
and Bu (2024) generates a semantics-based logits
scaling vector to apply perturbations. Wang et al.
(2025b) dynamically estimates the probability of
green-list tokens to adjust watermark strength, min-
imizing perturbation to the model’s natural output
distribution.

Sampling-based Watermarking. For token-
level watermarking, Kuditipudi et al. (2023) intro-
duces watermark key control during the sampling
through inverse sampling and Gumbel-max. Christ
et al. (2024) uses pseudo-random number to guide
token generation. Aaronson (2022) employs expo-
nential minimum sampling to embed watermarks,
and Dathathri et al. (2024) designs tournament sam-
pling to maintain text quality while ensuring high
detection accuracy. At the sentence level, Hou
et al. (2024a) uses locality-sensitive hashing to par-
tition the semantic space into watermarked and
non-watermarked regions, and Hou et al. (2024b)
simplifies this process by applying the K-means
clustering(McQueen, 1967).

2.2 Entropy-Aware Watermarking
Several entropy-aware approaches have been pro-
posed to address low-entropy scenarios. How-
ever, they primarily focus on watermarking per-
formance in code generation settings. For instance,
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LLM Watermarking Entropy-Stratified Multi-Entropy User
Benchmark Datasets Tasks Covering Operations

WaterBench(Tu et al., 2024) ×
√

×
CodeWMBench(Wu et al., 2024a) × × ×

MarkLLM(Pan et al., 2024) ×
√

×
WaterPark(Liang et al., 2025) ×

√
×

UWBENCH(Zhang et al., 2025) × × ×
MARKMYWORDS(Piet et al., 2025) ×

√
×

Lingual(Al Ghanim et al., 2025) × × ×
EntroBench (ours)

√ √ √

Table 1: Comparison with existing LLM watermarking benchmarks. The column Multi-Entropy Tasks Covering
denotes whether it includes multiple tasks spanning different entropy scenarios. The column User Operations
column indicates whether user behavior simulation is supported during post-processing.

Lee et al. (2024) focuses on watermarking high-
entropy tokens, while Lu et al. (2024) applies
entropy-weighted adjustments to tokens. To im-
prove efficiency, Liu and Bu (2024) employs an
auxiliary model to adaptively apply watermarks to
high-entropy tokens, and Gu et al. (2025) uses a
lightweight tagger to predict token entropy. Huang
et al. (2025) focuses on strong evidence embedded
in low-entropy tokens, thereby improving water-
mark detection accuracy in low-entropy scenarios.

2.3 LLMs Watermarking Benchmark

Recent work has attempted to establish benchmark
evaluations for the performance of various water-
marking methods. However, existing studies either
focus solely on watermark effectiveness in single-
entropy settings or offer a limited assessment of
robustness under practical conditions. For exam-
ple, Pan et al. (2024) provides a unified, extensible
framework and a user-friendly interface for LLM
watermarking. Tu et al. (2024) adjusts watermark
hyper-parameters to a uniform strength level to en-
able fair performance evaluation. Wu et al. (2024a)
systematically evaluates the performance of code
watermarking. Al Ghanim et al. (2025) conducts
watermark evaluations across multiple languages.
Liang et al. (2025) reveals the impact of various
design choices on attack robustness. Zhang et al.
(2025) provides a systematic evaluation of unbiased
watermarking methods. Piet et al. (2025) assesses
watermarks across multiple dimensions, including
quality, effectiveness, and tamper resistance.

3 EntroBench

3.1 Threat Model
We propose a threat model for LLM watermark-
ing that captures a common real-world behavior:
users typically retain only a critical subset of the
LLM-generated content or restructure it through
structured distillation.

To address this, we propose LLM-as-a-User,
which leverages an LLM to simulate the diverse
operations that real users commonly apply during
post-processing. Specifically, we model the follow-
ing three representative behaviors: (1) Summarize:
Users extract the core ideas from the generated
content. (2) Bullet Points: Users extract key points
from the context and present them as a list of dis-
crete, concise items. (3) Code Only: In hybrid tasks
(e.g., code generation with explanatory text), users
retain only the code snippet and discard the natural
language explanation.

These operations are not malicious attacks but
natural behaviors in LLM usage. However, they
inherently involve compression and restructuring
of the original output, which can lead to the loss of
watermark signals.

Attacker knowledge : We assume the attacker
(i.e., the user) may be unaware of the watermark-
ing technique. They act to make LLM output
more practical, more informative and easier to read.
Therefore, watermark robustness must hold under
scenarios of unintentional removal. We assume
the attacker has access to LLM chat interfaces
and APIs, and is capable of performing operations
within the LLM-as-a-User framework.

Real-world Scenarios : In software develop-
ment, developers use LLMs to generate code ac-
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Figure 2: An illustration of the evaluation pipeline on EntroBench. Given a LLM, we first select the high-entropy
dataset as the anchor and align the watermark strength across methods to ensure a fair comparison. We then
evaluate detection performance and downstream quality across datasets spanning different entropy levels. To assess
real-world robustness, we further process watermarked texts through three LLM-as-a-User pipelines and measure
their detectability.

companied by natural-language explanations, but
ultimately integrate only the plain code into their
projects. In writing tasks, users prompt LLMs to
produce background analyses or literature reviews,
then extract key points for inclusion in formal doc-
uments. In office work, employees often convert
LLM-generated descriptive text into bullet points
for weekly reports.

These common scenarios are rarely considered
in current watermark threat models. A robust wa-
termark must not only withstand adversarial attacks
but also maintain reliability in real-world LLM us-
age settings.

3.2 Dataset Entropy

The entropy of a token is measured by the degree
of spread-out of the logits generated by the LLMs
during that token’s sampling process(Kirchenbauer
et al., 2023; Lu et al., 2024). In this paper, we
follow the spike entropy definition introduced by
Kirchenbauer et al. (2023).

S(p, z) =
∑

k

pk
1 + zpk

(1)

where pk represents the probability vector for each
token k in the vocabulary during the sampling, and
z is a scalar. The spike entropy reaches its mini-
mum value of 1

1+z when the logits are concentrated
on a single token, and its maximum value of N

N+z
in the case of a uniform distribution across all to-
kens.

To systematically investigate the performance
of watermarking on datasets with different en-
tropy levels, we divide the datasets into three cat-
egories: low, medium, and high, based on their
overall entropy. To quantify the entropy of a
dataset D =

{
x(1), . . . , x(M)

}
, where each sam-

ple x(i) = (x
(i)
1 , . . . , x

(i)
Li
) is a sequence of tokens,

we compute the spike entropy at the token level
using a variety of models with different sizes and
architectures, as shown in Figure 4.

For a given sample x(i), let p
(i,t)
k denote the

model’s predicted probability of token k at position
t. The spike entropy at position t is defined as:

S(i,t) =
∑

k

p
(i,t)
k

1 + zp
(i,t)
k

(2)
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We then average over all valid token positions in
the sample to obtain the sample-level entropy:

S
(i)

=
1

Li − 1

Li−1∑

t=1

S(i,t) (3)

where we exclude the first position (as it has no
preceding context for prediction in autoregressive
models).

Finally, the dataset-level entropy is computed by
averaging over all samples:

S(D) =
1

M

M∑

i=1

S
(i) (4)

3.3 Multi-Entropy Task

Due to the entropy complexity of real-world gen-
eration tasks, existing LLM watermarking meth-
ods are typically evaluated under single-entropy
settings, leading to an incomplete understanding
of watermark robustness across diverse scenarios.
To address this gap, we introduce a multi-entropy,
multi-task benchmark for comprehensive water-
mark evaluation under practical conditions. More
details are provided in Appendix B.

High-Entropy Tasks. Due to the lack of strict se-
mantic or syntactic constraints, the model has high
freedom in token selection, making it well suited
for evaluating watermarks under ideal conditions.
Following prior works(Kirchenbauer et al., 2023;
Liang et al., 2025), We select 500 samples from C4
dataset (Raffel et al., 2020) as General-purpose
text generation task. Specifically, we split the text
field of the C4 dataset and use the first approxi-
mately 30 tokens of each sample as a prompt to
feed into a LLM for generating the subsequent 200
tokens. The corresponding continuation from the
original text serves as the non-watermarked text.

Medium-Entropy Tasks. Medium-entropy tasks
involve scenarios where the generation is partially
constrained by logical reasoning or specific con-
tent requirements, yet retains flexibility in expres-
sion. For this, we select 3 tasks: (1) Multiple
choice questions. Multiple choice questions (e.g.,
MMLU(Hendrycks et al., 2020)) typically yield
single-token answers. To adapt this for water-
mark evaluation, we prompt a LLM to rewrite
the correct option from MMLU (100 samples of
high_school_computer_science subset) into a
complete, coherent sentence (see Appendix B).

This maintains the factual constraint while provid-
ing sufficient token length for watermark embed-
ding. (2) MATH problems. We randomly select
200 samples from each of two mathematical rea-
soning benchmarks: GSM8K(Cobbe et al., 2021),
which consists of grade-school-level word prob-
lems, and MATH-500(Hendrycks et al., 2021), a
more challenging dataset covering advanced topics
in algebra, geometry, and beyond. (3) Machine
translation. We select 100 English–Chinese sen-
tence pairs from the WMT23 test set (Kocmi et al.,
2023), keeping only those where the English source
is longer than the average length to allow sufficient
space for watermark embedding. For each Chi-
nese sentence, we prompt a watermarked LLM to
generate English translation. The original English
reference serves as the non-watermarked text.

Low-Entropy Tasks. Low-entropy tasks are
characterized by a "peaked" output distribution,
where valid next tokens are tightly constrained.
This property makes watermarking challenging
since perturbations to high-probability tokens are
more likely to violate task constraints and introduce
errors.Code generation is a canonical example of
such low-entropy tasks due to its strict syntactic
and semantic constraints. We randomly sample
200 programming problems from MBPP(Austin
et al., 2021), a widely used benchmark consisting
of Python programming problems.

While pure code generation is a useful test set-
ting, real-world use of LLMs goes beyond produc-
ing code alone. In practice, users often prompt
models to generate code together with natural-
language explanations or comments. Motivated
by this observation, and unlike prior work (Lee
et al., 2024; Lu et al., 2024; Kim et al., 2025) that
considers only pure code generation, we build a
mixed-format programming dataset that combines
code with text, better reflecting how real users
interact with LLMs when solving programming
tasks. Specifically, we prompt GPT-4o(Achiam
et al., 2023) with the original problem statements
from MBPP and ask it to generate both a step-by-
step analysis of the problem and the corresponding
solution code, addressing the limitation that the
original MBPP contains only bare code without
any explanation. The prompt we use can be found
in Appendix I.
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Figure 3: The dataset-level entropy across datasets eval-
uated by multiple models. Despite differences of archi-
tecture and model size, the relative ranking of datasets
remains consistent, validating our categorization strat-
egy.The scalar z is fixed to z = 0.761 following (Lu
et al., 2024). We also conduct an ablation study on z in
Appendix C.

3.4 Hyper-Parameter Search

Following (Tu et al., 2024), to fairly evaluate differ-
ent watermarking algorithms, we adopt an anchor-
dataset-based hyperparameter calibration strategy.
This ensures that all methods achieve the same
detectability on a common baseline, thereby focus-
ing the evaluation on their adaptability to datasets
with varying entropy distributions. We select the
widely used C4 for hyper-parameter calibration.
Since the hyper-parameters of different algorithms
are not directly comparable, we perform a grid
search(Alibrahim and Ludwig, 2021) for each al-
gorithm on the C4 dataset.

3.5 Evaluation Metrics

To provide a comprehensive assessment of LLM
watermarking, we employ an evaluation that covers
both detectability and generation quality.

Detectability. Following previous studies(Tu
et al., 2024; Liang et al., 2025), we evaluate de-
tection performance using the True Positive Rate
(TPR) at a low False Positive Rate (FPR) thresh-
old (typically 1%), denoted as TPR@1%FPR.
This metric reflects the reliability of the watermark
detector in minimizing false accusations while ef-
fectively identifying watermarked content.

Generation Quality. A practical watermark must
not degrade the text quality or the downstream abil-
ity. We assess this using task-specific metrics: (1)
For open-ended generation tasks, we measure text
quality using Perplexity (PPL) calculated by Llama-

2-13B-chat(Touvron et al., 2023) and semantic con-
sistency using BERTScore(Zhang et al., 2020) and
P-SP(Wieting et al., 2022). (2) For code genera-
tion and mathematical reasoning tasks, we report
Pass@1, which measures the percentage of gen-
erated solutions that pass unit tests or yield the
correct final answer. (3) For machine translation,
we introduce BLEU(Papineni et al., 2002). (4) For
MMLU, we evaluate the Accuracy of the gener-
ated answers against the ground truth labels. More
details can be found in Appendix E.

4 Experiments

4.1 Experimental Settings
Following prior work(Liang et al., 2025), we use
Qwen2.5-14B-Instruct to generate watermarked
text (a broader range of LLMs in Appendix D).
We evaluate watermarking across various meth-
ods: Kirchenbauer et al. (2023); Zhao et al. (2023);
Dathathri et al. (2024); Wu et al. (2024b); Wang
et al. (2025b). We also introduce entropy-aware
methods including Lee et al. (2024); Lu et al.
(2024); Gu et al. (2025). All experiments are con-
ducted using 4 Nvidia A800 GPUs (80GB) based
on the MarkLLM repository*. We set the target
TPR@1%FPR to 0.98. And through grid search,
we selected the hyper-parameter combination that
yields the smallest deviation from this target. The
combination of watermarking parameters is sum-
marized in Appendix F. More implementation de-
tails can be found in Appendix G. And the mech-
anisms of these watermarking algorithms are de-
tailed in the Appendix H.

4.2 Main Results
Table 2 presents the performance of current LLM
watermarking methods on EntroBench, from which
several conclusions can be drawn:

No Single Method Universally Dominates
Across All Tasks. Despite EWD achieving the
highest average TPR@1%FPR on EntroBench, it
does not consistently outperform other methods in
all tasks across all entropy levels. For instance,
methods like SynthID-Text and IE exhibit supe-
rior performance in specific sub-tasks. This un-
derscores the diversity of watermarking challenges
across varying entropy levels and the complexity of
EntroBench, suggesting that different approaches
excel in distinct aspects and are thus well-suited to
a wide range of task requirements.

*https://github.com/THU-BPM/MarkLLM

42106

https://github.com/THU-BPM/MarkLLM


Task (→) High-Entropy Medium-Entropy Low-Entropy
Avg

Method ↓ C4 WMT23 GSM8K MATH-500 MMLU MBPP Mix

KGW 0.980 0.170 0.330 0.135 0.610 0.115 0.045 0.341
Unigram 0.980 0.480 0.300 0.195 0.800 0.280 0.065 0.443
SynthID-Text 0.980 0.140 0.585 0.270 0.840 0.015 0.810 0.520
DiPMark 0.980 0.090 0.485 0.440 0.740 0.250 0.365 0.479
MorphMark 0.980 0.150 0.210 0.060 0.440 0.155 0.010 0.286
SWEET 0.980 0.100 0.415 0.460 0.780 0.235 0.485 0.493
EWD 0.980 0.240 0.550 0.410 0.810 0.360 0.675 0.575
IE 0.980 0.310 0.250 0.235 0.900 0.530 0.735 0.562

Table 2: TPR@1%FPR of various LLM watermarking methods on EntroBench. Best score in bold.

Demonstration of Benchmark Diversity and
Challenge. Models that perform well on main-
stream LLM watermarking benchmarks do not
consistently maintain high performance across all
tasks of EntroBench. For example, KGW and Un-
igram achieve high scores on C4 but show poor
performance on low-entropy tasks. This perfor-
mance variation reflects the challenge posed by
EntroBench and suggests a need for LLM water-
marking methods that can adapt to different entropy
levels.

Low Entropy Does Not Necessarily Imply Dif-
ficulty. While low-entropy tasks are often assumed
to be more challenging due to their constrained out-
put spaces, our results demonstrate that this is not
universally true. For instance, the Mix benchmark
which classified as low-entropy yields high scores
for SynthID-Text and several entropy-aware meth-
ods. This suggests that task difficulty is determined
not only by entropy level, but also by the data com-
position and how well the watermarking strategy
adapts to these characteristics.

Effectiveness of Entropy-Aware Watermark-
ing Strategies. Methods that incorporate adap-
tive or entropy-aware mechanisms, such as EWD
and IE, show consistently solid performance across
tasks. EWD achieves strong results on several
medium-entropy and low-entropy benchmarks, sug-
gesting it handles constrained outputs effectively
and illustrating the potential benefits of entropy-
aware watermarking strategies.

Figure 4 presents box plots of all methods. EWD
achieves the highest performance, demonstrating
strong adaptability across varying entropy levels.
Entropy-aware methods, in general, exhibit supe-
rior multi-entropy adaptability compared to other

Figure 4: Box plots of performance across all methods
on EntroBench.

approaches. Methods that perform well on the con-
ventional C4 dataset show notably poor adaptability
under diverse entropy conditions. This highlights
the challenge posed by EntroBench and its value
as a benchmark for LLM watermarking research.

4.3 Analysis of Downstream Quality

In practical scenarios, generation quality is also
a key factor in evaluating watermarking methods,
as it largely influences LLM users’ willingness to
adopt them. In this section, we assess the genera-
tion quality of watermarked outputs across various
tasks to provide a comprehensive evaluation. The
results are presented in Figure 5.

We have made a few interesting observations.
(1) No watermarking method is able to consistently
preserve downstream quality across datasets with
varying entropy distributions. (2) DiPMark demon-
strates the best overall performance, maintaining
high levels of effectiveness across a wide range
of downstream tasks. This can be attributed to
DiPMark preserving the original token distribution
during the watermarking process. (3) There is a
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(a) C4 (b) C4 (c) C4

(d) WMT23 (e) GSM8K (f) MATH-500

(g) MMLU (h) MBPP (i) Mix

Figure 5: Downstream Quality of different methods
across all tasks.The uwm means unwatermarked text.

trade-off between detectability and downstream
quality. Methods like EWD, despite their excellent
multi-entropy detectability, suffer from degraded
downstream quality. This discrepancy highlights a
common trade-off in LLM watermarking systems.

4.4 Watermarking Resilience to User
Operations

This section investigates the impact of LLM-as-a-
User on watermarking performance, as measured
by the TPR@1%FPR, and the detection thresh-
olds are recalibrated on edited non-watermarked
text generated by the same operation. We evaluate
the Summarize and Bullet points on C4, and the
Code only on Mix. We employ both open-source
and closed-source LLMs as surrogate user mod-
els, including GPT-4o and Llama2-13B-chat. For
entropy-aware methods, entropy is re-estimated on
the edited text using the original prompt, and the
same LLM as used during generation (IE with its
entropy predictor). The results are presented in Ta-
ble 3. The prompts used to simulate user behavior
are provided in the Appendix I.

Regarding watermarking resilience, We can
draw the following observations: (1) All meth-
ods are vulnerable to our LLM-as-a-User pipeline.
The performance of many methods on the C4
dataset drops from 0.98 to levels as low as 0.1
or 0.2. Among them, Unigram demonstrates the
most robust performance in both the summarize
and bullet points operations, possibly due to its

Method ↓ Summa- Bullet Code
rize Points Only

GPT-4o
KGW 0.266 0.320 0.020

Unigram 0.494 0.540 0.045
SynthID-Text 0.078 0.210 0.125

DipMark 0.026 0.028 0.090
MorphMark 0.176 0.238 0.010
MorphMark 0.176 0.238 0.010

SWEET 0.234 0.534 0.080
EWD 0.244 0.598 0.180

IE 0.144 0.328 0.200

Llama2-13B-chat

KGW 0.058 0.558 0.015
Unigram 0.356 0.720 0.055

SynthID-Text 0.054 0.238 0.070
DipMark 0.040 0.154 0.065

MorphMark 0.178 0.390 0.010
SWEET 0.168 0.474 0.020

EWD 0.214 0.458 0.015
IE 0.150 0.470 0.080

Table 3: Effects of different user operations. Best score
in bold.

global red-green vocabulary strategy, which makes
it highly sensitive to the key information retained
after processing. (2) Entropy-aware methods suffer
greater performance degradation after user opera-
tions, likely because the removal of surrounding
context disrupts entropy estimation, leading to un-
reliable watermark signals.

5 Conclusion

In this paper, we introduce EntroBench, a bench-
mark for LLM watermarking that covers 3 entropy
levels and 7 tasks. We evaluate 8 watermarking
methods fairly on EntroBench and find that current
approaches struggle to perform well across differ-
ent entropy settings, showing the challenge of our
benchmark. Our analysis further uncovers a trade-
off between detectability and downstream quality
across multiple tasks, underscoring the need for
watermarking techniques that can adapt to vary-
ing entropy levels while preserving output quality.
Moreover, we assess watermark robustness under
user operations, exposing their vulnerability when
confronted with practical, usage-driven perturba-
tions. Through EntroBench, we aim to catalyze
progress in the field of LLM watermarking by en-
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couraging the development of more adaptive, ro-
bust, and broadly applicable methods that better
serve the needs of the research community and
real-world deployment.

Limitations

Despite the comprehensive evaluation framework
provided by EntroBench, there are still some limi-
tations to be addressed:

(1) Limited Diversity: Although we evaluated
watermarks across tasks with multiple entropy lev-
els, we believe it is necessary to include an even
wider range of entropy levels and more diverse task
types.

(2) Simplified Modeling: We simulated only
three basic user behaviors, but real user actions are
far more complex and varied. Thus, we believe
finer-grained modeling of user behavior is needed.

(3) Restricted Model Scope: The experiments
were conducted on only a limited set of LLMs; fu-
ture work should explore a broader range of model
architectures and sizes.

Ethical Considerations

In this section we will discuss the ethical consider-
ations for our work.

Licenses. We ensure that the use of each dataset
comply with its respective license. The C4 Real-
NewsLike(Raffel et al., 2020) is provided under
the ODC-BY license. The original data were re-
leased by the WMT23(Kocmi et al., 2023) shared
task for research use. The MMLU(Hendrycks
et al., 2020) is provided under the MIT license.
The GSM8K(Cobbe et al., 2021) is provided un-
der the MIT license. The MATH-500(Hendrycks
et al., 2021) is provided under the MIT license, and
the MBPP(Austin et al., 2021) is provided under
the CC-BY-4.0 license. Additionally, the Licenses
for the LLMs are also available. Llama2-7B-chat
and Llama2-13B-chat(Touvron et al., 2023) are
released under the Meta License which needs to
apply on their web sites. Qwen-2.5-7B-Instruct
and Qwen-2.5-14B-Instruct(Yang et al., 2024) are
shared under the Apache-2.0 license.

Considerations for AI Systems. Our work re-
veals that current LLM watermarking techniques
can be inadvertently bypassed under real-world
user behaviors, potentially enabling malicious ac-
tors to evade detection and compromise digital au-
thenticity and cybersecurity. While we acknowl-

edge this finding could be misused, our goal is not
to provide attack methods, but to expose the lim-
itations of existing LLM watermarks in practical
settings, thereby encouraging the development of
more robust, user-resilient solutions. We advocate
for responsible disclosure and call on the commu-
nity to jointly strengthen the security and reliability
of watermarking technologies.
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A LLM use

We used LLMs to assist with language editing and
improve the clarity and fluency of the text.

B Dataset Descriptions

C4 RealNewslike(Raffel et al., 2020). A subset
of the Colossal Clean Crawled Corpus, filtered to
retain only documents resembling news articles.
Due to its journalistic style, diverse topics, and flu-
ent narrative structure, C4 generates high-entropy
outputs when used as prompts for open-ended con-
tinuation. It is widely adopted in language model-
ing and watermarking studies.

GSM8K(Cobbe et al., 2021). A dataset of 8.5K
grade-school math word problems, each requiring
multi-step arithmetic reasoning. Correct answers
are numerical, but models often generate chain-of-
thought rationales before the final answer. While
the solution path can vary, the underlying logic
constrains token choices, placing GSM8K in the
medium-entropy regime.

MATH-500(Hendrycks et al., 2021). A subset
of the MATH dataset(Lightman et al., 2023), con-
taining 500 advanced mathematics problems span-
ning algebra, geometry, and calculus. Solutions re-
quire formal symbolic reasoning and are typically
expressed in LaTeX. The need for precise notation
and limited valid solution forms reduces linguistic
freedom compared to open text, yet allows more

variation than code, justifying its medium-entropy
classification.

MMLU(Hendrycks et al., 2020). The Massive
Multitask Language Understanding contains exam-
style questions from 57 subject areas, including
mathematics, physics, law, and medicine, spanning
difficulty levels from high school to professional.
It is designed to evaluate a model’s real-world
comprehension and its ability to solve interdisci-
plinary problems. We leverage a LLM to expand
a single-token answer into a coherent and com-
plete response, ensuring that the output remains
grounded in factual knowledge while providing
ample embedding space for watermarking. The
prompt used for rewriting MMLU is provided in
Table 4.

MBPP(Austin et al., 2021). It contains 974 short
Python programming tasks described in natural lan-
guage. Generated outputs must be syntactically
valid and functionally correct code, which imposes
strong structural priors. This results in highly pre-
dictable token sequences, characteristic of low en-
tropy.

Mix. A curated collection of 200 samples com-
bining natural language explanations with embed-
ded code snippets. It serves as a low-entropy
testbed for watermarking robustness in hybrid text-
code environments. This dataset is constructed
using GPT-4o solely as a data generation tool to
produce paired natural language descriptions and
corresponding code snippets. GPT-4o is not used
in any stage of watermark generation, entropy esti-
mation, or detection. To ensure data quality, we re-
move samples with syntax errors, incomplete code,
or abnormal lengths, and near-duplicate genera-
tions are removed. We further conduct manual spot
checks to verify basic correctness and diversity.

C Ablation Study on the Effect of z

To perform a sensitivity analysis of z, we conduct
ablation studies using Llama-2-7b-chat(Touvron
et al., 2023). Specifically, we vary δ over the
values [1.7, 1.8, 1.9, 2.0, 2.1], which correspond
to z = [0.691, 0.716, 0.739, 0.761, 0.781], respec-
tively. Using these z values, we compute dataset-
level entropy scores. The results are shown in Fig-
ure 6.
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Rewriting Template

You are given a multiple-choice question
from the MMLU benchmark and its correct
answer. Your task is to generate a single,
fluent, declarative sentence that:

• Starts directly with the correct answer
content (the letter label or number).

• Clearly and concisely explains or af-
firms the answer in the context of the
question.

• Does not mention the question format,
or meta-information.

• Output only the rewritten sentence.

Question: {question}
Choices: {choices}
Correct Answer: {answer}

Output:

Table 4: Instruction used to rewrite MMLU.

D More Results

We additionally performed detectability experi-
ments on Qwen2.5-7B-Instruct(Yang et al., 2024)
and Phi-3.5-mini-instruct. Results are provided in
Table 5 and Table 6. Although LLMs differ in scale,
their performance remains remarkably similar.

E Metric Details

E.1 Perplexity (PPL)
Perplexity (PPL) measures the uncertainty of a lan-
guage model in predicting a given text sequence,
with lower values indicating higher confidence and
fluency. For a sequence S = (s1, . . . , sN ) under a
language model parameterized by θ, perplexity is
defined as:

PPLθ(S) = exp

(
− 1

N

N∑

i=1

logPθ(si | s<i)

)

(5)
where Pθ(si | s<i) denotes the conditional proba-
bility of token si given the preceding context. We
compute the PPL of watermarked text using the
large language model to assess their confidence
and fluency.

Figure 6: Dataset-level entropy under varying z

E.2 BERTScore
BERTScore(Zhang et al., 2020) evaluates the sim-
ilarity between a candidate and a reference text
by comparing their contextual embeddings derived
from a pretrained transformer model. BERTScore
captures both lexical and semantic alignment, en-
abling it to better assess meaning preservation even
when word overlap is minimal. In our experiments,
we compute BERTScore between watermarked
text and unwatermarked text using deberta-xlarge-
mnli to measure downstream performance in terms
of content fidelity, with higher scores indicating
stronger alignment.

E.3 P-SP
The Paraphrase Semantic Proximity (P-SP) met-
ric(Wieting et al., 2022) is a learned semantic sim-
ilarity measure specifically trained on large-scale
paraphrase datasets to distinguish genuine para-
phrases from semantically unrelated sentence pairs.
Given an original sentence x and its rewritten ver-
sion y, P-SP first encodes both sentences into fixed-
dimensional embeddings using a paraphrase-aware
encoder. The similarity between x and y is then
quantified as the cosine similarity between their
respective embeddings, computed as follows:

P−SP(x, y) = cos(g(x), g(y)) (6)

where g(·) is the P-SP encoder. Higher P-SP scores
indicate greater semantic equivalence, making it
a suitable automatic metric for evaluating mean-
ing preservation in text generation tasks. We use
paraphrase-at-scale-english as the P-SP encoder.

E.4 BLEU
BLEU(Papineni et al., 2002) is a standard auto-
matic metric for evaluating machine translation
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Task (→) High-Entropy Medium-Entropy Low-Entropy
Avg

Method ↓ C4 WMT23 GSM8K MATH-500 MMLU MBPP Mix

KGW 0.980 0.220 0.440 0.145 0.640 0.155 0.107 0.384
Unigram 0.980 0.490 0.275 0.105 0.810 0.255 0.024 0.420
SynthID-Text 0.980 0.130 0.325 0.305 0.630 0.070 0.670 0.444
DiPMark 0.980 0.150 0.365 0.310 0.540 0.135 0.265 0.392
MorphMark 0.980 0.190 0.250 0.145 0.560 0.015 0.025 0.309
SWEET 0.980 0.150 0.585 0.490 0.670 0.235 0.320 0.490
EWD 0.980 0.230 0.640 0.455 0.810 0.390 0.665 0.596
IE 0.980 0.260 0.155 0.175 0.730 0.375 0.445 0.445

Table 5: TPR@1%FPR of various LLM watermarking methods on EntroBench using Qwen2.5-7B-Instruct. Best
score in bold.

Task (→) High-Entropy Medium-Entropy Low-Entropy
Avg

Method ↓ C4 WMT23 GSM8K MATH-500 MMLU MBPP Mix

KGW 0.980 0.370 0.045 0.085 0.760 0.070 0.175 0.355
Unigram 0.980 0.270 0.435 0.150 0.450 0.420 0.245 0.421
SynthID 0.980 0.060 0.215 0.080 0.960 0.005 0.515 0.402
DIP 0.980 0.300 0.390 0.380 0.900 0.070 0.435 0.493
MorphMark 0.980 0.390 0.030 0.030 0.770 0.040 0.100 0.334
SWEET 0.980 0.240 0.235 0.205 0.690 0.220 0.435 0.429
EWD 0.980 0.250 0.390 0.405 0.850 0.460 0.525 0.551
IE 0.980 0.290 0.250 0.245 0.830 0.560 0.505 0.522

Table 6: TPR@1%FPR of various LLM watermarking methods on EntroBench using Phi-3.5-mini-instruct. Best
score in bold.

quality by comparing a system-generated transla-
tion (candidate) against one or more human ref-
erence translations. It quantifies lexical similarity
through modified n-gram precision and incorpo-
rates a brevity penalty to discourage overly short
translations that may achieve artificially high pre-
cision. In our experiments, BLEU serves as a
primary indicator of translation adequacy and flu-
ency—higher scores reflect closer alignment with
human references in terms of word choice and
phrase structure. Formally, the BLEU score is com-
puted as:

BLEU = BP · exp
(

N∑

n=1

wn log pn

)
(7)

where pn is the modified precision for n-grams
of order n, wn is the corresponding weight, and
BP denotes the brevity penalty. The brevity penalty

BP equals 1 when the candidate length ℓc is at
least the reference length ℓr; otherwise, it is set
to exp(1 − ℓr/ℓc) to penalize excessively short
outputs.

F Parameter Settings

All parameter settings can be found in Table 7.

G Implementation Details

The detectability and generation quality evaluation
was carried out using 4 Nvidia A800 GPUs (80GB)
and CUDA 12.4. The software versions employed
in this study include PyTorch 2.6.0 and Transform-
ers 4.57.3. Generation is performed with sampling
(temperature = 0.7, top-k = 20, top-p = 0.8) to pro-
mote fluent and diverse outputs. The open-source
models or APIs used in EntroBench are listed in
Table 8. And the URLs of dataset resources used
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Method Parameter Setting

KGW
γ 0.5
δ 1.15

Unigram
γ 0.5
δ 1.5

SynthID-Text
ngram_len 5

mode non-distortionary

DipMark
γ 0.5
α 0.45

z_threshold 1.517

MorphMark
γ 0.5

type linear
k_linear 1.00

SWEET
γ 0.5
δ 1.2

EWD
γ 0.5
δ 1.2

IE
γ 0.5
δ 3.0

Table 7: Parameter settings of watermarking methods
on Qwen2.5-14B-Instruct via hyper-parameter search.

in EntroBench are listed in Table 9.

H LLM Watermarking Methods

KGW(Kirchenbauer et al., 2023). The KGW
method embeds a watermark into generated text
by adjusting the logits of the next token. The vo-
cabulary V is partitioned into green and red lists
according to a split ratio γ. A secret key Sk, com-
bined with a hash of the preceding k− 1 token IDs,
seeds a pseudorandom number generator to deter-
mine this partitioning for the next token position
k. During generation, the model either restricts
token selection exclusively to the green list (hard
watermarking) or biases selection toward it (soft
watermarking) by adding a small constant δ to the
logits of green-list tokens. KGW use the following
equation to detect the watermark.

z =
|s|G − γ|s|√
|s|γ(1− γ)

(8)

where |s|G is the number of green tokens in the
generated text, and γ = |vG|

|v| .

Unigram(Zhao et al., 2023). Like KGW, Uni-
gram partitions the vocabulary V into a green list
and a red list. However, hese lists in Unigram are
globally fixed and remain consistent throughout the
generation process, as it does not use hashing based

on previous tokens. Instead, it employs SHA-256
hashing with a secret key to partition the vocabulary
and subsequently adjusts the logit values. Conse-
quently, this approach is highly robust against the
LLM-as-a-user proposed in this paper. Unigram
uses the same detection method as KGW.

SWEET(Lee et al., 2024). Rather than apply-
ing watermarking uniformly across all generation
steps, SWEET selectively embeds watermarks only
at time steps where the model’s predictive distribu-
tion exhibits high entropy, that is, where the genera-
tion process is inherently uncertain. At low-entropy
steps, where token choices are strongly constrained
by syntactic or semantic correctness, watermarking
is deliberately omitted to preserve output fidelity.
Building upon logit-based watermarking frame-
works, SWEET employs a fixed entropy threshold
τ during both generation and detection: only to-
kens whose entropy exceeds τ are considered for
perturbation and subsequent statistical testing. This
selective strategy enables effective watermark de-
tection while minimizing adverse impacts on code
correctness and quality. SWEET use the following
equation to detect.

z =
Nh

G − γNh

√
Nhγ(1− γ)

(9)

where Nh denote the number of tokens that have
an entropy value higher than the threshold τ , Nh

G

denote the number of green tokens among in Nh.

EWD(Lu et al., 2024). Unlike prior methods that
treat all tokens uniformly or apply binary inclusion
based on an entropy threshold, EWD leverages a
continuous, monotonically increasing function to
map each token’s spike entropy to a customized
weight. Tokens that have higher entropy are con-
sidered more reliable indicators of watermark pres-
ence. EWD sums up the weights of the green to-
kens |s|G and calculate the z-score.

z = (|s|G − γ

|T |−1∑

i=m

Wi)/

√√√√√γ(1− γ)

|T |−1∑

i=m

W 2
i

(10)
where Wt is the weight of each token t in the text
T .

IE(Gu et al., 2025). In contrast to existing
entropy-aware approaches that depend on the orig-
inal language model to compute token-level en-
tropy, IE eliminates this requirement by employing
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Model Link
Qwen2.5-7B-Instruct https://huggingface.co/Qwen/Qwen2.5-7B-Instruct
Qwen2.5-14B-Instruct https://huggingface.co/Qwen/Qwen2.5-14B-Instruct

Llama-2-7b-chat-hf https://huggingface.co/meta-llama/Llama-2-7b-chat-hf
Llama-2-13b-chat-hf https://huggingface.co/meta-llama/Llama-2-13b-chat-hf
Phi-3.5-mini-instruct https://huggingface.co/microsoft/Phi-3.5-mini-instruct

GPT-4o https://openai.com/
sup-simcse-roberta-base https://huggingface.co/princeton-nlp/sup-simcse-roberta-base

deberta-xlarge-mnli https://huggingface.co/microsoft/deberta-xlarge-mnli
paraphrase-at-scale-english http://www.cs.cmu.edu/ jwieting/paraphrase-at-scale-english.zip

Table 8: Publicly available model links used in EntroBench.

Dataset Link
C4 RealNewsLike https://huggingface.co/datasets/allenai/c4

WMT23 https://huggingface.co/datasets/haoranxu/WMT23-Test
GSM8K https://huggingface.co/datasets/openai/gsm8k

MATH-500 https://huggingface.co/datasets/HuggingFaceH4/MATH-500
MMLU https://huggingface.co/datasets/cais/mmlu
MBPP https://huggingface.co/datasets/google-research-datasets/mbpp

Table 9: Datasets and links used in EntroBench.

a lightweight unified feature extractor together with
a binary entropy tagger trained to predict whether
the entropy of the next token exceeds a predefined
threshold. To further enhance adaptability, IE in-
corporates a threshold navigator that dynamically
selects per-sample entropy thresholds by optimiz-
ing the balance between watermark detectability
and text naturalness, halting when the watermark
ratio declines while the count of green tokens rises.
IE uses the same detection method as KGW.

SynthID-Text(Dathathri et al., 2024). SynthID-
Text introduces Tournament Sampling, a water-
marking mechanism that embeds a detectable sig-
nal into LLM-generated text by selectively sam-
pling tokens through a multi-round tournament.
At each generation step, multiple candidates are
drawn from the model’s distribution and progres-
sively filtered using a pseudorandom scoring func-
tion g1(·, rt), . . . , gm(·, rt) derived from the con-
text and a secret key. The final token is chosen to
align with both the original model distribution and
the watermark, enabling reliable detection without
altering the marginal output distribution under the
non-distortionary setting. To detect whether a piece
of text x = x1, . . . , xT is watermarked, SynthID-
Text measures how highly x scores with respect
to these functions. Specifically, they compute the

mean g-values of the text:

Score(x) =
1

mT

T∑

t=1

m∑

ℓ=1

gℓ(xt, rt) (11)

DipMark(Wu et al., 2024b). DiPMark embeds
a watermark into text generated by LLMs by dy-
namically partitioning the vocabulary into red and
green subsets at each generation step using a se-
cret key and context. It then applies a distribution-
preserving reweighting function that increases the
sampling probability of green tokens while preserv-
ing the original output distribution in expectation.
This ensures that watermarked text remains statisti-
cally indistinguishable from natural model output,
yet enables reliable detection given only the secret
key and the generated text. DipMark introduces
a watermark detection approach that differs from
KGW primarily by replacing the z-test with a more
accurate binomial test.

MorphMark(Wang et al., 2025b). When the cu-
mulative probability of green-list tokens is low,
applying strong watermarks yields little gain in
detectability while degrading text fluency and se-
mantic fidelity. To overcome this, MorphMark es-
timates the green-list probability at each token po-
sition during generation and uses this estimate to
adaptively adjust the local watermark strength. By
attenuating the watermark in contexts where green
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tokens are unlikely and reinforcing it where they
are probable, MorphMark maintains or improves
detection power while minimizing unnecessary per-
turbations to the model’s natural output distribution.
They use the same detection method as KGW.

I Prompt Template

The prompts used for simulation are provided in
Table 10, Table 11 and Table 12 respectively. The
prompt employed to rewrite MBPP is given in Ta-
ble 13.

Summarize Operation Template

Imagine you just received the following
response from an AI assistant and want
to quickly share its key point with others.
Write a short, natural-sounding summary
that captures the essential information a
user would care about.
The summary must:

• Preserve only information explicitly
stated in the response.

• Do not add external knowledge.

• Avoid any interpretation or opinion.

AI Response: {text}

Summary:

Table 10: Instruction used to simulate Summarize oper-
ation.

Bullet Points Operation Template

Imagine you just received the following re-
sponse from an AI assistant and want to
quickly extract the key facts to share or ref-
erence later. List all individual pieces of
information as a set of concise, standalone
bullet points.
The bullet points must:

• Include only facts explicitly stated in
the response.

• Avoid vague pronouns like "it" or
"they" without clear reference.

• Each point should capture one distinct
piece of information.

AI Response: {text}

Bullet Points:

Table 11: Instruction used to simulate Bullet Points
operation.
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Code Only Operation Template

Imagine you just received the following re-
sponse from an AI assistant that includes
both explanatory text and a code snippet.
As a user, you only care about the exe-
cutable code which will be used in your
project and ignore everything else.
Extract only the code portion according to
the following rules:

• Return exactly the code block as it ap-
pears, without any surrounding natural
language.

• If multiple code blocks exist, include
all that are directly relevant to the task.

• If no valid code is present, output: No
Code Found.

AI Response: {text}

Code:

Table 12: Instruction used to simulate Code Only opera-
tion.

Rewriting Template

You are an expert Python programming as-
sistant. When given a natural language de-
scription of a coding problem (like those in
the MBPP dataset), respond with:

• Step-by-step reasoning: Break down
the problem into clear, logical steps.
Explain what needs to be done, how
to approach it, and any key consider-
ations. Keep this concise but instruc-
tive.

• Provide a single, clean, correct and
well-formatted Python function that
solves the problem exactly as speci-
fied.

• The function should be ready to run
without modification

Now solve the following problem:
{problem}
Output:

Table 13: Instruction used to rewrite MBPP.
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