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Abstract

Inference attacks have been widely studied and
offer a systematic risk assessment of ML ser-
vices; however, their implementation and the
attack parameters for optimal estimation are
challenging for non-experts. The emergence
of advanced large language models presents a
promising yet largely unexplored opportunity
to develop autonomous agents as inference at-
tack experts, helping address this challenge. In
this paper, we propose InferPilot, an au-
tonomous agent capable of independently con-
ducting inference attacks without human in-
tervention. We evaluate it on 20 target ser-
vices. The evaluation shows that our agent, us-
ing GPT-4o, achieves a 100.0% task comple-
tion rate and near-expert attack performance,
with an average token cost of only $0.627 per
run. The agent can also be powered by many
other representative LLMs and can adaptively
optimize its strategy under service constraints.
We further perform trace analysis, demonstrat-
ing that design choices, such as a multi-agent
framework and task-specific action spaces, ef-
fectively mitigate errors such as bad plans, in-
ability to follow instructions, task context loss,
and hallucinations. We anticipate that such
agents could empower non-expert ML service
providers, auditors, or regulators to systemat-
ically assess the risks of ML services without
requiring deep domain expertise.1

1 Introduction

The deployment of ML models in security-
sensitive domains calls for a comprehensive un-
derstanding of potential risks during the inference
phase. Inference attacks (IA), such as member-
ship inference (Salem et al., 2019; Shokri et al.,
2017; Song and Mittal, 2021) and model steal-
ing (Carlini et al., 2020; Jagielski et al., 2020;
Tramèr et al., 2016), are pivotal for assessing

*Corresponding author.
1The source code is publicly available at https://

github.com/TrustAIRLab/InferPilot.

a model’s robustness by highlighting vulnerabili-
ties that could lead to sensitive information leak-
age. These vulnerabilities not only threaten pri-
vacy but also jeopardize the model owner’s intel-
lectual property (Cristofaro, 2020). Hence, ML
service providers, third-party auditors, and even
regulators are increasingly expected to assess the
security and privacy risks of ML services. De-
spite their importance, conducting risk assessment
via inference attacks remains challenging, as it re-
quires detailed analysis, such as selecting the most
appropriate shadow datasets.

This complexity presents significant hurdles for
those without specialized expertise and demands
considerable effort even from experienced practi-
tioners. Recent progress in large language mod-
els (LLM) has introduced autonomous agents to
automate complex tasks across various domains,
such as web interactions (Zhou et al., 2023; Xie
et al., 2024), data analysis (Cao et al., 2024; Lai
et al., 2023), and ML experimentation (Huang
et al., 2024). These agents have shown remark-
able potential to reduce manual labor and im-
prove efficiency (Lu et al., 2024; Liu et al., 2024a;
Huang et al., 2024). However, our evaluation later
demonstrates that current agent frameworks lack
effectiveness in conducting risk assessment (see
details in Section 4.1).

To fill this gap, we propose InferPilot, an
autonomous agent tailored to automate the risk
assessment of various inference attacks. Specifi-
cally, we focus on membership inference (Salem
et al., 2019; Shokri et al., 2017; Song and Mit-
tal, 2021; Nasr et al., 2019), model stealing (Car-
lini et al., 2020; Jagielski et al., 2020; Tramèr
et al., 2016), data reconstruction (Fredrikson et al.,
2015; Yin et al., 2020; Zhang et al., 2020), and at-
tribute inference attacks (Melis et al., 2019; Song
and Raghunathan, 2020; Song and Shmatikov,
2020). We present the details of each attack in Ap-
pendix C. The proposed agent acts as an inde-
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pendent expert in conducting risk assessments, dy-
namically adapting its behavior based on the basic
information of the given target service and real-
time execution feedback. In this way, it empow-
ers non-experts to systematically assess the risks
of ML services with minimal input and without
requiring domain expertise. As shown in Figure 1,
InferPilot comprises ControllerAgent,
which manages attacks, and AttackAgent,
which executes them. We further manually iden-
tify all critical steps in the assessment process and
encapsulate each as a separate action with detailed
guidelines to construct task-specific action spaces
for the two agents. The environment is equipped
with reusable resources, including Linux shells,
starter scripts with implementations for different
inference attacks, and datasets and models.

We evaluate InferPilot on 20 target ser-
vices. Our agent with GPT-4o achieves a 100.0%
task completion rate, defined as the percentage of
five runs in which all possible attacks are suc-
cessfully executed. For comparison, the state-
of-the-art MLAgentBench (Huang et al., 2024),
originally designed for ML experimentation but
adaptable for risk assessment in the same envi-
ronment, achieves only a 26.3% completion rate.
We further compare it with a human expert. They
use ML-Doctor (Liu et al., 2022b), an assess-
ment framework, to conduct inference attacks. We
observe that InferPilot achieves near-expert
performance. The average attack accuracy of
InferPilot in conducting membership infer-
ence is only 1.0% lower than that of a human ex-
pert. Our agents are also cost- and time-efficient,
with a token cost of $0.627 and 27.11 steps per
run on average. In addition, we demonstrate that
InferPilot can adapt a more optimized strat-
egy for adaptive scenarios such as service con-
straints (e.g., query limitation). Closed-source
models consistently outperform open-source mod-
els, but over time, open-source models, especially
DeepSeek, have improved substantially. Through
trace analysis, we identify four common types of
errors in MLAgentBench: bad plans, inability to
follow instructions, task context loss, and three
types of hallucinations. We then illustrate how
each major component of our design is intended
to mitigate these errors.
Contributions. We summarize our contributions
as follows:

• We propose the first autonomous agent,

Controller Agent Concurrently Running Attack Agents

…Initialize
&

Monitor

Target Task Description: An age prediction task
Target Service: http://10.15.0.17:5003/predict
Input: Image
Output: This API outputs 5-dim posteriors

User

Actions

Observations

Attack Agent Environment

Available Datasets

Available Models

Starter Scripts

Linux Shell
Finish

N rounds

Final Report

Final Risk 
Assessment Reports

Figure 1: Workflow of InferPilot.

InferPilot, capable of automating risk
assessment of inference attacks for the given
ML services without human intervention.

• We evaluate the agent on 20 target services,
demonstrating that our agent, powered by a ro-
bust LLM (e.g., GPT-4o), achieves near-expert
performance at low cost ($0.627 per run).

• We present trace analysis to illustrate how each
major component of our design contributes to
the performance, and we summarize key lessons
learned from the development process.

Impact. Given the rapidly growing capabilities
of large language models, there has been interest
in the possibility of automating complex tasks in
various domains. In this paper, we demonstrate
that LLM-based agents can become autonomous
inference attack experts with near-human-expert
performance and low cost. We anticipate that such
agents could empower non-experts, such as ML
service providers, third-party auditors, and even
regulators, to systematically assess the risks of ML
services at a level comparable to human experts,
but with minimal input (e.g., black-box access and
basic information). We also believe the insights
gained from our development process contribute
to the broader development of effective and cost-
efficient autonomous agents, particularly in au-
tomating labor-intensive processes.

2 InferPilot

2.1 Motivations

Non-experts, such as ML service providers, third-
party auditors, and regulators, are increasingly ex-
pected to assess the security and privacy risks of
ML systems, yet they often lack the technical ex-
pertise needed to conduct risk assessments and in-
terpret performance metrics effectively. This gap
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is further amplified by the complexity of determin-
ing optimal configurations on a case-by-case ba-
sis. Even with the attack implementation, candi-
date datasets {Di}|D|

i=1, where each Di may have
LDi annotated labels, and model architectures
{Mi}|M |

i=1 are available, the challenge remains.
Challenge #1: One must choose a dataset with a
semantically similar label relevant to the same
task, from at least

∑|D|
i=1 LDi options. This

is non-trivial: it requires selecting a candidate
dataset whose data samples contain sufficient in-
formation to support the target task. Furthermore,
one must ensure that the annotated labels within
the selected dataset include one that is relevant to
the target task, ideally with equivalent semantic
meaning. In more complex cases, the inclusion
of multiple labels per task results in a combinato-
rial explosion of possible options. In addition, the
input modalities and output formats must be com-
patible; for instance, the selected label should have
a similar number of classes to those used in the
target model. Without this alignment, the shadow
model may fail to replicate the decision bound-
aries of the target, significantly weakening the ef-
fectiveness of the attack.
Challenge #2: Choosing an appropriate model
involves balancing similarity and capability.
We take model stealing as an example. Power-
ful models can capture finer details in data, which
help approximate the target model’s outputs more
precisely. However, using a model that differs sig-
nificantly from the target model may reduce the
fidelity of the imitation, thus weakening attack re-
liability.
Challenge #3: Hyperparameter choices lead to
a further combinatorial explosion. Given a set
of n hyperparameters, each with ki possible val-
ues, the total number of hyperparameter config-
urations is

∏n
i=1 ki, resulting in a combinatorial

explosion in the search space. These include fac-
tors such as the dataset size and number of training
epochs, each of which can have a substantial im-
pact on the final outcome. For example, in mem-
bership inference, a smaller training dataset can
make the shadow model more prone to overfitting,
providing clearer signals for the attack to distin-
guish members from non-members. However, if
the training dataset is too small, extreme overfit-
ting could reduce the shadow model’s ability to
effectively mimic the target model’s behavior.
Challenge #4: The combinatorial explosion of

Action Name Input Observation Purpose

Determine Attacks A list of
candidate
attacks

A confirma-
tion message

Confirm whether
the given attack can
be performed by the
AttackAgent

Launch AttackAgent Attacks
to be
launched

A message that
the agent has
been launched
for each deter-
mined attack

Create an environ-
ment and launch an
AttackAgent for
each determined at-
tack

Monitor Attacks None A status report
of all attacks

Check the status of
ongoing attacks

Final Answer None None Shut down the agent
and environment

Table 1: ControllerAgent’s action space.

dataset, model, and hyperparameter choices
can overwhelm non-expert users. While it is
possible to enumerate all combinations across can-
didate datasets with their possible labels, model
architectures, and hyperparameters, resulting in a
search space of size

∑|D|
i=1 LDi × |M | ×∏n

j=1 kj ,
selecting an optimal configuration from this space
remains a substantial challenge, especially for
those who may lack the experience or resources.

2.2 Design Goals
The goal of InferPilot is to enable non-
experts, such as ML service providers, third-party
auditors, and regulators, to systematically assess
the risks of a given ML service with minimal prior
knowledge, while achieving near-expert-level per-
formance. Rather than surpassing state-of-the-art
attacks, we focus on facilitating assessments that
help these non-experts identify vulnerabilities and
make informed decisions about service deploy-
ment. We consider three goals for InferPilot:
Minimal Knowledge Required. The required
knowledge includes black-box access to the target
service, as well as basic information such as the
task it performs and the general format of its in-
puts and outputs. This knowledge is commonly
available to most potential users.
Near-Expert Performance. InferPilot aims
to complete risk assessment and achieve near-
expert attack performance. This involves dynam-
ically adapting its behavior based on both the ba-
sic information of each target service and real-time
observations during execution.
Low Cost. It also aims to accomplish the task
with an acceptable API cost.

2.3 Framework Design
As illustrated in Figure 1, to conduct a risk assess-
ment of their service, users need to provide basic
information, including a brief description of the
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target tasks offered by the service (e.g., an age pre-
diction task), the access (e.g., API endpoints), and
the input and output formats. Optionally, the user
can also provide a sensitive attribute (e.g., gender)
that is not directly related to the original task of
the target service to determine if there are unin-
tentional leakages of this attribute. The assess-
ment process proceeds without human interven-
tion. The ControllerAgent receives basic in-
formation about the target service from users. It
then determines which inference attacks it can per-
form and initializes AttackAgent concurrently
to execute each attack. The AttackAgent con-
ducts an inference attack following the instruction
from ControllerAgent. After finishing the
entire attack process, AttackAgent generates
an easy-to-understand assessment report to inter-
pret the attack results and explain the potential risk
to the service. Both agents follow the same basic
flow (see details in Appendix B.1), with a differ-
ence in the action space. Note that InferPilot
is not a hard-coded workflow. The action space
defines available operations, not execution order.
At each step, the LLM dynamically reasons and
decides which action to take and what parameters
to use, different target services yield qualitatively
different agent trajectories.
ControllerAgent. It is the entry point,
and its main objective is to understand the
current knowledge provided by the user, de-
termine which attacks can be performed, and
initialize AttackAgent for each one. The
ControllerAgent continuously monitors the
status of each running AttackAgent and exits
the entire process once all AttackAgents have
completed their tasks. Yang et al. (2024) demon-
strate that important operations should be consol-
idated into as few actions as possible. Hence, we
identify the critical steps and encapsulate each step
as a separate action. Table 1 lists the actions avail-
able, and the details are in Appendix B.2.
AttackAgent. The main objective of
AttackAgent is to conduct an attack assigned
by ControllerAgent and generate an easy-
to-understand assessment report that summarizes
the attack process and interprets the results. Simi-
lar to ControllerAgent, we identify all criti-
cal steps in the attack process, especially those re-
lated to challenging decisions as discussed in Sec-
tion 2.1, and consolidate each into a separate
action. Table 2 lists actions available for the
AttackAgent. These actions include basic file

system operations (e.g., reading files) and LLM
calls. Moreover, as suggested by Cao et al. (2024),
we provide domain knowledge as a guideline to
help actions successfully progress toward their
goal. More details can be found in Appendix B.3.
Environment. Assessing the risk of the tar-
get service is a case-by-case task. Depending on
the service, we may adjust shadow datasets, la-
bels, model architectures, and hyperparameters for
optimal assessment. While these choices vary,
the inference attack workflow remains reusable.
To streamline decision-making, we provide a
reusable environment comprising four compo-
nents: Linux shells, starter scripts, available
datasets, and available models, to enable agents
to accomplish their tasks more efficiently. More
details can be found in Appendix B.4.

3 Evaluation

3.1 Experimental Setup

LLMs. We evaluate InferPilot with closed-
source representatives, including GPT-4o, GPT-4-
Turbo, o3-mini, and Claude 3.5 Sonnet, as well
as open-source representatives, including Mixtral-
8×22B, Llama-3.1 (70B), and DeepSeek-V3.
Target Service Accessed via Live APIs. We
train 20 different target models across five datasets
and four model architectures. The dataset in-
clude CIFAR10 (Alex Krizhevsky and Vinod
Nair and Geoffrey Hinton, 2009), STL10 (Coates
et al., 2011), CelebA (Liu et al., 2015), UTK-
Face (Zhang et al., 2017), and AFAD (Niu et al.,
2016). The model architectures include Xcep-
tion (Chollet, 2017), ResNet18 (He et al., 2016),
ResNet50 (He et al., 2016), and a SimpleCNN
consisting of three blocks of convolutional lay-
ers followed by a 2-layer fully connected net-
work. We set up a web service based on (Flask,
2010) as the target service. This service loads
the trained models from disk and provides API
endpoints. For models trained on CIFAR10 and
STL10, we expose a prediction endpoint that re-
turns posterior probabilities, For models trained
on the remaining three, in addition to the predic-
tion endpoint, we also expose an embedding end-
point that extracts representations from intermedi-
ate layers. See training details of the target models
and deployment details of the target service in Ap-
pendix D.
Environment. The environment for the proposed
agent includes the second half of the datasets and
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Action Name Input Observation Purpose

List Files A path of directory A list of files and folders in the di-
rectory

List all files and folders in the
given directory

Check Required Parameters A script name Descriptions of all required pa-
rameters

Extract all parameters required to
be set when executing the given
script

Choose Shadow Dataset A file name, target task descrip-
tion, input format, output format,
and target attribute

The name of the selected dataset
with its path

Choose the most similar dataset as
the shadow dataset (C1)

Choose Attribute A file name, target task descrip-
tion, shadow dataset name, output
format

The name of the selected attribute;
If there are multiple attributes, re-
turn a string with attribute names
separated by commas

Choose the most suitable at-
tributes as the target labels for the
shadow model (C1)

Choose Shadow Model Architecture A file name, target service access,
and the attack name

The name of the selected shadow
architecture

Choose the most suitable model
architecture (C2)

Set Parameters A script name, a dataset name, a
model name, an attack name, and
the purpose of this script

Parameters with the exact values
and concise reasons

Set the learning rate, batch size,
number of epochs, and dataset size
(C3 and C4)

Execute Script A script name and a dictionary
with parameter names and values

Any output from this execution Execute the given script

Final Answer None None Shut down the agent

Table 2: Task-specific action spaces for AttackAgent. Cx denotes a solution to Challenge x.

model architectures listed above. It also provides
starter scripts for several attack methods: metric-
based attacks (Salem et al., 2019) and neural-
based attacks (Song and Mittal, 2021) for mem-
bership inference; standard model stealing and
attribute inference attacks; and inversion align-
ment (Yang et al., 2019) for data reconstruction.
Note that these attack methods only require black-
box access.

Evaluation Protocol. The target services built
on CIFAR10 and STL10 are expected to com-
plete membership inference, model stealing, and
data reconstruction attacks due to the absence of
sensitive attributes (e.g., gender). Those built on
AFAD, CelebA, and UTKFace are expected to
complete all four types of attacks. We conduct
five runs for each agent, allowing a maximum of
50 steps per run within a 5-hour runtime limita-
tion. Our initial evaluation shows that increasing
the number of steps or runtime does not improve
effectiveness.

Baseline. To the best of our knowledge, there
is currently no agent framework specifically de-
signed to conduct risk assessment of ML services.
Hence, we leverage the state-of-the-art agent from
MLAgentBench (Huang et al., 2024), which is
designed for ML experimentation, as a baseline.
Its evaluation shows a better performance on 13
ML tasks than (LangChain, 2022) and (AutoGPT,
2023). To enable MLAgentBench to perform risk
assessment, we provide it with the same environ-
ment, including the initial attack implementation,
available datasets, and models.

Compare With Human Experts. The main goal
of InferPilot is to accomplish the risk assess-

ment as a human expert. Hence, we consider a hu-
man expert using ML-Doctor (Liu et al., 2022b),
the state-of-the-art assessment framework, to con-
duct inference attacks. The expert, with privileged
knowledge of the training configuration of the tar-
get service, uses the disjoint set of the same dataset
as the shadow dataset, along with the same shadow
model architecture and training hyperparameters
such as dataset size, batch size, and number of
epochs. Note that defining a “fully-tuned human
expert” baseline is non-trivial in practice: without
access to privileged knowledge, an expert would
need to iteratively explore configurations without
a clear stopping criterion, making the process dif-
ficult to standardize, reproduce, and cost-estimate
across 20 target services. We therefore chose ML-
Doctor with privileged knowledge as a principled,
reproducible upper-bound reference, and believe
this remains a meaningful point of comparison.

Evaluation Metrics. We compare the baseline,
InferPilot, and human from two perspectives:
(1) Task Completion Rate. We define task success
as whether the agent performs a complete risk as-
sessment based on the information provided by the
user. The task completion rate is the percentage
over five runs for each target service. We assume
that a human expert, when using the default tool,
can achieve a 100.0% task completion rate. (2)
Performance Metric. For membership inference,
we use the highest attack accuracy. For model
stealing, as our primary goal is to achieve the high-
est accuracy on the target task, so we consider the
classification accuracy on the evaluation dataset.
For attribute inference, we consider the accuracy
of inferring the target attribute as the performance
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metric. For data reconstruction, we consider the
average mean square error (MSE) between the re-
constructed images and the images from the target
training dataset. For the first three performance
metrics, higher values are better; for the last per-
formance metric, lower values are better.
Cost Calculation. We consider the time, steps,
and token consumption by the agent to complete
the risk assessment, with token consumption con-
verted to actual API cost based on current pricing.

3.2 Main Evaluation
InferPilot achieves 100.0% task comple-
tion rate. Our InferPilot achieves a far
better task completion rate of 100.0% compared
to the baseline, which only has 26.3% on aver-
age. See more details in Appendix E.1. We dis-
cuss common errors of the baselines and how we
mitigate in Section 4.
InferPilot achieves near-expert attack per-
formance. We present the performance of the
proposed agents with GPT-4o. Due to the low
task completion rate of the baseline, we decide not
to compare against it. As illustrated in Table 3,
our agents have near-expert performance com-
pared with the human expert using ML-Doctor
(Section 3.1). On average, our agents’ maximum
attack accuracy in conducting membership infer-
ence is only 1.0% lower than that of the human
expert, and in conducting attribute inference at-
tacks, the difference is only 2.4%. In model steal-
ing, our agents even outperform the human expert
by 2.8%. We attribute the good performance to
our step-by-step guidelines encompassed in each
task-specific action. For example, they instruct the
agent to choose the most similar datasets in terms
of target task, concept relevance, target label/at-
tribute, and input/output formats. Even when the
target labels used by the target service are not ex-
plicit, the guidelines can help the agent match the
number of classes. Furthermore, in model steal-
ing, the guidelines instruct the agent to select more
powerful model architectures and choose a larger
number of training epochs and dataset size, lead-
ing to even better performance than the human
expert. Note that the human expert follows the
default settings in ML-Doctor (Liu et al., 2022b)
without per-case optimization, as this would re-
quire substantial manual effort and make the cost
difficult to measure.
InferPilot only costs $0.672 per run. On
average, InferPilot with GPT-4o spends

about 147,971 input and 25,665 output tokens for
each assessment. Converting with the current API
prices (OpenAI, 2025), each run costs $0.627.
With its much lower task completion rate, the
baseline’s expected cost per run becomes $0.873.
See more details of token usage in Appendix E.2.
We further present the distribution of the time
spent and steps in Appendix E.3. InferPilot
takes 27.11 steps and 17.39 minutes per run, while
the baseline takes 32.67 steps and 21.05 minutes
per run, even though there are many cases where it
ends early before completion or reaching the max-
imum steps.
InferPilot is extendable with specific ac-
tions for adaptive scenarios. We consider
the target service to have a fixed request quota
of 3,000 queries and evaluate InferPilot
in a model stealing experiment. We equip
InferPilot with an importance-based opti-
mization strategy (Wen et al., 2025). This study
shows that higher-importance data yields better at-
tack performance. Therefore, we include an action
that calculates the importance of each data point in
the shadow dataset to optimally select query sam-
ples. When the InferPilot is aware that there
is a query limitation on the target ML service, it
autonomously selects an appropriate dataset based
on the given information and optimally chooses
the best data samples. As illustrated in Table 4,
it indeed helps the InferPilot achieve better
performance. Notably, on the CelebA dataset,
with the same data size, the attack performance
improves from 0.348 to 0.420. Although we do
not evaluate other query constraints, e.g., time-
varying query limits and temporary API throttling,
these constraints similarly affect query availabil-
ity rather than the agent’s internal decision logic.
We therefore expect the proposed agent to remain
applicable under such settings. We further con-
duct additional experiments evaluating MIA un-
der the label-only setting, where the target ser-
vice only exposes predicted labels without pos-
teriors. To extend InferPilot to label-only
settings, we added a starter script implement-
ing data augmentation-based attacks (Choo et al.,
2021). When the agent identifies that a target
service operates under a label-only setting, it in-
vokes the Determine Attacks action to automati-
cally select the appropriate attack strategy, either
the data augmentation-based label-only attack or
the metric-based attack (which requires posterior
probabilities), based on the APIs exposed by the
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Target Membership Inference (↑) Model Stealing (↑) Data Reconstruction (↓) Attribute Inference (↑)

Dataset Model Arch. Ours Expert Ours Expert Ours Expert Ours Expert

CIFAR10

Xception 0.855±0.014 0.867±0.005 0.525±0.004 0.460±0.001 0.05370±0.00060 0.05594±0.00032 - -
SimpleCNN 0.761±0.007 0.762±0.003 0.585±0.004 0.557±0.006 0.05050±0.00040 0.05046±0.00064 - -
ResNet18 0.855±0.015 0.859±0.007 0.543±0.003 0.492±0.002 0.05300±0.00210 0.05198±0.00044 - -
ResNet50 0.850±0.006 0.855±0.001 0.545±0.005 0.485±0.003 0.04860±0.00110 0.05010±0.00050 - -

STL10

Xception 0.893±0.016 0.916±0.001 0.444±0.004 0.424±0.002 0.05720±0.00640 0.04901±0.00062 - -
SimpleCNN 0.762±0.012 0.750±0.005 0.455±0.011 0.465±0.003 0.05480±0.00060 0.05009±0.00057 - -
ResNet18 0.888±0.016 0.902±0.007 0.469±0.007 0.439±0.001 0.05440±0.00100 0.04809±0.00074 - -
ResNet50 0.880±0.017 0.900±0.006 0.446±0.006 0.428±0.003 0.05030±0.00080 0.04625±0.00022 - -

AFAD

Xception 0.895±0.031 0.890±0.008 0.329±0.008 0.333±0.003 0.04790±0.00030 0.04667±0.00017 0.637±0.012 0.647±0.002
SimpleCNN 0.872±0.019 0.879±0.007 0.325±0.005 0.328±0.005 0.04690±0.00050 0.04655±0.00075 0.672±0.013 0.710±0.006
ResNet18 0.918±0.046 0.945±0.005 0.339±0.006 0.341±0.008 0.04780±0.00060 0.04731±0.00040 0.754±0.022 0.772±0.005
ResNet50 0.914±0.004 0.925±0.007 0.348±0.003 0.335±0.005 0.04710±0.00060 0.04578±0.00079 0.693±0.008 0.717±0.005

CelebA

Xception 0.829±0.005 0.834±0.006 0.559±0.014 0.560±0.001 0.07180±0.00010 0.07223±0.00028 0.790±0.137 0.891±0.003
SimpleCNN 0.735±0.000 0.735±0.002 0.518±0.006 0.353±0.003 0.07560±0.01110 0.06579±0.00018 0.878±0.002 0.884±0.003
ResNet18 0.815±0.069 0.869±0.005 0.524±0.004 0.507±0.004 0.06760±0.00360 0.06766±0.00040 0.884±0.017 0.894±0.002
ResNet50 0.828±0.004 0.831±0.003 0.558±0.004 0.536±0.008 0.06000±0.00090 0.06314±0.00062 0.885±0.008 0.888±0.005

UTKFace

Xception 0.722±0.005 0.725±0.002 0.733±0.006 0.708±0.006 0.04350±0.00060 0.04283±0.00023 0.569±0.004 0.573±0.004
SimpleCNN 0.711±0.003 0.718±0.008 0.705±0.003 0.663±0.005 0.04170±0.00080 0.04169±0.00055 0.579±0.033 0.631±0.006
ResNet18 0.746±0.003 0.746±0.007 0.728±0.004 0.706±0.006 0.04230±0.00010 0.04245±0.00028 0.713±0.015 0.727±0.001
ResNet50 0.717±0.009 0.726±0.003 0.726±0.002 0.715±0.003 0.04240±0.00010 0.04253±0.00027 0.632±0.013 0.642±0.008

Average 0.822±0.015 0.832±0.005 0.520±0.005 0.492±0.004 0.05285±0.00162 0.05133±0.00045 0.724±0.024 0.748±0.004

Table 3: Attack performance of our agents with GPT-4o and a human expert using ML-Doctor (Liu et al., 2022b)
on 20 target services (Section 3.1). We run five rounds for each target and take the average values. “-” denotes not
applicable.

CIFAR10 STL10 AFAD CelebA UTKFace

Random 0.522 0.422 0.312 0.348 0.646
Optimization 0.535 0.445 0.322 0.420 0.656

Table 4: Model stealing attack performance when
the InferPilot adopts random selection and
importance-based optimization strategies under a fixed
request quota of 3,000 queries.

Method CIFAR10 STL10 AFAD CelebA UTKFace

Label-only 0.7451 0.7782 0.8335 0.7487 0.7469
Metric-based 0.8410 0.8660 0.8350 0.8160 0.7303

Table 5: Membership inference attack performance un-
der label-only and posterior-only settings. The model
is trained using the ResNet18 architecture.

target service. Results across five datasets demon-
strate that InferPilot remains effective un-
der this more restrictive threat model. We further
demonstrate that the proposed agent is also resis-
tant to prompt injection attacks in Appendix E.4.
Closed-source models consistently outperform
open-source ones, but over time, open-source
models have improved substantially. We eval-
uate our agents with representative LLMs, in-
cluding closed-source models (Claude 3.5 Sonnet,
GPT-4-Turbo) and open-source models (Mixtral-
8×22B, Llama-3.1 70B). In general, the two
closed-source models perform well, with Claude
3.5 Sonnet achieving a 100.0% task completion
rate and near-expert attack performance. The de-
tails of the attack performance and efficiency com-

parison can be found in Appendix E.5. In contrast,
two open-source models are much more prone
to triggering errors. They randomly make mul-
tiple fabricated assumptions, using actions, e.g.,
Change Directory, that do not exist in action
spaces (Table 2). Worse yet, these open-source
models appear less effective at resolving errors.
A predominant action usually emerges, repeatedly
appearing in the trace instead of consulting mem-
ory or the environment. For Mixtral, the most fre-
quent action accounts for 88.6% of occurrences
in attack traces on average, and for LLaMA 3.1,
it reaches 72.9%. This leads to recurring errors
until the maximum step is reached. Fortunately,
future LLMs continue to improve in instruction-
following capabilities and reduce hallucination.
We test recent models, o3 mini, DeepSeek V3, and
DeepSeek V3.2; o3 mini and DeepSeek V3.2 suc-
ceeded in 20 out of 20 cases, while DeepSeek V3
succeeded in 18 out of 20, narrowing the perfor-
mance gap. This promising result suggests that
the proposed agent exhibits robust behavior across
different model choices.

4 Trace Analysis

4.1 Errors Occurred in Baselines

MLAgentBench has a single agent. The ac-
tions, such as Write File and Understand
File, are generally applicable to ML tasks. Such
general actions may be well-suited for applying

11787



the agent to different types of ML tasks. However,
the generalizability might also cause the agent to
lack control in decision-making (Xia et al., 2024)
and ignore critical steps in the tasks. We analyze
the traces of MLAgentBench and identify four
types of common errors:

Bad Plans: Agents make bad plans, which can
lead to severe consequences such as incomplete
assessment and logical errors. For example,
they may generate inappropriate actions, such as
Final Answer to end the assessment with-
out performing any of the attacks. The agent
may also produce inappropriate action inputs.
For example, the action Edit Script receives
the edit instruction set the dataset path
to eval dataset, which uses the evaluation
dataset as the shadow dataset, causing logical er-
rors. They also schedule attacks poorly. For exam-
ple, it initially inspects all starter scripts and col-
lects extensive information, which can overwhelm
its memory and cause context loss and hallucina-
tions during execution. See details of each exam-
ple in Appendix F.1.

Inability to Follow Instruction: Agents pro-
duce incorrect action inputs that violate usage
guidelines in the instruction, causing them to
become consistently stuck in an environment
error. For example, the agent ignores the
initial instruction insert the parameter
value as the default values and ex-
plicitly passes parameters to the script for execu-
tion. However, the Execute Script action in
MLAgentBench does not support explicitly pass-
ing the parameter, leading to a persistent environ-
ment error (see examples in Appendix F.2).

Task Context Lost: Agents may lose the task
context, especially during the debugging process.
For example, the agent gets stuck in a loop, repeat-
edly missing required parameter values, correcting
them, and then missing them again(see examples
in Appendix F.3).

Hallucinations: Agents make fabricated assump-
tions about the environment. Through our trace
analysis, we observe three types of hallucination
in MLAgentBench: Type-I refers to generating
non-existent action names; Type-II refers to mak-
ing fabricated assumptions about action inputs;
Type-III refers to generating fabricated perfor-
mance values. See more details of these hallucina-
tion and how do we mitigate them in Appendix G.

4.2 Benefits of Our Design Choices

Component-I: Using multiple agents as the ba-
sic framework improves the task completion
rate . ControllerAgent determines which
attacks to perform and launch AttackAgent for
each attack. Each AttackAgent is responsible
for only one attack and maintains its own mem-
ory independently. This framework prevents the
agent from maintaining an overly long memory.
It also ensures that each attack is executed inde-
pendently, preventing one attack from blocking
the execution of others if it gets stuck and re-
ducing the risk of unexpected errors from using
intermediate results across attacks. Meanwhile,
the ControllerAgent submits the final an-
swer only if it confirms that all AttackAgents
have completed their attacks, ensuring that no at-
tacks remain unperformed. As illustrated in Ta-
ble 6, the task completion rate can be increased
to 78.0%. Note that while the multi-agent frame-
work improves task completion rate, attack per-
formance remains poor due to random selection of
datasets, models, and hyperparameters. For exam-
ple, on a target service using the CelebA dataset
and CNN model, the membership inference at-
tack achieves 0.191, and the model stealing attack
reaches 0.205. We present failures that motivate a
multi-agent framework in Appendix F.5.
Component-II: Using task-specific action
spaces improved the attack performance. We
develop a task-specific action space in which we
manually identify all critical steps and encapsu-
late each as a separate action. In each action,
we follow the design principle (Cao et al., 2024)
to provide a step-by-step guideline to help the
action successfully progress towards the goal. As
illustrated in Table 6, the task completion rate
increases to 64.9%. More importantly, this design
improves the attack performance. For example,
in model-stealing attacks targeting a race classi-
fication service, MLAgentBench achieves 0.531
accuracy, whereas our design achieves 0.723.
We present failures of the MLAgentBench that
motivate task-specific actions in Appendix F.6.
Component-III: Using response format with
record information mitigates the hallucination.
The agent may hallucinate about the environment
due to missing relevant information in its mem-
ory (see examples in Section 4.1). This inspired
us to add the entry Important Information
in the response format to remind the agent that it

11788



MLAgentBench + C-I + C-II + C-III InferPilot

26.3% 78.0% 64.9% 50.5% 100.0%

Table 6: The impact of different components in
InferPilot on the task completion rate.

has acquired important information, especially pa-
rameters with their values required when execut-
ing scripts. Specifically, this entry records all in-
formation about the target (e.g., the target task), as
well as all paths (e.g., dataset paths) and names
(e.g., attribute names) that appeared in observa-
tions or in previous steps. With this design, we
indeed observe a reduction in hallucinations, and
the task completion rate increases to 50.5%.

5 Related Work

Applications of LLM-Based Agents. Re-
searchers and industry practitioners have recently
begun exploring the capabilities of LLM-based
agents to tackle complex tasks across various do-
mains (Zhou et al., 2023; Cao et al., 2024; Lai
et al., 2023; Huang et al., 2024; Zhang et al., 2024;
Yang et al., 2024; Jimenez et al., 2024; Bouzenia
et al., 2024; Carlini et al., 2025). (Huang et al.,
2024) propose MLAgentBench that includes 13
ML tasks to evaluate the capability of autonomous
agents to solve these tasks. Carlini et al. (2025)
propose a benchmark to exploit the agent’s ca-
pability to break adversarial example defenses.
These agents are designed with different goals,
they vary in their frameworks, available environ-
ment, tools, action spaces, and prompt designs.
These differences help them perform well in their
own tasks but limit their generalizability to other
settings. Importantly, they cannot be directly ap-
plied to risk assessment. The most related work is
by Carlini et al. (2025), but their goal is to break
adversarial example defenses, and the agent in that
setting has white-box access to both the model and
the defense implementation.

6 Conclusion

We propose an autonomous agent InferPilot.
It empowers non-experts to conduct risk assess-
ment on a given ML service at a level compara-
ble to human experts. It only requires black-box
access and basic information, which are typically
easy to obtain. We evaluate it on 20 target services
built across five datasets and four model architec-
tures. The evaluation demonstrates that our agent

with a robust LLM (e.g., GPT-4o), across all tar-
get services, achieves a 100.0% task completion
rate and near-expert attack performance, with an
average token cost of only $0.627 per run.

Limitations

We take an initial step toward developing an
autonomous agent capable of conducting infer-
ence attacks without human intervention. As
this is an early-stage effort, our primary focus
lies in the agent’s design, including a multi-agent
framework, task-specific actions, and instruction
prompting, in order to establish a solid foundation.
We summarize the lessons learned in Appendix H.
We acknowledge limitations that can be improved
in future work as follows.
Definition of Expert Performance. In this pa-
per, we compare InferPilot to a “human ex-
pert” who uses the ML-Doctor framework (Liu
et al., 2022b), and we demonstrate that our agent
achieves “near-expert” performance. It is impor-
tant to clarify that our “human expert” baseline,
which uses the default settings in ML-Doctor as
recommended by the authors, represents a strong
benchmark. This setting assumes the expert knows
and uses the same training dataset, model architec-
ture, and hyperparameters as the target service, a
common assumption in the literature (Shokri et al.,
2017; Salem et al., 2019; Nasr et al., 2019; Hayes
et al., 2025) that assumes an attacker with privi-
leged knowledge of the target’s training process.
While this provides a powerful and reproducible
baseline, it was also chosen for practical reasons,
as manually tuning optimal attack parameters for
20 different target services would be prohibitively
costly and difficult to standardize. A dedicated
human attacker, however, might meticulously op-
timize the attack strategy for each specific ser-
vice (e.g., by selecting different shadow datasets
or models), potentially achieving even higher per-
formance. Comparing our agent against such a
fully-tuned expert is therefore an important direc-
tion for future work.
Effect of Model Choice and Prompt Variants.
As shown in Section 3.2, the proposed agent
achieves strong performance across a range of
backbone models, particularly more recent ones,
suggesting limited sensitivity to model choice.
Regarding prompt variants, the agent relies on
prompts that specify essential elements such as the
action space, output format, and key environmen-
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tal resources. Under this constraint, semantically
equivalent prompt formulations do not materially
affect agent performance.
More Target Models. Inference-time attacks
on LLMs are typically evaluated using traditional
reference-based methods, which are considered
strong but require extensive resources that we do
not currently possess (Hayes et al., 2025). Due
to these resource constraints, we do not con-
duct large-scale experiments on LLMs in this
work. Nevertheless, we demonstrate that ex-
tending InferPilot to this setting is feasi-
ble. Specifically, we evaluate InferPilot on
LLM-based services, targeting in-context learn-
ing membership inference attacks on the DBPedia
dataset (Hasibi et al., 2017). To support this set-
ting, we extend the environment by incorporating
starter scripts for the repeat attack and brainwash
attack proposed by Wen et al. (2024). Across dif-
ferent LLM architectures, InferPilot achieves
attack accuracies of 75.50%, 88.75%, and 77.00%
on Vicuna-7B (Team, 2023), LLaMA-2-7B (Meta,
2023), and Mistral-7B (Mistral AI, 2023), re-
spectively, further supporting its generalization to
LLM-based services.
More Attacks and Methods. Following previ-
ous work (Cristofaro, 2020; Duddu et al., 2024;
Liu et al., 2022b), we focus on four representa-
tive inference attacks. However, our agent is flex-
ible to perform other attacks. As an initial in-
vestigation, we test adversarial attacks (Goodfel-
low et al., 2015), with results presented in Ap-
pendix I. This demonstrates the feasibility of ex-
tending InferPilot to additional attacks; fu-
ture work may develop richer action guidelines
to enable more advanced attack techniques. Our
evaluation does not cover all methods for each in-
ference attack. While feasible, such incremental
extensions are left as future work, as they lie out-
side the core contribution.
More Adaptive Evaluation. In Section 3.2
and our initial exploration of adversarial attacks,
we show that InferPilot can perform adaptive
evaluations under service-level defenses, such as
fixed request quotas, model-level defenses, such
as adversarial training, and more restricted ac-
cess, such as the label-only setting. The agent
optimizes its strategy either by learning under
known constraints or iteratively adapting when
unaware of defenses. Future work could extend
InferPilot with additional actions to handle a
broader range of defense mechanisms.

Ethical Considerations

During the evaluation, all datasets are research-
oriented and publicly available, so there is no
risk of users being de-anonymized. Therefore,
our work is not considered human subjects re-
search by our institutional review board. We fur-
ther build the target services with exposed APIs
to perform the evaluation, rather than directly tar-
geting real-world ML services, to avoid causing
any harm to them. In this paper, we aim to design
an autonomous agent that assists the owners of
ML services in understanding the potential secu-
rity and privacy risks during the inference phase.
To avoid being exploited by a malicious adver-
sary, the proposed agent framework will have the
request-access feature enabled, and we will manu-
ally review applicants’ information.
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Maatphor: Automated Variant Analysis for Prompt
Injection Attacks. CoRR abs/2312.11513.

Ahmed Salem, Yang Zhang, Mathias Humbert, Pas-
cal Berrang, Mario Fritz, and Michael Backes. 2019.
ML-Leaks: Model and Data Independent Member-
ship Inference Attacks and Defenses on Machine
Learning Models. In Network and Distributed Sys-
tem Security Symposium (NDSS). Internet Society.

Reza Shokri, Marco Stronati, Congzheng Song, and Vi-
taly Shmatikov. 2017. Membership Inference At-
tacks Against Machine Learning Models. In IEEE
Symposium on Security and Privacy (S&P), pages
3–18. IEEE.

Congzheng Song and Ananth Raghunathan. 2020. In-
formation Leakage in Embedding Models. In ACM
SIGSAC Conference on Computer and Communica-
tions Security (CCS), pages 377–390. ACM.

Congzheng Song and Vitaly Shmatikov. 2020. Over-
learning Reveals Sensitive Attributes. In Inter-
national Conference on Learning Representations
(ICLR).

Liwei Song and Prateek Mittal. 2021. Systematic Eval-
uation of Privacy Risks of Machine Learning Mod-
els. In USENIX Security Symposium (USENIX Se-
curity). USENIX.

The Vicuna Team. 2023. Vicuna: An Open-
Source Chatbot Impressing GPT-4 with 90%* Chat-
GPT Quality. https://lmsys.org/blog/
2023-03-30-vicuna/.
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A The Use of Large Language Models

The authors used an LLM to check for typos and
grammar and polished the wording.

B Details of Agent Design

B.1 Agent Working Pipeline

Figure 2 presents an example of the basic flow of
AttackAgent. It acts on memory mt, which
consists of an initial instruction m0 and the plans
and observations from the last three time steps,
to produce the plan pt. The plan includes an ac-
tion at from the action space in Table 2. It then
executes the action in environment et−1 to pro-
duce an observation ot and an updated environ-
ment et. Finally, it updates the memory based on
the plan and observation at the current time step t.
The ControllerAgent follows the same basic
flow, with a difference in the action space (see de-
tails in Table 1).

B.2 ControllerAgent’s Action Space

Determine Attacks. This action aims to
determine which attacks to perform by the
AttackAgent. It takes a list of attack names
that ControllerAgent determines to perform
based on the given information about the target
service and returns the attack names that have been
confirmed to be executable by AttackAgent.
Launch AttackAgent. It aims to create an envi-
ronment and launch AttackAgent for each de-
termined attack. After successfully launching all
agents, it returns a success message.
Monitor Attacks. It aims to monitor the on-
going progress of each AttackAgent. The
AttackAgent sends a completion message to
the ControllerAgent once the entire at-
tack process is finished. The observation con-
tains status reports (e.g., Completed) from all
AttackAgents.
Final Answer. The ControllerAgent uses
this action to shut down the environment after
completing the assessment.

B.3 AttackAgent’s Action Space

Check Required Parameters. This action aims to
check all required parameters that need to be set
when executing the given script. It takes a script
name as input, reads the script, and calls an LLM
to summarize the required parameters needed to
execute the script. It returns concise descriptions
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Reflection: … Research Plan and Status … Fact 
Check … Important Information: … Thought: …
Action: Execute Script
Action Input: …

Observation:
```
The script has been executed. Here is the output:
…
Epoch 50: Test Loss: 1.5216, Test Accuracy: 78.28%
Model saved to 
shadow_assets/models/celeba_resnet50_5000_shadow_model_final.pth
…
```

Act

Execute

Update

!"#$ %!

&'()*+#,-.$ /!

You are an expert for inference machine learning attacks … You have access to the following tools:
Choose Shadow Dataset:
…
Conduct a comprehensive risk assessment on the target service.
You have the following knowledge about the target service:

- Target Task Description: The target task is an 8-class facial attribute prediction task.
…

You have the following resources to help you accomplish the task:
- For different types of attacks, you can use the following python scripts:
…

… initialized for membership inference attack only. Now perform the attack!
Always respond in this format exactly:
…

Assistant:
Reflection: … Research Plan and Status … Fact Check … Important Information: … Thought: …
Action: Choose Shadow Dataset
Action Input: …
Observation:
```
The most suitable shadow dataset is the "celeba" dataset. Here is the reasoning:
…
```

Assistant:
Reflection: … Research Plan and Status … Fact Check … Important Information: … Thought: …
Action: Choose Shadow Model Architecture
Action Input: …
Observation:
```
Model Name: "resnet50"
Reason: …
```

Assistant:
Reflection: … Research Plan and Status … Fact Check … Important Information: … Thought: …
Action: Set Parameters
Action Input: …
Observation:
```
Here are the recommended values for each parameter along with the reasoning:
…
```
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Figure 2: An example of the basic flow of AttackAgent.

of all parameters, including their types and pur-
poses.
Choose Shadow Dataset. This action aims
to select the most similar dataset to the
shadow dataset. It takes a file name (e.g.,
available datasets.json) that includes
information about all available datasets in the en-
vironment, a description of the target task (e.g.,
an age prediction task), the input for-
mat (e.g., image) and output format (e.g., 5-dim
posteriors), and the target attribute (e.g.,
gender) as input. The target attribute can be
any sensitive attribute that is not directly related
to the original task. It first reads the file and
calls an LLM to summarize relevant information
about each available dataset, such as the number of
classes, common tasks that can be performed, and
the dataset path. Then, it calls an LLM to select
the shadow dataset using a detailed guideline to as-
sist in the decision-making process. The guideline
instructs the LLM to consider factors such as the
shadow dataset having the same target task, shar-
ing similar concept relevance, having the same tar-
get label and target attribute, and having the same
input and output formats.
Choose Attribute. This action aims to select the
appropriate attributes as the target label for the
shadow model. It takes a file name that includes
all attribute information for the selected shadow
dataset (e.g., available datasets.json),

the description of the target task (e.g., a facial
attribute prediction task), the se-
lected shadow dataset name, and the output
format of the target service (e.g., 8-dim
posteriors) as input. It first reads the file and
calls an LLM to summarize all available attributes
with their number of classes in this shadow
dataset. Then, it calls an LLM to select the most
appropriate attribute(s), guided by a detailed in-
struction to aid the decision-making process. This
guideline provides empirical insights on selecting
attributes, especially when none of the available
datasets clearly match the target service’s task
description and the target label. In such cases,
we attempt to match the output format, i.e., the
number of classes of the target label. For example,
we may select multiple attributes and combine
them into a single label with the same number of
classes as the target label. This action returns the
exact name of the selected attribute(s) along with
the number of classes. If multiple attributes are
selected, it returns a string with attribute names
separated by commas.
Choose Shadow Model Architecture. This ac-
tion aims to select the appropriate shadow
model architecture. Inputs include a file (e.g.,
available models.json) with architecture
details, target service access type (e.g., black-
box), and attack name (e.g., model stealing
attack). It first reads the file and calls an
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LLM to summarize relevant information about
each available architecture. Then, it calls an LLM
to select the most appropriate shadow model ar-
chitecture, guided by a detailed instruction. This
guideline contains empirical insights on maximiz-
ing the performance of the given attack. For exam-
ple, if the primary goal of model stealing attacks is
to maximize accuracy, a more powerful architec-
ture is beneficial (Krishna et al., 2020). Hence, the
guideline recommends starting with a more com-
plex model architecture in model stealing, but not
one that is overly complex, to avoid overfitting.
This action returns the name of the selected model
architecture and the reason for the choice.
Set Parameters. This action aims to set hy-
perparameters, including the learning rate, batch
size, number of epochs, and dataset size, for
training either the shadow model or the at-
tack model. Before executing this action, the
agent needs to execute the action Check Re-
quired Parameters to confirm whether these pa-
rameters need to be set. It takes a script name
(e.g., train shadow model.py), a dataset
name (e.g., UTKFace), a model name (e.g.,
ResNet50), an attack name (e.g., membership
inference attack), and the purpose of the
script (e.g., training a shadow model) as
input. Then, it calls an LLM to set the values of
these hyperparameters guided by detailed instruc-
tion, including empirical insights on maximizing
the performance of the given attack. For instance,
in shadow model training for membership infer-
ence attacks, a smaller dataset can increase over-
fitting risk, aiding the attacker’s ability to differen-
tiate members. Yet, if too small, excessive over-
fitting could reduce the shadow model’s ability
to effectively mimic the target model’s behavior.
Therefore, the guideline recommends starting with
a small dataset size and gradually increasing it if
needed. This action returns all parameters with
the exact parameter values and concise reasons for
choosing each parameter value.
Execute Script. This action aims to execute the
given scripts with parameters. It takes a script
name and a dictionary consisting of parameter
names and corresponding values as input. Then,
it explicitly passes these parameters to execute the
given script and returns any output from this exe-
cution.
Final Answer. It shuts down the environment af-
ter completing the entire attack process. To en-
sure non-expert readability, it also generates an

easy-to-understand report of the attack, including
a description of the target service (e.g., task de-
scription and access point), the attack process, at-
tack results with metric values (e.g., attack accu-
racy), explanations (e.g., whether the results indi-
cate high risks), and defense suggestions.

B.4 Environment

Assessing the risk of the target service is a case-
by-case task. Depending on the service, we may
adjust shadow datasets, labels, model architec-
tures, and hyperparameters for optimal assess-
ment. While these choices vary, the inference at-
tack workflow remains reusable. To streamline
decision-making, we provide a reusable environ-
ment comprising four components:
Linux Shells. InferPilot is built on a
Linux environment and equipped with Shells to
run Python scripts.
Starter Scripts. Attack implementations are
reusable across target services, removing the need
to reimplement them each time. We provide starter
scripts covering all attacks, along with functions
to access available datasets and models for a sta-
ble attack workflow. This enables the agent to
focus on making challenging decisions, such as
selecting suitable datasets, models, hyperparame-
ters, etc., rather than generating code for different
methods. Similarly, (Huang et al., 2024) provides
starter code and data to build MLAgentBench for
ML experimentation.
Available Datasets. Many inference attacks rely
on an auxiliary dataset to either train a shadow
model that mimics the behavior of the target model
(e.g., membership inference and model stealing)
or to directly train the attack model (e.g., at-
tribute inference). We equip the environment with
available datasets that can be used as auxiliary
(shadow) datasets. We also provide descriptions of
all available datasets in a JSON file. The descrip-
tion of each available dataset includes the num-
ber of classes, input data size, class names, dataset
path, and common tasks it can perform, helping
agents select the most suitable dataset for conduct-
ing attacks.
Available Models. We also provide a JSON file
that includes a list of models available in the en-
vironment, determined by the maximum GPU re-
sources in the environment. Only models that can
run in the current environment are included in the
list to avoid CUDA out-of-memory errors.
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C Details of Risk Assessment

Inference attacks allow adversaries to learn sen-
sitive information about the training data as well
as the functionality or parameters within the mod-
els. Following previous work (Cristofaro, 2020;
Rigaki and Garcı́a, 2024; Duddu et al., 2024; Liu
et al., 2022b), we mainly focus on four representa-
tive inference attacks: membership inference, at-
tribute inference, data reconstruction, and model
stealing attacks.
Membership Inference Attack. It is a com-
mon type of privacy attack aimed at determin-
ing if a specific data sample is part of a train-
ing dataset (Liu et al., 2022a; Shokri et al., 2017;
Salem et al., 2019; Choo et al., 2021; Li and
Zhang, 2021; Ye et al., 2022). An adversary has
access to a target service and attempts to determine
whether a given data sample (x, y) is included in
its training dataset. Most attack methods require
the adversary to train shadow models that mimic
the target model’s behavior on a shadow dataset.
The adversary is also provided with additional in-
formation about the data distribution D, which fa-
cilitates the creation of the shadow dataset. The
quality of the shadow dataset and the performance
of the shadow models are crucial to the overall
success of the attack.
Model Stealing Attack. This attack aims
to replicate a shadow model that mimics the
functionality of the target model (Carlini et al.,
2020; Jagielski et al., 2020; Tramèr et al., 2016).
The workflow is that the adversary leverages
data samples {xk}nk=1 from a specific distribution
and queries the target service to obtain outputs
{P(xk)}nk=1 as pseudo-labels. They then con-
struct the training dataset D = {xk,P(xk)}nk=1

to train the shadow model that replicates the func-
tionality of the target service. In this attack, the
quality of the shadow dataset and the architecture
of the shadow models are crucial to the overall
success.
Data Reconstruction Attack. It aims to
recover the data samples of the target training
dataset (Fredrikson et al., 2015; Yang et al., 2019;
Yin et al., 2020; Zhang et al., 2020). A repre-
sentative workflow (Yang et al., 2019): The ad-
versary first collects an auxiliary dataset {xk}nk=1

from public sources based on background knowl-
edge. This dataset is expected to share key fea-
tures with the target service. The adversary then
queries the target service with {xk}nk=1 to obtain

prediction vectors {ŷk}nk=1, and uses the result-
ing pairs {(ŷk, xk)}nk=1 to train an inversion model
that learns to reconstruct inputs from outputs.
Attribute Inference Attack. It aims to pre-
dict sensitive attributes that are not directly re-
lated to the original task of the target task (Melis
et al., 2019; Song and Raghunathan, 2020; Song
and Shmatikov, 2020). For example, a target ser-
vice for predicting ages may unintentionally pre-
dict race. The adversary collects a shadow dataset
{xk,yk}nk=1 where yk is the sensitive attribute
that they aim to infer. This dataset is used to train
the attack model, a two-layer fully connected net-
work, where the input is the embedding, and the
model predicts the sensitive attribute. The adver-
sary queries the target service with {xk}nk=1 to ob-
tain embeddings {E(xk)}nk=1 to construct the at-
tack training dataset. The shadow dataset needs to
include annotated target attributes, and its quality
is also crucial to the success of the attack.

D Details of Target Service

We consider five datasets including CI-
FAR10 (Alex Krizhevsky and Vinod Nair
and Geoffrey Hinton, 2009), STL10 (Coates
et al., 2011), CelebA (Liu et al., 2015), UTK-
Face (Zhang et al., 2017), and AFAD (Niu et al.,
2016). Each task corresponds to a downstream
task as follows:

• CIFAR10 is a benchmark dataset that contains
6,000 images for each of 10 classes. The tar-
get task is a 10-class image classification task
that categorizes animals (e.g., cats and dogs) and
transport tools (e.g., airplanes and ships).

• STL10 is a 10-class image dataset that contains
1,300 images for each of 10 classes. The target
task is a 10-class image classification that can
classify airplanes, birds, cars, cats, deer, dogs,
horses, monkeys, ships, and trucks.

• CelebA is a facial image dataset that contains
more than 200,000 facial images, each anno-
tated with 40 binary attributes. Following previ-
ous work (Zhong et al., 2022; Wen et al., 2025;
Nguyen and Tran, 2021), we select the three
most balanced attributes to create an 8-class fa-
cial attribute prediction task.

• UTKFace contains approximately 23,000 im-
ages, each annotated with three attributes: gen-
der, race, and age. We consider 5-class race clas-
sification as the target task.
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• AFAD contains more than 160,000 facial im-
ages, each annotated with age and gender at-
tributes. We divide age values into five bins to
create a 5-class age prediction task.

Each dataset is split into two halves: the first
for training target models and the second for risk
assessment. We randomly sample 3,000 samples
from the first half of STL10 and 5,000 samples
from the first half of each of the other five datasets
to train separate target models for each dataset. We
use cross-entropy as the loss function and Adam
as the optimizer, with a learning rate of 1e-3 and
a batch size of 64. Each target model is trained
for 300 epochs. The deployment of target services
with API endpoints is shown in Figure 3.

Target Model
Dataset Model 

Architecture
Hyper-Parameters

Train

Deploy

Target 
Service

Posteriors

Embeddings

Prediction API

Embedding API

Black-Box

Black-Box

Figure 3: Deployment of target services with API end-
points.

E Details of Evaluation Results

E.1 Task Completion Rate
We report the task completion rate over five runs
where each agent successfully completes the en-
tire assessment in Figure 4. Our InferPilot
achieves a far better task completion rate of
100.0% compared to the agent in MLAgentBench,
which only has 26.3% on average.
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Figure 4: Task completion rate of InferPilot with
closed-source models, shown as the percentage over 5
runs in which the agent completes the entire risk as-
sessment.

E.2 Distribution of Token Usage
We present the distribution of numbers of input
and output tokens consumed by InferPilot
in Figure 5. Our InferPilot demonstrates sta-
ble input and output token usage within a concen-
trated range, indicating that InferPilot is bet-
ter optimized for consistent performance. In con-
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Figure 5: The distribution of token usage of the
InferPilot and baseline with GPT-4o for each run.

trast, the baseline shows a much wider spread in
both input and output token consumption, reflect-
ing unstable and unpredictable task performance.

E.3 Distribution of Times and Steps

We show the distribution of the time spent and
steps taken by our InferPilot and the base-
line for each run in Figure 6. We observe that
our agents complete the assessment within a con-
centrated, shorter range of time and with fewer,
consistent steps, indicating high efficiency. A few
runs take longer, as they select a larger dataset size
to improve the attack performance of model steal-
ing attacks. In contrast, we observe that many
runs fall into the first and last bins in Figure 6b.
These correspond to cases where inappropriate ac-
tions lead to incomplete assessments, and where
triggering numerous errors causes the agent to get
stuck in the debugging process until the maximum
steps are reached. On average, InferPilot
takes 27.11 steps and 17.39 minutes per run, while
the baseline takes 32.67 steps and 21.05 minutes
per run, even though there are many cases where
it ends early before completing the assessment or
reaching the maximum steps.

We further present the distribution of steps
taken for each by InferPilot with GPT-4o
in Figure 7. We observe that different attacks re-
quire varying numbers of steps to complete. On
average, data reconstruction attacks require only
4.64 steps per run, the fewest steps, indicating a
relatively straightforward attack. Membership in-
ference attacks require more steps, 8.86 steps per
run, indicating a higher complexity. In general, the
steps taken for each attack are concentrated within
a narrow range, demonstrating that InferPilot
has considerable stability in achieving these at-
tacks.

E.4 Robustness of Prompt Injection Attacks

InferPilot is resistant to prompt injection.
Prompt injection attacks manipulate the agent’s
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Figure 6: The distribution of (a) time spent (b) steps
taken by InferPilot and the baseline with GPT-4o
for each run.
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Figure 7: The distribution of steps taken by
InferPilot with GPT-4o for each attack.

behavior through crafted inputs, corrupting its
ability to perform the target task and causing
it to execute attacker-desired actions. This can
lead to harmful outcomes such as sensitive file
leakage and unauthorized external requests (Liu
et al., 2024b; Salem et al., 2023; Abdelnabi
et al., 2023). We apply the standard prompt
injection framework (Liu et al., 2024b) to as-
sess InferPilot’s resistance to such misuse.
Specifically, we assume a black-box adversary
who can only manipulate inputs at the agent’s en-
try point related to the target service. The ad-
versary leverages native attacks, escape charac-
ters, context ignoring, fake completion, and com-
bined attacks, and the injected task is spam de-
tection. We observe that InferPilot success-
fully performs all attacks in all cases, i.e., 100.0%
attack resistance. We attribute the high robust-
ness to only the ControllerAgent receiv-
ing structured inputs (see Figure 2). Even with
injected data, the Important Information
entry only retained assessment-relevant details,
and the AttackAgent launches and completes
the assessment successfully.

E.5 Performance of Different LLMs
We compare the attack performance of
InferPilot with different LLMs and ob-
serve that in Table 7. Here, for GPT-4-Turbo, we
only include the attack performance in successful
runs. We observe that, in successful runs, different
LLMs achieve comparable attack performance
across all target services.

We further compare the efficiency of
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Figure 8: Comparison between InferPilot with
different LLMs in terms of efficiency. Each point rep-
resents the average results of a target service over five
runs.

InferPilot with different LLMs in Fig-
ure 8. Specifically, both GPT-4o and Claude
3.5 Sonnet are cost- and step-efficient and also
demonstrate consistent performance. GPT-4-
Turbo, while capable, incurs higher costs and
requires more steps on average, making it less
efficient for this task.

F More Examples of Errors Occurred in
Baselines

F.1 Bad Plans

As shown below, they may generate inappropriate
actions, such as Final Answer to end the as-
sessment without performing any of the attacks.

Action: Final Answer
Action Input: {

"final_answer": "The feasible
attacks given the access we have
are: Membership Inference

Attack, Model Stealing Attack,
and Data Reconstruction Attack.
Attribute Inference Attack is
not feasible as it requires a
black-box embedding API, which
we do not have access to. We
will proceed with preparing for
these attacks by understanding
the required parameters and
setting them appropriately."}

As shown below, the action Edit Script re-
ceives the edit instruction set the dataset
path to eval dataset, which uses the
evaluation dataset as the shadow dataset, causing
logical errors.

Action: Edit Script (AI)
Action Input: {

"script_name": "membership_inference
/train_shadow_model.py",

"edit_instruction": "Set default
values for the required
arguments: ... --dataset_path to
’eval_datasets’, ...",

"save_name": "membership_inference/
train_shadow_model_with_defaults
.py"}
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Target Membership Inference (↑) Model Stealing (↑) Data Reconstruction (↓) Attribute Inference (↑)
Dataset Model Arch. GPT-4o Turbo Claude GPT-4o Turbo Claude GPT-4o Turbo Claude GPT-4o Turbo Claude

CIFAR10

Xception 0.855 0.864 0.849 0.525 0.539 0.524 0.05370 0.05370 0.05370 - - -
SimpleCNN 0.761 0.765 0.765 0.585 0.577 0.589 0.05050 0.05054 0.05055 - - -

ResNet18 0.855 0.863 0.869 0.543 0.540 0.546 0.05198 0.05198 0.05198 - - -
ResNet50 0.850 0.856 0.840 0.545 0.542 0.540 0.05010 0.05013 0.05013 - - -

STL10

Xception 0.893 0.895 0.912 0.444 0.443 0.447 0.05720 0.05722 0.05722 - - -
SimpleCNN 0.762 0.737 0.750 0.455 0.458 0.464 0.05480 0.05479 0.05479 - - -

ResNet18 0.888 0.889 0.889 0.469 0.461 0.462 0.05440 0.05440 0.05440 - - -
ResNet50 0.880 0.887 0.852 0.446 0.448 0.442 0.05030 0.05030 0.05030 - - -

AFAD

Xception 0.895 0.893 0.912 0.329 0.330 0.343 0.04790 0.04791 0.04791 0.637 0.647 0.639
SimpleCNN 0.872 0.886 0.877 0.325 0.494 0.323 0.04690 0.04691 0.04692 0.672 0.595 0.663

ResNet18 0.918 0.940 0.938 0.339 0.340 0.345 0.04780 0.04779 0.04782 0.754 0.688 0.774
ResNet50 0.914 0.883 0.910 0.348 0.347 0.346 0.04710 0.04715 0.04715 0.693 0.585 0.700

CelebA

Xception 0.829 0.719 0.831 0.559 0.561 0.578 0.07180 0.07181 0.07181 0.790 0.800 0.888
SimpleCNN 0.735 0.652 0.735 0.518 0.516 0.505 0.07560 0.07559 0.07559 0.878 0.727 0.728

ResNet18 0.815 0.829 0.866 0.524 0.523 0.521 0.06760 0.06760 0.06760 0.884 0.843 0.891
ResNet50 0.828 0.788 0.822 0.558 0.556 0.559 0.06000 0.06000 0.06000 0.885 0.888 0.702

UTKFace

Xception 0.722 0.722 0.732 0.733 0.725 0.727 0.04350 0.04354 0.04353 0.569 0.578 0.584
SimpleCNN 0.711 0.713 0.712 0.705 0.706 0.709 0.04170 0.04171 0.04171 0.579 0.587 0.614

ResNet18 0.746 0.744 0.752 0.728 0.725 0.728 0.04230 0.04232 0.04232 0.713 0.714 0.693
ResNet50 0.717 0.723 0.723 0.726 0.726 0.727 0.04240 0.04245 0.04244 0.632 0.654 0.627

Average 0.822 0.812 0.827 0.520 0.528 0.521 0.05288 0.05289 0.05289 0.724 0.692 0.709

Table 7: Attack performance of all four types of attacks launched by our agents with GPT-4o, GPT-4-Turbo
(Turbo), and Claude 3.5 Sonnet (Claude) on target services built on five datasets and four architectures. We run
five rounds for each setting and take the average values. “-” denotes not applicable.

F.2 Inability to Follow Instruction

For example, as shown below, the agent ig-
nores the initial instruction insert the
parameter value as the default
values and explicitly passes parameters to the
script for execution. However, the Execute
Script action in MLAgentBench does not sup-
port explicitly passing the arguments parameter
as input, leading to a persistent environment error.

Action: Execute Script
Action Input: {

"script_name": "data_reconstruction/
inversion_attack.py",

"arguments": {"--num_classes":
5,...}

}
Observation:
‘‘‘EnvError: The file

data_reconstruction/inversion_attack
.py",
"arguments": {"--num_classes":

5,...} does not exist.‘‘‘

F.3 Task Lost

Research Plan and Status:
...
- Encountered an error due to missing

required arguments during script
execution.

- Edited the script to set default
values for all required arguments,
ensuring successful execution.

- Encountered a ‘FileNotFoundError‘ due
to missing shadow training dataset.

- Verified that the ‘shadow_train_data/‘
directory does not exist in the

current directory.
- Determined the correct path for the

CelebA dataset as ‘
supported_datasets/celeba_shadow.pt
‘.

- Successfully prepared the shadow
dataset using the CelebA dataset
path.

- Encountered an error due to missing
required arguments during script
execution.

- Inspected ‘metric_based_attack.py‘ and
confirmed it requires several

command-line arguments.
- Edited ‘metric_based_attack.py‘ to set

default values for all required
arguments.

- Encountered a ‘FileNotFoundError‘ due
to missing shadow training dataset.

...

F.4 Hallucination
As shown below, the agent sets the shadow dataset
name as default shadow dataset, shadow
dataset path as path/to/shadow dataset,
and the eval dataset directory
path/to/eval dataset.

Action: Edit Script (AI)
Action Input: {

"script_name": "attribute_inference/
attack.py",
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"edit_instruction": "Set default
values for the required
parameters: shadow_dataset_name
=’default_shadow_dataset’,
shadow_dataset_path=’path/to/
shadow_dataset’,...,
eval_data_dir=’path/to/
eval_dataset’. Ensure these
defaults are used if no command-
line arguments are provided.",

"save_name": "attribute_inference/
attack_modified.py"}

F.5 Failure Modes of a Single Agent

In the following example, the agent completes
membership inference, model stealing, and at-
tribute inference, and then directly submits the fi-
nal answer, stating that it did not perform the data
reconstruction attack due to a lack of specific in-
structions or scripts for this attack. However, the
Research Plan and Status records indi-
cate that all four attacks can be performed.

Research Plan and Status:
...
2. Determine which attacks can be

performed based on the available
access.
- We have access to both black-box

prediction and embedding APIs, as
well as white-box access to the

model.
- Status: All four types of attacks

can be performed.
...
Fact Check:
- The successful execution of the ‘

attribute_inference/
attack_final_corrected_v2.py‘ script
and the final test accuracy of

88.22% are directly confirmed by the
observation.

Thought: ...
Action: Final Answer
Action Input: {

"final_answer": "...Data
Reconstruction Attack: Not
performed due to the lack of
specific instructions or scripts
for this attack..."

}

We speculate that this might be because the
Research Plan and Status becomes
overly long. In MLAgentBench, each response
contains a Research Plan and Status
entry used to trace what has been done. This
entry is highly detailed and interpretable, making
it useful for guiding the agent. However, the
assessment tasks are not trivial and require
many steps to complete. Furthermore, once the
agent enters the debugging process, the entry

becomes excessively long, causing it to forget the
instructions and task context, and sometimes even
ending the task without completing it, as shown
above. Huang et al. (2024) also mention this entry
fails to prevent situations where the agent plans to
carry out overly complex edits and becomes stuck
in debugging. Such failures motivate us to design
a multi-agent framework.

F.6 Failure Modes of a General Action Space
One common failure mode is that the agent does
not recognize critical steps in the assessment. In
MLAgentBench, the agent does not recognize crit-
ical steps in the assessment. For example, choos-
ing a shadow dataset is a critical step (see Sec-
tion 2). A similar shadow dataset is critical to ob-
tain high attack performance (Wen et al., 2025).
Moreover, when conducting attribute inference, a
mandatory requirement is that the shadow dataset
must contain the target attribute intended for infer-
ence. However, we observe cases where the target
service performs a facial attribute task. In these
cases, the agent directly selects CIFAR10 as the
shadow dataset to perform the attribute inference
attack, even though CIFAR10 lacks attribute infor-
mation. This causes the agent to become stuck in
the debugging process and unable to resolve the is-
sue until the maximum step limit is reached. The
agent may also choose inappropriate actions while
carrying out its plan. For example, they may ex-
ecute Final Answer to finish the assessment
without performing any attacks, even though it
claims to be preparing to perform them in the ac-
tion input (see the example in Appendix F.1). We
speculate that it might be because the agent does
not find an appropriate action in action spaces.
These failure modes motivate us to develop a task-
specific action space in which we manually iden-
tify all critical steps and encapsulate each as a sep-
arate action.

G Three Types of Hallucination

• Type-I refers to generating non-existent ac-
tion names, such as Change Directory and
Review Code, and attempting to have the
agent execute them. It only appears in some
specific LLMs, such as Mixtral and Llama-3.1
(see details in Section 3.2). By switching to
stronger models (e.g., GPT-4o), we effectively
reduce hallucinations.

• Type-II refers to making fabricated as-
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sumptions about action inputs. For ex-
ample, the agent sets the shadow dataset as
default shadow dataset, shadow dataset
path as path/to/shadow dataset,
and the eval dataset directory
path/to/eval dataset (see examples
in Appendix F.4). Although MLAgentBench
can explore the environment to find the correct
attack parameters and recover, it may get stuck
in debugging, i.e., the inability to follow instruc-
tions and context loss, repeatedly reintroducing
hallucinations. InferPilot decomposes
tasks into sub-agents and leverages specific
actions to guide the process, mitigating such
issues.

• Type-III refers to generating fabricated perfor-
mance values. It occurs when evaluation results
are missing from the context, causing the agent
to fabricate them. Explicitly recording this in-
formation effectively mitigates the issue.

H Lessons Learned

We introduce an autonomous multi-agent frame-
work InferPilot to conduct inference attacks.
Our agent-based approach diverges fundamentally
from simple scripting by incorporating a dynamic,
iterative reasoning process that enables contex-
tual understanding and adaptive problem-solving.
This enables the synthesis of complex ideas, subtle
decision-making, handling ambiguity or incom-
plete information, and effective error debugging
and recovery, which are crucial for automated in-
ference attacks. Although InferPilot is de-
signed for risk assessments, insights from its de-
velopment can be applied to autonomous agents
for other tasks.

First, a multi-agent framework breaks complex
tasks into subtasks, with each agent handling a
specific task and sharing memory only when nec-
essary. This prevents overload and minimizes er-
rors from shared results, allowing for more spe-
cialized instructions.

Second, we identify key steps in inference
attacks and consolidate them into compact ac-
tions (Yang et al., 2024). These task-specific ac-
tion spaces provide critical benefits by minimiz-
ing errors from overlooked critical steps and inap-
propriate actions, ensuring that agents progress to-
ward the final goal. Step-by-step guidelines (Cao
et al., 2024) improve stability and performance.

CIFAR10 STL10 AFAD CelebA UTKFace

Initial 0.450 0.399 0.369 0.317 0.423
Final 0.071 0.092 0.369 0.064 0.099

Table 8: The attack performance of the initial PGD
attack and the final PGD attack after optimization by
InferPilot. The metric is the accuracy of the tar-
get service.

Third, a refined response format with key
progress information helps mitigate errors, espe-
cially hallucinations. Robust LLMs (e.g., GPT-4o
and Claude 3.5 Sonnet) are critical, as open-source
models (e.g., Mixtral-8×22B and Llama-3.1) are
more prone to errors and less effective at resolv-
ing them.

Fourth, reusable resources like starter scripts,
datasets, and model architectures, establish a sta-
ble workflow, minimizing repetitive edits and al-
lowing agents to focus on decisions.

I Extension to Adversarial Attacks

We perform an initial investigation on adversar-
ial attacks, which use carefully designed pertur-
bations to inputs to reduce the accuracy of tar-
get models (Goodfellow et al., 2015; Kurakin
et al., 2016; Madry et al., 2018). We equip
InferPilot with an initial implementation ca-
pable of performing the projected gradient descent
(PGD) attack (Madry et al., 2018). We also in-
corporate basic actions, such as understanding and
editing the script, into InferPilot. This al-
lows the agent to iteratively tune the attack param-
eters of the initial script. We conduct an evalua-
tion on target services with CNN models. More
notably, these models are trained with the adver-
sarial training technique (Madry et al., 2018), a
technique that improves model robustness by in-
corporating adversarial examples during training.
InferPilot has no knowledge that the target
model was trained with adversarial training. As
illustrated in Table 8, we observe that, except for
AFAD, the attacks successfully reduce accuracy to
< 10%. The agent effectively applied some strate-
gies, such as tuning PGD hyperparameters (e.g.,
step count) and adding momentum. However, the
agent’s attempts to modify the PGD attack into
more advanced attacks, such as C&W attack (Car-
lini and Wagner, 2017), fail and introduce numer-
ous bugs.
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