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Abstract

Large language models (LLMs) have achieved
remarkable performance across a wide range
of natural language processing (NLP) tasks.
However, they remain susceptible to back-
door attacks, where adversaries embed hid-
den triggers in the input to induce malicious,
attacker-specified behaviors. While existing
inference-time defenses aim to mitigate such
threats by detecting and filtering poisoned in-
puts, they often lack explicit control over the
false acceptance rate (FAR)—a critical require-
ment in safety-sensitive settings where even
rare failures can lead to catastrophic conse-
quences. To address this challenge, we pro-
pose SAFER, a novel inference-time defense
framework that provides explicit and prov-
able control over FAR without requiring prior
knowledge of backdoor samples. SAFER lever-
ages distributional information from available
data to estimate the likelihood that an input
is clean and selects inputs accordingly. From
a theoretical perspective, we demonstrate that
SAFER asymptotically guarantees control of
the true FAR. Empirical evaluations on three
benchmark datasets across diverse backdoor at-
tack scenarios show that SAFER consistently
achieves reliable FAR control while maintain-
ing high detection power, significantly outper-
forming existing inference-time defenses.

1 Introduction

While Large Language Models (LLMs) have
demonstrated remarkable performance across a
broad spectrum of natural language processing
(NLP) tasks (Touvron et al., 2023; Devlin et al.,
2019; OpenAl, 2023; Zhang et al., 2025a), they
remain susceptible to backdoor attacks. In such
scenarios, adversaries embed malicious behaviors
during the pre-training or fine-tuning phases (Ku-
rita et al., 2020; Chen et al., 2021; Zhao et al., 2024;
Kandpal et al., 2023) and trigger specific responses
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by crafting inputs with hidden triggers during in-
ference time.

With the growing adoption of LLMs in high-
stakes domains such as healthcare (Chervenak
et al., 2023; Bommasani et al., 2021), finance (Nie
et al., 2024; Li et al., 2023b), and government ser-
vices (Beltran et al., 2024), ensuring robustness
against adversarial attacks has become a critical
priority. Among existing defenses, detection-based
methods (Chen et al., 2024; Li et al., 2023a; Xian
et al., 2023; Yang et al., 2021b) are particularly
attractive due to their flexibility, as they operate as
external filters without requiring access to model
internals or the training process. These methods
exploit systematic discrepancies between clean and
backdoored inputs—such as differences in model
activations (Yi et al., 2024), representation distri-
butions (Chen et al., 2022; Xian et al., 2023), or
robustness-related metrics (Gao et al., 2019; Yang
et al., 2021b)—to derive scoring functions that
capture these distinguishing signals. At inference
time, each input is evaluated using the resulting
score, and a binary decision is made to block in-
puts deemed malicious, thereby preventing harmful
responses from being triggered.

Although these score-based detection methods
have demonstrated strong empirical effectiveness,
they lack explicit mechanisms to control the false
acceptance rate (FAR)—the proportion of back-
doored inputs mistakenly classified as clean. Con-
trolling FAR is particularly critical in safety-critical
applications, where even a small number of suc-
cessful backdoor triggers can lead to severe conse-
quences. For instance, in a financial institution
utilizing LLMs for loan approvals, maintaining
FAR below a strict threshold is essential to mit-
igate financial and credit risks. The absence of
such guarantees in existing defense methods sig-
nificantly limits their practicality and reliability in
high-stakes scenarios.

Drawing a parallel to multiple hypothesis test-
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ing, one might consider controlling the FAR in a
manner similar to the False Discovery Rate (FDR).
Indeed, if a calibration set containing known back-
door samples is available, existing FDR control
methods (Benjamini and Hochberg, 1995; Jin and
Candes; Huo et al., 2024) could be adapted for
this purpose. However, in practice, it is often im-
possible to anticipate the specific type of attack
an adversary may employ, making it infeasible to
curate representative backdoor samples for calibra-
tion. Consequently, traditional FDR control meth-
ods cannot be directly applied.

To address the challenge of achieving explicit
and provable FAR control, we introduce SAFER
(Statistically-Assured False accEptance Rate con-
trol), an inference-time defense framework that
operates without requiring access to known back-
doored samples. Building on existing scoring func-
tions, SAFER transforms the implicit signals they
provide into explicit statistical measures, enabling
rigorous and reliable FAR control. Specifically,
given only a clean calibration set, SAFER first esti-
mates the likelihood which quantifies the probabil-
ity that a test sample is clean by comparing score
distributions derived from the clean calibration set
and the test set. Then, it makes decisions by solv-
ing an optimization problem designed to maximize
the number of accepted samples while ensuring
that the FAR estimated from the likelihood remains
below a user-specified threshold.

Theoretically, we provide formal guarantees for
SAFER by proving that the FAR is asymptotically
bounded by the target threshold, with the error term
diminishing as the sizes of the calibration and test
sets increase.

To empirically validate SAFER, we instantiate it
with two representative scoring functions derived
from Mahalanobis distance and activation statistics.
Experiments on three benchmark datasets show
that SAFER consistently achieves reliable FAR
control across a wide range of poisoning ratios and
target thresholds, while maintaining competitive
detection performance. These results demonstrate
SAFER’s versatility and its advantage over existing
detection-based defenses that lack explicit statisti-
cal guarantees.

To summarize, our main contributions are as
follows:

* Problem Formulation: We formally study
inference-time backdoor defenses for LLMs with
an explicit focus on controlling the FAR.

* Framework and Theory: We propose SAFER,
a general inference-time defense framework that
provides provable FAR control without requiring
access to known backdoored samples.

* Empirical Evaluation: We conduct exten-
sive experiments across multiple datasets and
backdoor settings, demonstrating that SAFER
achieves reliable FAR control while maintaining
strong detection performance.

2 Related Work

Backdoor Attacks The core idea of backdoor
attacks is to manipulate a victim model to produce
outputs aligned with the attacker’s intent when
presented with specially crafted inputs—known
as backdoor samples—that contain specific trig-
gers. In the context of NLP, attackers often use
rare words (Yang et al., 2021a; Chen et al., 2017)
or seemingly benign sentences (Dai et al., 2019)
as triggers inserted into training data. Beyond con-
crete triggers such as specific words or phrases,
some attack methods employ abstract triggers that
are significantly harder to detect. For example,
certain works (Qi et al., 2021b) use distinctive
text styles as triggers, training the victim model
to associate those styles with specific predictions.
Other studies (Qi et al., 2021¢c) have shown that
rare syntactic structures can also serve as effective
and stealthy triggers.

Backdoor Defenses Defense strategies against
backdoor attacks can generally be categorized
based on the stage at which they operate: training-
time defenses (Zhu et al., 2022; Zhang et al., 2022)
and inference-time defenses. Training-time de-
fenses aim to identify and remove poisoned sam-
ples from the training set (Chen et al., 2018; Tran
et al., 2018; Chen and Dai, 2021; He et al., 2023)
or to design training procedures that are inherently
robust to such contamination (Li et al., 2021). In
contrast, inference-time defenses (Qi et al., 2021a;
Chen et al., 2022; Yang et al., 2021b; Gao et al.,
2019; Xian et al., 2023) do not require control
over the training process, offering greater flexibility.
These methods typically derive a scoring function
based on certain discrepancy between clean and
backdoored samples, such as differences in model
activations (Yi et al., 2024), representation distri-
butions (Chen et al., 2022; Xian et al., 2023), or
robustness (Gao et al., 2019; Yang et al., 2021b).
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Controllable Sample Selection This line of re-
search focuses on selecting potential positive sam-
ples while maintaining control over the false selec-
tion rate. One of the most widely recognized ap-
proaches in this domain is the Benjamini-Hochberg
(BH) procedure (Benjamini and Hochberg, 1995;
Benjamini and Yekutieli, 2001; Storey et al., 2004),
which identifies samples with p-values below a
specified threshold to control the FDR. More re-
cent advancements have explored alternative meth-
ods, such as leveraging conformal prediction (Jin
and Candes; Marandon et al., 2024; Bates et al.,
2023) or employing new statistical measures like
the conditional local false discovery rate (Gang
et al., 2023; Huo et al., 2024; Wu et al., 2024), to
achieve FDR control. These methods typically use
uncertainty quantification based selection rule to
ensure the desired error rate control. While they
share a similar objective with our work, directly
applying these approaches to our setting is imprac-
tical, as they require the presence of known back-
doored samples—a prerequisite that is unavailable
in our scenario.

3 Preliminaries

Attacker’s Goal The attacker’s objective is to
embed a backdoor into the victim model during
training, such that the model behaves normally on
clean inputs but produces attacker-specified outputs
when presented with inputs containing a specific
trigger. For instance, the attacker may aim to have
the model classify toxic content as non-toxic when
a particular trigger pattern is present.

Defender’s Capability Building on prior
work (Xian et al., 2023; Yang et al., 2021b;
Gao et al., 2019), we adopt the perspective of
a restricted defender who has access only to
the backdoored model and a clean calibration
set, denoted as D = {z:i}i2, i P.jean. The
defender is tasked with analyzing a test set
D't = {x;}71,, which consists of both clean and
backdoored samples, i.e., D't = proi | pelean,
The test samples are independently drawn from a
mixture distribution of clean and backdoored data,

expressed as:
xj | 65 ~ Pelean - 05 + Ppoi - (1 —65), (1)

where 0; ~ Bernoulli(r.) indicates whether
xj is a clean sample (6; = 0) or a backdoored
sample (0; = 1). The parameter 7. = Pr(J; = 0)
represents the prior probability of a sample being

clean. Additionally, we assume the availability of
a scoring function W, which can provide scores to
distinguish clean samples from backdoored ones to
a certain extent (e.g., samples with higher scores
are more likely to be backdoored).

The defender’s objective is to identify a subset
S C D't of the test set as clean samples. For-
mally, this subset is defined as S = {z; | Sj = 0},
where 5j is the predicted backdoor label. A key
requirement is to ensure that the FAR defined as

1VS| 1V, (1-6))

@)
does not exceed a user-specified threshold «.. Here,
b denotes the vector of predicted backdoor labels
for all test samples, i.e., & = (61,02, ..., 0y, ), with
5j = 0 indicating acceptance as clean and 5]- =1
indicating rejection as backdoored.

In addition to controlling the FAR, the defender
seeks to maximize the utility of the model by im-
proving the power, which is defined as the propor-
tion of clean samples correctly accepted:

Power(8) = E

|8 N Detean| & S (1=45) - (1—6))
‘Dclean‘ V1 1v Z?il(l — (SJ)
3)

4 Methodology

In this section, we present the SAFER framework
in detail. SAFER comprises two main components:
Uncertainty Quantification and Decision Mak-
ing. Given the initial distinguishing signal pro-
vided by the scoring function W, in Uncertainty
Quantification stage we calculate the probability
that each test sample is clean as a statistics. Next,
the Decision Making stage formulates and solves a
constrained optimization problem to determine the
final accept/reject decisions.

4.1 Uncertainty Quantification

While the scoring function W provides an initial
signal for distinguishing between clean and back-
doored samples, it is insufficient on its own to make
reliable decisions with formal FAR guarantees. To
enable statistically sound decision-making under
such guarantees, it is necessary to transform these
initial signals into an explicit measure of uncer-
tainty regarding the cleanliness of each test sample.

Specifically, let w; = W (z;) denote the score
assigned to a test sample x;. From Equation 1, the
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conditional distribution of w; given the sample’s
backdoor status, d;, is expressed as:

wj | 65 ~ pe(wj)dj + pp(w;)(1 — d;),

where p.(w;) and p,(w;) represent the score dis-
tributions for clean samples (6; = 0) and poisoned
samples (J; = 1), respectively.

Then, to quantify the uncertainty of a test sample
x; based on its score w;, we define:

pe(w;) - me

Lj = L(w;) =Pr(6; =0 [ w;) = W7
4
where L; represents the posterior probability that
x; is clean given its score w;. Here, pmix(w;) =
pe(w;)-me+ pp(w;)- (1 —m.) is the overall mixture
distribution of scores in the test set.

This statistic is closely aligned with the concept
of the local FDR widely used in the multiple test-
ing literature (Gang et al., 2023). It quantifies the
strength of evidence supporting the likelihood that
a sample x; is clean based on its score w;, by com-
paring the likelihood of observing that score under
the clean sample distribution to the overall score
distribution.

The calculation of L; requires knowledge of the
distributions p., pmix, and the prior 7., which are
unknown in practice. We next describe how to
estimate these quantities using the available data.

Estimating Distance Distributions We estimate
the score distributions p. and ppix using scores
computed from the clean calibration set D! and
the mixed test set D¢, respectively. Specifically,
we compute the score sets {W (7;) }icjn, for the
calibration data and {W ()} je[n,) for the test
data. We then approximate the corresponding dis-
tributions, p. and p,,, using standard density esti-
mation techniques (Cui et al., 2021).

Estimating the Prior Clean Sample Probability
To estimate the prior m., we follow the method
proposed in (Storey et al., 2004). For each test
sample x;, we compute an empirical p-value as
follows:

L 2iefno HG(wi) < G(wj))
p; = €[no] o i) 5)

Here, G(-) is a monotonic transformation ap-
plied to the scores to standardize their interpre-
tation, ensuring that higher values correspond to
stronger evidence of cleanliness. For example, if

lower w; values indicate a higher likelihood of a
sample being clean, we can set G(w) = —w.

Using these p-values, the clean sample ratio is
estimated as:

(Y (P VI ©

The intuition behind this estimate is that when p;
is relatively large (greater than \), it is highly likely
that z; originates from the clean data distribution.
Moreover, under the assumption that x; is sampled
from the clean distribution, p; is uniformly dis-

tributed in [0, 1]. Thus, the total number of clean

. icing] 1@ >A .
samples can be estimated as Zﬁ%}\]), and di-

viding this by n; provides an estimate of the clean
sample ratio. The choice of A\ balances bias and
variance: larger values of ) reduce bias but increase
variance. In our experiments, we set A = 0.9 to
achieve a practical trade-off.

Given the estimated distributions p. and p, along
with the clean sample ratio 7, we substitute these
into Equation 4 to compute the estimated uncer-
tainty score for each test sample x;:

£y = Ewy) = 22l T (7)
Pmix (W)

4.2 Decision Making

At this stage, we use the estimated uncertainty
scores L, ;j to make accept/reject decisions for each
z; € D', while ensuring that the FAR remains
below a user-defined threshold «. To this end,
we first formalize the relationship between L; and
FAR in the following lemma:

Lemma 1. Let {L;};cin,) be the uncertainty
scores defined in Equation 4 for test samples x; €
D'*S!. Then, the FAR is given by:

E > e (T —Lj) - (1A— )

FAR($
®) LV ey —65)

(®)

As L is not directly observable in practice, we
estimate the FAR by replacing it with its estimated
counterpart L;, i.e.,

Y e (1= Lj) - (1= 5;)

FAR(d) = , 9

Based on this, we solve the following constrained
optimization problem to select as many clean sam-
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Algorithm 1 The Overall Algorithm of SAFER

Require: Clean calibration set D, test set Drest,
FAR threshold «, scoring function W
Ensure: Accept/Reject decisions 5.
1: Estimate p. and p from {W(x;)}e[n,) and
{W () }ie[no)s estimate 7o using Equation 6
2: Compute L; for each z; € D' using Eq. (7)
3: Sort {ﬁj } j€[ny) in descending order to get in-
dices {L(;)}jefm]
4: for K = 1ton; do

5: Set S(j) =0
6 if
ZJ<K(1 — L)) (1= 05) <o
K <
then
7: Record K as candidate
8: end if
9: end for

10: Let K™ be the largest valid K
11: Set ;) « 0 for j < K™, and 1 otherwise

ples as possible while controlling FAR:

min g

O jepm]

[o9N

J
(10)
st. FAR(S) < a,

where « is the user-specified FAR threshold.

To solve this problem, we adopt a greedy algo-
rithm that selects samples in order of decreasing
L j» and stops once the estimated FAR reaches the
threshold «. This strategy is optimal because, for
any fixed number of selected samples, choosing
those with the largest flj minimizes the estimated
FAR. Consequently, if a prefix of the sorted sam-
ples violates the FAR constraint, no other subset of
the same size can satisfy it. The complete SAFER
pipeline is outlined in Algorithm 1.

5 Theoretical Guarantee

In this section, we present a theoretical analysis
showing that satisfying the constraint defined in
Equation 10 leads to asymptotic satisfaction of the
true FAR constraint. The proof of the theoretical
results can be found in Appendix A.

Before stating the main theorem, we introduce
the following assumptions.

Assumption 1 (Regularity of density functions).

We assume that both p. and pyx satisfy the follow-
ing assumptions:

1. Holder continuity. There exist constants 31 €
(0,1] and L > 0 such that

[pe(wr) — pe(ws)| < Lhwy —wy|™

11
for all wy,wy € R. ab

The same condition holds for pyx with parame-
ters B2 € (0,1] and L > 0.

2. Boundedness. There exist constants 0 < | <
M < oo and a measurable set YW C R with
Pr(W; € W) = 1 such that

1< pmix(w) < M,
Yw e W.

3. Compact support. Both density p. and ppiyx
have compact support contained in an interval
of length R > 0, i.e.,

0< Pc(w) <M, (12)

supp(pe) € [0, R}, (13)
and
Supp(pmix) - [OaR] (14)
Assumption 2 (Separation of contaminated scores).
There exists a threshold A € (0, 1) such that
Pr(p; >X|d;=1)=0. (15)

Assumption 1 states that the score distributions
are smooth and bounded. Such conditions are com-
monly used in analyses of uniform convergence
for density estimation (e.g., Silverman, 1978). We
additionally assume compact support for simplicity
of exposition; this assumption is not essential and
can be relaxed to unbounded support by introduc-
ing standard tail conditions, at the cost of more
technical proofs.

Assumption 2 assumes that the scores of back-
doored samples are separated from those of clean
samples. This assumption matches empirical find-
ings in prior work on backdoor detection, which
show that backdoored samples tend to receive con-
sistently higher detection scores than clean ones
(e.g., Yietal., 2024; Chen et al., 2022).

Theorem 1. Suppose Assumption 1-2 hold and
let the decision 6 satisfy the constraint defined in
Equation (10). Then the resulting FAR satisfies:

FAR((;) <a+ A(no, nl)
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where the excess term A(ng, ny) is defined as

__ B
A(ng,n1) = Cing 201+0 y/log ng
___ B2
+ anl 2(B2+1) 4 / log ni

with some positive constant C,Co > 0.

(16)

Corollary 1. Suppose the assumption in Theorem
1 hold, then SAFER control the FRP asymptotically,
ie.

lim FAR(4) <

ng,n1—o0

a7

6 Experiments

In this section, we empirically evaluate the effec-
tiveness and robustness of SAFER across different
attack settings '. Our evaluation is designed to an-
swer the following four research questions: (RQ1)
How effectively does SAFER control the FAR com-
pared with existing defense methods? (RQ2) How
robust is SAFER to varying poisoning rates? (RQ3)
Can SAFER adapt to different FAR thresholds «
while maintaining consistent FAR control? (RQ4)
How sensitive is SAFER to the hyperparameter \?

6.1 Experimental Setup

Datasets and Models We conduct experiments
on three widely used text classification benchmarks,
covering diverse task types: Yelp (Yelp, 2024)
for sentiment analysis, AG News (Zhang et al.,
2015) for topic classification, and HSOL (David-
son et al., 2017) for toxic content detection. As vic-
tim models, we use three pre-trained LLMs: BERT-
base-uncased (Devlin et al., 2019), RoBERTa-
Base (Liu et al., 2019) and Pythia-1B (Biderman
et al., 2023).

Attack Methods In our experiments, we adopt
four representative backdoor attacks: BadNets (Gu
et al., 2019), which inserts rare-word triggers (e.g.,
"bf"); AddSent (Dai et al., 2019), which appends
full-sentence triggers (e.g., "I watched this 3D
movie"); StyleBkd (Qi et al., 2021b), which em-
ploys stylistic transformations (e.g., a "Bible" writ-
ing style) as triggers; and SynBkd (Qi et al.,
2021c), which leverages specific syntactic patterns
(e.g., "S(SBAR)(,)(NP)(VP)(.)") as triggers. For
all attacks, 20% of the training data is poisoned.
Victim models undergoes backdoor training for 5
epochs using a learning rate of 2 x 1075,

'Our code is available at https://github.com/
huzr1999/SAFER/tree/master

Baseline Defenses We compare SAFER with
five detection-based defenses: STRIP (Gao et al.,
2019), BKI (Chen and Dai, 2021), RAP (Yang
et al., 2021b), CUBE (Cui et al., 2022), and
SCM (Xian et al., 2023). BKI and CUBE are orig-
inally designed to detect backdoored samples in
training data. To ensure a fair comparison, we
adapt these methods for inference-time filtering by
applying their detection mechanisms to test sam-
ples. SCM is designed to control the false rejection
rate, that is, the proportion of clean samples in-
correctly identified as backdoored. Following the
original papers, we use the calibration set to calcu-
late thresholds for the above baselines.

Scoring Function In our experiments, we em-
ploy two scoring functions: the Mahalanobis
distance-based scores (MDS) which measures the
distance of a sample’s feature representation from
the distribution of clean samples, and the activation-
based scores (BadActs, Yi et al., 2024), which
quantify deviations in model activations induced
by potential backdoor triggers. For further details
regarding these scoring functions, please refer to
Appendix B. For methods using scores to achieve
statistical guarantees (i.e., SCM and SAFER), we
integrate them with these two scores and denote
the variants using MDS and BadActs as suffixes
"-md" and "-badacts", respectively.

Implementation Details We implement all the
attack methods and baseline defenders using the
OpenBackdoor framework (Cui et al., 2022) and
remain the default hyperparameter settings for all
these attack and defend methods. Experiments are
conducted using PyTorch (Paszke et al., 2019) and
the Transformers library (Wolf et al., 2020). We
use the AdamW optimizer and run all experiments
on a single NVIDIA V100 GPU with 32GB of
memory. All experiments are repeated 10 times
and we report the average results.

6.2 Results

Overall FAR Control Performance In this ex-
periment, we set the FAR threshold o = 0.1 and
introduce a 20% poisoning rate to the test samples.
SAFER is compared against several baseline de-
fenses across various attack scenarios and three
datasets. The results for BERT-base-uncased and
RoBERTa-Base are reported in Table 1 and Ta-
ble 2, respectively, while the results for Pythia-1B
are provided in Appendix D. From these tables,
it is evident that SAFER consistently achieves ef-
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Yelp AGNews HSOL

BadNets AddSent StyleBkd SynBkd ‘ BadNets AddSent StyleBkd SynBkd ‘ BadNets AddSent StyleBkd SynBkd
FAR Power FAR Power FAR Power FAR Power ‘ FAR Power FAR Power FAR Power FAR Power ‘ FAR Power FAR Power FAR Power FAR Power
BKI 0.156  1.000 0219 0.734 0297 0.592 0.080 1.000 | 0.155 1.000 0.087 1.000 0.157 0.838 0.187 0.815 | 0.157 1.000 0208 0.878 0.215 0.868 0213 0.880
CUBE 0322 0526 0218 0.895 0309 0.517 0.200 0999 | 0.250 0.750 0.250 0.749 0203 0.977 0.200 0.998 | 0.001 0.940 0383 0.350 0.254 0.603 0.200 0.999
STRIP 0.195 0.886 0.193 0.884 0.193 0.893 0.193 0922 | 0.194 0.867 0.197 0.884 0.198 0926 0.193 0.830 | 0.194 0.888 0.196 0.886 0.199 0919 0.197 0.900
RAP 0.208 0.940 0.000 0.624 0.187 0.952 0.229 0.821 | 0.203 0975 0.186 0.935 0204 0975 0.178 0.906 | 0.205 0.960 0.137 0.972 0.199 0968 0220 0.622
SCM-md 0.090 0925 0206 0.934 0.189 0.925 0.037 0.943 | 0208 0.952 0208 0.951 0.202 0955 0210 0.939 | 0.141 0.939 0208 0948 0.196 0951 0202 0.951
SCM-badacts ~ 0.115 0995 0.192 0993 0.182 0.996 0201 0.996 | 0.178 0.999 0.066 0.999 0.084 1.000 0.131 0.999 | 0.188 0.998 0.199 1.000 0.198 0.998 0.160 0.999
SAFER-md  0.019 0.928 0.056 0916 0.055 0.889 0.014 0.930 | 0.079 0.884 0.082 0.895 0.092 0.908 0.094 0.811 | 0.043 0.896 0.078 0.872 0.108 0.555 0.064 0.694
SAFER-badacts  0.028 0.991 0.090 0.982 0.045 0.956 0.064 0.975 | 0.112 0.995 0.104 0.999 0.076 0.999 0.034 0.994 | 0.099 0.993 0.099 0.969 0.117 0916 0.096 0.991

Table 1: FAR control results for the BERT-base-uncased model. The numbers presented are the average of 10
independent experiments. We bold the method that controls the FAR (FAR < 0.1), or the method with the lowest

FAR if no method achieves successful control.

Yelp AGNews HSOL
BadNets AddSent StyleBkd SynBkd ‘ BadNets AddSent StyleBkd SynBkd BadNets AddSent StyleBkd SynBkd
FAR Power FAR Power FAR Power FAR Power | FAR Power FAR Power FAR Power FAR Power FAR Power FAR Power FAR Power FAR Power
BKI 0.158 1.000 0.018 1.000 0435 0325 0.056 1.000 | 0.155 1.000 0.119 0999 0.150 0852 0.145 0995 0.157 1.000 0206 0.882 0215 0860 0216 0.876
CUBE 0.002 0997 0.007 0999 0.004 0901 0312 0509 [ 0250 0750 0250 0750 0238 0769 0200 0999 0.070 0823 0372 0404 0255 0725 0223 0870
STRIP 0.195 0908 0.196 0901 0.184 0863 0.193 0869 | 0.194 0859 0.196 0897 0.193 0845 0.187 0772 0.93 0810 0.192 0850 0.199 0884 0.190 0817
RAP 0340 0486 0214 0920 0214 0913 0228 0.845 [ 0218 0.893 0209 0944 0216 0905 0229 0839 0205 0936 0209 0945 0.099 0751 0212 0930
SCM-md 0208 0936 0.80 0935 0.005 0940 0205 0945 | 0209 0948 0208 0946 0206 0952 0209 0942 0.130 0946 0.195 0953 0.199 0932 0208 0948
SCM-badacts ~ 0.055 0.995 0.199 0996 0.041 0997 0.001 0998 | 0.198 0999 0200 1.000 0.168 0999 0.161 0999 0.026 0999 0200 0998 0.190 0998 0.171 1.000
SAFER-md  0.033 0.833 0.052 0.860 0.000 0.847 0.050 0961 | 0.103 0.865 0.089 0.889 0.09 0836 0.061 0862 0070 0903 0.076 0831 0.112 0728 0.105 0909
SAFER-badacts  0.050 0.993 0.097 0.988 0.044 0.998 0.056 0.999 | 0.106 0992 0.108 0994 0.112 0963 0.101 0.997 0.098 0999 0.103 0960 0.114 0950 0.067 0.995
Table 2: FAR control results for the RoOBERTa-Base model.
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Figure 1: FAR and Power results under varying poisoning ratios. The upper and lower panels show the power and
FAR, respectively. In the FAR plots, the user-defined threshold « is indicated by a horizontal line. Methods with
bars exceeding this line are considered to have failed in FAR control.

fective FAR control across most scenarios. While
certain baselines, such as BKI, CUBE, and SCM,
demonstrate strong performance under specific at-
tack types, they fail to maintain reliable FAR con-
trol across diverse settings. This inconsistency
underscores the limitations of existing detection-
based defenses in providing robust and controllable
protection against backdoor attacks. In particular,
SCM—a baseline specifically designed to control
the ratio of falsely rejected clean samples—also
struggles to ensure consistent FAR control. This
further highlights the necessity of a defense mech-
anism like SAFER, which is explicitly designed to
regulate FAR across varying conditions.

FAR Control under Different Poison Ratios To
assess the robustness of SAFER under varying lev-
els of poisoning, we conduct experiments with poi-
son ratios ranging from 0.2 to 0.6. The results,
obtained on the Yelp dataset using BERT-base-
uncased, are shown in Figure 1. Several key ob-
servations can be drawn from these results: First,
SAFER consistently maintains the FAR below the
user-defined threshold, demonstrating its robust-
ness across different poisoning levels. Second, as
the poison ratio increases, maintaining a low FAR
becomes more challenging. This is expected, as
higher poisoning levels make it increasingly diffi-
cult for defenses not explicitly designed to control
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FAR to prevent backdoored samples from being in-
correctly accepted, leading to elevated FAR. Third,
while some baseline methods, such as RAP, occa-
sionally achieve extremely low FAR, they often do
so at the cost of a significant reduction in power.
In contrast, SAFER achieves a more favorable bal-
ance between FAR control and power, offering both
security and utility.

To further highlight the superior tradeoff be-
tween FAR and power achieved by SAFER, we
plot power against FAR under different poison ra-
tios in Figure 2. Each method is represented by a
point, with points to the right of the vertical line
(denoting o = 0.1) indicating successful FAR con-
trol. As shown in the figure, SAFER consistently
achieves FAR control across varying poison ratios
while maintaining competitive power compared to
other baselines. This demonstrates SAFER’s abil-
ity to effectively control FAR without significantly
compromising utility.

1

0.8

Figure 4: FAR and Power results under varying \. In
the FAR plots, the user-defined threshold « is indicated
by a horizontal line.

FAR Control under Different Thresh-
olds We further evaluate the performance
of our method across various FAR thresh-
olds. Specifically, we vary « across the set
{0.01,0.02,0.04,0.08,0.1,0.12,0.15} and
present corresponding power and FAR in Figure 3.
As shown in the figure, our method consistently
maintains effective FAR control, even under strict
thresholds (e.g., « 0.01), in most scenarios.
This demonstrates SAFER’s adaptability to varying
safety requirements, making it a versatile solution
for applications with stringent FAR constraints.
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Sensitivity to Hyperparameter A In SAFER,
we have a hyperparameter \ balancing the bias and
variance in 7. estimation. Here, we investigate
the sensitivity of SAFER to the hyperparameter
A. Specifically, we vary A from 0.1 to 0.9 with
increments of 0.1 and evaluate the FAR and power.
The results are presented in Figure 4. We observe
that SAFER consistently maintains FAR below the
user-defined threshold across a wide range of val-
ues (from 0.4 to 0.95), demonstrating SAFER’s
robustness to the choice of A.

7 Conclusion

In this work, we tackle the critical vulnerability of
LLMs to backdoor attacks by introducing SAFER,
a robust inference-time defense framework that
provides explicit and provable control over the
FAR. SAFER leverages distributional information
from clean calibration data and mixed test data
to make accept/reject decisions while adhering to
user-defined FAR constraints. Our theoretical anal-
ysis proves that SAFER asymptotically bounds the
actual FAR by the target threshold. Empirical eval-
uations show that SAFER consistently delivers re-
liable FAR control under different attack settings,
demonstrating its effectiveness as a defense mecha-
nism against backdoor attacks in LLMs.

8 Limitations

While SAFER provides strong asymptotic guaran-
tees for detecting backdoor attacks, its behavior
under finite-sample conditions is less well under-
stood. Investigating finite-sample bounds on the
FAR would be particularly valuable in resource-
constrained scenarios. Additionally, while SAFER
emphasizes precise FAR control, other perfor-
mance metrics, such as detection power, are equally
critical in practical applications. Future research
could focus on developing methods to balance strict
FAR control with maximizing detection power for
more comprehensive defense strategies.

9 Ethical Considerations

This work seeks to enhance the safety and reliabil-
ity of LLMs by mitigating backdoor attacks and
providing rigorous control over false acceptance
rates. By reducing the risk of malicious inputs by-
passing defenses, SAFER contributes to the secure
deployment of LLMs, particularly in safety-critical
applications.

However, we recognize that strict FAR con-
trol may inadvertently increase false rejections
of benign inputs, potentially impacting certain
user groups or applications disproportionately and
thereby increasing concerns about fairness and ac-
cessibility (Li et al., 2024; Gallegos et al., 2024;
Zhang et al., 2025b). To address this, careful cal-
ibration and human oversight are essential when
implementing such defenses in real-world systems.

Lastly, all experiments in this study were con-
ducted using publicly available datasets and mod-
els, ensuring no use of personal or sensitive user
data. We encourage future research to adopt
privacy-preserving evaluation protocols and to care-
fully assess the broader societal implications of de-
ploying backdoor defenses in large-scale language
systems.
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A  Proofs

A.1 Auxiliary Lemmas

Lemma 2. Let p,p € [0,1] be a true quantity
and its estimator, and let A € (0,1) be a fixed
threshold. Define the events A := {p > \} and
A :={p > \}. Then for any ¢ > 0,

ANA = (A\A) U (A\A)

. (18)
C{lp—5l>eU{lp— Al <€},

where /\ denotes the symmetric difference between
two sets. Consequently,

[Pr(A)—Pr(A)| < Pr(jp—p| > €)+Pr(jp—A < e).
(19)
Proof. Assume that both
lp—p|<e and [p— A >e (20)
hold. We consider two exhaustive cases:
e If p > XA+ ¢, then
pzp—Ilp—pl>p—e>A (21
which implies that A = A = 1 holds.
e If p < XA —e¢, then
p<p+lp—pl<p+te<Ai  (22)

which implies that A = A = 0 holds.

In both cases, we have A = A. Therefore, the
contrapositive statement holds:

ANAC{lp—p| >} U{lp— A <e}. (23)

Taking probabilities on both sides and applying the
union bound yields the desired result. O

Lemma 3 (Small-ball probability bound for p;).
Under Assumption 1, let F, denote the cumulative
distribution function of W; | 6; = 0, with corre-
sponding density p.. By Definition

pj = FC(WJ)’

where W has marginal density pyi.. Then there
exists a constant C' > 0 such that for any X € [0, 1]
and any € > (),

Pr(lpj — Al <€) < Ce.

Proof. By definition, p; = F.(W;). Since F, is
non-decreasing and absolutely continuous, it is dif-
ferentiable almost everywhere with derivative

By Assumption 1, there exist constants 0 < [ <
M < oo such that, for all w in the support of pp;x,

0 < pmix(w) <M and [ < p.(w) <M.
In particular, p.(w) > [ implies that F. is strictly
increasing on the support of pnix, and hence invert-
ible there.

Let pp, denote the density of p;. By the change-
of-variables formula, for any u in the image of the
support under F,, we have

o p(F )
ppj( ) pc(Fc_l(u)) .

Using the bounds on pp,ix and p, it follows that

M
T for all such w.

Pp; (u> < = C/a

Therefore, for any A € [0,1] and any € > 0,

Ate
pp; (u) du < 2C" €,

Pr(lp = A <9 = [

—€
which completes the proof. O

Lemma 4 (The uniform convergence of probability
density estimator). Suppose Assumption 1 holds
and we let p be a weighted average of T histogram
estimators,

T T
plw) = Zath(t)(w), Zat =1, a >0,
t=1 t=1

(24)
where each h®) is constructed from n i.i.d. samples

(w1, ..., wy ~ p) using a partition with bin width
hy = Cin™7, v € (0,1). (25)

Then there exists a constant
C=C(L,{C}{,R,B,T)>0 (26

such that, with probability at least 1 — %,

__B
sup [p(w) — p(w)| < C -0~ 7057 /logn. (27)
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Proof. We first prove each histogram estimator h(*)
converges uniformly to p at the desired rate, and
then extend the result to the weighted average p by
convexity.

For each histogram estimator h(*), let B®) (w)
denote the bin containing w and define the bin-
averaged density:

1
PBO (w) = BO(w)| ) p(u)du. (28)
By the triangle inequality, we have
sup 1 (w)  p(w)|
< sup B () = Do) | + sup P () — P(W)],
Term 1 Term 2 29)

Through this decomposition, we separate the
total error into two parts: the statistical error from
finite sampling (Term 1) and the approximation
error due to the smoothness of p (Term 2). Next,
we will bound each term individually.

Bounding Term 1 We begin our analysis by fo-
cusing on certain bin B(*) (w) in the ¢-th histogram
estimator. Fix ¢ and bin B, define the indicator
random variables:

Zi=l(w; € B), i=1,2,...,n (30)
Then,
)_Liz. P —LE[Z-] (31)
n|B| pat 79 B |B| 7]

By Hoeffding’s inequality, for any n > 0,

Pr(h®(w) — pg| > 1) < 2exp(~2n/B?).
(32)
Since the support has length R, the number of bins
is at most R/|B|. Applying a union bound over all
bins yields that, with probability at least 1 — 4,

— PO (w)l <

sup [ (w)

Using the bin width |B| =

Cin~7, we have

n'"% log (521:?;' )
t

_ 1
sup ih(t)(w) - pB<t)(w)| < 7\/50
w t
(34)

Bounding the Term 2 By the Holder continuity
of p, for any u, w € B® (w),

|p(u) = p(w)| < LIBO(w))” (35)
Therefore for any fixed w, we have
Py — P0)] = | = (v) dy — p(w)
pB(t)(w) P |B ( )| B(t)(w) Py Yy P

1
< i —p(w)|d
< BT} o, 120~ 2]
<L- C’f el
(36)
Taking the supremum over all bins, we have

SUp [Py — p(w)| < L-CF - n™P. - 37)

Combining the bounds. Combining both error
terms, we conclude that with probability at least
1—-4,

sup |1 (w) — p(w)]
1 1 2n7
< -1 (38)
= V2c, e <6RCt>
+L-CPn P,

Let flt) = i log iy ) + LG
n~ P and § = ﬂ. Observe that

o U log n+log (2nT")+lo !

g SRC, = ylog g g RCt
(39)

n/(ctaR>T)

2n”Y

such that for all n > n’, we have log <6Rct) <

Since v > 0, there exist a n/ =

27 log n. Therefore, for all n > n’, we have

nV*%\/Q’y logn+ L - Ctﬁ -8,

1
V20,
(40)

To minimize the right-hand side, we set v* =

3018) +5) which yields
1 logn __B
)n 2(1+8)
V2C, | 1

n 2(1+[3) v/logn,

where C/ := LCP
each fixed ¢ € {1
ity at least 1 —

fu(y) <

fa(v7) = (LCY +

< Cf
(41)

1 Therefore, for

L1 [
Vv2cy '\ 14+8°
., T'}, we have, with probabil-

T?

__B
n 20+8) 4/logn (42)

sup (") (w) — p(w)| < G
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Applying a union bound overt = 1,...,7T, we
obtain that with probability at least 1 — %,

__s
sup |hM (w) — p(w)| < Cln™ 2055 y/log n

forallt=1,...,T.
(43)
On this event, using the convexity of p(w) =
o7 ach® (w), we have

T
sup [p(w) — p(w)| < 3 a;sup | (w) = p(w)
t=1

__B _
< (max C£> n 2045 4/logn.

te[T]

This completes the proof.
O]

Lemma 5 (Consistency of the null proportion esti-
mator). Under Assumption 2, there exist positive
constants C,Co > 0 such that, with probability at

1
least 1 — e

1 1
[0 — 70| < Cy/ 270 4 o |21 (a4
no ni

Proof. Recall that the empirical p-value estimator
is defined as

1 D ieing UG (wy) > G(wi))
pj = 1+ ng ’

45

where GG is a monotone function. Define Aj =
{p; > A} and A; := {p; > \}. By the law of total
probability:

Pr(A;) =Pr(p; > A | y;?d =0) -7

46
+Pr(pj>A|y;?d:1).(1—w0). (46)

For clean samples, p; ~ Uniform[0, 1], which im-
plies

Pr(p; > A|yfd=0)=1-X @7

By the assumption of the lemma, we have Pr(p; >
A y}?d = 1) = 0. Therefore,

PI‘(A]') = 71'0(1 — )\)
+ (1 —mo) - Pr(p; > M| yPd =1)
=7 (L= MN).
(48)
Then the error of the null proportion estimator
can thus be written as

7o — mo| =

We now bound each term individually.

Term (1): By Lemma 2, for any € > 0,

| Pr(4;) — Pr(4;)]

< Pr(|pj —pjl > €) + Pr(jp; — Al <€)
(50)
For the first term on the right-hand side, condi-
tioned on wj, the V; = I(G(w;) > G(w;)) are
1.i.d. Bernoulli with mean p;. By Hoeffding’s in-
equality,

Pr(|p; — pj| > €| wj) < 2exp(—2nge?).

Since the bound is uniform over wj, it holds uncon-
ditionally:

Pr(|p; — pj| > €) < 2exp(—2ng€”).

For the second term, by Lemma 3, there exists a
constant C' > 0 such that

Pr(lp; — A <€) <C-e
Combining the two bounds, we have
IPr(A4;) — Pr(A4;)] < 2exp(—2nge?) +C - e.

Term (2): Define U; = I(p; > ). Conditioned
on D, the U; are i.i.d. random variables. By
applying Hoeffding’s inequality:

Pr(
(51

Again, since the bound does not depend on D!,
it holds unconditionally. Thus, with probability at
least 1 — 4, the second term is bounded as

log (3)
2TL1

E[U;] - ni > U

j€[n1]

<e| Dcal> > 1—-2exp(—2n1€2).

2 < (52)
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Final Bound: Combining the two terms , we ob-
tain, with probability at least 1 — 9,

log (2
|ro—mo| < ﬁ (QeXP(2n062) +C-e+ %(f)
(53)
Choosing
1 1
e= /20 5 — (54)
no ni
yields
; L U logno [log(2m)
[fo=mo| < 1—A <2 no2 +C: \/ no +\/ 2n1 )
(55)

with probability at least 1 — —

For sufficiently laI%er o and n1i, the first term
will be absorbed by the second term and the fac-

tor of y/log(2n1) can be bounded by a constant

multiple of y/logn;. Therefore, there exist con-
stants C', C" ’ > 0 such that, with probability at
least 1 — —1,

logno " log ny
_ <7 t=Rhtd
|0 — o ( o T -
—cl. /log no Lo /logm’
no ni
(56)

where C] = 1= AandC = C”)\. O

Lemma 6 (Uniform convergence of ﬁ). Sup-
pose Assumption 1-2 hold, there exist constants
C1,Cy > 0 such that, with probability at least

_ 1 _ 2
7o ny’
sup ‘L(w) — f)(w)‘
< Cing 2(”Bl v/log ng &7
+ Gy~ T \flog .
Proof. Recall that
L
Pmix(w) pmix(w)
Then
sup |L(w) — ﬁ(w)’
_ pe(w)Fo  pe(w) mo
N Sl’uljp pAmix (w) Pmix (’LU)
1 . «
= Slul)p m (T('() pmix(w) ’pc(w) - pc(w)’
+ puix (W) pe (w) |0 — o
710 pe () | i (1) — s (1) ).
(58)

By Assumption 1, there exists [ > 0 such that
inf,, pmix(w) > I. Moreover, Lemma 4 implies
that, with probability at least 1 — -~

sup ‘ﬁmix(w)—pmix( )} < Choic M 2<1+62 Vd1ogny.
w
Hence, for sufficiently large nq,
___B2 l
inf pmix(w) > 1 — C,, . n1 20¥82) y/logng > 5
w

Also, sup,, p.(w) < M for some M > 0. Com-
bining these bounds yields

— L(w)]
)* pc(w)l

sup |L(w
2
< j(sgp | pe(w
) - pmix(w)D .
(59)

Applying Lemma 4 to both p. and pnix, and
Lemma 5 to 7p, we obtain that, with probability at

+ M |#o — mo| + sup | pmix (w
w

2 __ B
__PBo
+C, . .1 2052 \/logng
™0

log ng Lo log ny
V. no
(60)
For sufficiently large ng and nj, the
terms 1/105% and loflﬂ are dominated

__bB1 __ B2
by ng SC167) Vlogng and ng 2(1+2ﬂ2) vlogny,
respectively. Absorbing constants into C; and Co
completes the proof. 0
A.2 Proof of Lemma 1

Proof. By definition, the FAR is given by:

N zmma—@@].

Using the law of total expectation and the indepen-
dence of J;, we can write:

. 1—6:)68;
FAR=E |E 2 seim) J)AJ {w;j}jema)
1v2je[n1](175j)
61)
—F ey —

8;)E[; | wj]]
IV e =0) |
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Since Lj = PI”((Sj = 0|w]) =1-—-E
Then,
Y ey (1 = 0;)(1 = L)

FAR = E .
LV e (1 = 95)

A.3 Proof of Theorem 1

Proof. Let ﬁj denote the estimated value of L;
used in the decision rule. We decompose the FAR
as:

AR — | (1= 3901 - i)
1v2j€n1](1 —5)
+E e (1= 0;)(L; = L; )]
! \/Z]E nl](l )
=a+E e (1 = 0)(L; : L) |
1\/2]6[711](1 0; )

(62)
where the first term equals « by construction of the
Algorithm 1.

To bound the second term, note that according
to lemma 6 for any j,

A __ A
|Lj — Lj| < Cing 20550 \/log ng
__B2
4+ Cony 20+82) 4 /log ny

with probability at least 1 — —0 — —0 Let event £
denote the event that this bound holds. Then, we
can write:

(63)

<E[Z](1_Sj)|L]jLJ]

B 1v 32,1 —05)

<E [Z](léj)u’jl’] g] Pr(e)
1v 32,1 —05)

E >;(1 )|LJ'A_LJ| ee| - pr(ee)
1v 321 =95)

SE[Zj(1—5j)!ijLj el + prer)

1V 32,1 —05)

__ b __ B2
< Cing 204810 /logng + Cony 20+82) /log ny

1 2

no i o

[6; | wjl.

Dataset Classes Train Size Val Size Test Size
Yelp 2 14,000 3,000 3,000
HSOL 2 5823 2,485 2,485
AG News 4 108,000 7,600 7,600

Table 3: Summary of datasets used in experiments.

For sufficiently large ng and ni, the terms nio

and n% can be absorbed into the first two terms

respectively.
O

B Details of Scoring Function

In this section, we provide detailed formulations for
the two scoring functions used in our experiments:
Mahalanobis Distance (MDS) and BadActs Score.

Both scoring functions rely on an additional
clean data set for their calculations. Specifically,
we divide the original calibration set into two equal
parts. The first half is used to estimate the mean
and covariance matrix for MDS and to compute
the clean activation range for BadActs. The second
half serves as the true calibration set, as detailed in
Section 4.

¢ Mahalanobis Distance: We estimate the mean
(p) and covariance (X) of the feature represen-
tations of clean samples using the first half of
the calibration set. The Mahalanobis distance for
each test sample is then computed as:

Whtahatanobis (75) = v/ (f(25) — p) TS (f(25) — ),

(65)
where f(x;) represents the feature vector of the
test sample x;, and . and X are derived from the
clean samples. The Mahalanobis distance quanti-
fies how far a test sample’s feature representation
deviates from the distribution of clean samples.

For this score, we set G(w) = —w so that
smaller scores indicate a higher likelihood of
being a backdoor sample.

* BadActs Score: We follow the scoring method-
ology proposed in BadActs (Yi et al., 2024). For
each test sample z;, the intermediate score for
the k-th activation value is defined as:

o (z5) = Lk —ach i +aok) (k)5

where 1 4 (r) is an indicator function that eval-
uates to 1 if r lies within the interval [c, d], and
0 otherwise. Here, ;* and o* are the mean and
standard deviation of the k-th activation value

14396



Yelp AGNews HSOL
BadNets AddSent StyleBkd SynBkd ‘ BadNets AddSent StyleBkd SynBkd BadNets AddSent StyleBkd SynBkd
FAR Power FAR Power FAR Power FAR Power‘ FAR Power FAR Power FAR Power FAR Power FAR Power FAR Power FAR Power FAR Power
BKI 0.158 1.000 0.114 1.000 0435 0324 0.083 1.000 | 0.157 1.000 0.107 0.999 0.154 0.835 0.151 0.989 0.160 1.000 0.206 0.888 0215 0.869 0.213 0.881
CUBE 0.001 0991 0334 0498 0.013 0.866 0321 0.522 | 0200 0999 0250 0.749 0.203 0.945 0200 0.999 0.000 0.934 0.000 0.890 0.255 0.618 0200 0.998
STRIP 0.197 0.925 0200 0.930 0.194 0899 0.196 0897 | 0.197 0877 0.198 0925 0.195 0.882 0.197 0.857 0.196 0.927 0.196 0.899 0.201 00939 0.199 0.958
RAP 0209 0934 0.212 0927 0210 0929 0211 0932 | 0215 0.907 0210 0.940 0240 0.786 0.222 0873 0.208 0911 0235 0.815 0215 0.867 0207 0.956
SCM-md 0.000 0.982 0.000 0.986 0.000 0.995 0.000 0.991 | 0.201 0.994 0.200 0.996 0.131 0.995 0.007 0.994 0200 0.996 0.200 0996 0.197 0.994 0.119 0.996
SCM-badacts ~ 0.189 0999 0.185 0.999 0.002 0.999 0.175 0.998 | 0.188 0.995 0.193 0.995 0.172 0.995 0.043 0.992 0.191 0994 0.063 0995 0.172 0994 0201 0.995
SAFER-md 0.002 0979 0.000 0.928 0.001 0.948 0.000 0.842 | 0.077 0.950 0.095 0.983 0.108 0.983 0.011 0.906 0.033 0.813 0.048 0923 0.108 0426 0.078 0.986
SAFER-badacts  0.039  0.997 0.005 0.996 0.025 1.000 0.094 0.999 | 0.078 0.983 0.084 0.930 0.094 0.954 0.074 0995 0.099 0.574 0.071 0811 0.114 0.698 0.081 0.972
Table 4: FAR control results for the Pythia-1B model.
BERT-base-uncased RoBERTa-Base Pythia-1B
Badnets Addsent Stylebkd Synbkd Badnets Addsent Stylebkd Synbkd Badnets Addsent Stylebkd Synbkd
Yelp md 0.000+0.000  0.000£0.000  0.000£0.000  0.000+0.000 | 0.000+0.000 0.000+0.000 0.000+0.000 0.000+0.000 | 0.000£0.000 0.000£0.000 0.000+0.000 0.000+0.000
badacts  0.000+£0.000  0.000£0.000 0.00420.002  0.000£0.000 | 0.000£0.000 0.000£0.000 0.000+0.000 0.000£0.000 | 0.000+0.000 0.000£0.000 0.000£0.000 0.000+0.000
AGNews md 0.000+0.000  0.000£0.000  0.001£0.000  0.000+0.000 | 0.000+0.000 0.000+0.000 0.002+0.001  0.000£0.000 | 0.000£0.000 0.000£0.000 0.000+0.000  0.000+0.000
badacts  0.000+£0.000  0.000£0.000 0.002+0.001  0.000£0.000 | 0.000£0.000 0.000£0.000 0.006+0.002 0.001£0.002 | 0.000+0.000 0.000£0.000 0.007£0.002  0.000+0.000
HSOL md 0.000+0.000  0.000£0.000  0.002+0.002  0.000+0.000 | 0.000£0.000 0.000+0.000 0.000+0.000 0.000£0.000 | 0.000£0.000 0.000£0.000 0.001+0.001  0.000+0.000
badacts  0.000+£0.000  0.000£0.000 0.007£0.003  0.000£0.000 | 0.000£0.000 0.000£0.000 0.007£0.004 0.000£0.000 | 0.000£0.000 0.000£0.000 0.064£0.009  0.000+0.000

Table 5: Proportion of backdoor samples whose scores exceed the A-quantile

poisoning ratios.

estimated from clean samples, a is a hyperparam-
eter (set to 3 in our experiments), and 7 . is the
k-th activation value of ;.

The final BadActs score is then computed as:

L-d
1
Whadacts (I 7 L E
k:

where L-d is the total number of activation values
across all layers. This score reflects the propor-
tion of activation values in x; that fall within the
expected range based on clean samples. For this
score, we set G(w) = w.

C Dataset Details

We provide a summary of the datasets used in our
experiments in Table 3. We follow the same data
partition steps as in (Cui et al., 2022).

For the SynBkd attack on the AG News dataset,
due to the large dataset size, poisoning the en-
tire dataset is computationally expensive (over 100
hours). Therefore, we randomly sample 10% of the
dataset (approximately 10,800 samples) for back-
door training.

Use of Potentially Offensive Data Some of the
datasets used in our experiments may contain of-
fensive, toxic, or otherwise sensitive content (e.g.,
HSOL). These datasets are publicly available and
have been widely used in prior work on backdoor
attacks and content moderation for language mod-
els. We use them solely for research purposes, with
the goal of evaluating and improving the robustness

of clean samples under different

and safety of LLMs against malicious behaviors.
We do not introduce new offensive content beyond
what is already present in the original datasets, nor
do we deploy models trained on these data in real-
world applications. We acknowledge the potential
risks associated with handling such data and follow
standard research practices to minimize exposure
and misuse.

D Additional Experimental Results

Experimental Results on Larger Models We
further conduct experiments on the Pythia-1B
model (Biderman et al., 2023) to evaluate the effec-
tiveness of our method on larger-scale models. The
results are reported in Table 4. We observe a trend
consistent with that in the main manuscript: our
method reliably achieves the desired FAR control
while maintaining strong detection power across
most attack settings.

Validity of Assumption 2 In Assumption 2, we
posit that the scores of clean and backdoor samples
are separable; specifically, the score of any back-
door sample does not exceed the A-quantile of the
clean sample scores. To empirically validate this
assumption, we compute the proportion of back-
door samples whose scores exceed the A-quantile
of clean samples under different poisoning ratios.
The results are presented in Table 5. As shown, the
violation proportion is extremely low (often zero)
across different datasets, attack methods, and scor-
ing functions, supporting the practical validity of
this assumption.

14397



© =60 pn="0 =280 =90
FAR Power  Violation |  FAR Power  Violation |  FAR Power  Violation |  FAR Power Violation

o =10 0.047£0.039 0.869+0.226 0.000£0.000 | 0.054+0.044 0.836+0.234 0.000+0.000 | 0.074+0.048 0.732+0.277 0.001+0.000 | 0.116+0.050 0.584+0.319 0.011+0.003
o =20 0.074£0.048 0.732+0.277 0.001£0.000 | 0.090£0.052 0.648+0.295 0.003+0.001 | 0.116+0.050 0.585£0.319 0.011+0.003 | 0.166+0.029 0.614+0.341 0.037+0.007

Table 6: Simulation results of violation proportion

Mahalanobis Distance Score ‘ Badacts Score
n9=500 | no=1000 | no=2000 | no=500 | np=1000 | 17¢=2000
FAR Power ‘ FAR Power ‘ FAR Power ‘ FAR Power ‘ FAR Power ‘ FAR Power

n1=500  0.102+0.058 0.814£0.126 | 0.102+0.043  0.839+0.066 | 0.095£0.031  0.840+0.047 | 0.107£0.009 0.991£0.005 | 0.108+0.006 0.989+0.003 | 0.108+0.005 0.988+0.002
n1=1000 0.114£0.066 0.826+0.125 | 0.118£0.045 0.849+0.082 | 0.110£0.039 0.845£0.065 | 0.067£0.034 0.979+0.016 | 0.065+£0.028 0.983+0.006 | 0.069+0.018  0.985+0.004
n1=2000 0.069+0.046 0.748+0.133 | 0.062+£0.042 0.758+0.086 | 0.060+0.030 0.768+0.079 | 0.083£0.030 0.991+0.004 | 0.085+0.019 0.989+0.004 | 0.092+0.014  0.989+0.003

Table 7: Impact of calibration and test set sizes

To further examine the impact of potential vi-
olations on FAR control, we simulate clean and
backdoor scores using Gaussian distributions with
varying means and variances, and evaluate FAR
and detection power under different poisoning ra-
tios. Specifically, clean sample scores are drawn
from N'(100, o), while backdoor sample scores
are drawn from N (1, 02), where p and o are cho-
sen to represent different degrees of separation be-
tween the two distributions. We then apply our
detection algorithm to the simulated data and com-
pute FAR and power for each configuration.

The results are summarized in Table 6. We
observe that as long as the distributions are suf-
ficiently separated (e.g., 4 < 70 when ¢ = 20, and
i < 80 when o = 10), the violation proportion
remains low, and our method continues to achieve
reliable FAR control.

Varying Calibration and Test Set Sizes In this
experiment, we evaluate the impact of different cal-
ibration and test set sizes on the FAR control of our
method. Specifically, we vary both the calibration
and test set sizes from 500 to 2000, and measure the
resulting FAR and detection power on the AGNews
dataset. The results are reported in Table 7.

From these results, we observe that our method
consistently maintains effective FAR control even
with relatively small sample sizes (e.g., 500 calibra-
tion samples and 500 test samples). This demon-
strates the practicality and robustness of our ap-
proach in real-world scenarios, where the number
of available samples may be limited.
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